Case 1:13-cv-01961-KBJ Document 22-7 Filed 10/31/14 Page 1 of 12

IN THE UNI TED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PR I VACY I NFORMATION
CENTER,
Plaintiff,

Civ. No. 1:13-cv- 01961

v.

DEPARTMENT OF JUSTICE,
Defendant.

DECLARATION OF MARTHA M. LUTZ
CH IEF OF THE LITIGATION SUPPORT UNIT
CENTRAL INTELLIGENCE AGENCY

I, MARTHA M. LUTZ, her e by declare and state:
1.

I am the Chief of the Litigation Support Unit of the

Central Intellige nce Agency ("CIA" or "Agency").
this position since October 2012.

I have held

Prior to assuming this

position, I se r ve d as the Info rmation

~eview

Officer ("IRO") for

the Director's Area of the CIA for over thirteen years.

In that

c a pacity, I was responsible for making classification and
release determinations for info rmation originating within the
Director's Area, which includes, among other offices, the Office
of the Director of the CIA, the Office of Congressional Affairs,
and the Office of Ge neral Counsel.

I have he l d other

administrative and professional positions within the CIA since
1989.
1
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2.

As the Chief of th e Litigation Support Unit, I am

responsible for the classifi ca tion review of CIA documents and
info rmation that may be the subject of court proceedings or
public re qu ests for info rmation under the Freedom of Information
Ac t

(" FO lAn), 5 U.S.C. § 552.

I am a senior CIA official and

h o ld original c lassification authority at the TOP SECRET level
under writt en delegation of authority pursuant to Section 1.3(c)
of Executive Order No. 13526.

Because I hold original

c las s ification authority at the TOP SECRET level, I am
a uthoriz e d to a ssess the current, proper classification of CIA
info rmation, u p to and including TOP SECRET information, based
on t he clas si fication crit e ria of Ex ecutive Order 13526 and
applicable r e g u lations.
3.

Thr ough the exercise of my offi ci al dut ie s, I am

f ami liar with this civil action and the underlying FOIA reques t
submitted to t h e DOJ.

I make the following statements based

upon my personal knowledge and information made available to me
in my official capacity.
I. BACKGROUND

4.

Plai n tiff submitted a FOIA request to the Department

of Justice ("DOJ n

) ,

Nati onal Security Division in October 2013.

In the course o f processing the request, DOJ identified several
doc uments whic h were referred to the National Security Agency
("NSAn).

NSA, in t urn, determined that one responsive document
2
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in fact originated with the CIA.

NSA referred the document to

the CIA so that the CIA could evaluate whether any portions of
the re cord we re appropriate for release to the Plaintiff.

As

discussed below, CIA released portions of the document and
determined that other information must be withheld pursuant to
FOIA Exemptions btl) and b(3).
5.

The r efe rr e d document

is a declaration submitted by

the the n Dire c o r of Central Intelli ge nce ("DCI") Geor g e G.
Tenet to the Forei gn Intelligence Surveillance Court ("FISC")
This declarat i on, he r e inafter referred to as the "Tenet
Declaration," was submitted by the CIA to the FISC in support of
an application from DOJ to the court seeking authority for the
installation and use of "pen register trap and trace" devices in
furtherance of FBI investigations of terrorist suspects.

The

Tenet Declaration provides the CIA's terrorist threat
assessment.

Although CIA released some info rmation from the

Tenet Declara ti on, the Agency determined that other portions of
that document remain currently and properly classified and, as
such, are protected f r om disclosure under the FOIA pursuant to
Exemptions (b) (1) and (b) (3) .
II. FOIA EXEMPTIONS PRO ECTING CLASSIFIED INFORMATION
A. Exemption (b) ( 1 )

6.

Exemption (b) (1) provides that the FOIA does not

require the production of records that are:
3
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authorized under criteria established by an Executive order to
be kept secret in the i n terest of national defense or foreign
policy and (B) are in fa ct proper ly classified pursuant to such
Executive orde r .u

5 U. S.C .

§

552(b) (1).

As explained below,

the Exemption (b) (1) withholdings present in the responsive CIA
document satis f y the procedural and the substantive requirements
of Exe cu tive Or der 13526.
7.

Section 1.1(a) of Executive Order 13526 provides that

info rmat ion may be originally classified under the terms of this
order if the following conditions are met :

(1) an original

classification authority is classifying the information;

(2) the

information is own ed by, pro duced by or for, or is under the
control of the u.S. Gove rnment;

(3) the information falls within

one or more of the categories of information listed in Section
1.4 of Executi v e Order 13526; and (4) the original
classification authority determines that the unauthorized
disclosure of t he information reasonably could be expect ed to
result in some level of damage to the national security, and the
original classification authority is able to identify or
describe the damage.

The Executive Order also mandates that

records be properly marked and that the records have not been
classified for an improper purpose .

4
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i.

Procedural Requirements

8.

Original classification authority. Pursuant to a

written delegation of authority in accordance with Executive
Orde r 13526, I hold original classification authority at the TOP
SECRET level.

Therefore, I am authorized to conduct

classification reviews and to make original classification
decisions .

I have dete rmined that portions of the CIA record

r e sp o nsive to Plaintiff's request are currently and properly
c l ass ified.

9.

u.S. Gove rnme nt info rmation.

The information at issue

is owned by the U.S. Gove rnme nt, was produced by or for the u.S.
Gov e rnment, and is under the control of the u.S. Government.
10.

Classification cat e gories in Section 1.4 of the

Executive Order.

Exemption (b) (1) is asserted in this cas e to

protect information that c oncerns "intelligence activities
(in c luding cov e rt action), intelligence sources or methods, or
cryptology," pursuant to § 1.4(c) of the Ex e cutive Order.
11.

Damage tc the national security.

I have determined

tha t the CIA info rma tion contained in the responsive CIA record
i s cl assified TO P SECRET, be ca use it cons ti tutes information the
unauthorized dis c losure of wh i ch could reasonably be exp e cted to
result in ex cep tional ly gr ave dama ge to the national security.
12.

Proper purpose.

With respe ct to the information for

which Exemption (b) (1) is ass e rted in this case, I have
5
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dete rmined that this information has not be e n classified in
order to con ce al violations of law, inefficiency, or
a dministrative error; pr event embarrassment to a person,
organization or agency; restrain competition; or prevent or
delay the release of info rmation that does not require
protection in the interests of national security.
13.

Marking.

The document is properly marked in

accordance with Se ct ion 1.6 of the Executive Order.
ii. Substantive Requirements

14.

I h ave r eviewed the contents of the Tenet Declaration

and dete rmin ed that it contains inf orma tion that is currently
and properly classified.
15.

Spec ifically, I have determined that this information

was pr operly withheld because its disclosure could be expected
to lead to the identification of intelligence sources, methods
and activities of the CIA within the meaning of § 1.4(c) of
Executive Order 13526.

Disclosure of this information could

reasonably be expe cted to result in exceptionally grave damage
to national securi ty and therefore that information is currently
and properly classified at the TOP SECRET level.

The danger to

national security that could occur if the classified information
were to be dis c losed is described in Part III below.

6
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B. Exemp tion (b) (3)

16.

Exemption (b) (3) prote c ts info rma tion that is

specifically exempted fr om disclosure by statute.

A withholding

statute under Exemption (b) (3) must (A) requ i re that the matters
be withheld f r om th e public in such a manner as to leave no
discr e tion on the i ss ue, or (B) e stablish particular criteria
for withholding or refer to particular t ypes of matters to be
withheld.
17.

5 U. S.C.

§

552 (b) (3 ) .

Here , the CI A has dete r mined that Section 102A(i) (1)

of the National Security Act of 1947, as amended, 50 U.S.C.
3024(1)

§

(the " National Security Act"), which provides that the

Director of National Intelligence "shall protect intelligence
sources and methods from unauthorized disclosure" also applies
to the information for which Exemption (b) (1) was asserted.

1

As

an initial matter, the National Security Act has been widely
recognized to b e a withholding statute under Exemption (b) (3)
that refers to particular types of matters to be withheld, and
"requires that the ma tters be withheld from the public in such a

I Cour
s have recognized that n ot just the DN I, b u t als o CIA and o ther
age nc i es ma y re l y u pon the amended Nati o nal Security Act to withh o ld re cords
unde r FO I A. See, e .g. , Larson V Dep't of State, 56 5 F.3d at 862-63, 865 ;
Ta lb o t v . CIA, 57 8 F. Supp. 2d 24, 28-29 n. 3 (D. D.C. 2008) . Furthe rmo r e , the
Preside nt spec if ically pr es erved CIA's abi l ity to invo ke t he Nati onal
Security Act to protect its inte l ligence sources and methods. Se e , e. g .,
Exec . Orde r No . 13470, § 1 .6 (d) ( revisi ng Exec. Orde r No . 1 2333 after t he NSA
was ame nded ) , 73 Fed. Reg. 4 5325 (July 30, 2008) (reprinted in 50 u.s. c . §
401 n ote) (requiring that the CIA Director " [p ]rotec t intelligence and
i nt e ll ige n ce so ur ces , methods, and act iviti es fr om unauthorized disclosure in
accordance wi t h guidance from the [ DN I1
U

).
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manner as to leave no discretion on the issue."

5 U.S.C. §

55 2 (b) (3)
18.

In addition, the CIA has determined that Section 6 o f

the Central Intelligence Agency Act of 1949, as amended, 50
U.S.C. §403g (the "CIA Act"), also constitu t es a withholding
statute under Exemption b(3).

Section 6 of the CIA Act provides

t h a t th e CIA s hall be exempted from the provisions of "any other
law" (in this case, FOIA) which requires the publication or
disclosure of, inter alia, the " f unct ions of the CIA."
Accordingly, under Sec tion 6, the CI A is exempt from disclosing
info rmation r el at ing to its core fun ct ions - which plainly
include clandestine intelligence activities.
ther e fore,

The CIA Act,

constitutes a federal statute which "establishes

particular criteria for withholding or refers to types of
matters to be withheld."

5 U.S.C. §552(b) (3).

As this

declaration has e xp lained in detail, releasing the withheld
information would r equire t he CIA to disclose info rmation about
its core functions, an outcome the CIA Act expressly prohibits.
III. DAMAGE TO NATIONAL SECURITY

19.

During the course of this litigation, portions of the

classified Te net Declaration were publicly released.

However,

the Agency determined that other portions must be withheld
because the y contain information that would reveal classified
int e lligence sources, methods and activities.
8
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20.

Because revea ling additional details about the

withheld porti o ns would disclose classified information, I am
limited in my ability to describe the intelligence activities,
sources and methods at issue and the harm that would be
occasioned by their disclosure on the public record. 2

How ever,

publicly I can acknowledge that the redacted information relates
to specific inte lligence sou rces, methods and activities
utilized by the Agency to track and collect on terrorist
th rea ts.

Th e reda cte d info rmati on also relates to the me t ods

utilized by th e Agenc y to corroborate and s ynt hesize collected
intelligence.

The Te net Declaration provides numerous, detailed

pieces of inte lligence info rmation along with deta ils as to how
that info rma tion was obtained, processed and analyzed.
2 1.

One o f the major fun ct ions of the CIA is to gather

intell igenc e from around t he world for the President and other
United States Go ve rnment officials to use in policy making
d ec isions.

In t elligence collection lies at the heart of t he

Age ncy's counte rterro rism mission.

Prote c tion of the Agency's

sources and me t hods of co llection is critical to ensuring that
the mission o f the Age n cy is fulfilled.
22 .

Here , terrorist organizations could utilize the

intelligence and asses sme nts contained in the Tenet Declaration

If the Court desires, the CIA i s prepared to supplement this unclass i fied
declaration with a classified declaration containing additional information
about the withheld informati o n t~at the CIA canno t file on the public record.

7
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to identify the specific collection methods employed by the
Agency.

Terrorist groups could use this in f ormation to identify

CIA intelligence sources and collection capabilities and, in
turn, identify intelligence interests and/or exploit gaps in
coverage.

Indeed, even indirect references to information

obtained by classified sources and methods must be protected.
Terrorist organizations and other hostile g r oups have the
capacit y and ability to gat h er info rmation from a myriad of
public sources , analy ze it, and determine the means and methods
of intelligence collection from disparate details.

This type of

disc lo sure could defeat the specific collection efforts of the
CIA and, more broadly, the Intelligence Community.

Accordingly,

even seemingly innocuous, i n direct references to an intelligence
method could have significa t adverse effects when coupled with
other publicly-available data.

The disclosure of such

information could cause exceptionally grave damage to the
n atio nal secu r ity.
23 .

Additionally,

I no te that although the Tenet

Declarati on is over ten years old, the info rmation contained
within it is by no means obsolete.

The type of tools the Agency

has pre vi ously used to collect, vet, and synthesize information,
and the intelligence obtained using those methods, tends t o
indicate the CIA's current c ollection efforts.

Disclosures that

could identify past or current intelligence sources and methods

10
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uti liz ed by the CIA would reduce the Agency's ability to collect
i mp ortant int e llige nce information and create accurate threat
reporting and analytical products for

u.s.

policy makers.

Accordingly, disclosure of such methods could reasonably be
expe c te d to r e s ult in exceptionally grave damage to the national
security
24.

For the same reasons outlined above, in reviewi n g the

Tenet Declaration, I have determined that the information
constitutes protected intelligence sources, me thods and
activities.

As such, the inf o rmation at issue falls squarely

with in the scope of Section 10 2A(i) (1) of the National Security
Ac t and Se c t ion 6 of the Central Intelligence Agency Act.
Alth o ugh no h arm ra tionale is required to withhold information
under th ese Ex emption b(3) statutes , as noted above, the release
of thi s info r ma t i on could sign i fi cantly damage the ability of
CIA a nd o ther membe rs of t he Intelligence Community to collect
and analyze f o reign intelligence information.

Accordingly, all

of the redact e d information contained in the Tenet Declaration
is exempt fr om disclosure pursuant to exemptions b(1) and b(3).
La s tly, I have conducted a page-by-page, line-by-line review o f
this document and have determined that there is no additional
segregable, n o n -exempt CIA information that can be released.

*

*
11

*

Case 1:13-cv-01961-KBJ Document 22-7 Filed 10/31/14 Page 12 of 12

I declare under penalty of perjury under the laws of the
United States of Ame rica that the foregoing is true and
correct.
Executed

this~day

of October 2014.

Chief
Litigation Support Unit
Central Intelligence Agency
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