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LLS. Department of Justice

Qffice of Intelligence Policy and Review

Washington, D.C. 20530
April 27, 2001

MEMORANDUM FOR THE ATTCRNEY GEMERAL

THROUGH : ACTING DEE%@; hTTD;gEI GENERAL
FROM: o =
q Lounsel “for Intelligence Folicy
{
SUBJECT: Attorney General’s Reports to Congress on FISA

(U}

Attached for your approval are four sami-annual reports that
the Attorney General is required to submit to Congress relating
to the Foreign Intelligence Surveillance Act (FISA), as amended,
and the annual public repeoxt that the Attorney General is
regquired to submit to the Administrative Cffice of the United
States Courts and Congress on the operation of the FISA. (U)

MNon-
responsived
out of scope

EPIC v. DOJ, No. 13-1961, Exhibit 1 000001 Plaintiff's Cross Motion for Summary Judgment
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A T
———

USDOINSD
(Pffice of the Attorney Beneral
Hinshington, B.E. 20530
APR 2 7 2001

The Honorable Orrin G. Hatch
Chairman, Committee on the Judiciary
United States Senate

Washington, BC 20510

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1863 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attornay
General concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requests for access to certain buziness records under the
Act. These reports cover the period July 1, 2000 through
Decamber 31, 2000.

Bincerely,

Bl e opt—

John Ashcroft

SECHET MATERIALS -ATTAGHED
NGRS S FFTED-—WHREN-ATTACEMENTE—ARE—REMONED

EPIC v. DOJ _No _13-1961, _Exhibit.1
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(Pffice of the Attorney BGeneral
Bushington, B.0. 20530

,'-I_ e APR 2 7 20
IEDONNED -

The Honorable Richard Shelby

Chairman, Senate Select Committee on Intelligence
United States Sanakte

Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1808({(a), 1826, 1lB46, and 1863 of
the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all requests for pen register and trap
and trace surveillance, and all requests for access to certain
business records under the Act. These reports cover the period
July 1, 2000 through December 31, 2000.

Sincerely,

W fhcopt

John Asherafe

TP SECRET/COMINT/HOFORN/ /¥l AND- SEGRET-MATERIALE-ATTAGHED
HCEAS ST EED—WHEN-ATFAGHMEN T 5—ARE—REMOVED

EPIC v. DOJ, No, 13:1961, Exhibit] 11 S T 1D RV R = YT E—
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Bffice of the Attorney General
MWashingten, B.A. 20530

APR 2 7 200

The Honorable Porter Goss

Chairman, Permanant Select Committee on Intelligence
0.5, House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1808(a)., 1826, 1846, and 1863 of
the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Atcorney
General concerning electronic surveillances and physical searches
conducted under the Aet, all reguests for pen registers and Ltrap
and trace surveillance, and all reguests for access to certaln
business records under the Act. These reports rcover the parind
July 1, 2000 through December 31, 2000.

Sinceraly,

N

John Ashcroft

o SECRET LICOMINT A ANORORN X1 AND - SECRET MATERIALE-ATTACHED
PNELASESIFIED WHEN ATEACHMENTS - ARE-REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000004 Plaintiff's Cross Motion for Summary Judgment
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TOP-SECRET/COMINT//NOPORN ' X1

Section l: Introduction (U)

This report is submitted pursuant to Sections 108(a) and
306 of the Foreign Intelligence Surveillance Act of 1978 (FISA
or the Act), as amended, 50 U.5.C. §§ 2801-1811, 1821-1829. It
covers all electronic surveillances and physical searches
conducted under the Act by the Federal Bureau of Investigation
(FBI), as well as electronic surveillances conducted by the
Mational Security Agency (N5A), during the pericd July 1, 2000
through December 31, 2000. At the reguest of the staff of the
Senate Select Committes on Intelligence, this report also
covers pen register/trap and trace surveillance conducted
pursuant to the Act, 50 U.S5.C. §§ 1841-18446. (U}

Dot ol T S

EPIC v. DOJ, No. 13-1961, Exhibit 1 000005 Plaintiff's Cross Motion for Summary Judgment
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TOP -BECRETA/COMINT A HOPORN /K1
i 0

Out of scope/non-responsive

: Also, at the request
of the staff of the Senate Select Committee on Intelligence, we
are providing a statistical analysis and thumbnail sketches of
0.5, person surveillances conducted pursuant to the pen
register/trap and trace amendment to the Act. An original copy
iz being provided to each committee. (U}

Out of scopa/non-responsive

The third semi-annual report (Tab C)}, covering applications
for the use of pen registers and trap and trace devices,
encompasses the pericd from July 1, 2000 through December 31,

2000, and is beling provided to the House and Senate Intelligence
CommitLlees, as required by 50 U.5.C. § 1B46. (L)

Out of scopa/non-responsive

Letters of transmittal to the relevant committee chaicmen
are attached for your signature (Tab Ej. (U

Qut of scope/non-responsive

POP-CECRET/ A COMINT//HOPORN/ X2

EPIC v. DOJ, No. 13-1961, Exhibit 1 000006 Plaintiff's Cross Motion for Summary Judgment
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H//X2

Out of scope/non-responsive - "

H. PEen Register/Trap and Trace Surveillance® (U)

During 1999 and 2000, the FBI filed 18 applications with
the FISC to conduct pen regiskterc/trap and trace surveillance,
pursuant to 50 U.5.C. §§ 1841-1846. The FISC approved all 18
applications. Five of these applications were filed with the
Court in 1995, and thirteen applicactions were filed with the
Court in 2000. This report contains statistics regarding all
individuals wha are subjects of full FBI foreign
counterintelligence investigations related to each application

¥This report includes statistics and summaries of pen
register/trap and trace surveillances conducted pursuant to the
ABet for calendar years 199% and 2000. The next semi-annual
report will include information describing pen register/trap
and trace surveillances conducted during the period January 1,
2001 through June 30, 2001. -5

TOP-BECRET//COMINT//HOFORN/ /N1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000007 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET/ /COMINT/ /HOPORN/ /X1
_:.I'_E_

for pen register/trap and trace surveillance, and thumbnail
sketches of all United States persons who are subjects of these
related foreign counterintelligence investigations. (&

1. ppplications Filed in 1999 (U)

The FBI filed five applications with the FISC seeking
authorization to conduct pen register/trap and trace
surveillance concerning four individuals who are targets of
full FBI1 foreign counterintelligence investigations:. The

(B) (1), (b) (THE)

2. Applications Filed ip 2000 (U)

The FBI filed 13 applications with the FISC seeking
authorization to conduct pen registerc/trap and trace
surveillance concerning seven individuals who are targets of
full FBI foreign counterintelligence investigations. The

(B} (1), (B) (THE) =

YHowever, because the pen register/trap and trace
amendment to the Act does not require the citizenship of the
individuals to be pleaded, this number is not broken down inte

citizen/permanent resident alien/presumed 1.5. person
categories. =15y

TOP SECRET//COMINT/ /HOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000008 Plaintiff's Cross Motion for Summary Judgment
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ToP-SECRETY/COMINT,/ NOFORM, XL
- |

Out of scope/non-responsive

3., Descriptions of the United States Person Subjects of
Fared ; - 113 s {gations Ra] £
the Pen Heglster/Tra nd Trace Surveillapces L&

{B) (1), {b) (THE)

TOP--EECRET//COMINT//NOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000009 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET/ /COMINT/ /HOFPORN/ /X1
ol o

a(b) (1), (b) (T)E)

L e

TOP-SRORET//COMINT/ /NOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000010 Plaintiff's Cross Motion for Summary Judgment
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TOP -SECRET/ /COMINT/ /NOFORN/ /X1

- 38 -

Ingcjident 00=]=3: (]

(D) (1), (B) (TXE)

Oul of scope/non-responsive
Ouit of scopa/non-responsive

TOP BECRET//COMINT/ /MOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000011 Plaintiff's Cross Motion for Summary Judgment
Rp— - _— ey~ a
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TP SECRET//COMINT/ /NOFORN/ /X1

- 3% =

Incident 00-1-9: (U)
(b} (1), (b) (THE)

Out of scope/non-responshe

() (1), (b} (T)E)

TOPR-EBECREE//COMINT/ /HOFORM/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000012 Plaintiff's Cross Motion for Summary Judgment
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TOP-EECRET//COMINT//ROPORN/ /X1

- AR =

Dut of scopenon-responsiva

Incident 00-2-3: (U)
(B} {1, () {THE)

TOP BECRET//COMINT//NOFPORN/ /K1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000013 Plaintiff's Cross Motion for Summary Judgment




Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 15 of 323

TOR SECRET//COMINT//NOFORM/ /X1

- 45 -
(b} (1), {b) (THE)

Incident 00-2-4: (U)
(b} (1}, (b} (THE)

Dt of scope/nan-responsive

TOR BECRET//COMINT/ /HOPORN//X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000014 Plaintiff's Cross Motion for Summary Judgment
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G g 1 U.S. Department of Justice
,W Office of Intelligence Policy and Review

Kl

a0

Waghingron, 00T 20530
DEC 31 Z00
MEMORANDUM FO i TING ATTCOHNEY GEMERAL
6116y e
FROM:
SUBJECT: Attorney General’'s Reports to Congress on FISA

(uj

Attached for your approval are four semi-annual reports that
the Attorney General is reguired to submit to Congress relating
to the Foreign Intelligence Surveillance Act (FISA), as amended.
(U}

Owit of scopa/
fbn=

responsive

EPIC v. DOJ, No. 13-1961, Exhibit 1 000015 Plaintiff's Cross Motion for Summary Judgment
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(Pffice of the Attorney General
HHaskingten, B.C. 20530

DEC 51 20

The Honorable Patrick J. Leahy
Chairman, Committes on the Judiciary
United States Senate

Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1863 of the
Forelgn Intelligence Surveillance Act of 1978, as amended, I am
submitting herawith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
reaquests for pen register and trap and trace surveillance, and
all requests for access to certain business records under the
Act. These reports cover the period January 1, 2001 thraugh June
ag, 2001.

Sincerely,

£ L

ay/5. Byb
Acting Attorney General

EECRET-MATERTALE-ATTACHED
BHCLASEIFTE D WHENATTACHMENFS—AREREMGVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000016 Plaintiff's Cross Motion for Summary Judgment
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@ffice of the E?Lﬂrn-m*g Beneral
Hashington, B.C. 20530

DEC 31 20

The Honorable F. James Sesnsenbrenner, Jr.
Chairman, Committee on the Judiciary
U.5. House of Representatives
Washington, DC 20515

Dear M. Chairman:

In accordance with Sections 1826, 1846, and 1863 af the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
reguests for pen register and trap and trace surveillance, and
all requests for access to certain business records under the
gst.zngheae reports cover the period Januvary 1, 2001 through June

, ;

Sincarely,

‘. 75,40

ayl 5. Bybe
Acting Attorney General

SECRET MATERIALS- ATTACHED
WNCLASSTFIED WHEN -ATTACHMENTS RRE REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000017 Plaintiff's Cross Motion for Summary Judgment
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®ffice of the Attorney General
Mashington, B.C. 20530

DEC 3 1 20m

The Honorable Bob Graham

Chairman, Senate Select Committee on Intelligence
United State= Senate

Washington, DC 20510

Pear Mr. Chaizrman:

In accordance with Sectiona 1808(a), 1B26, 1846, and 1BE&3d of
the Foreign Intelligence Surveillance Act of 1378, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic survelllances and physical searches
conducted under the Act, all requests for pen register and trap
and trace survelillance, and all requests for access to certain
business records under the Act. These reports cover the period
January 1, 2001 through June 30, 2001.

Sincerely,

Acting Attorney General

TOP SECRET/ACOMINT/NOFORNLANL AND SECRET-MATERIALS ATTACHED
UNCLASSIFIED WHEN-ATTACHMENTS -ARE—REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000018 Plaintiff's Cross Motion for Summary Judgment
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®ffice of the Attorney General

Hinshington, B.0C. 20530

UEC 31 20

The Honorable Porter Goss
Chairman, Permanent belect Committee on Intelligence
U.5. House of Representatives

Washingteon, DC 205315

Dear Mr. Chairman:

In accordance with Sections 1BO0B(a), 1826, 1846, and 1863 of
the Foreign Intelligence Surveillance Act of 1878, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all requests for pen registers and trap
and trace surveillance, and all requests for access to certain
business records under the Act. These reports cover the pariod
January 1, 2001 through June 30, 2001.

Sincerely,

J?_{ wd

yJ/5. Bybe
Bcting Attorney Geperal

BNEERE ST FEED-WHEN-ATTAEHHENPE—RRE—-REHMEYED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000019 Plaintiff's Cross Motion for Summary Judgment
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[

TOP SECRET//COMINT//NOFORN//X1
2.

Out of scope/non-responsive

. Alsa, at
the request of the staff of the Senate Salect Committee on
Intelligence, we are providing a statistical analysis and
thumbnail sketches of U.5. person surveillances conducted
pursuant to the pen register/trap and trace amendment to the Act.
An original copy is being provided to each committee. (U}

Dut of scope/non-responsive

The third semi-annual report (Tab C), covering applications
for the use of pen registers and trap and trace devices,

encompasses the period from January 1, 2001 through June 30,
2001, and is being provided to the House and Senate Intelligence

Committeas, as well as the House and Senate Judiciary Committeas,
as required by 50 U.5.C. § 1846. (U)

Dut of scopalnon-responsive

Letters of transmittal to the relevant committes chalrmen
are attached for your signature (Tab E). (U)

Out of scope/nan-
responsive

EPIC v. DOJ, No. 13-1961, Exhibit 1 000020 Plaintiff's Cross Motion for Summary Judgment




Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 22 of 323

TOP SECRET/ fCOMINT//HOPORN/ /X1
_Eﬂ_

Ot of scopa/non-responsive i

H. pPan Registex/Trap and Trace Surveillance {(U)

From January 1, 2001 through June 30, 2001, the FBI filed
two applications with the FISC to conduct pen registerftrap and
trace gurveillance, pursuant to 50 U.S.C. E§ 1B41-1846. The
FISC approved both applications. &)

1. Applications Filed from January 1, 2001 to Juns 30,
2001 (W)

The FBI filed two applications with the FISC sessking

authorization to conduct pen register/trap and trace
surveillance concerning (b)(1), (b){TUE)

TOP SECRET//COMINT/ /HOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000021 Plaintiff's Cross Motion for Summary Judgment
— ——— —————
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TOP EECRET//COMINT/ /NOFORN//X1
= 21_ -
2. pDescriptions of the United Scatesg Persop Subjects of
Foreign Counterintelljgence Igvestigacions Related ro
Lhe Pen Bealster/Trap and Trace Surveillapces

I Arions
ac Lrve i H=R

(B) (1), (B} (THE)

Cut

SCop

nsive

TOD SBCRET//COMINT//NOFPORN/ /%1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000022 Plaintiff's Cross Motion for Summary Judgment
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TCP SECRET//COMINT/ NOFORN/ /X1
- 31

Dut of scopa/non-responsive

Incident 00-1-9: (U)
(B} (1), (&) {(THE)

TOP BECRET/ fCOMINT/ /MOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000023 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//CGMINE//NOFORN//¥1

N | T
bBOut of scope/non-responsive

Ingident 00-2-3: ()
(b} {1}, (b} (TKE)

TOP -B8BCRET/ /COMINT//NOPORN/ /31

EPIC v. DOJ, No. 13-1961, Exhibit 1 000024 Plaintiff's Cross Motion for Summary Judgment
e e ]
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ToP-EECHRET S COMINT  HOPORN/ X1

= FT
{b) (1), (BY {THE)

g0-2-4: (U}
{b) (1), b} (THE)

TOP SECRET//COMINT//NOFORM/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000025 Plaintiff's Cross Motion for Summary Judgment
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(b} (1), (B) (THE)

Dut of scopeinon-

responsive

#oc0

038000

EPIC v. DOJ, No. 13-1961, Exhibit 1

TOP GECRET//COMINT/ /NORORN/ /X1

= 18 =

TOP SECRET//COMINT/ /NOFORN/ /X1

000026

Plaintiff's Cross Motion for Summary Judgment
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i i U.S. Department of Justice

/%1/ Office of Intelligence Policy and Review

Waskington, D.C. 20530

E ATTORNWEY GENERRAL

Ylee o

ames A. Baker
_qunggl*ggrﬁén;ellianGETEEEicg_E?

N £ e = "l I —
() (8), (b} (THC)

SUBJECT: Attornay General's Reports to Congress on FISA

(G}

Attached for your approval are four semi-annual reports that
the Attorney General is reguired to submit to Congress relating
to the Foreign Intelligence Surveillance Act (FISA), as amended,
and the annual public report that the Attornay General is
required to submit to the Administrative Office of the United
States Courts and Congress on the operation of the FISA. (D)

Out of scope/ .

. & i

EPIC v. DOJ, No. 13-1961, Exhibit 1 000027

Plaintiff's Cross Motion for Summary Judgment
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Office of the Attornep General

Hashington, B.C. 20530

The Hongrable Patrick J. ah s

:::*—?EF?==FT——HE=¢E-n7'- i = 5%5&% L e T
Chairmany Commit on the” iGiary ' - ’
United States Senate >

Washington, DC 20510
Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1863 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requests for access to certain business records under the
Act. These reports cover the period July 1, 2001 through
December 31, 2001.

Sincerely,

Larry D, Thompson
Acting Attorney General

SECRET MATERIALS ATTACHED
UHEEASSTFIED WHEN ATTACHMENTS ARE REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000028 Plaintiff's Cross Motion for Summary Judgment
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@ffice of the Attorney General
Washington, B.&. 20530

AFH 2 -g ...i'_..lf

The Honorable F. James Sensenbrenner, Jr.
Chairman, Committee on the Judiciary
U.S. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1863 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requests for access to certaln business records under the
Act. These reports cover the period July 1, 2001 through
Decamber 31, 2001.

SINCerEIy

i
Larry R. Thompscn
Acting Attcrney General

SEGRET-MATERIALS -ATTACHED

UNCLASS IFIED WHEN-ATTACHMENTS ARE REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000029 Plaintiff's Cross Motion for Summary Judgment
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®ffice of the Attorney General
Washington, B.€. 20330

APR 2 9 22

Fan

The Honorable Bob Graham

Chairman, Senate Select Committea on Intelligence
United 5tates Senate 3

Washington, DC 20510

Dear Mr. Chalirman:

In accordance with Sections 1808(a), 1826, 1846, and 1862 of
the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all requests for pen reglster and trap
and trace surveillance, and all requests for access to certain
business records under the Act. These reports cover the period
July 1, 2001 through December 31, 2001.

Sipceraly N

"
E
)

Larry D. Thompson
Acting Attorney General

TOP SECRETLACOMINT/ ANOFORN//H1I—AND—SECRET MATERIALS ATTACHED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000030 Plaintiff's Cross Motion for Summary Judgment
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The Honorable Porter Goss
Chairman, Permanent Select Committee on Intelligence

D.5. House of Representatives
Washington, DC 20315

Dear Mr. Chairman:

In accordance with Sections 1B08(a), 1826; 1846, and 1B&3 of -

the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all requests for pen registers and trap
and trace survelllance, and all requests for access to certain
business records under the Act. These reports cover the period
July 1, 2001 through December 31, 2001.

Sincerely,

i,

=

Larry iD. Thompson
Acting' Attorney General

TOR SECRET//COMINT/A/NOFORNA/AN ] AND-GECRET MATERTALS ATTACHED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000031 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 33 of 323

TOP SECRET//COMINT//HOFORM//X1
Section 1: Introduction (U)

This report is submitted pursuant to Sections 108(a) and
306 of the Foreign Intelligence Surveillance Act of 1978 ([FISA
or the Act), as amended, 30 U.5.C. §§ 1801-1811, 1821-1829,
1841-1846. It covers all electronic surveillances, physical
searches and pen register/trap and trace surveillances
conducted under the Act by the Federal Bureau of Investigation
(FBI), as wall as electronic surveillances conducted by the

Hational Security Agency (MSA),. during.the. period July. 1, 2001
e T -

(o) (1), (B} (T} ___
(E)

Yas discussed during the brisfings provided by the
Counsel for Intelligence Policy to Committee staff members in
March 2002, the Department strives for this report to be a
fully informative and substantively useful oversight tool. To
that end; the Department will be presenting Committee staff

mempers with a proposal to streamline this report, in the near
future. =&

TOF SECRET//COMINT//HOGPORMN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000032 Plaintiff's Cross Motion for Summary Judgment
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Out of scope/non-respansive
_ ) Also, at

the request of the staff of the Senate Select Committes on
Intelligencea, wa are providing 2 statistical analysis and

___th nail g £ g:Eh_ng:ann_au:xaillnqcus,cquu
— - puUTSUant to-the pen Legister/Lrap ano LLace amendmen

Act. An original copy is being provided to each committee.

t '.:_'-.. .
(0}

Out of scope/non-responsive )

1
| ]

The third semi-annual report (Tab C)., covering applications

for the use of pen registers and trap and trace devices,
encompasses the period from July 1, 2001 through December 31,
2001, and is being provided to the House and Senate Intelligence
Committeaes, as well as the House and Senate Judiciary Committees,

as required by 50 0.5.C. § 1846. (U)
Dut of scopa/non-responsive

TOP-SECRET//COMINT//NOFORN/HK1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000033 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//COMINT//NOFORN//X1

= 24 =

;gggli?aﬂ,-ﬂﬁﬂ.aﬂ

H. ] T 1t Sury LREN]

From July 1, 2001 through December 31, 2001, the FBI filed
12 applications with the FISC to conduct pen register/trap and
trace surveillance, pursuant to 50 U.S5.C. §§ 1841-1846. GSeven

TOP SECRET//COMINT//NOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000034 Plaintiff's Cross Motion for Summary Judgment
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TOP-BECRET//COMINT//NOPORN//XL
- 25 -

of the 12 applications were filed pursuant to 30 U.S5.C. §§
1841-184& as amended by the by the "Uniting and Strengthening
America by Providing Appropriate Tools Reguired to Intercept
and Obstruct Terrorism Act of 2001" (USA PATRIOT Act), Public
Law 107-56. The FISC approved all 12 applications. 48

1. Applications Filed from July J, 200] through December
okl {U) :

e —

-

The FBI filed one application with the FISC seeking
authorization to conduct pen register/trap and trace
surveillance concerning (b) (1) (b) (THE)

The FBI filed one application with the FISC seeking
authorization to conduct pen register/trap and trace
surveillance concerning (b) (1) (&) (THE)

Timer= - 4
authorization to conduct pen register/trap and trace
surveillance concerning (b) (1) (b) (THE)

The FEI filed two applications with the FISC seeking
authorization te conduct pen register/trap and trace
surveillance concerning (b){1}, (b)(7)E)

EPIC v. DOJ, No. 13-1961, Exhibit 1 000035 Plaintiff's Cross Motion for Summary Judgment
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TOPEECRET//COMINT//NOTORN/ /%1
- 26 =

(Bh (1)
(B) (TME)

The FBI filed seven applications with the FISC sesking
authority to conduct pen register/trap and trace surveillance

.. 2 (1), (B} (THE) 5 S - I,
— - e n = -ﬁ = W_—.. = _.'_.E
i
2. Descriptions of the United Statgs Person Subjects of
Foreign Counteriptellige 1 . :
the Pen Begister/Trap and Trace Survelllances 27

(b} (1), {b) (7)E) '

TOP SECRET//COMINT//NOPORN//H1
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(b} (1), (b) (TNE)

nsive

TOP SECRET//COMINT//HOFORN/ /X1
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(b) (11, (b) (THE)

TOP SECRET//COMINT//NORORN,/fEL
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5. Incident

Incident 01-2-1

(b} (1), (b) {7)
(C), (b} (THE)

EPIC v. DOJ, No. 13-1961, Exhibit 1

TOP -SECRET//COMINT/ /NOFORN/ /X1
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000040 Plaintiff's Cross Motion for Summary Judgment



Case 1313'CV'E,}=9&1'KBJ

THE ATTORNEY GENERAL’S REPORT ON ELECTRONIC
SURVEILLANCE AND PHYSICAL SEARCH UNDER THE FOREIGH
INTELLIGENCE SURVEILLANCE ACT

December 2002

COPY

ToP SECRET/ /COMINT/ SHOFORN/ /XL
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@ffice of the Sttorney General
Washington, B.€. 20530

The Honorable F. James Sensenbrenner, Jr.

Chairman, Committes on the Judiciary

U.8. House of Representatives 1y
Washington, DC 20515

Dear Mr. Chairman: .

In accordance with Sections 1828, 1846, and 1863 of the
Foreign Incelligence Survelllance Act of 1378, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requests for access to certain business records (including
the production of tangible things) under the Act. These reports
cover the period January 1, 2002 through June 30, 2002.

Bincerely,

Theodore B. Olson
Acting Attorney General

HNCEASSIFIED WHEN-ATTACHMENTS -ARE-REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 ——00042 Plaintiff's Cross Motion for Summary Judgment
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®ffice of the Attornep Seneral
Pashington, B.C. 20530

DEC 31 ZR

The Henorable Porter Goss

Chairman, Permanent Select Committee on Intelligence
U.5. House of Representatives

Washington, DC 20515

Dear Mr. Chairman: -

In accerdance with Bections 1808(a), 1826, 1846, and 1B&3 of
the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Atcorney
General concerning electronic survelllances and physical searchas
conducted under the Act, all requests for pen reglsters and trap
and trace surveillance, and all requests for access to certain
business records {including the production of tangible things)
under the Act. These reports cover the period January 1, 2002
through June 30, 2002.

Sincerely,

TShasta s

Theodors B. Olson
Acting Attorney Ganeral

TOPR SECRET//COMINT//NOFORN//¥1-AND GECRET -MATERIALS ATTACHED
UNCEASSIFIBD - WHEN -ATTACHMENTS -ARE-REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000043 Plaintiff's Cross Motion for Summary Judgment
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©ffice of the Attorney General
Washington, B.€. 20530

DEC 31 M2

The Honorable Bab Graham

Chairman, Senate Salact Committes on Intaelligence
United States Senate , ;
Washington, DC 20510 -

="l

Dear Mr. Chairman:

In accordance with Sectiocns 1808(a), 1826, 1846, and 1863 of
the Foreign Intelligence Surveillance Act of 1978, aa amended, I
am submicting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all regquests for pen registers and trap
and trace surveillance, and all requests for access to certain
business records (including the production of tangible things)

under the Act. These reports cover the period January 1, 2002
through June 30, 2002. '

Sincerealy,

ZShesrn D5

Thecdore B. Olson
Acting Attorney General

TOP SECRET//COMINT/ /NOFORNS /K1 AND SECRET MATERIALS ATTACHED
UNCLAGEIFIED WHEN ATTACHMENTS ARE REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 — 004

Plaintiff's Cross Motion for Summary Judgment
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@ffice of the Httornep General
Washington, B.€. 20530

DEC 31 =2

The Honorable Patrick J. Leahy
Chairman, Committee on the Judiciary
United States Senate

Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1863 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am b
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requests for access to certain business records (including
the production of tangible things) under the Act. These reports
cover the period Januvary 1, 2002 chrough June 30, 2002.

Sinceraly,

ot dPs—

Thecdore B. Olson
Acting Attorney General

EPIC v. DOJ, No. 13-1961, Exhibit 1 430045 Plaintiff's Cross Motion for Summary Judgment
—
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Section l: Introduction (U)

This repert is submitted pursuant co Sections 108(a)} and
306 of the Poreign Intelligence Surveillance Act of 1978 (FISA
or the Act), as amended, 50 U.5.C. §§ 1801-1811, 1821-1829,
1841-1846. It covers all electronic surveillances, physical
searches and pen register/trap and trace surveillances
conducted under the Act by the Federal Bureau of Investigation
(FBI}, as well as electronic surveillances conducted by the
National Security Agency (NSA), during the period January 1.
<002 through June 30, 2002. (U}

Ot of scope!
ROn-responsive

POP-SREERET/ASCOMINT/ /HOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000046 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//COMINT//HOFORN/ /X1
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Out of scope/nan-responsive.

H. Pen Register/Trap and Trace Surveillapce (U)

The FBI filed 29 applications with the FISC to ceonduct pen
register/trap and trace surveillance, pursuant Co 50 U.8.C.
§5 1841-1846, as amended by the by the “Uniting and
Strengthening America by Providing Appropriate Tools Regquired
to Intercept and Obstruct Terrorism Act of 2001° (USA Patrior
Act), Public Law 107-56. The FISC approved all 29
applications. There were 19 United States persons who were the
targets of pen register/trap and trace surveillance. (8}

2. Descriptions of the Upited States Persgon Subjects of
Forei inte v i i =
a vailla [ Wl
(k) (1), (b} (THE)

{b) (1), (b} (TNE)

EPIC v. DOJ, No. 13-1961, Exhibit 1 000047

Plaintiff's Cross Motion for Summary Judgment
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(b} (1), (b) (THE)

POP SECRET//COMINT/ /NOFORMN/ /%1
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(b} (1), (b} {THE)

TGP - BECRET//COMINT/ /HOFCORN, /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000049 Plaintiff's Cross Motion for Summary Judgment
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TOP BECRET/ /COMINT//HOFORMN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000050 Plaintiff's Cross Motion for Summary Judgment
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Out of scope/
nNon-responsive

Incident 00-1-3 (U}
by {1}, (b} (THE)

TOP SECRET//COMINT/ /NOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1 000051 Plaintiff's Cross Motion for Summary Judgment
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2. Update on Incidents Reporced ip 00-2 &
i L w - {15}
(o) (1), {b) (FHE)

TOP EBCRET//COMINT//NOFORN//X1

EPIC v .DOJ. No._13-1964, Exhibit.1 000052 Plaintiff's Cross Motion for Summary Judgment
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TOF SECRET//COMINT//HCFORN//K1
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U.S. Department of Justice

Office of Intelligence Policy and Review

Washingron, D.C. MIFAD

MEMORANDIM FOR E J’L GENZRAL

o) .
FROM: AMSS h, Baker

T e N COURS B IFOrETRE gl qant e 0o L, Eﬂ‘w _

e e L.

{b) (8), (b) (T)(C)

SUBJECT: Attorney General's Reports to Congress on FISA
(g}

Actached for your approval are four semi-annual reports that
the Attorney General is required to submit to Congress relating

to the Foreign Intelligence Surveillance Act (FISA), as amended.
{U)

Ot of sPupanm
responsive

TOP-SECRETYCOMINT// HOTORN/ Xl AND - SECRET-HATERDALS—ATTACHED
GECRET WHEN -ATTACHMENTS -ARE—REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 - 000054 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 56 of 323

®ffice of the Sttornep General
Washington, 3.€. 20330

September 17, 2003

Tha Honorable F. James Sensenbrenner, Jr.
Chairman, Commicrea on the Judicia=y

U.5. Housa of Reprassntatives

Washincton, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1828, 18458, and 18583 of che
Foreign Intelligence Surveillance Act of 1578, as amendad, I am
submitting herewith the semi-annual reporcs ¢f ths ACCorney
Ganeral concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requests for access to certain business records (inclucing
the production of tangible things) under the Act. These repcrts
covaer the period July 1, 2002 through December 31, 2002.

Sincerely,

St Aoy t—

John Asheroft
Atcorney Gararal

SzCReT MATERIALS ATTRCHED
ECEAES IS IEN WIS ASTTASIMENTE LED REMIY=D

EPIC v. DOJ, No. 13-1961, Exhibit 1 000055

PIamtEf's Cross Motion for Summary Judgment
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©ffice of the Sttornep General
H¥ashington, B.€. 20530

September 17, 2003

The Hcnorable Pat Roberts

Chalrman, Senate Salect Committee on Intelligance
United States Senace

HWashington, DC 20510

Dear Mr. Chairmani

In accordance with Secticns 1808(a), 1828, 1846, and 1883 of
the Foreign Intelligence Surveillance Act of 1378, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical gearches
conducted under the Act, all requests for pen registers and ctrap
and trace surveillance, and all requests for access to certain
business records {including the producticn of tangible things)
under the Act. Thesa raports cover the period July 1, 2002
AR TI T Y=P0 S & R 1 1 X

Sincerely,

(e rffnop t

John Ashcroft
Attorney General

TCP SECARTALCOMINT/AIHOFGRMNAM1 2NN SECRET MATSRIALES ATTACHZD
UVNCLASSTFIED WEEH ATTACHMONTS ARE REMOVED

——_EPIC\.DOJ,No 131961, Exhibit { 000056
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@ffice of the Sittornep General
¥ashington, 8.€. 20530

September 17, 2003

e

The HonNOTADLE Orrin G. Haceh
Chairman, Commitree on the Judiciary
United States Senata

Hashington, DC 20510

Dezr Mr, Chzirman:

In accordance with Sections 1826, 1845, and 1863 of the
Foreign Intelligence Surveillance Act of 1578, as amenced, I am
submitting herewith the semi-annual reports of the Atcornay
General concerning physical searches conducted under the Act, all
regussts [or pen register &nd crap and crace zurvelllance, &nc
all recuessts for access to cerctain business records (imcluding
the production of tangible things) under the Act. These raports
cover the period July 1, 2002 chrough Decembsr 31, 200i.

Sincerely,

John Ashcroft
Attorney General

SECRET MATERTALE-ATIACHSD
EEASSIF I BB HHEN--ATTACHMENTS -ARE-REMOVED
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@ffice of the Attornepy General
Washington, B.E. 20530

September 17, 2003

The Honorable Porter Goss

Chairman, Permanent Select Committee on Intelligence
U.S. House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1808(z), 1826, 184, and 1881 eof
the Forelen Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attcornev
General concerning electronic surveillances and physicel searchas
conducted under the Act, all requests for pen registers and trap
and trace surveillance, and all reguests for access to cercain
business records (including the production of tangible things)
under the Act. These reports cover the pericd July 1, 2002
through December 31, 2002.

—Sincerely,

%W

John Ashcroft
Attorney General
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POP SECRET// CONENT/ S/ NOFORN/ /X1

Section 1; Introductien (U)

This report is submitted pursuant to Sections 108(a) and
306 of the Foreign Intelligence Surveillance Act of 1978 (FISA
or the Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1B23,
1B841-1846. It covers all electronlc surveillance, physical
searches, and pen register/trap and trace surveillance
conducted under the Act by the Federal Bureau of Investigation

(FBI), as well as electronic surveillance conducted by the
soreemmmsiationalsSecurit

Jr—duripgsthespesied July Ty

through Decembar 31, 2002. (U)

Oul of scopa/non-Tesponshe

Dut of scope/non-responsie

EPIC v. DOJ, No. 13-1961, Exhibit 1 000059
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g

Out of scope/non-responsive

The third semi-annual report (Tab C)., covering applications
for the use of pen registers and trap and trace davices,

encompasses the period from July 1, 2002 through Decembar 31,
2002, and is being provided to the House and Senate Intelligence
Committees, as well a2s the House and Senate Judiciary Committees,

as required by 50 U.5.C. § 1846. (1)

COut of scope/non-responsive

Letters of transmittal to the relevant commitctee chairmen

are attached for your signature (Tab E). __ (U)

it of scopea/non-
responsive

EPIC v. DOJ, No. 13-1961, Exhibit 1 000060 Plaintiff's Cross Motion for Summary Judgment
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TOP-SECRET//COMINT//NOFORN/ KL
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Cut of scope/non-responsive

Cut of scopa/non-responsive

FOP-SECRETYCOMINT/ HOFORMN/ X1

EPIC v. DOJ; No. 13-1961, Exhibit 1 000061 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//COMINT//HOFORN//XKL

Cut of scope/non-
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(B} (1). (B} (T XE)

Out of scopainon-rasponsive

TP SECRET /- COMINT//HOFORN// X1
el

EPIC v. DOJ, No. 13-1961, Exhibit 1 000062 Plaintiff's Cross Motion for Summary Judgment
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TOF- SECRET//COMINT/ /HOFORN/ /X1
Ot of scopa’non-responsive

2. Pen Reglster/Trap and Trace Surveillance (U}

The United States filed 42 applications with the FISC
seeking authorization for the FBI to conduct pen register/trap
and trace surveillance, pursuant to 50 U.5.C, 5§ 1841-18B46, as

S ,%fapprnvei-ull 42 aEEllEﬂtlﬂﬂE . There.were.24

=M.

T T e
= ) 2 SONE WO were Ccne ':-EIIHEI;E oL en Iegle ar) rap
and trace aurvﬂlllance . {8

sive

Out of
scopsl
micn-
raspon

i'tn a departure from the previous report, this report
does not include thumbnail descriptions of U.5. person targets
of pen register/trap and trace surveillance. The Department
notes, however, that all applications for pen register/trap and
trace surveillance concerning U.5. parsons contain a statement
describing the factual circumstances demonstrating to the Court
why the related foreign counterintelligence investigation is
not based solely on activitiea protected by the First Amendment
to the Constitution, in accordance with FISA. SoF

TOF-SECRET/ /COMINT/ /NOFORN//&L

-y

EPIC v. DOJ, No. 13-1961, Exhibit 1 000063 Plaintiff's Cross Motion for Summary Judgment
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TOR SECRET//COMINT/ /HOFPORN/S /XL

Out of scope/
nen-responsive

2. Update on Incidents Reported in 00-2 &4
Incident Q00-2-3 (U}
(b} (1), (b} (FHE)

TOP-SECRET/COMINT /A HOFORN/ 3L
-50-

EPIC v. DOJ, No. 13-1961, Exhibit 1 000064 Plaintiff's Cross Motion for Summary Judgment
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TOPF SECRET//COMINT//NOFORMN//X1

(o) (1), (0} (T)
(E)

ToP-SECRET//COMINT/-A HOFORN/-51
=

EPIC v. DOJ, No. 13-1961, Exhibit 1 000065 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//COMINT/ /HOFORN/ /X1
(B (1, () {THE)

Dut of scopenon-responsie
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Out of scopeinon-
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TOE SECRET/ /COMINTS HNORORN/ FXL
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EPIC v. DOJ, No. 13-1961, Exhibit 1 000066 Plaintiff's Cross Motion for Summapg Judgment
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TOP SECRETS FOCOMINTS MOPFORNSFXL
Out of scope/non-responsive

Incident 02-2-3 (U)
{B) (1), (B) [THE]

ru

Dut of scope/non-
responshe

TOP -SECRET//COMINT//NOFORN/ /XL
= -

EPIC v. DOJ, No. 13-1961, Exhibit 1 000067 Plaintiff's Cross Motion for Summary Judgment




Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 69 of 323

Semi Annual Report
to the Congress on Electronic Surveillance and Physical Search

Tab 1 Semi Annual Report
Ot of scope/non-responsive
Tab 4 Semi Annual Report on Pen Registers/Trap and Trace
Chut of scope/non-responsie
Tab 6 Tramsmittal Letters to the Senate and House Select lntclhgmcn and
g e e - - Judicisry Commuttess.. . _ .. — .- i e

EPIC v. DOJ, No. 13-1961, Exhibit 1 000068 Plaintiff's Cross Motion for Summary Judgment
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®ffice of the Attorney Seneral
Washington, I8.€. 20530

December 31, 2003

The Honorable Orrin G L Hatch

"*_’*H'Eh51r—aﬁ?EE;Tﬂ'-'4 s ke
Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairmanti

In accordance with Sections 1B26, 1846, and 1B62 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests [or pen register and trap and tErace survelllance, and
all requests for access to certain business records (including
the production of tangible things) under the Act. These reports
cover the period January 1, 2003, through June 30, 2003.

Sincaraly,

&5‘—&@4&‘&.—#“_ =

John Ashcroft
Attorney General

SECRETMATERIALS-ATTACHED
EREEASS IR T ED—WEN-ATTACHMENT S—ARE-REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 000069 Plaintiff's Cross Motion for Summary Judgment
= mm——— e e
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®ffice of the HAttorney General
Wasghington, B.E. 20530
Deember 31, 2003

The Honorable F. James Sensenbrenner, Jr.
Chairman

Committee on the Judiciary

U.S8. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1862 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General cconcerning physical searches conducted under the Act, all
regquests for pen register and trap and trace surveillance, and
8ll recuests for access to certain business records (including
the production of tangible things) under the Ace. These reports
cover the period January 1, 2003, through June 30, 2003.

Sincerely,

John Ashcroft
Attorney General

EPIC v. DOJ, No. 13-1961, Exhibit 1 000070 Plaintiff's Cross Motion for Summary Judgment




Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 72 of 323

@fiice of the Httorney General
Bashington, 8.L. 203530
Decembar 31, 2003

| TR A d iy s

The Honorable Pat Raberts
Chairman

Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear Mr. Chalrman:

In accordance with Sections 1B0B(a), 1B26, 1846, and 1862 of
the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attorney
Genaral concerning electronic surveillances and physical searches
conducted under the Act, all reguests for pen registers and trap
and trace surveillance, and all regquests for access to certain
business records [(including the production of tangible things)
under the Act. These reports cover the period January 1, 2003,
through June 30, 2003.

Bincerely,

%e‘*w

John Ashoroft
Attorney General

TOP SECRET/ /COMINT/ /HOFORN/ /M1 AND SECRET MATERIALS -ATTACHED
BREEASSTIFIED WHEN -ATTACHMENTS ARE- REMOVED
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@ffice of the ttornep General -
Wachington, B.€. 20530
December 31, 2003

-

TR s
; A

The Honorable Porter Goss

Chairman

Parmanent Select Committee on Intelligence
U.5. House of Representatives

Wwashington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1808(a), 1826, 1846, and 1862 of
the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all reguests for pen registers and trap
and trace surveillance, and all requests for access to certain
business records {including the production of tangible things)
under the Act. These reports cover the period Janmuary 1, 2003,
through June 30, 2003.

Bincerely,

i Al

John Ashcroft
Attorney General

EPIC v. DOJ, No. 13-1961, Exhibit 1 000072 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//COMINT//HOFORN/S/ X1
Sectiop 1: Introdugkticn (U)

This report is submitted pursuant to Sections 108(a) and
306 of the Foreign Intelligence Surveillance Act of 1978 (FISA
or the Act), as amended, 50 U.8.C. §§% 1801-1811, 1821-1829,
1841-1846. It covers all electronic surveillance, physical
searches, and pen register/trap and trace surveillance
conducted under the Act by the FPederal Bureau of Investigation
(FBI), as well as electronic surveillance conducted by the

| 5&1,__.&- E%EH'EHE Eurind____._:lanua -
o - L R a—

L
The FISC subsequently granted pen register and
trap and trace authority for that target, (B)(1).(B)
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TOP-SECRET//COMINT//NOFORN/ /X1

Bection 2: Federal Burean of Investigation (U}

I,

Collecticn Authorized by the PISC (U)

(B} (1), (B) (FHE)
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Top -SECRET//COMINT/ NOFORM/ /X1
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Crut of scopal
man-

G. Peh Register/Trap and Trace Surveillance (U]

The United States filed BD applications with tha FISC
seeking authorization for the FEI to conduct pen register/trap
and trace surveillance, pursuant to 50 U.S.C. §§ 1B841-18B46, as

S A Te I e ol HERE LS Eatbrovedkal tuf laaphlicationd agTher
United States persons who were the targets of pen register/trap
and trace surveillance.' (&)

Dt
of

=00
pal
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v
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pon
508

i¥/ ag in the previous report, this report does neot include
thumbnail descriptions of U.S. person targets of pen
register/trap and trace surveillance. The Department notes,
however, that all applications for pen register/trap and trace
surveillance concerning U.S. persons contain a statement
describing the factual circumstances demonstrating to the FISC
why the related foreign counterintelligence investigation is
not based soclely on activities proctected by the First Amendment
to the Constitution, in accordance with FISA. (&}

TP SECRET//COMINT//HOFORN/ /X1
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Dut of scopa/non-responsive
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TOP SBCRET//COMINT/ /NOFORN/ /X1
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0oT.

THE ATTORNEY GENERAL'S REPORT ON
ELECTRONIC SURVEILLANCE AND PHYSICAL SEARCH
UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT

September 2004

—TOP- SECRET//COMINT//HOFORN//X1-
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Section 1: Introductiop {U)

This report is submitted pursuant to Sections 10B8la). 306,
406, and 502 of the Foreign Intelligence Surveillance Act of
1978 {(FISA or the Act), as amended, 50 U.5.C. §§ 1801-1811,
1821-1829, 1841-1846, and 1B61-1862. It covers all electronic
gurveillance, physical searches, and pen register/trap and
trace surveillance, and requests for access to certain business
records for foreign intelligence purposes conducted under the
Act by the Federal Bureau of Investigation (FBL}, and
glectronic surveillance conducted by the Hational Security

Agency (NSA), during the period July 1, 2003 through December
31, 2003. (u}
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TOP SECRET//COMINT//NOFORN//X1
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0. Emergency Surveillance or Physical Search (U)

During this reporting period, the Attorney General {u;
Deputy Attorney Gemeral or Acting Attorney General) authorized
emergency electronic surveillance and/or physical search
pursuant to 50 U.S.C. § 1805(f) and/or § 1824(e) Out of scope!
These emergency authorizations resulted in Oulolscopainon-responsive

P and cne applir:at-in-n for pen
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TOP GECRET//COMINT//HOFORN/ /Xl

register/trap and trace authority.'” Applications or other
appropriate pleadings were filed with the FISC within OCutof
scope/inon-
48 houBEPOPENE
the one pen register/trap and trace application). The FISC
approved all of the applications and/or accepted the other
pleadings. &)
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POP SECRET MOOMINDLANOPORN/S FXL
3. Pen Register/Trap and Trace Surveillance (T}

The United States filed 99 applications with the FISC
seeking authorization for the FBI to conduct pen register/trap
and trace surveillance, pursuant to 50 U.S5.C. 55 1841-1846&, as
amended. The FISC approved all 99 applications. There weare B2
United States persoms who ware the targets of pen register/trap
and trace surveillance.'™ (b)(1)(b) (1Nb) (1)(b) (1){b) (1Kb) {1)b) (1)

{b) (1)b) (1)(b) (1)b) (1)) (1)(b) (1)
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3/ ne has been the practice in the past several reports,
this report does not include thumbnail descriptions of U.5.
person targets of pen register/trap and trace surveillance.
The Department notes, however, that all applications for pen
register/trap and trace surveillance concerning U.S. persons
contain a statement describing the factual circumstances
demonstrating to the FISC why the related foreign
counterintelligence investigation is not based solely on
activities protected by the First Aamendment to the
Constitution, in accordance with FISA. (5}
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TOP - GECRET//COMINT//HOFORN/ /X1
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U. S. Department of Justice o5
Office of Legislative Affairs
Ciffice of Ge Atcistani Ahorney Dol Waahingion, [LC 2050
—_ = T I.'I.; le;—:ﬁm—-_:;ﬁ;;:_ﬂ_—_l;%.:l e o -:4-----\.:_-.-. __‘-_.':-_il---—..- e
SBECRET

December 23, 2004

The Honorable Orrin G. Hatch
Chairman

Committee on the Judiciary
Tnited States Senate
Washington, DC 20510

Dear Mr. Chairman:

In accordance with BSections 1B26, 1846, and 1BeE2d of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-anmual reports of the Attorney
General concerning physical ssarches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requests for access Lo certain business records (including
Ehe production of tangible things) under the Act. These reports
cover the pericd January 1, 2004 through June 30, 2004.

Sincerely,

VWatlo: E Wil

William E. Moschella
Assistant Attorney Genaral

Attachments

co: The Honorable Pakrick Lezhy
Ranking Minority Member

SECRET
UNCLASSIFIED WHEN ATTACHMENTS ARE REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1
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U. 5. Department of Justice
Office of Legislative Affairs

Crfice of the Assisiert Asaomey Ceneral Wastingiea, O.C, 2058

... Decembar 23, 2004 AT

T s - —— g

The Honorabla Pater Hoskstra

Chairman

Permanent Select Committee cn Intelligence
U.5. House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1808(a), 18326, 1lB4&, and 1862 of
the Foreign Intelligence Surveillance Act of 15978, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all requests for pen registers and trap
and trace purvelllance, and all requeats for access to certain
business records (including the production of tangible things)
undar the Act. These reports cover the period January 1, 2004
through June 30, 2004.

Sinceraly,

William E. Moachalla
Assistant Attorney General

httachments

ce: The Honorable Janmse Harman
Ranking Mincrity Member

TEE- SECRET/ SOCHIT/ HOPSRN/ /R

UNCLASSIFIED WHEN ATTACEMEKTS ARE REMOVED
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U. S, Department of Justice
Office of Legislative Affairs
Ciffice of e Asslseaen Anoeasy Genperal Wanhingron, DU 20450
e T S e P e e e T e

December 23, 2004

The Honorable Pat Robarts

Chairman

Senate Select Committes on Intelligence
Onited States Senata

Washington, DC 20510

Dear Mr. Chairman:

In accordance with Bections 1808(a), 1826, 1846, and 1862 of
tha Foreign Intelligencea Surveillance Act of 1978, as amended, I
am gubmitting herewith the semi-annual reports of tha Attorney
Gengral concerning electronic surveillances and physical searches
conducted under the Act, all requests for pen registers and trap
and trace survelllanca, and all requests for access to certain
business records (including the production of tangible things)
under the Act. These reports cover the period January 1, 2004
through June 30, 2004.

Sinceraly.

Ve € Vosdithn

William E. Moechella
Assistant Attorney General

Attachments
cc: The Honorable Joln D, Rockefallar
Vice Chairman

TOR EECRET//COMINT/ /HOFORN/ /X1
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U. 5. Department of Justice
Office of Legislative Affairs

Office of the Asvismsy Amotney Ceasral Wauhingion, 0.C. 10580

C e — SopE o L] - - e gt il el L N T e R e e i 5 e e g ary

= rrrea= 1wl

December 23, 2004
The Honorable F. James Sensenbrenner, Jrc.
Chairman
Committea on the Judiciary
U.8. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1826, 1B46, and 1862 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
Ganeral concerning physical searches conducted under the Act, all
raquestas for pen register and trap and trace surveillanca, and
all regquests for access to certain business records (including
the production of tangible things) under the Act. These reports
cover the period January 1, 2004 through June 30, 2004.

Binceraly,

Vot € Visdotl,

William E. Moschella
Asgistant Attorney General

Attachments
cc: The Honorable John Conyers,. Jr.
Ranking Minority Member

SECRET
NCLASSTFIED WHEN ATTACHMENTS ARE REMOVED

EPIC v. DOJ, No. 13-1961, Exhibit 1 (00094 Plaintiff's Cross Motion for Summary Judgment




Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 96 of 323

This report is submitted pursuant to Sections 108{a), 308,
406, and 502 of the Foreign Intelligence Surveillance Act of
1978 (FISA or the Act), as amended, 50 U.5.C. §§ 1801-1EB11,
1821-1829, 1841-1B46, and 1B61-1862. 1It covers all electronic
surveillance, physical searches, and pen register/trap and
trace surveillance, and requests for access to certain business
racords for foreign intelligence purposes conducted under the
= - Act-b¥Stha-FEderal-Buréau—tf—TIhvastigation—(FBH maid=m———s =
electronic surveillance conducted by the Natiocnal Sncu:itr

Agency (NSA), during the period January 1, 2004 through June
30, 2004. (1)
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TOP SECRET//COMINT//NOFORN//X1
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TOP - SECRET//COMINT/ /NOPORN/ /X1
Cuit of scopafnon-responsive
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Ot of scope/non-
rEsponsive

D. Emergency Surveillance or Fhysical Bearch (U)

During this reporting period, the Attorney Genesral (or
Deputy Attornmey General or Acting Attorney General) authorized
emergency electronic survelllance and/or physical search
pursuant to 50 U.8.C. § 1805(£f) and/or § 1824(e) Oulofscopel
These smergency authorizations resulted in Oul of scopefnon-responsive

_ Applications or other appropriate
. pleadimgs~were~filad-with—the-PISe~within72~hours-ofeach-———r——— =
emergency authorization (for electronic surveillance and/or
physical search applications), or within 48 hours (for the one

Ot of scopanan-
responsive
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TP SECRET//COMINT/ /HOFORN/ /X1

pen register/trap and trace application).? The FISC approved
all of the applications and/or accepted the other pleadings.
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TOP-SECRET//COMINT//NOPORN/ /X1
Out of scope/non-respansive

G. Pen Register/Trap and Trace Burvelllance (1)

The United States filed 119 applications with the FISC

e meeking suthorization for. the FBI and/or the National Security

Agency to conduct pen register/trap and trace surveillance,
pursuant to S50 U.S.C. §§ 1841-1846, as amended. The FISC
approved all 119 applications. There were 58 United States
parsons who were the targets of pen register/trap and trace
gurveillance.'?

8/ ng has been the practice in the past several reports,
this report does not include thumbnail descriptions of U.5.
person targets of pen register/trap and trace surveillance. The
Department notes, however, that all applications for. pen
register/trap and trace surveillance concerning U.S. parsons
contain a statement describing the factual circumstances
demonstrating to the FISC why the related foreign
counterintelligence investigation is not baszed solely on
activities protected by the First Amendment to the Constitution,
in accordance with FISA. (&)
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TOF SECRET//COMINT//ROFORN//X1

United States person. Five proposed orders seeking
authorization for pen register/trap and trace surveillance were
modified by the FISC. (&

- = = T F & - s i il

TOP GECRET/COMINT//fNOFORN// XL
e

EPIC v. DOJ, No. 13-1961, Exhibit 1 000100 Plaintiff's Cross Motion for Summary Judgment




i

Out of scope/non-responsive

Out of scopeinon-
responsive

§-1-
{b) (1), (b) (TNE)

EPIC v. DOJ, No. 13-1961, Exhibit 1

Case 1:13-cv-01961-KBJ Documenl 25-2 Filed 11/21/14 Page 102 of 323

TOP SECRET//COMINT//NOFORN//X1

(o)

- . - - - - Ay ey — el ok Fosss— = +

TP SECRET/ /COMINT//HOPORN/ /X1
53~

000101

Plaintiff's Cross Motion for Summary Judgment



den a1
(b) (1), (b) (THE)

Out of scope/nan-
responsive

EPIC v. DOJ, No. 13-1961, Exhibit 1

Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 103 of 323

TOP-SECRET//COMINT//NOPORN/ /X1
(o

TOF SBECRET//CONINT//NOFORN//EL
-54-

0102

Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 104 of 323

Cut of scopenon-

respomnsive

TOFSECRET//COMINT//NOPORN/ /X1
5T

f
13-1961 ibit 1 — 000103 Plaintiff's Cross Motion for Summary Judgment




Case 1:13-cv-01961-KBJ Documen} 25-2 Filed 11/21/14 Page 105 of 323

TOP -SECRET//CCMINT//NOTORR//XL
Out of scope/non-responsive

Incident 04-1-13 (U)
il (1), B} (V)
[EY —

AR = = i ’ o = e
|
Out of scope/nan-
responsive
I
Out of scope/non-
responsive
i
TOP SECRET//COMINT//HOFORN//X1
~58-
EPIC v. DOJ, No. 13-1961, Exhibit 1

000104

Plaintiff's Cross Motion for Summary Judgment



TOP SECRET//COMINT//NOFORN/ /X1

i o Yot ()
(b} (1), (B} (THE)}

TP SECRET//COMINT//NOFORN/ /X1

EPIC v. DOJ, No. 13-1961, Exhibit 1

Case 1:13-cv-01961-KBJ Documen' 25-2 Filed 11/21/14 Page 106 of 323

-5 =

000105

Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 107 of 323

TOF SECRET//COMINT//NOFORN//X1

Out of scope/non-
responsive
L
s m———— —— . e T = ____I
|
=1=32 [1)
(b} {1}, (b} (THE)
, u
ToP - SRCRET/COMINT/ /ROPORN/ FXL
=-f1=-
EPIC v. DOJ, No. 13-1961, Exhibit 1 000106

Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Documerlt 25-2 Filed 11/21/14 Page 108 of 323

TGP SBCRET/ fOOMINT/ /HOFORN/ /XL
=-1= (7]
i) (1), () (THE)
b
Oul of scopanon-
responsive
|
TOPF SECRET//COMINT/ /HUFORN/FEL
=R2=
EPIC v. DOJ, No. 13-1961, Exhibit 1 000107

Plaintiff's Cross Motion for Summary Judgment



OO,

THE ATTOBMEY GENEHARL'ES REPORT ON
ELECTRONIC SURVEILLANCE AND PHYSICAL SEARCH
UMDER THE FOREIGHN INTELLIGEMCE SURVEILLAMCE ACT

Juna 2008

“FOP-SBERED/COMINT/ - NOFERN -/ Kl

EPIC v. DOJ, No. 13-1961, Exhibit 1 000108 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 110 of 323

Section l: Introducticom (U}

This report is submitted pursuant to Sections 108(a), 308,
406, and 502 of the Foreign Intelligence Surveillance Act of 1878
(FISA or the Act), as amended, 50 U.5.C. §§ 1B01-1811, 1821-18B29,
1841-1846, and 1BEl-1B62. It covers all electronic surveillance,
prhysical gearches, pen register/trap and trace gurveillance, and
requests for access to certain business records for foreign
intelligence purposes conducted under the Act by the Faderal
Bureau of Investigation (FBI), and electronic surveillance
conducted by the National Security Agency (NSA), during the
period July 1, 2004 through December 31, 2004, ([U)
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D. Emargency Burveillance or Physical Search (U)

During this reporting period, the Attorney General {or
Deputy Attorney General or Acting Atbtorney General) authorized
emergency electronic surveillance and/or physical search pursuant
to 50 U.5.C. §§ 1B05(f), 1B24(e), or 1843 (a}- (b)Oulal scopainon-
These emergency authorizations resulted in Out of scope/ndn-responsive

and two applications for pen register/trap and
trace surveillance. Applications or other appropriate
pleadings were filed with tha FISC within 72 hours of each
emargency authorization {(for electronic surveillance and/for
physical search applications), or within 48 hours (for pen
ragister/trap and trace applicaticona). The FISC approved all of
the applications and/or accépted the other pleadings. £}
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3. Pen Begister/Trap and Trace Burvaillanca (U]

The United States filed 184 applications with the FISC
seeking authorization for the FBEI and/or the NSA to conduct pen
register/trap and trace surveillance pursuant to 50 U.5.C.

55 1841-1846, as amended. In these 184 applications, 111 United
States persons were the targets of pen register/trap and trace

surveillance.?® (b)(1}
The FISC denied no applications during this

reporting period as they were originally presented. Six orders
authorizing pen registerftrap and trace surveillance were

modified by the FISC. {(5~HEHNP}

Chit of scopainon-responsive

L ns has been the practice in the past several reports,
Ehis report does not include thumbnail descriptions of U.S5.
pergon targets of pen register/trap and trace surveillance. The
Department notes, however, that all applications for pen
register/trap and trace surveillance concerning U.S5. persons
contain a statement describing the factual circumstances
demonstrating to the FISC why the related foreign
counterintelligence investigation is not based solely on
activities protected by the FPirst Amendment to the Constitution,
in accordance with FISA. (5
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; 5*-"_'-'"_ U.S. Department of Justice
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' Office of Legislative Affairs

Crifice of the Assigtant Atbomey General Warkingion, D.C 20530
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29 A0
The Honorable Peter Hoekstra DEC

Chairman

Permanent Select Committee on Intelligence
U.5. House of Representatives

wWwashington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1808(a), 1825, 1846, and 1862 of
tha Foreign Intelligence Surveillance Act of 1978, as amended, I
am pubmitting herewith the semi-annual reports of tha Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all regquests for pen registers and trap
and trace purveillance, and all requests for access to certain
business records (including the production of tangible things)
upnder the Act. In additicon; in accordance with Section 6002 of
the Intelligence Reform and Terrorism Prevention Act of 2004,
Pub. L. 10B8-458, I am submitting herewith the semi-annual report
of the Attornsy Geaneral also concerning certain activities under
and legal interpretations of the Foreign Intelligence
Surveillance Act of 1978, 50 U.5.C. § 1801, gt. seg. These
reports cover the perlod January 1, 2005, through June 30, 2005.

& Sinceraly,
Vel € Vst
wWilliam E. Moschalla
Assiskant Attorney General
attachments

gg:  The Honorable Jane Harman
*Ranking Minority Member

=
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= - U.S. Department of Justice

Office of Legizlative Affairs

Office of the Assistant Atiomey General Washington, D.C, 20530
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The Honorable F, James Sensenbrenmer, Jr. pec 29 ok

Chairman

Committes on the Judicliary
U.5. House of Represantatives
Washington, DC 20515

Dear Mr. Chairman:

In eccordance with Sections 182&8, 184&, and 1B62Z of tha
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requasts for access to certain business records (including
the production of tangible things) under the Act. In additicn,
in accordance with Section 6002 of the Intelligence Reform and
Tarrorism Prevention Act of 2004, Pub. L. 10B-458, I am
submitting herewith the semi-annual report of the Attorney
General alsc concerning certain activities under and legal
interpretations of the Poreign Intelligence Surveillance Act of
1978, 50 U.8.C. § 1801, st. seg. These reports cover the period
January 1, 2005, through June 30, 2005.

F Sincerely,
m £V osclekl,
William E. Moschalla
Asgistant Attorney CGeneral
« httachments

ge:  The Honcrable John Conyers, Jr.
Ranking Minority Member
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: U.S. Department of Justice

Office of Legislative Affairs

Difice of fve Assisint Aomey General Paskingian, D.C 20530

“POP-SECRET//NOPORN/ /KL DEC B%,EIE

The Honorable Arlen Specter
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr, Chairman:

In accordance with Sections 1826, 1846, and 1B62 of the
Foreign Intelligence Surveillance Ack of 1978, as amended, I am
submitbing herewith the gemi-apnual reports of the Attorney
General concerning physical searchas conducted under the Act, all
requests for.pen register and trap and trace survelllance, and
all reguests for access bo certain business records (including
the production of tangible things) under the Act. In addition,
in accordance with Section 8002 of the Imtalligencea Reform and
Terrorism Prevention Act of 2004, Pub. L. 108-45B8;, I am
submitting herewith the semi-annuel report of the Attorney
General also concerning certain activities under and legal
interpretations of the Foreign Intelligence Surveillance Act of
1978, 50 U.S.C. § 1801, et. seq. These reports covar tha period
January 1, 2005, through June 30, 2005. .

¥ Sincerely,
william E. Moschella
Assistant Attorney General
Attachments

cc: The Honorable Patrick J. Leahy .
"Ranking Minority Member
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- U.S. Department of Justice

Office of Legislative Affairs

Cfice of the Assistnt Atinrmey Gemeral Washington, D.C. 20530

FOCMINT A HROFPORN~
ook i DEC 29 X%

The Honorable Pat Robarts

Chairman

Senate Select Committes on Intellig&nca
United States Senate

Washington, DC 20510

Daar Mr. Chairman:

In accordance wilth Sections 1B08({a), 1826, 1B46, and 1863 of
the Foreign Intelligence Surveillance Act of 1378, as amended, I
am submitting herewith the semi-annual reports of the Attorney
Ceneral concerning eslectronic surveillances and physical searchas
conducted under the Act, all requests for pen registers and trap
and trace surveillance, and all regquests. for access to certain
businese records (including the production of tangible. things)
under the Act. In addition, in accordance with Bection 6002 of
tha Intelligence Reform and Terrorism Prevention Act of 2004,
Pub. L. 108-458, I am submitting herewith the semi-annual report
of the Attorney General also concerning certain activities under
and legal interpretations of the Foreign Intelligence
Surveillance Act of 1978, 50 U.S5.C. § 1B01, gt. seg. Thessa
reports cover the period Jamsary 1, 2005, through June 30, 2005.

& Bincerely,
William E. Moschella
Assistant Attorney General
. Attachments

cc: The Honorable Jolm . Rockefeller IV
"Vice Chairman
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THE ATTORNEY GEMNERAL'S SEMI-ANNUAL REPORT
UIHNDER THE
FOREIGH INTELLIGENCE SURVEILLANCE ACT OF 1878, AB
BY SECTION 6002 OF THE
INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004
December 2005

This report is submitted pursuant to the Foreign
Intelligence Surveillance Act of 1978 (*FISA* or the “Act”), as
amended, 50 U.5.C. §§ 1lB0l et seqg,., and covers the period January
1, 2005, through June 30, 2005. (U)

I. Aggregate Humber of Persons Targeted for Orders Under the
Act (T)

Section 601{a}{l) of FISA requires the Attorney General to
report on “the aggregate number of persons targeted for orders
izsued under the Act” for electronic surveillance, physical
search, pen registers, and access to records. FIBA defines
"perscn” as "any individual, inecluding any officer or emplovee of
the Federal Government, or any group, entity, associationm,
corporation, or forelgn power.” 50 U.5.C. § 1B01(m). (U)

(&) (1}, (b} (THE)

Y Reason:
Declassify on:
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cti (1)

This report is submitted pursuant to Sectien=z 108(a), 308,
406, and 502 of the Foreign Intelligence Surveillance Act of 1978
(FISA or the Act), as amended, 50 U.5.C. §§ 1801-1811, 1821-1B23,
1841-1846, 1B61-1B62. It covers all slectronic surveillance,
physical searches, pen register/trap and trace survelllance, and
regquests for access to certein business reccrds for foreign
intalligence purposes conducted under the Act by the Federal
Bureau of Investigation [FBI), and electronic surveillance
conducted by tha National Security Agency (MSA), during the
period January 1, 2005, through June 30, 2005, 85
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TOPEECRET//NOFORN/ /X1
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C. Pen Reglstere/Trap and Trace Devices (U)

The aggregate number of persons targeted for orders for pen
registers/trap and trace devices issued under secticm 402 of the

Act, 50 U0.5.C. § 1Bd2, from January 1, 2005, through June 30,
2005, was at least 130.% .(5)

F
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business records portion of the combined applications secks

telecommunications subseriber information for telephome numbera

in conjunction with the Court-authorized installaticm and use of
pen registers/trap and trace devices. -f&-
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0. Emergency Survelllance or Physical Search (U)

During this reporting pericd, the Attorney General (or
Deputy Attorney General or Acting Attorney Generall authorized
emargency electronic survelillance and/or physical search mmrsuant
to 50 U.8.C. §§ 1BOS(£f), 1824(e), or 1a;i§1_mmmmwnm
These emergency authorizations resulted ut of scopainon-meponsive

and two applications for pen register/trap and
trace surveillance.® Applications or other appropriate
pleadings werae filed with the FISC within 72 hours of sach
emargency authorization (for electronic surveillance and/or
phyeical search applications), or within 48 hours (for pen
register/trap and trace applicationsg). The FISC approved all of
the applications and/or accepted the other pleadings. 18
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As was discusged in the previous semi-anmual report, many of
the requests for the production of tangible things pursuant to 50
U.5.C. § 1861 ara now being presented to tha FISC in a combined
format with pen register/trap and trace applications. Tb)I{1). (B)(T)E)
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1.5, Department of Justice
Office of Legislative Affairs

Office af the Assisianl Attomey General Wathingion, D.C 70530

TOPSECRET//COMINT/NOFORN/XL

JUL 20 2006

The Honorable Pat Roberts

Chairman

Senate Select Committes on Intelligence
United States Senalte

Washington, DC 20510

Diear Mr. Chairman:

In accordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign Intelligence
Surveillance Act of 1978, as amended, [ am submitting herewith the semi-annual reports of the Attomey
(General concerning electronic surveillances and physical searches conducted under the Act and all
requests for pen registers and trap and trace surveillance under the Act. In addition, in accordance with
Section 6002 of the Intelligence Reform and Temorism Prevention Act of 2004, Pub, L. No. 108-438, 1
am submitting herewith the semi-annual report of the Atftomey General also concerning certain activities
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 1.5.C. § 1801,
gt seq. Thess reports cover the period July 1, 2005, through December 31, 2005.

"We appreciate your flexibility in worlking with the Department in connection with the filing of

thiz semi-annual report while the offices involved in the preparation of the report were displami from
the Main Justice Building as of June 26, 2006, due to flooding.

Sincerely,

William E. Moschella
Assistant Atomey General

Aftachments

cc: The Honorable John D, Rockefeller TV
Vice Chairman

TOP EECRETHCOMINT/NOPORN/XL-
UNCLASSIFIED WHEN ATTACHMENTS ARE REMOVED
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U.5. Department of Justice
Office of Legislative Affairs

Office of the Assistant Atomey Genersl astingron, DLC 20530

-TOPSECRET/COMINT/NOFORN/NT-
JUL 20 2006

The Honorable Arlen Specter
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign Intelligence
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches conducted under the Act and all
requests for pen registers and trap and trace surveillance under the Act. In addition, in aceordance with
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-438, I
am submifting herewith the semi-annual report of the Aorney General also conceming certain activities
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 30 U.S.C. § 1801,
el seq. These reports cover the period July 1, 2003, through December 31, 20035,

We appreciate your flexibility in working with the Department in connection with the filing of

this germi-annual report while the offices involved in the preparation of the report were displaced from
the Main Justice Building as of June 26, 2006, dve to flooding.

Sincercly,

M € W

Attachments

oo The Honorable Patrick J. Leahy
Ranking Minonty Member

FOPSECRET/COMINT/NOFORNXT
UNCLASSIFIED WHEN ATTACHMENTS ARE REMOVED
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1.5, Department of Justice

Office of Legislative Affairs

Ciffice af the Assistant Anomey Ceneral Waghington, O.C 20530

“TOP SECRET/COMINT/MOFORNXT

JUL 20 2006

The Honorable F, James Sensenbrenner, Jr.
Chairman

Committes on the Judiciary

U.S. House of Representatives
Washington, DC 20515

Deear Mr, Chairman:

In accordance with Sections 1826, 1846, and 1862 of the Foreign Intelligence Surveillance Act of
1978, as amended, I am submitting herewith the semi-annual reports of the Attomey General conceming
physical searches conducted under the Act and all requests for pen register and trap and trace
surveillance under tha Act. In addition, in accordance with Section 6002 of the Intelligence Reform and
Terrorism Prevention Act of 2004, Pub. L. No. 108-458, | am submitting herewith the semi-anmual
report of the Attomey General also concerning certain activities under and legal interpretations of the
Foreign Intelligence Surveillance Act of 1978, 50 US.C. § 1801, et seq. These reports cover the peniod
July 1, 2005, through December 31, 2005.

We appreciate your flexibility in working with the Departreent in connection with the filing of

this semi-annual report while the offices involved in the preparation of the report were displaced from
the Main Justice Building as of June 26, 2006, due to flooding.

Sincerely,

Vet € Wioselti
William E. Moschela
Assistant Attomney General

Attachments

(1sH The Honorable John Conyers, Jr.
Ranking Mincrity Member

~“FOP-SECRETHEOMINT/MNOTORNRL-
UNCLASSIFIED WHEN ATTACHMENTS ARE REMOVED
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U.8. Department of Justice
Office of Legislative Affairs

Offlee of the Assistant Aormey Dencral Wasthington, DL 20530

TOP SECRETHCOMINT/NOFORNIXT
JUL 20 2008

The Honorable Peter Hoeketra

Chairman

Permanent Select Committes on Intellipence
U/.8. Housa of Representatives

Washington, DC 20515

Dear Mr. Chairman:

In sccordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign Intelligence
Surveillance Act of 1973, as amended, [ am submitting herewith the semi-annual reports of the Attorney
General conceming electronic surveillances and physical searches conducted under the Act and all
requests for pen registers and trap and trace surveillance under the Act. In addilion, in accordance with
Section 6002 of the Intelligence Reform and Terrorism Preveation Act of 2004, Pub. L. Mo, 108-458, [
am submitting herewith the semi-annual report of the Attorney General also concening certain activities
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801,
et. seg. Thess reports cover the period July 1, 2003, through December 31, 2005.

We appreciate yvour flexibility in working with the Department in connection with the filing of

this semi-annual report whale the offices mvolved in the preparation of the report were displaced from
the Main Justice Building as of June 26, 2006, due to flooding,

Sincerely,

Wolles € Mosclte

William E. Moschella
Aszistant Atlorney Ceneral

Attachments

poe The Hosiorable Jane Harman
Ranking Minority Member

FOP-SECRET/COMINT/NOFORNIRL
UNCLASSIFIED WHEN ATTACHMENTS ARE REMOVED
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THE ATTORNEY GENERAL'S SEMI-ANNUAL EREPORT
UNDER THE
FOREIGHN INTELLIGENCE SURVEILLANCE ACT OF 1578, AS AMENDED
BY SECTION 6002 OF THE
INTELLIGEMCE REFORM AND TERRORISM PREVENTICHN ACT OF 2004
June 2006

This raport is submitted pursuant to the Foreign
Intelligence Surveillance Ackt of 197B ("FISA" or the “Ack*), as
amended, 50 U.S5.C. 5§ 1801 et seg., and covers the period July 1,
2005, through Decexbar 31, 2005. (U)

I. hoggregate Number of Persons Targeted for Orders Tnder tha
Act (U0}

Bection 601{a) (1} of FISA requires the Attorney General to
report on *the aggregate number of persons targaeted for orders
issued under the Act® for electronic surveillance, physical
search, pen registers, and access to records. FISA defines
"pergon” as “any individual, including any officer or emplovee of
the Federal Government, or any group, entity, association,
corporation, or foreign powear.' 50 U.5.C. § 1BO0lim). (0O}

(B} (1h (B) (THE)

| TE}-

Reason: l:ﬂfﬁfo' . e
Declassify on: X1- e %
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-PoP—SEERETY CEMINT Y HOPORIY 3L
Bection 1: Tntkroducticm ({T3)

This report is submitted pursuant to Ssctions 108(a), 306,
406, and 502 of the Foreign Intelligence Surveillance Ack of 1378
(FISA or the Act), as amended, 50 U.S.C. B8 1801-1811, 1821-1829,
1841-1846&; 1BBl-1B62. It covers all electronic surveillance,
physical searches, pen regigter/trap and trace surveillance, and
requests for access to certain business records for foreign
intelligence purposes conducted undear the Act by the Federal
Burmau of Investigation (FBI), and electronic surveillance
copducted by the Wationmal Security Agency (MSA), during the
pericd July 1, 2005, through December 31, 2005. 8

Chut of scopednon-responsive
L

Oud of scopa/non-responsive

TOP SECEET//COMINT//ROFORM//3H1-
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POP- BECRET//NOFORN//X1

Oui of scopeinon-responsive

. Fen Registers/Trap and Trace Devices (U)

The aggregate number of perscns targeted for crders for pen
regigters/trap and trace devices issued under section 402 of the
Act, 50 U.B.C. § 1842, from July 1, 2005, through December 31,
2005, was at least 138.' -5
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TOF-S832CRET//NOPORN/ /KL
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IV. Bummary of Significant Legal Interpretaticns (U}
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{b) (1), {b) (THE}
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TOD--EECRET//COMINT /S HOFORM/ /X1

Cut of scope/non-responsive
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D. Emergency Burveillance or Physical Search ()

During this reporting period, the Attorney General (or

Deputy Attormey General or Acting Attorney General)l authorized
emargency electronic surveillance and/or physical search pursuant
to 50 U.8.C. B 18B05(f), 1B24(e), or 1843 (a)-(b), Dulofscopal
These emergengy authorizations resulted irOutofscope/non-responsive

and zero applications for pen register/trap and

Erace surveillance. !
(R}
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“FOP-SECRET// COMINT//NOFORN/ /X1 —
. (b} {1}, {b) (THE)

Ag noted above, on March 9, 2006, 50 U.3.C. 55 1B6l and 18432
were amended. Sese USA PATRIOT Improvement and Reauthorization
Act of 2005, Pub. L. No. 109-177 (March 9, 2006). As part of the
revigions, 50 U.82.C. B 1842 (the FIBA Pen Register proviaion) was
amended to includé telsphone subscriber information in the
informaticn that must be dizclosed by the wire or electronic
communication service upon reguest of the Department through a
pen reqgister or trap and trace device. Because of this amendment
to the statute, the Departmenkt anticipates that the number of
requests for production of tangible thinge pursuant to Seckion
215 will decreasa in future reporting pericdas. {8}

It Bcope of FIBC's Jurisdictiomn (U}
In cornection with combined applicatbicns for authority to
ingtall and use pen registers and trap and trace devices and

chtain business records under FISA, OIPR has scught, and the PISC
has granted, 4b){1},(b)(7)E}
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U5, Department of Justice
Office of Lagislative Affairs

Office of the Assistaat Attomey Gensral Wiashiagran, [LC 20530
December 21, 2006

TOPSECRET/COMINT/NOFORN,ORCON/KL

— —ihe Henorable BoJames Sensenbronner-Jro
Chairman
Committee on the Judiciary
U.5. House of Representatives
Washington, DC 20315

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1862 of the Foreign Intelligence
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reparts of the
Attorney General concaming physical searches conducted under the Act and all requests for psn
register and trap and trace surveillance under the Act. In addition, in accordance with Section
6002 of the Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. MNo. 108-458, [
am submitting herewith the semi-annual report of the Attorney General also concerning certain
activities under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50
U.5.C. § 1801, gt. seq. These reports cover the period January 1, 2006, through June 30, 2006.

Sincerely,

Qoo 1.1,

Tames H. Clinger
Acting Assistant Attorney General
Attachments

ce: The Honorable John Conyers, Jr.
Ranking Minority Member

EPIC v. DOJ, No. 13-1961, Exhibit 1 000175 Plaintiff's Cross Motion for Summary Judgment
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1.5, Department of Justice
Office of Legislative Affairs

Oiffice of the Assistant Atorosy General Waskingion, D.C. 30530
Dacembar 21, 2006

TOPSECRET/COMINT/NOFORN,ORCONINT

———Fhe-Henerable-Arden-Specter
Chairman
Committes on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr, Chairman:

In accordance with Sections 1808(a), 1826, and 1862 of the Forsign Intelligence
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the
Aitorney General concerning electronic surveillances and physical searches conducted under the
Act and all requests for pen registers and trap and race surveillance under the Act. In addition,
in accordance with Section 6002 of the Intelligence Reform and Termorizm Prevention Act of
2004, Pub. L. No. 108438, I am submitting herewith the semi-annual report af the Attomey
General also concerning certain activities under and legal interpretations of the Foreign
Intelligence Surveillance Act of 1978, 50 U.5.C, § 1801, gf. seq. These reports cover the period
January 1, 2006, through June 30, 2006,

Sincerely,

s 1. 205

James H. Clinger
Acting Assistant Attorney General
Attachments

cc:  The Honorable Patrick J. Leahy
Ranking Minority Member

EPIC v. DOJ, No. 13-1961, Exhibit 1 000176 Plaintiff's Cross Motion for Summary Judgment
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118, Depariment of Justice
Office of Legislative Affairs

Oiffice of the Assistant Aformey Gengrsl Washimgron, D.C 30530
December 21, 2006

FOP SECRETH/COMINT/NOFORN,ORCONNX T

— — YesHeaooasiaPopr Haekslne
Chairman
Permanent Select Committes on Intelligence
U.S. Hoose of Representatives

Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1808(a), 1826, and 1862 of the Foreign Intelligence
Surveillance Act of 1978, as amended, T am submitting herewith the semi-annual reports of the
Attomey General concerning elecironic surveillances and physical searches conducted under the
Act and all requests for pen registers and trap and trace surveillance under the Act. In addition,
in accordance with Section 6002 of the Intelligence Reform and Terrorism Prevention Act of
2004, Pub. L. No. 108-458, I am submitting herewith the semi-annual report of the Attormey
General also concerning certain activities under and legal interpretations of the Foreign
Intellipence Surveillance Act of 1978, 50 U.5.C, § 1801, et seqg. These reports cover the perod
Janvary 1, 2006, through June 30, 2006.

Qs 1. 005,

James H. Clinger

Acting Assistant Attorney General
Attachments

ce: The Honorable Jane Harman
Ranking Minority Member
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1.5, Department of Justice
Office of Legislative Affairs

Difice 6f ke Assistsnt Attarney Caganal Waskington, D.C. 20530
December 21, 2006

= The Homorable Par Boberms
Chairman
Select Commitiee on Intelligence
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1808(a), 1826, and 1862 of the Foreign Intellipence
Surveillance Act of 1978, as amended, 1 am submitting herewith the semi-annual reports of the
Attorney General concerming electronie surveillances and physicel searches conducted under the
Act and all requests for pen registers and trap and trace surveillance under the Act. In addition,
in accordance with Section 6002 of the Intelligence Reform and Terrorism Prevention Act of
2004, Pub. L. No. 108-458, I am submitting herewith the semi-annual report of the Attormney
General also concerning certain activities under and legal interpretations of the Foreign
Intelligence Surveillance Act of 1978, 50 U.5.C. § 1801, gt. seq. These reports cover the period
January 1, 2006, through Tune 30, 2006,

Sincerely,

o U0

H. Clinger
Acting Assistant Attorney General
Attachments

cc:  The Honorable John D. Rockefeller TV
Vice Chairman

TOP SECRET/COMINTINOFORNORCON/EL
UMCLASSTFIED WHEN ATTACHMENTS ARE REMOVED
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Uivng

THE ATTORNEY GENERAL'S SEMI-ANNUAL REPORT
UMDER THE
FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED
BY SECTION 6002 OF THE
INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004
Decembar 2006

This report is submi tted pursuant to the Foreign Intelligence
Surveillance Act of 1978 (“FISA" or the *Act"), as amended, 50 U.5.C.

B§ 1801 et sag., and covers the period January 1, 2006, through June
34, 2006. (O)

ol Aggregate Humber of Persons Targeted for Orders Under the
Act (U)

SBection 60l{a)(l) of FISA reguires the Atktorney General to
report on "the aggregate number of persons targeted for orders issued
under the Act" for electronic surwveillance, physical search, pen
registers, and accass to records. FISA dafines "person" as “"any
individual, including any officer or employas of the Federal
Government, or any group, entity, association, corporation, or
foreign power." 50 U.5.C. § 1801(m). (17}

{0} (1} (b} (THE}

~PoR-EBORET/ - HOFORN Y Rl

Clasgified bLy: -h.]‘amga h. Baker, Counsel ﬂ
foxr T lligence Poliey, Offica of
mtalligaﬁ Poliey and Review
National Bec Division
U.5. De t o Eica

Reasocn: l.4{e

Declasgify on: X X\
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PoOP EECRET/ S HOPORN /X1
Out of scopelnon-responsive

= FPen Registers/Trap and Trace Devices (U)

Tha aggregata mumber of persons targeted for orders for pen
registers/trap and trace devices issusd under section 402 of the
Act, 50 U.5.C. § 1842, from January 1, 2006, through June 30, 2006,
was at least 104.' 8

Ot of scopainon-rasponshe

fan wi .

Z35== The business records portion of the corbined applications seeks
telecommunications subscriber information for telephone numbers in
conjunction with the Court-authorized installation and use of pen
regigtere/trap and trace devices. 84—

! of these, d in pen register/trap and tracs
applications, (b} (1) in combined pen register-crap and
trace/business records applications, anl:]:h}aﬁ;}:,’ (b} (THE)L) (1), (b} {TME) in both pes
reglster/crap and trace applications and e ined pen register-trap and
trace/business records applicacions. (5}

T pnt theae.{m_ﬁl@}lwm LULE} U.ﬂt?.].ﬂl_ 2.1 combined pen register-tran and

traca/business records applicaciona, (B) (1), (b) (TIAE) 4s
a combined pen reglater-trap and

trace/business records application and a business records application. (&
TOF-SECRET//NOFORMN/ /X1
2
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TOR-SECRET/fNOPORN//X1

Cut of scope/non-responsive

IV. Summary of Significant Legal Interpretaticms (U)
(b (1)

{b) (1), (b} (THED

TP SECRAET/FNOFORN/ KL
3
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TOP-SECRET//COMINT/ /NOFORN, ORCON/ /2L

Bection 1: Introducticn (U)

This report is submitted pursuant to Sections 108{a)., 308,
406, and 502 of the Foreign Intelligence Surveillance Act of
1878 (FISA or the Act), as amended, 50 U.S.C. §§ 1B01-1811,
1841-1825, 1B41-1846, 1861-1B62. It covers all alactronic
surveillance, physical searches, pen register/trap and trace
survelllance, and requests for access to certain business
records for foreign intelligence purposes conducted under the
Act by the Federal Burean of Investigaticon (FBI), and electronic

gurveill mﬁ_:mductnd_hp_thahhlatarana%sequﬂﬁhhgeaey—mﬁtﬂ—

during the periocd January 1, 2008, through June 30, 2008, 5}

Dut af scope/nan-responsive

W
Dutof scopa/non-responsgive 3 in
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“FOPSECRET/NOFORN/ /XL
{b) (1), (b) (THE)
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TOPF SECRET//NOFORN//X1

(b} (1), (B} (THE)

“TOP SECRET//NOFORN//XL
a
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{B) (1) (B} (THE)

Ot of scope/non-responsiva

TOFP-SECRET//NOFORN//X1
&

EPIC v. DOJ, No. 13-1961, Exhibit 1 000185 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 187 of 323

TOP-8ECRET//COMINT//HOFORNORCON//X1—

Dut of scopainon-respansive

Out of scope/non-responsie

(b} (11{b) {1)(b) (1)) (14b) {1)b) (1)(b) {1)(b) (1)(b) {1 4b) (1)(b) (INB) ()b} (INB) (1) =8
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TOP SECRET//COMINT//HOFORN, ORCON/ /K1
D. Emergency Surveillance or FPhysical Search (U]

During this reporting period, the Attorney General (or
Deputy Attorney General or Acting Attorney General) authorized
emergency electronic surveillance and/or physical search
pursuant to 50 U.S5.C. §§ 1805(f), 1824(e), or 1843 (a)-(h)Outef

These emergency authorizations resulted i smpl':-:l' Em"m :

man-

.. and zeLn .o e

applications for pen register/trap and trace surveillance.
—_—  Applicatioms or other appreopeiate pleadinge-were—filedwiththe
FISC within 72 hours of each emergency authorization (for
electronic surveillance and/or physical search applications), aor
within 48 hours (for pen register/trap and trace applications).
The FISC approved all of the applications and/or accepted the

othar pleadings. 45+

Out of scope/non-responsive

L
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~“TOP SECRET//COMINT//NOFORN ORCON//EL

it of scopainon-rasponsive

3. Pen Register/Trap and Trace Survelllance (U)

During this reporting period, the United States filed 120
applications with the FISC seeking authorization for the FBI
and/or the NSA to conduct pen register/trap and trace
surveillance pursuant to 50 U0.5.C. §5 1341-1B46, as amended.
In these 120 applications, at least &bl United States persons
were the targets of pen register/trap and trace surveillance.l
(B} (1), (&) (THE) i
Tha FISC denied no applications, as they were originally
presented, during this reporting period. Five ordears
authorizing pan register/trap and trace surveillance wers

modified by the FISC. =3+
Cart of scopeinon-responsive

k|

¥ As has been the practice in the past several reports, this repore
does not include thumbnail descriptions of U.5. perscn targats of pen
ragiskter/trap and trace surveillance. The Departmant notes, howstvrer, that
all applicatiens for pen register/trap and trace surveillance concerning U.S.
persons contain a statement describing the Factual circumstances
demonstrating to the FISC why the related foreign counterintelligencs
investigation is not based solely on activities protected by the Firsc
hmendment to the Constitution, in accardance with FISA, —{8}—

a3
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Cul of scopa’non-rasponsive

(b (1), (&) (THE)
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(B3 (1), (D) {THE)

AE was discussed in previous semi-annual reports, many of
these reguests for the production of tangible things pursuant to
50 U.5.C. § 1B6l were prezented to the FISC in a combined format
with pen register/trap and trace applications. Because of that
combination, the number of reguests for the production of
tangible thinga increased in past semi—ﬂnnual IEDﬂItH becausea

[k al=1 P8

ragistarftrap and traca uppllcnbicna :nntinu&d T8

As noted above, however, on March 9, 2006, 50 U.5.C.
55 1861 and 1842 were amended. BSee USA PATRIOT Improvement and
Reauthorization Act of 2005, Pub. L. No. 109-177 (March 5, 2008).
he part of the revisions, 50 U.5.C. § 1842 (the FISA Pan
Register provision) wae amended to include telephone subscriber
data ag part of the information that must be disclosed by the
wire or electronic communication service upon request of the
Department through a pen register or trap and trace device.
Becauszse of this amendment to the statute, the Department
anticipated in tha last Semi-Annual EReport that the numbar of
raquasts for production of tangible things pursuant to Section
215 would decrease in future reporting perieds. In tha last
reporting pericd, there were 78 requests for the production of
tangible things purswant to 50 U.5.C. & 1861, compared to 33
recquests during this reporting period. The Department
anticipates that the number of regquests for production of
tang:ble things pursuant to Section 215 will continue to declina
in future reporting periods. <8

E, Scope of FISC‘’s Jurisdiction (U}

In connection with combined applications for authority to
install and use pen registers and trap and trace devices and
obtain business records under FISA, OIPR has sought. and tha
FISC has granted, 4B (1) (0} (TKE} WY

e e
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TOP-SECRET/ EOMINT // HOPORNORCON/ /X1
{b) (1), (b} (THE)
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TOP SECRET/FCOMINT/ NOFORN  ORCON/ /XL
(b (1), (&) (T)HE)
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Incident 05-2-17 {O)
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Chut of scopainon-responsive

Incident 06-1-3 (U]
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L
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Dt of scopeinon-responsive

Incident 06-1-7 (U]
(b} (1), () (70ED
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Incident 06-1-11 (D)
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Incident 06-1-12 (U)
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TOP-BECRET//COMINT//HOFORN, ORCON/ /X1

(b} (1), (B) {THE)

Incident 06-1-14 ()
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Incident 06-1=-15 (U]
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o3,

THE ATTCORNEY GEMERAL'S BEPORT O
ELECTRONIC SURVEILLANCE AND PHYSICAL SEARCH
UMDER THE FOREIGH INTELLIGEHCE SURVEILLAMCE ACT

June 2007
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TOR-SECRET/ [ COMINT,//NOFORN, ORCON

Baction 1: Introduction (o}

This report is submitted pursuant to Sections 10B8(a), 306,
06, and 502 of the Foreign Intelligence Survelllance Act of 1978
[FISA or the Act),; as amended, 50 U.5.C. 5% 1801-1811, 1821-1829,
1641-1B46, 1861-1882. It includeszs infeormation concerning
electronic surveillance; physical searches; pen register/trap and
trace surveillance, and regquests for access to certain business
records for foreign intelligence purposes conducted under the Act
by the Federal Bureau of Investigaticon (FBI), the Hational
Securlty Agency (HSA), and/or the Central Intelligence Agency [CIL)
during the pericd July 1, 2006, through December 31, 2006.1!
Consistent with the Department of Justice’s efforts to keep the
Coengress fully informed about 1ts FISA activities in a manner
conslistent with the national security; this report contains
informaticn beyvond that reguired by the statutory provisions sat
forth above. In addition to submitting this semi-annual report,
the Intelligence Community and the Department provide information
to the Congress concerning significant intelligence activities
conducted under FISA in a manner consistent with the Hatlonal
Security Act. 4TFs)-

Out of scopalnon-responsive
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TOPR SECRET//COMINT/ fHOFORM  ORCOM

Cout of scopainof-responsiva
‘I Some of the individuals listed below, howsver, may be current targets
of Court-aunthorized pen reglstec/trap and trace surveillance. (LI
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TOR SECRET//COMINT./ /NOFORN  ORCON

it of scopalnon-rasponsive

0. Emergency Surveillance or Physical Search (1}

During this reporting period, the Attorney General ({or
Deputy Attorney General or Acting Attorney General) authorized
emergency electronie survelllance and/or physical search
pursuant to 50 0.5.C. 55 1805(f); lBZd(s), or 1B843(a}—{(b), Out

These emergency authorizations resulted in Tﬂ of
2 ki

arwd twaﬁfﬂﬂplicatiuns
- . - i I
for pen register/trap and trace surveillance.' BApplications or

Dt of scopefnon-responsive
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TOR- SECRET//COMINT/./HMOFORN , CRCON

other appropriate pleadings were filed with the FISC within 72
hours of pach emergency authorization (for slectronic
surveillance and/or physical search applications), or within 48
nhours (for pen register/trap and trace applications). The FISC
approved all of the applications and/or accepted the other
pleadings., <&

Out of scope/non-responsive
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Ot of scope/non-responsive

Out of scope/non-respongive

G. PFPen Register/Trap and Trace Surveillanca (U}

During this reporting periocd, the United States filed 9B
applications with the FISC seeking authorization for the FBI
andfor the NS5A to conduct pen register/trap and trace
survelllance pursuant to 50 U.5.C. 55 1B841-18946, as amsnded.
The FISC denied no applications, as they were orilginally
prasented, during this reporting pericd. Elghteen orders
authorizing pen register/trap and trace survelillance were
modified by the FISC. 45

Cwit of scopenon-responsive
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TOP SECRET/ /COMINT//HMOFORN , ORCOM

£ FISC Modifications of Orders (U]

As reported in previous semi-annual reports; in some cases
considered by the FISC during the time period covered by thas
Semi-Annual Report, the FISC has meodified orders submitted by
the govermnment. Substantive changes (not technical correcticons)
to orders, are usually handwritten but scmetimes are issued as a
gseparate amendment or addendum to an order. The changes made by
FISC judges during the periocd covered by this report include:

Cut of scopalnon-respansive

(b) {1). (b} (THE)}

Chut of scopainon-responsive

(b (1), (&) {THE)
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the FISC in a combined format with pen register/trap and trace
applications. Because of that combination, the number of
requests for the producticn of tangible things increased in past
semi-annual reports because the practice of filing combined
business record and pen register/trap and trace applications
continued. &4

Chut of scopa/non-responsive

Out of scope/non-respansive
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58
TOR -SECRET//COMINT/ /HOFORN ORCON

EPIC v. DOJ, No. 13-1961, Exhibit 1 000212 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 214 of 323

TOR SECRET//COMINT,/ /MOFCORN. ORCOM

{b} (1} {b} (THE)

59

TOP SECRET//COMINT//HOFORM  ORCON

EPIC v. DOJ, No. 13-1961, Exhibit 1 000213 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 215 of 323

TOR SECRET/ /COMINT L/ HOFORN ORCON

{b) (1}, {b} (THE)

Gl

TOP-SECRET/ /COMINT/ /HOFORN , ORCON

EPIC v. DOJ, No. 13-1961, Exhibit 1 000214 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 216 of 323

TOR SECRET/ /COMINT//MOFORN ORCON
() (1), (b} (THE)

Crul of sCopenon-responsive

TOP - SECRET//COMINT//HOFORN. ORCON

EPIC v. DOJ, No. 13-1961, Exhibit 1 000215 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 217 of 323

TOP- - SECEET//COMINT/ /HOFORN  ORCON
Ciut of scope/non-responsive

L. FISA Process Improvements (U]
Out of scopa/non-fasponsiva

In addition to the changes to the FISA process made at the
Attorney Genaral’'s April 2004 direction referenced in prior
semi-annual reports, COIPR contlnues to seek ways Lo further
improve the processing of FISA requests. In particular, and in
response to OIFR's growing number of attorneys, as wWas reported
in previous semi-annual reports, OIFR reorganized in November
2004 into sections that reflect the current nature of FISA work
and to a significant degree mirror the FBI's internal
organization. OIPR's current recorganization is discussed below
in Part M. (0]

&3
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3 Update to Incidents Reported in 0&-1 (U}
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Section 1: Intreduction (U)

Thiz report is submitted pursuant to Sections 10B({a), 306,
406, and 502 of the Foreign Intelligence Surveillance Act of 1978
(FISA or the Act), as amended, 50 U.5.C. %5 1801-1811, 1821-18249,
1B41-1846, 12861-1862. It includes information concerning
electronic surveillance, physical searches, pen reglister/trap and
trace surveillance, and reguests for access to certain business
records for foreign intelligence purposes conducted under the Act
by the Federal Bureau of Inveatigation (FBI), the National
Security Agency (MNSA), and/or the Central Intelligence Agency {(CIA)
during the period January 1, 2007, through June 30, 2007.1
Consistent with the Department of Justice’s efforts to keep the
Congress fully informed about its FISA activities in a manner
consistent with the national security, this report contalns
information bevond that reguired by the statutory provisions set
Forth above. In addition to submiktting this semi-annual report,
the Intelligence Community and the Department provide informaticon
to the Congress concerning significant intelligence activities
conducted under FISA in a manner consistent with the Wational

Security Act. JT5}
Ol of scope/non-responsive
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Out of scopeinon-responsive

D. Emergency Surveillance or Fhysical Search (U)

During this reporting period, the Attorney General (or
Deputy Attorney General, Recting Attorney General, or Assistant
Attornay General for Mationmal Security) authorized emergency
electronic surveillance and/or physical search pursuant to 50

U.8.C. 5% 1BO5(f), 1B24(e), or 1Ba3{a)l-{(b), Cut . These
emergency authorizations resulted in out for
electronic survel e authority, Out

no applicationsscfpr pen register/trap and
trace surveillance.® Applicationa o® other appropriate
Fleadings were filed with the FISC wit™in 72 hours of each
emergency authorization, The FISC apéﬁﬁ%&d all of the
applications and/or accepted the otheg pleadings. 45}
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DOut of scopa/non-responsive

G. Pen Register/Trap and Trace Surveillanca (U)

During this reporting period, the United States filed 117
applications with the FISC seeking authorization for the FBI
and/or the NSA to conduct pen register/trap and trace
surveillance pursuant to 50 U.5.C. 5% 1B41-1846, as amended.
In these 117 applications, at least 50 United States persons
were the targets of pen register/trap and trace surveillance.
(b}

The FI5C denled no applications, as they were originally
presented, during this reporting period. Ten orders
authorizing pen register/trap and trace surveillance were
madified by the FISC. J45)

Dut of scopainon-responsive
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IV, Judicial Assessment and Other Oversight Matters (1)

Fi FISC Modifications of Ordars (1)
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Incident 05-2-17 {IT)
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2y Update to Incidents Reported in 06-1 (U}

Incident De=1=7 (U]
(B {1}, (o) (THE)
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Saction 1: Introduction (U]

This report is submitted pursuant to Sections 108(a), 306,
406, and 502 of the Foreign Intelligence Survelllance Act of 1978
(tFISA or the RAct), as amended, 50 0.5.C. &5 1801-1811, 1821-1B29,
1841-1846, l1l8e6l-1B&d. It includes information concerning
electronic surveillance, physical searches, pen register/trap and
trace surveillance; and reguests for access to certalin business
records for foreign intelligence purposes conducted under the Act
by the Federal Bureau of Investigaticon (FBEI}, the Haticnal
Securlty BAgency (MSA}, and/or the Central Intelligence Agency [CIA)
during the period July 1, 2007, through December 31, 2007.1
consistent with the Department of Justice's efforts to keep the
congress fully informed about its FISA activities in a manner
conslstent with the national security, this report contains
information beyvond that reguired by the statutory provisions: set
forth above. In addition teo submitting this semi-annual report,
the Intelligence Community and the Department provide information
Ex the Congress concerning significant intelligence activities
conducted under FISA in a manner consistent with the Hational
Securlty Act. <FSe

Ot of scope/non-responsive

Out of scopainon-responsive

1

TOP SECRET//COMINT//HOFORN , ORCON

EPIC v. DOJ, No. 13-1961, Exhibit 1 000233 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 235 of 323

DOR-SECRET//COMINT//HOFPORN , GROOH

Dut of scopeimnon-responsive
" Bome of the individuals listed below, howsver, may be surrent Cargets
af Court-apnthorized pen registecftrap and trace surveillance. {13

B

TOF- SECRET/ / COMINT//NOFORN ; CRCGH

EPIC v. DOJ, No. 13-1961, Exhibit 1 000234 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 236 of 323
TOPSECRET/ /COMINT/ /HOFORN , ORCON

Ot of scopanon-responsive

0. Emargency Surveillance or Fhysiecal EBesarch (U]

During this reporting period, the Attorney General (or
Deputy Attorney General, Rcting Atterney General, or Assistant
Attorney General for Naticnal Security) authorized smergency
electronic surveillance, physical search, and/or pen
register/trap and trace surveillance pursuant teo 30 U.5.C.

§€ 1805(f), 1824(e), or 1843(a)-(b], Poummmawews  Thase emergency
authorizations resulted Outof scope/non-responsive

and seven applications for pen register/trap and
trace surveillance.!! Applications or other appropriate
pleadings were filed with the FISC within 72 hours of each
emergency authorization. The FISC approved all of the
applications and/or accepted the other pleadings. <&}

Dwil of scopanon-responsive
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G. Pen Register/Trap and Trace Surveillanca (U)

During this reporting period, the United States filed 129
applications with the FISC seeking adthorization for the FBI
and/or the NSA to conduct pen registerftrap and trace
surveillance pursuant to 50 U.5.C. 5% 1841-184&, as amended.
In these 129 applications, at least 37 United States paersons
were the targets of pen register/trap and trace surveillance,
The FISC denied no applications, as they were originally
presented, during this reporting pericd. Seven ocders
authorizing pen register/trap and trace surveillance were
modified by tha FIGC. &)k

Chrt of scopainon-respansive
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EECTIONM 1: INTRODUCTION (U}

This report is submitted pursuant to Sections 10B{a); 306,
408, and 502 of the Foreign Intelligence Surveillance Act of 1978
(FISA or the Act), as amended, 50 U.S.C. 5% 1801-1811, 1821-1829,
1841-1846, 1861-1B62. It includes information concerning
@lectronic surveillance, physical searches, pen register/trap and
trace survelllance, and reguests for access to certain buziness
records for foreign intelligence purposes conducted under the Act
by the Federal Bureau of Investigation (FBI), the National
Security RAgency (NSR}, and/or the Central Intelligence ﬂgency {CIA)
during the period January 1, 2008 through June 30, 2008.
Consistent with the Department of Justice's efforts to keep the
Congress fully informed of FISA activities in a manner consistent
with the national security, this report contains information
bayond that regquired by the statutory provisions set forth above.
In addition to submitting this semiannual report, the Intelligence
Community and the Department provide information to the Congress
concerning significant intelligence activities conducted under
FISA in a manner consistent with the National Security Act of 1947,
a5 amended. £FE
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Ot of scopinon-responsive

D. Emergency Electronic Surveillance or Physical Seaxch (U}

During this reporting period, the Attornoy General®®

authorized emergency electronic surwveillance, physical search,
and/or pen registerftrap and trace surveillance pursuant to 50
0.5.C. %% 1BO54f), 18Z2&4{e), or 1343 {a)-1b}, These

Ot of scope/non-responsive
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emergency authorizations resulted in Oulof scope/on-responsive

and two (2) applications for pen register/trap
and trace surveillance.” Applications or other appropriate
pleadings were filed with the FISC within 72 hourz of each
emergency authorization. The FISC approved all of the
applicaticns and/or accepted the other pleadings. <&k

Dut of scope/non-responsive

12

EPIC v. DOJ, No. 13-1961, Exhibit 1 000245 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 247 of 323
TOR- SECRET//COMINT/ /NOFORM,ORCON

Ot of scope/non-responsiva

&. Pen Register/Trap and Trace Surveillance ()

Curing this reporting period, the United States filed 110
dpplications with the FISC seeking authorizZation for the FBI
and/or the NSA to conduct pen register/trap and trace
surveillance pursuant to 50 U.5.C. 5% 1841-18B46, azs amended.
In these 110 applicaticns, at least Z3 nited States parsons
were the targets of pen reglster/trap and trace surveillance.
The FISC denied me applications during this reporting period.
Four orders authorizing pen register/trap and trace
gurveillance were modified by the FISC. &
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C. Update to Incidents Reported in 07-1 (U]
Oin of scope/non-responsive
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SECTION 1: INTRODUCTION (LI}

This report is submitted pursuant to Sections 108(a), 306, and 406, of the Foreign
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812,
1821-1829, 1841-1846, 1861-1862, 1871, 1881-1881g, 1885-1885c. It meludes miormation
concemning electronse surveillance, physical searches. pen register/trap and trace surveillance, and
requests for access fo certam busmess records for foreign intelligence purposes conducted under
the Act by the Federal Bureau of Investigation (FBI), the Central Intelligence Agency (CIA),
and/or the National Security Agency (NSA) duning the period July 1, 2008 through December 31,
2008." Consistent with the Department of Tustice’s (DOI's) efforts to keep Congress fully
informed of FISA activities in a manner consistent with the national security, this report contains
mformation beyvond that required by the statufory provisions sef forth above. In addifion fo
submuitting this semiannual report, the Intelligence Commumnity and the Department provide
supplemental information to the Congress conceming significant intelligence activities conducted
inder FISA. - (F5
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D. Emergency Electronic Surveillance or Physical Search (L)

= r ¥ X 3 I L "
During this reporting period, the Attorney General ™ authorized emergency clectronic

surveillance, physical search, and/or pen register/irap and trace surveillance pursuant to 50 U.S.C,

& 1805(6), 1824(e), or 1843(a)b) [ltimes. "

and twa (2) applications {or pen register/trap and trace survelllance,  Apphcations were hile
with the FISC within the time limits set forth in FISA. The FISC approved all of the applications,
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TOPSECRETHEOMINT/NOFORNORCON

FBI and NSA Pen Register/Trap and Trace Surveillance (L)

During this reporting period, the United States filed 38 applications with the FISC
seeking authorization for the FBI and/or the WS A 1o conduct pen register/trap and trace
surveillance pursuant to 50 ULS.C. §§ 1841-1846, as amended. In these 58 applications, 27
United States persons were the targets of pen register/trap and trace surveillance. The FISC
did not deny anv applications during this reporting period. No orders authorizing pen
registertrap and trace surveillance were modified by the FISC. &)

-
15

TOP SEC Fl_E-T.".-'{'.'ﬂMl.P;JTa'.-’NﬂFﬂHPH}HE’ﬂP;

EPIC v. DOJ, No. 13-1961, Exhibit 1 000253 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 255 of 323

-FOP SECRET/COMINT/NOFORN,ORECON

C. Update to Incidents Reported in 07-1 (L)

Iocident 07-1-16 (U
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SECTION 1: INTRODUCTION (L)

Tlus report 18 submitted pursuant ta §§ 108(a), 306, and 406, of the Foreign Intelligence
Surveillance Act of 1978 (FISA or ihe Act), as amended, 30 US.C. §3 1801-1812, 1821-1829,
| 841-1846, 1861-1862, 1871, 1881-1881g. 1885-1885¢. It includes information concerning
electronie surveillance, physical searches, pen register/trap and trace surveillance, and requests fior
access to cerfain business records for foreign intelligence purposes conducted under the Act by the
Federal Burean of Investigation (FBI), the Central Intelhgence Agency (CIA), and/or the National
Secunty Agency (NSA) duning the penod January 1, 2009 through June 30, 2009." Consistent
with the Department of Justice’s (DOJ s) efforts to keep Congress fully informed of FISA
aciivities i a manner consistent with the national secunty, this report contaims informaton bevond
that required by the statoiory provisions sef forth above, In addifion to spbmittiog this senuannual
repart, the Intelligence Conumumty and the Department provide supplemental mformation to the
Congress copceming signmficant intelligence activibies conducted under FISA. TS}
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1. Emergency Electronic Surveillance or Physical Search (L)

. . . & i 9 ; .
During this reporting period, the Attorney General” authorized emergency electronic
surveillance, physical search, and/or pen register/trap and trace surveillance pursuant to 50 ULS.C.

§§ 1805(0), 1824(c), or 1843({a)-(b), llltimes. These emergency authorizations resulted in©
it

(%1

G oy ; : &C
: and three applications for authority to conduct PER
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register/trap and trace surveillance. Applications were filed with the FISC within the time limits
set forth in FISA. The FISC approved all of the applications. (5)

Cut of scopalnon-responsive
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TOPSECRETHCOMINTINOEORM ORCON

I1. FBI and NSA Pen Register/Trap and Trace Surveillance (L)

Dwring this reporting period, the United States filed 39 applications with the FISC
seeking authorization for the FBI andfor the NSA to conduct pen register/trap and trace
surveillance pursuant to 50 U.S.C. §§ 1841-1846, as amended. In these 39 applications, 2.3
United States persons were the targets of pen register/trap and trace surveillance. The FISC did
not deny any applications during this reporting pericd but issued one supplemental order. £5)
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C. Update to Incidents Reported in 07-1 (U)

ILIL3IC]

Incident 07-1-16 (U
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Incident 08-1-1
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F. Update to Incidents Reported in 08-2 (L7

Incident 08-2-4 (U
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Executive Summary

Ntatistics

*  The United States filed 53 pen register/trap and trace (PRTT) applications; a total of 27
LLS. persons were targeted in these applications. For the previous period, the United
States had filed 39 applications, targeting a total of 32 United States persons. {59
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SECTION 1: INTRODUCTION (L)

This report is submitted pursuant to sections 108(a), 306, and 406, of the Foreign
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 LLS.C, §§ 1801-1812,
I821-1829, 1841-1846, 1861-1862, 1871, 1881-1881g, 1885-1885¢c. [t includes information
concerning electronic surveillance, phvsical searches, pen registertrap and trace (PRSTT)
surveillance, and requests for access to certain business records for foreign intelligence purposes
conducted under the Act by the Federal Bureau of Investigation (FBI), the Central Intelligence
Agency (CIA), and/or the National Security Agency (NSA) during the period July 1, 2009
through December 31, 2009." Consistent with the Department of Justice’s {DOJ"s) efforts 1o
keep Congress [ully informed of FISA activities in a manner consistent with the national security,
this report contains information beyond that required by the statutory provisions set forth above. (&)

Highlights of the July 1 — December 31, 2009 Reporting Period (L)

| Type of Application | Number Filed Numher | Number LS, Persons Targeted
B = 0 e
Pen Register/ Trap | .ﬁ_'-; T 53 o 137

waoed Trace

Qutside

e
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I1. FBI and NSA Pen Register/Trap and Trace Surveillance (1)

During this reporting period, the United States filed 53 applications with the FISC
seeking authorization for the FBI and/or the NSA to conduct PR/TT surveillance pursuant to 50
LS.C. §§ 1841-1846, as amended. In these 53 applications, 27 LS. persons were the targets of
PR/TT surveillance. The FISC did not modify or deny any PR/TT applications during this
reporting period. &)

-
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Execufive Summary

Statistics

()

The United States filed 78 pen register/trap and trace (PR/TT) applications; a total of 30
LS. persons were targeted in these applications (one of these applications was not
considered until the following period). For the previous period, the United States filed 53
applications, targeting a total of 27 LS. persons. {59
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SECTION 1: INTRODUCTION (U)

This report is submitted pursuant to sections 108(a), 306, and 406, of the Foreign
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812,
I821-1829, 1841-1846, 1861-1862, 1871, 1881-188B1g, 1R85-1885¢c. It includes information
concerning electronic surveillance, physical searches, pen register/trap and trace (PRTT)
surveillance, and requests for access to certain business records for foreign intelligence purposes
conducted under the Act by the Federal Bureau of Investigation (FBI), the Central Intelligence
Agency (CIA), and/or the National Security Agency (NSA) during the period January 1, 2010
through June 30, 2010." Consistent with the Department of Justice’s (DOF's) efforts 1o keep
Congress fully informed of FISA activities in a manner consistent with the national security, this
repott contains information beyond that required by the statutory provisions set forth above. (8)

Highlights of the Janvary 1 — June 30, 2010 Reporting Period (L)

Type of Application | Number Filed [ Number MNumbier LS. Persans |-|Ir|l;ElulE
1 ,ﬂ.ii_nn'vﬁl. Modified

Fen Repister '.l'i"|.l||':- T8 TT ] Ail
arud Trace {1 not considersd
during reparting
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C. Emergency Electronic Surveillance or Physical Search (L)

During this reporting period, the Attorney General” asthorized emergency elecironic
surveillance, physical search, and/or PR/TT surveillance pursuant to 50 US.C. §§ 1805{(e),
[E24{e), 1843 (a)-(b), or 188 1c(d) These emergency
authorizations resulted in

and seven applications for
authority to conduct PR survelllance. Applications were filed with the FISC within the time
limits set forth in FISA. The FISC approved all of the applications.

1. Pen Register/Trap and Trace Surveillance (L)

Between January | and June 30, 2000, the United States filed 78 applications with the
FISC seeking authorization for the FBI to conduct PR/TT surveillance pursuant to 50 UL.S.C.
&5 1841-1846, as amended. In thesc T8 applications, 30 LS. persons were the targets of PR/TT
surveillance. The FISC did not deny or substantively modify any PRSTT applications during this

T e - S PRs
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A. Update to Incidents Reported im 07-1 (1)

Incident 07-1-16 (11}
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Incident 10-1-2 (1J
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F. Pen Register/ Trap and Trace Surveillance (1)

During tlus reporting period, the United States filed no applications with the FISC
seeking authorization for the NSA to conduct PR/TT surveillance pursuant to 50 U.S.C. §§ 1841-
| 846, as amended. £5
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Executive Summary (L)

Siatistics (1)

*  The United States filed 49 pen register/trap and trace (PRSTT) applications; a total of 26
named LS. persons were targeted in these applications. For the previous period, the

Linited States had filed 78 applications, targeting & total of 30 named United States persons.

—
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Annpal Statistics for the Previous Five Years (L)

TP SECRETHCOMINT/NOFORNORCON

he following chart presents, for the past five years, significant statistics pertaining to FISA.
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SECTION 1: INTRODUCTION (L)

This report is submitted pursuant to sections 108(a), 306, and 406, of the Foreign
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 LLS.C. §§ 1801-1812,
1821-1829, 1B41-1846, 1861-1862, 1871, 1881-18B1g, 1885-1885¢c. It includes information
concerning electronic surveillance, physical searches, pen register/trap and trace (PR/TT)
surveillance, and requests for access to certain business records for foreign intelligence purposes
conducted under the Act by the Federal Bureau of Investigation, the Central Intelligence Agency,
and'or the National Security Agency during the period July 1, 2000 through December 31, 2010.°
Consistent with the Department of Justice’s (DOJ"s) efforts to keep Congress fully imformed of
FISA activitics in a manner consistent with the national security, this report contains information
beyond that required by the statutory provisions set forth above. (5)

lication was denied in part

Highlights of the July 1 = December 31, 2000 Reporting Period (LI}

Type of - | Number Filed | Number Number L5, Persons
Application | ' .-"niprm-mj Modified Tui'vl‘:tll'd

| Pen Register/Trap | 49 | 49 (including | 0 | 26 named 1S,
and Troace one denied in Persons

| part) . ) .
5 = —;
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FORSECRETACOMNTANOEORN JORCON

d) Pen Register/Trap and Trace Surveillance (L)

Between July 1 and December 31, 2010, the United States filed 47 applications with the
FISC seeking authorization for the FBI to conduct PR/TT surveillance pursuant to 50 LL5.C.,
44 1841-1846, as amended. In these 47 applications, 26 named U.S. persons were the targets of
PRS/TT surveillance. The FISC did not deny in whole or in part, or substantively modify any FBI
PR/TT applications during this reporting period. 53

el Emergency Electronic Surveillance, Physical Search or PRTT Surveillance (L)

During this reporting period, the Attomey General'” authorized emergency electronic
surveillance, physical search, and/or PR/TT surveillance pursuant to 50 US.C. §§ 1805(e).

1824(e), 1843(a)-(b), or 1881c(d), (P}(1). These emergency authorizations resulted il1[3't
=L LT L] IJ

af

goteay . : . 50
and 3 applications for authority to conduct PR/TT surveillance  All
applications were filed with the FISC within the time limits set forth in FISA. The FISC
approved all of the applications. (&)
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I, Compliance (LI}

Omn a contimung basis, NSD considers ways to improve the handling of comphance
matters. In connection with each mcident, N5D asks the FBI to wdentify what steps have been
taken to prevent a recurrence. In addition, NSD meets periodically with cerfam commumications
providers; one of the purposes of those meetings is to ensure that the providers understand what

the FISC has authorized. {17}
Update to Incidents Reported in 07-1 (L7)

[ncident 07-1-16 (1J
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SCOEHEE O e [ Ilr_

d) Pen Register/Trap and Trace Surveillance (L)

During this r ing period, the United States filed two applications with the FISC
pursuant toa
conduct PR ance plrstant to ., 4 1546, as amended, The matter has

been the subject of congressional briefings. l.'IInE of these cases was approved in part and denied

m part; the other was approved. (&}

= ) =
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Executive Summary (L7}

Statistics (1)

* The Government filed 55 PR/TT applications; a total ﬂf- U.5. persons were
targeted in these applications, For the previous period, the Govemment had filed 49
apphcations, largeting a total uiﬂ LLS. persons. €5}
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Annual Statistics for the Previous Five Years (L)

The following chart presents, for the past five vears, significant statistics pertaining to FISA
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SECTION 1: INTRODUCTION (U}

This report 15 submufted pursuant to Sections 108(a), 306, and 406, of the Foreign
Intelligence Smrveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812,
1821-1829, 1841-1846, 1861-1862, 1871, 1881-1881g, 1885-1885¢. It mcludes information
conceming electronie surveillance, phvsical searches, pen register/trap and trace (PR/TT)
smrvelllance, and recuests for access to certain busimess records for foreign mtelligence purposes
conducted under the Act by the Federal Bureau of Investigation (FBI), the Central Intelligence
Agency (CIA), and/or the National Security Agency (NSA) during the period January 1, 2011
through June 30, 2011." Consistent with the Department of Justice’s (DOJ's) efforts to keep
Congress fully mfomed of FISA activities in a manner consistent with the national secunty, this
report contams mformation beyond that required by the statutory provisions set forth above S5)

i
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Highlights of the January 1 = June 30, 2011 Reporting Period (L)
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FOPSECRETCOMINTAORCONNOFORN

d) Pen Register/Trap and Trace Surveillance (L)

Between January | and June 30, 2011, the Government filed 52 applications with the FISC
secking authorization for the FBI to conduct PR/TT surveillance pursuant to 50 ULS.C. §§ 1841-
1846, as amended. Four of these applications were filed during the reporting period, but approved

- 48 -
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outside the reporting period. Thus, the FISC approved 48 pen register applications during the
reporting period. In these 48 applications, 32 named LS. persons were the targets of PR/TT
gurveillance. The FISC did not deny in whole or in part, or substantively modify any FBI PRSTT
applications during this reporting period. %)

&) Emergency Electronic Surveillance, Physical Search or PRTT Surveillance (L)
s - = . 1 i &
During this reporting period, the Attorney General” authorized emergency electronic

surveillance, physical search or PRATT surveillance pursuant to 50 LL5.C. §§ 1805(e), 1824(e).
1843(a)i(b), or 1881c(d), These emergency authorizations resulied in

writy to conduct PR/TT surveillance, All appdjcstitins were
iled with the FISC within the time limits set forth in FISA. The FISC approved all of the

applications. 59
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Incident 11-1-17 (LI}
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d) Pen Register/Trap and Trace Surveillance (17}

Dharin seriod, the Govemment filed three applications with the FISC
pusiEanl o
condunct PROTT surveilllance pursuant fo 30 ULS.C. &6 1841-1846, as amended. 1 matter has
been the subject of congressional bnefings. All of these apphcations were approved. {53
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Executive Summary (L)
Statistics (1))

The followmg statistics are an amalgamation of all cases filed on behall of all agencies (FBL,
NSA, and CIA) during the period from July 1, 2011 throngh December 31, 2011:

*  The Government filed 53 PR/TT applications; a total -;J 5. persons were

targeted m these applications. For the previous period, the fn::-'-ferumem filed 55
applications, targeting a total nfﬂ 115, persons. {5
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Annual Siatistics for the Previous Five Years (1)

The following chart presents, for the past five vears, significant statishies perfaiming to FISA.
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SECTION 1: INTRODUCTION (L7}

This report 1s snbmitted pursuant to Sections 108(a), 306, and 406, of the Foreign
Intelhgence Surveilllance Act of 1978 (FISA or the Act). as amended, 30 U.5.C. §§ 1801-1812,
1821-1829, 1841-1846, 1861-1862, 1871, I188]1-1881g, 1885-1885¢. It includes information
conceming electronic surveillance, physical searches, pen register/trap and trace (PR/TT)
srveillance, and requests for access to certain business records for foreign intelligence purposes
conducted under the Act by the Federal Burean of Investigation (FBI), the Central Intelligence
Agency (CIA), and/or the National Secunity Agency (NSA) during the period July 1, 2011 through
December 31, 2011.° Consistent with the Department of Justice's (DOJ's) efforts o keep Congress
fully mformed of FISA activities in a manner consistent with the national secunty, this report
contams mivrmation beyond that required by the statutory provisions set forth above, {5}

Highlights of the July 1 — December 31, 2011 Reporting Period (1F)

[vpe of Number of Applications Number Approved Number LS.
Application Modified Persons

Targeted
i
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Pen 53 5704 rlg:-pzlm'ra during 2
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d) Pen Register/Trap and Trace Surveillance (17)

Between July 1 and December 31, 2011, the Government filed 52 applications with the
FISC seeking authorization for the FBI to conduct PR/TT surveillance pursuant to 50 US.C.
§% 1841-1846, as amended. Four applications were filed before the reporting penod, but were
approved during the reporting penod. Thus, the FISC approved 56 PRATT applications dunng the
reporting period. In these 56 1pp|:||:1nn|1-i ':b:'”] B} 1S, persons were the targets of PR/TT
surveillance. The FISC did not deny in whole or in part, any FBI PR/TT application duri ing this
reporting period.

¢} Emergency Electronic Surveillance, Physical Search or PRTT Surveillance (17)

During this reporting period, the Attormey General'” authorized emergency electronic
surveillance, physical search or PR/TT surveillance pursuant to 50 U.S.C. §§ 1805(e), 1824(e),
1843(a)-(b), or 1881c(d), These emergency authonzabions resulted

- 495
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TOP SECRETHCOMANTHORCONNOFORN-

d) Pen Register/Trap and Trace Surveillance (17}

reriod, the Government filed one application with the FISC pursuant
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Exccutive Summary (11

Statistics (L)

The following statistics are an amalgamation of all cases filed on behalf of all agencies (FBI,
MSA, and CIA) during the period from January 1, 2012 through June 30, 2012:

* The Government filed 64 PR/TT applications; a total of 30 named LS. persons were
targeted in these applications, For the previous periad, the Government filed 33
applications, targeting a total of 32 named LLS, persons, £
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Annual Statistics for the Previous Five Years (L)

The followmg chart presents, for the past five years, sigmficant statistics pertaining to FISA.
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SECTION 1: INTRODUCTION (L)

TOPSECREFSHIOREOMN:NOFORMN

This report is subimitted pursuant to Sections 108(a), 306, and 406, of the Foreign
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 U5.C, §§ |1801-1812,
IB21-1829, 1841-1846, 1861-1862, 1871, 1881-1881g, 1885-1885¢c. It includes information
concerning electronic surveillance, physical searches, pen registerftrap and trace (PR/TT)
surveillance, and requests for access 1o certain business records for foreign intelligence purposes
conducted under the Act by the Federal Bureau of Investigation (FBI), the Central Intelligence
Agency (CIA), and/or the National Security Agency (NSA) during the period Janwary 1, 2012
through June 30, 2012 Consistent with the Department of Justice’s (DOJ's) efforts to keep
Congress fully informed of FISA activities in a manner consistent with the national security, this
report containg information beyond that required by the statutory provisions set forth above. (5)

Highlight= of the January 1 — June 30, 2012 Reporting Period (L)

Type of
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ﬁ.irlica tions Filed

64

Mumber
Mo ified

[I.5. Persons

'l'ariﬂerl .

64

A0 named LS,
Persons

EPIC v. DOJ, No. 13-1961, Exhibit 1

- 1
FORSECRETEHORCON  NOFORN

000308 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 310 of 323
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d) Pen BegisterTrap and Trace Surveillanee (L)

Between January | and June 30, 2012, the Government filed 64 applications with the FISC
secking authorization for the FBI to conduct PR/TT surveillance pursuant to 50 U.S.C. §§ 1841-
| 846, as amended. The FISC approved all 64 PR/TT applications filed during the reporting period,
In these 64 applications, 30 named 1.5, persons were the targets of PR/TT surveillance. The FISC
did not deny in whole or in part, any FBI PR/TT application during this reporting period. No
PR/TT applications were modified during the reporting period. €89
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TOP-SECRETHSHORCONNOFORN-

d) Pen Register/Trap and Trace Surveillance (L7)

During this reporting peniod, the Government filed mo applications wath the FISC secking
authorization for the NSA to conduct PR/TT surveillance pursuant to S0 US.C. §§ 1841-1846, as
amended. (F&HEH-

SCOME of Ne redguest
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—TFOPSECRET/SH/ORECON, NOFORN

EPIC v. DOJ, No. 13-1961, Exhibit 1 000313 Plaintiff's Cross Motion for Summary Judgment



Case 1:13-cv-01961-KBJ Document 25-2 Filed 11/21/14 Page 315 of 323

TOP SECRETHSLVORCONNOFORN OLg .

(U) SEMIANNUAL REPORT OF THE ATTORMEY GENERAL ON ELECTRONIC
SURVEILLANCE AND PHYSICAL SEARCH UNDER
THE FOREIGN INTELLIGENCE SURVEILLANCE ACT

June 2013
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Executive Summary (L)

(LI} Siatistics

'he following statistics are an amalgamation of all cases filed on behalf of all agencies (FBLL
MSA, and CIA) during the period from July 1, 20012 through December 31, 2012:

v & Dunng this reporting period, the Government filed with the Foreign

sk be R trap and trace (PRSTT),

&) The Government filed 69 PR/TT applications; a total of 32 named LS. persons were
targeted in these applications. For the previous period, the Government filed 64
applications, targeting a total of 30 named LS. persons.

-
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(L7) Anmual Siatistics for the Previons Five Years

(&) The following chart presents, for the past five years, significant statistics pertaining to FISA

2008 009 | 010 | w11 2012
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TOPSECREFHSHORCOMNNOFORN

(LN} SECTION 1: INTRODUCTION

(5) This report is submitted pursuant to Sections 108(a), 306, and 406, of the Foreign
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 UL.5.C. §§ 1801-1812,
I821-1829, 1841-1846, 1861-1862, 1871, 1881-1881g, 1885-1885¢c, It includes information
concemning electronic surveillance, physical searches, pen register/trap and trace (PR/TT)
survelllance, and requesis for access to cettain business records for foreign intelligence purposes
conducted under the Act by the Federal Bureau of Investigation (FBI), the Central Intelligence
Agency (CIA), and/or the National Security Agency (NSA) during the period July 1, 2012 through
December 31, 2012.° Consistent with the Department of Justice's (DO)'s) efforts to keep Congress
fully informed of FISA activities in a manner consistent with the national security, this report
contains information beyond that required by the statutory provisions set forth above,

(L7} Highlights of the July 1 - December 31, 2012 Reporting Period

9
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Application Applications Filed Modified
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(L} d) Pen Register/Trap and Trace Surveillance

=) Between July | and December 31, 2012, the Government filed 69 applications with the
FISC seeking authorization for the FBI to conduct PR/TT surveillance pursuant to 50 UL.5.C,
&5 1841-1846, as amended. The FISC approved all 69 PR/TT applications filed during the
reporting period. In these 69 applications, 32 named U.S. persons were the targets of PR/TT
surveillance. The FISC did not demy in whaole or in part, any FBI PR/TT applications during this
reporting period. No PRSTT applications were modified during the reporting period.

(U} ¢) Emergency Electronic Surveillance, Physical Search or PRTT Surveillance

(&) During this reporting period, the Attorney General ' suthorized the FBI to conduct
authorized emergency electronic surveillance, physical search or PRSTT surveillance pursuant to
50 U.S.C. §§ 1805(e), 1824(e), and/or 1843(a)-(b)Out of These emergency authorizations
resulied in Out of scope/non-responsive P

and six applications for authority to conduct
PR/TT surveillance. ‘Out of scope/non-responsive All
applications were filed with the FISC within the time limits set forth in FISA. The FISC approved
all of the applications.
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TOP SECRET#/SL/ORCON/MNOFORN

(L) d) Pen Register/Trap and Trace Surveillance
(F5*50 Duning tlos reporting penod, the Government filed no apphications with the FISC

seeking authorization for the NSA to conduct PRTT surveillance pursuant to 50 US.C. §§ 1841-
1846, as amended.

LCOpa O ing requast.
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