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UNCL/\SSIFlEDI/SENSITrVE BUT UNCL,ASS1FJED 

L (U) This T&C [ll)d its Addenda C and D :-mper!'.c(k existing visa record infonnaLion 
shnring agr('crnerlf.s between (he PHi"tie;,. spedlka!ly: 1) the Leuer of Intent (1..01) dated 
March J2, 200g and Tabs 1 and 2 appended to !:hHt LOI; 2) (be LOl dated February 4, 
2010 and Tlib :) appended t.o LOI: and 3) !he LOI dated October 5,20 I L 

so Hi. BACKGROUND 
51 
S2 
53 
::'4 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
G5 

67 
68 
69 
70 
7.1 

.,';' 
J .:i 

74 
75 
75 

A. (U) Fund,HrwHtal ({) tfft' of CA is 10 protect and assisl U.S. citizens ahroad, 
cnfwnce 1.1,$. borde.r secunty, and fadlitatc legitimate inteflwUonul tnlvd for perSDns 
eligihle for LiS visas i:<Ild U.S. prl.\spoC!s CA specifically is committed to bal.ancing 
border needs, while encouraging lmvellO the U.S. CA has the responsibility for 
Departmem of State vj.S;'l operations worJdv'!idc, !.h,: adjndication of visa applic<ltiom., and 
the issuance PI' visas and other tntvel doculTwnt;;. In additi011 tl) issuing visas, CA al:-:o 
issue:; U rmSSpOfl$ (hat enable U.S. national::- to travel internationally. Implementing 
the Imrnigration and Nationality Act:, consular officers, botb in domest.ic agencies and at 
consulMes and abroad, are issuing all U.S, p;;tsspor!.s. ell. is 
cO!Tunincd to protecting the integrity of the lJS passport as proof of U.S. citizenship lit 
horne ilnda.found the v/orld. 

"R . (1' I 

j,. " .. -) I 

77 IY. A lJTHOIUTY 
78 
?9 A. (U) CA thb T&C under the aUlhority provided by: 
80 
81 i. eLl) Tit!.e the United Slate,'.; Code, Chapter 4, Section 21 la. vvhich the 
82 Secretarj' of SWtt: the ,\uthority to C,HlSU passport:'> to be granted, issued, and verified; and 
83 the lrnrnigration rmd Na!i(mality /\cl (INA) including SeclionB )j 04 -[ 105, 1 1 ! 202(f) 
84 (INA - and 15(Jl i ',If Title 8 <)f(he. United State Code. 
85 
SS 
87 
BE 
89 

2. (If) The Prine), Act of 1974, 5 § 552a ;:tnd the routine uses thereunder, 
includinf; I.he DOS';,; pu'bJished Rontinc Uses under SUJle-26, Scrvkc1I' Svste1111 
of Notice which d,Ha <,:vilh 
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90 Visa Services SOH-N, which permits the release of inronxuHion when consistent witb iNA 
91 § 222(0, including to ot.l1er government agencies having a statutory or other lawful 
92 authority to usc such information. under tilt: DOS's Prefatory Swtem.ent of Routine 
93 Uses, which p(;nlilb sharing with appropriate governmell!. ag(;Jlcies 1.0 protect against 
94 terrorism alld to support homeland ."!eeOr!I}'. 
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1. (u)1 I 
llds '1'&C !mder the mHhority pnv\l'ided hy: 
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136 \I, DATA, SHARING AND RECIP.ROCITY 
B? 
138 (F) In order tt) further vital interests of !hc U.s .. and consistent ,vill! each Party's respc,:!.!\'e 
139 authorities, (he Parties ,'!gree to i>hare infonn.'1I.l011 reJevun! to supporting and enhancing each 
lAO other's missions and and comply with the tnJlov.'IfI:U' 
1.41 
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C/\ Dala 
1. (SHU) CA wiLl: 

(l. (SHU) Provide aad relevant daw in a Sensitive 
But Unclassified (SBI.!) form tol l 

b. (SHU) Provide CJacCt.:$s to and claw as outlined 
in tht' attached AddeJld<'1 and in this T&C 

B. (If) C.l\ VhmData 
!. (SHU) CA wUl: 

:t. 

c. 

(S13U) Provide appropriate "'bit data in a Sensitive But 
l! Dc/aSS) fled 

needs covered this T&C 
to the visa pOltioll of the Consular 

via ,1 cl1stom web interface. [Tile 
in i1 and Lisen; 

document Hnd an Interface Controj Document ntl.ached to the 
'r&c.·i 

ESI<lhlish a commo!: fonnat :'ur addn::sses 1.0 rccc.ive trrrori,<;m 
inlornmtion r.HJfi;uant to Section C 1 ,b below, 

HI 
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178 
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179 A. (U) PASSPORT DAT;\; This T&C and thcRcplkulhm ()f CODiiular Lost and Stolen 
180 Dab .Addcndum (Addem:lulll A), the Records Accessed on , .. 
181 of Stule AddendllH.I (Addendum B), and an.y other Addendum 
182 pns>.:port dma that may be entered into by the i?slnbllsh standards and ines 
:183 for sJHlnng information related to pm;"pcHts, ail \velJ as thl: civiJ and privacy 
184 prowctiOHS ;afh>rcied that dnta, and the datn and haudEn!:' reqiuu'clfJenls 
185 that will he followed. These standards and will b0 incorporated into all future 
.186 passport record inforrnation shllring be!\veen the Panie::;. 
187 
188 
.189 
190 
191 
192 
193 
194 
1.95 
195 

1.) [J. (tr) VIS/\ D/>.,.'tA: This T the Visa Records Accc;;::;cd on of State 
Systems Adckudum (Addclldl.lnl C).. ilnd Replication Df Vj$(: Records Addendum 
(AdcknduUl DJ, and other Addendum :-;pcdfic to visa datI t.hHt may he entmed into 
by the establish l->landards and guidelines for 1illaring information reluted 10 visa 
record:,., as Wt'll a:s tbe confidt"IHiality requirements, civd Hbeny and T)r,ttfM'\J lll'ol'l.':cliorlS 
!if/h.-dell that dala, and the applicable data securit)· and hanclJ fequirem.cntl'i that wi!! be 

These standards: and guidelines will be incorporated into an future visa record 
inf{lrrrwUoB shnrlng between the Partie::::. 

VII. 1,II\UTATIONS ON THE DISCLOSURE ANn USE. INFORMATlON 
198 
199 
200 
201 
t.02: 
203 
;?(M 

20.5 
205 
2:07 
20B 

A. (U) Except a.s provided in this and the restrict }.kcess to CA 
data obtained pursu:ml to this T&C :llld Addenda to who 
reqtl!re access to the data to perfonn their official for .lD lmlividual 
no longer has it need w access CA data, acccs::; "v'ilI be 

B. (ll) Both Parties acknowledge that tile data lmd other infofnwlion provided 
Ci-\ Ufh:kr this 'r&e may be subject to Hnd other authorities, 
INA § g U.s.C. 136), and the Privacy Act. 5 U.s.C. § as \vdJ as relevant 
SORNs. 

209 C 
2:l 0 01 uny 
n 1 (lata detamined w be terrorism .inh.tnnalJOD 
212 \vith olher ::lpplicabJe authorities, including but not limil.ed to 
2:13 
214 
2.15 
216 
217 
218 
219 
220 
22J 
222 
27.3 

D. (0) For pllrpose;;, lJi" disclosure under this '1'&.C and tht applicable SORNs, other 
bureaus \vithin .DOS are not conside.red third panies or (\I;'.enciesin relation HI CA. 
Simllar1)', din':::!onite:o" groups. or offices I1rc no! considered third 
parties or agencies in relation record pt!rpn.ses under this T&C 
and the applkabk SORNs. 'file Parties agree thaI neither (::A !lor Dis precluded 
from infomwtion under these 'f&".Cs \vithin each Party's respecUve offices, 
bureaos, direetol'ntes, or on an official need 

authorized under this T&C iL<; Addcnd<!, Appcndice;>, and IIpplicllble and 
statutes <Ind reCjuirernents. 
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244 
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2:48 
249 
2.50 
251 
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253 
254 
2$$ 
256 
2S7 
258 
259 
260 
261 
262 
263 
2GIl 
265 
266 

UNCLASSIHEDIJSENSrrrVE BUT 

E. (U) Partie:; arc 

thit; '1&C in ,ICcord<IJ1CC with its ov>'n 
and :Hly other or 

" I '· PASSPORT I<I:iCORDS 

l. eLl) 'file (!ccess, llSC, dispm,ili{)n and of reconls, 
includi ng to third p,:l:nics, are :mb.lect to the of the i\ct of 1974, III 

that the records by the Act 

on 

meetirlg those 

2. (lJ) rrhc Parties that r.hc f)cpartrncnf 'Of State SC)RN for Passport 

3. n.]1 "flw Parties acknowledge that any b:;/ c/\ or records 
under the '1'&.(' b; wilh Passport SORN and the "Prciatory 
S(akmem of ROlHine Uses" ()t other as for ill the 
Privac)/ /\ct itself. The Parties further acbJo\vledge rhM any by 

records no! determined to be 

or copy n or any portion 
from a passport to any third but not Ii rill led to, any other 
usn or uny state o1'loc;:11 or 
(Jove-nunc'ol Accoulltability OfTice, tbe media and !.he unless 

first notified CA of its intent to share such ret'ords '.\lith a third pany and 
coosen! fi'om ('A, 's Office of Services,1 I 

prior {() any sharing B7(E) 

4. (l]//FOt,lC)) I 
I 

267 (j, VISA RECORDS 
2G8 

6 
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271 
272 
273-
274 
275 
276 
277 
Z7f; 
279 
28.0 
281 
282 
283 
28,;, 
285 
286 
287 
288 
289 
790 
291 
;:92 
293 
294 
29.5 
296 
297 
298 
1.99 
300 
301 
302 
303 
3D4 
]05 
306 
307 
308 

UNCLASSfFIEDllSENSlTlVE B1Tf UNCLASSIFIED 

(U) 'fhe Parties that the vis;:l datH to be by CA the T&C 
crHlstitmc vha rewrds of CA \vitbin the scope \)1' JNl\ § Such records. 
including eX.tracts from and portions of re.cords. are "confidential" 
under IN A § for of preserving the authorL'.ed usc, disclosllre and 
disr;emin,alioD ll!l(!clf tilL<, and muy be useiJ "only for the 
formulati;:Il1, adminisl.f<ltioo. or enfon::ementl'f [he innnigrHtion, 
nationality, lind ot.her bWil of the United States," deternuned by C/\,. the Visa 
RtGOHb Accessed on Dcpar!.!ncnt of Slale SyM.ems i .... ddendum (Addendwn C) and 
the Rephcat.ion of Visa Records .Addcndurn (Addendum DJ for (ktitib on (he 
n;;"ponsibiJities of the Partit::s with regard to visa data confidentiality, handJing, 
dlsc!of'UfC, conditions of access, ()versight and syslern security und safeguard 
requirCH.lCJlt::;, 

2. The. Parties f[lrther that a visa bearer"'; imm;gration status may change 
from tlwt of noninunignm! to immigrant, bwful p<:nnancnt resident, or t.LS. citizen. 
Tn that the records ofi(lwful pcrmanenl resjdcTHS and U.S. citizens are 

to tilt: Privacy Act requirements ut 5 U.S.c. § 552u, both Panies are to follmv 
Hwir infermd procedures for requirements, including 
verification of status with DHS as appropriate, 

3. refer H) CA any for Information on the dcd:,;io[) 
third (including, but not lirnitcd 10, frolll any USC; 

HgCllCY, Hny state or locn! or office, the Government 
Accotmt<"!bi!ir.y court:::, the media and the public), for a dctcrrn.inatkm 
of \vhetlw.r sllch information may be released, 

4, eU) nOl n::pl\iducc, tnmsmit, or copy a visa or any portion 
of from (! visa to :lily third part)' (indmling. 'but flO!. Hm.ited tn, allY 
other USC; agency or an)' !'>wtc or lcx,,:lJ.! government ,Agency or ()ffi,:e, 

Government Accounl.<1biJity Office, courts, the media and the ... ,,,,,,.,.,;<1 
public), unless NeTC has first notifIed of its intent to share stich records w'ith H 

third imd obtJincd C1\ prior 10 any as provided in 
<'Ia. below: 

a. (U) CA consent to Dro sJwrc visa records, or any 
portion of infofrnation from a Vil'iii record, as outlined in Sectiol1 vnr.K. J, 
2, J and t.1 DlSSEivnNf\T10N Hnd Anne."'i I beh.l\v, provided t.hat such 
dbclOt'lJre is for the purpose of tonnuJating, <lIHCnding, admin!$k;ri.ng or 
enforcing L .S. law \vithm the meaning of INA § CA has 
"'W"'(·",,,h.' determi.ned thal disclosure of visa records to and the 

j I 

.<:.:;SIFn:;nllSF1N,';rrl V H B liT UNCLASSiFIED 
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309 
3.10 
311 
312 
313 
314 
315 
316 
3l? 
318 
.319 
320 
321 
322 
323 
32<) 
325 

327 
328 
329 
330 
331 
332 
333 
334 
335 
336 

UNCLASSIFiEDllSENSITJVE Blrl' UNCLASSIFfED 

tJSG entities named in Annex 1, and pursuant to the visa daw limitation.s 
Hnd controls olltlined in Section V.HLK.4, is 
consistent \vith IN}\. § 222(f) for purpo$cs of its 
authorities in of counterterrorism Additionally, 
CA has determined tllH!. trwse cntitic8, co·nsistc.nl \vith INA § 

visa data for or en:torcmg 
the imm.igmtion, natioflality, or other 1ll.\VS of the U.S. to the 
exercise of tbdr own for purposes or coun!crlntelJ1Re:nce. 
countenerrorism, C0l1nf.C1VfOlifen.ltion, counterHan.:otlcs, umj .. traffkking, 
criminal investigalions and !lIbel' and activities promoting IJS, 
.lW Li omd aml border "'1 ,t" 

5. not disdoiiC. disseminate, reproduc(;, tran:->mil, or copy (.l visa 
.i,;;,·,;,·,···",··,.,··",··;I, .. " of information fnnn ,1 visa for with a 

govcmml'l1t unkss sLleb is consislcntw.ith INA § and has been 
orCfVHk(j in VB!. K.l belo\\.', 

not transmit or copy a visa 
... ,' "M of information frorn a nwrkt;d as visa class T 

',',""""" of Criminal for with 
external (in mx:ordurl\::c "dlh VICD) unless sharing is con:;i:;te,nl 
vvHh INi\ § ,md 8 § U67 and has been CA. 

/ . annotate any vis;] or any portion or information from a visa 
for disclosure or disSccminatiotl under this '1'&C, with insttw:tions 

Dr(Jltected ullekr lNA, § Hml may not be further diss<:rninated wIthout 
C/\'S consent 

337 Vill. RESPONsrBIU.'fIES 
338 
339 /\. (U) DATA. Tlw Partie:) Vim adhere. to the t.cehrdcal Drc>cc:si:-tC}1. 
340 confidentiality and required under the 
341 PriVHCy Act that am related [() th!.:' shanng of USG daw rnaintH.!.ned in a Act 
342 System of ,\s detaiJed in the aHnched Addenda. 

B. (C) 'fECHNOLOGY. The Partie:; are cOHuniHed \(l updating the informalion 
technologies employedwimpJement this T&C and m em;uw tlmt tht. sysLcrn remains 
efficient d<lla volume!, increase and more advanced become available, 

34.3 

345 
346 
347 
348 
349 

C:. (U) SUPPORT. The Panies \vill assist cuch other wilh on data lhrough liaisons. 

350 
351 
3[.;2 
353 

The Parties V{.il! notify each other of point;; of c<ltItact tor thb purpose, 

D. (U) PRIVACY ACT: 
the Ptivilcy /\d will be handled not take any 
rcg,m-ding records subjc.('t 10 Hw 

1.) NCLASSIFIED//SENSITIVE BUT UNe'LASS IFIED 
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354 
355 
356 
:)C" 
.:J.jl 

358 
359 
360 
361 
362 
363 
36·1 
365 
366 
367 
368 
369 
370 
371 
372 
373 
374 
...... J 

37G 
'.177 
.37B 
379 
380 
381 
382 
383 
.384 
38S 
386 
387 
388 
389 
390 
391 

:·1 

U NCLASSIFIEDIISENSTTIVE B LiT UNCLASS tFlED 

would violate rde\/,wt pr(fvisions of that /\ct. LI __ ---" 
the event 11 vlolale:, lhc Act vvith 10 data it 

obtained under this T&C. 

(ti) THIRj) PARTY it request for 
including unciter the Freedom (,j" Inforrn;.'!tion A.ct, .5 usc. the 
U.S.c. §552a. (If pursuant to any judkia! ()f admil1islnltiYt':Jlrncess, and ! I 
(k:rerm!nes that e/\ data is responsive to thai c=Jnust refer the 

to CA for coordination 011 lNhetber the responsive data if1 rdef!Sflb1e, The Partie::; 
agree that ailY documents ()f hased upon or information nr()vi(ied 
pursuanll.o lhli, T&C which are to b(; rdcased to (hird parrics (including undel' F01A, 
PriviKy i\ct or any or except as authorized in the 
\viU be coordinated with the prior to rcka:-;t. 

r (U) TR .. \INING OJ\; DATA HANDLING2• 

1, (Ui The Parties \vill ensure tlW! personnel \-vith access to (bla Hre appropriately 
informed and trained regarding the proper treatment of inf(wmalion, including 
specific passport dati! Hnd proper llse of the information to ensure overall 
safcgUim"ling of tbeinfonnatio{]. Each 1NUl ensure that its 
l..'Ol!tractors and cktailees from third agcncks with access to any of the other Party'f; 
chua. have privaz:y imd disdosure lrnining as provided or npproved by each 
Party, including on the handling of personal !!lforrnatioll contained \'Vitbin C'/-\ ,.",'·r",('" 
as wdJ ,1$ ViSH rccord confldenHaiily training on the handling and disclosure of visa 
n:cnrds . 

(to include pl'TlYWnc:n! staff. ddailees, ttndwith acce . ..;s lP 
'------' 
any lHld passport datu wHl complete unnual refresher tr:,dnlng to understand lrH'; 

Hllthoritie:;; and role ofl If! the inlegrntioll the 
fedt'ra! regulatiom;, and policies governing access to, use and 
dissemination of sw::b data. !nclllding CA dattl or received to Ibis 
T&C and its Additiorml dataset specific training requimments will be Get 
forth in more detail in rhe appropriate Addendum. 

G. (U) OTHER TRA {NINO. CA I.vUI abc {fainl I designated users on techniques to 
dJect!vcly query for (bta lhM is pursuant tc' this T&C. The training will 
indllck nn explanation of datn field" nild be clOSely coordinated by the Pitrties. 

trNCLASSIFJ.ED//SENSITTVE BUT lJNCLASSIFIED 
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436 
431' 
438 

440 

444 
44S 
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447 
448 
449 
450 
451 

(153 

4S:S 
456 
457 
,ISS 
459 
4GO 
461 
4(-; 7. 
463 

466 
4G7 
<168 
,169 
4/0 
<l}.l 

473 
474 
475 
4"16 
477 
418 
'u') 

480 

1. it) 

iL (SHU) 
(Smn 

lii\i('[,i\SSlFIED//SENsnIVE f)U"I' t)NCLASSIFLPJ) 

I) I 

4. (l.Ji/l:OUO) I 
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l 

I 

Ll 

B7(E) 
B7(E) 

B7(E) 
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481 
,182 
483 
484 
485 
486 
487 
488 
·189 
490 
491 
492 
493 
49<1 
495 
496 
497 
'198 
499 
500 
501 
S02 
S03 
S04 
505 
S06 

5. 

6.1 

507 IX. POINTS OF CONTA CT 
508 

511 
512 
513 
514 
515 
SIB 

(u}1 I 

517 X. INTERPRETATION AND SEVEn.AIULITY 
s1S 

I 

I 

S 19 (U) Nothingi n this T&C if; intended to cnnf1k! with current Lwv or regulation. If II term of th!:} 
ii; \Vilh such Hilthodty, then thM term will be invalid to the extent of the 

12 
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521 inconsiswncy, hut the "cmainillg and of this T&C <,vjj) remain in full force and 
:j22 effect. 
523 
524 
525 

XI. NO PRIVATE RJGHT OR CAUSE OF i\CT10N 

526 
527 

(U) Thi:> '1"&(: is <im imcrnai agrc(;menr bGtvh'cr[mmmmmmmmmmmm[and the lkpartmcnt of 5t<1!(:·, Bureau elf 
COIl:"ubr Affairs. H does not create or conk! uny right or benefit, of any kind, either subslantive 

528 or lJrOc1;dufai, that may be enforceable by· any third party the Parties. the U.S .. or the 
.529 
530 

532 

empl()yees, ,lgenw, or assoCil\!.ed personnel thereof. Nothing in this T&C or its Addenda 
is intended 10 lTstrict the of either Party to act n." pr{lvided by Jaw, statute, or regulation, 
or 1.0 restricl Hny from admini:o;tl.'fing or enforcing any JflWS \virhin its authority or 
jurl"didion, 

533 
534 XII. FUNDING 
535 
536 (U) olJJcf'lvlsc in tht:: Addenda and this T&C iii not un nbJiJFllion 

nor {J for transfer of funds, Any co:::t.'i assodmed \,V!t!l or 
538 ser\/ices by t.he agency (batlnay require from the requesting 
539 agency under the r',(:onomy Act (31 U.S.C. § J 535 nod * 1536) \vH1 be addressed, us u(;'(:cssary, 
S40 under il to in '.vriting, C;':!Gh rimy wHJ bear 
54:! own t:osts in relation to thisT&C. Expenditures by each Purt): 'will be to its budgetary 
542 and TO the availabililY of funds and n:sC!!lrces pursuunt to <If)fJlicabJlc 
SiB The Parties expressly that this in no v.:ay implic$ that v,rill 
541l funds for such eX1Xl!1rll!W 

S46 Xnt OISPlrrE RESOLUTION 
547 
S4B bet'8ccn Partk:; under or reJaled t.o this T&C will bl:;: n:;::,<ol·ved 
549 only by consultation between Parties, 
S50 

XIV. DAl'E 551 
S52 
553 (U) The terms o/" this T will become efTcetivt; upm! date of the last signature of the Panics, 

555 XV. ENTIRE AGREEMENT 
556 
557 (ll) This T &C (induding all Addenda, /\mu.::xes, and (;on:-;tilutcs entire 
SS8 the Parties, 
559 
500 XVI. 
561 

MODIFIC\TION 

S62Thisf&C aud its Addcndanmy he modtfied, ,);" additinnnl •. !lljl,",AI;,." 

563 and /'\ppendices may be added, by the mutual \vriucn cunsent the 'fhe specHic terms 
564 oi" the Adckmdu call Ill: individually and modified \vilhout a to 
565 t::::rms of this 'f&C. 
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S66 
56"7 XVJI, PERI01)JC REVIEW 
568 
569 (If) 'fhe Panic:'< are to ofTidals tn 'lOJrlUlJIHv. ()I' at. the rcc!uest of either 
570 Party. to disCll-SS <Jnd revimN the implementatlon of this T&C 
571 
S72 XVJU, TER1VHNATION 
573 
S74 (U) Either Pm'!.), may this T&C by thirty (30) writtcil notice t.o 
575 other Party. However, aU pnwi.sions regarding the ()f rccol·ds. irlClL!ttiIlg data nr!\!nr'\) 

576 and confidcmiality, remain in effect as as either Party in of any such 
S77 records or Imy' information nbtztinl'd from t.he Olhcr pany. 
578 
579 XIX. APPROV/\"L 
580 
581 (ll) The t.he agreemen! reached 
.sa2 Bureau of COnSI.lJM Affairs, 
S83 
S84 
585 
58G 
587 
588 
SSg 
590 
591 
592. 
593 

Date 

594 I),![e 

S9S Assh;f.<lJH Secrelar.y 
S96 Bureau of Consular ;\ frain; 
597 U.S. Departmenl of Slate 

UNCLASS fFfEDl/SENSITIV E 13 UT UNCLASSIF! ED 
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