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2 TERMS AND CONDITHINS

3 BETWEEN

4 THE DEPARTMENT OF STATE

5 BUREAU OF CONSULAR AFFAIRS

& AND

7 |

8 REGARDING

g THE SHARING OF VISA AND PASSPORT RECORDS AND
10
1%
12
13 i, PARTIES
14
15 (L} The Parties to this Tenns and Conditions (T&C) docament are the Department of State,
16 Bureay of Considar Affairs (CA), and
17
18 . PURPOSE
1B
20 A, (L) This T&C (o inchude any Addenda, Appendices and Atachments) is the governing
21 information shating agreement between CA and | | This T&C establishes the
22 ovesarching agreement by which CA énd Swiﬂ share visg and passport records and
23 ‘ and refterates the basic mechanisnis extablished to protect this
24 aatd
25
26 B. (U} Informaton shaning between the Parties (s intended to support oritical infrastrociure
27 protection, fransportation and border secarity, countertesrorism and foreign policy
28 objectives, and other natonal interests of the United States. This includes but 35 not
23 limited to ensuring the proper administration of U8, immigration and passport laws in
30 the adjudication and issuance of visas, passports and other travel documentation: and
31 strengthening the function of counterterrorism, intelligence, and fraud prevention
32 responsibifities of and CA,
33
34 ¢ () This T&O is intended to formalize the ongoeing information-sharing reliationship
35 hebween und o4 and 1o clardly the Pardes” commitment (o protecting applicable
36 civil Hbermosamd privacy rights of visa and passport applicants, us well as the
37 confidentiality of all visu records shared between the Parties.
38
39 [ {13 this T&C and its Addenda A and B supersede existing passport record information
a0 sharing agresments hetween the Partivs, specifically: 13 the Memorandam of
43 Inderstanding (MO for the provision of access to certain Pagsport Services” Data,
42 dated September 14, 2009, and 2} the MOU for the provision of access 1o
43 dated Jangary 27, 201 1.
44
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45 E.o 8 This T&Cand ts Addenda O and I suparseds exasting visa record information

46 sharing agreements between the Pacties, specificadly: 1) the Letter of Intent (LOI} dated

47 March 12, 2008 and Tubs § and 2 appended w that LOL 2) the LOT dated F’ﬁzbr'u&.ry 4,

48 2010 und Tab 3 appended 1o that LOL and 3) the LOI dated October 5, 2011

49

58 L BACKGHROUND

51

52 A, {U) Fuodasental to the nassion of CA s to protect and assist LS. vitizens abroad,

53 enhance LLS. border secarity, and facslitate i'*witim:ﬂf* interputional teavel for persons

54 eligible for ULS. visas and LS. passports, CA specifioully is committed to balancing

55 border security needs, while encouraging travel o the 1S, CA has the responsibility for

56 Department of State visa operations worldwide, the adjodication of visa applications, and

57 the issuance of visus and other travel documents. Dy addition to 1ssuing visas, CA also

58 lssuexs LS. passports that enable UL, aationals o fravel internationally, {mplementing

59 the Immnigration and Nationality Act, consular officers, both fn domestic agencies and at

67 consulates wnd embuassies abroad, are e aprmam ¢ for issuing all LLS. passports, CA 8

61 conuuiied to protecting the integrity of the U.S. passport as proot of ULS. ciizenghip al

62 Boane and arooad e world,

" .

64 B (D B7(E)

B7(E)

bt

&7

68

a9

70

71

73

73

74

75

H

17 IV, AUTBORITY

78

74 A (LD CA saters this T&C under the authoriy provided by

80

81 LY Titde 22 of the United States Code, Chapter 4, Section 21 Ea, which grants the

&2 ‘»wmm“ of State the authority o cause passports to be granted, issued, and wriﬁcd' and

83 the Tmmigration sod Nationality Act (INAY mcfuding Sections 1104-1105, 1185, 1202(1)

84 (INA § 22206, and 1504 of Title 8 of the United State Code.

85

3% 2. (U The Privacy Act of 1974, 5 11.5.00 § 552a and the routing uses thereunder,

87 meluding the 20S"s published Rt)m;m Uses under State-26, Passport Services’ &w} stem

88 of Becords Notics (SORNY, which permits sharing data witi‘5| B7(E)

BS ‘ B7(E)
2
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80 Visa Services SORN, which poraits the release of informuation when consistent with [INA
23] § 22200, including 1o other government agencies baving a statutory oy other lawful

g authority to nse such information] dnd under the DOS™S Prefatory Statement of Routine
43 Uses, which pernuts sharing with appropriate government agencies 1o protect against

94 terrorism and to support-homedand security.

> B7(E)

96 B. () enters tus T&C ander the authority provided by

97
98 1) B7(E)
B7(E)

100

103,

302

103
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105 2 (U]  B7(E)

106 B7(E)
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127

123

124

12%

126

127

128

129 B7(E)

130
131 Uy The Privecy Act of 1974, 5 US.C§ 5326 and the rottine uses thereunder, including

132 F@ published Routine Uses vnder the BT%E%
133 | B7(E)

Lo

134 T&C,
3
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135

136 V. DATA SHARING AND RECIPROCITY

137

138 (U} fnorder to further the vitad Interests of the LES. and consistent with each Pany’s respective
132 authorities, the Partics agree to share information refevant to supporing and enhancing sach
M0 other’smissions and opesations and comply with the following:

141
142 A (AN CA Passport Data
143 1. 8B CA will
144 . (SBLY Provide appropriate and refevant passport ditg in g Seositive
145 But Unclassified (3B forny ol | B7(E)
146 oo (SBU) Provide Dm,r as to Passport systems and data ss outlined B7(E)
147 in the attached Addenda and in this T&OC,
148 B (U CA Visa Data
149 FooSBUY CA will:
150 a (SBUJ Provide appropriste pad eslevant visa data in a Sensitive But
151 I foc wﬂed (SBLI foro to B7(E)
152 b iy sers Wit aceess aeeds covered by this T&C B7(E)
153 and attached Addenda with access to the visa portien of the Consular
154 & a costomt web interface. [The B7(E)
155 specific elements of data are Wdentified in o Reports and Users
156 docament and an Interface Control Document (10D attached o the
157 T&CH
158 ¢ (SBUD Hsiabdish a commorn format for addresses 1o receive errorsm
159 information lmﬂgnmuam to Section C.Lb below. B7(E)
160
| B7(E)

161 . {'U"J
162 Lo [:jvﬂ!: B7(E)
163 X
164
165
166
167
1658
169 b.
170

171

B7(E)

173
174
175
176
177 VL ADDENDA ON DATA SHARING, FROTECTION AND HANDLING
178

4
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180
183
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(U} PASSPORT DATA: This T&C and the Rephication of Consular Lost and Stolen
Passport Data Addendum {Addendum A), the Passpont Records Accessed o Departiment
of State Systenis Addendom {Addenshan B), and any other Addendum specific to
passport data that roay be entered into by the Pardes, establish standards and puidelines
for sharing information velated to-passports, as well ag the civil liberty and privacy
protections aftorded that data, and the applicuble data-security and haudlmy rerure ety
that will be followed. These stundards and guidelines will bo | incorporated i alf future
passport recerd inforraation sharing agreements between the Parties.

(I VISA DATA: This T&T, the Visa Records Accessed on Department of State
Systems Addendum {Addendum ), and }wplwzmon of Visa Reeords Addendam
(Addendn D, and any other Addendum specific (o visa data that may be entered mto
by the Parties, establish standards and guidelines for sharing informadtion relited to visae
seords, as well ag the confidentindity requarements, civil liberty and privacy protections
afforded that data, and the applicable data security and handbng requirements that will be
followed. These standirds and guidelines will be incorporated mto all future visa record
information sharing agreements between the Parties.

LIMITATIONS ON THE DISCLOSURE AND USE OF INFORMATION

(U) Except ax provided in this T&C and the Addends vill restrict access 1o CA
data obtatned purstint to this T&C and Addenda to individua sersonnel who
reguire gecess 1o the data to perform their officiul duties for When an individoal
no tonper has A need 1o socess CA dita, access will be promptly disabled.

(L1} Both Parties acknowledge that the dati snd other information provided by andt
A eader this T may be subject w vanous statutes and other muthorities, Lo TNCT000
fNA § 222{fy, 8 UK. § 1367, and the Privacy Act, &
SORNs,

{U) NCTC's SORNS, including the

o agy successor SURKN, will apply 10 e manfnanee, Sharing, use,
and disclosure of CA data determined 1o be terrorism information by)  Jeonsistent
with ofber applicable authorities, including but not Hiotted to INA § 222(1),

(U For purposes of rerords disclosure under this T&C and the applicable SORNs, othe
hme s within DOS are not consid er ed third parties or agencies in relation o CA,
Sumilarty, divectoraies. groups. hranches or offices within] Jare not considered thisd
partics or agencies i relation wy for record disclosure prrposes ander this T&C
and the applicable SORNs, The Parties agree that neither CA mn'Di:&: prechuded
from disclosing infornustion under these T&Cs within cach Party’s respective offices,
bureans, directorates, proups, branches, or componest agencies on an vfficial need basix
as authorized under this T&C, its Addenda, A Mmtdicc~, and applicable privacy and
comfidentiality statotes and requirements,
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B7(E)

224 B (U The Parties are

225 L 5 Fach Panv w B7(E)
226 this T&C in accordance with its own B/(E)
227 and any other applicable privaey or civil liberties protections,

228

228 F. PASSPORT RECORDS

230

231 Lo (U The access, vuse, disclosure, disposidon and dissemination of passport rocorids,

232 ineluding to third partics, are subject o the provisions of the Privacy Actof 1914, 1n

233 recogmition that the records pertatning to USFs are protecied by the Privacy Act

234 sequitresuents of 3 U.5.C. § 5520 and other requirements, both Parties will follow the

235 Replication m" B7(E)

and Passport Records Accessed on Depargnent of State Systems Addendam
{Addendun B), asowell as the applicable SORNs {as set fortls heremn), and their
ageney's dnternal procedures for meating those requirements,

[
153
(523

e il
S <

(U The Parties acksowledge that the Department of State 5ORN for Passport
Records [State-26, published at 76 Fed, Reg, 39460, 3946639470 (July 6, 20113

Pk B s BRI B
g R

& il

3]

da
ju

242 altows (A 16 share passport records with
343

284
245 3. (1)) The Parties acknowledge that any sharing by CA of passpor sécords wimg B7(E)

246 under the T&C is consistent with Passport SORN (State-26) and the “Prefatory

247 Stuternent of Rontine Uses”™ or other permissibie dhssemination ag provided for in the

248 Privacy Act itself. The Parties further acknowledge that any use by pfthose B7(E)

24 passport records not determined to be | B7EE;
E

256 | B7
251 ’ fandd subsequent versions thereod ), and that will ot B7(E)
disclose, seproduce, transmit, of copy a passport record, or any portion of informuation

from @ passport record, 1o apy thisd party (nciuding, but not hmited to, any other B7(E)

faus
¥ 53
e

253

254 USG ageney or office, any state or focal government ageney or office, Congress, the

255 Government Accountability Office, courts, the media and the generad public), unless

356 [ s st notified CA of s intent o share such records with a third parly and B7(E)
257 obtained consent from CA's Office of Passport Services, B7(E)
258 prior {6 any sharing B7(E)

259 :

‘ 4, (UFQUOY | B7(E)

e
gy
o S
o
\l
—~
m
SN’

262
263
264
265
266
267 G, VISARECORDS
268

UNCLASSIIEWSENSITIVE BUT UNCLASSIFIED

epic.org EPIC-18-10-12-DOS-FOIA-20200131-Interim-Production 000094
>>>>>>>>>> - UNCLASSIFIED U.S. Department of Stat8 ESESE N IBROA @IBI2ASSOE IRE) C06808355 Date: 01/31/2020



C06808355IED U.S. Department of Statg xaserNA= lREPF1 PrRE42R J2ee ey C06808355 Date: 01/31/2020

UNCLASSIFIED/SENSITIVE BUT UNCLASSIFIED

269 £, (1) The Purtics recognize that the visa data (o be pmvided by CA gnder the T&C
270 comstituie visa records of CA within the scope of [NA § 2220, Such records,

271 including extracts from and portions of such records, are considerad “confidential”
272 under INA § 2220 for purposes of preserving the authorized use, disciosare and
273 dissemination protections uader this provision, and may be used “only for the

274 fermulation, amendment, admisisiration. orenforcement of the umdgration,

275 natonality, end other laws of the United States,” us deternined by CA. See the Visa
276 Revords Accessed on Departnent of State Systems Addendum (Addendun Chand
277 the Replication of Visa Records Addendum (Addendum 0} for details on the

278 responsibilitios of the Parties with regaed 1o visa data confidentiality, handling,

279 disclosure, conditions of necess, overstght and sysigm secority wnd safegoard

280 TCUINRITENES,

28

282 2. iUy The Pasties further secognize that a visa bearer's imgnigration status may change
283 from that of nenjvymigrant to imasigrant, lawlnl perraancot resident, or LLS. citizen.
284 foy recogaition that the records of fawful pc»i'mzm_cm residents and U8, citizens are
285 subject to the Privacy Act reguirements at 5 US.C. § 552, both Parties are to follow
286 their agency’s infernal procedures for mecting those requirements, including

287 veritication of status with DHS as appropriate.

188

289 3. will refor to CA any reguests for information on the viss decision process B7(E)
280 received from third parties (ncluding, but not Hinsited to, guivies from any USG
291 ageney, auy state or focal government agency of office, Congress, the Government

Accruntabifity Office, courts, the media and the geseral public), for a determination

292
293 of whether such information may be released.
244
295 b (U will not disclose, reproduce, wansmit, or copy & visa record, or any portion B7(E)
236 of informaton from a visa record, 1o any thind party (including, but not Hmited to, any
297 other USG agency or office. any stule or focal government agency or office,
298 Congress, the Government Accountability Office, vourts, the media and the general
299 public), unless NOTC has first potitied CA of 18 inten m fwre such records with
300 third purty and obtained CA consent prioy 10 any sharing ', except as provided in
301 subparagraph 4iu. below:
302
303 a. (U CA provides advapce consent 10 fo shate vise records, o any B7(E)
404 portion of nfornation from a visa record, as mﬂumi ir Section VIHLK
305 2.3 and 4 DISSEMINATION and Annex | below, provided that such
206 disclosure 1¢ for the purpose of msumhttmg ammdmg, mimnmi'*mm of
307 enforcing U.S. law within the meaning of INA § 222(f) s
308 previously determined that disclosure of visa records to L.nngwsa and the

seotion V. of the 1 ‘ ) v B?(E)

ST .Y P . i Tl L 147 L x £ et
B7(E)
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309 UISG entities pamed tn Aunex 1, and pursuant 1o the vise data Hmitations

310 and necess conttols outitned in Section VIILE.2 and Section VIHLKA4, i3

311 consistent with INA § 222(f) for purposes of whministering its legal B7(E)

312 authorities 1 fartheranee of Uy countererrorism nyssion. Additionally,

313 A has determined thas these entities, cousistent with INA § 22240,

314 reguire visa data for formelating, amendiog, adminisiermg orenforcing

215 the inusigration, nationabity, or other laws of the ULS. related to the

316 gxercise of their own Jega) authorites for purposes of cousterintelligence,

337 counterterrorism, cownerproliferation, countersarcotics, anti-trafficking,

318 criminal investipations and other operations and activities promoting U.S.

319 nationad and border scoueity,

320

321 S, (L will ot disclose, digseminate, reproduce, rassimit, or cOpy 4 visa record, B7(E)

322 or 4y pornon of informaton from a visa record, for sharing with o foreign

323 government gnless such sharing is consistent with INA § 222(F) and has been

324 approved by CA, except as provided in Section VHL K. helow,

325

326 6, (SR will not disclose, disseminate, reproduce, (ransmil or copy 3 visa B7(E)

327 record, orany povtion of information from a visa yecord marked as visa class T

328 {(Vietims of Human Trafficking) or U (Vietims of Criminal Activity}, for sharing with

329 external agencies (in sccordanve with Scotion VILDY) unless such shiring 1s consistent

330 with INA § 2220F and 8 €.5.C. § 1307 and has beeo approved by CAL

331

332 7. {'iﬁjzwiﬂ avnotate any viss records, or any portion of nformation from a visa B7(E)

333 record, approved for disclosure or dissemination under this T&C, with instruetions

334 that 1t is protected ander INA § 2221, and way vot be further dissemimated without

334 CATS consenl,

336

337 VI RESPONSIBILITIES

330 Ao (U DATA, The Partios will adbere to the techmieal standards, business processes,

340 sonfidentiality requiternents, and privacy profection mechanisius requived under the

341 Privacy Act that are related to the shanng of USG data maintained in a Privacy Act

342 System of Records, as detailed in the attached Addenda.

343

344 B U TECHNOLOGY. The Parties sre committed to updating the information B7(E)

345 technologies employed o piement this T&C and to ensure that the vystom remaing

346 efficiont as data vohumes increase sid more advanced technologies become available,

347 B7(E)

348 O (U SUPPORT, The Partics will assist cach other with inquiries on datu through huisons.

349 The Parties will notify each other of points of contact for this purpose,

350

351 D. (U PRIVACY ACT: Any records provided by CA pussaant to this T&C il subject 1o

382 the Privacy Act will be handled by mecordingly. witl ot take any steps

353 regarding reconds subject 1o the Puvasy 7t sod 4 B7(E)
g
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UNCLASSIFIEDAZSENSITIVE BUT UNCLASSIFIED B7(E)
254 that would viokite relevant provisions of that Mtz B7(E)
35% ASSUTES 0} IO TESPOTSIONY in the event it violates the Act with respect to dada it has
356 obtatned under this T&C,
357
358 B, U) THIRD PARTY REQUESTS: 'Ei*zruwwm i request for information, B7(E)
359 Hn.-iuduu, under the Freedom of Information Act, SULS.C § 8352, the Privacy Act, 3
360 UL5.C. §5524, or pursuant to any judictal or adminisuative pwww, and B7(E)
361 determoines tha CA data is responsive (o thil reguest. nust imnedintely vefer the B7(E)
362 request to CA for coordination on whether the responsive data is releasable. The Parties
363 agree that any documents of records hused upon or incorporating information provided
364 pursuant 1o this T&C which are to be relessed to third parties (ncluding under FOIA,
36% Privacy Act or any fegad or admipistrative proveedingl, except as anthorized in the T&C,
366 will be coordinated with the cther Pasty prior to release.
367
368 F.o (U TRAINING ON DATA HANDLING
368
370 i, (U The Parties wilt ensure that pessonned with aceess 1o data are appropriately
371 informed and trained regarding the proper treatment of personal information, including
372 specific passport data and proper use of the information systems to ensure averall
373 safeguarding of the information. Euch Party will ensure that its enaplovees, including
374 contractors amnd detailees from third agencies with sccess to any of the other Party's
375 data. bave completed privacy and diselosure training as provided or approved by ¢ach
376 Party, including on the handling of personal intormation contained within CA recnrds,
577 as well us visa record confulentiality trainjug oo the handliog and disclosure of visa B7(E)
378 recurls.
299 B7(E)
380 2. [::]fusziumzm (1o inciude pormanent staff, detailees, and assignees) with acoess
381 any visa and passport data will complete annval refresher truining to understand the
387 authorities and role of | 1 the infegration of] and the B7(E)
383 foderal statutes, regulations, and policies governing the uccess to, retention, use and
384 dissemination of such data, including CA duta accessed or received pursuant (o this
385 T&C and 1t Addenda. Addibonal dataset specilic training requirements will be set
356 forth s more detail in the sppropriate Addendum,
agy
8% G, (U OTHER TRAINING. CA will alse train designated users on techniques w B7(E)
384 offectively query for data that is accessible pursuant to this T&C, The traioing will
390 include an explnation of data fields and be closely coordinated by the Purtieg.
391
B7(E)
B7(E)
9
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392 H. (i RECORDS STORAGE, The Partics will store & information shared in svstems that

393 ensure protection of the information. Al information will be retwned in accordance with

354 the Partizss” own internal retention scheduies and anthorities.

348

396 L (AFOUO CLASSIFICATION: The fact of § weess, ingestion, and use ot CA B7(E)
397 passport and visa records wili be considered LivCras SIFIED/FOR QFFICIAL USE

398 ONLY by the Parties.

385

ADD i () UNAUTHORIZED ACTIVITY.
401
B7(E)

a02 oo wilf be responsible forpreventing, detecting, and reporting all

403 unanthorized activity refated o CA data on behadf of B}”}m‘swm‘-fa Proper B7(E)
404 bandiing of tnauthorized activity involving passport data accessed op CA systems 15

A% detatled in Addendum B o this T&C, Forall other cases, if there has been or may

406 have been unauthorized access, use, dissemunation, storage or disposal of data shared

407 under this T&C or its Addenda, the Party discovering the enauthorized activity will

408 report the incident 1 accordance with 1ts own privacy and security procedures.

A% However, the Parties must notify cach other by telephone and e-mail as soon as

410 practicable after learning of such fmeident, n accordance with its own breach

411 notification policy. vill make sach notification i accordancs with QDNI B7(E)
412 amywrpromptly take appropriate disciplinary or remedial actions, B7(E)
413 B7(E)

(L5 The Partics acknowledge that the term “unauthorized activity” includes (bot is not

414 2
415 firited 1) unaunthorized or accidental access, nse, dissemirtion, disclosure, storage, B7(E)
416 or disposad of CA's data.
a17 * B7 (E)
418 3.0 (U Ezxcka‘xcm'jfzdges ity requirement 1o report any susprcted or confirmed B7(E)
419‘ unauthorized aodvity involving OA s data m} B7(E)
420
421 | | shall alse prompily provide such mformation to B7(E)
422 B7(E)
423
424
425
426
427 4, (U In the event of confirmed anauthorized access, -wiiE conduct an
428 examination of the unsathorized activiry refated to UA dat, and miorm CA of the
428 resulis of that examination.
430
431 5. (U) The Parties will also take other action as required in compliance with applicable
432 fawes wnd regulations and in accordance with the Addenda,
433
434 K. {Lh DISSEMINATION:
435
10
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436 I B7(E)
237 B7(E)

G442
44 20 (LROU) B7(E)
444 B7(E)

g

464
465 4 (SBLU B7(E)
466 (SRLH

467 B7(E)
468
459
470
a71
A72
474 i .
475
476 4. (UAFOUQI| B7(E)

477 B?(E)
&%
474G
480
11
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B7(E)
481
RE
483
484
485
48G
487
AHS
489
4Q0
48]
492
403
444
4485
496
497
438

A459 6. B7(E)
504 B7 ( E)
504
502
503
5D4
505
U6
507 IX.  POINTS OF CONTACT

508

508 {1 For C4A:

510 B7(E)
511
512
513
514 {4
515
516 -
517 X, INTERPRETATION AND SEVERABILITY

519 (U} Mothing in this T&C is intended to comflict with carrent law or regulation. ¥ a term of this
520 T&O iy inconsistent with sach authority, then that term will be dnvalid to the extent of the

5. B7(E)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, |: B7(E
B7(E

— —r

B7(E)

B7(E)
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522
523
524
525
526
527
528
528
B30
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L B |
w3
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inconsistoncy, g the remandeg ierms and conditions of tes T&O will vemain in fall foree and
effect,

Xi.  NOPRIVATE RIGHT OR CAUSE OF ACTION

B7(E)

(U0 Thas T&C 15 an ivernal agreament hetwoer and the Department of State, Burcan of
Consular Affairs, 11 does not create or confer any right or benefiy, of any kind, either substantive
or procedural, that may be enforceable by any third party against the Parties, the 115, or the
officers, employees, ugents, or associnted personnel thereof, Nothing in this T&C or its Addends
is intended 1o restict the aulbority of either Party 10 act as provided by law, statote, or regulation,
or 1o restrict any Party from adiministering ov enforcing any laws withun its authority or

jurisdivtion.
XL FUNDING

L Exeept as provided otberwise 1o the Addenda and Appendices, this T&C is not an obligation

530
537 oroommitment of funds, por @ basis for transter of funds, Any costy gssociated with goods or
538 services provided by the serviciag agency that may require reimbursement fros the requesting
539 d{ff‘m v under the Feanomy Act {31 U.85.C §1535 and §1536) will be addressed, as necassary,
540 under wseparate arranpement Uaie«« othf‘w ise agreed to fo writing, cuch Party will bear ity
541 own costs in rekation o this T&C, Bxpenditures by cach Party will be subject 1o its budgetary
547 processes and [o the avaiiability of funds and reseaces purstnt to applicable laws, regulations,
543 and policies. The Parties expressly acknowledge that this in no way implies that Congress will
sad  appropriate funds for such expenditures,
Ha5
sag XIEL  DISPUTE RESOLUTION
547
538 (1) Disagresinents between the Partios arising under or refated to this T&O will be resolved
549 only by consultation between the Parties,
S5
551 XIV,  EBFFECTIVE DATE
552
553 (U The terms of this T&C will berome effective upon dute of the last signatuee of the Parties.
554
555  XV. ENTIRE AGREEMENT
556
557 (U} This T&C (including all Addends, Annexes, and Appendices) coustibutes the entire
558 agreement betwaen the Parties,
559
560 XVE MODIFICATION
564
562 (L1} Thin T&C and its Addends may be modified, amended, or additional Addenda, Annexes,
563 and Appendices may be added, by the mutual written consent of the Parties. The specific terms
564 of the Addends can by individually negotiared and modified without requiring o modifieation (o
565 the tepns of this T&O
13
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566

567 XVIL  PERIODIC REVIEW

568

56¢ (L) The Paries are 1o desigoate responsible officials to mcet annually, or at the reguest of either
570 Party, to discuss and review the implementation of this T&C,

571

572 XVIHL.  TERMINATION

573

574 {11y Bither Party may terminate this T&C by providing thirty (30} days written notice 10 the
other Party. However, all provisions regarding the protection of records, inclading data privacy

575

576 and confideniality, romain in effect as long us either Party remaing in pussession of any such

s77 records or any iformation obtained from the other party.

578

570 XIN.  APPROVAL

580

581 (U The foregoing represents the agsecrment reached by and the Departiment of State, B7(E)
582 Bureas of Consular Atfairs,
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Anney i

588
599 Pre-Approval of Digsemination”
et
601 (GAOUOY Per Section VIILK of the T&C, asd consistent with applicable SORNs und the
607 dissemination provisions in Seetions VILF and G, CA provides | wdvanee consent (o
502 disseminate CA data determined to constitute terrotism information, consistent with [ N
504 authorities, to personnel with 4 need to know such information as it necessarily relates to the
605 admisistration and enforcement of their own fepal anthorities for purposes of tarrying out
506  official funciions to mclude brmigration, nationality and citizenship program responsibilities;
607 counterterrotism; intelligence; counterintefligence: counterproliferation; counternarcotics; anti-
608 traflicking; eriminal faw coforcement; homeland defonse and combat operations; ransporiation
508 security and infrastructure protection; and, other operations anl activities promoting 1 LS.
610 national and border stcurity at the following USG enuities:
611 i
CIA DINT | FRB | NASA 1)SSS LISDA |
Commeree | Dol GSA NGA State | usps
LIS Congress | DOE HHS/FDA NRC Transportation/FAA | USTR
DEA EPA : inferior NRG Treasary L BOP
DHS 1 FBI DO MSA US Capiol Police A
FCC Labor OMB USAID Supreme Court Supreroe
Marshall and Court Poliey
| Deputy Chief and
Deputy
612
“ion TV of the NCECAG Guigelines provides Tor “Dissersination of Hnbied States Person information
Acguired Dades Tracks 1, 20 or 47 Seetion IV.C for “Disseminatio s Person Inforumation Acquired
Uinder Track 37 and Scchen V.12 Jor "Fo s purposes of tis Agreement, the Parties
agree thal dissemination will be {furtbar limited actordmy w the termg of this Annes.
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