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HI, Respons&biHties of the 

A. Dcsponsibiiities: 

2 

B. DOS's Responsibilities: 

L 

2. 

3. 

4. DOS will pa)tlfor the will incur in the deve1opml,.;:nt activities 
associated with this data exchange, as weB as ongoing maintenance and 
transaction costs, in accordance with the tenus of this Agreement 
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V. Description of Records 

\'1.. Privacy Sdeguards and on Redisdosnre 

A Privacy Safeguards 

11 DOS win store, and control the information involved in the 
this in with, the privac:' and 

securIty reqmrements ot both mdudmg the terms of I .. .. 

I I and applicable DOS guidelines. ...A,"'cc""·e""ss"I""o .... I1""e.,.--..--........J 

information exchanged and any information created by the exchange win be 
stored in an area th.at is physically safe from access by unauthorized persons 
during duty hours and hours, or when not in use. 

2. Dand DOS win advise all personnel access to the information involved 
in the I rfOcess under this Agreement the confidential nature of the 
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information, safegua.rds required to protect the information, and the civil and 
criminal sanctions tor non-compliance under applicable State and Federal statutes. 

3. and DOS will restrict access to the information involved in 
process under this Agreement to only those authorized employees 
perfonn official in connection with the intended use of the 
information in this Agreement. Such authorized employees win 
process the work access toOr DOS information in a manner that 
will protect confidentiality of the information and will prevent unauthorized 
persons from retrieving any such information by means of computer, remote 
terrninal, or other means. 

4. n and DOS wiB use the information involved in 
only for the purposes of, and to the extent necessary in the 

administration of, the intormatl0n exchange under this Abrreement 

B. Restrictions on Redisclosure 

1, Neither Oar DOS will duplicate or disseminate files provided by the other 
within or outside DOS 00 except as necessary to carry out the 

pm:PQ:5C of the information exchange under this without the prior 
written approval from the agency that furnished the information, NeitherD nor 
DOS will such approval unless Fedcl'allaw the redisciosure or such 
redllsclosure is detennined tobe essential to the conduct of the information 
exchange under this Agreement In the event redisclosure, the agency 
redisc10sing the information must specUYin writing what iniomultion is being 
disclosed, to whom it is being disclosed, and the reasons that justify such 
redisclosure. 

2. DOS cannot modify, manipulate, add to, or delete nata. To comply with 
limitations on disclosure, a...l1d to prohibit employees win use 
anti-browsing technology; such as a permission module, that ensures a: business 
relationship between a DOS appHcantand Drecords. TheDq1..lcry 

have a val.id DOS application issue. DOS wHl use the "'permission 
mlXlilfe" in conjunction with access controls, safeguards, and audit 
trails. 

3. DOS and personnel. will not extract information conceming the individuals 
involved in this information exchange for any purpose not specified in this 

VII. Retcnth)n and Timely Destructio-n of Identifiable Information 

Information involved in the verification process under this Agreement remains the 
property of the agency providing the information. 
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Each agency will retain aU identifiable information received for onlY the period required 
to process the information exchanged and win then destroy the unless DOS 
is required to retain the information to carry out the purpose of this Agreement, or to 
meet evidentiary requirements. case of such retention of intormation, DOS will retire 
such information in accordance with the Federal Records Retention Schedule 
(44 V,S,c. § 3303a), 

agency is respnHsible for erasing any magnetic type f1les and deleting eJectronic 
received agency, 

DOS win comply with the requirements of the Federal Information Security 
Management Act (FISMA), 44 'l.l,S,C. §§ related Office Management and 

5 

Budget (OMS) circulars and memoranda, such as Circular 130, Management of 
Federal Information Resources (Nov. 28 j 2000), and Memorandum Protection 
of Sensitive Agency Information (June 23, 2006); National Institute of Standards and 
Technology (NISI) directives; and the Federal Acquisition Regulations (FAR}. These 
laws, directives, and regulations indude requirements for safeguarding Federal 
information systems and Personally Identifiable Information (PH) used in Federal agency 
business processes, as ,"veil as related reporting requirements. Both. agencies recognize, 
and win implement the laws, regulations, NIST standards, and OMS directives, induding 
those published subsequent to the effective date ofthis Agreement 

HSMA requirements apply to Federal. contractors, organizations, or entities that 
possess or use Federal intlJrmation, or thatopcrate, use, or have access to Federal 
information systems on behalf of an agency. Both agencies are responsible for oversight 
and compHance of their contractors and agents. c:=Jreserves the right to COl1duct 
inspections of DOS to monitor compliance with F1SMA regulations during the lifetime 
this Agreement. 

A, Loss Reporting 

If either IHI or DOS experiences a loss of PH provided by Dor DOS under the 
terms of this they will folIow the OMS loss reporting guidelines 
(OrvID M-06-19, Incidents Involving Personally Identifiable Information 
and Incorporating the Cost for Security into IT Investments"), In the event of an 
incident involving the loss or potential loss of t."lje agency experiencing the event 
is responsible for 
proper organizations 
addition, the agency the loss ofPII will notify agency's 
Systems Security Contact named In this Agreement If DOS is unable to speak \\;'ith 
t,'lJel I 
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Breach Notification 

DOS will foHow PH breach notification policies and related as 
requirf:d by OMB M-07 -16 (May 22, 2007). Ifthe agency that experienced the 
breach determines that the risk of harm requires notification to atfected individuals or 
other remedies, that agency vvill carry out these remedies without cost to the other 
agency. 

IX. Rehnbu.rsement 

At than 30 days an accountable provide 
an original supporting documentation to DOS that details 

send bHl no later than (5) days 

Additionally, at least quarterlYl DOS win reconcile balances related to revenue 
and expenses for work performe under tili.s Agreement. 

The breakout of costs is hi.c1uded in Appendix 1. 
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x. Duration, and Tel!"minadon oftbe Agreement 

A. Duration 

This Agreement will be in effect t()f 5 years, from the efTective date of 
September 9, 2m 1 to the ex.piration date of September 8, 2016. Parties to this 
Agreement must execute a new prior to its expiration date for the services 
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to contim.J.c uninterrupted. However, as set forth in Section Jx. Reimbufsement,c=J 
will only provide services under this Agreement to the extent that the parties have 
executed a Forml lauthorizing the performance of such services for each FY 
that this agreement remains in effect 

B. Modification 

Each party may request, in w"rlting, modifications to this Agreement at any time. 
Both parties must agree, in "'-'Titing. to any modifications to this Agreement 

Termination 

Each party may unilaterally temtinate this Agreement upon 30 days advance vvrl1:ten 
notice to the other party. Such tennination will be effective 30 days from the date of 
the notice or at a later date specified in the notice. The party that issued the notice of 
ter.tn1l1atioll may \vithdraw the notice if, at any time prior to the effectJve date ofihe 
tern-lination, the parties resolve their differences and an agreement acceptable to 
both parties. The parties wiU refer jointly for resolution dispute arising under this 

to each partyj S ofl'icial authorized to sign thi s 

foregOingDmay immediately and unilaterally terminate this 
Agreement ife determines that DOS has: (1) incurred an unauthorized use of fur 
information; (2) violated, or faiied to the terms of this Agreement; or (3) B7(E) 
failed to reimburscil in accordance with the specii1ed Fannl 
immediately and suspend services under this Agreement; 
makes a definite detennination, if I I suspects that DOS has failed to comply with 
the systems security wguirements and/or restrictions on redisclosure of this 
Agreement. 

Xl. by the ComptroUer General 

The Government Accountability Office (Comptroller General) may have access to all 
records, as necessary, order to monitor or verify compliance with this Agreement. 
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xn. integration Clause 

This Agreement and the accompanying !constitute the entire agreement 
ofthe parties with respect to its subject matter and supersede all other data exchange 
agrecro..ents between the parties that pertain to the purpose of this Agreement. There have 
been no warranties,or promises made outside of this Agreement This 
Agreement will precedence over any other documents that may he in conilict with it 

XH[. Disclaimer 

Dis not Hable for any damages or loss resulting errors in information provid.ed to 
DOS under Agreement. Furthermore, Dis not damages or loss resulting 
from the destruction of any materials or data provided by DOS. All information 
furnished to DOS will be subject to the limitations and qualifications; if any., transmitted 
with such information. If: because of any such error, loss, or destruction,c::::::::Jmust 
perfctrm the services, the additional cost thereof win be treated as a part of the fuB costs 
incurred in. compiling and furnishing such infonnatioll and DOS wiB pay for such 
additional costs. 

XlV. Dispute Resohdion M.eduudsm 

xv. 

Disputes re.lated to this Agreement shaH be resolved in accordance with instructions 
provided in the Treasury Financial Manual (TFM) Vo]uJnc 1, lntragovernmental.Business 
Rules Bulletin, available on the TFM Website at 

I 
I 
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Systems 
B7(E) 

B7(C) 

B7(E) 

Fax: (4HJ) 597 9 0845 

B. DOS Contacts: 

Project Director 
B6 
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Proiect 
86 

86 

Svstems 
86 

86 
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XVi. Signatures 

signatories bel<-)w warrant and represent that they have the competent authority on 
behalf respective agencies to enter jnto the obligations set forth in 

DEPAR.TMENT OF STATE 

Acting Assistant Secretary 
Bureau of Consular Affairs 
U $, Department of State 
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