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A. 

B. 

to (:crtain CA databases in order to ensure that the 
as thorough, ac(;uratc, and <.:urrcnt as possible. 

ARTICLE III 
RELEVANT AIJTUOI{IT\:' 

The Parties enter into this l'vlOU under foIl owing 

The Department of Bureau of Consular to the authority gnllnt(>l! 
Title 22 of the United States C(ldc, Chapter 4, Section 21 la, w'hkh grants the of State 
the authority to cause passports to he i;,'Tantcd, issued, and verified: and p"JfSuant to the Privacy 
Act of 1 .5 United Code, Section 552a and the routine uses including 
Department's published Routine Uses for passport records under Passport Scrv'"iccs' 
System of Records Notice (SORN), \\/hich states that the infhrmation in this system of records 
may be released on a basis to other govemment agcndes having ::;tatl.ltory or other 
Ia\.vful authority' to maintain such and the [)cpartrncnt's Prefatory Statement of 
Routine Uscs, Routine Use Arnendmcnt "1,1 1 

: I I pursuant to the authority granted undcrc ,.; , I 

ARTICLE IV 
PERIOD OF AGREEl\lENT 

T\-1()U is effective upon the of the hereto and will 
(;ontinuc indefinitely, unlestl- tcnninatcd or amended as provided by Article V. 

A.RTICLE V 
i\MENDMENT OR TERM:fNATION 

;\, Amendment 

Either Pmty hcrcLO may request amendment ofthis \tIOU at an)· time, It is understood that any 
request \vill be in \\-riting ilnd that any arnendment wi.li cntcr into effect only 'vvhcn both parties 
have concumxl in writing. 

Requests to runend this T'v10l) will he sent, in \vriting, from the Administrator of the proposing 
to the Administrator 1.)1'thl: Party. 

B. Termination 

Either inay terminate MOl) written to the other This i">AOU will 
terminate upon the other A.drninistrator's receipt of the terminating Party's \.vritten notice. 
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A. 

B. 

c 

ARTICLE VI 
}lROGRA.l\l DESCRIPTION 

CA \.I,·ill provide the HSTC e.loctronic access to search name or other the 
infi.)rmation datftbases described 1n Article VIII. 

ARTICLE vn 
FLJNCTlONS AND RESl)ONSIBILITIES OF THE PARTIES 

electronic access to the pi.lssport information databases described in Article VlH 
to 

CA will assist the usc (lfthe passport information databases. 

('/\ \vi!l 
data, 

their liaisons \vith periodic inquiries on particular l.i.S, passport 

D. Each PaIty wiIl designate a stan' member and back up to sen/ice tlus program, ans\vcr questions, 
and to field tecl1nJcai 

E. 

II. 

I. 

the PO:SSillJlC CA will assist the 
'---::;-----" 

need f()f other rcc·ords. 
the 

C/\ \-viH provide training to certain I Ipersonnel \vho shall be responsible l{)f authorizing 
other HSTC staff to have access to the passport described in Article vm and 
compliance \vith all relevant laws. rules, lUld regulations rcgardlng the lise of such infommtion, 
including the Privacy Ad, 5 U.S.c. Section 552(1, 

\vith access to infbnnation from the passpt)rt databases described 
in Article on legal requin;n1Cnts relating to the safeguards required to protect the 
infonnation, and applicable clvil ami crirninal sanctions for violating the use or disclosure 
proVlS10IlS. 

protect all information fi'om the passport databases described in Article VIII in 
,'",nn"',UH'" with all rele\Tll1t and applicable and regulations regarding the usc of such 
infol111ation, including the Privacy Act,S U.S.Co Secti.on 552a, 

The D ,>vll1 restrict <::u.:cess to allCA data and systmns to personnel \\'ho have "",",p",P(, 
the I()l' contractor personneL 

J. notify (CArpPT with 11 copy to CArFPP) in writing of all cases 
in which a tJ.S. passport may have been altered or used illegally in any way. Notification should 
be sent to CA!PPT!IIC. at address and to 21 00 
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ARTICL.E VIn 
DATA TO BE ACCESSED 

Thl" dallabas():" to which the be access are: 

,,\RTICLE IX 
PRIVACY REQUIRE.M.ENTS 

In with of inforrnalhm lu\>,/ and applicable the Partics' 
responsibi.lities to safeguard information from the passport databases described in Article VIII 
under this arc as f()ll{YlNs: 

A. Adherence to Privacy Pri.nciples. 

B. 

Thel Ishall adhere to the fol!(l\;ving priv:lcy principles with respect to informat10n in the 
paSSpt)rt databases described in Article \/IlI: 

i. Responsibility and Accollntabillty. 

for treating personal infbrmation in accordance \\'it11 these 
principles. The access passport records througb the Consular Consolidated 
f.)a:abasc, 1.'1. .. in ... audit functions. If a is. made ... ' to the meth.od ... i.n 
\vtm::h passport a separate technIcal addendum may be added, 
Consular Aflmrs \\.'iU notify the Priva(;y Onicef jf an audit an HSTC user 
may have misused their access 

Additiona! Privacy are estahjllstlcd in Addendum A "Passport Data Privacy", 
attached to this Memorandum. 
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ARTICLE X 
SECUIUTY/SAFEGLJARDS 

At the of II wUI in and rmlccllurcs ,"Y"',.,.,"Y" 

protect against disclosure of inf()rm a lion obtained under 
]Vl0U. 

A. Records Storage 

shall store all infimnation from tIle databases described in Article vm in systcrns that 
of the infi:..muation. 

B. Identilkation of Procedures 

i.denti(y in \vritil.lg to Consular Afla.irs the specifIc measures taken; or ex.pcctcd 
regarding the prott:<.:tion of int.l)nnation from umlllthor1?ed disclosure. 

C' Additional SGcurity and procedures arc established Addendum A "Passport Data 
Pri vacy", attached to this Memorandurn. 

ARTICLE Xl 
OOClJMENT /\UTHKNTICATION 

request further information. and of passport records 
V"B .. ·I<" or I"}Ull10SCS by written request to the Office of LawF:nf'()f{:crncnt Liaison, 
Passport Services of Consular Affairs and should direct other agencies seeking passport 
inlbrmat.ion to the 

ARTICLE XII 
RE\TE\VS 

Consular Affairs' Administrator \\.·m have the right to pcdbrm record reviews upon 
the or other revic,vs to ensure that adequate safeguards are m.aintaincd by the 

to the obtaim.'d under the tenns of this MOU. 

ARTI.cLE XUI 
PROGRAM ADl\HNISTRATOR .FOR E.ACH AGENCY 

in the case of Consular the Administrator will he the ____________ ----..J 

Bureau of 

!n the case of the D the Adrninistrator \'",i Ii be the 
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ARTICLE XIV 
ENTRY INTO FORCE 

This MOL, which I.:OflSlsts of XV numhered sectlOl)S and ail addenda and appendices, will enter 
into force when by both parties. 

ARTICLE XV 
NO THIRD I:JART\" RIGHTS OR BENEFITS 

This MOl) is not intended, and should not be construed, to create any right or benelit, 
substantive or proceduraL enforceable at law or othcnvise by any third party the 
their parent agencies, the United States, or the officers, employees, agents or other associated 
personnel thereof. 

SiGNED: 

CONSlJLAR AFFAIRS 

.1 

J anicc\L. .! acobs 
A,ssistant Secretary 
Bureau of Consular 
U.S. Department of State 
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