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SE.NSITIVE BUT UNCLASSIFIED 

MEMORANDUM OF UNDERSTANDING 
BETWEEN 

MW--049-017 

The Bure111 or consular Affain, THE DEPARTMENT OF STATE 
(DOS/CA) 

AND 
THE_ DEPARTMENT OF DErENSE. Defeue Intelligence Agency (DOD/blA) 

FOR 
THE SHAIUNG OF VISA RECORDS 

GENER.AL PROVISIONS 

I. PURPOSE: 

Tho pur;pose of the Memorandum ofUndcistanding (MOU) between the Department of 
State, Bureau of Consular Affairs (DOS/CA) ud lhe Department of Defense, Defense 
Intolll&eQ.Ce Agency (DIA), hereinafter refemd to as the "Parties,'~ is to facilitateJI 
interuettcY information sharina of visa records. The: parties aim to improve the L___J 

I !process for visa applicants by trmsferring data, including DIA 
responses, electronically. This shwg of i.nfonnation will assist DIA ln carryi out its 
task to assess tcntiall ille transfers .o c 

· s MOU will also &cilit.ate the sharing of intelligence and 
counterintelligence foformation to further enhance the efficiency of the Bureau of 
Consular Affairs' vis• application process. 

CA data to be shared with DIA= CA agrees to aive DIA access to the noninunigrant vjsa 
portion of the Consular Consolidated Database (CCD). Acecss ro the CCD will enable 
DIA to review the records of 11isa applicants, including visa adjudication, issuance and 
refuslll information. 

DIA data to be shared wilh CA: The DIA will provide CA with access to appropriate 
DIA lnfimnalioo rolova,t lo visa proc:esling.1-

II. BACKGROUND: 

CA and DIA cutrently sh'Ue visa and intelligene:,e inf~tion regarding technology 
issues. DIA l'Cvicws State and ColOIDC.ICe exoort license assessments for oersons from 
countries of concern. DIA contribut.e.s to th~'---------~~ to the 
Militarily Critical Technologies Ust (MCTL). 
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B7(E) 

I B7(E) 
e=====~~~~~~~~~------~----~-------

1 This MOU details the process for updating the onKoing B7(E) 
~~-~~~~~.------------' exchange of informauon between the Parties. 

Ill. AUTHORlTY: 

The DOS is entering into this MOU under the authority provided by 8 U.S.C. Section 
l 104 and 1105. DIA is entering into this MOU under the authority provided by 10 
U.S.C. and 50 U.S.C.-Section 403. 

IV. RESPONSIBILITIES OF THE PARTIES WITH RESPECT TO SYSTEMS~ DATA 
UPDATE AND COORDINA TlON . 

The DOS understands it will: 

a. 

b. 

e. 

Provide electronic access to nonimmigrant visa data housed in the .. 
Consular Consolidated Database (CCD) in Sensitive But Unclassified 
(SBUU°rm to the DIA· and 
Provi ldata via the direct link 
Director of National Intelligence-Unclassified (DNI-U) or other 
appropriate means. 
The specific elements of data are identified in the Reports and Users 
{See attachment). 

2. The Defense Intelligence Agency understands il will: 

a. Provide nonimmigrant visa information to the 
DIA's personnel w o ve a need to know the infonnation to carry out 
their offic;ial duties; and · · · 

b. lnfonn DOS when DIA review of DOS visa data sugacsts that: L) a 
non-U.S. citizen, non-U.S. resident individual might represent a threat 
to the security of the United States; 2) a non-U.S. citizen., non•resident 
individual mi&iht be using a false identity or fraudulent docwnent; or 
information is available Lo the DIA that appears to be of relevance to the 
visa. omcess 

c. 

... 
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d prompt y requests or t e 
backgtou.nd on DIA inthrm.ation including the data described in band c 
above or any other information otherwise relevant to the visa process. 

Additional responsibilities are set forth in section V. 

V. TECHNOLOGY STANDARDS: 

1. The Parties agree to use efficient network and database te,~hnqlogy to store and 
transfer data in a manner that will allow data to be transfeirred, updated and 
tracked initially daily and ~ventua1ly in real~time or near real.time manner; 

2. DIA \lSers should have access to the intcragency network known as DNI-U to 
most conveniently connect to the CCD; and 

3. The Parties are conunitte.d to updating the technologies employed to implement 
this MOU to ensure that the system remains efficient and :mutually inter-
operative as data volumes increase and more advanced tec:hnalogies become 
aYaiiable. 

VI. LIMITATIONS ON THE DISCLOSURE AND USE OF INFORMATION: 

Vis.a records are considered confidential under the provisions of Sec:tion 222(f) of the 
Immigration and Nationality Act, which reads in pertinent part as, follows: 

The records of the Department of Sta·te and of diploniatic and consuls.-r 
offices of the United States, pertainin1 to the issuanee or refusal of visas or 
permits to enter the United States shall be consldered confidential and shall 
be used only for the formulation,. amendment, administration, or 
enforcement of the iaunigration, nationality, and other laws of the U aited 
States except that~ 

(l) the.Secretary of State, in the Secretary's discreflou.and on tbe basis of 
reciprocity, may provide to a foreigu government information in the 
Department of State's computerized visa dat~baae and, wbe.n neeessaty and 
appropriate, other records covered by this section related to information in 
the databa:se~ 

(A) with regard to individu.al aliens, at any time on a c:ase--by-cue b.sis for 
the purpose or preventing, investigati.ont or punishing acts that would 
c·oostitute a crime in tbe United Slates ..... . 
(B) with regard to aoy ot all aliens in the database~ pursuant to such 
conditions as the Seaetary or State shall establish in an agreement with a 
foreign goveru..ment in which thJlt govemm.ent agrees to._ute. such infor~adon 
and records for the purposes described in subparagn.ph (A) or to deny vii.as 
to persetns who would be inadmissible to the United States. 
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Both parties recognize that the data and other infonnalion that DOS will be providing the 
DIA under this MOU constitute visa records of the Depanment of State within the scope 
of Section· 222(f) of t;he INA. Such records, including extracts rroro and portions of such 
records1 must be treated in ~ordance with Section 222(t) and may be used ''only for the 
fonnulation, amendm~nt, administration, or enforcement of the immigration, nationality, 
and other laws of the United States;' as determined hy DOS. 

Both Parties further recognize that a visa bearer's status may change to United States 
citizen. In recognition tha.l the records of United States citizens are subject to Privacy 
Act requirements, bolh panics a.sree to follow Lheir agency's internal procedures for 
meeting those requirements, including verification of status with DHS. To ensure the 
proper handling and protection of vi,,:;a records, the Parties define their responsibilities as 
follows: 

The Department of State will: 
I. Train certain DIA personnel on the handling and protection of visa data prior to 

access by u:sers to ensure proper treatment of the data by all DIA users. This will 
be done in close coordination with designated DIA points of contact abJe LO act as 
information systems security officers; and 

2. Designate DOS representatives with authority to permit the DIA to share visa 
records~ if necessary and appropriate, with another U.S. government entity outside 
the DIA> or with a foreign government 

Too Defense Intelligence Agency will: 

1. Limit access to DIA personnel who have a need to know to carry out their 
duties under applicable law; 

2. Update CA on the arrival or departure of any pe;rsonnel detailed to DIA 
from a third agency or contractors whose duties while detailed to the DIA 
require access to CA •s data~ 

3. Require all DIA personnel to.be appropriately trained and briefed on the 
handling and protection of visa data prior to access. Such t.ra.ining sbaU be 
reft:eshed as needed and documented ht writing including the signing of a 
briefing acknowledgement statement; 

4. Ensure that all DIA personnel with access to visa l'CC:ords handle such 
.records in accordance with the guidance of DOS and with this MOU; 

5, Treat all requests for visa records recejved from third parties (including 
- ,Coqress....th.e.General. A~u.nti.~ceJ..co~~ the general public) 

as subject co the "third agency rule" and refer them to DOS' 'foi accisioii.;--
6. Notify DOS of any inquiries and/or analyses involving the visa process, 

including any specific:: visa adjudications; 
7. Not reproduce, transmit, or copy any vis.a record with a US government 

entity outside of the DIA, with the exception of lmmigration and Customs 
Enforcement in the Department of Hom.eJand Security, Federal Bureau of 
lnvestig4tion, Department of Commerce's Bureau oflndustry and 
Security, Defense Security Service and the Defense Technology Secmity 
Administt:ation:, unless done with the prior consent of the. DOS and; 
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8. Not reproduce, transmit, or copy any visa record for sharing with a foreign 
government unless the DIA has first notified DOS of any requests by a 
foreign government for visa record information, and obtained IJOS 
consent; 

9. Provide points of contact to act as information systems security officers to 
carry out the requirements of this MOU with regard to the disclosures and 
use of information and training for DIA employees with access to relevant 
visa data. 

Vil. REPORTING REQUIREMENTS: 

The Parties agree to cooperate in meeting any congressional or other reporting 
requirements. 

VIU PISPOSITION OF RECORDS; 

Each agency will.be:= responsible for the disposition of records in its possession in 
accordance with its own records retention authorities. 

IX. FUNDING: 

This MOU is not an obligation or. commitment of funds, nor a basis for transfer of funds. 
Unless othetwisc agreed in writing) each party shall bear its own costs in relation lO this 
MOU. Expenditures by each party will be subject to its budgetary processes and to the 
availability of funds and resources pursuant to applicable laws, regulations, and policies. 
The parties expressly acknowledge that this in no way implies that Coqress will 
appropriate l\lnds for such expenditures. 

X. INFORMATION SECURITY: 

It is the intent of the Parties thllt the exchange of data will be conducted in accord a.nee 
with the Department of State's SBU standards described in its Foreign Affairs Manual at 
12 FAM#540, . 

XI. AMENDMENT: 

This MOU may be amended by the mt1tual written consent of the Parties' authorized 
representative. Any changes or modifications to Ibis MOU shall be provided in an 

--addendum attacbed hcmt.Q.._ ...... - - - ---- ..... ,_ - ,.,._,, .. ·--·. 

XII. PERJODIC REVlEW: 

The Parties will desi,inate responsible officiais to meet annually. or at the rcque:rt of 
either Party, to discuss and review the implementation of this MOU. Any disa,it'eement 
over the implementation of the MOU shall r~solved thi,-ough consultation between the 
Parties. 
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XJD. Pobm of Caebcst Ill die Dlpu1me.nt of State 

Dileolar, blbmadoD MINpm• IDd Llliloa, Via Ofllce (VOii) 
Dinldar, CoanliDlltlon Divialoa. Visa Office (VO/UC) 

DIA 
T.._ LeM1. Teclmolo&Y TnmlferTeam, DIA 

XIV. TBRMINA110N: 

... ,.,, ma)'~ this ...... by IMDI wri1tm1 DOdce tobt odlll' Party at 
JIii& 30 dip pdoru» tenmllldioD. Ho,r.,ewr, all ]'IIMliom J.1Pftlnl tbo pr~on of 
IIOOidl .... iD dlilcC a kmf; a eitbei' PlrtJ nmainl in poll~ I Aft of 80)' 111th RICOnlt 
or111ymh11agt;an ..tved &om. tbo alba-Party, 

XV. PINAL PROVISIONS: . 

Thia MOU ii not J1N1 hd ad abould aot be OOllltnJOd to ICn:8tc IIIJ riaht or tMmflt. 
111 1 fire• p:a 1mtlll'll • .tac..._ Ill law or e>tlmwial bJ my dmd party ta,intl die 
pudel. 1llllr ,.._ aaenol-. 1118 Unl1ad St&tN. or the afBaen, employeea. qaltl or 
odlel' ••• pll'IOlmll ... f. 

•~•• 1 i1tbelkDClria111.di•bJ·dllDepamwofSt1111Ddthe 
D'fMbwwwt '4'.,,.,_,., 1leti:mt lntellipnce Apocy. 

SIONA.TURES 

Mlllnllllty ... .., ...... ,. . 
VIII-fl•• AJ!idrl 

ofSt:lf.c 

/i!'ft/!vl lllp R~ 
Cltut'ofStatr 
Defmue Jatelllpnce Apuey 
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