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FOREWORD

Artificial intelligence (Al) has gradually become
a reality from a sci-fi dream along with the
approaching of the Fourth Industrial Revolution.
Since the idea was put forward for the first time
in 1956, Al has experienced ups and downs
in its development. It is not until the second
decade of the 21st century, with the confluence
of breakthroughs in core algorithms, rapid
improvement of computing capabilities and the
availability of massive amounts of digital data, that
Al has finally taken a leap forward and grabbed
worldwide attention. After AlphaGo's victory over
Go player Lee Sedol in 2016, however, the global
excitement about Al has been mixed with concerns
about its negative implications. Nonetheless, it is
obvious that countries around the world have seen
Al as a critical arena of international competition
and are rolling Al initiatives to secure a favorable
position in the new round of technological
revolution. From the perspective of China, Al
presents a historic strategic opportunity and has a
crucial role to play in alleviating the pressure of a
future ageing population, meeting the challenges of
sustainable development and advancing economic
transformation. Since 2015, China has released a
series of major national strategic plans including
Made in China 2015, Guiding Opinions of the State
Council on Vigorously Advancing the “Internet+”
Action and the Next Generation Artificial Intelligence
Development Plan, which, together with Al policy
initiatives of local governments, have propelled the

rapid development of Al in the country.

While Al has penetrated all aspects of society,
production and everyday life, opinions still vary as
to the definition of Al and its current development
and future direction. Governments, the public and
the business community have all shown a strong
interest in this emerging technology. Domestic
and overseas research institutes have also paid
close attention to China’s Al development and
published various research reports, but their views
and observations and even some basic facts they
cited were not entirely objective and less than
comprehensive. In view of this, China Institute for
Science and Technology Policy (CISTP) at Tsinghua
University, Government Documents Center at
Tsinghua University School of Public Policy and
Management (SPPM-GDC) and Chinese Institute
of Engineering Development Strategies (CIEDS),
together with Clarivate Analytics, Scientistin, China
Academy of Information and Communications
Technology (CAICT) and Beijing Bytedance
Technology Co., Ltd., have jointly prepared this
China Al Development Report 2018 to provide
a comprehensive picture of Al development in
China and in the world at large with a view to
increasing public awareness, promoting the Al
industry development, and serving policy-making.
Compared to similar reports, this report has four

prominent characteristics:

Forward-looking perspective: This report
describes China’s Al development on the four

dimensions of technological development, market

| 01 |

EPIC-2019-001-000916

EPIC-19-09-11-NSCAI-FOIA-20200430-4th-Production-pt5-Outside-Reports-Resources 000736




FOREWORD

applications, policy environment and social
impact, drawing upon data and survey findings on
talent input, paper and patent output, business
development, industry financing, national and
local policy, public perception and education. On
the basis of the comprehensive analysis, it offers
reflections on the current stage of Al development
and forward-looking insights into future Al

development and especially governance challenges.

Domestic and international coverage: This report
offers a multi-dimensional comparison between
China and developed countries in Al development
and analyzes China’s strengths and weaknesses
and its position in the international Al competition
landscape. Meanwhile, it identifies China’s regional
differences in Al development, market applications
and policy environment with the focus on active

regions in Al development.

Reliable first-hand data sources: This report uses

| 02 |

an Al keyword list provided by Clarivate Analytics
based on literature-based keyword analysis and
validation by Al experts, which provides a unified
standard for data search in all parts of the report.
The four parts of this report are completed by
leading specialized organizations including
ScientistIn (Talent), Clarivate Analytics (Paper and
Patent), CAICT (Industry Development and Market
Applications), SPPM-GDC (Policy Environment)
and Bytedance (Social Impact) based on first-hand
data of specialized databases and a solid research

methodology.

Systematic in-depth policy analysis: In addition to
presenting comprehensive industry development
data, this report, based on close examination of a
total of 1,074 foreign and Chinese national and local
policy Al policy documents, compares and analyzes
the strategic priorities and development directions
of Al policies in different regions, marking the first

use of this research approach in similar reports.

EPIC-2019-001-000917
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EXECUTIVE SUMMARY

This report examines China’s Al development from
four perspectives — S&T output and talent input,
industry development and market applications,
development strategy and policy environment, and
social perception and general impact. Below is a

summary of the main findings of each part.

S&T Output and Talent

Paper output: China leads the world in Al papers
and highly cited Al papers

China’s Al papers as a percentage of the global
total increased from 4.26% in 1997 to 27.68% in
2017, far ahead other countries. Universities have
contributed the vast majority of Al papers, with 87
of the top 100 Al research institutions in the world
being universities. Top Chinese universities have
shown impressive performance internationally
in the output of Al papers. Moreover, China’s
highly cited papers have also grown rapidly,
overtaking the U.S. to take the first place in 2013.
State Grid Corporation of China (SGCC) is the only
Chinese company to rank among the world’s
top 20 companies in Al paper output. In terms of
categories, computer science, engineering, and
automatic control systems have the highest Al
paper output. International collaboration has a
significant effect on Al paper output, with as many
as 42.64% of top papers being the product of

international collaboration.

Patent application: China has more Al patents
than U.S. and Japan; SGCC has an outstanding

performance

China has become the largest owner of Al patents,

China Al Development Report 2018

followed closely by the U.S. and Japan, and the
three countries combine to have 74% of the world’s
issued Al patents. Global Al patent applications have
focused on categories including voice recognition,
image recognition, robotics, and machine learning.
Among China’s top 30 institutional owners of Al
patents, research institutions and universities are
comparable with enterprises, with the former’s
patents accounting for 52% and the latter’s 48%.
However, performance varies greatly among main
enterprise assignees of Al patents, with SGCC
being a towering presence which has developed
rapidly in Al research especially over the last
five years and not only holds far more Al patents
than other domestic assignees but ranks fourth
among enterprise assignees globally. China’s Al
patents have been concentrated in data processing
systems and digital information transmission, with
image processing and analysis related Al patents
accounting for 16% of the total. Electrical power
engineering has also become an important area of
China’s Al patenting.

Talent: China has the world’s second largest Al
talent pool, though with a lower percentage of top

talents

By the end of 2017, China’s Al specialists reached
18,232, or 8.9% of the global total, next only
to the U.S. (13.9%). Universities and research
institutions are the main cradles of Al specialists,
with Tsinghua University and the Chinese Academy
of Sciences being the world’s largest institutions
of Al talent development. However, China has only
977 Al specialists in the world’s top-tier Al talent
pool based on the H-index, being only one fifth
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of number in the U.S,, ranking sixth in the world.
Chinese companies have a comparatively low level
of Al talent input. Companies with a high level of
talent input are concentrated in the U.S. Huawei
Technologies is the only Chinese company to make
into the global top 20. China’s Al specialists are
concentrated in the eastern and central regions,
though some cities in the western region, such as
Xi’an and Chengdu, have also been prominent.
International Al specialists are concentrated in
categories including machine learning, data mining
and pattern recognition, while Chinese Al specialists

are scattered in different categories.

Industry Development and Market
Applications

Al companies: China ranks second in the number
of Al companies; Beijing has the highest

concentration of Al companies in the world

Chinese Al companies began mushrooming from
2012 and had reached a total number of 1,011 by
June 2018, ranking second in the world, though
still significantly behind the U.S., which has 2028
companies. Chinese Al companies are highly
concentrated in Beijing, Shanghai and Guangdong.
Among the world’s top 20 cities in terms of Al
companies hosted, Beijing ranks first with 395, and
Shanghai, Shenzhen and Hangzhou are also among
the top 20. China’s Al companies mainly specialize
in three categories—voice, vision and natural
language processing—with only a small percentage

focusing on basic hardware.

Venture investment: China has the highest venture

investment in Al

From 2013 to the first quarter of 2018, China
received 60% of the world’s total venture capital
investment in Al, but in terms of the number of VC
investments received, the U.S. remained the most

active country in VC investment in Al. In China,
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Beijing led other regions by a big margin in the
amount and rounds of VC investment, followed
by Shanghai and Guangdong which have been
fairly active in Al investment as well. From 2014,
early-stage investment in Al as a percentage of the
total investment in Al has gradually decreased as
investment activity has become more rational,
though Series A funding has remained in a

dominant position.

Market scale: China’s Al market grows rapidly;

computer vision is the largest segment

In 2017, China's Al market reached RMB23.7 billion,
up 67% Y/Y, with the top three segments being
computer vision (34.9%), voice (24.8%) and natural
language processing (21%), and hardware and
algorithm combining to account for less than 20%
of the market. The market is expected to grow 75%
in 2018.

Product applications: Al gains wide applications,
with voice and vision products being the most

mature

Al has been widely applied in healthcare, finance,
education and security. The global smart speaker
market has grown rapidly, where major Chinese and
international internet companies have expanded
their presence, with Google and Amazon having
taken up more than 60% of the global market,
followed by Alibaba in third place and Xiaomi in
fourth place. In 2017, the global robotics market
reached US$23.2 billion, of which the Chinese
market represented 27%. Other Al-related markets
such as drone, smart home, smart grid, smart
security, smart healthcare and smart finance have

also seen rapid development.
Development Strategy and Policy

Environment

International comparison: countries vary in their

Al strategies and policy priorities
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Since 2013, the U.S., Germany, the UK, Japan
and China have rolled out their Al strategies and
policies, each with their own priorities, with the
U.S. focusing on the impact of Al on economic
growth, technology development and national
security, the EU on the ethical risks brought by Al
in such aspects as security, privacy and human
dignity, Japan on building “Society 5.0”, and China
on industrialization of Al applications in the service
of its “Manufacturing Power” strategy. This leads
to remarkable differences among the countries in

their Al research priorities and application areas.
National policy: from IoT to big data to Al

Since 2009, China’s Al policy has undergone five
stages with changing keywords which reflect the
different priorities in each stage, with the focus
shifting from basic research in such categories as
loT, information security and database in the early
period, to big data and infrastructure in the middle
period, to Al itself and also intellectual property
protection after 2017. Overall, China’s Al policy
mainly focuses on six categories: “made in China”,
innovation-driven development, loT, Internet+, big

data, and scientific and technological R&D.

Local policy: aligning with national policy under

distinctive local themes

“Made in China 2025” is at the center of the China
Al policy citation network and has served as a
programmatic document for local governments’
Al policymaking as they respond to the national Al
development strategy. Based on policy documents,
China’s Al powerhouses are Beijing-Tianjin-Hebei,
Yangtze River Delta and Guangdong-Hong Kong-
Macao regions. At the provincial level, policy themes
vary widely, with Jiangsu focusing on infrastructure,
loT and cloud computing, Guangdong on Al
applications such as manufacturing and robotics,

and Fujian on loT, big data, innovation platform

China Al Development Report 2018

and intellectual property, reflecting their local

development conditions.

Public Perception and General
Impact

Public perception: The Chinese public has a high
Al awareness, with half respondents expressing

support of comprehensive Al development

From 2016 to 2017, Al drew massive public attention
and became the most discussed popular science
topic. According to a Toutiao survey of users, only
6.23% reported ignorance of Al; 53% expressed
support of comprehensive Al development; and
27% held a conservative attitude towards Al
development. Concerns included the replacement
of jobs by Al and social crises that might be caused
if Al is out of control. Overall, the Chinese public
has distanced from the extremes of being overly
optimistic or overly pessimistic and become
more rational about Al. Interest in Al also varies
significantly according to application area, age,

gender and region.

Social impact: Al is capable of significantly
increasing efficiency in different sectors but also

poses risks

Al development is transforming the development
patterns in different sectors including retail,
agriculture, logistics, education and finance and
reshaping production, allocation, exchange and
consumption. Al is expected to be applied to more
industries and bring substantial efficiency increases
in the coming five years—specifically, efficiency
improvements of 82% for education, 71% for retail,
64% for manufacturing and 58% for finance. Al will
facilitate personalized education and promote the
development of education. On the other hand,
it will pose serious challenges in such aspects as

employment, privacy, security and social equality.
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Education survey: More Al programs are offered
in universities and enthusiastically embraced by

students

By July 2017, there were 36 universities approved
by the Ministry of Education to offer the bachelor’s
degree program in “Intelligence Science and
Technology” and 79 offering Al-related programs.
Top Chinese universities have set up their Al labs.
Currently, China’s Al teaching and research activities
are mainly concentrated in computer science,
electronic information and automation faculties of
universities. According to an online survey, online
platforms have surpassed universities to become
the No. 1 channel for young people to take Al
courses. Netizens have shown a strong interest in
learning Al, with 61% of respondents stating that

they devote 10-20 hours a week to Al learning.

Based on existing research and the abovementioned
findings of this report, we arrive at the following
preliminary judgements and reflections on China’s

Al development.

Internationally, China ranks in the top echelon of

Al development

Unlike in the past industrial revolutions where
China was left behind and struggled to catch up,
China has got a head start for the fourth industrial
revolution. In Al, in fact, China has secured a leading
position in the top echelon in both technology
development and market applications and is in a

race of “two giants” with the U.S.

In terms of the quality of development, China’s Al

development is far from admitting optimism

China’s strengths are mainly shown in Al applications
and it is still weak on the front of core technologies
of Al, such as hardware and algorithm development,
China’s Al development lacks top-tier talent and

has a significant gap with developed countries,
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especially the U.S., in this regard.

In terms of participating entities, China’s Al
companies leave much room for improvement in

knowledge production

Research institutions and universities are the main
producer of Al knowledge in China. Compared to
their foreign counterparts, Chinese Al companies
are technologically inventive and far behind
domestic universities and research institutions in
Al patenting. Even recognized domestic Al giants
such as Baidu, Alibaba and Tencent (BAT) don’t
have an impressive performance in Al talent, papers
and patents, while their U.S. competitors like IBM,
Microsoft and Google lead Al companies worldwide

in allindicators.

In terms of application areas, the integration of Al
with energy systems is an important area that has

been neglected

Electrical power engineering is an important Al
patenting area of China, where SGCC has been
the most prominent company in both Al paper
publication and Al patenting. The fact that it has
been either unmentioned or not highlighted in
previous Al studies shows that the integration of Al
with energy systems is likely an area that has been
more or less neglected and represents a potential
new direction of expansion of Al applications
in China which will contribute to low-carbon

transformation of the energy sector.

In terms of the pattern of development, China
needs to strengthen industry-university research
collaboration to promote knowledge application

and transformation

International collaboration and industry-university
collaboration are important means of advancing
Al development. In China, a lot of Al knowledge is

lying idle at universities and research institutions,
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and it is imperative to increase industry-university
collaboration to promote Al knowledge application
and transformation. Going forward, China needs
to not only vigorously promote industry-university
collaborative innovation but also explicitly support
companies to engage in Al basic research by

leveraging their data and computing strengths.

In terms of policy environment, local governments

should avoid blindly following suit in Al policymaking

The Chinese society has, overall, a positive and

China Al Development Report 2018

optimistic attitude towards Al development which
has a very favorable environment in terms of policy,
public opinion, finance, market and talent pool,
but at the level of local government policymaking,
there has been a tendency of “following the steps
of the central government” and “chasing after hot
areas”. Currently, China’s Al policy has emphasized
on promoting Al technological development
and industrial applications and hasn’t given due
attention to such issues as ethics and security

regulation.
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Al: Concept, Methods and Data

and “Intelligent System” and additional author
keywords of the highly cited papers identified by
the search using the provided list of Al keywords
and author keywords of the references of the highly
cited papers, with the author keywords used being
validated by experts.

As this part focuses on Al technology development,
the search is limited to the three science-related
databases of the Web of Science Core Collection:
Science Citation Index Expanded (SCIE); Conference
Proceedings Citation Index-Science; and Book

Citation Index-Science.

As academic conferences are also an important
part of Al research activity, the dataset draws on
proceeding papers from representative academic
conferences on Al (see Appendix 1). In addition, it
includes papers in the “Computer Science, Artificial
Intelligence” category of Web of Science (see

Appendix 2: Category Description).

The dataset, with data from the abovementioned
three sources combined, consists of a total of
1,875,809 qualifying papers (data retrieved on April
26,2018, with no time or document type restriction)
and provides the basis for data analysis in this

study.
® Al Patents

The patent data in this report is from the Derwent
World Patents IndexTM (DWPI) database, retrieved
according to the scope (patent publication years
1997-2017 and patent citation time up to May 2018)
determined based on the artificial intelligence
(Al) keywords provided by experts, as refined
by addition of keywords in related fields which
fall under the thematic scope determined using
Derwent Manual Codes for Al selected by experts.
The Derwent Innovation patent database and
Derwent Data Analyzer are used to perform multi-
perspective analysis of the patent data. The results

of multi-perspective analysis presented in this
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report are mainly based on patent-based records,
which represent the current actual number of
patents published, with other results being from
analysis of patent records as deduplicated and
rearranged according to their application numbers

or patent families.

This report merged and deduplicated the
application numbers of the patent-based records,
where patent publication/grant numbers (i.e.
multiple patent-based records) with the same
underlying patent are merged as one patent
record according to application number, so that
each patent record retrieved after such merger
represents one patent and, therefore, the number
of patent applications in a given technological field

can be determined.
e Al Talent

In this part, the paper and patent keyword list
generated from Clarivate Analytics’ Web of Science
database and validated by experts are used to
search ScientistIn’s international and domestic
expert databases. Scientistin’s international expert
database is sourced from expert pages of Research
Gate and Google Scholar with data cleansing and
formatting and consists of valid information relating
to about 6.5 million experts. Scientistin’s domestic
expert database is sourced from heterogeneous
data sources including Baidu Scholar, CNKI,
NSFC Project Database and China Patent Full-
text Database with formatting, deduplication and
heterogeneous data matching and consists of valid
information about 11 million experts. On this basis,
Al experts are identified and marked according to
their Al paper, patent and research area records to
generate expert profiles based on label cloud and

others.

International Al specialist data are obtained by
matching the Al keyword list against Scientistin’s

international expert database to generate a dataset
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of experts that match at least one keyword.

Chinese Al specialist data are obtained by matching
the Al keyword list against Scientistin’s domestic
expert database to generate a dataset of experts

that match at least one keyword.
® Al Industry Data

Alindustry data are sourced from the data monitoring
platform and industry research of CAICT Data
Research Center. The data monitoring platform
maintained by data experts monitors and collects
data from more than 100 heterogeneous data
sources including ICT news sources (Telecompaper,
CNET, 36kr, etc.), major venture capital databases
(CB insights, Crunchbase, etc.), venture capital
websites (itjuzi.com, cyzone.cn, etc.) and the
industry and commerce administration databases.
The platform tracks industry developments,
constructs an ICT enterprise monitoring platform,
generates an enterprise basic information database,
and supports statistical and research analysis by

industry experts.

The Al enterprises covered by this report are
those enterprises that have the provision of Al
products, services and related solutions as their
core business. They can be divided into those that
focus on Al technologies and those that focus on
products/solutions. The former category includes
providers and manufacturers of algorithms, basic
hardware and voice and vision generic technologies
and the latter category includes manufacturers
and solution providers whose products/solutions
include Al products and solution providers in

various vertical industries (see Appendix 3).
® Al Policy Data

The Al keyword list generated from Clarivate
Analytics’ database and validated by experts
is further supplemented and refined with new

additions, validated by experts, from policy

China Al Development Report 2018

documents containing any of the keywords in the
list in the Government Documents Information
System of Tsinghua University School of Public
Policy and Management, to form an expanded
Al keyword list. Finally, the expanded Al keyword
list is used for information retrieval to create an
Al policy dataset for analysis, which includes 27
international policy documents (9 for the United
States, 5 for the European Union, 5 for Germany, 4
for the United Kingdom, 2 for France, 1 for Russia,
2 for Japan, and 1 intergovernmental document
for Germany and France) and 1,047 Chinese Al
policy documents. The data are as of May 15, 2018
(see Appendix 5).

® Al Public Perception and Education Survey

The research on public perception of Al is mainly
based on the survey conducted by Bytedance of
users on its Toutiao news aggregation platform.
The survey was conducted from May 9 to 13, 2017
and collected a total of 3,088 valid samples. In
addition, Toutiao Index tracked the Al interest
differences by industry, user and region from
January 1 to December 30, 2017.

The Al education questionnaire was designed by
CISTP and implemented via the WJX platform.
WJX, which has a daily visitor traffic of more than
500,000, recommended the questionnaire to its
visitors for completion. As of May 15, 2018, a total

of 1,154 valid responses were collecte
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Al S&T Output and Talent

2.1.2 High-impact Papers: World and China

The simple logical relations between articles (citing
articles) and their references (cited references)
provide the basis and background of the citation

analysis. Citations underscore the value of previous

research work to the current research and,
therefore, papers that are more frequently cited are
considered as having a higher impact®. Figure 2-11
shows the global distribution of top papers on Al,
which highlights North America, West Europe and

East Asia as the main sources of the top papers.

Figure 2-11 Global distribution of top papers on Al

Table 2-2 shows the quantities of highly cited papers
and hot papers of the top 10 countries in Al paper
output. China, the USA and the United Kingdom
rank in the top 3, with Iran, the only western Asian
country in the list, ranking eighth. In terms of their
highly cited papers on Al as a percentage of their
total papers on Al, all the top 10 countries beat
the global average of 1%, with Australia ranking
first in this indicator with 2.66%, followed by the
United Kingdom and China whose percentages
are both more than twice the global average. In
terms of absolute figures, China, the USA and the

United Kingdom retain their lead in hot papers as

well. All the top 10 countries outperformed the
global average of 0.1% in their hot papers on Al as a
percentage of their total papers on Al, with Australia
and China leading this indicator neck to neck with
0.7%, seven times the global average. Noteworthily,
Australia, while not prominent in its total number of
Al papers published in the last decade, performed
prominently in the output of top papers. In addition,
Japan and India, ranking 4" and 6" respectively in
total Al paper output as shown in Figure 2-4, did not
make into the top ten in terms of the output of top
Al papers, in which indicator Japan ranks 19th and
India 14"

* Evidence Ltd. (2002) Maintaining Research Excellence and Volume: A report by Evidence Ltd to the Higher Education Funding
Councils for England, Scotland and Wales and to Universities UK. (Adams J, et al.) 48pp.
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e Distribution of key technological fields

This report analyzed Derwent Manual Codes for Al
and provides a picture of the fields and sub-fields
of China’s Al technologies patented in the last five

years. As shown in Figure 2-29, Al technologies

China Al Development Report 2018

developed by China have focused on such fields as
data processing systems and digital information
transmission. Image processing and analysis (T01-
J10B), in particular, has had more inventions
patented (representing 16% of the total inventions)

than in other sub-fields.

Figure 2-29 Distribution of patented inventions in Al (Derwent Manual Codes)

2.3 Al Talent

Definitions of Main Indicators:

International Al talent: Researchers possessed of
creative research ability and technical expertise in
their research area and active in Al research with
innovative outcomes. Innovative outcomes refer to
issued patents and/or published English papers.
“Active” refers to the creation of innovative outcomes

in the last ten years.

Top international Al talent: International Al talent
with leading research ability. To ensure access to
and measurement of assessment indicator data, this
report adopts the h-index widely recognized in the
academic community as the indicator of research

ability and qualify researchers whose H-index

score ranks among the top 10% of international Al

researchers as top international Al talent.

Chinese Al talent: Researchers possessed of
creative research ability and technical expertise in
their research area and active in Al research with
innovative outcomes. Innovative outcomes refer to
issued Chinese patents and/or published papers in
Chinese or English. “Active” refers to the creation of

innovative outcomes in the last ten years.

2.3.1 Global Al Talent Distribution
® Distribution by regions

International Al talent is highly concentrated in
several countries including the United States,
China, India, Germany and the United Kingdom.
By the end of 2017, the international Al talent pool
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Asia and South Asia. At the country level, top Al
talent is concentrated in a few countries, with the
top ten countries representing 63.6% of the global
total, with a slightly higher concentration than that
of all Al talent (61.8%).

Developing countries such as China are underrepresented
by top Al talent. The United States maintains its
safe lead with 5,158 top Al talents, representing
25.2% of the global total, 4.4 times of the number

Number oftop Altalent + NumberoftotalAltalent =

China Al Development Report 2018

of the United Kingdom in second place. The
United Kingdom, and Germany in third place,
France in fourth place, and Italy in fifth place, are
at comparable levels. China ranks 6th with 977
top Al talents at a rather low level, especially in
comparison with its all Al talent in second place
globally. Developing countries like India (ranking
third in all Al talent) and Brazil (8th) are also in the
same situation, whose rank in terms of top Al talent
falls to 11th and 13th, respectively.

top Al talent as a percentage of

all Al talent in each country

LUSA 5158

uK 1177
 Germany 1119
. France . 1056

987

977

772

651
. Canada & 606
_Australia 515

28536 18.1%

7998 14.7%
o441 11.9%
,,,,,,,,,,,, 6395 16.5%
,,,,,,,,,,,, 4740 20.8%

18232 5.4%
4942 15.6%
,,,,,,,,,,,, 3117 20.9%
,,,,,,,,,,,, 4228 14.3%
,,,,,,,,,,,, 3186 16.2%

Figure 2-31 Global distribution of top Al talent
(top Al talent as a percentage of all Al talent in each country)

® Distribution by universities

International Al talent is concentrated in

universities. Universities host a total of 147,914

EPIC-19-09-11-NSCAI-FOIA-20200430-4th-Production-pt5-Outside-Reports-Resources

international Al talents, accounting for 72.3% of the
total, versus 31,123 in research institutions such
as national academies of sciences and research
centers and 6,488 in for-profit business entities.
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Al Industry Development and Market Applications

medical data management, health management,
precision medicine, and new drug research and

development.

Traditionally, doctors rely on their own medical
knowledge and clinical experience to make a
diagnosis according to symptoms and testing
results. Today, they have got a super assistant
in the form of a smart diagnosis and treatment
system capable of “learning” specialized medical
knowledge, “remembering” massive medical
records and “reading” diagnostic imaging reports.
IBM’s Watson Health has furnished a compelling
example with its ability to read 3,469 medical
books, 248,000 papers, 69 therapeutic plans, results
of 61,540 experiments and 106,000 clinical reports
in only 17 seconds. Watson Health passed the
U.S. Medical Licensing Exam in 2012 and has been
deployed in multiple hospitals in the United States
to provide assistant medical services. Currently,
Watson Health can diagnose multiple cancers
including breast cancer, lung cancer, colon cancer,
prostate cancer, bladder cancer, ovarian cancer and

uterine cancer.
® Smart finance

Smart finance is the integration of Al technologies
and the financial system. Al applications in the
financial sector mainly include Al financial advisor
and intelligent financial fraud detection, among

others.

Al financial advisor is now a common Fintech
application scenario. An Al financial advisor,
powered by machine learning algorithms,
can automatically build investment portfolios
according to a customer’s investment goal,
age, income, existing assets and risk tolerance
to achieve their return target. In addition, the
algorithms can automatically update investment
strategies according to goal and market changes

to maintain the optimal investment portfolio for
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their investment goals. Some major investment
firms in the United States such as Betterment and
Wealthfront have launched their Al-powered, low-
priced financial advisor services which have been

embraced and recognized by younger investors.

Traditional financial fraud detection systems rely
heavily on rules that are complex and rigid and
have become powerless in the face of continuously
evolving and increasingly sophisticated fraud
practices and techniques. Frauds based on forgery
and impersonation have become common
occurrences and caused massive losses to financial
institutions and consumers. Chinese fintech
companies represented by anti-fraud solution
provider Maxent have developed Al-powered
automatic intelligent anti-fraud technologies and
systems that help enterprises build user behavior
tracking and analysis and automatic anomaly
detection capabilities to achieve controlled real-

time identification of new fraud patterns.
® Smart security

Security is another area where Al has been
successfully applied. Al-powered security involves
algorithms and model training based on massive
image and video data to provide comprehensive
protection including early warning, effective

response and post-incident handling.

At present, Al-powered security is mainly for
police and civilian use. In the field of police use,
applications in public security management are
the most representative, where Al technologies
are used to analyze in real time image and video
content, collect human and vehicle information
and identify criminal suspects, bringing substantial
efficiency improvement and time savings. In
the civilian use direction, Al enables intelligent
building management and intelligent monitoring of
industrial areas. Intelligent building management

includes many Al-enabled applications such as face
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recognition-based entry/exit management, theft
identification and unauthorized access detection.
In industrial areas, fixed cameras and patrol
robots can be combined to implement real-time
monitoring of all places and give alerts on potential
hazards. Another important scenario of civilian
use of Al is home security. A home security camera
system, for example, is automatically activated
when it detects no family member in the home and
gives alarms and at the same time remotely notifies
family members when it detects an intrusion. The
system is automatically deactivated when any

family member comes home for privacy protection.

Many Chinese security companies have developed
their Al solutions and products. Traditional video
surveillance companies such as Dahua, Hikvision
and NetPosa have stepped up development of
intelligent products. Companies that specialize in
algorithms like SenseTime, Face++, CloudWalk and
YITU Tech are focused on image processing areas
such as face recognition and behavior analysis.

® Smart home

Smart home is an loT-based home management
system comprising hardware, software and a
cloud platform. Integrating extensive functions
such as home appliance control, human-machine
interaction, interconnectivity of devices, user
behavior analysis and user profiling, it brings the
modern family with personalized services for

greater convenience, comfort and security.

For examples, speech recognition and natural
language processing technologies enable users
to control smart home devices, such as curtains
(windows), lights and TV sets by talking to them
and telling them what to do; smart devices such as
smart TV and smart speaker that are empowered by
machine learning and deep learning technologies
can learn about the user through their subscriptions

or use history and recommend content according

China Al Development Report 2018

to their interests and preferences. In home security,
biometric technologies such as face recognition
and fingerprint recognition can be used to enable
biometric door access, in addition to real-time
camera monitoring and unauthorized intrusion

detection.

In China, technology firm and device maker
Xiaomi has established a complete system of R&D,
manufacturing and selling of smart home devices,
and its smart home ecosystem has had as many
as more than 60 million connected devices. In
addition, traditional home appliance makers Midea,
Haier and Gree, leveraging their massive product
lines and high market shares, have also actively
pursued a smart home transition and pushed

ahead with their smart device strategy.
® Smart grid

As power grids become increasingly extended, Al will
become integral to their efficiency and adaptability.
On the demand side, Al technologies will enable
continuous monitoring of electricity usage of
households and businesses through smart meters
and sensors and electricity scheduling in a safer

and more reliable, economical and efficient way.

On the supply side, Al technologies will help
power grid operators or governments to optimize
the energy mix, adjust the use of fossil energy
sources, increase the production of renewable
energy, and reduce the impact of renewable energy
intermittency to the minimum. Energy producers
will be able to manage energy output from different
sources to continuously match supply with demand
changes according to social, spatial and time
changes.

In terms of line inspection, intelligent patrol robots
and drones equipped with sophisticated sensors
and detectors makes the inspection work more
accurate, more efficient and safer. As for data

diagnostics, intelligent patrol robots not only offer
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more precise diagnosis than human eyes and
all types of hand-held devices, but also support
automatic operation round the clock, thus greatly
expediting fault identification. Meanwhile, history
inspection data can be analyzed to reveal hidden
patterns and degradation trends of equipment and
inform scientific formulation of maintenance and
repair strategies. Drones fitted with high-resolution
cameras capable of high-accuracy positioning

and automatic detection can hover over power

| 60 |

epic.org EPIC-19-09-11-NSCAI-FOIA-20200430-4th-Production-pt5-Outside-Reports-Resources

towers dozens of meters high, take photographs of
them, and identify even the slightest disjunction.
According to its official data, Guangdong Power
Grid performs aerial power line inspection of over
180,000 km annually, equivalent to 4.5 times the
earth's circumference, 85% of which is conducted
by drones, representing the largest drone
inspection workload in the world. Drone inspection
has increased its overall inspection efficiency by 2.6

times.
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Artificial Intelligence Development Plan” released
in 2017, referred to in the media as “Year 1 of
Al development in China”, which identifies the
development directions and priority areas of

China’s Al development.

Figure 4-1 provides a survey of Al strategies and
policies released by the United States, European
Union, Germany, United Kingdom, France, Japan
and China since 2013. The United States' Al policies
are geared to dealing with the general trend of Al
development and the impact and changes it may
bring to the national security and social stability in
the long term, and maintaining the leading position
of the United States as a technology superpower
in Al development and its key areas (internet;
computer software and hardware such as chips
and operating systems; and finance, military and
energy areas). The United States strives to take a
full measure of the effects of Al-driven automation
on the economy, examine the opportunities and
challenges that Al will bring to employment,
and come up with strategies to deal with them.
The European Union and European countries
represented by Germany, United Kingdom and
France stress the ethical and moral risks of Al
development and in policymaking focus on how to
respond to the potential security, privacy, integrity

and other ethical threats posed by Al to humankind.

China Al Development Report 2018

Japan’s Al policies, launched rather recently, have
been geared to establishing a fairly comprehensive
Al research advancement mechanism with a view to

leveraging Al to promote its “Society 5.0” building.

China’s Al policies in the early phase were tilted
towards the Internet and therefore applications-
oriented and focused on such areas as computer
vision, natural language processing, intelligent
robots and speech recognition. Despite having
built some advantages in these areas, China's
Al development was less than balanced when
compared to the Al deployments of the United
States. Therefore, China's current Al strategy
emphasizes systematic deployments at the
national level with a view to, as stated in the report
to the 19th CPC National Congress, "promoting
further integration of the internet, big data, and
artificial intelligence with the real economy", by
emphasizing the establishment of an open and
collaborative Al technology and innovation system,
grasping Al's characteristic of high integration of
technological attributes and social attributes,
adhering to the "three in one" synergy of Al R&D,
product application and industry fostering, and
strengthening Al's comprehensive support for
technological, economic and social development

and national security.
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The Trump administration initially reacted slowly
and indifferently to the rise of artificial intelligence,
but this situation is undergoing changes. At the
recently concluded “Artificial Intelligence for
American Industry” summit, the White House
announced the establishment of the Select
Committee on Artificial Intelligence to examine
U.S. priorities and investments on Al development.
The R&D budget will focus on autonomous and
unmanned systems, especially in such areas
as homeland security and national defense. In
application innovation, Al has been widely applied
in different sectors in the United States such as
homeland security, medical imaging, and national
defense and military, with applications including
face recognition and wearable alarm systems
in homeland security and Al-powered medical

imaging in medical care.

The European Union has attached great importance
to Al and actively united its member states to
conduct related legislative discussions. Most EU
countries have joined the Horizon 2020 program
and the SPARC robotics program in an effort to
improve Europe’s overall competitiveness through
innovation in this field. Some EU countries, such
as Italy and Finland, have not yet formed a unified
government-level strategic policy, but their
major universities and research institutions have
undertaken their national research tasks in the
field of Al. In general, the EU pays more attention to
Al's impact on human society. Its research usually
involves social sciences such as data protection,
network security and Al ethics. At present, it has
also invested considerably in digital technology
training and e-government related research. In
applications, the EU stresses Al-related basic
research and has spent heavily on supercomputers
and data processing applications in particular.
The EU has also shown interest in in-depth Al
applications in such fields as financial economy,

digital society and education.
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Germany, which launched its “Industry 4.0”
program in 2013 leveraging its strong industrial
infrastructure, has prioritized human-computer
interaction, cyber-physical systems, cloud
computing, computer identification, intelligent
services, digital networks, microelectronics and
big data, network security and high-performance
computing. In Al applications, it has focused on
intelligent transportation, healthcare, agriculture,
ecological economy, energy digital society and

other fields, involving all aspects of German society.

The United Kingdom is committed to the R&D of
Al technologies in the fields of hardware CPU and
identification. In applications, it has widely applied
Al technologies in areas including underwater
robotics, offshore engineering, agriculture,
aerospace and mineral collection. Compared
to the United States and Germany, the United
Kingdom is more confined in both research and
applications of Al but has greater specificity and
depth with an emphasis on practicality. Meanwhile,
the UK government has also emphasized Al talent
development and invested heavily in technical
colleges which have attracted many high-level

specialists from universities.

France has allocated a lot of resources for R&D of Al-
related supercomputers. In Al applications, it has
focused on ecological economy, gender equality,
e-government and medical care. When it comes
to practicality, France has paid close attention to
industries that are closely related to Al such as
healthcare and autonomous cars and adopted
a more cautious attitude towards investment
in new Al research areas, with its R&D priorities

concentrated in traditional fields.

Japanese society has always had a strong interest
in robotics-related R&D and manufacturing. Japan
has invested greatly in the fields of robotics, brain-
to-brain communication, sound recognition,

language translation, social knowledge analysis,
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innovative network construction and big data
analysis. In Al applications, Japan has focused on
two lines: 1) traditional robot manufacturing and
applications to achieve production automation,
automatic delivery and large-scale loT deployment
in replacing workers; and 2) Al-powered medical
care and autonomous vehicles to solve the
country’s increasing population ageing. It can be
seen that Japan’s Al R&D and applications are
geared to solving specific real-world issues while

reflecting its traditional cultural setting.

China’s Al development is guided by the “1+N”
planning system and has its focus on basic theories
and key technologies while also supporting
free exploration in interdisciplinary research. In
applications, China has highlighted the important
role played by Al in extensive fields including smart
manufacturing, smart agriculture, smart logistics,
smart finance, smart commerce, smart home,
smart education, smart healthcare, smart pension,
administrative management, judicial management,
urban management, environmental protection
and underwater space exploration. It can be seen
that China’s Al research and applications have
been driven by the pursuit of sustainable economic
and social development and cover wide research
and application areas with a view to achieving

comprehensive development of the Al industry.

4.1.3 Al Policy Advancement Agencies in
Major Countries and Regions

The United States’ Al policy steering agencies are
the National Science and Technology Council
(NSTC), the Office of Science and Technology
Policy (OSTP) and the Office of Management and
Budget (OMB). Through the joint efforts of the
U.S. government and the private sector, the NSTC
Subcommittee on Machine Learning and Artificial
intelligence and the Select Committee on Artificial

Intelligence were established to facilitate Al industry

China Al Development Report 2018

financing. In 2016, NSTC and NSTC Subcommittee
on Networking and Information Technology
Research and Development (NITRD) jointly released
the National Artificial Intelligence Research and
Development Strategic Plan which states that
NSTC is the principal means by which executive
branches coordinate science and technology policy
across diverse entities. NSTC oversees the working
groups focused on different aspects of Al, and
establishes clear national goals for Federal science
and technology investments. This makes NSTC an

important agency for Al investments.

The EU Al policy’s two principal driving forces are
the European Commission (EC) and the European
Parliament Committee on Legal Affairs (JURI), which
not only design Al development plans but also
address issues that Al development may encounter.
In 2013, the EC and euRobotics jointly launched the
SPARC robotics program aimed at driving Europe’s
robotics development, promoting industry and
supply chain development, and encouraging the
development of robotic technologies. The JURI
committee has proposed bills that emphasize
research on legal issues relating to robotics and
Al development and related issues such as ethics,
safety and intellectual property protection.
Subsequent agencies that have come to the Al
scene include euRobotics, SPARC, European
Robotics Technology Platform (EUROP) and
European Robotics Network (EURON). Among them,
euRobotics launched the SPARC robotics program
and Horizon 2020 initiative and set forth a robotics
development roadmap. Other agencies such as
EUROP and EURON play an important organizing
and coordinating role and promote Al research and
industry development by integrating Al research

institutes and researchers.

Germany’s main Al policy steering agencies are the
federal government, Federal Ministry of Education

and Research (BMBF), Federal Ministry for Economic
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Affairs and Energy (BMWi) and German Academy
of Science and Engineering (acatech), which lead
Germany’s Al policy making and implementation.
Among them, BMBF is directly involved in Al
technology development, such as in the service
robot project. BMWi supports six robotics projects
and conducts research on robotic autonomous
learning and behavioral decision-making models.
Other mechanisms later introduced such as
Industry 4.0 Platform in 2013, Platform for Learning
Systems in 2017 and German-French Artificial
Intelligence Joint R&D Center and German Research
Center for Artificial Intelligence (DFKI) in 2018 are
also important R&D instruments of Germany’s Al

policy.

The United Kingdom has put in place a well-
functioning Al development ecosystem comprising
researchers, developers and enterprises, where the
main driving forces of Al policy are the Engineering
and Physical Sciences Research Council (EPSRC),
Royal Academy of Engineering, and subsequently
established or introduced entities such as the
RAS Leadership Council, the National Artificial
Intelligence Research Center and the UK Al Council.
The British government has hoped to make the
UK an innovation center for artificial intelligence
and to establish a partnership with the industry to
promote artificial intelligence in various fields. In
this context, the Al Council came into being. The
council is a body of publicizing and promoting
Al that comprises Al researchers and provides
scientific data and reference for the government’s Al
reports. It conducted discussions on Al applications
in the medical sector and has become an important

factor in the UK government’s Al policymaking.

France has made active efforts to advance Al
innovation and R&D, leveraging the opportunities
from the EU’s robotics development. The main
driving forces of France’s Al policy making include
the French Parliament, French Institute for Research

in Computer Science and Automation, French Digital
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Council and Directorate General of Armaments
(DGA). At the same time, France’s Al research has
also focused on the ethical issues relating to Al
industry development, and this concern led to the
establishment of an Al ethics committee to advance
the country’s Al strategy with a series of measures
to establish a fair and sound assessment system to
ensure that data is appropriately used and avoid
any misleading use of Al.

In Japan, Prime Minister Shinzo Abe proposed the
establishment of Al R&D targets and industrialization
roadmap at the 5th Public-Private Dialogue
towards Investment for the Future held in April
2016. After that, the Japanese government officially
set up the Artificial Intelligence Technology
Strategy Council that serves as a national-level
general management agency that coordinates the
Ministry of Internal Affairs and Communications,
Ministry of Education, Culture, Sports, Science and
Technology and Ministry of Economy, Trade and
Industry to jointly promote Al technology R&D and
applications. Among them, the Ministry of Internal
Affairs and Communications is mainly responsible
for Al development in areas including brain-to-
brain communication, sound recognition, language
translation, social knowledge analysis and
innovation network, with efforts led by the National
Institute of Information and Communications
Technology under it; the Ministry of Education,
Culture, Sports, Science and Technology is mainly
responsible for Al development in areas including
basic research, innovation based on relevant S&T
achievements, development of emerging next-
generation basic technologies, provision of high-
performance computing resources and talent
development, with efforts led by Institute of
Physical and Chemical Research under it; and the
Ministry of Economy, Trade and Industry is mainly
responsible for Al development relating to applied
research, practical use and social applications of
Al, standard assessment methods and techniques,
and research on large-scale use of Al, with efforts
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China’s Al policies can be divided into five stages
according to the time of release of key Al policy
documents: Stage 1 (before 2013), of potential
development, where few policy documents were
released and Al was not specified as a national
priority; Stage 2 (2013-2015), of preliminary
development, where the importance of Al began
gaining recognition across all circles of society;
Stage 3 (2015-2016), of rapid development, where a
lot of policies documents were released and Al was
elevated as a national strategy; Stage 4 (2016-2017),
of stable development, where understanding of Al
R&D and industry development was increasingly
mature and policy documents came out stably;
and Stage 5 (2017 to the present), of steady
iteration, where all sectors have a more pragmatic
understanding of Al and related policies are more
specifically targeted.

4.2.2 Evolution of China's National Al Policy
Themes

Corresponding with the release of key policy
documents, each stage had remarkably different

themes.

In Stage 1 (2009-2013), Al policy themes focused
on loT, information security, database, Al and
infrastructure. In this stage, Al R&D and applications
did not attract public attention and were mainly
discussed in the academic fields, especially in

computer science research.

In Stage 2 (February 2013-May 2015), the main
Al policy keywords, in the descending order of
frequency, included loT, technical standards,
infrastructure, big data and Al. In this preliminary
stage of Al development, all circles of society
gradually realized the importance of Al and policy
adjustments were made that reflected increasing

importance attached to technologies such as
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big data and infrastructure and emphasized
the creation of standards in the early stage of Al

development;

In Stage 3 (May 2015-March 2016), the main Al
policy keywords included big data, infrastructure,
loT, cloud computing and data sharing. This stage
saw rapid Al development in China, marked by the
release of a large number of Al policy documents,
the enshrining of Al development as a national
strategy and the focus of Al policy keywords
on infrastructure, especially on big data, cloud
computing, data sharing and Al infrastructure. It can
be seen that this stage saw the entry of Al into the
big data era and related policies began attaching

importance to mining and analysis of massive data;

In Stage 4 (March 2016-July 2017), the main
Al policy keywords, in the descending order of
frequency, included big data, Al, infrastructure, loT
and cloud computing. This stage represented a
period of stable Al development in China, which saw
an increasingly mature understanding of Al R&D
and industry development and an increase of Al
policy documents issued. The frequent mentioning
of Al indicated a sharp increase of attention paid by
all circles of life to Al, and relevant segments of the
Alindustry began experiencing rapid development.

In Stage 5 (July 2017-the present), the main Al
policy keywords included Al, big data, information
security, cloud computing and infrastructure. This
stage experienced an Al fever and since then has
seen a more pragmatic understanding of Al from
all sectors of life and a greater specificity within
produced Al policy documents. In this stage, Al,
supported by technologies such as big data, cloud
computing and information security as well as
rapid development of relevant infrastructure, has

become a national strategic industry.
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5.2.1 Al's Impact On Education and
Employment

The ultimate purpose of developing Al is not
to replace humans but make humans smarter,
where education will play a key role. By increasing
productivity, Al liberates humans from mechanical,
repetitive or dangerous labor and allows them to
have more time at their disposal and focus more
on developing and improving their potential of
innovation, thinking, aesthetic appreciation and
imagination. From the perspective of knowledge
acquisition, with reduced mandatory labor and
increased discretionary time, people will be able to
acquire more soft knowledge that is closely related
to human emotions and cannot be easily converted
to data that can be processed by Al and therefore is

more difficult to be learned or grasped by machines.

The intrinsic nature of education determines that
personalization will be a basic direction of education.
The talents needed in different periods vary
greatly. In the Al era, personalized learning and
communication and collaboration on different
dimensions will become the main methods of
learning, and students can get more personalized
learning content support. At present, Al applications
in education are mainly focused on the following
areas: adaptive (personalized) learning, virtual
teaching, educational robot, science and technology
education based on programming and robotics,
and situational education based on VR/AR. Learning
in ways that are working to individual students
will not only increase learning efficiency but also
help keep a high level of interest in learning. In-
depth applications of Al in education are not for
the purpose of replacing teachers but to make
teaching more efficient and fulfilling for teachers.

Furthermore, in the Al-enabled educational system,

China Al Development Report 2018

there will be much higher requirements on students'
ability to import and export information and learn
independently, and the development of innovation

skills will also become an important direction.

With the replacement of humans by machines for an
increasing amount of onerous work or manual labor
as technological development steadily advances,
humans will face unprecedented challenges while
enjoying the benefits of this replacement. In fact,
more and more people are already worrying about
their jobs being taken by Al or the prospect of their
eking out a living in the shadow of Al. According to an
estimate of the likelihood of jobs being replaced by Al
in China, the coming 20 years will see approximately
76% of the working force being impacted by Al, or
65% if only the non-agricultural working force is
considered®. At the same time, however, Al will also
create new jobs. According to a survey, Chinese
technology firms will expand their Al team by an
average of 20% annually, and this demand for Al
specialists will grow further. An expert from the
Education and Examination Center of MIIT said that
the demand for Al specialists in China will likely

increase to five million in the coming several years.*

It can be safely averred that as Al transforms
industries and consumption, some jobs will become
things of the past and at the same time Al will
incubate a series of new jobs. On the other hand,
the human-machine relations will be restructured
with the emergence of a new job market where non-
routine cognitive jobs will be difficult to replace and
have higher requirements on innovation skills, deep

thinking and imagination.

As mechanization and intelligent automation give
rise to a new employment landscape, vigilance needs

to be exercised with respect to ensuing issues such

* Chen Yongwei, “How Al Will Impact Employment”, Journal of Northeast University of Finance and Economics, No. 3, 2013

* Al: Job Destroyer or Job Creator

http://www.xinhuanet.com/tech/2018-02/26/c_1122452172.htm
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as rising unemployment, widening wealth gap and
social instability. The impact of Al will be continuous
and so will its multifaceted impact on education and
employment. Therefore, it is necessary to explore
the educational and employment mechanisms that

match and adapt to the technological revolution.

5.2.2 Al's Impact on Privacy and Security

Today, personalized experience has been
emphasized in many consumption scenarios as
personally and situationally relevant services
gradually become one of the main directions of
Al-driven innovation. With information access
increasingly based on social media and user
attention being more and more fragmented,
service providers will strive to create more flexible
and convenient consumption scenarios and
provide better user experiences. Meanwhile, the
development and maturing of speech recognition,
face recognition and other capabilities derived from
machine learning algorithms will allow businesses to
get an unprecedented understanding of customers
based on customer profile analysis and provide more
satisfying experiences through precisely targeted
and differentiated services. On the other hand, this
ability, while promising an enormous business value,
will pose some challenges to the existing regulatory

framework and public security.

The virtual online space makes it easy for the
collection and sharing of personal data and greatly
facilitates the storage, analysis and exchange
of information including identity IDs, health
information, credit records, and location and
movement information. However, at the same
time, this makes it more difficult to determine how
personal information was leaked and the degree
of leakage. Examples include how to define the

ownership of patients' electronic medical records

and personal information in Al-supported smart
healthcare, how to regulate hospitals' acquisition
and use of patients' private data, and the copyright
of Al-generated works. The open industry ecosystem
will also make it difficult for regulatory authorities
to determine the objects of regulation and blur the

boundaries of laws.

The wide use of Al will bring about a radical change
in human-machine relations in the form of a new
mutually embedded relationship as human-machine
interaction becomes increasingly complex. The
unpredictability and irreversibility of the blurring
of time and space and of virtual reality and reality
will likely trigger a series of potential risks. Unlike
information leakage that is often neglected by
people, Al may be used by people with a secret
agenda for fraud and other criminal activities, such as
impersonation fraud on social media based on data
profiling of personal information illegally obtained
and security breach with information including
image, video, audio and biometric information
based on Al-enabled learning and simulation, as
demonstrated by the hacking last year of iPhone's
face ID system. In terms of potential risk, many things
such as drones, autonomous cars and intelligent
robots are vulnerable to intrusion and unauthorized

control for fraudulent or other criminal purposes.

5.2.3 Al's Impact on Social Equality

As Al R&D and applications make giant strides, a
series of value issues have gradually surfaced. At
present, there are still a lot of internet illiterates and
old-timers who are defined as “outsiders” in the Al
era which has even higher requirements on people’s
educational level and technology literacy’. As Al
technology advances, the digital divide will widen
even further and translate into a divide in access to

services and benefits. In the Al era, it will become

° Sun Weiping. “Reflection on the Value of Al”, Philosophical Researches, No. 10, 2017
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even more difficult for the “outsiders” to access
convenient intelligent information services and

scarce service resources.

For human society, Al technology should be for the
benefit of all in accordance with the principle of
equality and has the benefits and conveniences it
brings accessible to as many people as possible.
At the Beneficial Al conference held in Asilomar
in the United States in early 2017, the “Asilomar
Al Principles” were emphasized, i.e. developing
Al in a way that is safe, transparent, responsible,
accountable, contributable to society and for the
benefit of the majority of people. *The best way to
promote harmonious and positive human-machine
relations is to make public services benefit all regions,
all industries and all groups equally. Therefore, amid
rapid Al development, it is necessary to think and
come up with methods of using Al to improve basic
public service platforms to steadily narrow the digital
divide, build an efficient, developed and livable
intelligent society, advance social inclusiveness and
sustainable development, and create a beautiful
future where the benefits of technology are enjoyed

by all citizens.

5.3 Survey of China's Al Education

5.3.1 Current Situation of China's Al
Education Development

As an interdisciplinary emerging technology field,
Al involves various disciplines such as computer
science, mathematics, neuroscience, statistics,
electronic information engineering and automation.
The basic courses in the field of Al mainly include
basic computer courses such as programming

language, algorithm design and data structure,

China Al Development Report 2018

as well as basic mathematics courses such as
probability and mathematical statistics, numerical
analysis and mathematical planning, and also
courses related to engineering and natural sciences

and humanities.

Since the Ministry of Education approval of the
"Intelligent Science and Technology" undergraduate
program at Peking University in 2004, higher
education in Al has attracted more and more
attention from universities. By July 2017, there
had been as many as 36 universities approved by
the Ministry of Education to offer the "Intelligent
Science and Technology" undergraduate program,
in addition to 79 programs related to Al’. Universities
including University of Chinese Academy of Sciences,
Xidian University, Nanjing University, Chongging
University of Posts and Telecommunications, Hunan
University of Technology, Changchun University
of Science and Technology, Tianjin University and

Nankai University have established their Al colleges.’

In terms of undergraduate education, the Next
Generation Artificial Intelligence Development
Plan issued by the State Council in 2017 clearly
pointed out that it is necessary to “improve the Al
discipline structure, establish the Al specialty, and
promote Al as a first-level discipline”, and requires
Al pilot universities to establish their Al colleges as
soon as possible. The Argumentation Report on
Intelligence Science and Technology as a First-level
Discipline issued by Chinese Association for Artificial
Intelligence (CAAI) made the suggestion that the first-
level discipline Intelligence Science and Technology”
be divided into five second-level disciplines

» o«

including “brain cognition”, “machine perception

» o«

and pattern recognition”, “natural language

® Duan Weiwen. “Value Examination and Ethical Regulation in the Al Era”, Journal of Renmin University of China, No. 6, 2017
" Data source: “Call for Al as a first-level discipline”, Guangming Daily http://epaper.gmw.cn/gmrb/html/2017-07/28/

nw.D110000gmrb_20170728_1-06.htm

® Data source: Nankai University and Tianjin University inaugurate Al colleges on the same day, focusing on robotics and brain

cognitionhttps://www.thepaper.cn/newsDetail_forward_2133192
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on Al (AI100), academic activity is the main driving
force of Al’s stable development in its budding phase
in the United States. The same thing is also true in
China where research institutes and universities
have generated the overwhelming majority of Al
knowledge. Researchers from research institutes and
universities represent 89% of all Al talents in China
and are also leading forces in Al paper publication
and patent application. Some research institutions
and universities, such as the Chinese Academy of
Sciences System and Tsinghua University, have
become the powerhouses of China’s Al technology
development and held an important position in the
world as well. However, it should also be realized
that the substantial increase of scientific papers
published by Chinese researchers in recent years
has been on the one hand attributable to China’s
continuously increasing investment in R&D but
on the other hand also had much to do with the
over-emphasis on “papers” and “number-first”
orientation in China’s researcher evaluation system.
In spite of the impressive growth of high-impact
papers published by Chinese researchers in this field,
research achievements that are original, ground-
breaking or seminal, especially in basic research, are

still very scarce.

China is already the world's largest patent applicant
and the largest invention patent applicant and has
more Al patent applications than the United States
as well. However, it should be soberly realized that
China’s rapid patent growth—if not explosion—
in recent years, while propelled by the country’s
economic transformation and transition from
factor-driven to innovation-driven, has had much
to do with all kinds of incentive policies, including
performance evaluation indicators. Moreover, a large
part of the patent applications in this field has been
technological applications rather than underlying
principles and key technologies. Compared to their
foreign counterparts, Chinese Al companies are

technologically less inventive and far behind domestic

China Al Development Report 2018

universities and research institutions in Al patenting.
Even recognized domestic Al giants such as Baidu,
Alibaba and Tencent (BAT) don’t have an impressive
performance in Al talent, papers and patents, while
their U.S. competitors like IBM, Microsoft and Google
lead Al companies worldwide in all indicators.
Goldman Sachs’ report, China’s Rise in Artificial
Intelligence, found that while Chinese internet giants
have comparable R&D expenditure as a percentage
of revenue, they are left far behind by their U.S.
counterparts in terms of the absolute amount.
China, though already the world’s second largest
Al ecosystem, still faces a significant gap with the
United States.

In terms of leading enterprises, SGCC is the most
prominent enterprise in both Al paper publication
and Al patenting, which not only leads other Chinese
enterprises by a big margin but also is high-ranked
internationally. In China's Al patenting, electric
power engineering is a prominent field. The fact that
it has been either unmentioned or not highlighted in
previous Al studies shows that the integration of Al
with energy systems is likely an area that has been
more or less neglected and represents a potential
new direction of expansion of Al applications in China
which will contribute to low-carbon transformation of
the energy sector. This example also demonstrates
that it is ill-advisable to confine Al research to a
number of emerging application areas and that
the integration of Al with traditional sectors might

represent a more promising direction.

International collaboration and industry-university
collaboration are important means of advancing Al
development. As many as 42.64% of top papers on Al
in the world were from international collaboration,
versus 53% for China. As countries have different
priorities and strength areas in Al development,
international collaboration is significant by
combining strengths and overcoming weaknesses

and thereby promoting technological innovation
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and should be encouraged and facilitated. At the
same time, it should be noted that there is a lot of
Al knowledge lying idle at Chinese universities and
research institutions, and it is imperative to increase
industry-university collaboration to promote
Al knowledge application and transformation.
According to the statistics, China’s Al papers resulting
from collaboration between research institutes and
enterprises accounted for only 2.55% of its all Al
papers, versus more than 6% for the United States,
the United Kingdom, France and Germany. The
researchers at big international technology firms
represented by Microsoft, Google and IBM have
not only filed for many patents, but also published
a large number of papers, including high-impact
papers. Some small and medium-sized technology
firms, such as Deep-Mind and OpenAl, have even
come to the forefront of Al research. Al is unlike
traditional research areas in that the required
resources such as data and computing power
are controlled by large companies, meaning that
they have better conditions than universities and
research institutes to conduct research and tackle
frontier issues. Therefore, to advance research and
applications in frontier areas of Al, China needs to not
only encourage university-industry collaboration but
also explicitly support enterprises to engage in basic Al

research.

With respect to the environment of Al development
in China, both the central government and local
governments have released policies in support of
Al development; the capital market has shown a
great enthusiasm for Al; most citizens have shown
an optimistic attitude towards Al and a high interest
in Al products; and there are all kinds of Al courses
offered by universities and online education
platforms which have been well received by young
people. All these factors point to Chinese society's
overall positive and optimistic attitude to Al, which
has provided a very favorable environment in

terms of policy, public opinion, market and talent
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for Al development. Policy keyword analysis found
that local governments have shown a tendency of
“following the steps of the central government” and
“chasing after hot areas”, raising the issue of how to
avoid the problem of “redundant investment” which
has frequently occurred in traditional industries and
emerging strategic industries while promoting the
sound development of Al, which policymakers need
to come to grips with, especially in the new context
of pursuing high-quality development. On the other
hand, our survey has shown some worry and doubt
of the public about Al development, a sentiment
that has increased with media reports on relevant
issues. Currently, China’s Al policy has emphasized
on promoting Al technological development and
industrial applications and hasn’t given due attention
to such issues as ethics and security regulation. There
are two extremes of view on Al, one considering Al
as a "cure-all" and the other demonizing it. How to
properly guide the public opinion and attitude, strike
a good balance between promoting Al development
and putting Al development in an effective requlatory
framework, and avoid the various negative issues
that have previously occurred in other areas such as
genetically modified food, will be a challenge and test

of the government's governance ability and wisdom.

6.2 Research Limitations and
Prospect

At present, Al still lacks a clear universal definition,
a tricky issue that is all too often encountered in the
research of this emerging area. Although this report is
based on a list of Al keywords strictly scrutinized and
validated by experts, it cannot completely exclude
activities which do not have much to do with core
Al technologies. The use of keyword co-occurrence
search as well as bibliometrics to identify Al academic
output may lead to a broader, looser scope of data
included. Given Al is an emerging phenomenon,
a lot of industry statistics such as sales, corporate

R&D, and gross product value are not up to date,
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and therefore the industry development data in this
report may not reflect the complete picture, which
requires a set of more clear-cut criteria and more
data investigation. Due to data availability, Al talent
in this report is confined to researchers who have
published Al papers or patents and thus Al specialists
working in the industries may be less represented.
Moreover, this report only examines the overall
development of Al without scrutinizing its vertical
areas such as infrastructure, hardware and data. All
these are very important pillars of Al development

and will be further examined in our future research.

China’s Al development already enjoys very
favorable conditions in the form of not only a vast
application market and rich data but also strong
policy support from the central government and
local governments. But for China to become an Al
superpower, the journey ahead is long and arduous.
China must strengthen basic research, optimize
the research environment, develop and attract
top-tier talent, and make breakthroughs in core
basic areas of Al to put the country's development

on a solid foundation. Meanwhile, China needs to

China Al Development Report 2018

encourage university-industry collaboration to make
enterprises a major force in Al innovation. China’s
Al policy research, which has so far tilted towards
industry development and industry progress, should
be more focused on the social impact and ethical
implications of Al. Al technology development should
be accompanied by social foresight with a view to
supporting policymaking that steers Al development
in anticipation of the technology roadmap and
potential social impacts. Meanwhile, it is important
to create mechanisms of public engagement in
policy-making so that policies reflect and incorporate
inputs from all sectors of society. Universities,
research institutions and specialized research teams
should also organize seminars and create relevant
technical standards and norms and incorporate
them in their educational or research activities.
Finally, China should get actively involved in the
global governance of Al and play a prominent role in
relevant areas such as Al technology development,
risk prevention and formulation of Al ethics norms
to advance Al development for a beautiful future of

human society.
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public policy and management discipline in China
and provides policymaking bodies with detailed
comprehensive policy data and advisory and
research support. The center has collected more
than 1.6 million policy documents issued by China’s
central government and local governments since
1949 in a steadily expanding database with an
addition of more than 150,000 policy documents

MEREZ
RARSHAME!
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annually. The center has a proprietary government
documents information management system
(IPolicy) which consists of data collection and
input, full-text indexing and bibliometric analysis
modules with extensive functions including new
documents collection, formatted input, centralized
management, online query, model analysis and
thematic customization.

ScientistIn is an important platform serving
innovation-driven regional development initiated
by Yangtze Delta Region Institute of Tsinghua
University, Zhejiang. Operated by Beijing Saishi
Technology Co., Ltd. founded by a Tsinghua-
Harvard team with investment from the Institute,
Scientistln is committed to integrating wisdom and
expertise of Chinese scientists worldwide to provide
process services for enterprises’ technology-driven
business transformation and provide policymakers

©C Clarivate | ygmz

with data support, on a mission to seek value for
knowledge. Scientistln currently has a Chinese
expert database with 11 million entries and an
international expert database with 6.5 million
entries, including 4 million reachable; a patent
database with more than 18 million entries; an S&T
project database with 500,000 entries; a database
of 800,000 Chinese technology companies; and
S&T big data resources including local government
industry plans nationwide.

Clarivate Analytics is the global leader in providing
trusted insights and analytic. We enable trailblazers
around the world to turn novel ideas into disruptive
innovation and accelerate the pace of innovation
and internationalization. We support the innovation
and internationalization of global customers with
comprehensive intellectual property and S&T
information and decision support tools and services
and help governments, academics, publishers and

businesses discover new ideas, protect innovation,
and achieve commercialization. We offer some
of the most trusted brands across the innovation
lifecycle, including Web of Science™ (including
Science Citation Index, i.e. SCI), InCites™, Derwent
Innovation™, Derwent World Patents Index™ (DWPI),
Cortellis™, CompuMarkMark™, Monitor® and

Techstreet™, among others.
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development based on theoretical and applied
research, policy advice, pre-planning research and
personnel training, CIEDS strives to build a leading
strategy research institute featuring "small entity, large
alliance, network-based collaboration™ and a top-level
thinktank in engineering science and technology and
an important member of China's high-level thinktank
network. Its main functions include 1) undertaking
engineering development strategies advisory research
projects of the Chinese Academy of Engineering
and providing advisory services for the strategic
policymaking of the state and relevant ministries and
commissions; 2) conducting research on important

China Al Development Report 2018

theoretical issues of engineering development and
building a database of engineering development
strategy and policy documents; 3) conducting
research on theories, methods and processes of
engineering development strategy formation and
advancing relevant disciplines relating to engineering
development; 4) developing research, teaching and
management personnel in engineering development
strategies; 5) providing engineering strategy advisory
services for large enterprises, public institutions and
social organizations; and 6) advancing international
exchange and cooperation in engineering development
strategy research.

Copyright statement

No part of this report may be (i) copied, photocopied or duplicated in any form by any means or (ji) redistributed
without the prior consent of CISTP. If you are seeking permission to use this material or are in any doubt please

contact our communications manager at the following address tanghb15@mails.tsinghua.edu.cn.
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Executive Summary

This report explores China's participation in venture deals! financing early-stage technology companies to assess: how
large the overall investment is, whether it is growing, and what technologies are the focus of investment. Chinese
participation in venture-backed startups is at a record level of 10-16% of all venture deals (2015-2017) and has
grown quite rapidly in the past seven years. The technologies where China is investing are the same ones where

U.S. firms are investing and that will be foundational to future innovation: artificial intelligence, autonomous vehicles,
augmented/virtual reality, robotics and blockchain technology. Moreover, these are some of the same technologies of
interest to the U.S. Defense Department to build on the technological superiority of the U.S. military today. The rapidity
at which dual-use technologies are developed in the commercial sector has significant impact on the nature of warfare;
mastering them ahead of competitors will “ensure that we will be able win the wars of the future”?

Because the U.S. economy is open, foreign investors, including those from China, are able to invest in the newest
and most relevant technologies gaining experience with those technologies at the same rate as the U.S. does. The
U.S. government does not currently monitor or restrict venture investing nor the potential transfer of early-stage
technology. The primary tool the government has to block or mitigate foreign investment is the Committee on
Foreign Investment in the United States (CFIUS); however, since CFIUS reviews specific deals on a case-by-case basis
(rather than systematic assessments of acquisitions or acquirers) and only deals that involve a controlling interest by
foreign investors (usually mergers and acquisitions), CFIUS is only partially effective in protecting national security
since its jurisdiction is limited. The other principal tool to inhibit technology transfer is the U.S. export control regime.
Export controls are effective at deterring exports of products to undesirable countries and can be used to prevent
the loss of advanced technologies but controls were not designed to govern early-stage technologies or investment
activity. Importantly, to be effective, export controls require collaboration with international allies, a long process
where cooperation is not assured.

Further, venture investing is only a small part of China’s investment in the U.S.--which includes all forms of
investment and investor types. Investing is itself only a piece of a larger story of massive technology transfer from the
U.S. to China which has been ongoing for decades. This report places venture investing within the larger context of
China’s long-term, systematic effort to attain global leadership in many industries, partly by transferring leading edge
technologies from around the world.

U.S. military superiority since World War Il has relied on both U.S. economic scale and technological superiority. U.S.
technological pre-eminence enabled the series of offset strategies which included being first with nuclear weapons
(the First Offset) and the electronics-enabled weapons of night vision, laser-guided bombs, stealth and jamming
technologies as well as spaced-based military communications and navigation enabling the U.S. to dominate the
battlefield (the Second Offset). Much of this technology came from research sponsored by the U.S. government and

* Aventure deal is a financing that provides startup or growth equity capital provided by private investors, usually venture capitalists.

2The 2018 National Defense Strategy recognizes the critical role of technology development in the commercial sector for national security purposes: “The drive to
develop new technologies is relentless, expanding to more actors with lower barriers of entry, and moving at accelerating speed. New technologies include advanced
computing, “big data” analytics, artificial intelligence, autonomy, robotics, directed energy, hypersonics, and biotechnology—the very technologies that ensure we will
be able to fight and win the wars of the future. The fact that many technological developments will come from the commercial sector means that state competitors
and non-state actors will also have access to them, a fact that risks eroding the conventional overmatch to which our nation has grown accustomed. Maintaining the
department’s technological advantage will require changes to industry culture, investment sources, and protection across the National Security Innovation Base.” p. 3
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the Defense Department specifically. However, the technologies which will create the Third Offset are to a large
extent being developed by early-stage technology companies with significant commercial markets. If we allow China
access to these same technologies concurrently, then not only may we lose our technological superiority but we may
even be facilitating China’s technological superiority.

That China will grow to be an economy as large as ours may be inevitable; that we aid their mercantilist strategy
through free trade and open investment in our technology sector is a choice. As a result, while strategic competition3
with China is a long-term threat rather than a short-term crisis, preserving our technological superiority and
economic capacity are important issues for national focus today.

Key Points

epic.org

China is executing a multi-decade plan to transfer
technology to increase the size and value-add of
its economy, currently the world’s 2nd largest. By
2050, China may be 150% the size of the U.S.#
and decrease U.S. relevance globally®.

Technology transfer to China occurs in part
through increasing levels of investment

and acquisitions of U.S. companies. China
participated in ~16% of all venture deals in
2015 up from 6% average participation rate
during 2010-2015.

China is investing in the critical future
technologies that will be foundational for
future innovations both for commercial and
military applications: artificial intelligence,
robotics, autonomous vehicles, augmented
and virtual reality, financial technology and
gene editing. The line demarcating products
designed for commercial vs. military purposes is
blurring with these new technologies.

Investments are only one means of technology
transfer, which also occurs through the
following licit and illicit vehicles where the
cost of stolen intellectual property has been
estimated at $300 billion per year.6

- Industrial espionage, where China is by far the
most aggressive country operating in the U.S.

EPIC-19-09-11-NSCAI-FOIA-20200430-4th-Production-pt5-Outside-Reports-Resources

- Cyber theft on a massive scale deploying
hundreds of thousands of Chinese
army professionals

- Academia, since 25% of U.S. STEM graduate
students are Chinese foreign nationals

- China’s use of open source information
cataloguing foreign innovation on a large scale

- Chinese-based technology transfer organizations

- U.S.-based associations sponsored by the
Chinese government to recruit talent

- Technical expertise on how to do deals
learned from U.S. firms.

China’s goals are to be #1 in global market
share in key industries, to reduce reliance on
foreign technology and to foster indigenous
innovation. Through published documents such
as Five-Year Plans and Made in China 2025,
China's industrial policy is clear in its aims of
import substitution and technology innovation.

There are several examples of Chinese
indigenous innovation where China is doing
much more than copying technology.

The U.S. does not have a comprehensive
policy or the tools to address this massive
technology transfer to China. CFIUS is one of
the only tools in place today to govern foreign
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investments but it was not designed to protect - China’s targeted investments to close the
sensitive technologies. CFIUS is only partially gap in capabilities between its military and
effective in protecting national security given the U.S. military.

its limited jurisdiction. ) )
- Industrial espionage and cyber theft mean

« The U.S. government does not have a holistic key defense designs and plans are in
view of how fast this technology transfer is Chinese hands.
occurring, the level of Chinese investment
in U.S. technology, or what technologies we
should be protecting.

- There is no agreed upon list of
technologies to protect for the future
though an effort exists today to delineate

« DoD has several specific areas of risk resulting technologies critical to current acquisition
from the scale of China’s investments and its programs (JAPECY).
technology transfer:

- Supply chains for U.S. military equipment
and services are increasingly owned by
Chinese firms.

3 As discussed in the summary of the 2018 National Defense Strategy, the central challenge to U.S. prosperity and security is the “reemergence of long-
term strategic competition” by revisionist powers such as China and Russia.

4 According to The Economist, U.S. GDP will be $70 trillion by 2050 and China’s GDP will be $105 trillion. “Long Term Macroeconomic Forecasts--Key
Trends to 2050,” The Economist Intelligence Unit (2015).

5The U.S. has not competed with an economic rival that could be larger than its own economy in 150 years.

¢“The IP Commission Report: The Report on the Theft of American Intellectual Property,” National Bureau of Asian Research (May, 2013). Retrieved at
http:/www.ipcommission.org

7 Joint Acquisition Protection & Exploitation Cell, described on p. 12 of this paper.

China’s Growing Investment in the
U.S. & in U.S. Technology

China’s Global and U.S. Investment

China’s global foreign direct investment (FDI) is growing rapidly and is at a record level in a range of $200-250
billion, with $213 billion in announced acquisitions in 2016.8¢ China’s FDI investment in the U.S. in 2016 was $45.6
billion and cumulative FDI in the U.S. since 2000 now exceeds $100 billion.’® China's investment stems from a
variety of motivations. As China's economy has grown to the world’s second largest, there is a commercial interest
in expanding to other markets as well as a motivation for companies and individuals to diversify their investments
geographically and politically as well as hedge against currency fluctuations. With the recent concerns about
devaluation of the currency relative to the U.S. dollar and concerns about the underlying economic fundamentals,
Chinese investors have made more investments overseas and this has led to an increased level of capital controls.*
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China’s U.S. Technology Investment

China’s total investment in U.S. technology (electronics, information and communications technology, biotech and
energy) for the past decade, 2006-2016, totaled $35 billion and in 2016 was about $8.5B.%2 Since the U.S. is a global
leader of technological innovation, it is logical that China would seek to make increasing investments in U.S. technology
companies. While it is likely that China’s investment in technology is driven in part by commercial interests, it is unlikely
this is the sole reason given China’s explicit technology goals. Investment is one of the means for China to accomplish
its technology transfer goals.™® Both these goals and China’s multiple vehicles for technology transfer are described later.

China’s U.S. Early-Stage Technology Investment

Chinese investment activity in early stage technology deals is also growing rapidly and peaked in 2015 with Chinese
investors participating in 271 deals, with total deal value of $11.5 billion. This represented almost 16% of the value
of all technology deals in that year ($72 billion).** China invested on the order of $3-4 billion in early stage venture
deals in 2015. The specific technology areas of these investments are covered in the next section.

These investments are consistent with China’s goals made clear in President Xi Jinping’s statements, successive Five
Year Plans, Made in China 2025 and Project 863," namely, to:

« Establish China as one of the most innovative countries by 2020 and a leading innovator by 2030;*
« Become a leading global science and technology power by 2049 -- the 100th anniversary of the PRC;

« Double down on R&D of core information and communications (ICT) technologies...to develop technologies on
its own, acquiring expertise from abroad when indigenous development is not possible.

The growing investments in U.S. technology overall, and early-stage ventures in particular, comprise a part of China’s
plan to acquire expertise from abroad and to develop indigenous innovation.

&Lingling Wei, “China Issuing ‘Strict Controls’ on Overseas Investment,” Wall Street Journal (November 26, 2016). Retrieved at http:/www.wsj.com

7 While China’s global FDI has been growing at 33% annually since 2003, a leading China think tank expects global FDI to decline in 2017 to a level closer to 2015 and
well below $200 billion. Lingling Wei, “China’s Overseas Funding to Shrink,” Wall Street Journal (January 14, 2017)

©Thilo Hanemann and Daniel Rosen, “Chinese Investment in the United States; Recent Trends and the Policy Agenda” Rhodium Group Report (December 9, 2016).
Retrieved at http:/www.rhg.com

*These capital controls and the slower growth rate of the Chinese economy are likely primary causes for the forecasted China global FDI to decline in 2017.
2 China Investment Monitor, Rhodium Group, January 17, 2017; Retrieved at http:/www.rhg.com

13“This strategy seems to be increasingly the norm in the tech industry, with Chinese companies making investments to soak up strategic technologies, capabilities,
talent and brands that they can then take home.” Ana Swanson, “Gold Rush: Chinese Tech Companies Invest Overseas,” CKGSB Knowledge (April 20, 2015). Retrieved
at http:/knowledge.ckgsb.edu.cn/2015/04/20/finance-and-investment/gold-rush-chinese-tech-companies-invest-overseas/

“Data retrieved from CB Insights, October, 2017; data includes all rounds: Seed/Angel, Series A-E+, Convertible Notes, and “Other VC” investments.

5 Project 863 is shorthand for the month (3/March) and year (1986) when it was introduced by China’s leading strategic weapons pioneers to Deng Xiaoping. The
proposal was approved and served as China’s leading industrial R&D program, importantly reforming decision making to be less stove-piped and more collaborative;
reorienting the procurement process; investing in training of technical experts; and developing technologies of strategic value.

X Sets Targets for China's Science, Technology Progress” Xinhua (2016, May 30). Retrieved at http:/www.xinhuanet.com
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Table 1: Dispersion of Chinese Investment in U.S. Venture Capital Market, 2010 - 2016

Showing deals from Jan 01, 2010 - Oct 31, 2017

Seed/Angel Series A Series B Series C Series D Series E+
% of deals 32.73% 26.31% 1712 12.31% 5.70% 5.79%
Avg. deal size 32.73% $12.9M $34M $40.3M $61.1M $167.6M
Median deal size $1.4M $8M $17.5M $24M $36.5M $45M

A majority of the investment occurred in the Seed/Angel stage (33% of all deals), followed by Series A (26% of all
deals).?° This corresponds with the recent increase in Chinese investment in early-stage technology deals and indicates
that Chinese investors are interested in early looks at the most promising (even if yet unproven) technologies.

By country, China invests far more in U.S. early stage technology companies than any other country outside the
U.S. Details on this comparison by country are in Appendix 1.

Investment in Critical Technologies

China-based investors are particularly active in the emerging technology sectors of Artificial Intelligence, Augmented
Reality/Virtual Reality, Robotics and Financial Technology. In 2015, Chinese investment in this portfolio of
technologies represented approximately 20% of their overall investment, rising to 40% in 2016 and at 29% through
the first three quarters of 2017.%

Artificial Intelligence (Al): Between 2010-2017, Chinese investors participated in eighty-one Al financings,
contributing to the roughly $1.3 billion raised. Participation accelerated in 2014 and has continued through the
end of the third quarter of 2017, with Chinese investors active in sixty-nine deals and $1.2 billion in financing.

Robotics: Chinese entities were active in nearly $237 million of financing for Robotics startups between 2010-
2017. Deal activity peaked in 2015 with Chinese participation in twelve deals and $113 million in financing.

Augmented Reality/Virtual Reality (AR/VR): Chinese investors participated in $2.1 billion worth of deals during
the period 2010-2017. In 2016, China-based investors participated in seventeen deals, contributing to the $1.3
billion in total funding value.

Financial Technology (Fintech): Investments in Fintech, including blockchain technology, continued their rapid pace in 2016
and 2017 with Chinese investors participating in forty-nine deals, valued approximately at $1.4 billion. Overall, Chinese
investors have participated in 100 deals, representing $3.5 billion in funding for Fintech companies during 2010-2017.

2 Seed/Angel stage is typically the first investment in an idea before the idea is proven and often attracts a different class of investors than those who might lead a later

stage venture round (typically denoted by a letter such as “A”, “B”, etc.) leveraging a more proven idea or business model.

21 Charts of the Chinese investment activity in these four critical technologies are in Appendix 1 and select deals for 2016 are provided in Appendix 2 which illustrates

China’s technology focus in venture investing.
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Two important trends stand out with the new wave of technology being funded. First, the line demarcating products
designed and used for commercial versus military purposes is blurring with these emerging technologies. For
example, VR for gaming is at a similar level of sophistication as the VR used in simulators for our armed forces.??
Facial recognition and image detection for social networking and online shopping has real application in tracking
terrorists or other threats to national security; and much of today’s commercial autonomous vehicle technology and
drone technology solutions find their genesis in DARPA grants over the last two decades when the Department of
Defense sought to develop autonomy for war-fighting purposes.

The current export control regime and the policy apparatus for vetting foreign investment in the U.S.-both of which
are designed to keep sensitive technology, companies, and infrastructure out of the hands of our adversaries-are
built on a framework of being able to clearly distinguish dual uses of a technology. This distinction becomes difficult
when the technology itself is developed for commercial purposes and has widespread potential use as a fundamental
technology building block such as artificial intelligence. With the blurring of the line between civilian and military use,
faster development cycles and the increasing mobility of human capital globally, our current export control system
becomes handicapped as a tool to manage how and where technology transfer occurs.

Second, these technologies - from artificial intelligence to robotics and virtual reality - will be foundational so
that many applications or end-use technologies will be built upon them. These foundational technologies will be
component technologies for future innovations much the same way that semiconductors have been components
in all electronics, telecommunications and computing in the past several decades. This is especially true in the field
of artificial intelligence, where the U.S. government is actively making investments to create the third wave of Al
technology to achieve a future where machines can explain themselves to humans; where machines can create
causal models, not just correlations; and where machines can take what they learn in one domain and apply the
learnings to a completely different domain.?® The breakthroughs that come with these new technologies will be the
building blocks for innovations in the decades ahead. There is likely to be an interaction between the new capabilities
that are available (through innovations in robotics, artificial intelligence and virtual reality) and new generations

of uses, applications and products. The same phenomenon occurred when faster microprocessors, more storage

or higher networking bandwidth became available and led to future innovations such as cloud computing, mobile
phones and consumer applications for GPS. Consequently, it becomes even more critical that exports, foreign
ownership, and technology partnerships with foreign entities do not become conduits for technology transfers that
will directly enable key means of foreign military advantage. What is at risk for the U.S. is not only losing an edge in
the foundational technology, but also in successive generations of applications and products that the foundational
technology enables. According to Adam Segal, a specialist in emerging technologies and national security at the
Council on Foreign Relations, “The Chinese leadership is increasingly thinking about how to ensure they are
competitive in the next wave of technologies.”**

22 Major Loren Bymer, “Virtual Reality Used to Train Soldiers in New Training Simulator,” U.S. Army News & Information (August 1, 2012). Retrieved at https:/www.army.mil/article/84453

23 Ed Felton and Terah Lyons, “The Administration’s Report on the Future of Artificial Intelligence,” White House Blog , October 12, 2016. Retrieved at:
https:/www.whitehouse.gov/blog/2016/10/12/administrations-report-future-artificial-intelligence
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3. Private equity (PE). Chinese private equity is expanding at an unprecedented pace with the number of globally
active funds at 672 (2013-2015), the highest in five years. Total value of Chinese PE deals in 2016 (through
June) is at a record $18 billion worldwide. In 2016, Chinese PE firms participated in the $3.6 billion takeover of
Lexmark, the $2.75 billion purchase of Dutch chipmaker NXP Semiconductors and the $600 million acquisition
of Oslo-based Operat Software’s web browser business.?® Examples of Chinese private equity firms include AGIC,
Legend Capital and Golden Brick Capital and these often partner with U.S. private equity firms, such as TPG
(involved in acquiring a stake in China International Capital in 2012) and Carlyle (involved in purchase of Focus
Media Holding in 2013). One of the most globally active China PE investors is Yunfeng Capital started by Alibaba
Group founder Jack Ma.

4. Special purpose vehicles. There are also examples of special purpose investment vehicles like Canyon Bridge
(Chinese capital and U.S. management expertise combined) which are solely formed to purchase a company and
obscure the source of capital for a foreign acquisition, in this case, Lattice Semiconductor. Presumably, a special
purpose vehicle is formed to enhance the possibility that the transaction will be approved by CFIUS.

5. Acquisitions. Chinese acquisitions continue to increase dramatically with the largest globally being China
National Chemical Corporation’s proposed takeover of Syngenta (Swiss pesticides) for $43 billion. China’s
acquisitions of foreign companies are now equal to U.S. firms’ acquisitions of foreign companies. In the U.S., the
largest recent China-based acquisitions have been the electronics distributor, Ingram Micro ($6.1 billion) and the
U.S. hotel owner, Strategic Hotels & Resorts - owners of the Waldorf-Astoria Hotel ($8.1 billion).

As long as U.S. policy supports open investment by all nations, we can expect increased investment from China
through a broader number of vehicles, some cleverly designed to obfuscate Chinese capital and ownership. The
investment activity beyond acquisitions is not tracked by the U.S. government and we have limited visibility into the
investors, the technologies invested in, or the increase or decrease of investment flows, except through what is
tracked by private data sources. However, even these private data sources are not comprehensively tracked by the
U.S. government to assemble a holistic picture of what is happening.

28 Cathy Chan, “Chinese Private Equity Funds Are Taking on the World's Giants”, Bloomberg News (July 20, 2016)
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China’s Economic and Technology Goals

China has developed a leading global economy faster than any country in modern history. This transformation began
with the reform and opening of China’s economy under Deng Xiaoping in 1978. By 2015, China's GDP was $11.4
trillion compared to the U.S. at $18 trillion. However, in purchasing power parity (PPP), China is already slightly larger
than the U.S. This represents the first time the U.S. has not been the largest economy since it overtook the UK. in
1872.7 Since the U.S. economy is growing at 1-3% and China’s is growing at 5-7%, the trajectory is clear in narrowing
the GDP gap (some projections show China’s GDP exceeding U.S. GDP within the next decade)®°. The time scale during
which this growth occurred is stunning as China’s economy has grown from 10% of the U.S. economy in the 1970s to
the second largest global economy in just fifty years. Analogous growth in the U.S. economy to global leadership took a
century to achieve.

China plans to further transform its economy through a national focus on technology and indigenous innovation
with a goal of import substitution. To accomplish this, China aims to displace the U.S. in key industries using its large
market size to promote domestic champions which can become global leaders through state subsidies, access to low-
cost capital and limiting China’s domestic market access to foreign companies. China already leads the world in many
key industries including overall manufacturing (accounting for almost 25% of global manufacturing in 2012), autos,
high-tech products, where China produced 2.5 times the value of goods that the U.S. produced in 2012322  and
e-commerce®. Beijing is home to the most Initial Public Offerings (IPOs) (2x the dollar value of the U.S.) and is the
world’s largest e-commerce retail market®. In fact, China has the potential to lead in all internet-based industries aided
by discriminatory domestic policies such as data localization requirements, forced technology transfers and the Great
Firewall which enables control over the content and flow of data on the internet. Chinese domestic champions such as
Baidu, Tencent and Alibaba enjoy privileged market access in China and are market leaders domestically, while also
becoming leading global technology companies.

China’s leaders recognize that to achieve its economic goals, the economy must transform even faster in the

future than in its recent past. The Chinese government wants to “revitalize the nation through science, technology
and innovation.”*® President Xi's strategy is for China to develop its own industries to be leading globally, develop
more cyber talent, double down on R&D especially of core ICT technologies and transform China to be a
powerhouse of innovation. One area China has targeted for global leadership is the design and production of
semiconductors. “China’s strategy relies, in particular, on large-scale spending, including $150 billion in public and
state-influenced private funds over a 10-year period aimed at subsidizing investment and acquisitions as well as
purchasing technology.” *¢Several official source documents clearly support these long-term economic and technology
goals. (Summary descriptions of three documents are listed here with more documents and descriptions provided

in Appendix 5.)

27 Ben Carter, “Is China’s Economy Really the Largest in the World?” BBC News ( December 16, 2014)

3 Malcolm Scott and Cedric Sam, “China and the U.S.: Tale of Two Giant Economies’, Bloomberg News (May 12, 2016)

31 High tech products are defined by the World Bank as products with high R&D intensity such as aerospace, computers, pharmaceuticals, scientific instruments and electrical machinery
32 Jeff Desjardins, “China vs. United States: A Tale of Two Economies,” Visual Capitalist (October 15, 2015)

33 By 2010, China already led the world in several commodity industries where the US previously led such as steel (with 8x our output), cotton, tobacco, beer, and coal.

34 E-Marketer.com: “China Eclipses the U.S. to Become the World’s Largest e-Commerce Market.” Retrieved at
https:/www.emarketer.com/Article/China-Eclipses-US-Become-Worlds-Largest-Retail-Market/1014364 (August 18, 2016)
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o Made in China 2025 is a plan designed to align State and private efforts to establish China as the world’s
pre-eminent manufacturing power by 2049 emphasizing the integration of information technology. Key prioritized
sectors include advanced information technology, automated machine tools and robotics, aerospace and aeronautical
equipment, maritime equipment and high tech shipping and biopharma and advanced medical products.®”

« 13th Five Year Plan of 2016-2020 “Internet Plus”*® which deepens reforms and priorities called for in Made
in China 2025 and emphasizes stronger control by the government over national networks as China continues
to control the internet domestically and gains access to global networks by controlling key component and
telecommunications technologies. Key aspects include®”:

- Focus on catapulting China into a leading position in “advanced industries” including semiconductors, chip
materials, robotics, aviation equipment and satellites;

- Decreasing dependence on imports and innovation;
- Increasing R&D spending to 2.5% of GDP (up from 2.1% from 2011-2015);
- Creating a $4.4 billion fund to invest in startups and new technologies

« China’s Mega Project Priorities are 16 Manhattan-style projects* to focus on specific innovations. These
areanalogous to what is envisioned by Third Offset capabilities. In China these projects receive a national (not
just a military) focus. Here are some selected examples (a complete list is in Appendix 6):

- Core electronics, high-end general chips, basic software
- Next generation broadband wireless mobile communications

- Quantum communications

Classified defense-related projects (possibly satellite navigation and inertial confinement fusion)

Today, there are clear examples of Chinese indigenous innovation showing that China is doing more than copying
technology - China is making progress on President Xi's goal to become one of the most innovative economies by 2020:

o Micius Quantum Communications Satellite. The 2016 launch of the Micius satellite suggests an aggressive push
into quantum communications; expertise in quantum computing may someday enable the capability to break
many existing encryption methods (based on factoring).

o  Sunway TaihuLight Supercomputer. In June of 2016, China introduced the world'’s fastest supercomputer, the
Sunway TaihuLight capable of theoretical peak performance of 124.5 petaflops. The TaihuLight is the first system
in the world to exceed 100 petaflops (quadrillions of floating-point operations per second). More importantly,
the previous version of this Chinese supercomputer used Intel microprocessors but the Sunway TaihuLight uses
Chinese designed and manufactured microprocessors.**

35 “Xi Sets Targets for China’s Science, Technology Mastery” Xinhua (May 30, 2016).

3“Ensuring Long Term U.S. Leadership in Semiconductors,” Executive Office of the President, President’'s Council of Advisors on Science & Technology, January, 2017.
Retrieved at http:/www.whitehouse.gov/ostp/pcast

37Scott Kennedy, “Critical Questions: Made in China 2025,” Center for Strategic and International Studies” November 7, 2016. Retrieved at
http:/www.csis.org/analysis/made-china-2025.

3“China Unveils Internet Plus Action Plan to Fuel Growth,” The State Council for the People’s Republic of China. Xinhua (July 4, 2015) Retrieved at http:/www.english.gov.cn/policies
#Lulu Chang, “China Outlines its Latest FYP Called Internet Plus,” Digital Trends (March 6, 2016). Retrieved at http:/www.digitaltrends.com.
“Michael Raska, “Scientific Innovation and China’s Military Modernization,” The Diplomat (September 3, 2013), Retrieved at http:/www.thediplomat.com

41 Patrick Thibodeau, “China Builds World's Fastest Supercomputer without U.S. Chips,” Computerworld (June 20, 2016), Retreived at http:/www.computerworld.com
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« Cruise Missile Incorporating Artificial Intelligence. A cruise missile system with a high-level of artificial
intelligence: a “semi-autonomous” weapon having the capability to avoid defenses and make final targeting
decisions with a goal of destroying larger ships in a fleet like aircraft carriers.*?

« Consumer Drones. DJI's (Da-Jiang Innovation) market leadership in low-cost, easy-to-fly drones and aerial
photography systems which have made this company the standard in consumer drone technology accounting for
70% of the worldwide drone market.

o Autos. In the auto industry, China plans to take advantage of two paradigm shifts to further its lead in the world's
largest manufacturing industry: autonomous vehicles and electric vehicles. China is investing in an electric vehicle
supply chain including battery technology and aims to have 50% of the world'’s electric vehicle production and
90% of global battery production capacity.*®

According to Tangent Link, a U.K.-based provider of defense reports, “one of the enduring myths in many Western
CEO-suites is that the Chinese are great at copying and stealing, but will have difficulty ‘out-inventing’ the West. This
arrogant and outdated hypothesis is crumbling fast."+

By some measures of innovation, China is already leading and without question China’s capacity to innovate is rising:

« In patent applications, China already surpasses the U.S. with over 1 million patent applications received by
the China State Intellectual Property Office in 2015 (up 19% year over year) compared to 589,410 patent
applications received by the U.S. Patent and Trademark Office (up 2% year over year).*>

e In academic research papers, Chinese authorship of articles in peer-reviewed international science journals
increased such that China is now in 2nd place (2011) up from 13th place just a few years earlier.#

o China spent 1.6% of GDP in R&D in 2011 but has a stated goal of spending 2.5% of GDP R&D by 2020 - about
$350 billion.*” Combined U.S. business and federal government R&D spending is 3-4% of GDP.

« China awarded 1,288,999 Science, Technology, Engineering & Mathematics (STEM) degrees in 2014 - more
than double the degrees the U.S. awarded at 525,374 degrees.*®

To assess the comparative innovation capability between China and the U.S., McKinsey recently analyzed the
industries where China has an innovation lead.* In traditional manufacturing industries where low costs provide

a competitive advantage, China leads in innovation by leveraging a concentrated supply base and expertise in
automation and modular design (examples: electronics, solar panels, construction equipment). In consumer markets,
China leads given its market size (examples: smartphones, household appliances). In engineering markets, China has

42 John Markoff and Matthew Rosenberg, “China Gains on the U.S. in the Artificial Intelligence Arms Race,” The New York Times (February 3, 2017); and Lei Zhao,
“Nation’s next generation of missiles to be highly flexible,” China Daily (August 19, 2016)

43 John Longhurst, “Car Wars: Beijing’s Winning Plan” November, 2016.

44 “Quantum Leap: Who Said China Couldn't Invent?” Geo-political Standpoint (GPS) Report 85 (October 14, 2016), Tangent Link

45 “China vs. U.S. Patent Trends: How Do the Giants Stack Up?”, Technology & Patent Research. Retrieved at http:/www.tprinternational.com
46 Hannas, William C.; Mulvenon, James and Puglisi, Anna B. China Industrial Espionage. New York: Routledge, 2013. Chapter 3

47 Hannas, China Industrial Espionage, Chapter 3 and “The U.S. Leads the World in R&D Spending”, The Capital Group Companies (May 9, 2016). Retrieved at
http:/www.thecapitalideas.com

48 Jackie Kraemer and Jennifer Craw, “Statistic of the Month: Engineering and Science Degree Attainment by Country”, National Center on Education and the Economy
(May 27, 2016). Retrieved at http:/www.ncee.org

49 Erik Roth, Jeongmin Seong, Jonathan Woetzel, “Gauging the Strength of Chinese Innovation,” McKinsey Quarterly (October, 2015).
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mixed results leading in high-speed rail but not in aerospace, nuclear power or medical equipment. In
science-based industries such as branded pharmaceuticals or satellites, China is behind the U.S. but China is
investing billions of dollars to catch up. (The McKinsey analysis is provided in Appendix 7.)

Many of the critical future technologies attracting venture focus today such as artificial intelligence, augmented
reality and autonomous vehicles are likely to have large consumer-based markets implying that China will apply

its advantages both in efficiency-driven and customer-focused industries to these new technologies with the
potential to lead in innovation and be global market share leaders. The success of DJI in the consumer drone market
with 70% worldwide share is consistent with this McKinsey analysis. In artificial intelligence, the race between the
U.S. and China is so close that whether the Chinese “will quickly catch the U.S...is a matter of intense discussion and
disagreement in the U.S. Andrew Ng, chief scientist at Baidu, said the U.S. may be too myopic and self-confident

to understand the speed of the Chinese competition.””® And in the field of advanced industrial robotics, China is
leveraging its market and investment capital to ultimately lead in the design and manufacture of robots.”* Given there
are many industries where China already leads the world in innovation and given China’s massive scale and national
focus on science and technology advancement, it would be foolhardy to bet against China’s continued progress

even in the areas where they do not lead today. A further concern is that China’s long-term, national focus on
innovation and expertise in advanced manufacturing might make China a more attractive destination market for new
technologies--especially hardware technologies--since there is both less funding appetite in the U.S. for non-software
technologies and less of an ecosystem for developing and manufacturing these technologies.

Implications for the Department of Defense (DoD)

U.S. military superiority since World War I has relied on both U.S. economic scale and technological superiority. The
size of the U.S. economy allows DoD to spend $600 billion per year (while remaining only 3% of GDP in 2016) which
equals the defense spending of the next eight largest nations combined. In 2016, China was the second largest
spender at $215 billion, up 47% from the previous year while the U.S. spending remained flat.>2 U.S. technological
preeminence enabled the series of offset strategies which included the First and Second Offsets and now DoD is
currently working to maintain technology superiority in its Third Offset strategy.

China’s goal to be the preeminent global economy combined with its emphasis on technology transfer and innovation
constitutes a major strategic competition with the U.S. There are several areas of concern:

1. China’s transformation to be the manufacturer for the world means more supply chains are owned by China,
which creates risks to U.S. military technology and operations. For example, the Aviation Industry Corporation
of China (AVIC) is a Chinese-state owned aerospace and defense company which has now procured key

5 John Markoff and Matthew Rosenberg, “China Gains on the U.S. in the Artificial Intelligence Arms Race.” The New York Times (February 3, 2017).
5t Farhad Manjoo, “Make Robots Great Again,” The New York Times (January 26, 2017).

52 2016 Fact Sheet, Stockholm International Peace Research Institute (SIPR ) and “The Military Balance”, International Institute for Strategic Studies (1ISS) 2016. Retrieved
at http:/www.en.m.wikipedia.org
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components of the U.S. military aircraft supply chain.>® Additionally, as the U.S.-based semiconductor industry
focuses on high-end designs and moves older, low-end designs offshore, the Chinese semiconductor industry
now controls a significant percentage of the supply of older chips used in maintaining U.S. military aircraft and
equipment designed 40 years ago and still in service.

2. China has targeted several key technologies such as jet engine design which will reduce current U.S. military
superiority and is actively working to acquire companies that will close this gap.

3. China’s industrial espionage and cyber theft efforts continue without adequate U.S. investment in manpower and
programs to thwart these efforts. This allows technology transfer at an alarming rate.>

4. China’s investment strategy (through venture and private equity investments as well as acquisitions) includes the
fundamental technologies which will likely be the sources of innovation for the next several decades: artificial
intelligence, autonomous vehicles, robotics, augmented and virtual reality, gene editing, etc. As a result, China has
access to U.S.-based innovation in the same areas and at the same time which could negate advantages for the U.S.
Further, when the Chinese make an investment in an early stage company developing advanced technology, there is
an opportunity cost to the U.S. since that company is potentially off-limits for purposes of working with DoD.

5. Beyond the threat from investments alone, China’s national focus on mega projects (analogous to the U.S. space
program in the 1960s to not only develop technology but create demand for technology) complements the increase
in military spending as China gains experience in manufacturing and refining new technologies for practical use.

6. DoD does not currently have agreed-upon emerging technologies the U.S. must protect although there has been
extensive work on export controls to protect technology products from being shipped to U.S. adversaries.

DoD began developing a list of critical technologies in 2016 in an effort known as the Joint Acquisition Protection

& Exploitation Cell (JAPEC). The mission of JAPEC is to “integrate protection efforts across the Department to
proactively mitigate losses and exploit opportunities to deter and disrupt adversaries which threaten U.S. military
advantage.” JAPEC is working to identify critical acquisition programs and technologies that require protection as well
as assess vulnerabilities associated with known losses and implement advanced protection mechanisms.>> However,
there is much work left to do to consolidate the technologies across DoD requiring protection and determine which
of those are the most critical. The JAPEC effort complements the government’s robust system of export controls
which are designed to comply with trade agreements, embargoes, sanctions and other political measures to meet U.S.
national security and foreign policy objectives.

Finally, there is no technology landscape map to help DoD understand the fundamental component technologies
required to protect applications or end-use technologies embedded in acquisition programs. For example, semiconductor
technology is a fundamental component technology today that would be required to protect capabilities inherent in
almost all acquisition programs. This is likely to be the case in the future with such fundamental technologies as artificial
intelligence, robotics, autonomous vehicles, advanced materials science, etc. With agreed-upon emerging technologies
to protect and a technology landscape to clarify the value-added map of technologies (from components to end-use
applications), the U.S. government can be much clearer about what acquisitions to deny through a reformed CFIUS
process and resource allocation to thwart industrial espionage or cyber theft.

53 “How America’s Giants Are Aiding China’s Rise”, Geo-political Standpoint (GPS) Report 84, October 13, 2016, Tangent Link.
5 The IP Commission Report (2013)

55 Brian D. Hughes, “Protecting U.S. Military’s Technical Advantage” presented at the 18th Annual NDIA Systems Engineering Conference in Springfield, VA, October 28,
2015. Retrieved at http:/www.acq.osd.mil
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The 8 principal sources and methods for technology transfer in addition to investments and acquisitions are:

1.

Industrial espionage

For years, the Chinese have been engaged in a sophisticated industrial espionage program targeting key
technologies and intellectual property to enhance commercial enterprises and support domestic champions.*
This has recently been on the rise as Randall Coleman, Assistant Director of the FBI's Counterintelligence
Division, observed in 2015 that espionage caseloads are up 53% in the past two years and that in an FBI survey
of 165 companies, 5% of those companies cite China as the perpetrator. “China’s intelligence services are as
aggressive now as they've ever been” underscoring the pervasive nature of intellectual property and trade secret
theft.”” The FBI reports that China pays Chinese nationals to seek employment in targeted U.S. technology firms
(where there is sensitive technology that China identifies it needs) where they become “insiders” and more readily
exfiltrate valuable intellectual property. Fortunately, convictions of Chinese nationals and naturalized citizens for
industrial espionage are also on the rise, up 10x since 1985%.

Despite the rise in convictions, there is no way to know how big this problem really is. The scale of the
espionage (through some of the methods described below) continues to increase and it would be difficult to
quantify this problem without more resources applied by both the FBI and the Defense Department’s various
counterintelligence agencies.

Cyber theft

China’s cyber capabilities are among the strongest in the world probably only exceeded by Russia and the

U.S. although some have argued that China’s cyber successes to date demonstrate more about U.S. system
vulnerability than Chinese capabilities. Regardless, cyber theft is an ideal tool for China given the asymmetric
vulnerability of the U.S. (given how much information is digitally accessible) and the plausible deniability given
the difficulty of attribution in cyber-attacks. Several documented high profile cyber theft incidents are described
in Appendix 8 and may be the tip of the iceberg in terms of the numbers of incidents and their scale. As former
NSA Director General Keith Alexander famously told Congress in 2012, this represents the “greatest transfer

of wealth in history”. At that time, it was estimated that U.S. companies lose $250 billion per year through
intellectual property theft and another $114 billion due to cybercrime, totaling $338 billion of impact each year.
“That’s our future disappearing in front of us,” warned General Alexander.>”

As reported in the IP Commission Report of 2013, Verizon worked with 18 private institutions and government
agencies to estimate that:

o 96% of the world’s cyber espionage originated in China;
e $100 billion in lost sales and 2.1 million in lost jobs result from this theft;

e $300 billion worth of intellectual property is stolen each year.¢°

%2016 Report to Congress of the US-China Economic & Security Review Commission (November, 2016) and Hannas, China Industrial Espionage, Chapter 8

57 Shanie Harris, “FBI Probes ‘Hundreds’ of China Spy Cases”, The Daily Beast (July 23, 2015). Retrieved at http:/www.thedailybeast.com

¢ Notes from briefing, “Economic and S&T Intelligence Collection” by Joseph P. O'Neill, Faculty Member, National Intelligence University, November 28,

2016.

2 Josh Rogin, “NSA Chief: Cybercrime Constitutes the ‘Greatest Transfer of Wealth in History’ “ Foreign Policy Magazine (July, 2012). Retrieved at http:/www.foreignpolicy.com

% The IP Commission Report (2013)
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What really distinguishes China from other nation-state actors in cyber attacks is the sheer scale of activity as
China dedicates a massive amount of manpower to its global cyber activities. The FBI's former deputy director
for counterintelligence reported in 2010 that the China deploys between 250,000 and 300,000 soldiers in the
People’s Liberation Army (3PLA) dedicated to cyber espionage. Within another part of the armed forces, 2PLA
has between 30,000 and 50,000 human spies working on insider operations.®* China’s cyber activity is not solely
focused on a national security agenda. In fact, much of this activity can be deployed to support China’s economic
goals in stealing valuable intellectual property to support China’s technology transfer. Additionally, China recently
passed two laws--the anti-terrorism law and the cybersecurity law--which are of concern since they could be
used to gather sensitive commercial information from U.S. companies legally.®?

3. Academia
For many years, China has sent an increasing number of students to the U.S. In 2016, there were 328,000
Chinese foreign nationals studying at U.S. colleges and universities (% of all foreign students). Chinese foreign
nationals represent % of all foreign applicants.®® The U.S. educational system has come to rely on the financial
contribution of these foreign students especially at the undergraduate level.

Statistics on U.S. STEM programs highlight the large proportion of foreign students:
o 84% of foreign students in PhD programs were studying in science and engineering (2001-2011);64

e For doctoral programs, 57% of engineering, 53% of computer science and 50% of math and statistics
candidates were foreign; half of these were Chinese;®>

o 54% of patents issued by universities include foreign student’s work;®®

e 45% of STEM undergraduates are foreign and % of these are from China.®”

From this data, we can infer that 25% of the graduate students in STEM fields are Chinese foreign nationals.
Since these graduates do not have visas to remain in the U.S., nearly all will take their knowledge and skills back
to China. Academia is an opportune environment for learning about science and technology since the cultural
values of U.S. educational institutions reflect an open and free exchange of ideas. As a result, Chinese science
and engineering students frequently master technologies that later become critical to key military systems,
amounting over time to unintentional violations of U.S. export control laws. The phenomena of graduate student

1 Joshua Philipp, “Rash of China Spy Cases Shows a Silent National Emergency”, The Epoch Times (April 25, 2016). Retrieved at http:/www.theepochtimes.com

%2 Anti-terrorism law passed in December, 2015 which gives the Chinese government broad access to technical information and decryption codes when state security
agents demand it for investigating or preventing terrorism. Telecommunication and internet service providers “shall provide technical interfaces, decryption and other
technical support and assistance” when required. Chris Buckley, “China Passes Antiterrorism Law that Critics Fear May Overreach,” The New York Times (January 6,
2016). Retrieved at http:/www.nytimes.com.

Cybersecurity law passed in November, 2016 contains vague language aimed at preventing network intrusions that would require U.S. companies submit their
technology, possibly including source code, to security reviews with Chinese officials. There are an expansive list of sectors defined as part of China’s critical
information infrastructure such as telecommunications, energy, transportation, information services and finance all of which would be subject to security reviews. The
law does not specify what a security review will entail. Several U.S. companies are concerned about the increased costs of doing business in China as well as the need
to provide company sensitive information to the Cybersecurity Administration of China to prove that their equipment, software and operations are safe. Josh Chin and
Eva Dou, “China’s New Cybersecurity Law Rattles Foreign Tech Firms,” Wall Street Journal (November 7, 2016). Retrieved at http:/www.wsj.com.

% Project Atlas, Institute of International Education, Fall 2015. Retrieved at http:/www.iee.org.

¢ “Survey of Graduate Students and Postdoctorates in Science & Engineering”, National Science Foundation, November, 2015.
¢ Drew Desilver, “Growth from Asia Drives Surge in US Foreign Students,” Pew Research Center (June 18, 2015)

% National Science Foundation Survey, November, 2015

¢ Donisha Adams and Rachel Bernstein, Science (November 21, 2014); Retrieved at http:/www.sciencemag.org

EPIC-2019-001-001119
epic.org EPIC-19-09-11-NSCAI-FOIA-20200430-4th-Production-pt5-Outside-Reports-Resources 000871



research increasingly having national security implications will inevitably increase as the distinction between
military and civilian technology blurs. Further, since there are close ties between academia and U.S. government-
sponsored research - including at our national laboratories - ensuring that foreign nationals are not working on
sensitive research paid for by the U.S. government (including DoD) will become increasingly important.

Chinese companies are also approaching U.S. academic institutions to promote joint research and attract future
talent. As an example, Huawei has partnered with UC-Berkeley to focus jointly on artificial intelligence research.
Huawei made an initial commitment of $1 million in funding to cover areas such as deep learning, reinforcement
learning, machine learning, natural language processing and computer vision®® More recently, Huawei has
approached MIT with an offer for a grant to build a joint research facility.

China’s use of open sources tracking foreign innovation

China has made collecting and distributing science and technology information a national priority for decades.
“By 1985, there were 412 major science & technology intelligence institutes nationwide [in China)...employing
...60,000 workers...investigating, collecting, analyzing, synthesizing, repackaging, benchmarking and reverse
engineering.”69 In 1991, the book, Sources and Methods of Obtaining National Defense Science & Technology
Intelligence, detailed a comprehensive account of China’s foreign military open-source collection (known as
“China’s Spy Guide”) collecting all types of media (including verbal information prized for its timeliness over
written information) and making them available in database form. The National Internet-based Science &
Technology Information Service Systems (NISS) makes 26 million holdings of foreign journals, patents and reports
available to the public around the clock. Chinese exploitation of foreign open-source science and technology
information is a systematic and scale operation making maximum use of diversified sources: scanning technical
literature, analyzing patents, reverse engineering product samples and capturing conversations at scientific
meetings. This circumvents the cost and risk of indigenous research.”®

Chinese-based technology transfer organizations

At the national level, China has more than a dozen organizations that seek to access foreign technologies and
the scientists who develop them (not counting the clandestine services, open-sources, and procurement offices).
These organizations are led by the State Administration of Foreign Experts Affairs (SAFEA). SAFEA’s success is
evident in the 440,000 foreign experts working in China annually. Complementing SAFEA is the State Council’s
Overseas Chinese Affairs Office (OCAQO) which provides overseas Chinese (whether they have lived in China

or not) with the opportunity to support their ancestral country. The Ministry of Human Resources and Social
Security’? is involved heavily in foreign recruitment and foreign technology transfer including the Overseas
Scholars and Experts Service Center to interact with Chinese students studying abroad. The Ministry of Science
& Technology (MOST) also dedicates significant resources to acquiring foreign technology including 135 declared
personnel in overseas embassies and consulates.

 Li Yuan, “Chinese Technology Companies, including Baidu, Invest Heavily in Al Efforts”, Bloomberg News (August 24, 2016)

% Hannas, China Industrial Espionage, Chapter 2, p. 22.

7% Hannas, China Industrial Espionage, Chapter 2

7t Formerly known as the Ministry of Personnel.
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The Overseas Scholars and Experts Service Center sponsors associations at many universities which serve as
an organized means to transfer technology to China. Many of the national programs also have complementary
provincial and municipal organizations specifically focused on the skills and talent than can benefit a local area.
These organizations make available debriefing rooms, free translators, personnel to make travel arrangements,
dedicated “transfer centers” and face-to-face meetings between technology experts and Chinese company
representatives.

China also promotes “people to people” exchanges through a network of NGOs (e.g., the China Science and
Technology Exchange Center and the China Association for the International Exchange of Personnel) that insulate
overseas specialists from the potential risks of sharing technology directly with PRC government officials.”?

6. Chinese research centers in the U.S. to access talent and knowledge
There are now increasing examples of Chinese firms setting up research centers to access U.S. talent
and technology:

e In 2013, Baidu set up the Institute for Deep Learning in Silicon Valley to compete with Google, Apple,
Facebook and others for talent in the artificial intelligence field.”® Baidu recently hired former Microsoft
executive Qi Lu as its group president and chief operating officer. Lu was the architect of Microsoft’s strategy
for artificial intelligence and bots.

e Another example is the Zhong Guan Cun (ZGC) Innovation Center opened in May, 2016 in Silicon Valley.

e Anew type of research center is TechCode: an entrepreneurs’ network “‘committed to breaking down geographic
barriers and eliminating potential inequalities of international cooperation” according to its website. As a network
of entrepreneurs, Tech Code is a system of incubators (“startups without borders”) worldwide (Beijing, Shanghai,
Shenzhen, Gu'an, Silicon Valley, Seoul, Tel Aviv and Berlin) that leverages an online development platform for
projects focused on China's development and funded by the Chinese government.”

e In addition, there are several research centers promoting a sustainable environment and clean energy
including the U.S.-China Clean Energy Research Center (CERC) recently expanded and promoted together by
President Obama and President Xi.

7. U.S.-based associations sponsored by the Chinese government
There are many professional associations which bring Chinese engineers together such as the Silicon Valley
Chinese Engineers (6000 members), the Hua Yuan Science & Technology Association (HYSTA) and the Chinese
Association for Science and Technology (CAST). The largest concentration of China’s science and technology
advocacy groups in the U.S. are in California and Silicon Valley in particular. “ ‘The Valley' is ground [zero] for...
legal, illegal and quasi-legal practices that fall just below the thresholds set by U.S. law.””> With these professional
associations being one of the primary targets, the Chinese have implemented a variety of programs such as the
“Thousand Talents Program” to bring this technology home by recruiting Chinese engineers with offers of career

72 Hannas, China Industrial Espionage, Chapter 4
73 Li Yuan, “China Races to Tap Artificial Intelligence”, Wall Street Journal (August 24, 2016)
74 “Startups Nation” from the Tech Code website, http:/www.techcode.com

75 Hannas, China Industrial Espionage, Chapter 5, p. 122
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advancement, increased compensation, the opportunity do basic research or to lead their own development
labs in China. China set a goal of bringing back 500,000 Chinese overseas students and scholars from abroad by
2015.7¢ Another example is “Spring Light” which pays overseas Chinese scientists and engineers to return home
for short periods of lucrative service that may include teaching, academic exchanges, or working in government-
sponsored labs. In addition, “Spring Light” includes a global database of Chinese scholars to match specific
technology needs to pools of overseas talent.””

The Chinese diplomatic missions to the U.S. directly support technology transfer as embassy or consulate officials
facilitate a wide variety of venues and forums supported by U.S. investors and local governments to promote
Chinese investment. Seven examples of these are (descriptions of these forums are in Appendix 9):

e Silicon Valley Innovation and Entrepreneurship Forum (SVIEF)
e DEMO China

o Silicon Valley-China Future Forum

e China Silicon Valley

e The Global Chamber San Francisco (GCSF)

e U.S.-China VC Summit & Startup Expo

e Chinese American Semiconductor Professionals Association (CASPA)

The messaging for these associations and programs is often controlled by the “United Front” which is a propaganda
arm for the Chinese government to promote a positive image of China and Chinese culture around the world.”®

Leveraging technical expertise of U.S. private equity, venture firms, investment banks and law firms

As China has invested more in the U.S,, its investment entities have enhanced their deal expertise by working
with U.S. investment banks or law firms who benefit from increased business. As China works with U.S. private
equity and venture firms to invest in deals, these firms benefit through the increased value of equity stakes in
these investments. Many U.S. law firms have built a practice in advising Chinese companies on how to structure
deals to increase the likelihood of CFIUS approval for transactions. Consulting organizations have also built

a practice in structuring mitigation agreements that will be more likely to gain CFIUS approval. As China’s
investments have ramped up dramatically in the past three years, the level of deal expertise has

increased considerably.

76 Xu Liyan and Qiu Jing, “Beyond Factory Floor: China’s Plan to Nurture Talent,” Yale Global Online (September 10, 2012). Retrieved at http:/yaleglobal.yale.edu/
content/beyond-factory-floor-chinas-plan-nurture-talent

77 Hannas, China Industrial Espionage, Chapter 5.

78 The Confucius Institutes, launched in 2004, are a good example which offer Chinese language and cultural instruction often in partnership with local universities.
However, their purpose is also to portray Chinese history and policy in the best possible light so that China can be seen as a “pacifistic, happy nation. In the past
decade, these institutes have been welcomed on some 350 college campuses across the world including Stanford, Columbia and Penn.” as quoted in Pillsbury’s The
Hundred-Year Marathon. Given a history of trying to influence the curriculum of Chinese history and Chinese studies at colleges, there are now a number of colleges
which are disbanding these institutes.
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How are these multiple vehicles used together for coordinated impact?

Because the Chinese Communist Party is much more involved in planning economic activity and supporting
companies (not only through state-owned-enterprises but also in favoring national champions it supports globally

like Huawei), there is a great deal more coordination of investment along with other vehicles of technology transfer
to accomplish the larger economic goals specified in China’s documented plans. The scale of the Chinese economy is
so large that not everything is coordinated centrally; however, the importance and degree of political control by the
Communist Party ensures that investments support national goals and are not purely guided by commercial interest.
The goals of many of the government-funded Chinese venture capital firms are focused on experience with advanced
technologies and recruiting talent - not simply making money.

There are not enough examples to definitively say there is a standard playbook of all the vehicles used in
combination. However, there are a few examples where several of these technology transfer vehicles are used
together. Documented examples show targeted cyber-attacks to understand the scope of technology and intellectual
property of value and where that resides within a company followed by cyber theft or industrial espionage to steal
that technology.” In another example, Chinese cyber attackers manipulated company sales figures to weaken that
company’s view of itself and make it more likely to accept a purchase offer from a Chinese company. In a variation
on this theme, a Chinese customer placed large orders with a public company and then cancelled them to weaken a
company’s results as a market surprise. Finally, there is the example of Silicon Valley startup, Quixey, who relied on
a large investor, Alibaba, as one of its most important customers promising access to the Chinese market. However,
Alibaba refused to pay Quixey for a custom contract to provide specialized technology to search within apps in
Alibaba’s operating system. Alibaba subsequently took advantage of Quixey's cash squeeze to negotiate favorable
financing terms which put Alibaba in a better position to later make an offer for the technology or the company.®
Thus, through a combination of technology transfer vehicles, China can achieve more than with a single vehicle.

Before the U.S.-China Economic and Security Review Commission, a former forensic auditor and counterintelligence
analyst testified that China is executing a series of campaigns targeting specific industries he studied including
telecommunications and network equipment (to benefit global champions Huawei and ZTE), information security,
semiconductors, media and entertainment and financial technology. He outlined a process that involves many of the
vehicles described here as key technologies are targeted, studied, stolen and applied within Chinese companies. He
characterized these as cyber-economic campaigns which “are persistent, intense, patiently executed and include the
simultaneous execution of such a large and diverse set of legal and illegal methods, individuals and organizations,
there’s little chance the targeted U.S. competitors can effectively defend or compete in the future without significant
support of the U.S. government.” &

72 “APT1: Exposing One of China's Cyber Espionage Units”, Mandiant Report, 2013. Retrieved at http:/www.fireeye.com/content/dam/fireeye-www.services/pdfs
8 Elizabeth Dwoskin, “China Is Flooding Silicon Valley with Cash,” Washington Post (August 6, 2016).

8 Jeffrey Z. Johnson, President & CEO of SquirrelWerkz, in testimony before the US-China Economic and Security Review Commission, January 26, 2017.
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U.S. Government Tools to Thwart
Technology Transfer

1. The Committee on Foreign Investment in the U.S. (CFIUS) is one of the only tools in place today to govern
foreign investments that could be used to transfer sensitive technology to adversaries, but it was not designed
for this purpose and is only partially effective.®? CFIUS was established by statute in the Foreign Investment and
National Security Act of 2007 (FINSA) which formally gave an interagency working group the power to review
national security implications of foreign investments in U.S. companies or operations. The Treasury Department
is the lead agency among 14 participating agencies. The nine voting member agencies are Treasury, State,
Commerce, the United States Trade Representative, Office of Science & Technology Policy, Defense, Homeland
Security, Justice and Energy. While transaction reporting is voluntary, CFIUS can and does monitor transactions
beyond those that are voluntarily submitted and can initiate a review of any of these. CFIUS is required to
provide clearance for reviewed transactions on a short timeline: within 75 days unless a Presidential review is
required and, in that case, there are 90 days for a review and a Presidential recommendation.

As those involved in the CFIUS process readily acknowledge, CFIUS is a blunt tool not designed for the purpose
of slowing technology transfer. CFIUS only reviews some of the relevant transactions because transactions that
do not result in a foreign controlling interest are beyond its jurisdiction. There are many transaction types such
as joint ventures, minority investments and purchased assets from bankruptcies that are effective for transferring
technology but do not result in foreign control of a U.S. entity and are, therefore, outside of CFIUS’ jurisdiction
In 2017, Senators Cornyn (R-TX) and Feinstein (D-CA) introduced the Foreign Investment Risk Review
Modernization Act (FIRRMA) which expands CFIUS’ jurisdiction to cover the key transaction types beyond
acquisition which might result in technology transfer. This legislation has broad support within the Administration
including public statements by the White House, Secretaries of Defense, Treasury, Commerce and the

Attorney General.

The workload for CFIUS is increasing rapidly. CFIUS reviews about 150 transactions per year but this is rising.

At the same time, the number of transactions which have national security implications is also rising as Chinese
purchases of U.S.-based companies or assets now represent the largest number of CFIUS reviews. Congress has
not provided dedicated funding for CFIUS reviews so this critical process must be handled within existing agency
budgets. The proposed FIRRMA legislation recognizes the need for increased resources to handle a growing
CFIUS caseload. A review of strengths and weaknesses of the current CFIUS process are included as

Appendix 10.

8 CFIUS was established by executive order in 1975 during the OPEC oil embargo of the 1970s to prevent oil-rich nations with greatly expanding wealth from gaining
too much control of U.S. assets.
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2. Export controls are designed to prevent sensitive technologies or products from being shipped to adversaries.®®
In practice, there are several problems that may result from using export controls to thwart technology transfer
to an adversary. First, export controls are often backward-looking in terms of specifying the technologies
that are critical since most controls focus on products rather than broad technologies. Second, there is
diffused responsibility for export controls since some are controlled by the State Department and some by the
Commerce Department with DoD in an advisory role.® Third, with the technologies that are the focus of venture
investing (far in advance of any specific products produced or military weapons), export controls have not been
traditionally effective. Failure in effectiveness has largely been a function of not having the foresight to place
these technologies on an export control list nor the political will to do so. In other words, the authority is in place
for effective export controls if there is agreement among DoD, State and Commerce about what technologies
to protect. However, since complying with export controls is a company’s responsibility, there is a question of
whether early-stage technology companies understand the controls or have resources within a trade compliance
function to handle this complexity.

While the restricted export lists (EAR and CCL76) can accommodate the regulation of software-based
technologies such as artificial intelligence, controlling a broad technology will be highly controversial within the
venture and technology community where the largest markets are for benign, commercial purposes. In fact, there
is great pressure to specify technologies as narrowly as possible when writing export controls to facilitate more
U.S. exports especially if the technologies are available outside the U.S. As the venture investment data indicates,
the regulations do not prevent (or even deter) foreign investment in seed or early-stage companies. Additionally,
it is not the purview of the export control enforcement authorities to proactively seek out companies developing
new technologies or to investigate the relationship between investors and employees of a startup. Lastly, export
controls will be much more effective if there is an international effort to protect the technology; otherwise,

there may be an unintended consequence of the technology developing faster outside the U.S. aided by foreign
investment through an allied country. If and when a dual-use technology is deemed worthy of control, the U.S.
government can impose unilateral controls while it undertakes an effort to have the technology controlled
internationally through the multilateral export control regimes but this process can take up to three years and
may not be successful.

3. VISAs for Chinese foreign national students studying in the U.S. are controlled by the State Department and not
scrutinized for fields of study with the protection of critical technologies in mind.

8 The current U.S. export control system is based on the requirements of the Export Administration Act, the International Economic Powers Enhancement Act
(IEEPA), the Arms Export Control Act (AECA) and the resulting implementing regulations (most notably, Export Administration Regulations (EAR) and International
Traffic in Arms Regulations (ITAR)). The EAR and ITAR each have a control list: the Commerce Control List (CCL) and the U.S. Munitions List (USML). Several other
Federal Agencies have niche export control regulations such as the Department of Energy, the Food and Drug Administration and the National Nuclear Security
Administration, among others. The CCL lists certain dual-use, fully commercial, and less sensitive military items while items that are considered defense articles and
services are included in the USML. USML is a list of articles and/or services that are specifically designed, developed, configured, adapted or modified for a military
application and do not have a predominant civil application or civil performance equivalent; have significant military or intelligence applicability; and are determined or
may be determined as a defense article or defense service. Taking a closer look at the dual-use paradigm, the CCL enumerates dual-use, commercial, and less sensitive
military goods, software, and technology in categories ranging from materials processing, electronics, sensors and lasers, to navigation and avionics. Each item has
an Export Control Classification Number (“ECCN”) that specifies characteristics and capabilities of the items controlled in each ECCN. The definition of an export is
intentionally broad and includes the provision of technical information to a foreign national anywhere in the world.

8 Previous attempts at consolidating the organizational responsibility for export controls to a single government department focused on controlling a single list have not
been implemented.
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Policy Framework

Given the multi-faceted nature of this problem which cuts across not only many parts of the executive branch of
government but also private sector businesses and academia, there are multiple dimensions of a policy framework:

1. Defensive policies: how to deter the technology transfer occurring. The primary defensive levers are:
a. CFIUS reforms
b. Export controls
c. Immigration policy for foreign students

d. Level of counterintelligence resources

2. Proactive policies: how to stimulate technology development and innovation in the economy. Levers are:
a. Level of basic research investment
b. Incentives for encouraging U.S. students to study STEM fields

c. Pro-growth and productivity enhancing economic policies

3. Whole of Government scope: actions or policies that require a coordinated strategy and multiple agencies/
departments working together. If there is agreement on what technologies to protect then multiple parts of the
executive branch can enforce the defensive policies levers (CFIUS reforms, export controls, immigration policy,
counterintelligence resources) to protect those technologies

The most comprehensive way to address the scale and long-term nature of Chinese technology transfer would be:
e both defensive and proactive policies as well as
e a “whole of government” approach coordinating a new China policy and the tools of the U.S. government.

Only with a “whole of government” approach would the U.S. government be able to effectively enlist the support of
the private sector and academia.

There are three principal decisions to make regarding the defensive policies:
1. Breadth of technologies to protect

2. International cooperation to seek: how closely the U.S. government should act with allies formally to stem further
technology transfer

3. Immigration policy for highly-educated foreign students in STEM fields
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The principal decision to make regarding the proactive policies is the level of investment in basic research, talent and
the processes to commercialize innovation. Federal funding of R&D in the U.S. is at 0.7% of GDP or far from its peak
during the 1960s of 2% of GDP falling behind China, Japan, Korea, Finland, Sweden, Denmark and Germany as a
percent of GDP. The U.S. economy today continues to benefit from the innovations arising from federal research
which created entirely new industries at the forefront of technology today including those based on semiconductors,
GPS, the internet, hydraulic fracturing, genomics, and many others. To benefit from a thriving future economy, we
must increase the investment we are making today in federally-funded research and the talent to drive a growing
pipeline of innovations and technology breakthroughs. Additionally, to preserve our technological advantage we must
take steps to ensure “a healthy and secure national security innovation base that includes both traditional and non-
traditional defense partners”® including early-stage companies.

8 Summary of the National Defense Strategy, January 2018, “Sharpening the American Military’s Competitive Edge”, p. 11
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Chart 3: Chinese Investment in U.S. Artificial Intelligence Companies, 2010 - 2017
$1.3 Billion in Deal Value; 81 deals

Funding Amount ($)

$514.6M
500M 25
400M $373.3M 20
[/
300M 15
200M $193.8M 10
$144.6M
100M I 5
$23M $21.7M
$1.5M $9.05M
oM I || o
2010 2011 2012 2013 2014 2015 2016 2017
- Funding Participation ($) Deals
*CB Insights Search parameters include: Seed/Angel; Series A-E+; Convertible Note; Other VC
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Chart 5: Chinese Investment in U.S. AR/VR Companies, 2010 - 2017
$2.1 Billion in Deal Value; 40 deals
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Chart 6: Chinese Investment in U.S. FinTech Companies, 2010 - 2017
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APPENDIX 2: Select Chinese Venture Deals in 2016
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Appendix 3: Case Studies of Chinese Venture Firms:
SINOVATION and HAX

Sinovation Ventures

Sinovation Ventures is a venture capital firm domiciled in China with an office in Silicon Valley. The firm was founded
by Dr. Kai-Fu Lee in September 2009 and invests in early stage companies (Series A and Series B) in the United
States and China. The company focuses on the following investment areas: Internet of Things connected devices,
developer tools; and online education. Sinovation’s portfolio includes companies developing artificial intelligence,
robotics, financial technology and AR/VR technologies.®”

Some sample portfolio companies include®:

o Swivl: Swivl, owned and operated by Satarii, is the maker of a personal cameraman robotic video device. Swivl
turns an iOS device into a personal cameraman with wireless microphone.

« Robby: Robby manufactures self-driving delivery robots that can autonomously navigate sidewalks to the
consumer's door. This can reduce the costs for the on-demand meal, grocery, and package delivery industry by
eliminating the high costs of human deliverers, which can ultimately lead to lower costs for the consumer.

« Deep Vision: Deep Vision is a deep learning company that is developing computer vision for cars, robots, drones
and machines of all type. Deep Learning-powered breakthroughs are ushering in a revolution in computer vision
which combine big data sets and powerful data centers.

o SPACES: SPACES is an independent virtual-and mixed-reality company based in Los Angeles, CA. SPACES is
working with such companies as Microsoft, NBCUniversal, Big Blue Bubble and The Hettema Group, among
others, to develop and produce a wide range of projects across all VR and MxR platforms and technologies,
including Oculus Rift, HTC Vive, Microsoft HoloLens, Samsung Gear VR, PlayStation VR and Google Cardboard.

Sinovation Ventures has invested in almost 300 start-ups so far, including many well-known internet companies such
as Zhihu, Dianxin, Umeng, Tongbu Network, Wandoujia, Anquanbao, Kuaiya, Qingting FM, Yaochufa, Weiche, Moji
Weather, Elex, Kakao, Baozou Comics, Face++, VIPKID, Boxfish, U17, SNH48, ImbaTV, Molbase, Ebest, Maihaoche,
EALL, The ONE Piano, Zaijia, Joy Run, Horizon Robotics, Niu, Planetary Resources, etc. and Meitu which is expected
to go public on the Hong Kong Stock Exchange soon.®?

8 http:/www.sinovationventures.com/

% Data retrieved from CB Insights Database

8 https:/www.crunchbase.com/organization/sinovation-ventures#/entity
% |bid.
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The firm combines incubation and investment offerings to facilitate the growth of companies that suit the Chinese
marketplace. It has been awarded as a cutting-edge “National-Level Technology Company Incubator” by China’s
Ministry of Science and Technology (MOST). It has also been recognized as an “Incubation Base for Strategic
Emerging Industries in Beijing” and a “Zhongguancun National-Level Innovative Model of Incubator for Indigenous
Entrepreneurship” by Municipal Science and Technology Committee of Beijing, where the Firm’'s headquarters is
based. Sinovation Ventures has established itself as a top-tier venture capital firm in China and has been backed by
leading investors around the world. It currently manages three U.S. dollar funds and two RMB funds, with a total

asset under management of $1.2 billion (or about RMB 8 billion).”°

Hax

HAX is a hardware accelerator that has helped over 30 companies launch in the past 2 years. Based in Shenzhen and with
an office in San Francisco, HAX provides end-to-end technical and financial support to early-stage hardware companies
through its “Interactive Manufacturing Process’, which enables rapid development of manufacturable products.

Between 2014 and 2016, Hax participated in nearly half of all deals involving Chinese investors (14 of 29 deals).
HAX companies receive up to $25,000 to $100,000 each and access to the SOS Ventures Hardware scaling fund.”*

Some examples of Hax investments include:

« Petronics: Petronics is the creator of "Mousr", a robotic mouse that has sensors, actuators, and intelligence that
actually sees a cat and responds to its hunting movements like a real animal would.

« Dispatch: Dispatch is creating a platform for local delivery powered by a fleet of autonomous vehicles designed
for sidewalks and pedestrian spaces.

o Clean Robotics: Clean Robotics provides trash sorting robots for offices.

HAX is backed by SOS Ventures, a venture firm with headquarters in Shenzen and an office in San Francisco. It funds
a handful of accelerators similar to Hax - Indie Bio in the biosynthetic space; Chinaccelerator for pure software; and
Food-X for food-related startups. SOS Ventures provides funding at the seed, venture, and growth stage, providing
expertise and technical assistance to entrepreneurs in areas such as engineering, mass manufacturing, product/
market fit, messaging, and presentation. The company’s website claims funding for over 500 startups.”?

71 Retrieved at https:/www.crunchbase.com/organization/haxIr8r#/entity

72 Retrieved at https:/www.sosv.com/
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Appendix 4: Chinese Government-Backed Funds in
Silicon Valley?:

Tie to Local Government Total Money Raised Select Investments

Westlake Ventures

ZGC Capital Corporation

HEDA Investment Co.Ltd

Shanghai Lingang
Economic Development
Group

Research Institute of Tsinghua
University in Shenzhen

Owned by Hangzhou government

Indirectly owned by 17 state-
owned enterprises, including China
State Construction and Beijing
Industrial Development Investment
Management Company.

HEDA is a fund set up by Hangzhou
Economic and Development, an

economic development zone under
municipal government of Hangzhou

Supervised by the state-

owned Assets Supervision and
Administration Commission of the
State Council (SASAC) of Shanghai.

Half-owned by the municipal

government of Shenzhen, and the other

half is owned by Tsinghua University.

$66 million ($16 million already
available and $50 million pending
approval for transfer out of the country)

$60 million so far, plans to raise $500
million by 2020

$500 million

None yet; plans to raise an overseas fund
this year

Tens of millions of dollars

WI Harper Group, SVC Angel
Fund, Amino Capital, FreeS
Fund, Spider Capital, Benhamou
Global Ventures

KiloAngel, Danhua Capital, Plug
& Play (in the process), Santa
Clara office building

None yet: Focusing on

information technology and
bio tech.

A San Francisco office building
for $42 million.

TEEC (Tsinghua Entrepreneurs
& Executives Club) Angel Fund,
Early-stage startups

Appendix 5: China’s Economic and
Technology Goals

Made in China 2025 is a plan aligning State and private efforts to establish China as the world’s pre-eminent
manufacturing power by 2049. “Its guiding principles are to have manufacturing be innovation-driven, emphasize
quality over quantity, achieve green development, optimize the structure of Chinese industry and nurture human
talent.””* Made in China 2025 highlights 10 priority sectors emphasizing the criticality of integrating information

technology with industry.

74 Scott Kennedy, “Critical Questions Made in China 2025," Center for Strategic and International Studies; Retrieved at https:/www.csis.org/analysis/made-china-2025
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Key sectors prioritized include:

o Advanced information technology

o Automated machine tools and robotics

« Aerospace and aeronautical equipment

o Maritime equipment and high tech shipping

o Biopharma and advanced medical products

o New energy vehicles & equipment

12th Five Year Plan of 2011-2015 lists a “new generation information technology industry” as one of the seven

strategic and emerging industries to develop. Policies and practices were put in place to (1) prioritize indigenous

innovation, especially in high-performance integrated circuit products, (2) promote domestic champions and (3)

encourage technology acquisitions

o CT priorities include

Mobile communications,
Next generation internet
Internet of things

Cloud computing
Integrated circuits

New display technologies

High-end software & servers

« Policies and practices:

Prioritize indigenous innovation, especially in high-performance integrated circuit products

Promote domestic champions: pursue M&A, reorganizations and alliances between upstream and
downstream enterprises

Encourage technology acquisitions, participation in standards setting & moving up the value chain

13th Five Year Plan of 2016-2020 “Internet Plus”® deepens reforms and priorities called for in Made in China 2025 and
emphasizes stronger control by the government over network-related issues as China continues to control the internet

within China and gains access to global networks by controlling key component and telecommunications technologies

Plan goal to “Encourage hundreds of thousands of people’s passion for innovation, building the new engine

for economic development”

Leverages large internet base of 649 million users, 557 million of whom access the internet with a mobile phone

Deliver to large cities 100 MBps internet bandwidth and provide broadband access to 98% of the population

living in incorporated villages

95 Lulu Chang, “China Outlines its Latest FYP Called Internet Plus.”

epic.org

EPIC-2019-001-001136
EPIC-19-09-11-NSCAI-FOIA-20200430-4th-Production-pt5-Outside-Reports-Resources 000888



o ICT priorities include:
- Expansion of network economic space
- New generation information infrastructure,
- Advancements in Big Data
- Enhanced information security and cyberspace governance
- Fostering of domestic capabilities in:
Artificial intelligence
Smart hardware
New displays and intelligent mobile terminals,
5th generation mobile communications

Advanced sensors and wearable devices

Medium and Long-Term Plan for Science & Technology Development is the most far- reaching of government plans
to “shift China’s current growth model to a more sustainable one, to make innovation the driver of future economic
growth and emphasize the building of an indigenous innovation capability.”?¢ There are 3 strategic objectives:

o Building innovation-based economy through indigenous innovation
« Fostering an enterprise-centered technology system and enhancing Chinese firms’ innovation

« Achieving major breakthroughs in targeted strategic areas of development and basic research and boosting
domestically owned intellectual property

Project 863: China’s National High Technology Program is designed to overcome the shortcomings in national
security through the use of science & technology

o Encompasses development of dual-use technology (civilian and military applications)

o Lays a foundation for indigenous innovation

China's Mega Project Priorities are 16 Manhattan-style projects”” to bring together the focus on specific innovations
and the resources to ensure progress. These are outlined in Appendix 6.

7 Hannas, Chinese Industrial Espionage, Chapter 3

97 Michael Raska, “Scientific Innovation and China's Military Modernization”, The Diplomat (September 3, 2013), Retrieved at http:/www.thediplomat.com
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Appendix 6: Chinese National Science and
Technology Major Special Projects Mega-Projects as
of October, 2016

Original Announced National Science and Technology Major Special
Projects Contained in the ‘2006-2020 Medium and Long-Term S&T
Development Plan’

Agencies in Charge

Core Electronics, high-end general chips, basic software

Ministry of Industry and Information Technology (MIIT)

Ultra large scale integration manufacturing technology

Beijing, Shanghai governments

High-end computer numerical controlled machine tools and basic
manufacturing technology

National Development and Reform Commission, MIIT

Water pollution control and treatment

Ministry of Environmental Protection

Large-scale oil and gas fields and coal-bed methane development

China Petroleum, China United Coal-bed Methane Co.

Next generation broadband wireless mobile communications

Ministry of Science & Technology (MOST), National Energy Bureau,
Tsinghua University

Genetic transformation and breeding of new plants

MIIT, Datang Electronics, CAS, Shanghai Institute of Microsystems,
China Putian

Major new drug development

Ministry of Agriculture

High-resolution Earth observation system

MOST, Ministry of Health, People’s Liberation Army (PLA) General
Logistics Department

Prevention and control of major infectious diseases

State Administration for Science, Technology and Industry for National
Defense (SASTIND), China National Space Administration

Large passenger aircraft

MOST, Ministry of Health, PLA General Logistics Department

Manned spaceflight and lunar exploration project

MIIT, Commercial Aircraft Corp. of China

3 Unidentified Classified Defense-Related Mega-Projects (candidates
include Beidou Satellite Navigation System and Inertial Confinement fusion)

New Additional National Science and Technology Major Special Projects
Contained in the ‘Science, Technology and Innovation 2030 Plan’

Aero-engines and gas turbines

SASTIND, China Aircraft Engine Corp.

Quantum communications

Information networks and cyber security

Smart manufacturing and robotics

Deep-space and deep-sea exploration

Key materials

Neuroscience

Health care

Source: Dr. Tai Ming Cheung, Associate Professor and Director of the Institute on Global Conflict and Cooperation (IIGC) at University of California, San Diego
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Appendix 7: McKinsey Study -- Industries Where
China Leads in Innovation

To assess the comparative innovation capability between China and the U.S., McKinsey recently analyzed in what
industries China was developing an innovation lead and in what industries China is lagging.”®

« In traditional manufacturing-based industries where low costs provide a competitive advantage, it is not
surprising that China is leading the world. These industries would include electronics, solar panels and
construction equipment where a combination of a large and concentrated supply base, agile manufacturing,
modular design and flexible automation all provide benefits.

o Inits consumer markets (which are customer-focused), China has a natural advantage given the sheer size
of the market of 1.3 billion people (4x that of the U.S.) and this advantage is compounded when markets are
protected. Industries where China again leads the world would include household appliances, smartphones
(functionality delivered at low cost) and internet software companies (Alibaba, Baidu and Tencent).

« In engineering-based industries, the results are mixed. The best example is high-speed rail where innovation has
been matched with local demand and government sponsorship. China accounts for 86% of the global growth in
railroads since 2008. Other examples would be wind power and telecommunications equipment (Huawei and
ZTE). China is not yet leading in automobile engines, aerospace, nuclear power or medical equipment.

o Inscience-based industries, such as branded pharmaceuticals, the results are poor. Here, the massive growth
and national focus on R&D spending have not yet paid dividends. These investments naturally take a long
time to pay off and the Chinese government is actively working to remove obstacles to enable Chinese
firms to lead. This is an area where focus on national mega projects can be fruitful since they concentrate
government sponsorship with focused resources and local demand. For example, China is rapidly improving
its drug discovery and medical trials process to favor its domestic companies. Gene editing is a technology
where the government sees tremendous promise and is actively supporting.

The following chart summarizes this industry-grouping analysis:

Chinese Industries: actual vs expected performance performance in innovation
(based on China’s share of global GDP?), number of industries = 31

Above fair share

Below fair share 4 5 4

Efficiency driven Customer focused Engineering based Science based

Four innovation archetypes

China’s share was 12% in 2013.
Source: IHS Global Insight; International Data Corporation; annual reports; McKinsey Global Institute analysis

% Erik Roth, Jeongmin Seong, Jonathan Woetzel, “Gauging the Strength of Chinese Innovation,” McKinsey Quarterly (October, 2015).
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Appendix 8: Largest Chinese Cyber Attacks

Breach of more than two dozen major weapons system designs in February, 2012 from the military and defense
contractors including those for the advanced Patriot missile system (PAC-3), an Army system for shooting down
ballistic missiles (Terminal High Altitude Area Defense, THAAD) and the Navy’s Aegis ballistic-missile defense
system, the F-35 Joint Strike Fighter, the F/A-18 fighter jet, the V-22 Osprey, the Black Hawk helicopter and the
Navy’s new Littoral Combat Ship?”

“Titan Rain” a series of coordinated attacks for multiple years since at least 2003 which compromised hundreds
of government computers stealing sensitive information?® “ In 2004, an analyst named Shawn Carpenter at
Sandia National Laboratories traced the origins of a massive cyber espionage ring back to a team of government
sponsored researchers in Guangdong Province in China. The hackers, code named by the FBI “Titan Rain,” stole
massive amounts of information from military labs, NASA, the World Bank, and others."10

PLA Unit 61398 (a cyberforce within the Chinese military) which penetrated the networks of >141 blue
chip companies across 20 strategically targeted industries identified in China’s 12th Five Year Plan for
2011-2015 such as aerospace, satellite and telecommunications and IT. Among other areas of theft, source
code was stolen from some of the most prominent U.S. technology companies such as Google, Adobe and
others; Google announced this in January, 2010. This resulted in the U.S. indictment of 5 members of this
organization. According to Mandiant, PLA Unit 61398 is just one of more than 20 cyber attack groups
within China.'%?

“Hidden Lynx” which according to Symantec has a long history of attacking the defense industrial sector of
Western countries with some of the most sophisticated techniques has successfully attacked the tech sector,
financial services, defense contractors and government agencies since at least 2009192

‘DHS says that between December 2011 and June 2012, cyber criminals targeted 23 gas pipeline
companies and stole information that could be used for sabotage purposes. Forensic data suggests the probes
originated in China."1%*

“Canadian researchers say in March, 2105 that Chinese hackers attacked U.S. hosting site GitHub. GitHub
said the attack involved “a wide combination of attack vectors” and used new techniques to involve
unsuspecting web users in the flood of traffic to the site. According to the researchers, the attack targeted
pages for two GitHub users—Great Fire and the New York Times’ Chinese mirror site—both of which
circumvent China’s firewall.”1%

9 Ellen Nakashima, “Confidential Report Lists U.S. Weapons System Designs Compromised by Chinese Cyberspies”, Washington Post (May 27, 2013). Retrieved at
http:/www.washingtonpost.com

0 Nathan Thornburgh, “Inside the Chinese Hack Attack”, Time (August 25, 2005). Retrieved at http:/www.content.time.com

1 Josh Rogin, “The Top 10 Chinese Cyber Attacks (that We Know of),” Foreign Policy (January 22, 2010) Retrieved at
http:/www.http:/foreignpolicy.com/2010/01/22/the-top-10-chinese-cyber-attacks-that-we-know-of/

02 “APT1: Exposing One of China’s Cyber Espionage Units’, Mandiant Report, 2013.

103 “Hidden Lynx--Professional Hackers for Hire”, Symantec Official Blog (September 17, 2013). Retrieved at http:/www.symantec.com

104 Robert Knake, “Five Chinese Cyber Attacks that Might Be Even Worse than the OPM Hack,” Defense One (June 15, 2015). Retrieved at http:/www.defenseone.com.
105 Knake, “Five Chinese Cyber Attacks that Might Be Even Worse than the OPM Hack”
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o “The Commerce Department’s Bureau of Industry and Security had to throw away all of its computers in
October 2006, paralyzing the bureau for more than a month due to targeted attacks originating from China. BIS
is where export licenses for technology items to countries like China are issued.*®®

« Breach of the U.S. Office of Personnel Management (OPM) in 2014 where the personnel files of 4.2 million
former and current government employee as well as the security clearance background information for 21.5
million individuals was stolen. Former NSA Director Michael Hayden said that this would compromise our
national security for an entire generation.'®”

1% Rogin, “The Top 10 Chinese Cyber Attacks (that We Know of)

17 “The OPM Breach: How the Government Jeopardized our National Security for More than a Generation,” Committee on Oversight & Government Reform, U.S.
House of Representatives, 114th Congress (September 7, 2016).
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Appendix 2: U.S. Events with Chinese Sponsorship

Silicon Valley Innovation and Entrepreneurship Forum (SVIEF), according to its website “is an international
conference designed to foster innovation and promote business partnerships connecting U.S. and Asia-Pacific
region.” SVIEF has expanded to hold two conferences per year, the main conference held in the fall of 2016

and Silicon Valley Smart Future Summit held in winter and focused on interconnected devices. Both events are
held at the Santa Clara Convention Center in Silicon Valley. A U.S. Congresswoman (Judy Chu) is the honorary
Chairwoman of SVIEF and a keynote speaker at the principal fall conference was former U.S. Secretary of
Energy Steven Chu. This gathering of startup CEOs, venture capitalists, Chinese companies and Chinese venture
capitalists makes this an ideal location to collect information on the state of U.S. technology. Chinese officials
attend who are assigned to collect intelligence.

DEMO China, an annual event held in Santa Clara, California (the heart of Silicon Valley) showcasing promising
startups to Chinese investors. The event includes a keynote by the Chinese Consulate General, and has panels
throughout the day covering topics such as navigating obstacles to investment in the U.S. and China; tips on how
to evaluate startups; advantages of technology accelerators; and discussion of other investment trends.

Silicon Valley-China Future Forum (August, 2016) to link Silicon Valley with Chinese capital specifically in the
fields of augmented reality, virtual reality and artificial intelligence.

China Silicon Valley is working with Silicon Valley city governments to drive increased investment and job growth
by facilitating talent, technology and business exchange and investment between cities and businesses in China
and their Silicon Valley counterparts. The intent is to help provide a one-stop service for government relations,
legal, tax, consulting, networking and talent acquisition to facilitate Chinese government, businesses and
individuals to invest, establish a factory, R&D center or other business activities in Silicon Valley. China Silicon
Valley has an extensive network of business partners from diversified industries in Silicon Valley to carry out
these activities.

The Global Chamber San Francisco (GCSF) hosts a seminar for entrepreneurs, investors and service providers
with an interest in U.S.-China markets on strategies and best practices to enter and capitalize on business
opportunities in U.S. & China.

U.S.-China VC Summit & Startup Expo (October, 2016) hosts a conference in Boston for investors and
entrepreneurs who want to collaborate on opportunities between the U.S. and China.

Chinese American Semiconductor Professional Association (CASPA) holds many dozens of events per year in
Silicon Valley and China. For 2017, the published schedule includes 4 conferences, 4 tradeshows, 4 workshops,
3 career development events, 3 international trips to China, hosted delegations from China and 6 members
networking events. These events are all gathering Chinese and American semiconductor talent with the purpose
of recruiting American talent.
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Appendix 10: Strengths and Weaknesses of CFIUS
Process Today

Strengths

« Anunderstood process defined by FINSA statute (2007)

« No clear view on what constitutes a controlling interest that triggers an assessment by CFIUS which allows CFIUS
to review more transactions than if a quantitative metric were always applied such as a 51% equity stake

« Many problematic potential acquisitions by Chinese companies have been stopped

Weaknesses

o  CFIUS reporting is voluntary--transactions do not have to be reported
« There are many types of technology transfer not currently covered by CFIUS
- Joint ventures where the U.S. company contributes IP/technology rather than an entire business
- Technology licenses
- Private company transactions that are “below the radar”
- Minority investments that do not rise to the level of a “controlling interest”
- Reverse mergers
- GCreenfield investments
- Assets purchased from bankruptcies

« There’s an inherent bias to develop mitigation agreements'®® to allow transactions to proceed but mitigation
agreements are difficult to construct and enforce. Mitigation agreements lock companies into uncompetitive
cost structures; these are too often designed under time pressure resulting in one-of-a-kind agreements or
agreements which are far too comprehensive. There are no government resources assigned to monitor these
agreements which undoubtedly means they are unenforced. The likelihood of a costly mitigation agreement
also reduces the incentive for friendly foreign companies to acquire U.S. companies.

o Thereis no formal risk-scoring (by country and by sector) to create a transparent, scalable process to manage
large numbers of transactions; expecting consensus among the 14 CFIUS agencies is unrealistic

198 Mitigation agreements incorporate conditions that satisfy the national security risks such as governance measures, security requirements, separating a sensitive
operation from the transaction or monitoring/verification mechanisms. From 2009-2011, roughly 8% of all cases reviewed resulted in mitigation agreements.
“Understanding the CFIUS Process,” Organization for International Investment.
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o Security agencies (Department of Defense, Department of Justice, Department of Homeland Security) are not
tasked to collaborate in articulating the national security risks of foreign investment in sensitive technology
and facilities

« No comprehensive view of the technology landscape exists, and since CFIUS is only designed to review a
single deal at a time, there is increased risk of damaging a complete sector critical to national security such as
is happening in semiconductors'®”

« Allied governments’ view of threats are not incorporated

o Required certification to Congress of “no unmitigated security threats” is unrealistic; with an increasing
number of complex transactions there will be unmitigated security threats that evolve

o 90-day timeline defined by statute does not allow for dealing with more complex transactions

« CFIUS transactions are expanding to >150/year and there is no dedicated funding by Congress to support
this effort; resources are stretched in every participating agency

199 “Ensuring Long-Term U.S. Leadership in Semiconductors,” President’s Council of Advisors on Science and Technology, January 2017
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Thank you, Mr. Chairman, Ranking Member Reed, and distinguished members of this
Committee, for the invitation to appear before you. It is a great honor to testify before this body
on a topic of the highest importance to our nation — the implementation of the 2018 National
Defense Strategy (NDS), a Strategy which entails a fundamental shift in the orientation of our
nation’s armed forces toward great power competition.

1. Personal Involvement

During 2017 and 2018, I served as Deputy Assistant Secretary of Defense for Strategy and Force
Development. In this capacity, I led a superb team of civilian and military officials from key
parts of the Department tasked with developing the National Defense Strategy, reporting to
Secretary Mattis and Deputy Secretary Work and Deputy Secretary (now Acting Secretary)
Shanahan. In light of this experience, there are a number of distinctive attributes of this Strategy
that I believe it is useful for the Committee to know.

e This Strategy is a result of the leadership and deep personal engagement of Secretary
Mattis as well as Deputy Secretaries Work and Acting Secretary Shanahan. The
Department’s top leadership engaged regularly and in depth with the Strategy team and
reviewed the document numerous times. Secretary Mattis met repeatedly with the team
for long sessions; he considered the hardest issues in the Strategy and made clear choices
about them in close consultation with then-Deputy Secretary Shanahan, who made the
Strategy his priority in his first months in office and played a crucial, personal role in
bringing the Strategy to fruition. The Strategy therefore reflects the considered judgment
of those charged with leading the nation’s defense.

e At the same time, this Strategy was not a purely top-down document. As Secretary of the
Air Force Heather Wilson has related, the last version of the Strategy she recalls
reviewing was on the order of the sixty-sixth version of the draft. From the earliest stages
of its development, the Strategy received input from across the Department, and the range
of Department leaders had the opportunity to review and comment on the Strategy as it
evolved. Essentially everyone had their say. While the Strategy is — by design —a
reflection of leadership judgments rather than a consensus or lowest-common
denominator document, it benefited from the collective wisdom of the U.S. defense
enterprise as well as from input from the Intelligence Community and other relevant
organs of the U.S. Government.

e The Strategy team and Department leadership received input from Congress and outside
experts from the beginning of the document’s development, and it was red-teamed
several times by leading defense experts.

e The Strategy was also informed by both strategic and operational-level wargaming.

11. A Recap of the National Defense Strategy

This hearing has been called to ascertain how the implementation of the Strategy is faring. I
believe there is no more important issue on which the Committee can focus oversight, as the
Strategy requires “urgent change at significant scale” for our national interests to be effectively
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protected.! This is especially pressing because the National Defense Strategy Commission, a
body chartered by Congress and composed of leading defense experts who had unparalleled
access to the Department, reported that its members are “skeptical that DOD has the attendant
plans, concepts and resources needed to meet the defense objectives identified in the NDS, and
[they] are concerned that there is not a coherent approach for implementing the NDS across the
entire DOD enterprise...[ The Commissioners] came away troubled by the lack of unity among
senior civilian and military leaders in their descriptions of how the objectives described in the
NDS are supported by the Department’s readiness, force structure, and modernization
priorities...”” This is cause for significant concern.

Before discussing the Department’s progress in implementing the NDS and how Congress can
facilitate it, however, I believe it is valuable first to recap concisely what the Strategy, in concert
with the 2017 National Security Strategy (NSS) with which it is so closely tied, assesses and
directs.

The National Defense Strategy can be summarized as follows:

U.S. Defense Strategy in our Broader Grand Strategy

The United States has a lasting interest in maintaining favorable regional balances of power in
the key regions of the world, especially East Asia, Europe, and the Persian Gulf. These favorable
balances preserve our ability to trade with and access the world’s wealthiest and most important
regions on fair grounds, and prevent their power from being turned against us in ways that would
undermine our freedoms and way of life.

Alliances are the critical mechanism for maintaining these favorable balances, and it is in the
U.S. interest to continue to be able to effectively and credibly defend our allies and established
partners such as Taiwan, in concert with their own efforts at self-defense.

The Particular Threat Posed by China and Russia

China in particular and to a lesser extent Russia present by far the most severe threats to our
alliance architecture. The once overwhelming U.S. conventional military advantage vis a vis
these major powers has eroded and will continue to erode absent overriding focus and effort by
the United States and its allies and partners.

China and Russia pose a particular kind of threat to U.S. allies and established partners like
Taiwan. Beijing and Moscow have plausible theories of victory that could involve employing a
combination of “gray zone” activities (such as through the use of subversion by “little green
men,”), robust anti-access/area denial (A2/AD) networks, lethal and fast maneuver forces, and
strategic capabilities, especially nuclear arsenals. The adept integration of these assets could
enable Beijing or Moscow first to overpower U.S. allies and seize their territory while holding
off U.S. and other allied combat power. China or Russia could then, by extending their A2/AD

! Summary of the 2018 National Defense Strategy of the United States of America: Sustaining the American
Military’s Competitive Edge,” Washington, D.C.: U.S. Department of Defense, 2018, 11.

2 Eric Edelman, Gary Roughead, et al, Providing for the Common Defense: The Assessment and Recommendations
of the National Defense Strategy Commission. Washington, D.C.: U.S. Institute of Peace, 2018, 18.
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and defensive umbrella over these new gains, render the prospect of ejecting their occupying
forces too difficult, dangerous, and politically demanding for Washington and its allies to
undertake, or undertake successfully.

The fait accompli is not the only but it is the most severely challenging of the theories of victory
the Chinese or Russians could employ — especially against Taiwan in the Pacific or the Baltics
and Eastern Poland in Europe.

Particularly in the case of China, these threats will worsen and expand as the power of the
People’s Liberation Army grows. Taiwan is the focal point today; before long, unless the
ongoing erosion of our and our allies’ military edge is reversed, the threat will be to Japan and
the Philippines and thus to our whole position in maritime Asia, the world’s most economically
dynamic region.

The Need to Focus on Great Power Competition and its Implications

Accordingly, as Secretary Mattis put it in January 2018, “Great power competition — not
terrorism — is now the primary focus of U.S. national security.”® The United States’ defense
establishment must therefore focus on and adapt to this top priority — at scale and urgently, as the
Strategy emphasizes.

What does this new prioritization mean and what does it entail?

At its deepest level, it requires a fundamental shift in the way the Department of Defense
conceives of what is required for effective deterrence and defense. This is because the United
States and its allies will be facing great powers — especially in the case of China. This is a
dramatically different world than that which characterized the post-Cold War period, in which
our armed forces could focus on “rogue states” and terrorist groups due to the lack of a near-peer
competitor. Today and going forward, however, China in particular will present us with a
comparably-sized economy and a top-tier military operating in its own front yard.

Above all, this requires a change in the mindset of our defense establishment. We have left a
period of overwhelming American dominance and have entered one in which our armed forces
will have to prepare to square off against the forces of major economies fielding the most
sophisticated conventional and survivable nuclear forces. Our armed forces will therefore need
to shift from an expectation that they could dominate the opponent to one in which they must
expect to be contested throughout the fight — and yet still achieve the political objectives set for
them in ways that are politically tenable.

Fortunately, our political-strategic goals, as indicated in the NSS and NDS, are defensive. We
hope only to prevent our allies and partners like Taiwan from being suborned or conquered by
our opponents. We therefore must defeat Chinese or Russian invasions or attempts at suborning
our allies, and force Beijing or Moscow to have to choose between unfavorably escalating — and
demonstrating to all their aggressiveness and malign intent by doing so — or settling on terms we

3 Speech by Secretary of Defense James Mattis at Johns Hopkins University, School of Advanced International
Studies, January 19, 2018.
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can accept. This, to emphasize, is a different goal than regime change or changing borders.
Rather, it is about preserving the status quo by favorably managing escalation to win limited
wars.

How our forces achieve this objective in the event of conflict will be of the essence. Our forces
must be exceptionally lethal and capable, optimized to defeat China or Russia. At the same time,
however, wars with China or Russia must remain limited because the alternative is apocalypse,
which neither side wants — thus we must plan and prepare for them as limited wars. Above all,
this requires focusing on defeating the other side’s theory of victory, and particularly the fait
accompli strategy.

The NDS is specifically designed to deal with this challenge. Its military and force implications
proceed from the political-strategic demands the NSS and NDS set out. As a core concept, the
NDS calls on the Department to expand the competitive space — meaning above all to adopt a
competitive mentality in everything that Department personnel do, one that refuses to take
American superiority for granted, that searches for new or untapped sources of advantage, and
that ensures that it is China and Russia that fear more what we might what do — rather than the
other way around.*

The NDS therefore directs substantial changes in the following elements of our armed forces:

e Warfighting approach;

e Force structure: size, shape, and composition;
e Force employment;

e Posture; and

e Relationships with allies and partners.

Warfighting Approach

The Strategy calls for a different approach to warfighting from the post-Cold War era. This call
stems from the political-strategic requirement to defeat the adversary’s theory of victory by, at a
minimum, rapidly delaying and degrading or ideally denying China or Russia’s ability to impose
the fait accompli on, for instance, Taiwan or the Baltics.

This necessitates a change from what might be called “the Desert Storm model” of warfighting.
This model involved the time-consuming construction of an “iron mountain” of U.S. military
capability in the region of conflict before the United States launched a withering assault to
establish all-domain dominance and then ejected the enemy from our ally’s territory. The Desert
Storm model was enormously successful against “rogue state” adversaries — but it is also exactly
the model on which China and Russia have ably and assiduously gone to school. By the time the
United States constructs this iron mountain in response to a Chinese attack on Taiwan or Russian
invasion of the Baltics, the war may already be lost because the costs and risks of ejecting an
enemy now fortified in its new gains may be too prohibitive or because allies will not support the
massive and terrifying counteroffensive needed for victory.

* “Summary of the 2018 National Defense Strategy of the United States of America”, 4.
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The United States consequently needs a new warfighting approach adapted to this threat. This
new warfighting approach involves U.S. forces resisting Chinese or Russian attacks from the
very beginning of hostilities, fighting in and through enduringly contested operational
environments to first blunt Beijing or Moscow’s assault and then defeat it — without ever gaining
the kind of all-domain dominance that the United States could establish against Iraq or Serbia.
With its invasion blunted or readily reversed, neither China nor Russia would have a way to end
the war favorably; rather, Beijing or Moscow would face the awful choice of expanding the war
in ways that play to U.S. advantages or swallowing the bitter but tolerable pill of settling on
terms the United States can accept. Such a posture should deter a minimally rational adversary
from choosing to pursue such a course.

The National Defense Strategy’s Global Operating Model represents a new conceptual paradigm
designed to help frame the Department’s efforts to realize this new warfighting approach. This
Global Operating Model is designed to defeat Chinese or Russian theories of victory, and
especially the fait accompli.

e Its “Contact” Layer is designed to orient activities in the “gray zone,” especially in
concert with allies, to prevent Russia or China from dominating the crucial perceptual
landscape or surprising the United States and its allies by augmenting allied defenses,
collecting intelligence, and challenging salami-slicing activities.

e Itscrucial “Blunt” Layer is designed to focus U.S. and allied force development,
employment, and posture on the crucial role of “blunting”: delaying, degrading, and
ideally denying the enemy’s attempt to lock in its gains before the United States can
effectively respond. Crucially, blunting is a function — not an attribute — of the force. The
central idea is to prevent China or Russia from achieving a fait accompli — it does not
require a fixed force. Indeed, blunting is likely to be done best by a combination of
munitions launched from afar as well as forces deployed and fighting forward.

e The “Surge” Layer is designed to provide the decisive force that can arrive later,
exploiting the operational and political leverage created by the “Blunt” Layer to defeat
China or Russia’s invasion and induce them to end the conflict on terms we prefer.

e The “Homeland” Layer is designed to deter and defeat attacks on the homeland in ways
that are consistent with the Joint Force’s ability to win the forward fight and favorably
manage escalation.

Likewise, the Strategy’s core attributes of the future Joint Force also point to this new
warfighting approach. The Strategy directs U.S. armed forces to become more lethal, resilient,
agile, and ready. These terms have specific meanings, all designed to shift to a force able to fight
through contested operational environments to deny the opponent’s theory of victory:

e Lethality refers to the Joint Force’s ability to strike at enemy maneuver forces without the
kind of all-domain dominance the U.S. military has enjoyed over the last generation.
Going forward, the Joint Force must be increasingly lethal in its ability to strike at key
Chinese or Russian forces from the beginning of hostilities, even through dense air
defense and other A2/AD networks.
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e Resilience refers to the ability of the Joint Force and its enabling infrastructure to operate
and achieve its objectives even in the face of determined and sophisticated multi-domain
attack.

e Agility refers to the Joint Force’s ability to become more operationally unpredictable
while remaining strategically predictable, forcing the opponent to fear when, where, and
how U.S. forces might appear and act rather than being able to anticipate when, where,
and how they will perform.

e Readiness refers to the preparedness of the Joint Force on short notice to contest Chinese
or Russian attempts to implement their theories of victory. This is a more narrow
definition of readiness than that often used in defense discussions, one focused more on
readying the Joint Force more for specific missions rather pursuing full-spectrum
preparedness. Under the NDS approach, some units may not need to be highly ready;
those crucial to blunting Chinese or Russian attacks against vulnerable allies, on the other
hand, will need to be at a high pitch of preparedness.

To be realized and translated from concept into prepared forces, however, the Global Operating
Model and these attributes require new operational concepts focused on these objectives and

derived through rigorous gaming, experimentation, and training. These new concepts should be
designed to overcome the operational problems laid out in the classified version of the Strategy.

Force Structure: Size, Shape, and Composition

The Strategy has marked implications for the size, shape, and composition of the Joint Force.
Most significantly, the Strategy places a clear prioritization on being able to deter and, if
necessary, to prevail over a major power adversary like China or Russia in a strategically
significant, plausible scenario. Consequently, it prioritizes ensuring that the U.S. armed forces
are able to win a fight over Taiwan or the Baltics before investing in the capacity to fight two
wars simultaneously. This is only logical; losing the war in the primary theater would render
success in any secondary theaters either fleeting or futile. Being able to fight two or more wars

simultaneously is a good, but it is a good subordinate to that of winning in the primary, decisive
fight.

Accordingly, the Strategy, as Secretary Mattis put it, prioritizes “capability over capacity” — or,
put another way, “capable capacity.” That is, the Joint Force must focus on what it takes to beat
China or Russia in a key, plausible scenario — and this means enough forces of high caliber
combined with attritable lower-end assets. This in turn requires budgets that prioritize manned
and unmanned forces optimized to fight China or Russia over increases in personnel, force
structure, and legacy systems best suited for taking on Saddam Hussein’s Iraq or Slobodan
Milosevic’s Serbia. At the same time, it puts high emphasis on developing and fielding lower-
cost and more sustainable ways of conducting secondary missions, such as operations against
non-state actors in places like the Middle East.

Force Employment

The Strategy focuses on readying the Joint Force for plausible conflicts with China or Russia —
precisely in order to deter them. The problem is that the Joint Force is not as ready for such
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conflicts as it should be. Instead, U.S. forces have been focused on operations in the Greater
Middle East and a wide variety of “shaping” missions, especially since 2001.

This must change. The Joint Force needs to prioritize readying for major war against China or
Russia — through realistic exercises (including with allies) and training at places like Red Flag,
Top Gun, and the National Training Center, as well as through needed rest and recuperation
amidst a demanding readiness improvement schedule.

By necessity, this requires that the Joint Force also do less of these “shaping” and other
secondary activities, and especially that the primary forces needed for major war be largely
spared such duties. Continuing the current pace of operations and patterns of employment, such
as using F-22s and B-1s over Syria and Afghanistan, will expend the readiness of the Joint Force
on these peripheral missions rather than augmenting it against China and Russia.

In summary, U.S. armed forces should become, as in most of the Cold War, primarily a training
and readiness-oriented force prepared for war against a near-peer opponent, and not, as in the
post-Cold War period, a military largely focused on operations in the Middle East and on
“shaping” activities.

Posture

The Strategy represents a reemphasis on forward presence — but a forward presence of a
particular kind. It is not about presence for its own sake or for symbolic or reassurance
purposes. Rather, it is about combat-credible forward forces — that is, forces that are or can
rapidly get forward, survive a withering Chinese or Russian assault, and blunt the adversary’s
aggression. And it about is bases, operating locations, and logistic networks that can perform
their missions in support of these goals even under heavy and sustained enemy attacks.

In the Pacific, this means investing in base defenses — including not only missile defenses but
also camouflage, hardening, deception techniques, and other passive measures — that can make
our relatively small number of bases more resilient, while also investing in a wider range of
primary bases as well as secondary and tertiary operating locations throughout maritime Asia.

In Europe, posture is crucial. Much of the threat posed by the Russian theory of victory is due to
the anachronistic placement of U.S. and allied forces, which reflects a pale fraction of the pre-
1989 force laydown trapped in amber. Accordingly, the Strategy calls for a substantial near-term
investment in rectifying the deficiencies in our deterrent and defense for Eastern Europe. This
includes posturing more heavy equipment and advanced munitions in key places in Europe and
readying allied infrastructure in Eastern Europe for rapid reinforcement.

Relationships with Allies and Partners

Another category of crucial changes initiated by the NDS is in our defense relationships with our
allies and partners. The Strategy is clear: the era of untrammeled U.S. military superiority is
over, yet we face not only high-end threats from China and Russia but also serious threats from
North Korea, Iran, and terrorists with extra-regional reach. We simply cannot do this all by
ourselves. This means that rebalancing our alliances and empowering new partners is not only a
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matter of equity — as important as these are — but of strategic necessity. We need our allies and
partners to contribute real military capability both to deterring China and Russia directly as well
as to handling secondary threats.

This entails significant changes in how we deal with our allies and partners. We need to
empower our allies as well as partners like India, Vietnam, Indonesia, and the United Arab
Emirates to be able to defend themselves better from Chinese or Russian coercion, to handle
secondary but still important shared threats with less U.S. involvement, or both.

Accordingly, we should see much more streamlined and liberalized procedures for arms and
technology sales and transfers as well as for more intelligence sharing. States that share our
broad interests, including ones, like Vietnam, with which we do not always agree, should be able
to purchase military equipment more rapidly and with greater confidence in the sustainability
and reliability of purchasing from the United States.

1I1. What Should Successful Implementation of the NDS Look Like in the Near Term?

What, then, should successful implementation of the NDS look like in the near term? The
measures laid out below, while by no means exhaustive, would represent meaningful progress
toward the fulfillment of the Strategy.

Warfighting Approach

The Department must make progress on developing innovative operational concepts. These must
be oriented on overcoming the operational problems identified in the Strategy in ways that
favorably manage escalation and achieve our national political-strategic ends.

Unfortunately, as the NDS Commission noted, there is little evidence that the Department has yet
made meaningful progress on developing these new operational concepts.> Congress cannot
make informed judgments about the Department’s budget request and other authorization issues
without understanding the Department’s approach to developing such concepts, however, since
they are vital to determining what capabilities the Department needs and what the Joint Force’s
composition and size should be.

¢ In this context, Congress might request a formal report from the Department on the state
of its progress on developing novel operational concepts designed to deal with the
operational problems identified in the Strategy.

Force Structure/Budget

The Department’s Fiscal Year 2020 budget proposal is the first designed from its inception under
NDS guidance. As Acting Secretary Shanahan has indicated, this should be the “masterpiece”
budget in terms of implementing the NDS. The budget should therefore reflect measurable
progress in realizing the NDS vision. This in particular means budgets and programs should be
demonstrably linked to improving the Joint Force’s performance in the most stressing,
strategically significant potential warfights against China or Russia. In practice, in the near

5 Providing for the Common Defense, vii.
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term this should mean significant investments in augmenting capability rather than growing the
size of the Joint Force, including in the FY20 budget.®

Key indicators of progress in the budget request toward implementing the NDS would include,
but are not limited to:

e Rectifying clear, major shortfalls for key scenarios (especially Taiwan and the Baltics)
through:

o Procurement of substantial numbers of munitions designed to increase the existing
Joint Force’s lethality against Chinese invasion or Russian maneuver forces, such
as longer-range anti-ship missiles (e.g., the Long-Range Anti-Ship Missile),
longer-range air-launched cruise missiles (e.g., the Joint Air-to-Surface Standoff
Missile-Extended Range), and guided anti-armor weapons for attacks on ground
maneuver forces. These types of munitions are must-buys to increase the
defensibility of Taiwan and the Baltics.

o Sustained and substantial investment in augmenting threatened base and logistic
network defense and resilience. This includes adequate active defenses for key
bases and nodes (e.g., the Army’s Indirect Fire Protection Capability, Increment
2) but also especially passive defenses to increase their resilience (e.g., funds for
hardening, decoys, camouflage, deception techniques, et al).

e More robust space-based, airborne, and terrestrial assets for conducting surveillance and
reconnaissance to support situational awareness, battle management, and targeting in
heavily contested environments.

¢ Funding for a “high-low” mix of highly capable, lethal, and survivable platforms (e.g.,
penetrating aircraft and munitions, space systems, and attack submarines) and more
attritable systems designed to complement and enable these more expensive platforms
(e.g., lower cost unmanned aerial and underwater systems and smaller satellites).

e Investment in lower-cost systems and formations for secondary and tertiary missions.
These include but are not limited to:

o Light-attack aircraft, including potentially unmanned such platforms.

o Smaller, tailored Army formations on the model of the Security Force Assistance
Brigade (SFAB) optimized for training and assisting partner militaries.

e Reduction and, wherever possible, elimination of forces that are not survivable and useful
in a high-end scenario and are too expensive for economical employment in low-end
operations.

o The Department’s cancellation in FY2019 of JSTARS — a platform of dubious
utility in a potential conflict with China or Russia — was an important step forward
in this vein.

e The Congress should consider providing authorization and resourcing to enable the
Secretary of Defense to reserve a substantial fund of money to be awarded to Services

® I highly commend to the Committee’s attention an excellent short list of key top priority investment areas designed
to address the National Defense Strategy’s requirements in David A. Ochmanek, “Restoring U.S. Power Projection
Capabilities: Responding to the 2018 National Defense Strategy,” Arlington, VA: The RAND Corporation, 2018,
10-11.
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and other entities based on proposals they submit that hold promise in addressing the key
operational problems laid out in the Strategy.” This would encourage the development of
innovative programs to deal with the challenges prioritized in the NDS.

Force Employment

The Joint Force is not ready enough for major war with China and Russia. As this is the most
important and dangerous security threat affecting our national interests, rectifying this shortfall
must be the primary goal of the Joint Force’s activities. Such activities should include:

e Focus Joint Force activities on high-end training and invest in improving training
facilities and techniques to prepare the Joint Force for high-end combat against China and
Russia.

e Conduct exercises, including with allies in Europe and Asia, designed to actually test the
Joint Force and allies’ readiness to fight and prevail against Russia or China.

o Such exercises should be designed in light of the Global Operating Model’s
framework to demonstrate the ability of U.S. and allied forces to blunt Chinese or
Russian fait accompli strategies, including through falling in on prepositioned
stocks and engaging the adversary quickly.

=  For example, in EUCOM, focus NATO alliance exercises much more on
high-end fighting.

Given how demanding improving the Joint Force’s readiness for major war with China or Russia
will be, U.S. forces must consequently do less of everything else not connected to that goal.
Accordingly, the Congress should expect the Department to propose to:

e Reduce activities not connected to this priority goal, including a wide range of exercises;
shaping, assurance and presence missions and operations.

Posture

In both Europe and Asia, U.S. posture is not optimized to deal with our potential adversary’s
theories of victory. Accordingly, the NDS calls for a substantial increase in investment for
European posture designed to quickly and materially address the imbalance in military power on
NATO'’s Eastern flank and improve the Alliance’s ability to defeat a Russian fait accompli
strategy, followed by a plateauing of this investment in the medium term to focus on the more
substantial long-term Chinese threat. In Asia, in addition to resources for making bases and
operating locations more defensible and resilient, investment should focus on increasing options
for operating locations throughout maritime Asia and the Western and Central Pacific.

e Congress should expect and require investments in the European Deterrence Initiative
and within Service budgets to continue to go toward enhancing the combat-credibility of
U.S. forces in Europe and the ability of Surge Layer forces to fall in on prepositioned
stocks in the event of crisis or conflict.

" David A. Ochmanek, “Improving Force Development Within the U.S. Department of Defense: Diagnosis and
Potential Prescriptions.” Arlington, VA: The RAND Corporation, 2018.
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o This should include prepositioning heavy equipment and advanced munitions.
e Congress should expect near-term growth in investments in our European deterrent and
defense posture but a plateauing of this investment over the coming years as U.S. and
NATO posture, capability, and readiness against the Russian threat improves.

Ensuring Clear and Consistent Guidance for the Department

There is a significant problem within the Department of Defense with the proliferation of
strategic guidance. Candidly, there is too much guidance and it is not as rigorously aligned as it
should be. Too much guidance is redundant at best and at worst confusing, conflicting, and
detrimental to effectively aligning the Department behind leadership intent.

The National Defense Strategy, the document established by Congress and embraced by
Secretary Mattis and Acting Secretary Shanahan as the Secretary of Defense’s preeminent
strategic guidance, provides clear guidance not only at the high political level but also in terms of
force structure and composition, development, employment, and posture. It establishes clear
priorities and identifies areas for reducing emphasis. In addition, the Secretary’s Defense
Planning Guidance (for budget and force development) and Guidance for the Employment of the
Force/Contingency Planning Guidance (for force employment) provide clear follow-on
specialized guidance.

Every other document issued by subordinate officials — civilian and uniformed — in the
Department should closely and clearly reflect these priorities. Yet this is not always the case,
resulting in confusion, stasis, or misaligned activities.

Congress can help rectify this problem by:

e Expressing its view that the Defense Planning Guidance and Guidance for the
Employment of the Force/Contingency Planning Guidance clearly and effectively ensure
the implementation of the National Defense Strategy in their respective domains.

e Providing for clearer lanes in the road for the documents issued by the Chairman of the
Joint Chief of Staff. In particular:

o Providing a clearer, more narrowly scoped purpose for the National Military
Strategy, and specifically providing that it focus on realizing the military
dimensions of the National Defense Strategy. This should include a clear focus on
operational concept development, a core military responsibility.

o Clarifying that the Chairman’s Program Recommendations and Global Campaign
Plans should be derived from the Defense Planning Guidance and Guidance for
the Employment of the Force/Contingency Planning Guidance, respectively.

Allies and Partners

Allies and partners are key to the success of the Strategy. They must understand and buy in to the
Strategy for it to succeed. And they must be able to obtain the arms, technologies, and
intelligence necessary to integrate with our Strategy.

Congress can help encourage this crucial element of the Strategy by:
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Advocating for a releasable version of the classified Strategy to be shared not only with
close allies but also the broader set of allies and partners crucial to the Strategy’s success.
Reduce barriers to selling or providing financing for purchases of arms consistent with
the Strategy (such as systems useful for developing indigenous A2/AD networks) to the
wider range of allies and partners identified in the Strategy, such as India, Vietnam, and
Indonesia. To realize this goal, Congress could:

o Ensure that strategic considerations predominate in interagency and congressional

decisions and authorizations about whether to sell arms and transfer technologies
(consistent with security concerns).
Remove CAATSA penalties and barriers for partners such as India, Vietnam, and
Indonesia. China is the most significant strategic challenge the United States
faces. Penalizing partners crucial to helping us check Chinese assertiveness not
only inhibits their ability to do so, but actively alienates them. It also undermines
our long-term ability to shift these states away from their historical reliance on
Russian arms sales toward our own and friendly states’ defense industries.
= Moreover, the best way to deal with the military threat posed by Russia is
to augment our posture and forces in Europe, not to penalize partners that
have historically relied on Soviet/Russian arms.

There are several allies and partners on which the Committee could most productively focus in
light of their unique importance. Taiwan is especially significant because it is the most
vulnerable member of the U.S. alliance and partnership architecture, especially over time, and
because its own behavior is crucial to its defensibility. Japan and Germany, meanwhile, are the
largest economies among U.S. allies. Greater and more focused defense effort from Tokyo is
essential to the allied defense posture in the Indo-Pacific in light of the continuing military build-
up by China. A cognate increase in effort by Berlin, meanwhile, is crucial to developing a more
equitable and thus more politically sustainable NATO defense posture.

epic.org

The United States is committed to the defense of Taiwan against unprovoked aggression,
but Taiwan itself must demonstrate much greater commitment and seriousness in
providing for its own defense. Congress can help by ensuring the Administration
provides and implements substantial defense sales to Taiwan that are in conformity with
an asymmetric strategy along the lines of Taiwan’s new Defense Concept.

o While Taiwan’s defense spending has inexcusably lagged, President Tsai Ing-

wen’s administration has committed to increased defense spending. Congress
should encourage this and urge Taipei to fulfill its pledge.

Taiwan needs help from the United States to help defend itself. The Congress
should therefore ensure defense sales and transfers to Taiwan are regular and
actually useful for Taiwan’s defense.

In particular, Taiwan needs to shift from a legacy force toward an asymmetric one
capable of blunting and degrading a Chinese invasion or blockade. In particular,
this means a shift from a focus on procuring vulnerable, big-ticket items like
short-range aircraft and surface ships to an emphasis on A2/AD systems that can
degrade a Chinese invasion or blockade and buy time for U.S. intervention. This
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entails Taiwan focusing on procuring short-range UAVs, coastal defense cruise
missiles, sea mines, mobile air defense systems, and rocket artillery.

o Taiwan’s Tsai administration has endorsed this approach but faces internal
resistance, often political or bureaucratic in nature. To help, Congress should
applaud Taiwan’s shift to this new Defense Concept and ensure U.S. defense sales
and transfers to Taiwan are consistent with the asymmetric strategy.

e Congress can applaud and support allies and partners that are working to align with the
National Defense Strategy, and encourage others to do so. It can do so through direct
engagements both here and on Congressional Delegations (CODELSs). In particular:

o Japan’s level of defense spending is far too low for the threat environment it
faces, and inconsistent with a mature, equitable alliance relationship with the
United States. The administration of Prime Minister Shinzo Abe has, however,
been working hard to change this, and deserves support.

= Moreover, Japan’s new National Defense Planning Guidelines are a
cardinal example of an allied strategy that is very much in line with the
National Defense Strategy.

= Thus, while Congress should continue to press Japan to increase its
defense spending, it should applaud Japan for its new Guidelines and its
efforts to bring Japan’s defense efforts into conformity with the security
conditions it faces and an appropriate and sustainable alliance relationship
with the United States.

o Germany has lagged behind its obligations to NATO collective security for
several decades. During the Cold War, the Bundeswehr was the most capable
NATO military, save that of the United States. Yet Germany effectively almost
demilitarized after the Cold War, and today is incapable of meaningfully
contributing directly to the collective defense of NATO’s newer entrants — a
collective defense from which the Federal Republic benefited so greatly during
the Cold War.

= But Germany appears to have turned a corner, and Berlin has recommitted
its military to the NATO collective defense mission and to increasing its
defense spending from 1.2% to 1.5% of GDP by 2031. This is not enough,
but it is a start that deserves support.

= Congress could, while encouraging Germany to continue to increase
defense spending, applaud the Federal Republic for its commitments and
renewed seriousness in the service of NATO defense.

Defense Spending

Adequate funding is crucial for successful implementation of this Strategy, and thus for
defending America’s interests abroad. Hard choices in the Department’s programs and
operations are necessary simply to keep up with the Chinese and Russian military challenge;
they are not a basis for a smaller defense budget.
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As Secretary Mattis regularly put it, “the United States can afford survival.”® The Congress
should therefore insist that the Department follow through on the hard choices laid out in the
Strategy but also provide the substantial and consistent funding needed to realize it.

An Active Congress and Senate Armed Services Committee

Congress — and especially this Committee — played a crucial role in setting the conditions for
success for the NDS, including by sending a clear signal of the importance of prioritization and
providing for a classified version of the Strategy. The NDS is as much Congress’ Strategy as the
Department’s.

Because of Congress’ tremendous importance in the nation’s defense, realizing the strategic shift
initiated by the NDS will require Congress to play a central role.

Most importantly, Congress and especially this Committee can continue to make clear, as
Chairman Inhofe has already indicated, its strong and continued support for the National
Defense Strategy. This is especially important and timely in light of the leadership transition in
the Department.

o [n this vein, the Committee should ensure that the next nominee for Secretary of Defense
commits to advancing and implementing the National Defense Strategy.

Congress can also support and enable the implementation of the Strategy by both supporting the
Strategy’s hard choices and providing adequate and consistent levels of funding to the
Department.

This is central because what differentiates the NDS from run of the mill strategic documents is
not only its clear, overriding focus on the major contemporary security challenge the nation faces
— great power competition — but also the hard choices reflected in the Strategy that Congress
demanded and that the Department’s leadership made. The Strategy reflects the understanding
that the demands of preparing for great power competition require conducting secondary
missions in a more economical way.

Saying that great power competition is important but failing to delineate clearly what not to do
effectively undermines the ability to genuinely prioritize on this most pressing challenge. If the
political leadership of the Department is unwilling to say with some precision not only what the
Department’s priority is but also where risk can be taken and cuts can be made, no one below
them will do so — nor should they be expected to do so. It is the job of the political leadership of
the Department to assume responsibility for those hard calls and credibly communicate those
decisions to subordinate echelons. Secretary Mattis and Acting Secretary Shanahan — in what is
probably an unprecedented act (at least in the post-Cold War era) of leadership — did exactly this.

Congress’ support for these hard choices — and thus for actually prioritizing great power
competition — is crucial and equally commendable.

8 Speech by Secretary of Defense James Mattis at The Reagan National Defense Forum, December 1, 2018.
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e Congress should therefore work with the Department to support and authorize, as
appropriate, the Department’s implementation of the hard choices reflected in the
Strategy.

There is no better forum than this Committee for ensuring that serious deliberation over the
nation’s crucial defense matters receives the official and national attention it deserves. This
Committee does not need to attempt to dictate the right answers to the Department, but it can
ensure the right issues are being soberly and expertly discussed and highlighted, as it did during
the 1970s and 1980s.

e In this vein, the Committee could hold both closed and open hearings on key issues that
require attention, featuring both Department officials and outside experts, such as:

o The results of the most recent and authoritative assessments of key conflict
scenarios;

o New operational concepts;

o New ways of performing missions in secondary theaters, such as the Middle East,
more economically; and

o Improving interoperability with allies and partners to defeat Chinese and Russian
theories of victory.

e In addition, the Committee could help communicate more effectively to and with the
American public concerning the serious and growing threat posed by great power military
competition — and, given its size and sophistication, China in particular — and why this
challenge demands priority even as our national security infrastructure continues to
manage threats from terrorists and “rogue states.”

e At the same time, it is crucial that the National Security Strategy and National Defense
Strategy priorities be reflected across government. The Committee could therefore work
with the Senate Foreign Relations Committee and Senate Select Committee on
Intelligence to ensure strategies and efforts are aligned, a crucial part of ensuring the
United States effectively expands the competitive space.

Conclusion

The 2018 National Defense Strategy represents a fundamental shift in our country’s defenses. Its
core purpose was to identify and anticipate the most consequential and dangerous threats to our
nation’s interests, provide clear and actionable guidance to the Department of Defense as to how
to maintain effective deterrence and defense against those threats, and by implementing these
decisions stand the best chance of preserving a favorable peace in the coming years. It is a
Strategy that directs hard choices and rigorous prioritization now, so that we may balance the
power of a rising China and check a revanchist Russia. Failing to make those hard choices and
investments now will not relieve us of the obligation to make them — it will only make them
harder and costlier in the future.
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Executive Summary

The term “5G” refers to the oncoming fifth generation of wireless networks and technology that
will produce a step-change improvement in data speed, volume, and latency (delay in data
transfer) over fourth generation (4G and 4G LTE) networks. 5G will enable a host of new
technologies that will change the standard of public and private sector operations, from
autonomous vehicles to smart cities, virtual reality, and battle networks. Historical shifts
between wireless generations suggest that the first-mover country stands to gain billions in
revenue accompanied by substantial job creation and leadership in technology innovation. First
movers also set standards and practices that were then adopted by subsequent entrants.
Conversely, countries that fell behind in previous wireless generation shifts were obligated to
adopt the standards, technologies, and architectures of the leading country and missed out on a
generation of wireless capabilities and market potential.

In the early 2010’s, AT&T and Verizon rapidly deployed LTE across the United States on the
700 Megahertz (MHz) spectrum they won at auction in 2008. Building on this deployment, the
United States became the first country (after Finland) to see a comprehensive LTE network that
delivered approximate 10x the consumer network performance of then-existing 3G networks.
This step-change in performance drove rapid adoption of new handsets with new
semiconductors that not only could move much more data, but were also computationally much
faster. U.S. companies like Apple, Google, Facebook, Amazon, Netflix, and countless others
built new applications and services that took advantage of that bandwidth. As LTE was
deployed in other countries, those same handsets and applications spread across the world.
This initiative helped drive global U.S. dominance in wireless and internet services, and created
a U.S.-led wireless ecosystem on which the Department of Defense (DoD) and the rest of the
world has operated for nearly a decade.

Since the rollout of LTE, these wireless competitive landscape has undergone many changes.
Chinese telecommunications equipment giant Huawei grew global revenues from approximately
$28B in 2009 to $107B in 2018, while other traditional market leaders like Ericsson and Nokia
have declined in revenue over that same period. Chinese handset vendors like Huawei, ZTE,
Xiaomi, Vivo, and Oppo have rapidly grown in global market share, and are still growing rapidly
in adoption and influence despite minimal sales in the U.S. market. In 2009, all of the top 10
Internet companies by revenue were American. Today, four of the top 10 are Chinese. These
trends are already in effect, and 5G has the potential to skew future networks even further in the
direction of China if it continues to lead.

The shift from 4G to 5G will drastically impact the future of global communication networks and
fundamentally change the environment in which DoD operates. While DoD will feel the impact of
5G, the rollout itself will be driven by the U.S. commercial sector. This study provides insight into
the commercial landscape as well as the DoD landscape to give a comprehensive view of the
stakeholders and future of 5G.

5G has the ability to enhance DoD decision-making and strategic capabilities from the
enterprise network to the tactical edge of the battlefield. 5G will increase DoD’s ability to link
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multiple systems into a broader network while sharing information in real time, improving
communication across Services, geographies, and domains while developing a common picture
of the battlefield to improve situational awareness. This improved connectivity may in turn
enable a host of new technologies and missions, from hypersonics and hypersonic defense to
resilient satellite constellations and mesh networks.

Spectrum will play a key role in the operation, development and roll-out of 5G. Peak data rates
are driven by the amount of spectrum that is available to a wireless service. In 4G, up to five 20
MHz channels can be bonded together. But in 5G, up to five 100 MHz channels can be bonded
together, enabling speeds approximately 20x faster than 4G and 4G LTE. While some 5G
technology will be deployed in the currently-used cellular spectrum and achieve modest gains in
performance (LTE is already fairly well optimized), full 5G development will require significantly
more spectrum to provide another step-change improvement in performance for consumers,
DoD or otherwise.

Countries are pursuing two separate approaches to deploy hundreds of MHz of new spectrum
for 5G. The first focuses on the part of the electromagnetic (EM) spectrum below 6 GHz (“Low-
to Mid-Band Spectrum,” also referred to as “sub-6”), primarily in the 3 and 4 GHz bands. The
second approach focuses on the part of the spectrum between ~24 and 300 GHz (“High-Band
Spectrum,” or “mmWave”), and is the approach taken by the United States, South Korea, and
Japan (although all three countries are also exploring sub-6 to various degrees). U.S. carriers
are primarily focused on mmWave deployment for 5G because most of the 3 and 4 GHz
spectrum being used by the rest of the world for 5G are exclusive Federal bands in the United
States, extensively used by DoD in particular.

The question of spectrum allocation is at the heart of the 5G competition, for the spectrum band
of choice, whether sub-6 or mmWave, impacts nearly every other aspect of 5G development.
Spectrum bands in the 3 and 4 Ghz range dominate global 5G activity because of improved
propagation (range) over mmWave spectrum, resulting in far fewer base stations needed to be
deployed to deliver the same coverage and performance. Because large swaths of the sub-6
bands in the United States are not available for civilcommercial use, U.S. carriers and the FCC
(which controls civil spectrum in the US) are betting on mmWave spectrum as the core domestic
5G approach.

U.S. carriers may continue to pursue mmWave, but it is impossible to lead in the 5G field
without followers. Leadership in wireless networks requires the global market to subscribe to
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and build to the specifications of the leader’s spectrum bands of choice, as these 5G
subcomponents and products will ultimately drive interoperability across networks. The rest of
the world does not face the same sub-6 spectrum limitations as U.S. carriers, and is
subsequently pursuing 5G development in that range. As a result, the United States may find
itself without a global supply base if it continues to pursue a spectrum range divergent from the
rest of the world.

If the future 5G ecosystem adopted by most of the world is built on the sub-6 mid-band
spectrum, the United States will also be faced with mmWave device interoperability challenges
and sub-6 infrastructure security concerns. As sub-6 becomes the global standard, it is likely
that China, the current leader in that space, will lead the charge. This would create security risks
for DoD operations overseas that rely on networks with Chinese components in the supply
chain. Even if the United States were to restrict use of Chinese equipment suppliers
domestically, the United States is not a big enough market in wireless to prevent China’s 5G
suppliers from continuing to increase market share globally, resulting in significant pressure on
a declining set of vendors that would serve the U.S. market. These vendors will in turn be
unable to invest R&D towards future 5G offerings due to decreasing market share, limiting the
number of competitive products and depriving DoD and U.S. industries of better and cheaper
global supply chains.

China plans to deploy the first widespread 5G network, with its first set of sub-6 services
becoming available in 2020. First-mover advantage will likely drive significant increases in their
handset and telecom equipment vendors market along with their domestic semiconductor and
system suppliers. As a result, Chinese internet companies will be well-positioned to develop
services and applications for their home market that take advantage of 5G speed and low
latency. As 5G is deployed across the globe in similar bands of spectrum, China’s handset and
internet applications and services are likely to become dominant, even if they are excluded from
the US. China is on a track to repeat in 5G what happened with the United States in 4G.
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CHAPTER 1: 5G HISTORY AND OVERVIEW

A History of Generation Technology

Mobile wireless technology has been in development for decades, with the first generation (1G)
introduced in the late 1970s and fielded in the early 1980s. Since then, new generations of
technology and wireless standards have been introduced every decade or so, culminating in our
present state of transition between 4G and 5G capabilities. The value of each generation has
increased exponentially, as each has enabled a host of other technology advancements across
the commercial sector and military. All existing generations work within the low- to mid-band
spectrum (less than 6GHz, or sub-6), but 5G has opened the door for millimeter wave
(mmWave) spectrum use as well.

1G (Voice Calls): 1G mobile
networks were fielded in the
early 1980s with voice
communications and limited
emphasis on data transfer
capability (early capability
~2.4 Kbps). 1G networks
utilized analog signals to
“hand off” cell users between
a network of distributed base
stations (hosted on cell
towers) using standards like
AMPS and TACS.

Source: https://www.researchqate.net/fiqure/Wireless-technology-evolution fig1 322584266

2G (Messaging): In the 1990s, 2G mobile networks spawned the first digitally-encrypted
telecommunications that improved voice quality, data security, and data capacity, while hosting
limited data capability by way of circuit-switching using the GSM standard. In the late 1990s,
2.5G and 2.75G technology brought about improved data rates (upwards of 200 Kbps) using
GPRS and EDGE standards, respectively. These later 2G iterations introduced data
transmission via packet-switching, which served as a stepping-stone to 3G technology.

3G (Limited data: multimedia, text, internet): The late 1990s and early 2000s introduced 3G
networks with faster data transfer speeds by fully transitioning to data packet-switching, with
some voice circuit-switching that had been standard for 2G. This enabled data streaming, and in
2003 the first commercial 3G service was launched with mobile internet access, fixed wireless
access, and video calls. 3G networks have now increased data speeds to 1Gbps when
stationary and upwards of 350Kbps when mobile, using standards such as UMTS and WCDMA.

4G and LTE (True data: dynamic information access, variable devices): 4G network services
were introduced in 2008 and featured data transfer at 10 times the speed of 3G by leveraging
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all-IP networks and relying entirely on packet-switching. 4G networks enhanced the quality of
video data due to larger bandwidths allowing for increased network speed. The introduction of
the LTE network has since set the standard for high-speed wireless communications on mobile
devices and data terminals. LTE is in constant evolution, and is currently on release number 12.
“LTE advanced” can support ~300 Mbps.

5G: 5G’s precise capabilities and extent of adoption are still to be determined. The speed,
volume, and latency of data transfer will depend on the spectrum bands used, as well as the
context of network usage (fixed or mobile). For example, a mmWave 5G network could enable
incredibly fast speed for fixed local area networks under specific conditions that did not limit
wave propagation, but would conversely struggle to maintain those speeds at extended range
(on the “cell edge”). A sub-6 5G network might have lower maximum speed than mmWave, but
could cover a much broader area without risk of interruption from a range of environmental
factors. These conditions will ultimately determine the “standards” for 5G, and are currently in
development globally.

History’s Lessons: First-Mover Advantage in Generation Transitions

Transitions between wireless technology generations before 5G also had substantial
commercial, competitive, and security implications for first-movers. Europe, led by Germany,
gained first competitive advantage in 2G, and as a result companies like Nokia and Ericsson
were able to roll out more advanced devices earlier and were already transitioning to 3G in the
2000s when the United States was still trying to implement 2G. The European wireless tech
industry boomed during this period while U.S. companies struggled to keep pace. Europe lost
this edge during the 3G transition, when they were hampered by regulations that required time-
consuming auctions of 3G spectrum, rather than simply repurposing existing 2G spectrum
bandwidth. Japan took the lead on 3G, and while the United States ultimately caught up to
Japan, it took years to roll out 3G networks, which came at a huge cost to U.S. businesses as
Japan sprinted forward with its 3G business model. The United States lost thousands of jobs
and considerable revenue during this transition, during which multiple wireless technology
companies failed or were absorbed into foreign companies.

The United States learned from its previous mistakes when it came to 4G and 4G LTE. Although
it had been slow to implement 3G, there was a surge in 3G investment in the later years that
ultimately gave the United States a head start when 4G arrived. Additionally, the FCC opened
licenses for more bandwidth and set regulations to promote rapid expansion of the 4G network
as it was being developed. Japan kept pace at first, but Japanese industry failed move quickly
to develop the technology that would ultimately shape the 4G ecosystem. As a result, the United
States took an early lead in the smart device market and ultimately displaced Japanese
operating systems both in and out of Japan.

In the early 2010s, AT&T and Verizon rapidly deployed LTE across the United States in the 700
MHz spectrum they won at auction in 2008. The United States became the first country (after
Finland) to see a comprehensive LTE network that delivered approximately 10x the consumer
network performance of existing 3G networks. This step-change in performance drove rapid
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adoption of new handsets with new semiconductors that not only could move much more data,
but were computationally much faster as well. U.S. companies like Apple, Google, Facebook,
Amazon, Netflix, and countless others built new applications and services that took advantage
of that bandwidth and those new handset capabilities. As LTE was deployed in other countries,
those same handsets and applications spread across the world, driving U.S. dominance in
global wireless and internet services.

The United States has benefited significantly from this lead. Recon Analytics published a report
in April 2018 estimating that the introduction of 4G contributed to 70% growth in the wireless
industry between 2011 and 2014, bolstering GDP while increasing jobs in the wireless industry
by over 80%. By leading the charge on 4G, the United States was able to build a global
ecosystem of network providers, device manufacturers, and app developers that shaped the
future of 4G and the experience of all other countries implementing it.

First-mover advantage is particularly pronounced in wireless generation transitions because the
leader can set the foundational infrastructure and specifications for all future products. For
example, China is in the process of laying down fiber optic cables in its own territory and plans
to do the same for the countries participating in its Belt and Road initiative, in addition to building
5G networks throughout Europe. This will allow China to selectively grant access to certain 5G
companies and products to ride on that infrastructure.? China is using this opportunity to
promote sub-6 spectrum usage, which will shape the entire 5G product market going forward. If
companies want to sell their 5G products into China or into any network with Chinese
sponsorship, they will have to build to Chinese preferred specifications and partner with Chinese
companies. This increases the risk of product backdoors and vulnerabilities throughout the
supply chain.

The shift to 5G will carry the same potential risks and rewards as previous generational
transitions, but at an even larger scale. The leader of 5G stands to gain hundreds of billions of
dollars in revenue over the next decade, with widespread job creation across the wireless
technology sector. 5G has the potential to revolutionize other industries as well, as technologies
like autonomous vehicles will gain huge benefits from the faster, larger data transfer. 5G will
also enhance the Internet of Things (IoT) by increasing the amount and speed of data flowing
between multiple devices, and may even replace the fiber-optic backbone relied upon by so
many households. The country that owns 5G will own many of these innovations and set the
standards for the rest of the world.

For the reasons that follow, that country is currently not likely to be the United States.

" “How America’s Leading Position In 4G Propelled the Economy,” Recon Analytics, 16 April 2018,
https://api.ctia.org/wp-content/uploads/2018/04/Recon-Analytics How-Americas-4G-Leadership-
Propelled-US-Economy 2018.pdf.

2 Susan Crawford, “China Will Likely Corner the 5G Market - And the US Has No Plan,” Wired, 20
February 2019, https://www.wired.com/story/china-will-likely-corner-5g-market-us-no-plan/.
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Spectrum Use and Options

Spectrum use and availability are the most important factors in fielding a viable 5G network, as
they will determine the speed, volume, and latency of data transfer going forward. 4G data
transfer capabilities cannot keep pace with current demand, and the 5G step-change would
address the increasing rate of data consumption by fielding a functioning 5G network using
mmWave bands, sub-6 bands, or both. The following sections describe the relative strengths
and weaknesses of mmWave and sub-6 approaches, as well as their potential applications and
roles in a future 5G ecosystem.

Millimeter Wave (mmWave)

MmWave spectrum operates in high frequencies found between 30 GHz and 300 GHz, and is
attractive for a number of reasons. First, the shorter wavelengths of mmWave create narrower
beams, which in turn provide better resolution and security for the data transmission and can
carry large amounts of data at increased speeds with minimal latency. Second, there is more
mmWave bandwidth available, which improves data transfer speed and avoids the congestion
that exists in lower spectrum bands (prior to researching potential 5G uses of mmWave
frequencies, the only major operators in that area of the spectrum were radar and satellite
traffic). A 5G mmWave ecosystem would require a significant infrastructure build, but could reap
the benefits of data transferred at up to 20x the speed of current 4G LTE networks. Finally,
mmWave components are smaller than components for lower bands of the spectrum, allowing
for more compact deployment on wireless devices. Outside of its physical properties, MmWave
is also attractive to U.S. 5G developers because the U.S. government owns large swaths of the
sub-6 spectrum, particularly in the 3 and 4 GHz range, making it difficult for carriers to purchase
dedicated spectrum licenses at FCC auctions or even to share that part of the spectrum.

However, mmWave has its share of challenges. While its short wavelengths and narrowness of
its beam allow for improved resolution and security of data transfer, these qualities can also
restrict the distance at which mmWaves can propagate. This creates a high infrastructure cost,
as a mmWave network would require densely populated base stations throughout a geographic
area to ensure uninterrupted connectivity. This challenge is further aggravated by the fact that
mmWaves can be easily blocked by obstacles like walls, foliage, and the human body itself.
MmWave spectrum can achieve extended range in specific circumstances, such as in large
buildings with flat reflective windows above the tree line, but few environments in the United
States are conducive to this type of propagation.

Various studies have begun to test the efficacy of mmWave and sub-6 infrastructure builds in
the United States. MoffettNathanson LLC recently conducted an analysis of Verizon’s 5G
mmWave efforts in Sacramento and discovered that after roughly six months in the market,
Verizon’s ~150 fixed wireless broadband (FWBB) base stations can only offer service to around
6% of residential addresses in the tested areas.® Verizon has been targeting particularly dense

3 Craig Moffet, Ray McDonough and Jessica Moffet, “Fixed Wireless Broadband: A Peek Behind the
Curtain of Verizon’s 5G Rollout,” p. 7, MoffetNathanson, March 20, 2019,
https://www.moffettnathanson.com/?Section=Media%20/Telecom.
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parts of Sacramento as optimal testing environments and is focused on developing a fixed
network, which carries fewer challenges for mmWave deployment than a mobile network.
However, even in these optimized circumstances it is clear that scaling this solution to provide
more coverage would be a time- and cost-intensive endeavor requiring a massive infrastructure
build-out.

Google also performed a preliminary study for the Defense Innovation Board to ascertain the
approximate capital expenditure (capex) and base station counts needed for mmWave
deployments, using 425 MHz of spectrum at 28 GHz (a mmWave configuration standard for
current U.S. 5G trials), compared to 250 MHz of spectrum in the 3.4 GHz band (a sub-6
configuration, standard for Chinese 5G trials and deployment). This equipment was deployed on
72,735 existing macrocell towers and rooftops (the easiest choice for deployment) and was
found to provide mmWave coverage to only 11.6% of the U.S. population at cell edge speeds of
100 Mbps, with 3.9% coverage at 1 gigabit. For sub-6, the same tower sites covered 57.4% of
the population at 100 Mbps, and 21.2% of the population at 1 Gbps. The study used high-
resolution geospatial data that included shadowing from foliage structures, but did not take into
account shadowing from the human body or a vehicle, which realistically would exist in a
deployed environment and even further disrupt connectivity for mmWave networks.

Most operators are looking at deploying mmWave 5G sites on utility poles, given the poles’ ease
of accessibility and abundance. Using a database of utility poles in the United States, the study
indicated that it would require approximately 13 million pole-mounted 28-GHz base stations and
$400B dollars in capex to deliver 100 Mbps edge rate at 28 GHz to 72% of the U.S. population,
and up to 1 Gbps to approximately 55% of the U.S. population. Figures 1 and 2 below show the
difference in “splat” (propagation) between 28 GHz (mmWave) and 3.4 Ghz (sub-6)
deployments on the same pole height in a relatively flat part of Los Angeles (blue represents
100 Mbps speed, red represents 1 Gbps speed):

Figure 1: “Splat” chart with mmWave propagation Figure 2: “Splat” chart with sub-6 propagation
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There are ongoing efforts to mitigate these physics challenges, such as massive MIMO
(multiple-input, multiple-output) and beamforming. Massive MIMO is an antenna array that will
greatly expand the number of simultaneous connections and throughput, and will give base
stations the ability to send and receive signals from many more users at once and increase the
capacity of networks significantly, assuming multiple RF paths to users exist. Beamforming is a
technique for identifying the most efficient data-delivery route to a particular user and reducing
interference for nearby users in the process. These options can improve the propagation of
mmWaves, but challenges remain with maintaining connectivity across a broader area using
this part of the spectrum. Significant time and R&D will have to be devoted to solving the
mmWave propagation problem before it can be deployed as a more universal wireless network
solution.

Sub-6

Sub-6 includes the range of spectrum below 6 GHz. Sub-6 can provide broad area network
coverage with lower risk of interruption than mmWave due to its longer wavelength and greater
capacity to penetrate obstacles. It therefore requires less capex and fewer base stations, as
compared to mmWave. This, together with the ability to leverage existing 4G infrastructure,
makes sub-6 the lower hanging fruit for a potential 5G sub-6 ecosystem. Faster time-to-rollout is
particularly important given the speed at which China is pushing forward. While mmWave may
ultimately be deployed in specific environments where its propagation and cost challenges are
not prohibitive, sub-6 will likely provide the broader solution for more wide area 5G coverage in
the near term. This in turn will drive product design and manufacturing for the 5G supply chain,
given the larger quantity of equipment that will feed that sub-6 network.

Maximizing the potential of 5G requires hundreds of consecutive MHz of bandwidth in order to
optimize performance, and the sub-6 spectrum is already crowded with existing systems and
uses. In the United States, sub-6 5G technologies will likely be deployed in existing macrocell
networks and infrastructure through existing LTE spectrum. This would give modest
improvements to RF system performance, but would not yield a 10x performance improvement
over modern versions of LTE operating in the same spectrum. This failure to deliver the same
disruptive speed improvements that LTE had over 3G would mute the impact of 5G deployment
in the United States.

An additional challenge in the United States is that the government owns large portions of the
sub-6 spectrum and limits commercial access to them. It is possible to relocate Federal users or
share these bandwidths to allow commercial sector to develop 5G capabilities on them, but both
of these processes are time-intensive. The average time it takes to “clear” spectrum (relocate
existing users and systems to other parts of the spectrum) and then release it to the civil sector,
either through auction, direct assignment, or other methods, is typically upwards of ~10 years.
Sharing spectrum is a slightly faster process because it doesn’t require a complete upheaval of
existing federal users, but even that has historically taken upwards of five years.

There are also legitimate concerns within DoD that sharing its bandwidths in the sub-6 spectrum
will create a number of operational issues, from spectrum optimization to security vulnerabilities.
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If DoD operators are forced to share their bands of the spectrum, there is concern that this may
reduce the performance of systems. The addition of commercial users would also increase the
overall congestion of the sub-6 spectrum, increasing the risk of connectivity interruptions for
DoD operators. There is precedent for successful spectrum-sharing - in 2010, the FCC opened
up the 3550-3700 MHz bandwidth (known as Citizens Broadband Radio Service, or CBRS) to
the commercial sector. However, this process took more than five years, a timeframe that is
untenable in the current competitive environment. This paper will explore the CBRS case study
in more detail in Chapter 3.

Given these benefits and challenges associated with mmWave and sub-6, the future of 5G may
involve some combination of both. Sub-6 is optimized for broad area coverage, which will make
up a large part of the network, but mmWave may ultimately be able to provide more exquisite
coverage in specific scenarios, and has some distinct military advantages in some topographies
by virtue of being harder to intercept. This will require further research and testing in the
mmWave spectrum targeting the current physics challenges around propagation, which may in
turn lower the capex required for mmWave infrastructure deployment. In the near term, 3 and 4
GHz spectrum will likely serve as the dominant global bands that drive volume in infrastructure
and device deployments. In the current state of 5G development and spectrum usage, it is
unlikely that the United States will be able to leverage such technology, much less lead the rest
of the world in that band of spectrum deployment as it did with 4G almost a decade ago.
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CHAPTER 2: CURRENT STATE OF THE 5G COMPETITIVE FIELD

5G capability by country can be compared across five metrics: spectrum availability, widespread
5G trials, 5G roadmaps being established by the national regulator, government commitment
(e.g., strategy documents and policies paving the way for 5G implementation), and industry
commitment to early 5G launch.* Of these metrics, spectrum availability has the largest
influence, as many of the other factors are dependent on that availability. For spectrum
availability, there is ongoing debate on the merits of sub-6 versus mmWave and how to allocate
spectrum in either of those categories, and in the United States there is a larger concern about
allocating or sharing government-owned spectrum to the commercial sector. For infrastructure,
carriers can take a “non-standalone” approach, which leverages existing 3G and 4G
infrastructure as a stepping stone to get to full 5G capability, or a “standalone” approach, which
requires a large up-front investment to build out new infrastructure for a 5G network.

Source: https:.//www.everythingrf.com/community/5g-frequency-bands

China

China has taken the lead in 5G development through a series of aggressive investment and
spectrum-allocation initiatives. In addition to investing $180B in capital expenditure for 5G
deployment over five years, China assigned 200 MHz of mid-band spectrum to its three state
providers and is considering reallocating 500 MHz of C-band spectrum as well.> Domestically,
China’s 5G deployment is being implemented through its major telecommunications companies

4 David Abecassis, Chris Nickerson and Janette Stewart, “Global Race to 5G - Spectrum and
Infrastructure Plans and Priorities,” Analysys Mason, April 2018, https://api.ctia.org/wp-
content/uploads/2018/04/Analysys-Mason-Global-Race-To-5G 2018.pdf.

5 Edison Lee and Timothy Chau, “Telecom Services: The Geopolitics of 5G and loT,” Jefferies,
September 14, 2017, https://www.jefferies.com/CMSFiles/Jefferies.com/files/Insights/TelecomServ.pdf.
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(China Mobile, China Unicom, and China Telecom). All three are primarily focused on
developing a standalone 5G network in China, with plans to deploy pre-commercial application
in 2019 and formal commercial application in 2020. China now has ~350,000 5G-operable base
stations deployed, which is nearly 10 times as many as are deployed in the United States.
Globally, China’s large manufacturers (Huawei and ZTE) are pushing 5G deployment through
commercial sales of 5G-enabling equipment and devices primarily for non-standalone networks,
and Huawei has already shipped upwards of 10,000 base stations overseas.®

Overseas, China has been developing partnerships with countries and foreign companies to
expand its 5G influence. In Europe, Huawei and ZTE are offering their services to build
individual countries’ 5G networks, and have signed multiple 5G contracts despite pressure from
U.S. officials demanding that allies block Chinese companies. Additionally, China has invested
significant time and resources into its Belt and Road Initiative, including a push for Chinese-built
network infrastructure to provide connectivity across the length of the route. This strategy has
already had some success: in Q3 of 2018, Huawei held 28% share of the global
telecommunications equipment market, up four percentage points from 2015.” Huawei is
expected to continue growing that share as more 5G networks are rolled out relying on Chinese
telecommunications equipment. These efforts will allow China to promote its preferred
standards and specifications for 5G networks and will shape the global 5G product market going
forward.

In aggregate, these approaches have given competitive advantage to China in 5G technology
and capability. China’s 5G strategy should be viewed in the context of the Chinese Communist
Party’s (CCP) grand strategy. Like artificial intelligence (Al), 5G development is a crucial
component of Xi Jinping’s “China Dream” vision and “Made in China 2025” roadmap. Social
stability and economic growth are the CCP’s top priorities because failures in those two areas
are seen as direct existential threats to the regime, and 5G has the potential to transition China
from a capital- and labor-intensive manufacturing economy to an innovation-led, consumption-
driven economy with reduced dependence on foreign investment. In light of China’s slowing
growth and its ongoing trade war with the United States, the CCP likely feels pressured to

pursue technological advancement initiatives like 5G more aggressively.

*For more detail on China’s 5G strategy and capabilities, please see Classified Annex.

South Korea

South Korea is closely following China in 5G maturity due to its early auction of spectrum and its
general commitment to wireless technology. The South Korean government has built a clear
roadmap including healthy investment to pursue 5G; in 2014, South Korea committed $1.5B to

6 Isao Horikoshi and Takashi Kawakami, “Telecom’s 5G revolution triggers shakeup in base station
market,” Nikkei Asian Review, December 25, 2018,
https://asia.nikkei.com/Business/Technology/Telecom-s-5G-revolution-triggers-shakeup-in-base-station-
market.

7 Stéphane Téral, “Mobile Infrastructure Market Tracker - Regional,” IHS Markit, December 3, 2018,
https://technology.ihs.com/597909/mobile-infrastructure-market-tracker-regional-q3-2018.
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promote 5G adoption and deployment by 2020, and in 2017, South Korea released its national
broadband and spectrum plan (“K-ICT”) to further promote 5G.2 In line with the K-ICT plan,
South Korea'’s Ministry of Science and ICT (MSIT) has since auctioned over 1,000 MHz of
spectrum in the sub-6 and mmWave ranges to its three largest telecommunications providers
(SK Telecom, KT Corp, and LG Uplus). South Korea has closely partnered with AT&T and
Verizon to develop 5G mmWave networks, but has spread its risk in pursuing both sub-6 and
mmWave by making its devices functional in both parts of the spectrum (as in the case of its
Exynos 5100 5G modem).® AT&T is also working with Samsung to release a cell phone with
mmWave and sub-6 capabilities at the end of 2019, but these dual-function devices may have
less capability in the United States, given the restricted range of sub-6 spectrum available.

South Korea was able to leverage the 2018 Winter Olympics in Pyeongchang to showcase its
5G investment and conduct various network trials. South Korean industry already promotes
high-intensity competition for 4G and LTE network technologies, which will fuel further rapid
development of 5G. SK Telecom currently leads the field in investment and 5G trials, and was
also able to acquire the largest amount of spectrum bandwidth in the 2018 MSIT auction, but all
three telecoms providers plan to synchronize their launches of 5G cellular service in early 2019
for “Korea 5G Day.” South Korea is well-positioned in the 5G field and will likely continue to be a
leader going forward as its major telecoms providers take advantage of their newly-auctioned
spectrum bandwidth.

Japan

Japan is following closely behind China, South Korea, and the United States in 5G capability.
Japan has not yet auctioned off key parts of its spectrum bandwidth to commercial providers,
but has plans to do so in 2019 and is currently developing both mmWave and sub-6 options
(mmWave is being applied to limited, densely-populated geographic areas, while sub-6 is being
used to cover the rest of the territory). Similar to South Korea, Japan hopes to use the 2020
Olympics in Tokyo to showcase and test 5G technologies and networks, and is driving most of
its investment and activity around that 2020 timeline. In 2014, Japan stood up its 5G Mobile
Forum (5GMF) to promote 5G research and development, coordinate 5G efforts across
organizations, and promote general awareness of 5G.'° In 2016, Japan’s Ministry of Internal
Affairs and Communication (MIC) released a strategy document (“Radio Policy to Realize 5G in
2020”) that mapped out its commitment to and future deployment of 5G.""

8 Lee Kangwook, “South Korean Government to Introduce K-ICT Spectrum Plan,” December 23, 20186,
http://www.ipnomics.net/?p=16629.

9 Sean Kinney, “5G modem based on 3GPP Rel. 15, Samsung says,” RCRWireless News, August 15,
2018, https://www.rcrwireless.com/20180815/5g/samsung-5g-modem-supports-sub-6-ghz-and-millimeter-
wave-frequencies.

10 Kohei Satoh, “Remarks by the 5GMF Secretary General,” 5GMF, July 4, 2016,
https://5gmf.jp/en/committee/20160704154530/.

" Kunko Ogawa, “Radio Policy to Realize 5G in 2020,” Ministry of Internal Affairs and Communication
(MIC), June 28, 2016, https://www.gsma.com/spectrum/wp-content/uploads/2016/08/MIC Spectrum-for-
5G-MIC-Kuniko-OGAWA.pdf.
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Japan’s three major telecoms providers (NTT DOCOMO, KDDI, and Softbank) are all in the
process of testing 5G technologies with the intention of launching in 2020 before the Olympics.
All three companies are conducting trials in the sub-6 and mmWave ranges, and MIC has
conducted a “5G System Trial” in Tokyo and rural Japan.

Rest of World (Non-US)

While China, South Korea, the United States, and Japan lead the field, the rest of the world is
playing catch-up on 5G deployment. The United Kingdom, Germany, and France can be
considered “second tier” 5G developers, while Singapore, Russia, and Canada make up the
“third tier,” and the rest of the world comes after. These countries are beginning to auction off
spectrum bandwidth with varying timelines and volume of spectrum made available, but many
lack any formal policies or strategies to enable 5G implementation and most anticipate 5G
launches outside of the 2020 timeframe.

Although Europe led the charge into 2G, it has since been hampered by regulations that have
limited its ability to rapidly make spectrum bandwidth available, and has continued to lag behind
in 3G, 4G, and now 5G. The rest of Asia has made some strides in 5G, but few countries have
invested the same time and resources as China, Japan, and South Korea. Russia released its
“Digital Economy of the Russian Federation” in 2017 that included a 5G roadmap, but has yet to
develop any clear spectrum plan or devote significant resources to that roadmap.'? Russia used
the 2018 FIFA World Cup to launch some of its 5G efforts, but is still highly reliant on foreign 5G
technologies and partnerships to move its 5G development forward.

Given the gap in 5G advancement between the first tier and everyone else, the rest of the world
will likely be driven to implement the 5G network design and infrastructure of whichever country
leads 5G. China is the current leader, and U.S. allies have taken different stances on how to
respond to the Chinese drive to set 5G standards. Some are wary of Chinese influence because
of security concerns and are actively working to push back on China’s 5G roll-out. For example,
in December the Czech Republic’s cybersecurity agency (NUKIB) issued an official warning that
Huawei and other Chinese companies posed a national security risk, citing existing Chinese
statutes (National Intelligence Law, enacted June 27, 2017)"3 that require Chinese companies to
actively cooperate with the intelligence community. This has driven a security review throughout
Czech public and private sectors, effectively halting all sales of Huawei 5G goods into the
country. Australia and Poland have also taken a hard line against China, and the United States
has been heavily pressuring its other allies to follow suit.

2 “The Digital Economy of the Russian Federation,” accessed March 20, 2019,
http://ac.gov.ru/en/projects/014097.html.

13 Article 14: “State intelligence work organs, when legally carrying forth intelligence work, may demand
that concerned organs, organizations, or citizens provide needed support, assistance, and cooperation”;
Article 17: “As necessary for their work, the staff of national intelligence work institutions may, in
accordance with relevant national provisions, have priority use of, or lawfully requisition, state organs’,
organizations' or individuals' transportation or communications tools, premises and buildings.” China’s
National Intelligence Law, June 27, 2017.
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However, other countries have been less enthusiastic about ousting China from their 5G
markets, given the price and quality of China’s offerings. Germany has refused to ban Huawei,
despite U.S. threats to cut off intelligence-sharing, and the United Kingdom appears likely to
take the same approach. Both Germany and the United Kingdom have pushed back on U.S.
claims that Huawei and other Chinese telecommunications companies represent an
unacceptable risk to national security, claiming that their security organizations could take
measures to limit vulnerabilities in their networks. India and Italy have also expressed their
hesitancy to exclude Huawei products from their 5G roll-outs, and in recent months New
Zealand has eased its initial hard stance against China. In the coming months, Europe will
continue to be a battleground for the future of 5G, as it represents one of Huawei’s largest
markets as well as a major source of U.S. allies. This fight also suggests a more concerning
trajectory for the rest of the world’s approach to 5G - in particular, developing countries that are
more sensitive to cost will find the Chinese 5G price-point difficult to turn down, especially when
the offer is sweetened with infrastructure and project-financing incentives like the Belt and Road
Initiative.

United States

Private Sector

The telecommunications industry is organizing the effort to develop and deploy 5G in the United
States, with increasing support from the U.S. government. Verizon, AT&T, Sprint, and T-Mobile
are all developing their own 5G networks and 5G devices, each with their own strategy and
method. Verizon and AT&T are focused on developing high-band mmWave networks and are in
the process of deploying small cells in various test cities for mobile and fixed applications, Sprint
is taking a joint approach of mmWave and mid-band spectrum to build out its network, and T-
Mobile is focused on mmWave and low-band spectrum. While all carriers are looking into sub-6
spectrum options to some extent, they are inherently restricted by smaller amount of bandwidth
available in sub-6 relative to the hundreds of GHz available in mmWave, and this constraint is
exacerbated by the fact that the U.S. government owns large portions of the sub-6 spectrum.
Carriers are piggy-backing off of existing 4G infrastructure, but those focused on mmWave will
have to build out additional infrastructure to ensure uninterrupted connectivity through a dense
network of base stations. There is debate over whether some of the networks deployed have
qualified as true 5G, and there is intense competition between these providers to roll out 5G
networks within the next few years. 5G development is being overseen by 3GPP (3rd
Generation Partnership Project), the standards body that also oversaw the development of 3G
UMTS (including HSPA) and 4G LTE standards.

Despite messaging from various marketing initiatives in the United States, very little U.S.
territory has seen deployment of 5G infrastructure that can deliver 1 Gbps or even 100 Mbps
service at the edges of coverage. Whereas LTE deployment resulted in 10x end user speed
improvement across large parts of the United States, carriers to date have not demonstrated
deployment capability that would deliver high speeds to large parts of the U.S. population.
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As discussed in Chapter One, U.S. carriers have had some success in deploying limited
mmWave for small geographic areas, but these have limitations for future scalability. Even in
optimized circumstances, it is clear that scaling mmWave to provide more coverage would be a
time- and cost-intensive endeavor requiring a massive infrastructure build-out.

There is the risk that these carriers will not even be able to commit the necessary capex to scale
those mmWave networks, given the large number of base stations required. At the end of 2018,
Verizon held ~$120B in debt with ~4% dividend yields, while AT&T held ~$175B in debt with
over 6% dividend yields.™ T-Mobile holds ~$25B in debt, and Sprint holds ~$40B in debt.®
These companies are at the forefront of the U.S. effort to develop 5G, but their balance sheets
suggest that they may struggle with the cost of a full mmWave network roll-out and the
infrastructure it would require.

In the last decade, significant shifts have occurred in the wireless vendor community as well.
Chinese telecom equipment giant Huawei grew global revenues from approximately $28B in
2009 to $107B in 2018. Ericsson's revenue during the same period fell from $27.9B to $23.9B,
while Nokia’s revenue fell from $57.6B to $26.6B."” Chinese handset vendors like Huawei, ZTE,
Xiaomi, Vivo, and Oppo have grown market share from less than approximately 6% in 2009 to
over 30% share in 2018, and are still growing rapidly despite minimal sales in the U.S. market -
for example, India represents a wireless market larger than that of the United States, and 59.7%
of all handsets sold in India are Chinese.'® Chinese internet application companies, led by
Baidu, Alibaba, Tencent and new companies like TikTock are growing in influence and revenue.
In 2009, all of the top 10 Internet companies by revenue were American. Today, four of the top
10 are Chinese.

These shifts have not just occurred because Chinese equipment is cheaper. In many cases,
Chinese equipment is also superior to its Western rivals. Huawei and ZTE have been the leader
in massive MIMO radio systems, with 64 transmit and receive elements. Many consider
Huawei’s P series and Mate Android phones the most advanced phones in the world, and these
devices are powered by Huawei’s own Hi-silicon division. Alibaba’s cloud services are fourth in
the world, behind Amazon, Microsoft, and Google, and growing quickly.

4 “Schedule of Outstanding Debt,” Verizon, accessed March 20, 2019,
https://www.verizon.com/about/investors/schedule-outstanding-debt; “Debt Detail as of December 31,
2018,” AT&T, accessed March 20, 2019, https://investors.att.com/~/media/Files/A/ATT-IR/financial-
reports/debt/2018/4918/Debt List 4Q18.pdf.

5 “T-Mobile Outstanding Senior Notes And Credit Facilities — Ratings And Maturity Dates (By Year),” T-
Mobile, accessed March 20, 2019, https://investor.t-mobile.com/financial-performance/fixed-
income/default.aspx; “Q3 News Release,” Sprint, accessed March 20, 2019,
https://s21.9g4cdn.com/487940486/files/doc _financials/quarterly/2018/Q3/01 Fiscal-3Q18-Earnings-
Release-FINAL.pdf.

16 “Ericsson Revenue,” Macrotrends, accessed May 31, 2019,
https://www.macrotrends.net/stocks/charts/ERIC/ericsson/revenue.

7 “Nokia Revenue,” Macrotrends, accessed May 31, 2019,
https://www.macrotrends.net/stocks/charts/NOK/nokia/revenue.

18 “Just 2 Companies Control 50% of India’s Smartphone Market,” The Economic Times, February 15,
2019, https://economictimes.indiatimes.com/tech/hardware/just-2-companies-control-50-of-indias-
smartphone-market/articleshow/68007602.cms?from=mdr.
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Public Sector: White House

U.S. government interest in 5G has been ramping up over the last decade. In 2016, the White
House launched a $400 million Advanced Wireless Research Initiative to promote wireless
testing platforms, while the FCC passed its “Spectrum Frontiers” policy in which the United
States committed to releasing large quantities of mmWave spectrum for both licensed and
unlicensed use.' Interest in 5G has increased under the current administration, which has
offered up a series of initiatives and directives emphasizing the importance of 5G and to
develop a clear roadmap. The current administration supports a private sector-led 5G effort,
rather than a government-led nationalized 5G plan.

In September 2018, the White House hosted a 5G Summit, during which industry and
government leaders convened to discuss the future direction of 5G, promoting private-public
sector collaboration while conceding that the United States had fallen behind in developing and
fielding 5G. Shortly after, the White House released the “Presidential Memorandum on
Developing a Sustainable Spectrum Strategy for America’s Future,” highlighting the need for the
United States to lead 5G to promote national security and innovation across the public and
private sectors.?° The memo directed departments and agencies to submit a number of reports
on current spectrum usage and future requirements, spectrum reallocation options, and the
impact of future technologies on spectrum allocation, and also called for 5G legislative,
regulatory, and policy recommendations. On the same day as the Presidential memo, the White
House released an article titled “America Will Win the Global Race to 5G”, looking at U.S.
advantages gained from leading 4G (e.g., increased GDP and job opportunities) and comparing
them to the potential benefits of leading 5G.?!

Public Sector: FCC

The FCC plays a large role in the development and fielding of 5G with regard to spectrum
allocation and policy for civil-use spectrum. In late 2018, the FCC held a vote to establish a
framework for freeing up mmWave spectrum bandwidth to help expedite 5G development and
deployment. The FCC controls U.S. spectrum auctions and held its first 5G spectrum auction in
late 2018, which opened up the 28 GHz band. A second auction, held on March 14, 2019, made
available the 24 GHz band.

19 The White House, “Fact Sheet: Administration Announces an Advanced Wireless Research Initiative,
Building on President’s Legacy of Forward-Leaning Broadband Policy,” 15 July 2016.
https://obamawhitehouse.archives.gov/the-press-office/2016/07/15/fact-sheet-administration-announces-
advanced-wireless-research; Harper Neidig, “White House orders Commerce to develop 5G strategy,”
The Hill, 25 October 2018, https://thehill.com/policy/technology/413121-white-house-orders-commerce-to-
develop-5g-strategy.

20 “Presidential Memorandum on Developing a Sustainable Spectrum Strategy for America’s Future,”
White House, October 25, 2018, https://www.whitehouse.gov/presidential-actions/presidential-
memorandum-developing-sustainable-spectrum-strategy-americas-future/.

21 Michael Kratsios, “America Will Win the Global Race to 5G,” White House Office of Science &
Technology, October 25, 2018, https://www.whitehouse.gov/articles/america-will-win-global-race-5q/.
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The FCC released its comprehensive 5G strategy, “Facilitate America’s Superiority in 5G
Technology (FAST) Plan,” in September of 2018.22 The plan focuses on three main goals:
pushing more spectrum into the marketplace, updating infrastructure policy, and modernizing
outdated regulations to facilitate 5G in the United States. With regard to the spectrum goal, the
FCC plans to hold three more auctions in 2019 to sell bands of mmWave spectrum, and is
conducting research to understand options for opening up low- and mid-band spectrum. With
regard to the infrastructure goal, the FCC is working to increase the speed of review for small
cells at the federal, state, and local levels to facilitate faster fielding of 5G. With regard to the
modernization goal, the FCC is focused on adjusting existing regulations and making new ones
to support 5G deployment, such as updating its rules on network equipment to allow for more
rapid cell fielding and preventing the sale of network equipment from companies that pose a
national security threat to U.S. networks.

The FCC has also started a proceeding to enable more flexible use of the 500 MHz of C-band
downlink spectrum, which is positioned in the middle of the 3 and 4 GHz bands.?® In 2015 at
ITU’s World Radio Conference, the Obama administration opposed the proposal to reclassify
this band as an IMT-2000 allocation suitable for 5G use, which would have paved the way for
global standardization of this spectrum for 5G mobility services. Even if the spectrum was
reclassified as broadband, it would take some time before existing users could be completely
removed from the C band. Sharing the band for 5G mobility use is difficult because mobile
handsets emit radio energy in a broad pattern, and numbers of users operating near C band
antenna could materially cause interference to satellite reception. However, fixed operations
could share the spectrum through the use of highly directional antennas or beamforming
systems, and this type of equipment would be ideal for providing fixed services to rural areas, as
well as possible DoD uses for fixed network extensions.

If the United States were to aggressively pursue sharing and eventual reallocation of the C-band
downlink spectrum, it could allow a second round of 5G spectrum expansion that could give the
United States a boost in speed and coverage. However, the benefits of this spectrum
reallocation would depend on global companies building their devices to operate within C-band,
and the United States would need to push for acceptance of that part of the spectrum as a
globally utilized band.

Public Sector: Department of Commerce

The Commerce Department’s National Telecommunications and Information Administration
(NTIA) manages federal-use spectrum allocation. The Department of Commerce is currently
developing a “National Spectrum Strategy” to improve spectrum management, identify research
and development priorities to create new technologies, and aggregate federal agencies’
spectrum operational needs.?* NTIA will work with members of a new Spectrum Strategy Task
Force (established by the Presidential memo) in a multiyear effort to develop and implement this

22 “The FCC’s FAST Plan,” FCC, accessed March 20, 2019, https://www.fcc.gov/5G.
23 “FCC Expands Flexible Use of Mid-band Spectrum,” FCC, July 13, 2018,
https://www.fcc.gov/document/fcc-expands-flexible-use-mid-band-spectrum.

24 Neidig, “White House orders Commerce to develop 5G strategy.”
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national strategy and align research, development, testing, and evaluation efforts.?® If DoD were
to share its spectrum, it would have to work closely with NTIA to manage that sharing process.

25 McCabe, “White House directs task force to come up with 5G wireless strategy,” Axios, October 25,

2018, https://www.axios.com/white-house-national-wireless-strategy-task-force-5g-5e884590-8a4b-4b12-
9c16-a1b6401f84ad.html.
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CHAPTER 3: DoD DEVELOPMENT AND ADOPTION OF 5G TECHNOLOGY

5G Impact on DoD

While much of the discussion around 5G revolves around the commercial sector as the driving
force behind its rollout, 5G ecosystems of technology can equally revolutionize DoD operations,
networks, and information processes. DoD must be able to communicate, engage, and operate
faster to keep up with the changing environment. 5G will enable this new concept of operations,
allowing larger volumes of data to be shared in close to real time across geographically
dispersed systems. Currently, data sharing at that scale cannot be completed effectively with
legacy communication networks. Existing networks will benefit by leveraging lower latency and
higher capacity data transfer capability, but 5G’s true potential will be in its impact on the battle
network of the future. That network will increasingly include a large number of cheaper, more
connected, and more resilient systems to function in a rapidly evolving battlefield.

5G has the capability to combine DoD’s current fragmented networks into a single network to
promote improved situational awareness and decision-making. This expanded reach will enable
new technologies like hypersonic weapons and hypersonic defenses to be deployed, and has
the potential to strengthen existing missions like nuclear C3. At an enterprise level, 5G can
vastly improve day-to-day tasks such as logistics and maintenance, elevating the efficiency and
speed of work across DoD.

However, 5G also presents a serious potential risk for DoD going forward. When operating
overseas in the future, the vast majority of these networks and systems may depend on 5G
infrastructure. If China leads the field in 5G infrastructure and systems, then the future 5G
ecosystem will likely have Chinese components embedded throughout. This would pose a
serious threat to the security of DoD operations and networks going forward. Additionally, the
growth in the number of connected devices increases the potential “attack surface” for
adversaries to target across DoD networks, which will require increased vigilance and security
across systems. The larger volume of data being transferred will complicate this task, as it will
make it more difficult to detect malicious traffic on a network.

Pivot to Sub-6 GHz

The United States may choose to continue down the path of mmWave, but the rest of the world
is focused on building out sub-6 infrastructure, with China in the lead. As a government entity
that operates overseas, DoD will ultimately have to learn to operate on that sub-6 infrastructure,
regardless of how the United States chooses to implement 5G domestically. For this reason, the
United States must invest in sub-6 capabilities and take steps to share its spectrum. However,
there are legitimate concerns within DoD that opening up sub-6 spectrum will create a number
of operational issues, from spectrum optimization to security vulnerabilities. If DoD operators are
forced to share their bands of the spectrum, there are concerns that this may temporarily or
permanently reduce the performance of systems. The addition of commercial users would also
increase the overall congestion of the sub-6 spectrum, increasing the risk of connectivity
interruptions for DoD operators.
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However, if the United States and DoD do not pivot to sub-6, DoD will face further challenges
with acquisition and practical deployment of 5G. Although mmWave components are typically
more compact than sub-6 components, mm\Wave requires many more base stations positioned
within close proximity of one another to maintain connection (and even then, there is still the risk
that interference such as objects moving in front of the base station or weather will interrupt the
connection). This quickly becomes logistically impractical if a person or platform has to carry
multiple antennae, particularly at the fighting edge. Additionally, the DoD acquisition system is
slow-moving and might take years to deploy the necessary systems for a mmWave network, at
which point most of those systems might already be obsolete. Both DoD and the FCC are
currently prioritizing mmWave over sub-6 mid-band spectrum with a particular focus on the 28
and 37 GHz bands, but this is a fundamentally flawed focus due to the impracticality of
mmWave deployment. DoD must prepare to operate in a sub-6 5G ecosystem, which will
require a shift in strategy and a consideration of where DoD is willing to share bandwidth in the
sub-6 realm.

This shift may come with some inherent benefits. The anonymity that comes from utilizing the
same infrastructure as any other company or country provides an industry-standard form of
security all its own. Integration of government and civil use may provide a layer of security by
allowing military traffic to “hide in plain sight” as traffic becomes more difficult to see and isolate.
Similarly, adversaries might be deterred from jamming this spectrum because they might be
operating on the same bands. Government will maintain primary spectrum access while also
benefiting from technology advancements from the commercial sector that result from
operations in the sub-6 range, which will help the government to close the gap between the
commercial sector and current state of military communications. This also creates an
opportunity for cyber and communications personnel to learn how to make spectrum more
resilient by working regularly with shared spectrum and managing it both domestically and
abroad.

A Path Forward for Sub-6 Spectrum Sharing

The idea of spectrum sharing is not new. In 2010, the FCC identified the spectrum band from
3550-3700 MHz, known as Citizens Broadband Radio Service (CBRS), as a potential spectrum-
sharing opportunity. CBRS utilizes LTE networks to provide wireless voice, text, and data
services, and this spectrum was freed as a result of the FCC’s 2010 National Broadband Plan to
provide more spectrum for new mobile users.? In 2015, the FCC formally authorized the 3.5
GHz band for shared wireless access in an area that was previously utilized by the U.S. Navy
and DoD. CBRS will enhance the “last mile” of fiber access to deliver fixed wireless service and
also offer point-to-multipoint capabilities. CBRS spectrum can be unlicensed by the user, or they
may purchase temporary licenses for periods of use, and it allows services to be deployed in a
more rapid and efficient manner. DoD remains the incumbent user of the band, so other users
will be limited by the Spectrum Access System (SAS), which ensures that there is deconfliction

26 “National Broadband Plan,” FCC, March 17, 2010, https://www.fcc.gov/general/national-broadband-
plan.
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to remove interference with military use. SAS gives DoD priority in the band, but keeps the band
open for commercial users when not occupied.

This precedent may serve as a guide for future spectrum sharing between DoD and the
commercial sector. By offering up its own bandwidths to share, DoD can also encourage a
system of “bi-directional” spectrum sharing in which civil and federal users could access one
another’s spectrum with varying prioritization. This would increase the amount of spectrum
available to DoD on a secondary level, while maintaining priority access in its own bandwidths.
Additionally, DoD stands to gain significant benefits from 5G development, for reasons listed at
the beginning of this chapter. DoD may have some initial growing pains as it begins to share
parts of the spectrum, but the net gain in capability from 5G will ultimately make up for that
inconvenience. If DoD does not begin to share the sub-6 spectrum, it will increase the risk of
dependence on a compromised supply chain as U.S. companies will be blocked from
developing and competing their own sub-6 5G offerings, and foreign providers will increasingly
embed their offerings in networks and systems globally.

Security Challenges in 5G

Supply Chain Risks

DoD is facing a future 5G environment where its supply chain will be increasingly vulnerable or
compromised, from the subcomponent level to the integrated network level, as well as the
services associated with each. In previous decades, DoD was able to operate on bespoke
systems that fulfilled its unique requirements due to its position as a large user relative to the
rest of the commercial world, but that privilege no longer exists. Commercial sector tech
development and usage dwarfs that of DoD, and it is no longer practical for DoD to build and
operate on siloed, bespoke systems and architecture. As a result, DoD is increasingly
dependent on commercial off-the-shelf (COTS) equipment and commercial services, and the
same will hold true for the future 5G ecosystem.

DoD can incorporate commercial inputs into its 5G infrastructure at four levels: the RF
component, the integrated chipset, the device, and the service. RF components can include
subcomponents ranging from semiconductors to switches and amplifiers. Integrated chipsets
combine various subcomponents and other subsystems to interface with system components on
a motherboard. Devices can range from mobile handsets to fixed computer systems, which
include both the subcomponents and integrated chipsets listed above. Finally, each of these
inputs comes with a set of service offerings to operate, manage and maintain them.

Commercial companies can supply any and all of the above inputs, but this comes with the risk
of inadvertent or malicious security vulnerabilities that put DoD systems and networks at risk.
The 5G ecosystem will especially run the risk of including security vulnerabilities if China
becomes the global leader supplying 5G infrastructure from the subcomponent-level to the
integrated system-level, for even if the United States limits sales of Chinese products into the
United States, DoD will still have to operate on foreign networks overseas that will likely be built
with a Chinese supply chain.
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DoD has made the shift from bespoke to commercial-reliant computing systems over the past
decade, but this change in approach carried less risk than is currently faced because the United
States dominated the computing systems market and was able to “own” the supply chain and
better secure it against vulnerabilities. As a result, DoD now incorporates varying degrees of
COTS products into its computing systems while keeping vulnerability risk at an acceptable
level. However, in the current 5G competition, neither DoD nor the United States writ large is in
a position to dictate the content and integration of the 5G supply chain - our focus on building a
mmWave 5G ecosystem leaves us out of the global supply chain for the sub-6 5G ecosystem.
This mismatch will create serious security risks for DoD going forward if the rest of the world
accepts Chinese products as the cheaper and superior option for 5G.

5G Infrastructure and Services

5G networks have a number of security risks to consider, regardless of what spectrum bands
they operate in. While DoD security typically focuses on vendor-installed backdoors that could
be used to remotely control a system or exfiltrate information, a wide variety of security issues
could also be introduced through poor software development practices both during and after the
rollout of 5G. Many of these risks were mentioned in a UK report on the joint effort with Huawei
and the UK government to manage security issues with Huawei deployments in the UK.?’
Security issues from poor software development issues are a universal problem, and are not
restricted to only Chinese vendors.

Even if the security of a particular release of software for a 5G base station may be secure and
well-implemented, there is no guarantee that future releases will continue to be equally secure.
Bugs will inevitably be found and require software patches, and these fixes may need to be
fielded quickly without fully considering new security issues that might be introduced with the
patch. It will become increasingly challenging to validate continued security with each iteration.

Even if base station code is secure and well-managed over time, the business model of the
wireless infrastructure providers is such that personnel from the vendor are typically involved in
the commissioning, operation, and maintenance of network infrastructure. This requires vendors
to access core management systems that operate the network, and allows vendors to deploy
software to equipment in the system. In many cases, network operators both in and out of the
United States outsource entire operations of the network to the vendor of the equipment,
increasing potential vulnerabilities via this third party activity.

Field maintenance is also typically contracted back to the vendor. Service staff visiting field sites
are able to upload new software to the network and change network configurations. DoD has a
long history of combating malware that has been transmitted into weapons systems through
computers that were not patched, did not have multi-factor authentication, or were exposed to

27 “Huawei Cyber Security Official Oversight Board Annual Report 2019,” March 2019,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/79027
0/HCSEC OversightBoardReport-2019.pdf.
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security breaches through bad usage practices by personnel.? All of these issues and more
apply to vendor maintenance computers. These support systems are rarely examined by
security engineers, and yet they may be equipped with credentials that give them powerful
abilities to insert vulnerabilities into the infrastructure.

Radio access network (RAN) vendors often dictate choices of core network infrastructure that
manages traffic over backhaul links and across national fiber networks. They also provide core
authentication services, the ability to perform legal intercepts, name server functionality and
interconnection with the Internet. This control derives from vendor use of non-standard
techniques to communicate and manage base stations and the overall radio network. As a
result, an operator may have difficulty choosing non-Huawei core infrastructure for Huawei base
stations. Multi-vendor networks are typically configured as islands of common vendor
equipment, and if a vendor is found to have serious security issues, replacing that vendor in the
infrastructure may require a near-complete rebuilding of the network.

5G core infrastructure has additional issues from functionalities like network “slicing” that
exposes the network to non-operators. For example, if a virtual reality headset requires a
managed slice of network infrastructure to communicate with a cloud-based gaming service, this
increases the attack surface of the core network by enabling signaling and control to edge- and
cloud-based compute entities.

5G Devices

In addition to 5G network infrastructure, DoD must also consider security risks associated with
5G devices. If the current trends of rising Chinese dominance in the wireless device market
continues, Chinese vendors will continue to grow in market share and in sophistication, even if
denied access to the U.S. market due to their device popularity with the rest of the world. To the
extent U.S. forces deployed overseas use these devices, either for official business or for
personal uses, DoD will have to address issues caused by their use.

Evidence of backdoors or security vulnerabilities have been discovered in a variety of devices
globally. Many of these seem to be related to requirements from the Chinese intelligence
community pressuring companies to exfiltrate information about domestic users. In a recent
case, Nokia android handsets were discovered to have a backdoor that sent a variety of data to
a network server located in the network of China Telecom.?® Nokia had deliberately built this
code into devices sold into China, but had then accidentally installed it onto all its other devices.
In 2018, software from XIONGMAI, a Chinese camera vendor that manufactures security
cameras, was found to have to an undocumented backdoor user named “tluafed” (“default” in
reverse) that could access millions of cameras. This is believed to be related to a hash

28 ““\Weapon System Cybersecurity, GAO, October 2018, https://www.gao.gov/assets/700/694913.pdf.

29 Jerry Hildenbrand, “How does a phone maker ‘mistakenly’ collect user data and ship it off to a server in
China?” androidcentral, March 23, 2019, https://www.androidcentral.com/how-does-company-nokia-or-
oneplus-mistakenly-collect-user-data-and-ship-it-server-china.
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algorithm in the software development library provided by Huawei for its HiSilicon SOC, on
which the camera is based.°

These and other incidents indicate that Chinese agencies may mandate backdoor access to
devices shipped into China to aid their internal surveillance activities. Because of the nature of
software development environments, it is difficult to maintain separate sets of code bases with
some code options only compiled and installed on devices shipped to specific destinations.
When those devices are shipped outside of China, those backdoors can still be used to exfiltrate
information.

We can only speculate whether or not the spread of these security vulnerabilities is intentional
or inadvertent. However, if Chinese policy does require backdoor access embedded in devices
sold in China for internal security purposes, this compromised code applied to such a large
market increases the risk that these vulnerabilities will spill over into the rest of the world. If
China dominates the market for 5G devices, both as a manufacturer and as a large and
attractive market of users, then this potential for vulnerabilities will only continue to spread and
put the larger 5G ecosystem at risk.

30 “Millions of XIONGMAI Video Surveillance Devices Can Be Hacked Via Cloud Feature,” SEC Consult,
accessed March 31, 2019, https://sec-consult.com/en/blog/2018/10/millions-of-xiongmai-video-
surveillance-devices-can-be-hacked-via-cloud-feature-xmeye-p2p-cloud/.
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CHAPTER 4: BOARD RECOMMENDATIONS FOR 5G

Board Recommendations

The Defense Innovation Board bases its recommendations on the assumption that mmWave
fundamentally cannot be deployed on a large scale in the United States because of the
propagation and cost limitations, and that sub-6 GHz mid-band spectrum (in the 3 and 4 GHz
range) will become the global standard for broad area networks in coming years. This
assumption is based on an assessment of the engineering requirements for mmWave and
various studies projecting the required infrastructure and associated cost to support even a
limited mmWave network. Additionally, the current financial state of U.S. providers may inhibit
their ability to invest the required capex to support a mmWave network, limited or otherwise.

Recommendation #1

DoD needs to make a plan for sharing sub-6 GHz spectrum to shape the future 5G ecosystem,
including an assessment of how much and which bandwidths need to be shared, within what
timeframe, and how that sharing will impact DoD systems.

e DoD and the FCC must flip their prioritization from mmWave to sub-6 GHz
spectrum for 5G. DoD and FCC have been prioritizing the 28 and 37 GHz bandwidths
as options for 5G development, but this effort is misplaced. This study has covered the
broad range of limitations associated with mmWave, and reasons why the rest of the
world will adopt a sub-6 GHz 5G ecosystem. In light of this, DoD must prepare itself for
that future operating environment by focusing on co-existing, if not explicitly sharing, with
civil 5G operations in those bands of spectrum.

e DoD should particularly focus on the bands of the sub-6 GHz spectrum that are
already being used by China. Chinese 5G systems and infrastructure operate in the
3.2-3.6 GHz range, as well as the 4.8-5.0 GHz range. As a result, the commercial world
has developed semiconductors and handsets that are configured for that range, and
DoD should angle for the most developed market to expedite 5G sub-6 GHz deployment
in the United States. It takes approximately two years to add new frequency bands to
complex multiband transceivers, and the United States would be able to avoid those two
years of development by leveraging subcomponents and devices already on the market
for more mature spectrum usage, such as existing Qualcomm products with functionality
in the bands leveraged by China.

e As an additional consideration, DoD currently occupies ~500 MHz of space in the 4
GHz spectrum. DoD should take action to share parts of this space, given that it is a
material amount of bandwidth that could make a serious impact on 5G development. 5G
functions most optimally on large amounts of consecutive bandwidth, and this range
could provide the real estate to drive 5G development forward.

*For more detailed options around DoD spectrum sharing, see Classified Annex.
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For additional spectrum availability, DoD should recommend that the NTIA, FCC and
Department of State should advocate the reallocation of the C-band satellite
spectrum to IMT-2000 5G use at the World Radio Conference later this year (WRC-19),
and take measures to adopt sharing in all 500 MHz of the band in the United States on
an accelerated basis for fixed operations. While this will have limited impact on the U.S.
5G mobile ecosystem, sharing in this band could provide broad coverage at 100 Mbps
and above for fixed broadband service to a large section of the rural United States.

DoD should encourage other government agencies to incentivize industry to
adopt a common 5G network for sub-6 deployment. Incentives can include:
accelerated depreciation, tax incentives, low interest loans and government purchase of
equipment and services.

This recommendation does not call for the eviction of DoD systems operating in
the sub-6 GHz spectrum, nor does it call for the sharing of ALL DoD spectrum.
DoD must conduct thoughtful but candid analyses of the cost and schedule associated
with sharing different spectrum bands, and prioritize accordingly.

However, DoD must bear in mind that the status quo of spectrum allocation is
unsustainable. 5G capability requires larger bands of spectrum, and without that
additional bandwidth, the United States will not gain true 5G capability beyond the
limited range that mmWave can provide. In the next year, DoD is in the position to
enable or inhibit 5G adoption in the United States based on its use of sub-6 GHz
spectrum.

DoD stands to significantly benefit if it shares some of its sub-6 GHz spectrum. As the
commercial sector develops and deploys 5G technologies and networks, DoD will be
able to leverage commercial innovations to build its own new and improved
technologies and networks. At a strategic level, 5G can create a step-change in
situational awareness and decision-making by integrating more systems into a
network that shares more data faster and at lower latency.

This effort will require close coordination with NTIA to clear and reassign spectrum.
Timing is critical - it is not enough to simply share spectrum, it must be done quickly to
keep the United States competitive with China, South Korea, and Japan.

Without aggressive action as outlined in this report, we believe there is a high
likelihood that the United States will be unable to convince the rest of the world to
adopt mmWave technologies as the standard 5G pathway. This may bifurcate the
global market and result in the majority of the world adopting 5G sub-6 technologies,
which will be dominated by the Chinese equipment and handset manufacturers.

Recommendation #2

DoD must prepare to operate in a “post-Western” wireless ecosystem. This plan should include
R&D investments towards system security and resiliency on an engineering and strategic level.

DIB 5G Study Preliminary Release, 3 April 2019 28

EPIC-2019-001-000869
EPIC-19-09-11-NSCAI-FOIA-20200430-4th-Production-pt5-Outside-Reports-Resources 000948



e Sharing parts of the sub-6 spectrum will certainly help the U.S. 5G effort, but gaining a
competitive edge over China would require action at a rate and magnitude previously
unseen within DoD. For this reason, it is probable that most of the world outside of the
United States will adopt a sub-6 5G solution, forcing DoD to operate on a “post-Western”
wireless ecosystem. In this event, DoD should assume that all network infrastructure
will ultimately become vulnerable to cyber-attack from both an encryption and
resiliency standpoint.

e DoD must adopt a “zero-trust” network model. Perimeter defense models have been
proven to be ineffective, and 5G will only exacerbate this problem as more systems are
linked into a common network. Information access should no longer be granted simply
through attachment to a specific network, and instead should be granted through various
security checks within the network. DoD should also plan to move to quantum-resistant
key exchange mechanisms to deal with the eventual fall of public key exchange
algorithms, particularly given China’s investments in quantum computing.

e While “zero-trust” networks can protect context exchange through cryptography, these
exchanges will still be subject to traffic analysis and detection of surges in network
utilization. DoD should work to keep large amounts of data flowing on a constant
basis so that increases in operational tempo will not be noticed.

e |n addition to these security precautions, DoD must brace for cyber-attack and
penetration by improving resiliency and building in layers of redundancy
throughout its networks to ensure uninterrupted connectivity.

e DoD will need to consider options for defending against a compromised supply chain,
where Chinese semiconductor components and chipsets are embedded across multiple
systems. DoD should invest in R&D to study the impact of compartmentalizing systems
to limit an attacker’s ability to move laterally into other systems. This will come with
performance costs, and DoD must find the line where it can balance baseline
capability with security.

e DoD should advocate for aggressive protection of U.S. technology intellectual
property rights (IPR) in an effort to slow down China’s telecommunications
ecosystem expansion. The United States should leverage export controls to slow the
rate of market loss for Western vendors, even if it may increase the pace at which China
becomes self-sufficient.

e DoD will increasingly be driven to operate on shared commercial networks
without their own bespoke infrastructure (as in the case of nuclear C3). DoD must
analyze the risks and benefits associated with that shift, and adjust its concept of
operations to account for it.

*For a more detailed assessment of 5G impact on nuclear C3, see Classified Annex.

e DoD needs to consider the broader implications of a compromised supply chain, such as
risk to personal devices and information that can be derived from activity on those
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devices. If China is able to collect this data, DoD should consider discrete directives
to defend against these vulnerabilities that fall outside the traditional DoD
systems and platforms, such as training to limit inadvertent sharing of PII through
personal device use.

In addition to these efforts, DoD should initiate testing and experimentation on its
bases for future generations of wireless technology beyond 5G. This testing and
experimentation will occur over a longer timeframe to ensure that the United States is
prepared to lead the next generational transition. These activities can include testing for
sub-6 sharing, as well as future mmWave deployment and propagation improvement.

Recommendation #3

DoD should advocate for adjusted trade policies to discourage vulnerabilities in its supply chain
on the grounds that they put national security assets and missions at risk.

The compromised supply chain issue poses a serious threat to national security by
introducing vulnerabilities into networks and systems, which can be leveraged by a
hostile actor to disrupt DoD operations. The spread of these vulnerabilities creates an
increasingly unstable environment by lowering barriers to offensive action while
weakening defensive positions.

The proliferation of security vulnerabilities creates incentives for all nations to take
offensive action in a conflict, as the barrier to offense decreases while the difficulty of
defense increases. This reality is reflected in the new U.S. Cyber doctrine of “forward
defense”.

To counter this threat, DoD should advocate that trade policy reward good
security/coding and penalize vulnerabilities through tariffs (“monetization” of good
development practices). For example, the United States could automatically impose a
heavy tariff (say, 75%) on any goods from any nation found to have backdoors or
serious security vulnerabilities. This would impose a market cost for insecurity, and
would also create incentives for domestic companies to fund security researchers to find
vulnerabilities in competitors’ products, thereby triggering the tariff. This would improve
the overall security of DoD ecosystems without having to disclose vulnerabilities found
by Title 50 entities.

The United States should encourage Five Eyes and NATO partners to adopt the
same tariffs, regardless of product country of origin. The United States stands to benefit
the most in a trade conflict over security of devices.

DoD should also encourage CFIUS to block transactions of companies with a
history of selling products with documented backdoors and security
vulnerabilities.
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e Additionally, the United States should continue to encourage partner nations to
secure their own supply chains and deny access to Chinese state-owned enterprises
(SOEs) selling 5G wares.

*For more information on Chinese 5G strategy and current state, see Classified Annex.

Recommendation #4

See Classified Annex.
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SEMICONDUCTORS AND THE ‘MUST-WIN’
TECHNOLOGIES OF THE FUTURE
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WORLD R&D (SHARE OF TOTAL)

DECLINING FEDERAL

SUPPORT FOR RESEARCH - _

A RISK TO AMERICAN REST OF WORLD
LEADERSHIP '

The federal scientific enterprise is

a crown jewel of American society,

yielding countless innovations that have

contributed to U.S. economic strength

and national security. Unfortunately,

federal investment in research has been UNITED STATES
declining in comparison to our global

competitors. 0%

1996 1998 2000 2002 2004 2006 2008 2010 2012 2014 2016

SOURCE: OECD Science Indicators, August 2018 / AAAS.

RESEARCH POLICY RECOMMENDATIONS

We urge Congress and the Administration to:

e  Triple U.S. investments in semiconductor research across federal scientific agencies from approximately
$1.5 billion to $5 billion annually to advance new materials, designs, and architectures that will exponentially
increase chip performance. The federal government currently invests approximately $1.5 billion in research
programs specifically focused on the semiconductor industry. These programs fund critical research
in nanoelectronics, security, energy efficiency, and other important areas. To meet current technology
challenges and keep up with global competition, funding of these semiconductor research programs should
be tripled over the next 5 years.

e  Double U.S. research investments in semiconductor-related fields such as materials science, computer
science, engineering, and applied mathematics across federal scientific agencies to spur leap-ahead
innovations in semiconductor technology that will drive key technologies of the future, including artificial
intelligence, quantum computing, and advanced wireless networks. Semiconductor advances also benefit
from programs addressing broader fields of scientific inquiry that span the range of the U.S. scientific
enterprise. Research programs in areas such as materials science, computer science, engineering, applied
mathematics, photonics, and chemistry are essential to future innovations in semiconductor technology.
Funding for these programs should be doubled over the next 5 years.

Increased research funding alone, however, will not meet the challenges without increased engagement

with industry. The federal government plays an essential convening role and must drive public-private
research partnerships that not only increase the general scientific research knowledge base, but also
connect that knowledge to real-world applications. Doing so is necessary to ensure scientific breakthroughs
benefit society and sustain American leadership in semiconductor technology that is key to national security
and industrial competitiveness.

RESEARCH - DEVELOPING THE PIPELINE OF TALENT

In addition to providing the foundation for technological innovation, investments in research also support the
“pipeline” of talent for the next generation of semiconductor innovators. Given the critical importance of devel-
oping a high-skilled, high-knowledge workforce that can continue advancement in semiconductor technology,
research funding is an important component of facilitating an innovative workforce in the U.S.
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ENSURE ACCESS TO GLOBAL
MARKETS AND PROTECT
INTELLECTUAL PROPERTY

Free and fair access to global markets is essential to the industry’s success. Semiconductors are America's
fourth-largest export, contributing positively to America’s trade balance for the past 20 years. More than
80 percent of revenues of U.S. semiconductor companies are from sales overseas. Revenue from global sales
sustains the 1.25 million semiconductor-supported jobs in the U.S., and is vital to supporting the high level of
research and development necessary to remain competitive. Additionally, most of this R&D is conducted in

the United States. The semiconductor industry relies on a complex and global supply chain for raw materials,
equipment, R&D, technology, human talent, testing, and distribution.? As a result, continued access to global
markets and supply chains is critical for continued U.S. industry leadership.

All phases of the semiconductor value chain - research, design, manufacturing, assembly, and packaging — occur
in a globally integrated network. The semiconductor industry in the U.S. has leveraged this global network to
maintain its competitiveness, and it is a key aspect of the industry’s success.

Today, the global semiconductor ecosystem is under threat from government policies that seek to localize supply
chains and build state-backed national champions to compete abroad. These policies employ massive state
subsidies, top-down approaches, centrally planned industrial policies, and other non-market efforts, including
forced technology transfer and intellectual property theft. They also have the potential to disrupt markets and
harm innovation. While China stands out today, there are fears this “supply-chain localization” trend will spread
to other nations. America's global leadership of the semiconductor industry can be maintained only by
promoting access to global markets and ensuring fair competition. In addition, all nations have an interest

in maintaining this global value chain. The U.S. government should work with like-minded nations to promote
effective trade policies to sustain this critical aspect of our industry.

Open markets and fair trade require strong intellectual property protection and enforcement. Intellectual
property is the lifeblood of the semiconductor industry, and enforcing intellectual property rights is essential
to the industry’s global competitiveness. The industry’s high level of investment
in research and development results in valuable intellectual property (patents,
trade secrets, source code, etc.), and protection of this intellectual property is
critical to the industry’s competitive position in the world.

ASIA PACIFIC/
ALL OTHER

THE IMPORTANCE OF FREE AND OPEN MARKETS

OVERSEAS MARKETS ACCOUNT FOR OVER 80% OF SALES
FOR U.S. SEMICONDUCTOR COMPANIES

SOURCE: World Semiconductor Trade Statistics and SIA
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ENDNOTES

1 SIA Factbook https://www.semiconductors.org/resources/2018-sia-factbook/ (2018)

2 More detail on the research agenda for the semiconductor industry is available at
“Semiconductor Research Opportunities: An Industry Vision and Guide” (March 2017). https://
www.semiconductors.org/wp-content/uploads/2018/06/S1A-SRC-Vision-Report-3.30.17.pdf and
Office of Science, Department of Energy, “Basic Research Needs for Microelectronics" (February
2019), https://science.energy.gov/~/media/bes/pdf/reports/2018/Microelectronics Brochure.pdf

3 Help Wanted: The Role of Foreign Workers in the Innovation Economy.
http://www.renewoureconomy.org/sites/all/themes/pnae/stem-report.pdf

4 Beyond Borders - The Global Semiconductor Value Chain: How an Interconnected Industry Pro-
motes Innovation and Growth. https://www.semiconductors.org/wp-content/uploads/2018/06/
SIA-Beyond-Borders-Report-FINAL-June-7.pdf

5 For more information about the role of SEMATECH in the 1980s, please see "“Rising to the
Challenge: U.S. Innovation Policy for the Global Economy,” National Research Council of the
National Academies, National Academies Press, 2012, pages 324-353. https://www.nap.edu/cat-
alog/13386/rising-to-the-challenge-us-innovation-policy-for-the-global
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Obligations of NSF Personnel and IPAs

As a longstanding obligation of public service, NSF personnel (all NSF employees, including Federal
temporary employees; employees appointed under the Visiting Scientist, Engineer, and Educator
Program (VSEE); fellows; students; and intermittent experts), as well as Intergovernmental Personnel
Act (IPA) assignees have a responsibility to the United States Government and its citizens to place
loyalty to the U.S. Constitution, laws, and ethical principles above private gain (5 CFR § 2635.101(a)).
Employees of the Federal Government may not accept employment, gifts, or compensation from any
foreign government, including any entity which is owned or operated by the foreign government,
which may include public research institutions or universities. This prohibition is found in the
"emoluments clause" of the U.S. Constitution (Article |, Section 8, Clause 8).

NSF personnel and IPAs must adhere to the following principles of ethical conduct, per Executive
Order 12674, as amended by Executive Order 12731:

1) Public service is a public trust, requiring NSF personnel and IPAs to place loyalty to the
Constitution, the laws, and ethical principles above private gain.

2) NSF personnel and IPAs shall not hold financial interests that conflict with the conscientious
performance of duty.

There is a risk that participation in foreign government talent recruitment programs by NSF personnel
and IPAs will compromise these ethical principles. Such participation poses significant risks of
inappropriate foreign influence on NSF policies, programs, and priorities, as well as risk to the
integrity of NSF’s merit review process and to U.S. national interests.

Policy

To mitigate these risks, NSF personnel employed at and IPAs detailed to NSF are not permitted to
participate in foreign government talent recruitment programs. NSF personnel and IPAs must comply
with this policy. Failure to do so could result in disciplinary action up to and including removal from
Federal Service and referral to the Office of Inspector General. Any questions regarding this policy
and whether an affiliation with a foreign government falls within the definition of foreign government
talent recruitment programs should be directed to the NSF Designated Agency Ethics Official.
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NATIONAL DEFENSE STRATEGY

INTRODUCTION

The Department of Defense’s enduring mission is to provide combat-credible military forces needed
to deter war and protect the security of our nation. Should deterrence fail, the Joint Force is prepared
to win. Reinforcing America’s traditional tools of diplomacy, the Department provides military
options to ensure the President and our diplomats negotiate from a position of strength.

Today, we are emerging from a period of strategic atrophy, aware that our competitive military
advantage has been eroding. We are facing increased global disorder, characterized by decline in the
long-standing rules-based international order—creating a security environment more complex and
volatile than any we have experienced in recent memory. Inter-state strategic competition, not
terrorism, is now the primary concern in U.S. national security.

Chinaisastrategiccompetitorusingpredatory economicstointimidateitsneighborswhilemilitarizing
features in the South China Sea. Russia has violated the borders of nearby nations and pursues veto
power over the economic, diplomatic, and security decisions of its neighbors. As well, North Korea’s
outlaw actions and reckless rhetoric continue despite United Nation’s censure and sanctions. Iran
continues to sow violence and remains the most significant challenge to Middle East stability. Despite
the defeat of ISIS’s physical caliphate, threats to stability remain as terrorist groups with long reach
continue to murder the innocent and threaten peace more broadly.

This increasingly complex security environment is defined by rapid technological change, challenges
from adversaries in every operating domain, and the impact on current readiness from the longest
continuous stretch of armed conflict in our Nation’s history. In this environment, there can be no
complacency—we must make difficult choices and prioritize what is most important to field a lethal,
resilient, and rapidly adapting Joint Force. America’s military has no preordained right to victory on
the battlefield.

This unclassified synopsis of the classified 2018 National Defense Strategy articulates our strategy to
compete, deter, and win in this environment. The reemergence of long-term strategic competition,
rapid dispersion of technologies, and new concepts of warfare and competition that span the entire
spectrum of conflict require a Joint Force structured to match this reality.

A more lethal, resilient, and rapidly innovating Joint Force, combined with a robust constellation of
allies and partners, will sustain American influence and ensure favorable balances of power that
safeguard the free and open international order. Collectively, our force posture, alliance and
partnership architecture, and Department modernization will provide the capabilities and agility
required to prevail in conflict and preserve peace through strength.

The costs of not implementing this strategy are clear. Failure to meet our defense objectives will result
in decreasing U.S. global influence, eroding cohesion among allies and partners, and reduced access
to markets that will contribute to a decline in our prosperity and standard of living. Without sustained
and predictable investment to restore readiness and modernize our military to make it fit for our time,
we willrapidly lose our military advantage, resulting inaJoint Force thathas legacy systems irrelevant
to the defense of our people.
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NATIONAL DEFENSE STRATEGY

STRATEGIC ENVIRONMENT

The National Defense Strategy acknowledges an increasingly complex global security environment,
characterized by overt challenges to the free and open international order and the re-emergence of
long-term, strategic competition between nations. These changes require a clear-eyed appraisal of the
threats we face, acknowledgement of the changing character of warfare, and a transformation of how
the Department conducts business.

The central challenge to U.S. prosperity and security is the reemergence of long-term, strategic competition by
what the National Security Strategy classifies as revisionist powers. Itis increasingly clear that China
and Russia want to shape a world consistent with their authoritarian model-—gaining veto authority
over other nations’ economic, diplomatic, and security decisions.

Chinais leveraging military modernization, influence operations, and predatory economics to coerce
neighboring countries to reorder the Indo-Pacific region to their advantage. As China continues its
economicand military ascendance, asserting power through anall-of-nation long-term strategy, it will
continue to pursue a military modernization program that seeks Indo-Pacific regional hegemony in
the near-term and displacement of the United States to achieve global preeminence in the future. The
most far-reaching objective of this defense strategy is to set the military relationship between our two
countries on a path of transparency and non-aggression.

Concurrently, Russiaseeks veto authority over nations onits periphery in terms of their governmental,
economic, and diplomatic decisions, to shatter the North Atlantic Treaty Organization and change
European and Middle East security and economic structures to its favor. The use of emerging
technologies to discredit and subvert democratic processes in Georgia, Crimea, and eastern Ukraine
is concern enough, but when coupled with its expanding and modernizing nuclear arsenal the
challenge is clear.

Another change to the strategic environment is a resilient, but weakening, post-WWII international order. In
the decades after fascism’s defeat in World War II, the United States and its allies and partners
constructed a free and open international order to better safeguard their liberty and people from
aggression and coercion. Although this system has evolved since the end ofthe Cold War, our network
of alliances and partnerships remain the backbone of global security. China and Russia are now
undermining the international order from within the system by exploiting its benefits while
simultaneously undercutting its principles and “rules of theroad.”

Rogue regimes such as North Korea and Iran are destabilizing regions through their pursuit of nuclear
weapons or sponsorship of terrorism. North Korea seeks to guarantee regime survival and increased
leverage by seeking a mixture of nuclear, biological, chemical, conventional, and unconventional
weapons and a growing ballistic missile capability to gain coercive influence over South Korea, Japan,
and the United States. In the Middle East, Iran is competing with its neighbors, asserting an arc of
influence and instability while vying forregional hegemony, using state-sponsored terrorist activities,
a growing network of proxies, and its missile program to achieve its objectives.

Both revisionist powers and rogue regimes are competing across all dimensions of power. They have
increased efforts short of armed conflict by expanding coercion to new fronts, violating principles of
sovereignty, exploiting ambiguity, and deliberately blurring the lines between civil and military goals.
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NATIONAL DEFENSE STRATEGY

Challenges to the U.S. military advantage represent another shift in the global security environment. For
decadesthe United States has enjoyed uncontested or dominant superiority inevery operating domain.
We could generally deploy our forces when we wanted, assemble them where we wanted, and operate
how we wanted. Today, every domain is contested—air, land, sea, space, and cyberspace.

We face an ever more lethal and disruptive battlefield, combined across domains, and conducted at
increasing speed and reach—from close combat, throughout overseas theaters, and reaching to our
homeland. Some competitors and adversaries seek to optimize their targeting of our battle networks
and operational concepts, while also using other areas of competition short of open warfare to achieve
their ends (e.g., information warfare, ambiguous or denied proxy operations, and subversion). These
trends, if unaddressed, will challenge our ability to deter aggression.

The security environment is also affected by rapid technological advancements and the changing character of war.
The drive to develop new technologies is relentless, expanding to more actors with lower barriers of
entry, and moving at accelerating speed. New technologies include advanced computing, “big data”
analytics, artificial intelligence, autonomy, robotics, directed energy, hypersonics, and biotechnology—
the very technologies that ensure we will be able to fight and win the wars of the future.

New commercial technology will change society and, ultimately, the character of war. The fact that
many technological developments will come from the commercial sector means that state
competitors and non-state actors will also have access to them, a fact that risks eroding the
conventional overmatch to which our Nation has grown accustomed. Maintaining the Department’s
technological advantage will require changes to industry culture, investment sources, and protection
across the National Security Innovation Base.

States are the principal actors on the global stage, but non-state actors also threaten the security
environment with increasingly sophisticated capabilities. Terrorists, trans-national criminal
organizations,cyberhackers and othermalicious non-state actors have transformed global affairs with
increased capabilities of mass disruption. There is a positive side to this as well, as our partners in
sustaining security are also more than just nation-states: multilateral organizations, non-governmental
organizations, corporations, and strategic influencers provide opportunities for collaboration and
partnership. Terrorism remains a persistent condition driven by ideology and unstable political and
economic structures, despite the defeat of ISIS’s physical caliphate.

It is now undeniable that the homeland is no longer a sanctuary. America is a target, whether from
terrorists seeking to attack our citizens; malicious cyber activity against personal, commercial, or
government infrastructure; or political and information subversion. New threats to commercial and
military uses of space are emerging, while increasing digital connectivity of all aspects of life,
business, government, and military creates significant vulnerabilities. During conflict, attacks against
our critical defense, government, and economic infrastructure must be anticipated.

Rogueregimes, suchasNorth Korea, continue toseek outordevelop weapons ofmass destruction (WMD)
— nuclear, chemical, and biological — as well as long range missile capabilities and, in some cases,
proliferate these capabilities to malign actors as demonstrated by Iranian ballistic missile exports.
Terrorists likewise continue to pursue WMD, while the spread of nuclear weapon technology and
advanced manufacturing technology remains a persistent problem. Recent advances in bioengineering
raise another concern, increasing the potential, variety, and ease of access to biological weapons.
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NATIONAL DEFENSE STRATEGY

DEPARTMENT OF DEFENSE OBJECTIVES

Insupportofthe National Security Strategy, the Department of Defense will be prepared to defend the
homeland, remain the preeminent military power in the world, ensure the balances of power remain
in our favor, and advance an international order that is most conducive to our security and prosperity.

Long-term strategic competitions with China and Russia are the principal priorities for the
Department, and require both increased and sustained investment, because of the magnitude of the
threats they pose to U.S. security and prosperity today, and the potential for those threats to increase
in the future. Concurrently, the Department will sustain its efforts to deter and counter rogue regimes
such as North Korea and Iran, defeat terrorist threats to the United States, and consolidate our gains
in Iraq and Afghanistan while moving to a more resource-sustainable approach.

Defense objectives include:

» Defending the homeland from attack;
» Sustaining Joint Force military advantages, both globally and in key regions;

» Deterring adversaries from aggression against our vital interests;

» Enabling U.S. interagency counterparts to advance U.S. influence and interests;

» Maintaining favorable regional balances of power in the Indo-Pacific, Europe, the Middle
East, and the Western Hemisphere;

Y

Defending allies from military aggression and bolstering partners against coercion, and fairly
sharing responsibilities for common defense;

» Dissuading, preventing, or deterring state adversaries and non-state actors from acquiring,
proliferating, or using weapons of mass destruction;

» Preventingterrorists fromdirecting orsupporting external operations againstthe United States
homeland and our citizens, allies, and partners overseas;

» Ensuring common domains remain open and free;

» Continuously delivering performance with affordability and speed as we change
Departmental mindset, culture, and management systems;and

» Establishing an unmatched twenty-first century National Security Innovation Base that
effectively supports Department operations and sustains security and solvency.

STRATEGIC APPROACH

A long-term strategic competition requires the seamless integration of multiple elements of national
power—diplomacy, information, economics, finance, intelligence, law enforcement, and military.
More than any other nation, America can expand the competitive space, seizing the initiative to
challenge our competitors where we possess advantages and they lack strength. A more lethal force,
strong alliances and partnerships, American technological innovation, and a culture of performance
will generate decisive and sustained U.S. militaryadvantages.
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NATIONAL DEFENSE STRATEGY

Asweexpand the competitive space, we continue to offer competitors and adversaries an outstretched
hand, open to opportunities for cooperation but from a position of strength and based on our national
interests. Should cooperation fail, we will be ready to defend the American people, our values, and
interests. The willingness of rivals to abandon aggression will depend on their perception of U.S.
strength and the vitality of our alliances and partnerships.

Be strategically predictable, but operationally unpredictable. Deterring or defeating long-term strategic
competitors is a fundamentally different challenge than the regional adversaries that were the focus of
previous strategies. Our strength and integrated actions with allies will demonstrate our commitment
to deterring aggression, but our dynamic force employment, military posture, and operations must
introduce unpredictability to adversary decision-makers. With our allies and partners, we will challenge
competitorsby maneuvering themintounfavorablepositions, frustrating their efforts, precluding their
options while expanding our own, and forcing them to confront conflict under adverse conditions.

Integrate with U.S. interagency. Effectively expanding the competitive space requires combined actions
with the U.S. interagency to employ all dimensions of national power. We will assist the efforts of the
Departments of State, Treasury, Justice, Energy, Homeland Security, Commerce, USAID, as well as
the Intelligence Community, law enforcement, and others to identify and build partnerships to address
areas of economic, technological, and informational vulnerabilities.

Counter coercion and subversion. In competition short of armed conflict, revisionist powers and rogue
regimes are using corruption, predatory economic practices, propaganda, political subversion, proxies,
and the threat or use of military force to change facts on the ground. Some are particularly adept at
exploiting their economic relationships with many of our security partners. We will support U.S.
interagency approaches and work by, with, and through our allies and partners to secure our interests
and counteract this coercion.

Foster a competitive mindset. To succeed in the emerging security environment, our Department and Joint
Force will have to out-think, out-maneuver, out-partner, and out-innovate revisionist powers, rogue
regimes, terrorists, and other threat actors.

We will expand the competitive space while pursuing three distinct lines of effort:

» First, rebuilding military readiness as we build a more lethal Joint Force;

» Second, strengthening alliances as we attract new partners;and

» Third, reforming the Department’s business practices for greater performance
and affordability.

Build a More Lethal Force

The surest way to prevent war is to be prepared to win one. Doing so requires a competitive approach
to force development and a consistent, multiyear investment to restore warfighting readiness and
field a lethal force. The size of our force matters. The Nation must field sufficient, capable forces to
defeat enemies and achieve sustainable outcomes that protect the American people and our vital
interests. Our aim is a Joint Force that possesses decisive advantages for any likely conflict, while
remaining proficient across the entire spectrum of conflict.
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Prioritizepreparedness for war. Achieving peace through strength requires the Joint Force to deter conflict
through preparedness for war. During normal day-to-day operations, the Joint Force will sustainably
compete to: deter aggression in three key regions—the Indo-Pacific, Europe, and Middle East;
degrade terrorist and WMD threats; and defend U.S. interests from challenges below the level of
armed conflict. In wartime, the fully mobilized Joint Force will be capable of: defeating aggression by
a major power; deterring opportunistic aggression elsewhere; and disrupting imminent terrorist and
WMD threats. During peace or in war, the Joint Force will deter nuclear and non-nuclear strategic
attacks and defend the homeland. To support these missions, the Joint Force must gain and maintain
information superiority; and develop, strengthen, and sustain U.S. security relationships.

Modernize key capabilities. We cannot expect success fighting tomorrow’s conflicts with yesterday’s
weapons or equipment. To address the scope and pace of our competitors’ and adversaries’ ambitions
and capabilities, we must invest in modernization of key capabilities through sustained, predictable
budgets. Ourbacklogofdeferred readiness, procurement,and modernization requirements has grown
inthelastdecade and ahalfand canno longerbe ignored. We will make targeted, disciplined increases
in personnel and platforms to meet key capability and capacity needs. The 2018 National Defense Strategy
underpins our planned fiscal year 2019-2023 budgets, accelerating our modernization programs and
devoting additional resources in a sustained effort to solidify our competitive advantage.

»  Nuclear forces. The Department will modernize the nuclear triad—including nuclear command,
control, and communications, and supporting infrastructure. Modernization of the nuclear
force includes developing options to counter competitors’ coercive strategies, predicated on
the threatened use of nuclear or strategic non-nuclearattacks.

» Space and cyberspace as warfighting domains. The Department will prioritize investments in
resilience, reconstitution, and operations to assure our space capabilities. We will also invest
in cyber defense, resilience, and the continued integration of cyber capabilities into the full
spectrum of military operations.

»  Command, control, communications, computers and intelligence, surveillance, and reconnaissance (C4ISR).
Investments will prioritize developing resilient, survivable, federated networks and
information ecosystems from the tactical level up to strategic planning. Investments will also
prioritize capabilities to gain and exploit information, deny competitors those same
advantages, and enable us to provide attribution while defending against and holding
accountable state or non-state actors during cyberattacks.

» Missile defense. Investments will focus on layered missile defenses and disruptive capabilities for
both theater missile threats and North Korean ballistic missile threats.

» Joint lethality in contested environments. The Joint Force must be able to strike diverse targets inside
adversaryairandmissiledefensenetworkstodestroymobilepower-projectionplatforms. This
will include capabilities to enhance close combat lethality in complex terrain.

» Forward force maneuver and posture resilience. Investments will prioritize ground, air, sea, and space
forces that can deploy, survive, operate, maneuver, and regenerate in all domains while under
attack. Transitioning from large, centralized, unhardened infrastructure to smaller, dispersed,
resilient, adaptive basing that include active and passive defenses will also be prioritized.
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» Advanced autonomous systems. The Department will invest broadly in military application of
autonomy, artificial intelligence, and machine learning, including rapid application of
commercial breakthroughs, to gain competitive militaryadvantages.

» Resilient and agile logistics. Investments will prioritize prepositioned forward stocks and
munitions, strategic mobility assets, partner and allied support, as well as non-commercially
dependent distributed logistics and maintenance to ensure logistics sustainment while under
persistent multi-domain attack.

Evolve innovative operational concepts. Modernization is not defined solely by hardware; it requires change
in the ways we organize and employ forces. We must anticipate the implications of new technologies
on the battlefield, rigorously define the military problems anticipated in future conflict, and foster a
culture of experimentation and calculated risk-taking. We must anticipate how competitors and
adversaries will employ new operational concepts and technologies to attempt to defeat us, while
developing operational concepts to sharpen our competitive advantages and enhance our lethality.

Develop a lethal, agile, and resilient force posture and employment. Force posture and employment must be
adaptable to account for the uncertainty that exists in the changing global strategic environment. Much
of our force employment models and posture date to the immediate post-Cold War era, when our
military advantage was unchallenged and the primary threats were rogue regimes.

» Dynamic Force Employment. Dynamic Force Employment will prioritize maintaining the capacity
and capabilities for major combat, while providing options for proactive and scalable
employment of the Joint Force. A modernized Global Operating Model of combat-credible,
flexible theater postures will enhance our ability to compete and provide freedom of maneuver
during conflict, providing national decision-makers with better military options.

The global strategic environment demands increased strategic flexibility and freedom of
action. The Dynamic Force Employment concept will change the way the Department uses
the Joint Force to provide proactive and scalable options for priority missions. Dynamic Force
Employmentwill moreflexiblyuseready forcestoshapeproactivelythestrategicenvironment
while maintaining readiness to respond to contingencies and ensure long-term warfighting
readiness.

» Global Operating Model. The Global Operating Model describes how the Joint Force will be
postured and employed to achieve its competition and wartime missions. Foundational
capabilities include: nuclear; cyber; space; C4ISR; strategic mobility, and counter WMD
proliferation. It comprises four layers: contact, blunt, surge, and homeland. These are,
respectively, designed to help us compete more effectively below the level of armed conflict;
delay, degrade, or deny adversary aggression; surge war-winning forces and manage conflict
escalation; and defend the U.S. homeland.

Cultivate workforce talent. Recruiting, developing, and retaining a high-quality military and civilian
workforce is essential for warfighting success. Cultivating a lethal, agile force requires more than just
new technologies and posture changes; it depends on the ability of our warfighters and the
Department workforce to integrate new capabilities, adapt warfighting approaches, and change
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business practices to achieve mission success. The creativity and talent of the American warfighter is
our greatest enduring strength, and one we do not take for granted.

» Professional Military Education (PME). PME has stagnated, focused more on the accomplishment
of mandatory credit at the expense of lethality and ingenuity. We will emphasize intellectual
leadership and military professionalism in the art and science of warfighting, deepening our
knowledge ofhistory while embracing new technology and techniques to counter competitors.
PME will emphasize independence of action in warfighting concepts to lessen the impact of
degraded/lost communications in combat. PME is to be used as a strategic asset to build trust
and interoperability across the Joint Forces and with allied and partner forces.

» Talent management. Developing leaders who are competent in national-level decision-making
requires broad revision of talent management among the Armed Services, including
fellowships, civilian education, and assignments that increase understanding of interagency
decision-making processes, as well as alliances and coalitions.

» Civilian workforce expertise. A modern, agile, information-advantaged Department requires a
motivated, diverse, and highly skilled civilian workforce. We will emphasize new skills and
complement our current workforce with information experts, data scientists, computer
programmers, and basic science researchers and engineers—to use information, not simply
manageit. The Departmentwill alsocontinuetoexplorestreamlined, non-traditional pathways
to bring critical skills into service, expanding access to outside expertise, and devising new
public-private partnerships to work with small companies, start-ups, and universities.

Strengthen Alliances and Attract New Partners

Mutually beneficial alliances and partnerships are crucial to our strategy, providing a durable,
asymmetric strategic advantage that no competitor or rival can match. This approach has served the
United States well, in peace and war, for the past 75 years. Our allies and partners came to our aid
after the terrorist attacks on 9/11, and have contributed to every major U.S.-led military engagement
since. Every day, our allies and partners join us in defending freedom, deterring war, and maintaining
the rules which underwrite a free and open international order.

By working together with allies and partners we amass the greatest possible strength for the long-term
advancement of our interests, maintaining favorable balances of power that deter aggression and
supportthe stability that generates economic growth. When we pool resources and share responsibility
for our common defense, our security burden becomes lighter. Our allies and partners provide
complementary capabilities and forces along with unique perspectives, regional relationships, and
information that improve our understanding of the environment and expand our options. Allies and
partners also provide access to critical regions, supporting a widespread basing and logistics system
that underpins the Department’s global reach.

We will strengthen and evolve our alliances and partnerships into an extended network capable of
deterring or decisively acting to meet the shared challenges of our time. We will focus on three
elements for achieving a capable alliance and partnership network:
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Uphold a foundation of mutual respect, responsibility, priorities, and accountability. Our alliances and
coalitions are built on free will and shared responsibilities. While we will unapologetically represent
America’s values and beliefin democracy, we will not seek to impose our way of life by force. We
will uphold our commitments and we expect allies and partners to contribute an equitable share
to our mutually beneficial collective security, including effective investment in modernizing their
defense capabilities. We have shared responsibilities for resisting authoritarian trends, contesting
radical ideologies, and serving as bulwarks against instability.

Expand regional consultative mechanisms and collaborative planning. We will develop new partnerships
around shared interests to reinforce regional coalitions and security cooperation. We will provide
allies and partners with a clear and consistent message to encourage alliance and coalition
commitment, greater defense cooperation, and military investment.

Deepen interoperability. Each ally and partner is unique. Combined forces able to act together
coherently and effectively to achieve military objectives requires interoperability. Interoperability
is a priority for operational concepts, modular force elements, communications, information
sharing, and equipment. In consultation with Congress and the Department of State, the
Department of Defense will prioritize requests for U.S. military equipment sales, accelerating
foreign partner modernization and ability to integrate with U.S. forces. We will train to high-end
combat missions in our alliance, bilateral, and multinational exercises.

Enduring coalitions and long-term security partnerships, underpinned by our bedrock alliances and
reinforced by our allies” own webs of security relationships, remain a priority:

>

Expand Indo-Pacific alliances and partnerships. A free and open Indo-Pacific region provides prosperity
and security for all. We will strengthen our alliances and partnerships in the Indo-Pacific to a
networked security architecture capable of deterring aggression, maintaining stability, and ensuring
free access to common domains. With key countries in the region, we will bring together bilateral
and multilateral security relationships to preserve the free and open international system.

Fortifythe Trans-Atlantic NATO Alliance. A strongand free Europe, bound by shared principles of
democracy, national sovereignty, and commitmentto Article 5 ofthe North Atlantic Treaty is vital
to our security. The alliance will deter Russian adventurism, defeat terrorists who seek to murder
innocents, and address the arc of instability building on NATO’s periphery. At the same time,
NATO must adapt to remain relevant and fit for our time—in purpose, capability, and responsive
decision-making. We expect European allies to fulfill their commitments to increase defense and
modernization spending to bolster the alliance in the face of our shared security concerns.

Form enduring coalitions in the Middle East. We will foster a stable and secure Middle East that denies
safe havens for terrorists, is not dominated by any power hostile to the United States, and that
contributes to stable global energy markets and secure trade routes. We will develop enduring
coalitionsto consolidate gains we have made in Afghanistan, Iraq, Syria, and elsewhere, to support
the lasting defeat of terrorists as we sever their sources of strength and counterbalance Iran.

Sustain advantages in the Western Hemisphere. The U.S. derives immense benefit from a stable, peaceful
hemisphere that reduces security threats to the homeland. Supporting the U.S. interagency lead,
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the Departmentwilldeepenitsrelationswithregional countriesthatcontributemilitary capabilities
to shared regional and global security challenges.

» Supportrelationships to address significant terrorist threats in Africa. We will bolster existing bilateral and
multilateral partnerships and develop new relationships to address significant terrorist threats that
threaten U.S. interests and contribute to challenges in Europe and the Middle East. We will focus
on working by, with, and through local partners and the European Union to degrade terrorists;
build the capability required to counter violent extremism, human trafficking, trans-national
criminal activity, and illegal arms trade with limited outside assistance; and limit the malign
influence of non-African powers.

Reform the Department for Greater Performance and Affordability

The current bureaucratic approach, centered on exacting thoroughness and minimizing risk above all
else, is proving to be increasingly unresponsive. We must transition to a culture of performance where
results and accountability matter. We will put in place a management system where leadership can
harness opportunitiesand ensure effective stewardship oftaxpayerresources. Wehave aresponsibility
to gain full value from every taxpayer dollar spent on defense, thereby earning the trust of Congress
and the American people.

Deliver performance at the speed of relevance. Success no longer goes to the country that develops a new
technology first, but rather to the one that better integrates it and adapts its way of fighting. Current
processes are not responsive to need; the Department is over-optimized for exceptional performance
atthe expense of providing timely decisions, policies, and capabilities to the warfighter. Our response
will be to prioritize speed of delivery, continuous adaptation, and frequent modular upgrades. We
must not accept cumbersome approval chains, wasteful applications of resources in uncompetitive
space,oroverlyrisk-aversethinkingthatimpedes change. Delivering performance meanswe will shed
outdated management practices and structures while integrating insights from business innovation.

Organize for innovation. The Department’s management structure and processes are not written in stone,
they are a means to an end—empowering the warfighter with the knowledge, equipment and support
systems to fightand win. Department leaders will adapt their organizational structures to best support
the Joint Force. If current structures hinder substantial increases in lethality or performance, it is
expected that Service Secretaries and Agency heads will consolidate, eliminate, or restructure as
needed. The Department’s leadership is committed to changes in authorities, granting of waivers, and
securing external support for streamlining processes and organizations.

Drive budget discipline and affordability to achieve solvency. Better management begins with effective financial
stewardship. The Department will continue its plan to achieve full auditability of all its operations,
improving its financial processes, systems, and tools to understand, manage, and improve cost. We
will continue to leverage the scale of our operations to drive greater efficiency in procurement of
materiel and services while pursuing opportunities to consolidate and streamline contracts in areas
suchaslogistics, informationtechnology, and supportservices. We will also continue efforts toreduce
management overhead and the size of headquarters staff. We will reduce or eliminate duplicative
organizations and systems for managing human resources, finance, health services, travel, and
supplies. The Department will also work to reduce excess property and infrastructure, providing
Congress with options for a Base Realignment and Closure.
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Streamline rapid, iterative approaches from development to fielding. A rapid, iterative approach to capability
development will reduce costs, technological obsolescence, and acquisition risk. The Department will
realign incentive and reporting structures to increase speed of delivery, enable design tradeoffs in the
requirements process, expand the role of warfighters and intelligence analysis throughout the
acquisitions process, and utilize non-traditional suppliers. Prototyping and experimentation should be
used prior to defining requirements and commercial-off-the-shelf systems. Platform electronics and
software must be designed for routine replacement instead of static configurations that last more than
a decade. This approach, a major departure from previous practices and culture, will allow the
Department to more quickly respond to changes in the security environment and make it harder for
competitors to offset our systems.

Harness and protect the National Security Innovation Base. The Department's technological advantage
depends on a healthy and secure national security innovation base that includes both traditional and non-
traditional defense partners. The Department, with the support of Congress, will provide the defense
industry with sufficient predictability to inform their long-term investments in critical skills, infrastructure,
and research and development. We will continue to streamline processes so that new entrants and small-
scale vendors can provide cutting-edge technologies. We will also cultivate international partnerships to
leverage and protect partner investments in military capabilities.

CONCLUSION

This strategy establishes my intent to pursue urgent change at significant scale.

We must use creative approaches, make sustained investment, and be disciplined in execution to field
aJoint Force fit for our time, one that can compete, deter, and win in this increasingly complex security
environment. A dominant Joint Force will protect the security of our nation, increase U.S. influence,
preserve access to markets that will improve our standard of living, and strengthen cohesion among
allies and partners.

While any strategy must be adaptive in execution, this summary outlines what we must do to pass
intact to the younger generation the freedoms we currently enjoy. But there is nothing new under the
sun: while this strategy will require sustained investment by the American people, we recall past
generations who made harsher sacrifices so that we might enjoy our way of life today.

As it has for generations, free men and women in America's military will fight with skill and valor to

protect us. To carry out any strategy, history teaches us that wisdom and resources must be sufficient.
I am confident this defense strategy is appropriate and worthy of the support of the American people.

Y YW

Jim Mattis
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