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ALl d-T THICHMATICH (DHTATHET!
HeEsEIN 18 UNCLASSTEIRED
Dave 10-23-201d By WSO/ L ibg)

FBI Privacy Threshold Analysis (PTA) Cover Sheet

NAME OF SYSTEM: | | b7E

(OGC/PCLU (Rev. 07/06/07)

FBI SYSTEM CONTACT PERSON

Name: | |

Program Office: | (1124)
Division: SecD

Phone: | |

Room Number: 1001 Penn Ave PA-555
Date PTA submitted for approval:

FBI OGC/PCLUPOC

Name:| | b6
b7C
Phone] | b7E

Room Number: 7338

FBI DIVISION APPROVALS.

Program Division: Security

FBIHQ Division: Security

b7C

Date signed: 7/23/07
Name: Jeffery |. Berkin

Title: Acting AD, SecD

Program Manager Signature: /s/ Signature: /s/
(or other appropriate Date signed: 7/23/07 Date signed: 7/23/07 b6
executive as Division Name: | | Name: Paul S. White

b7E
determines) Title: Unit Chiefl ISecD Title: Section ChieD
Division Privacy Officer Signature: /s/ Signature: /s/

Datessigned:  7/23/07
Name: Jeffery |. Berkin
Tit|e:Acting AD, SecD

-FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature:  /s/
Date Signed: 7/30/07
Name: David C. Larson
Title: Acting Deputy General Counsel

1- Signed original to 190-HQ-C1321794
Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
2-FBIOCIO /OIPP

1-FBI SecD (electronic copy via e-mail)

2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

epic.org 14-06-04-FBI-FOIA-20150318-4th-Production

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: | b7E

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.
A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:
A.  General System Description: Please briefly describe:

1. Type of information in the system:

a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity

and type of employee/contractor information:

b7E

2. Purpose for collecting the information and how it will be used:

Information contained in thq |

b7E

EPIC-827

1
epic.org 14-06-04-FBI-FOIA-20150318-4th-Production



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: | | b7E

3. The system's structure (including components/subsystems):

2 a
epic.org 14-06-04-FBI-FOIA-20150318-4th-Production EPIC-8.28



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: b7E

3 a
epic.org 14-06-04-FBI-FOIA-20150318-4th-Production EPIC-8.29



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: b7E

4. Means of accessing the system and transmitting information to and from the system:

b7E
5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized
persons can access the information:
Each division CSO is responsibleforl |
[ hnd can only be
- - b7E
accessed through a unique user login and password. |
| User's shall safeguard their passwords per bIE

standard FBI security guidelines. | |

I I System servers will reside in secure, FBI-controlled space.

6. Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized

persons can access the information:

I |(system troubleshooting and maintenance) may be able to access:I:luring on-site
diagnostic and repair visits. | b7E

| Iand is aware of Privacy Act compliance requirements. ~ Controls in place include pre-approved, supervised, on-site

access for troubleshooting and technical assistance visits as well as network monitoring by the EOC.

7. Hasthis system been certified and accredited by the FBI Security Division? __Yes _x_No

Ongoing Action. The system is projected to obtain full system accreditation.
8 Isthis system encompassed withinan OMB-300? _ Yes x_No _ Don't Know

R Was the system developed prior to April 17, 2003?
YES (If “yes,” proceed to Question 1.)

x_NO (If “no,” proceed to Section I1.)

4 a
epic.org 14-06-04-FBI-FOIA-20150318-4th-Production EPIC-830



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: b7E

1. Hasthe system undergone any significant changes since April 17, 2003?
__YES  If “yes,” please explain the nature of those changes:

__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,
and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PIAis required.  (FBland DOJ reviewing officials reserve the right to requirea  PIA)))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

I "IB.VC proven

their worthiness and met current expectations. ~ The technologyl kapabilities:
:nas increased dramatically.

I

5 a
epic.org 14-06-04-FBI-FOIA-20150318-4th-Production EPIC-831
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: b7E

accessed by authorized personnel within each respective Division.
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
_x_YES (If “yes,” please proceed to Question 3.)

__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no

PIA s required.)

3. Is the system solely related to internal government operations?
_x_YES If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

_ x_No. (If “no,” the PTA is complete and should be sent to
FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,
and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you
are otherwise advised, no PIAis required.  (FBl and DOJ reviewing

officials reserve the right to requirea  PIA))
NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
. Full or Short-Form PIA
1. Is the system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)

NO (If “no,” please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?

__YES  Ashort-form PIAis required.  (l.e, you need only answer Questions 1.1,1.2,2.1,3.1,4.1, 5.1 (if
appropriate), 6.2, 6.3, and 8.9
of the PIAtemplate.)  Please
note that FBl and DO
reviewing officials reserve the
right to require completion of
afull PIA.  (PTAis

complete—forward with PIA.)

EPIC-852

6
epic.org 14-06-04-FBI-FOIA-20150318-4th-Production



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: | bTE

NO (If “no,” afull PIAis required.  PTA is complete.)

7 _873
epic.org 14-06-04-FBI-FOIA-20150318-4th-Production EPIC-833



ALl TH-ORIBTIOH (CHTATHEDR

HeEsEIN 18 UNCLASSTEIRED

Dave 10-23-201d By WSO/ L ibg)

NAME OF SYSTEM: Expic-sives Reference Tool (EXPeRT)

FBI SYSTEM CONTACT PERSON

Name:

Program Office: Explosives Unit
Division: Laboratory

Phone]

Room Number: 4210
Date PTA submitted for approval: 31 JAN 2007

FBI Privacy Threshold Analysis (PTA) Cover Sheet

bé
b7C

(OGC/PCLU (Rev. 1/17/07)

FBI DIVISION APPROVALS.
Program Division: Lahoratory FBIHQ Division: Laboratory
Program Manager Signature: Signature: /s/
(or other appropriate Date signed: Date signed: 31Jan07
executive as Division Name: Name::
determines) Title: Title: Forensic Systems Program Mgr
Division Privacy Officer Signature: Signature: /s/
Date signed: Date signed: 2/8/07
Name: Name:
Title: Title: Lab Division Privacy Officer
:FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer

Signature:  /s/
Date Signed:  4/18/07
Name:

Title:

Patrick W. Kelley

Deputy General Counsel

1- Original signed copy to 190-HQ-C1321794

Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259

1-FBIOCIO

1-FBI SecD (electronic copy via e-mail)
2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

epic.org

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler

14-06-04-FBI-FOIA-20150318-4th-Production EPIC-854
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: Explosives Reference Tool (EXPeRT)

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is

required by conducting and following Privacy Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:

1. Type of information in the system:

a.Reports of Results of Forensic Examinations of Evidence Submissions

b. Reference Material

- . - . b7E
c. Explosives incident reports from FBI, other law enforcement agenuesl r

2. Purpose for collecting the information and how it will be used:
a. Forensic Reports created by Lab Division examiners are maintained for future reference as an assist in conducting exams and answering
queries for future cases.
b. Reference material assists the examiners in developing conclusions
c. Incident reports are maintained to help FBI examiners and other Law Enforcement Officials draw conclusions as to patterns and
trends, find similar cases from which they can apply lessons learned, or tie

cases or incidents together.

3. Thesystem's structure (including components/subsystems):

b7E
4. Means of accessing the system and transmitting information to and from the system:
The system is accessed via a web browser from any network connected PC.
5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons can
access the information:
Access controls are maintained by the system Program Manager in the Lab Division Explosives Unit.  Access is controlled by user
accounts that are created by either the PM or the system SSO.  Determination of who is authorized to be issued a system account is
made by the Unit Chief of the Explosives Unit, Laboratory Division.
6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can
access the information:
Access Controls for personnel outside the FBl are maintained and implemented as described above for FBI Personnel.  Personnel from
outside the FBI who may be granted access include members ofI I b7E

Local Law Enforcement Agencie4 |

7. Has this system been certified and accredited by the FBI Security Divisions? X _Yes No

1 a
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: Explosives Reference Tool (EXPeRT)

8 Isthis system encompassed within an OMB-300? __ Yes _X_No _ Don't Know
R Was the system developed prior to April 17, 2003?
_X YES (If “yes,” proceed to Question 1.)

__NO (If “no,” proceed to Section Il.)
1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

X NO (If “no,” the PTA is complete and should be sentto FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.

(FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system?  The purpose of EXPeRT is to provide a system repository for laboratory forensic reports and
explosives reference material to assist Laboratory Examiners and FBI Special Agent Bomb Technicians in investigating explosives

related incidents .

(Continue to Question 2.)

2 a
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: Explosives Reference Tool (EXPeRT)

2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and
forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no
PIAis required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA.))
__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
Hl.  Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashort-form PIAis required.  (le., you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3, and 8.9
of the PIAtemplate.)  Please note that FBIl and DO)J reviewing
officials reserve the right to require completion of afull PIA.  (PTA

is complete---forward with PIA.)

NO (If “no,” afull PIAis required.  PTA is complete.)

3 a
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DECLASEIRY OW: 01-27-2040

LateE: U1-29-2015

><// UNC%FIED WHEN SEPARATED FROM ATTACHMENT

FBI Privacy Threshold Analysis (PTA) Cover Sheet

NAME OF SYSTEM:l

FBI SYSTEM CONTACT PERSON

b3
b7E

Name:

Program Oftice: Data Acquisition Intercept Section /Special Projects Technology Unit

Division: Operational Technology Division

Phone;]

Room Number: ERF Annex
Date PTA submitted for approval: 3/26/2007

FBI DIVISION APPROVALS.
coilaboratien with 17, security, and end-user management and OGC/PCLL
the Paperwork Reduction Act shouid

cognizance of an FBIHG Division, prior to forwarding to OGC

also be coordinated with the #/4D Forms Deskl}

approval, if required by the FRIHQ Division,

(OGC/PCLU (Rev. 1/17/07)

bé
b7C

APIA (and/or FTA) should be prepared/approved by the cognizant program management in

(PlAs/FTAs refating to electronic forms/questionnaires implicaring

I the subject of 2 FTA/PIA s under the program

12 PTA/PIA miust also be referred 1o the FEIHG Division for program review and

Program Division: Speciaf Proiscts Technaolngy Unit
’ =g

FBIHQ Division: Operational Tachnology Division

Program Manager
(or other appropriate
executive as Division

determines)

Signature:  /S/
10/03/07
Namel I

Date signed:

Title: Program Manager

Signature:  /S/
10/03/07
Name] |

Date signed:

Title: Program Manager

Division Privacy Officer

Signature: /S/

10/05/07
Name: SSA Charles Barry Smith
Title: Section Chief

Date signed:

Signature:  /S/

10/05/07
Name: SSA Charles Barry Smith
Title: Section Chief

Date signed:

Upor Division approval, forward signed hard copy plus electronic copy to QGT/PCLU (JEH Room 7328),

FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer

Signature: /s/

Date Signed: 10/31/07

Name: David C. Larson

Title: Acting Deputy General Counsel

Uporn final FBlapproval, FRI CGCwill distnbute as follows:

1- Original signed copy to 190-HQ-C1321794

Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259

1-FBIOCIO

1-FBI SecD (electronic copy via e-mail)
2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAMEOFSYSTEM: [ ] b3

b7E
For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is

required by conducting and following Privacy Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:

1. Type of information in the system

bl
b3
b7E

a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of

isi} employee/contractor information:

o o bl
;;;;; Vb3
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3. Thesystem's structure (including components/subsystems)l

ésa ,,,,,,,,,,, >

— D o b3
- b7E
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM: I:l b3
b7E
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5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons can

access the information: ~ FBl employees with the requisite “need to know” are the only individuals allowed access to the system.  End-users and

administrators are the only individuals that have the ability to log on to th(i Each Case Manager for a specific investigation will

determine who will have access to his/her case.

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can

access the information: No one outside of the FBI will have the capability to access the system and extractinformation.  The Case Manager has

the responsibility of disseminating case- related information if appropriate.

7. Has this system been certified and accredited by the FBI Security Divisions? ~ _ Yes X No

Certification and Accreditation is pending and is anticipated to be completed by December 2007.

X No _ Don'tKnow

8 Isthis system encompassed within an OMB-300? __ Yes

{it ves, please attach copy of latest one.)

R Was the system developed prior to April 17, 2003?
X YES (If “yes,” proceed to Question 1.)
155‘ 77777777777777777 NO  (If “no,” proceed to Section Il.)
I 7 bl
I I b3
b7E

1. Hasthe system undergone any significant changes since April 17, 2003?

YES If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

X NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,

approval, and forwarding to DOJ's Privacy and Civil Liberties Office.

SEPReraR

2
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: :| b3
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2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.

(FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and
forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?

__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for

3 _R67
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) b3

NAMEOFsysTEm: [ | bTE

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no

PIAis required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashort-form PIAis required.  (le., you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3, and 8.9
of the PIAtemplate.)  Please note that FBIl and DO)J reviewing
officials reserve the right to require completion of afull PIA. ~ (PTA

is complete---forward with PIA.)

__NO (If “no,” afull PIAis required.  PTA is complete.)

SMR
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