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Dave 10-2-2-201d By WS/ L bg)

FBI Privacy Threshold Analysis (PTA) Cover Sheet  (osc/peLu (Rev. 07/06/07)

NAME OF SYSTEM:  GTMS (GETA Training Management Sysiem)

FBI SYSTEM CONTACT PERSON FBI OGC/PCLU POC

Name: | | Name:

Program Office: TD GETA office Phone: b6
Division: 2 - Training Room Number: 7338 b7C
Phone: | |

Room Number: Biograph Bldg.

Date PTA submitted for approval:

FBI DIVISION APPROVALS. ApiA (and/or #TA) should be preparad/approved by the copnizant program managarnent in
coifaboration with 17, security, and end-user management and OGC/PCLU. (PIAs/PTAs refating to electronic forms/questionnaires implicating
the Paperwork Redustion Act shouid also be coordinated with the RMD Forms Desk) I the subjecrof 2 FTA/PIA s under the program

ision for program review and

cognizance of an FRIHQ Division, prior to ferwarding to GGC the FTA/PIA must also be refarred 1o the FRIMQ I

approval, if required by the FBHHG Division.

Program Division: Training FBIHQ Division: Training Division
Program Manager Signature: /S/ Signature: /S/
(or other appropriate Date signed: 02/27/2008 Date signed:  02/27/2008
executive as Division Name:l | Name: I I bé
determines) Title:  Management & Program Analyst Title:  Management & Program Analyst b7C
Division Privacy Officer Signature: /S/ Signature: /S/

Date signed:  02/27/2008 Date signed: 02/27/2008

Name: Michael |. Stephens Name: Michael J. Stephens

Title: TD CSO Title: TD CSO

Upor Division approval, forward signed hard copy plus electronic copy to QGT/PCLU (JEH Room 7328),

-FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature: /S/
Date Signed: 03/10/2008
Name: David C. Larson
Title: Acting Deputy General Counsel
Uporn final FBlapproval, FRI CGCwill distnbute as follows:
1 - Signed original to 190-HQ-C1321794
Copies:
1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1- OGC\PCLU intranet website
2 -FBIOCIO /OIPP 1-PCLU Library
1-FBI SecD (electronic copy via e-mail) 1-PCLU Tickler

2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer
EPIC-690

epic.org 14-06-04-FBI-FOIA-20150318-4th-Production



(*please reproduce as needed for Program/Division file(s))

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.
A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:
A.  General System Description: Please briefly describe:

1. Type of information in the system:

The GETA Training Management System (GTMS) is an enterprise-wide workflow tool providing FBI employees
with a web-based interface on which to request and track requests for GETA training (job-related training for federal employees
paid for by the employing agency, pursuant to the Government Employees Training Act).  The individual requesting training
completes an electronic form available on the Training Division's GETA web-site. That form is then routed electronically

through appropriate reviewing and approving officials.

The electronic form includes information about the individual requesting training (including name, social
security number, job series, job title, and grade), information about the training course requested (such as the title of course
requested, justification, course objective, vendor information), cost/funding/ billing information, and the name, e-mail address
and electronic signatures of reviewing and approving officials. ~ While the individual requesting training provides his social
security number on the electronic form, the Training Division is taking steps to "mask™  the social security number so that it is

no longer visible to others reviewing the training request.

a. [fthe systemissolely related to internal government operations please provide a brief explanation of the quantity

and type of employee/contractor information:
GTMS will contain supporting information about all requests for GETA training by FBl employees.  As noted
above, GTMS will contain information about the individual requesting training, the training course requested, the vendor

providing the training and reviewing  and approving officials.

The system is solely related to internal government operations and is available to all FBl employees though the FBI's

internal computer system (FBI Intranet).
2. Purpose for collecting the information and how it will be used:
The information is collected to track, approve/deny GETA requests submitted by FBI employees.
3. Thesystem's structure (including components/subsystems):
GTMS operates using Sharepoint/InfoPath linked via FBI Intranet  SharePoint is a Microsoft product that
supports network file sharing and colloboration.  Infopath is a Microsoft forms application located on individual desktop

com puters.

4. Means of accessing the system and transmitting information to and from the system: EPIC-691
epic.org 14-06-04-FBI-FOIA-20150318-4th-Production



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: GTAS (GETA Train ng Management SySIem')

GTMS can be accessed by FBI employees using the FBl intranet.  Information is transmitted to and from GTMS
by use of Sharepoint and Infopath.  An individual requesting training will access GTMS using Infopath and then complete a
training request form.  The form is then transmitted back to GTMS, where SharePoint permits supervisors and other authorized

individuals in the workflow process to access the form and take appropriate action, such as reviewing and approving the request.

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons

can access the information:

Alist of "Groups and People™ has been established for each FBI division and field office. = Only those

individuals belonging to these groups have access to the GETA requests for their respective office/division.  Additionally,

anyone identified within the workflow will have access to track a specific GETA training request, including the individual originally

completing and submitting the GETA form.  Individuals assigned to the Training Division's GETA office, presently consisting of
Dersonnel including supervisors, have been granted access to all FBI GETA requests, since this office was responsible for the b7E

GTMS rollout and provided training on the use of GTMS to all FBI entities.  Individuals accessing GTMS must do so using

individual-specific user names and passwords.  Any individual accessing a workflow document (such as supervisors reviewing or

approving GETA requests) leaves an electronic signature detailing their access, with the date and time of their action on the

req uest.

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons

can access the information:

GTMS was created by an FBI contractor] | Contractor personnel (currently[] b7E

individuals) also have access to all GETA requests in the GTMS to facilitate troubleshooting any difficulties occurring with this
newsystem. When the development process for GTMS (including troubleshooting) has concluded, GTMS will be turned over to

FBI/TD for operation and maintenance, at which point contractor access to GTMS will terminate.
The contractor personnel assigned to the GTMS project have been granted access to necessary FBI systems through the
Security Access Request (SAR) process and have been assigned individual FBl usernames and passwords.  Their access and usage

of FBI systems is subject to audit by the Security Division to ensure system integrity.

7. Has this system been certified and accredited by the FBI Security Divisions?  _X Yes No b6
Pe:Executive Assistant to the Director, Training Division. b7C

8. Isthis system encompassed within an OMB-300?  __ Yes X _No _ Don't Know

{if ves, please attach copy of latest one.}

l. Was the system developed prior to April 17,2003?

__YES (If “yes,” proceed to Question 1.)

3 -
epic.org 14-06-04-FBI-FOIA-20150318-4th-Production EPIC-692



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: GTAS (GETA Train ng Management SySIem')

X_NO (If “no,” proceed to Section I1.)

1. Has the system undergone any significant changes since April 17,2003?

__YES If“yes,” please explain the nature of those changes:

(Continue to Question 2.)
__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is
required.)

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?

__YES (i “yes,” please proceed to Question 3.)

__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is
required.)

3. Is the system solely related to internal government operations?

__YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes. (If "yes," afull PIAis required..  PTAis complete.)
__ No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties
Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless
you are otherwise advised, no PIAis required.  (FBland DOJ reviewing officials reserve the right to
requirea  PIA))
__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
Il.  Forsystems developed after April 17, 2003.
1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above):
The GETA Training Management System (GTMS) is an enterprise-wide workflow tool providing FBI employees
with a web-based interface on which to request and track requests for GETA training (job-related training for federal employees

paid for by the employing agency, pursuant to the Government Employees Training Act). The individual requesting training

completes an electronic form available on the GTMS web-site. That form is then routed electronically through appropriate

4 _EG7
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: GTAS (GETA Train ng Management SySIem')

reviewing and approving officials. All approvals are gathered via Microsoft Outlook emails.

The electronic form includes information about the individual requesting training (such as name, social security number,
job series, job title, and grade), information about the training course requested (such as title of course requested, justification,
course objective, vendor information), cost/funding/ billing information, and the name, e-mail address and electronic signatures
of reviewing and approving officials.

(Continue to Question 2.)

2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
_X_YES (If “yes,” please proceed to Question 3.)
__NO (if“no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is
required.)

3. Is the system solely related to internal government operations?

_X_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes. (If "yes," afull PIAis required..  PTAis complete.)
_X_No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties
Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office.  Unless
you are otherwise advised, no PIAis required.  (FBl and DOJ reviewing officials reserve the right to

requirea  PIA))

__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

I, Full or Short-Form PIA
1. Is the system a major information system (as listed on OGC's FBINET website)?
__YES (if “yes,"afull PIAis required.  PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES Ashort-form PlAis required.  (le., you need only answer Questions 1.1,1.2,2.1,3.1,4.1, 5.1 (if appropriate),

6.2,6.3,and
8.9 of the

5 -
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: GTAS (GETA Train ng Management SySIem')

PIA
template.)
Please note
that FBl and
DOJ
reviewing
officials
reserve the
right to
require
completion
of afull PIA.
(PTAs
complete-—f
orward with

PIA.)

__NO (If ‘no,” afull PIAis required. ~ PTAis complete.)

6 -
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Dave 10-2-2-201d By WS/ L bg)

FBI Privacy Threshold Analysis (PTA) Cover Sheet

(OGC/PCLU (Rev. 07/06/07)

FOR OFFICIAL USE ONLY
NAME OF SYSTEM: | | b7E
FBI SYSTEM CONTACT PERSON FBI OGC/PCLU POC
Name: | Name:
Program Office: RSDU b6
Division: OTD Phone| b7C
Phone: | |
Room Number: B340 Room Number: 7338
Date PTA submitted for approval:  4/21/2008
FBI DIVISION APPROVALS. ApiA (and/or #TA) should be preparad/approved by the copnizant program managarnent in
coifaboration with 17, security, and end-user management and OGC/PCLU. (PIAs/PTAs refating to electronic forms/questionnaires implicating
the Paperwork Redustion Act shouid also be coordinated with the RMD Forms Desk) I the subjecrof 2 FTA/PIA s under the program
cogoizance of an FRIHQ Division, prior 1o ferwarding to GGC the FTA/PIA must also be referred 1o the FRIMO Division Tor program review and
approval, if required by the FBHHG Division.
Program Division: {RSDL/OTD) FBIHQ Division:{insers division name}
Program Manager Signature: /s/ Signature:
(or other appropriate Date signed: 4/23/08 Date signed:

. L b6
executive as Division Name: I I Name: p7C
determines) Title: Electronics Technician Title:

Division Privacy Officer Signature: /s/ Signature:
Date signed:  4/23/08 Date signed:
Name:  Charles Barry Smith Name:
Title: Section Chief Title:

-FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature:  /s/
Date Signed:  5/8/08
Name: David C. Larson
Title: Acting Deputy General Counsel

Upon final FBl approval, FBEOGCwill distrbute as follows:
1- Signed original to 190-HQ-C1321794
Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
2-FBIOCIO /OIPP

1-FBI SecD (electronic copy via e-mail)

2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

epic.org 14-06-04-FBI-FOIA-20150318-4th-Production

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAMEOFSYSTEM: [ ] b7E

(OGC/PCLU (Rev. 07/06/07)
FOR OFFICIAL USE ONLY

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:

1. Type of information in the system:

2. Purpose for collecting the information and how it will be used:

| | b7E

3. Thesystem's structure (including components/subsystems):

4. Means of accessing the system and transmitting information to and from the system:

b7E

b7E

5. Who within FBI will have access to the information in the system and controls for ensuring

can access the information:

b7E

that only authorized persons

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons

can access the information:
No one

7. Has this system been certified and accredited by the FBI Security Divisions? ~_X_Yes
8 Isthis system encompassed within an OMB-300? __ Yes _No
{if ves, please attach copy of latest one.}

_ IMToye 1 POP OPDPIXIAA YIE ONAY
epic.org 14-06-04=FBI-FOIA-20150318-4th-Production -
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X_Don't Know
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: |:| bTE FOR OFFICIAL USE ONLY

R Was the system developed prior to April 17, 2003?
_X__YES (If “yes,” proceed to Question 1.)
__NO (If “no,” proceed to Section Il.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

X_NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PIAis required.  (FBland DOJ reviewing officials reserve the right to requirea  PIA)))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

| | b7E
(Continue to Question 2.)

2. Does the system collect, maintain or disseminate information in identifiable form about individuals?

epicorg Hone 2, o or R O D X AN ZE ONAY_ EPIC-698



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAMEOFSYSTEM: [ | b7E FOR OFFICIAL USE ONLY

__YES  (If “yes,” please proceed to Question 3.)

X_NO  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise
advised, no PIAis required.  (FBl and DO)J reviewing officials reserve the right to requirea  PIA.))
X_NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
Hl.  Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashort-form PIAis required.  (le, you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9 of the PIA template))  Please note that FBI
and DOJ reviewing officials reserve the right to

require completion of afull PIA.  (PTAis

complete—forward with PIA.)

NO (If “no,” afull PIAis required.  PTA is complete.)

epicorg Tone 3, o or R O D X AN ZE ONAY_ EPIC-699



b3
b7E

=
=
=
0
i
o
2
i
£
=

w1
-
=
i
o
.
.
=

1.4 L

CLasa Pl By Mot/ Caheaanan

Brastly

DECLASEIFY ONH

LateE

Bl 130

b6
b7C
b7E

b6
b7C
b7E

EPIC-528

14-06-04-FBI-FOIA-20150318-4th-Production

epic.org




b7E
bl
‘ ﬂ o ?ba

b7E

i b1
| b3

P 1
\\ 5 g
5 e
s s >w
7. e
5 ot o e
Y
G 4 .
2o
o s \\.&\
¥ i
o %
o 7 ¢
a2 /
oo Ly gk
i
p2 R
g
N o
. o B
© et A
< 2 % 2
9 43 4 ) CZ
2 < % o
i ‘ L i = b
g A ..N = %
ot B i
o, 2 in
Z. i i s
o i @ ot
: ¥ ”
74 o 1]
bl 28 ¥ 2
ot s s S
5 21 1% #
: o
Z z| |2 %
S 52 i) g
ot $ig ‘nurrt, ﬂ
7 o &
e : o &
(] e o P ! £
3 2| |z | 2
A ; s iy f 3
o % 1 ¢ g
o z| & b
. el
pgcd £ 2
o ot a4 “ v
roy o 3ol i =
st ] % / =
s < Mool o
“ =
o \VMW
i ;
5 1 =
¢ s %
% Lo ’
e’ [ied ot
% " &
7 & g
+ ) ~
— il " ((.
“n s P S
i baad b [
S 2 i
P b e ood
o ot i o
e B " 5. bt
i N o2} P 3] G
e b B i o =
s a1 o
s o B8
s s
! R
4 .
; Za
H pot
: &
» 2]
7

14-06-04-FBI-FOIA-20150318-4th-Production EPIC-9259

epic.org



b1l

b3

b7E 4]
b1
b3
b7E

b1l

b3

b7E

bl
b3
b7E

e, —
P
et
&
basd
e P
S
et
P
£23
e,
i
e
P
s
554
By
P
s
W
w7 .
G S Ao
% A .
70 A foss
it Arey s, w&
s p Rt
ot Wz s
£ w}! 50 A
o N g B
A
i tor Ry
P i L o
it P )
b LSl
L \M B
Lot Gy W
3055, b
LR ]
e 8
e
e
Y, )m, .
& e P
foos 7
I
bed o e E—
— o oA
W Ty
ki S
s, 5 ~
S T E
S E R
P
[ s -,
«\N,\.. L
oy
G et
o00h
s
besnc Pt 3
7
¥ -
e gy
e G P
by e
Za
e .
e \Mﬂm&
e B
3E
4
o
-~
. v
any spaRs, i

14-06-04-FBI-FOIA-20150318-4th-Production EPIC-930
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14-06-04-FBI-FOIA-20150318-4th-Production EPIC-931
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