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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 11-04-201d By W1 G/ iaim-a09)

(OGCPCLU (Rev. 04/01/2011)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM / PROJECT: LICENSE PLATE READER

BIKR FBI Unigue Asset ID: bE
' b7C

Derived From: SYSTEM/PROIECT POC FRI QGU/PCLUPOC | k :
Classified By: Name: License Plate Reader HNams
Reason: Program Office: Video Surveitlance Uit | Phone -
Declassity On: Diviston: Operational Technology Room Number: T3 I_

Phone: 703-985-6601

Room Number: ERF Annex, Rin G07.3 S TG

¥BI DIVISION INTERMEDIATE APPROVALS

Propraw Manager (or other appropriate Division Privgcy Officer
executive-as Division detennines) b6
Program Division: Signature: 1 Signaturg b7C
Video Sarveillance Uatt | Datesigned D708/ iR 7 Diate s T :
| Name[ | Nanie o

Title: Program Manager Title: OTD Privacy Oificer
FRING Diviston: Signature:| Signatuire:
Operational Technology | Date signed: /¢ /¢ Date sigued:
Division | Name | Name:

Title: 1nit Chief Title:

epic.org 14-06-04-FBI-FOIA-20150318-4th-Production EPIC-643



FINAL FBY APPROVAL/ DETERMINATIONS / CONDITIONS

m:?é_ PIA is required by the E-Government Act,
PIA is to be completed as a matter of FBYDO! discretion.

§5 PIA to be published on FBLGOV (after any RMD FOIA redactions)? Yes.

_____PiA is not required for the following reason(s):
___ System dogs not codlect, maintain, or disseminate PIL ,
___ System is grandfathered (in existence hefore 4/17/2003; no later changes posing significant privacy risks).
—_Information in the system relates to internal governtment operations.
_____System has beenl previously assessed under an svaluation similar toa PlA
N significant privacy issuss (0r privacy issuesare usichanged).
Other ¢

Applicable SORNG): _ (LA [oeelins] P00l it 1 biforahadiote s (LA
Notify FBI RMD/RIDS per MIOG 190.237  Neo ge sample BC. on PCLU intranet website here:
hetp: home/DO/OGCLTB/RCLU PrivacyCivil%e20Liberties Y208 ibrar #form for miogl90-2-3 ecowpd

SORN/SORN revision(s) required? __No Yes{

Freparcireviss add Privacy Act (€)(3) statements for related forms? No

M4

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records iasues.
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records
schedule approved by the National Archives and Records Admindstration {3 neogssary. RMD can provide advice on this

as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updaies;

Oihse:

- Riizabeth Withinell, Unit Chief "1 Signanure:
Privacy aud Civil Libertiss Unit Dats Signed:

(

| P
) James LLandow, Deputy General Counsel Signature: @ C A) Ny o
31 Privacy and Civil Liberties Officer Daate Signed: Zj / 1%19@( s ’QN*MM 3 % 35/? L
‘ i

epic.org 14-06-04-FBI-FOIA-20150318-4th-Production EPIC-644



HNSERT CLASSIFICATION/CONTROL MARKINGS,
IF APPROPRIATE]

I INFORMATION ABQUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes: (a) name of
the system/project, including associated acronyms; (k) structure of the
systemy/project, including interconnections with other pro gecia or systems; (£}
purpose of the system/projeet; (d) nature of the information in the gystem/project
and how it will be used; (¢) who will have access to the information in the
systeny/project; (1) and the manner of transmission to alt users,

{a) License Plate Reader {(LPR)

(b) The LPR system is a centralized system, created by the Operational
Tu:}moiogy Division, thai nses digital pictures, near infraved (IR) illumination, and
+ aleorithis to capture reflected characters and store them, The system cousists

b7E

The LPR sysiem is not connected to any other data collection system, but the
license plate information can he checked against the National Crime In fonmtmn Center
by a particolar agent oranalyst inn an appropriate investigation.

(¢} Information collected by the LER may be used in connection with an active
predicated investigation, positive Toreign intelbigence collection, or assistance to other
sgencies whien use is not otherwise prohibited by law or policy. The license plate
information is notintended to be used to identify the nccupants of a vehicle except in
connection with an actual or potential investigation.

(dy As noted gbove, the data collected is used to support F FBI criminal and
national security investigations. The data that is collected cousists oft {1} license plate
number; {2) partial image of the vehicle rear or front; (3) location of the LPR system; and
(&) date and time of the collection. Users can retrieve data for appropriate law
enforcement purposes, Users are warned to be particularly carcful about collections of
data from areas where activities may be protected by the First Amendnient.

{&} Users are FBI agents and analysts who are trained on the system and have an
operational need for access. Levels of access are controlied by roles, consisting of
systemy administrators, field office administrators, and analysts. Al users must have a
password for access and their log-in attempts are monitored and audited. In addition,

b7E

JINSERT CLASSIFICATION/CONTROL MARKINGS,

IF APPROP TE]
epic.org 14-06-04- FBﬂi’i FOIA- 2015(%15 8%1th Production EPIC-645



HNSERT CLASSIFICATION/CONTROL MARKINGS,
IF APPROPRIATE]

b7E

2. Does the system/project collect, maintain, or disseminate any information about
individuals (1.2, a human being or natural person, regardiess of nationality)?

___NO  [Mno, STOP. The PTA is now complete and after division approval(s)
should be submitted to FBI OGC/PCLU for final FBI approval. Unless you are
otherwise advised, ne PIA is required.]

X___YES {If ves, please continue.

3. Please indicate if any of the following charactenistics apply to the information in the
system about individuals: Bear in mingd that log-on information may identify or be
Tinkable to an individual, '

{Check all that apply.)

____ The information directly identifies specific individuals,

. The information is intended to be used, in conjunction with other data
clements, to indirectly identify specific individuals.
_____ X The information can be used to distingnish or frace an individual’s identity

{i.e., it is luked or lnkable to specific individuals).
If vou marked any of the sbove, proceed to Question 4.

None of the above. 1f none of the above, describe why the information dees noet
identify specific individuals either directly or indirectly. [ you cheeked this jtem,

STOP here after providing the requested deseription.|

4. Does the system/project pertain oily to government employees, contractors, of
consultants?

aliens refrieved from the svstem/project by name or other personal identifier?

J NO. [ no, skip to question 7.] m not sure how [ want to answer
this question.

HNSERT CLASSIFICATION/CONTROL MARKINGS,

IFAPPROPRIATE
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HNSERT CLASSIFICATION/CONTROL MARKINGS,
IF APPROGPRIATE]

___YBS. {If yes, proceed Yo the next guestion.]

2N
oy

6. Does the system/project colleet any information dirvectly from the person who 18 Lhe
subject of the information? Maybe

sy

a. Does the systeny/project support eriminal, CT, or FCI investigations or
assessments?

NO

X YBS [ yes, proceed to question 7.]

b. Are subjects of information from w fiom the information is directly collseted
prov ided & written Privacy Act (€)(3) statement (either on the collection form arviaa
separate notiee)?

\1{) IThe program will need to work with PCLU o dev elop/implement.
the necessary form{shi

_YES Identify any forms, paper or elecirenie, used to reguest such
information frony the information subject:

7. Are Social Security Numbers: {S8Ns) collected, maintained or disseminated from the
syfsumfpmjwt“ Full S5Ns should only be used as identifiers in limited instances,

N NO___YES Ifyes, cheek all that apply:

SSNs are necessary to sstablish/confirm the identity of subjects, victims,
witnesses or sources in this law enforcement or intelligence activity.

$SNs are necessary to identify ¥BI personnel in this tuternal adiministrative

systen.
SSNs are important for other reasons, Describe:

“““““ The systenyvproject provides special protection to B8Ns (e.g., SSNs are
enorypted, hidden from all users via a look-up table, or only available to certain
users). Describe:

[INSERT CLASSIFICATION/CONTROL MARKINGS,

FAPPROPRIATE
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HNSERT CLASSIFICATION/CONTROL MARKINGS,
IF APPROPRIATE]

__Ttisnot feasible for the system/project to provide special profection to
S8Ns, Explain:

25)

Is the system operated by a contractor?
X No

____Yes. Information systems operated by contractors for the FBI may be
considered Privacy Act systems of records. The Federal Acquisition Regulation
contains standard contract clanses that must be incladed in the event the system
collects, maintaing or disseminates PIL and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the
Office of the General Counsel may be required if a contractor is operating the
system for the FBL

9. Has the sysiem undergone Certification & Accreditation {C&A) by the FBI |

Security Division (Seeh)? Load

_ NO M no, indicate reason; if C&A is pending, provide anticipated
completion date:

X2 YESI yes, please indicate the following, if known:

Provide date ol last C&A certificgtion/re-certification:

Confidentislity: _Low_ Moderate High _ Undefined
Integrity: _Low _Moderate __High  Uundefined
Availabilitys  _ Lew _ Moderate _High _Undefined

Not applicable ~ this system is only paper-based.

ANSERT CLASSIFICATION/CONTROL MARKINGS,

FOADEIOIPRIATE
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INSERT CLASKE FICATION/CONTROL MARKINGS,
iF APPROPRIATE]

10.  Does the systeny conduct data mining as defined in Section 804 of the
Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110-
53 {vodified at 42 USC 2000¢ee-3)7

X9 _NO

YES  If ves, please describe the data mining function:
11, Is this a national scearity system (as determined by the SecD)?
X KRG - YES

12, Status of Systeny/ Project:

X This is a new system/ praject in development, [If you checked this block,

STOP. The PTA is now complete and after division appreval(s) should be
submitted to FBI OGC/PCLU for final FBI approval and determination if
PIA and/or other actions are reguirved.|
1. EXISTING SYSTEMS/ PROJECTS
1. ‘When was the system/project developed?
2. Has the systen/project undergone any significant changes since April 17, 20032
NO [If no, proceed to next question {11.3).]

YES Ifyes, indicate which of the following changes were involved (mark all
changes that apply, and provide brief explanation for each marked change):

A conversion from paper-based records to an elecironic system.

. A change from information in a fornat that is apcnymous of noh~
identifiabie to a format that is identifiable to particular tndividuals,

i A new use of an I'T system/project, including application of a new
technology, that changes how information in identifiable form is managed.
(For example, a change that would create a more open snviropment and/or
avenue for exposure of data that previously did net exist.)

A change that results in information in identifiable forms being

JINSERT CLASSIFICATIONCONTROL MARKINGS,

. IFAPPROPRIATE]
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HINSERT CLASSIFICATION/CONTROL MARKINGS,
IV APPROPRIATE]

A new method of authenticating the use of and access to
information in identifiable form by members of the public.

A systematic incorporation of databases of information m
identifiable form purchased or obtained from commercial or public sources.

A pew interagency use or shared agency function that results in
new uses or exchanges of information 1n identifiable form.

A change that results in a new use or disclosure of information in
identifiable form,

A change that results in new items of information in identifiable
forin being added into the systenvproject.

___ Changes do not involve a change i the type of records maintained,
the individuals on whom records ave maintained, or the use or
dissemination of information from the systenyproject.

Other {Provide brief explanation}:
3. Doesa PIA for this system/project already exist?
. NO  _ ¥ES
if yes:
a Provide date/title of the PIA:
b, Has the system/project undergone any significant changes since the PIA?
NGO ¥YES

[The PTA is now complete and after division approval{s) should be submitied to
FRIOGO/PCLU for Saal FBI approval and determination if PIA and/or other
actions are required.]

ANSERT CLASSIFICATION/CONTROL MARKINGS,

epic.org 14-06-041-?:Bﬁ%&%i}s}oﬁgﬁzgéducﬁon EPIC-650



ALl THAORIATIOH (OHTATHED
HEBEIN 12 UNCLASSIZIED BuCE T
WHERE SHMWK CTHEHW I SE

CLASIUIRG By Rolin /i ohaney

DEASI - 1 4 (15
HEilecslia Ly 11-048 2059
HDETE. 11-D4-2014

(OGC/PCLU (Rev. 06/08/2010)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
(Equivalent to the DOJ Initial Privacy Assessment (IPA))

NAME OF SYSTEM / PROJECT:

BIKR FBI Unique Asset ID: _ SYS-0000181

SYSTEM/PROJECT POC
Name: |

Program Office: LASR /LSS
Division: DI
Phone:

Room Number:

WB-601

FBI OGC/PCLU POC
Name:

Phone:

Room Number:

FBI DIVISION INTERMEDIATE APPROVALS

Program Manager (or other appropriate
executive as Division determines)

Division Privacy Officer

Title: Section Chief

Program Division: {3{ Signature: Signature:
Date signed: Date signed:
Name:| | Name |
Title: Program Manager Title: Supv Mgmt & Program Analyst
FBIHQ Division: P31 Signature: Signature:
Date signed: Date signed:
Name: Margaret Gulotta Name;| |

Title: Supv Mgmt & Program Analyst

After all division approvals, forward signed bard copy plus electronic copy to FBI OGO/POLYU (JEH 7338).
{The FBI Privacy and Unvil Liberties Officed’s determimations, conditions, and/or final approval will be recorded on the

following page .}

Upon final FBI approval, FBI OCOPCLY will disirtbute as follows:

1 - Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)
Copies (recipients please print/reproduce as needed for Program/Division file(s)):
1 - DOJ Office of Privacy and Civil Liberties (via e-mail to

privacy@usdoj.gov)

(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940,

20530)

2 - FBI OCIO / OIPP (JEH 9376, attn]] I

1 - FBI SecD/AU (elec. copy: via e-mail to UC]|

1 - OGC\PCLU intranet
1-PCLU UC

1 - PCLU Library

1 - PCLU Tickler

1 - RMD/RMAU (attn] |

2 - Program Division POC /Privacy Officer
2 - FBIHQ Division POC /Privacy Officer

epic.org
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“UNCLASSIFIED // FORO_

FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS: {This section will be completed by the FBE
PCLUPCLO following PTA submission. The PTA drafter should skip to the next page and continue.]

PIA is required by the E-Government Act.
PIA is to be completed as a matter of FBI/DOJ discretion.

Is PIA to be published on FBL.GOV (after any RMD FOIA redactions)?  Yes.  No ¢mndicate reason);

_X__ PIA is not required for the following reason(s):
__ System does not collect, maintain, or disseminate PII.
__ System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
____ Information in the system relates to internal government operations.
___ System has been previously assessed under an evaluation similar to a PIA.
__ X No significant privacy issues (or privacy issues are unchanged).
_ Other ¢describe):

Applicable SORN(s): DOJ Computer Systems Activity & Access Records, 64 Fed. Reg. 73,585 (Dec. 30, 1999), as
amended by 66 Fed. Reg. 8525 (Jan. 31, 2001) and 72 Fed. Reg. 3410 (Jan. 25, 2007).

Notify FBI RMD/RIDS per MIOG 190.2.37 x No _ Yes--See sample EC on PCLU intranet website here:
http://home/DO/OGC/LTB/PCLU/PrivacyCivil %20Liberties%20Library/form_for miogl190-2-3 ec.wpd

SORN/SORN revision(s) required? x  No  Yes {indicate revisions needed):

Prepare/revise/add Privacy Act (e)(3) statements for related forms?  x  No  Yes {indicate forms affacted):

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues.
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this
as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates.

Other:

David C. Larson, Deputy General Counsel Signature: /s/ | [Acting FBI Privacy Officer
FBI Privacy and Civil Liberties Officer Date Signed: 1/10/2011
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I. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes: (a) name of
the system/project, including associated acronyms; (b) structure of the
system/project, including interconnections with other projects or systems; (c)
purpose of the system/project; (d) nature of the information in the system/project
and how it will be used; (e) who will have access to the information in the
system/project; (f) and the manner of transmission to all users.

b7E

2. Does the system/project collect, maintain, or disseminate any information about
individuals (i.e., a human being or natural person)?

NO VI no, XTOP, The PTA is now compleie and after division approval{s}
should be submitted to FBY OGU/PCLU for fina! FBY approval. Unless vou are
stherwise advised, no PLA is regquired.}

X YES [Ifyes, please continue.] The information about individuals is about the
users of the system whose log-in is collected and subject to audit.

3. Please indicate if any of the following characteristics apply to the information in the
system about individuals: Bear in mind that log-on information may identify or be
linkable to an individual.

(Check all that apply.)

__ X The information directly identifies specific individuals. The information about
individuals is log-in and audit data.

The information is intended to be used, in conjunction with other data elements,
to indirectly identify specific individuals.

The information can be used to distinguish or trace an individual’s identity (i.e., it
is linked or linkable to specific individuals).

UNCLASSIFIED // FOVO_
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If you marked any of the above, proceed to Question 3.

__ None of the above. If none of the above, describe why the information does not
identify specific individuals either directly or indirectly. {if you checked this item,
STOP here after providing the reguesied deseription.]

4. Does the system/project pertain only to government employees, contractors, or
consultants?

NO X YES

5. Isinformation about United States citizens or lawfully admitted permanent resident
aliens retrieved from the system/project by name or other personal identifier?

NO. [If no, skip to question 7.]
X YES. [If yes, proceed to the next question.]

6. Does the system/project collect any information directly from the person who is the
subject of the information?

NO [If no, proceed to question 7.]
X YES
a. Does the system/project support criminal, CT, or FCI investigations or
assessments?

NO

X _YES [If yes, proceed to question 7.]

b. Are subjects of information from whom the information is directly collected
provided a written Privacy Act (e)(3) statement (either on the collection form or via a
separate notice)?

NO [The program will need to work with PCLU to develop/implement
the necessary form(s).]

YES Identify any forms, paper or electronic, used to request such
information from the information subject:

UNMED // FOBa_
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7. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the
system/project? Full SSNs should only be used as identifiers in limited instances.

X NO YES If yes, check all that apply:

SSNs are necessary to establish/confirm the identity of subjects, victims,
witnesses or sources in this law enforcement or intelligence activity.

SSNs are necessary to identify FBI personnel in this internal administrative
system.

SSNs are important for other reasons. Describe:

The system/project provides special protection to SSNs (e.g., SSNs are
encrypted, hidden from all users via a look-up table, or only available to certain
users). Describe:

It is not feasible for the system/project to provide special protection to
SSNs. Explain:

8. Is the system operated by a contractor?
____No.
~ X Yes. Information systems operated by contractors for the FBI may be
considered Privacy Act systems of records. The Federal Acquisition Regulation
contains standard contract clauses that must be included in the event the system
collects, maintains or disseminates PII and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the
Office of the General Counsel may be required if a contractor is operating the
system for the FBL

0. Has the system undergone Certification & Accreditation (C&A) by the FBI
Security Division (SecD)?
NO If no, indicate reason; if C&A is pending, provide anticipated
completion date:

X YES Ifyes, please indicate the following, if known:

Provide date of last C&A certification/re-certification:
10May10

Confidentiality: Low__Moderate X High Undefined
Integrity: __Low _X Moderate _ High  Undefined

Availability: _ Low X Moderate _High Undefined
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