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(PTA)
aplops System
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s;m;i@mn *§‘§*z§* §1¥z§m:§'§s Rewpureesy Hesearch t}rgzmizmmn {HumRRU; ¥R
\@&\ me "im §"« LY Lagtep Systens provesses For Officlat Use Quly (FOUGH, 8B, and Law
Eafercemen iSms vy {“é Rs,é‘s‘} §"§iwma§{m<

v Newepersonatly Wentifiable information consisting of minuies
from sontractor-held foeus & ErO i: ﬁmg»« with FBE empdovees who are Suliject Matter Experts (8MEs}
pegarding the tasks performed angd i;w knowledgs, skills and ahilitles reguived in thely avea of
sproialization, information generated from the analvels of the resulis of those meelings, and information
related o the preparation of reports fo the FBI by HumRRO as deliverables under the contraets, The
curvently identified contract task ovders {o be supported by this system aves FRE Jub dnalysis (JAY-
Special Agents - Toouses on vounterintelligency, counterterreviag, fnieiligenee, ovbey and ordminal
\igs;wmm and FBIIA - Intelligence Career Servige (108 - feongee on intelligence analysts, langnge

srdysts, survelilancs specialists
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ation and how it will be wsed: The Hunlt RO contracts (GEM
251 provide snalyss ﬁi m&xmp ¢ fob serfes. The purpase of

s8¢ sravsing m\wmmwa%}m i competencies and thelr associated developmestal
ggmrim&xii&*%, § Y mi«»«ﬁmme compstencies reflect specialized knpwledgs, shills or abilities that ave
veguived to E?i‘!’%‘ikﬁ.. Bie oritical job tasks Fov each progranpapectfic vompetency developad, HumBROG
wnst idendify p §.‘§s‘§“§&§ eney Jevels, newstralle behaviory! indicators and relnted development
opparianities, This syston s used o record minutes feam fecug groups; analyes the recorded
ifermation, and prepare reports for the FBL The goal is to desoribe what persenns! in vavious internal
FHI departments do and how they do 8 o ovder i haprove tradning. Bach {ask addresses & dilferent
focus group, Do addifon, the dats gathered from the questionnaives will he analyzed by s slatisticad
seflwvare package o feclitate the identification of the foportant tasks sad koow §a€§.§3x--£i\§: Iv-andsabiitfies
{R3AsL Finally, this information sysiem will be wred to producs various deliverables assoviated with the
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NAME OF SYSTEM: HumBRO FRISBU Laptops System

A

4. of acopasing the system and fravemitting indormation and from the systeny. AN users are
suthorized sy <«§s;‘§i soess Based on @ rinimus of 2 Seeret security clearance or Limited Backgroung
fovestigaiion (18 §§ The unchearved users are specifically anthorized {0 aveess the sysiem ased on ap LRL
vondicted by the PRI Security Division. The system owner or program managey dulermine seed-do-know
and sutherize speoiiic HumBREO personsel for SBU Laplop system avcounts, Fach persen autherized to
acvess tis fnformation system fs briefed on thelr system responsibilities and has apreed o the wser vales

of hehavier for this systens. The I88C refains signed ackuawledgement forms for exch authoy fregd
persen, Each persen has g ims{;sm Togin o Gie information system. Upon change iy scoess oy
termination. the specified user’s togin will be disabled.

b7E
S Wha winhin PEUwill Kava gooess 1o tha infe PR i W it e R e
§. Whe within FBI will have goonas to the informetion i the systeny apd contrels for ensunng that only
suthorized persons can acoess the information: Acting Unit Chied] | bé
| b7C
8 will have socoss o the information o the syater and controls Tor ensuring that
ol sutharse e sl e B s - - y
only autharized persans ean sccess the nfarmation: | [HumBRO Project Manager,
o Has thig systern been cerbified and &wtt:xi;iﬁ{‘; by the T8I Seourity Divisions? Yoy X Na o
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FRI PRIVACY THRE

NAME OF SYSTEM:

JOLT ANALYSIS (YA
HinnREO VB SBU Laptops System

By BC duted DIO72007, flefserial pumber 3UMLHG-AMSTET7-SECD-ATY, o separate sysiem, the
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I PRIVACY THRESHOLD ANALYSIS (FT &)
ME OF SYSTEM: HumBRO FBISBU Laptops System

WOPCL U forreview, apmny T A
U yess vou arg othersdse }‘ ,fx is rerpiived. {(FBIand DEY

ale reserve the right to fogu

1 What is the purpose of the system? {Answer in detall urdess detss s alvsady provided in AL 2 sbove)
See above Sew Qﬁe\iis‘?’i &3, enpe
{Continge o Duestion 23
2. Dioss the svster soliect, malmain or dissershiaty information 1 ienti iiabls frrn abont ndividuals?
{H w:v phaase provevd o Question 3.}
XN (OF%me” the PTA s coreplute and shondd be sent tn FBIL OGO s Privacy and v
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LOINFORMATION SBOUT THE SYSTEM / PROJECT

I, Provide a peneral doseription of the system ar praject that inchaden: {8) mume of

3 et incheding IntervonneeBony with other pradecty sy orstems i}
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FBI Privacy Threshold Analysis (PTA) Cover Sheet

(OGC/PCLU (Rev. 05/02/07)

SYSTEM POC

Name;:

Name;:

FBI OGC/PCLUPOC

[ ]

Program Office: ITB
Division: ITOD

Phone|

Room Number: 1302

Phone|

Room Number:7338

FBI DIVISION APPROVALS.

coilzborarion

W

the Pagerwork Reduction Act should also be cocrdinated with the RMID Forms Desk)

cognizance of ai

Ath iT, secusity, and end-user management and OGO/POLLL

approval, if required by the FBIHG Division,

A PIA {and/or PTA) should be prepared/approved by the cogrizant program management in
{PlAs/PTAs refating to slectronic forms/questionnaires implicating
if the subject of a PTA/PIA s under the program

FBIHG Division, prior to forwarding to OGCrhe PYTA/PIA reust also be referrad to the FBIHQ Dhvision for program review and

Program Division: RPO

FBIHQ Division:dTO

Program Manager
(or other appropriate
executive as Division

determines)

Signature:

Date signed:

Namel

Title: Unit Chief, Resources Analysis Unit

Signature: /s/

Date signed: 5/29/2008
Namel I
Title:  Acting UC- FSU

Division Privacy Officer

Signature:
Date signed:
Name:

Title:

Signature: /s/
Date signed: 5/29/2008

Title: Division Privacy Officer

Upon Dhvision approval, forward signed hard copy plus electronic copy 1o OGC/PULU (JEH Room 7238},

-FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed: 6/26/2008
Name: David C. Larson
Title: Deputy General Counsel

Upon final F&1 ag

roval, FREGGET will distribute as follows:

1- Signed original to 190-HQ-C1321794

Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259

2 -FBIITB/OIPP

1-FBI SecD (electronic copy via e-mail)
2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

1- OGC\PCLU intranet website

1-PCLUUC
1- PCLU Library
1-PCLU Tickler
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM:  iSRAA

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:

Type of information in the system:

ISRAA reposes Subject Names, Agent Names and to include all of the Agent Accomplishments to FBI Cases registered in

ACS.

a. Ifthesystem is solely related to internal government operations please provide a brief explanation of the quantity and type of

employee/contractor information:

Primary Purpose:  ISRAA allows FBI metrics to workload analysis and Agent Accomplishments.

Secondary Purpose: ISRAA allows qualitative and quantitative analysis: :

Means of accessing the system and transmitting information to and from the system:

ISRAA operates at the Secret Level and is only accessible via FBINET.  ISRAA receives datal I

2. Purpose for collecting the information and how it will be used:
3. Thesystem's structure (including components/subsystems):
4,

5.

Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons

can access the information:

Access to ISRAA is granted via the SAR process and its approvals are governed by| |Management
Analysts, DO/RPO/RAU.

EPIC-162
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:  iSRAA

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons

can access the information:

ISRAA information does get disseminated outside the FBI to include DOJ, Congress at the direction of the Congressional

Affairs Office, and other entities at the direction of the OGC.

7. Has this system been certified and accredited by the FBI Security Divisions? ~_X_Yes No

8 Isthis system encompassed within an OMB-300? __ Yes No _X_Don't Know

{if ves, please attach copy of latest one.}
R Was the system developed prior to April 17, 2003?
_X_YES (If “yes,” proceed to Question 1.)
__NO (If “no,” proceed to Section Il.)
1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

X NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

X NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

__No.  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

EPIC-163



FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:  iSRAA

no PIAis required.  (FBland DOJ reviewing officials reserve the right to requirea  PIA)))

__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,
and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIAis required.  (FBl and DO)J reviewing officials reserve the right to requirea  PIA.))

__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

. Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?

EPIC-164



FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:  iSRAA

__YES  Ashort-form PIA is required.  (le., you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9 of the PIA template))  Please note that FBl and DO)
reviewing officials reserve the right to require completion of a

full PIA.  (PTAis complete—forward with PIA.)

__NO (If “no,” afull PIAis required.  PTA is complete.)

EPIC-165
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FBI Privacy Threshold Analysis (PTA) Cover Sheet

NAME OF SYSTEM:

brtegrated Video frnaping System (VIS)

(OGC/PCLU (Rev. 07/06/07)

FBI SYSTEM CONTACT PERSON

Name: |
Program Office:
Division:
Phone:

Room Number: 1302

Financial Systems Unit, Systems Support Section
ITOD

Date PTA submitted for approval:

FBI OGC/PCLUPOC

Name:

Phone

Room Number: 7338

FBI DIVISION APPROVALS.
coifaboration with 1T, security, and end-user management and OGC/PCLU
the Paperwork Reduction Act shouid also be coordinated with the RMD Forms Desh)

cognizance of an FRIHQ Division, prior to ferwarding to GGC the FTA/PIA must also be refarred 1o the FRIMQ I

approval, if required by the FBHHG Division.

APIA (and/or PTAY should be preparad/approved by the copnizant program management in
{Pias/FTAs reia[‘mg to elecronic forms/guestionnaires m':pi'xce.ti ng

If the subjact of 2 FTA/PIA s under the program

ision for program review and

Program Division: Security Gperations Section {(308)

FBIHQ Division:5ecuriry

Program Manager

Signature:  /s/

Signature:  /s/

(or other appropriate Date signed:  10/31/07 Date signed: 10/22/07
executive as Division Name: Namel I
determines) Title: Unit Chief Title: Management & Program Analyst
Division Privacy Officer Signature: Signature: [not signed]

Date signed: Date signed:

Name: Name: Jeffrey |. Berkin

Title: Title: Deputy Assistant Director

Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (EH Room 7338),

FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer

Signature:  /s/

Date Signed:  05/16/08
Name:

Title:

David C. Larson

Deputy General Counsel

Upon final FBl approval, FBI OGCwill distribute as follows:

1- Signed original to 190-HQ-C1321794

Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259

2-FBIOCIO / OIPP

1-FBI SecD (electronic copy via e-mail)
2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: integrated Video Imaging System (Vi3]

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:

1. Type of information in the system:
IVIS contains an Access Database file of personal information from the Bureau Personnel Management System (BPMS), and the photos and

signature files are stored on the Security Division's unit shared drive.

a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of
employee/contractor information:
IVIS currently houses 113,000 records and validates the following data from BPMS: Name, Social Security Number, Clearance, File Number,

Phone Number, Extension, Home Telephone Number, Address, Retirement Date, and Cost Code.

2. Purpose for collecting the information and how it will be used:
IVIS is used to create identification badges and credentials for Bureau employees, background investigators, chaplains, contractors and task

force personnel.

3. Thesystem's structure (including components/subsystems):
IVIS consists of standard FBI workstations configured to connect to the Access database through the Trilogy domain and have the IVIS client

software installed.

4. Means of accessing the system and transmitting information to and from the system:

Login through the Trilogy domain, then login through the IVIS application.

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons
can access the information:
Access to VIS will be controlled by unique user accounts and system roles.  Only users assigned to the FBI's Access Control Unit, and VIS

Administrator and ISSO roles will have access to user accountdata. ~ Only the Privileged User and system administrators will have access

to the server’s desktop.  Total number of users within the ACU is| khere are[ Jystem administrators, andDISSO.

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons
can access the information:
No other agencies outside of the FBI use or will have access to the system or to the information in the system.  IVIS uses the existing
access control measures within the Secret Enclave’s Active Directory for providing authorized users access to the [VIS.

7. Has this system been certified and accredited by the FBI Security Divisions? ~_X_Yes No

8 Isthis system encompassed within an OMB-300? __ Yes No _X_Don't Know

1 EPIC-167
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: integrated Video Imaging System (Vi3]

{if ves, please attach copy of latest one )

R Was the system developed prior to April 17, 2003?
_X__YES (If “yes,” proceed to Question 1.)
__NO (If “no,” proceed to Section Il.)
1. Hasthe system undergone any significant changes since April 17, 2003?
_X_VYES |If “yes,” please explain the nature of those changes:
The current system is described in Part A above.
(Continue to Question 2.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
_X_YES (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
_X_VYES |If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
_X_No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIAis required.  (FBl and DO)J reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)

2 EPIC-168



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: integrated Video fmaging Systens {115}
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,
and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise
advised, no PIAis required.  (FBl and DO)J reviewing officials reserve the right to requirea  PIA.))
__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
Hl.  Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashort-form PIAis required.  (le, you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9 of the PIA template))  Please note that FBI
and DOJ reviewing officials reserve the right to

require completion of afull PIA.  (PTAis

complete—forward with PIA.)

NO (If “no,” afull PIAis required.  PTA is complete.)
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EPIC-511



FOR OFF

UNCLASSIFIED &

YES

ﬁw‘ﬂh*‘ systenprofect suppoet eriminal, U7, o #C lnvestigations ar

{1 ves, procyed iy question 7.

s Tfomration Fom whom e nfornsation iy diveetly collesipd

Aot {2} 3) sitonent feither en the solleciion form or via g

b, Ave sub
provided @ weitten Prvacy
separate goivey?

NO [The program will need to work with PCLU to developfimplement
the pecessary formis)]

YES Identify amy forms, paper or eleetronie, wied to request such
information from the information subjret:

wn*:i'x:“s {55Ns) collented, nudniaiid o dssempnated fromy the

(RS

Mg shvuld oady boae % iy identifiors in Himied instanes

KO X YES Ivey, check all that apply:

UNCIURVINVPVEY

S8 Ns are necessary to establishiconfion the identity of subjects, victims,
oxin S

WHTERALS O SOUN this B enfbrsement or intelligenee activ ii}

SN are pecessary to identily FBI personngd i this internal administrative

\\'%i{.‘ﬁ}

SaR saxe fmportant for ather reasons. Besoribe:

.

The system fproject provides special protection (o B5Ms (g, 85
rom all users viga look-up falde, o anly av sailnbie to c*r\}m

; ‘iui fidden §
Peseribe:

ft is o feasible for the svstenvprolect to provide special protection to

SN, Eux;}hm'h

CONLY

'FOR OF

UNCLASSIFIED

EPIC-512

b3
b7E



e Y, ini’mm‘-ftrim systems operated by contractors Tur the FB may im
umx;d ed Privacy Aot sysiens of records. The Foderal Acquisition Re
cantains siamimd coniract clauses that pumst he inchuded in the event {-w sl

olfects, maintaing or disseminates PH and additionad requinements may b

tposed ax o matter of Department of Justive policy. Consultastons with the
Orffics of the General Coumsel may be rospuived 1 a contractor s operating the

aystent for the FHL

Hiw the sy f't:*‘*m podereme Certiffention & Acorediation (C&A} by the FBI
.

Sevurity Divistan {Seehd

2

X._..h

¥ o, ndicate reg
camplefion date;

b3
b7E

o

YES M ves, please indicate the following # know
Provide dute of st C&A certificationfre-certifivation:
Confidentislity: . Low_ Moderste  High | Undefined
Infegrity: L Low  Moderate  High  Undefined
Avatlabilityr  _ Low _ Moderste  High | Undelined

Nest applivably - thix aystem is only papor-basad.

Is this systenyprofect the subjest of s OMB-300 budget submission?

I ves, please provide the date and name or
title of the QIR submissions

oo S84 af the

i-m Aot of 2007, 4. Tk

EPIC-513



3

12, Iz this o national security systomy {as determined by the Seal))?

PR, Ntatwy of Syateny’ Project

N "H Wy I @ e syatoy’ projuet in d‘wiuprnmﬁ HE vor cherked this blo
; The PFTA I meny complots and after division appravalis) should be
ss;:shmzm.;i o FREOGOPCLL for fingd FBE approval aud determination i
FEA andior other aotiow are reguired

. EXISTING SYSTEMS / PROIECTS

. When was the svslemfrojert doveloped? July 08,

2, Has the svstemiproject undergy

X NGO oo, proceed o peX

YES Ifyes, indivate which of the following changes were invobvad {mark ol

changes that apply, and provide brief explanation for each marked vhangeh

& conversion from papie-based recoeds (o an electronic

system.

atis AEMDAIONS I RG

A chenge from informatin in s bensat th
entifiante o a fo;‘u'm shat iy identifiable to particular individusls

A vow use of an IT systenyfprojees, including applivativn of a new

technolowy, that changes how information in identifiable form is maneged.
(For oxample, 1 changs that woudd oreate &omars spen envisonmsent audios

aventas for exposure of datn that previously did notexist )
A chunge that resuls in infonnation xdummﬁin forat being
zentralived, or mached with other database

e rgcd

A vew methed of suthemtiveting the ose of and socess
Sormation iy identifiable form by members of the pablic,

EPIC-514



UNCLASKIFIED J FOR OFF

ystenatic corporation of databases of information in

LI

{fe

..

\\\\\\\\\\\\\ ’\
identifiable ismn purchased or ohiained from commercial or g

L SOWTEE,

S

e, A pow interagency use or sharsd sgeney fmcton that wesals o
new uses iy exchian gex o infonation in xia ifiable Py,

e Achange that reslis tn 2 new pse oe diselosure of information in
identifiabde foem,

s Acchange that restits in new items of infhrmation in identifisble
form being added into the systamiseoret.

e Changes do nat Brvolve  change in the type of records nainiaioed,
< indi vxdu&i« on whon records grompintained, sethe use oy
dissenunntion of inftrmation frons the systemprolect,

Other {Provide brief explanstion]:
3. Doess PIA for this systemdproject already exia?

X KO YES

a. Provide digeftitle of the PLA:

Hus the systemdprojeat undergone any significant changes since the PIAY

NG YES

Phe FEA Iy now complets snd after division approvalis) shonld be cubmitted fo
FBLOGUPCLY for Saad PRI approval and determination i PIA sadfor sthey

setions gre reqrived.]

UNCLASSIFIED ¥ FOR OFF

EPIC-515



DaveE 11-04-201d By W1 G/ iaim-a09)

ALl TH-ORIBTIOH (CHTATHEDR

HeEsEIN 18 UNCLASSTEIRED

bé
b7C
b6
b7C

Vols

o

EPIC-541



b6

b7C

COIRAG

EPIC-542



I
©~
A

ot
o

e

s
ard
e

b7E

EPIC-543



B ea
PRY

ez

g




e
=
M
S
L
i




S
wers

EPIC-546



i

s

S
sz

EPIC-547



EPIC-548



DaTE 11-04-201d By W1l G/ iaim-a09)

ALl TH-ORIBTIOH (CHTATHEDR

HEBEIN 18 UNCLASSTIEIRED

b6
b7C
b6
b7C

<

AN

TP

INATONR

<

:
SHOLD

i
e

T
3

RE

VERULE

3

N

Tx
S

P

A

=
4

§

T

e

&

CBM

NTE

SN

i

H bl

EPIC-525



b6

b7C

EPIC-526



sans
i

o
oo

S
Y
3

e

i)

fo!

EPIC-527



e

ek,
s

rirsiad

EPIC-528



s “

rrisi et
it
eiies

S

EPIC-529



EPIC-520



EPIC-531



2

EPIC-532



s

7

o

EPIC-533



Dave 11-t--2nid By NG/ Lo bg)

ALl TH-ORIBTIOH (CHTATHEDR

HeEsEIN 18 UNCLASSTEIRED

b6
b7C

%

2

Tl

SN
R

s

£

1
% h2
2]
. :
- .
BL

2]

L

L

b Lo b Gt
e h

EPIC-534



bé
b7C

S
AL

ol

N

"
&

e
£

s

EPIC-535



b7E

EPIC-536

g
%

%

7
et




EPIC-537

peveey
P

g

o
=

Ty

A
Y

ATACY
N

e

&

s 4
v
i) S
Yo i
i Frrrsi M

+ el
Y e M
: p R, i ;
i g ey : P

YA




\
?
i
?
i
i
:
?
i
i
:

S

EPIC-538




b7E

H
m
H
H
H

s,

i
]
f
3
i
i

EPIC-539




7 H
i .
1 ki
3 4
: ;
i ?
; i
M i
: :
23 7
« 7

EPIC-540




Privacy Threshold Analysis
NAME OF SYSTEM: Name Check Litigation Database

For efficiency, a system owner or program manager can be aided in making the

determination of whether a PIA is required by conducting and following Privacy Threshold
Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic
system description. The questions are as follows:

L Was the system developed prior to April 17, 2003?
YES
\ NO

(If the answer is “yes” proceed to Question 1.)

(If the answer is “no,” proceed to Section II.)

1. Has the system undergone any significant changes since April 17, 20037

YES

NO

(If “yes,” please explain the nature of those changes and continue to Question 2.)
(If “no,” the PTA is complete and should be sent to the PCLO.)

2. Do the changes involve the collection, maintenance, or dissemination of information in
identifiable form about individuals?

YES

NO

(If the answer to Question 2 is “yes” please proceed to Question 3.)

(If the answer is “no” the Threshold Analysis is complete. Please send the PTA to
the PCLO.)

3. Isthe system solely related to internal government operations?

YES

NO

(If the answer to Question 3 is “yes”, please provide a brief explanation of the
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purpose of the system, the quantity and type of employee/contractor information
collected, and whether the system is a Major Information System. If the system is
a Major Information System, a full PIA is required. If the system is not a Major
Information System, PCLO reserves the right to require a component to conduct a
PIA for a system that only collects information on employees/contractors. In either
case, please forward the completed PTA to the PCLO))

(If the answer to Question 3 is “no” go to subsection Il to determine if a full or
short-form PIA is required.)

IL For systems developed after April 17, 2003.
1. What is the purpose of the system? (Answer in detail and proceed to Question 2.)

The Name Check Litigation Database (NCLD) is a limited purpose Microsoft
Access database, limited to the collection and storage of name check litigation-specific
data. NCLD automates the tracking of civil litigation that alleges a plaintiff’s application
for naturalization or adjustment of status has been delayed by the United States Customs
and Immigration Service (USCIS), and that this delay is caused in whole or in part by the
FBTI’s failure to complete plaintiff’s name check. The NCLD thus assists FBI OGC
attorneys in defending against allegations that the FBI has not completed Plaintiff’s name
check, including litigation where the FBI or other DOJ components are named defendants.

The database allows attorneys at the FBI’s Office of the General Counsel (FBI OGC) to
monitor the status of FBI’s Records Management Division (FBI RMD) in completing
plaintiff’s name check, thus eliminating the need for FBI RMD and FBI OGC personnel to
engage in inefficient, time-consuming plaintiff-specific correspondence. The NCLD
supplements FBI OGC plaintiff-specific paper case files and is thus subject to any and all
attorney-client privileges that attach to FBI OGC work product.

2. Does the system collect, maintain or disseminate information in identifiable form about
individuals?

V| vES

NO

(If the answer to Question 2 is “yes” please proceed to Question 3.)
(If the answer is “no” the Threshold Analysis is complete. Please send the PTA to
the PCLO.)

The NCLD collects Plaintiff’s First Name, Last Name, Middle Name, Alien
Number, and Date of Birth (if available); the named Defendant (i.c., FBI, FBI & Others,
Non-FBI), the FBIOGC Case Number (e.g., the LCMS Number), the OGC Attorney
assigned the case, the Date FBI OGC received the Complaint, the name of the FBI
RMD Analyst assigned plaintiff’s name check, the Date FBI RMD received the
name check Request from USCIS, the Date USCIS Expedited the request (if
applicable), the Status of the name check (i.e., complete, pending, or petitioner
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unknown), and the Date the name check was Completed.

3. Isthe system solely related to internal government operations?

VJ|  YES

NO

(If the answer to Question 3 is “yes”, please provide a brief explanation of the
purpose of the system, the quantity and type of employee/contractor information
collected, and whether the system is a Major Information System. If the system is
a Major Information System, a full PIA is required. If the system is not a Major
Information System, PCLO reserves the right to require a component to conduct a
PIA for a system that only collects information on employees/contractors. In either
case, please forward the completed PTA to the PCLO.)

(If the answer to Question 3 is “no” go to subsection III to determine if a full or
short-form PIA is required.)

The purpose of the system is described at I1.1 above. The information is being
collected in support of the work of the FBI unit(s) that will use the database for
litigation support. Access to the NCLD is limited to FBI OGC attorneys and
paralegals tasked with the relevant litigation, and to FBI RMD personnel tasked
with completing name check requests from USCIS. The NCLD is protected by
user-level passwords, and access is controlled by the Unit Chiefs of the FBI OGC
Civil Litigation Units (CLU) by granting or denying access to the CLU computer
network drive on the FBI’s internal network system.

III. Full or Short-Form PIA

1. Is the system a major information system?

YES

NO

(If “yes”, a full PIA is required.)
(If “no”, please continue to question 2.)

EPIC-225



Does the system involve routine information AND have limited use/access? Please
explain what type of information is collected and the access provided. Please note that
the reviewing official has the right to require the component complete a full PTIA.

YES (Please explain what type of information is collected and the access
provided.)

NO

(If “ves”, a short-form PIA is required. You need only answer Questions 1.1, 1.2,
2.1,3.1,4.1, 5.1 (if appropriate}, 6.2, 6.3, and 8.9.)
{(If “no”, a full PIA is required.)
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[UNCLASSIFIED]

(OGC/PCLU (Rev. 01/05/09)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
(equivalent to the DOJ Initial Privacy Assessment (IPA))

NAME OF SYSTEM / PROJECT: Next Generation Identification Network (NGINet)

Derived From: SYSTEM/PROJECT POC FBI OGC/PCLU POC
Classificd By: Name: Name: |
Reason: Program Office: Biometric Development Office/ Phone: |
Declassify On: Implementation and Transition Unit Room Number: JEH 7338

Division: Criminal Justice Information Services

Phone:

Room Number: Module D-2

FBI DIVISION INTERMEDJATE APPROVALS A PIA (and/or PTA) should be prepared/approved by the
cognizant program management in collaboration with IT, security, and end-user management and OGC/PCLU.
(P1As/PTAs relating to electronic forms/questionnaires implicating the Paperwork Reduction Act should also be

b6
b7cC

coordinated with the RMD Forms Desk.) If the subject of a PTA/PIA is under the program cognizance of an FBIHQ
Division, prior to forwarding to OGC the PTA/PIA must also be referred to the FBIHQ Division for program review

and approval, if required by the FBIHQ Division.

Program Manager Division Privacy Officer
Program Division: Signature: Signature:
CJIS Date signed: {7704 Date signed: & - 707
Name | Name: |
Title: Assistant Section Chief - Title: CJIS Division Privacy Officer
Biometric Development Office
Signature: Signature:
Date signed: Date signed:
Name: Name:
Title: Title:

After all division approvals, forward signed hard copy + electronic copy to FBI OGC/PCLU (JEH 7338).

b6
b7C

(The FBI Privacy and Civil Liberties Officer's determinations, conditions, and/or final approval will be recorded on t

following page.)

[UNCLASSIFIED]
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: [UNCLASSIFIED]
FBI PTA: Next Generation Identification Network (NGINet)

Upon final FBI approval, FBI OGC/PCLU will distribute as follows:

1 - Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)
Copies (recipients please print/reproduce as needed for Program/Division file(s)):

1 - DOJ Office of Privacy and Civil Liberties (via e-mail to privacy@usdoj.gov) 1- OGC\PCLU intranet

(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 20530) 1-PCLU UC

2> _ FBI OCIO / OIPP (JEH 9376, atin:

1 - FBI SecD/AU (electronic copy: via e-mail to UG

T-RMD/RMAU (attn:|__ |
2 - Program Division POC /Privacy Officer
2 - FBIHQ Division POC /Privacy Officer

[UNCLASSIFIED]
2

& |

1 - PCLU Library
1 - PCLU Tickler

b6
b7C
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[UNCLASSIFIED]
FBI PTA: Next Generation Identification Network (NGINet)

FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS: [This section will be completed by the FBI
PCLU/PCLO fol!owing PTA submission. The PTA drafter should skip to the next page and continue.]

PIA is required by the E-Government Act.
PIA is to be completed as a matter of FBI/DOJ discretion.

Is PIA to be published on FBL.GOV (after any RMD FOIA redactions)? ___ Yes. ___ No (indicate reason):

__X__ PIA is not required for the following reason(s):
____ System does not collect, maintain, or disseminate PII.
____System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
__X_ Information in the system relates to internal government operations.
____ System has been previously assessed under an evaluation similar to a PIA.
__X_No significant privacy issues (or privacy issues are unchanged).
____ Other (describe):

Applicable SORN(s): FBI-009 (FIRS); DOJ-002 (DOJ Computer Systems Activity and Access Records)

SORN/SORN revision(s) required? _ No X Yes (indicate revisions needed): Include test data and
test data subjects in pending revision to FBI-009.

Prepare/revise/add Privacy Act (e)(3) statements for related forms? X No _ Yes (indicate forms
affected):

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic
records issues. The system may contain Federal records whether or not it contains Privacy Act requests and,
in any event, a records schedule approved by the National Archives and Records Administration is necessary.
RMD can provide advice on this as well as on compliance with requirements for Electronic Recordkeeping
Certification and any necessary updates.

Other: |
[Under these circumstances, NGINet relates to internal government operations, and
completion of a PIA is not required. //') "
David C. Larson, Deputy General Counsel Signature: s | >
FBI Privacy and Civil Liberties Officer Date Signed: 6 / é%}’
7 /
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b7E

[UNCLASSIFIED]
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[UNCLASSIFIED]
FBI PTA: Next Generation Identification Network (NGINet)

I. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes: name of the system/project,
including associated acronyms; structure of the system/project, purpose; nature of the information
in the system and how it will be used; who will have access to the information in the system and the
manner of transmission to all users. (This kind of information may be available in the System Security
Plan, if available, or from a Concept of Operations document, and can be cut and pasted here.):

Next Generation Identification Network (NGINet)

The NGINet is the infrastructure supporting the collaboration between the FBI and its contractor
Lockheed Martin (LM) on the Next Generation Identification (NGI) project.! NGINet

b7E

b7E

b7E

b7E

b7E

b7E

'The NGI development and integration contract was awarded in FY 2008 and consists of a base
year for development with nine option years. The contract included Privacy Act clauses 52.224-1 and
52.224-2.

[UNCLASSIFIED]
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[UNCLASSIFIED]
FBI PTA: Next Generation Identification Network (NGINet)

b7E

b7E

b7E

b7E

2. Does the system/project collect, maintain, or disseminate any information about individuals in
identifiable form, i.e., is information linked to or linkable to specific individuals (which is the definition
of personally identifiable information (PII))?

NO. [If no, STOP. The PTA is now complete and after division approval(s) should be
submitted to FBI OGC/PCLU for final FBI approval. Unless you are otherwise advised, no
PIA is required.] .

X __YES. [Ifyes, please continue.]

b7E

[UNCLASSIFIED]
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[UNCLASSIFIED]
FBI PTA: Next Generation Identification Network (NGINet)

PI] will be minimal J

L |

3. Does the system/project pertain only to government employees, contractors, or consultants?
NO. X__ YES.

As indicated, the system is used for testing pursuant to the contract.

4. Ts information about United States citizens or lawfully admitted permanent resident aliens retrieved
from the system/project by name or other personal identifier?

X__NO (mostly). X YES (in some instances).

For the most part, information in the system will not be retrieved by personal identifiers.

5. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the system/project?
X_NO. YES. Ifyes, check all that apply:

SSNs are necessary to establish/confirm the identity of subjects, victims, witnesses
or sources in this law enforcement or intelligence activity.

SSNs are necessary to identify FBI personnel in this internal administrative system.

SSNs are important for other reasons. Describe:

[UNCLASSIFIED]
7
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[UNCLASSIFIED]
FBI PTA: Next Generation Identification Network (NGINet)

The system/project provides special protection to SSNs (e.g., SSNs are encrypted,
hidden from all users via a look-up table, or only available to certain users). Describe:

It is not feasible for the system/project to provide special protection to SSNs.
Explain:

6. Does the system/project collect any information directly from the person who is the subject of the
information?

X__NO. ([Ifno, proceed to question 7.]

YES.

a. Does the system/project support criminal, CT, or FCI investigations or assessments?
YES. [Ifyes, proceed to question 7.]

NO.

b. Are subjects of information from whom the information is directly collected provided a written
Privacy Act (e)(3) statement (either on the collection form or via a separate notice)?

NO. [The program will need to work with PCLU to develop/implement the
necessary form(s).]

YES. Identify any forms, paper or electronic, used to request such
information from the information subject:

7. Has the system undergone Certification & Accreditation (C&A) by the FBI Security Division (SecD)?
___ NO. If no, indicate reason; if C&A is pending, provide anticipated completion date:
X ___YES. Ifyes, provide date of last C&A certification/re-certification: 04/28/2009
_____Don't Know.

8. Is this system/project the subject of an OMB-300 budget submission?

X_ NO. Don't know. YES. If yes, please provide the date
and name or title of the O submission:

9. Is this a national security system (as determined by the SecD)?

X  NO. YES. Don't know.

[UNCLASSIFIED]
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‘ [UNCLASSIFIED]
FBI PTA: Next Generation Identification Network (NGINet)

10. Status of System/ Project:

X___ This is a new system/project in development. [If you checked this block, STOP. The
PTA is now complete and after division approval(s) should be submitted to FBI
OGC/PCLU for final FBI approval and determination if PIA and/or other actions are
required .]

II. EXISTING SYSTEMS / PROJECTS
1. When was the system/project developed?

2. Has the system/project undergone any significant changes since April 17, 2003?

NO. [Ifno, proceed to next question (11.3).]

YES. If yes, indicate which of the following changes were involved (mark all boxes that
apply):

A conversion from paper-based records to an electronic system.

A chan%s from information in a format that is anonymous or non-identifiable to a
format that is identifiable to particular individuals.

A new use of an IT system/project, including application of a new technology, that
changes how information in identifiable form is managed. f(For example, a change
that would create a more open environment and/or avenue for exposure of data that
previously did not exist.)

A change that results in information in identifiable form being merged, centralized,
or matched with other databases.

A new method of authenticating the use of and access to information in identifiable
form by members of the public.

A systematic incorporation of databases of information in identifiable form
purchased or obtained from commercial or public sources.

A new interz}gency use or shared a:%ency function that results in new uses or
exchanges of information in identifiable form.

A change that results in a new use or disclosure of information in identifiable form.

A change that results in new items of information in identifiable form being added
into the system/project.

Changes do not involve a change in the type of records maintained, the individuals
on whom records are maintained, or the Uise or dissemination of information from
the system/project.

Other. [Provide brief explanation]:

[UNCLASSIFIED]
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[UNCLASSIFIED]
FBI PTA: Next Generation Identification Network (NGINet)
3. Does a PIA for this system/project already exist? NO. YES. Ifyes:

a. Provide date/title of the PIA:

b. Has the system/project undergone any significant changes since the PIA? _ NO. YES.

[The PTA is now complete and after division approval(s) should be submitted to FBI OGC/PCLU for
final FBI approval and determination if PIA and/or other actions are required .]

[UNCLASSIFIED]
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(OGC/PCLU (Rev. 05/15/09)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

(equivalent to the DOJ Initial Privacy Assessment (IPA))

NAME OF SYSTEM / PROJECT:  Fersannel Recovery Isolated Personne! feports (ISOPREPs)

SYSTEM/PROJECT POC FBI OGC/PCLU POC
Program Office:  Personnel Recovery bé Phone::
Division: DO b7¢C Room Number: 7438
O —
Room Number: Aquia
FBI DIVISION INTERMEDIATE APPROVALS
Program Manager Division Privacy Officer
Program Division: Personnel Signature: Signature:
Recovery Coordination Group Date signed: approved 8/5/2009 Date signed:
(PRCG) Namei: bé Name:
Title: b7C Title:
FBIHQ Division: Signature: Signature:
Uirector's Office Date signed: Date signed:
Name: Name:
Title: Title:

Afrer all diviston approvals, forward sigaed bard copy phus elecironic copy 1o FBI O GC/PCLU {JEH 7338).

{The FBI Privacy and Civil Liberttes Gificer’s dererminasions, conditions, and/er final approval will be recorded on the following page.)
Upon final FBE approval, FBI OGC/PCLU will distsibute as follows:

1- Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)

Copies  (recipients please print/reproduce as needed for Program/Division file(s)):

1-DO)J Office of Privacy and Civil Liberties (via e-mail to privacy@usdal.gov) 1-0OGC\PCLU intranet
(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 20530) 1-PCLUUC
2-FBIOCIO /OIPP (EH9376,atn | 1-PCLU Library
1- FBI SecD/AU (electronic copy: via e-mail to UC| ) 1-PCLU Tickler lb:’gc

1-RMD/RMAU el 1]

2 - Program Division POC /Privacy Officer
2 - FBIHQ Division POC /Privacy Officer
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FBIPTA:  Personnei Recovery isciated Personnel Reparts

FINAL FBIAPPROVAL / DETERMINATIONS / CONDITIONS:

PIA is required by the E-Government Act.

PIA is to be completed as a matter of FBI/DO)] discretion.

Is PIA to be published on FBL.GOV (after any RMD FOIA redactions)?  ___ Yes. __No {indicatz reasonj:

____PIAs not required for the following reason(s):
___System does not collect, maintain, or disseminate PIl.
___System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
_ xx_Information in the system relates to internal government operations.  /nformation relates only to FBI personnel.  PTA
completed out of abundance of caution, but information will be maintained on a DOD database rather than on an FB/ system.
___ System has been previously assessed under an evaluation similar to a PIA.
___Nossignificant privacy issues (or privacy issues are unchanged).

Other {describe):

Applicable SORN(s):  CRS

Notify FBI RMD/RIDS per MIOG 190.2.3? _ No x_VYes (see sample EC on PCLU intranet website).

SORN/SORN revision(s) required? _ No _ Yes {indicate revisions needed):

Prepare/revise/add Privacy Act (e)(3) statements for related forms? No _ Yes {indicare forms sifected):

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues.  The system may contain Federal
records whether or not it contains Privacy Act requests and, in any event,a  records schedule approved by the National Archives and Records Administration
is necessary.  RMD can provide advice on this as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary

updates.

Other:

David C. Larson, Deputy General Counsel Signature: David C. Larson
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FBIPTA:  Personnei Recovery isciated Personnel Reparts

FBI Privacy and Civil Liberties Officer Date Signed: 9/25/2009

. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes:  name of the system/project, including associated
acronyms; structure of the system/project, purpose; nature of the information in the system and how it will be used; who will have
access to the information in the system and the manner of transmission to al users.  FBI personnel who deploy to theaters of war

are required to complete Isolated Personnel Reports (ISOPREPs) prior to their deployment.  This form solicits general information such as

I Ithat a recovery team would need to plan a recovery as well as

information that only the person completing the formwould know.  The information can be used by a recovery team to authenticate
missing personnel.  The ISOPREP form is needed in order to quickly leverage the recovery architecture that the Department of Defense
(DoD) has inthetheater.  The ISOPREPs are classified CONFIDENTIAL once they are completed and transmitted to the Personnel
Recovery Coordination Group (PRCG) via FBINET.  The PRCG then electronically imports the forms into the DoD's classified database.

Only approved ISOPREP managers and Rescue Coordination Centers have access to the ISOPREPs via the database/| |

2. Does the system/project collect, maintain, or disseminate any information about individuals in identifiable form, i.e., is information

linked to or linkable to specific individuals (which is the definition of personally identifiable information (PI1))?

NO. iHne STOP.  The PTAls now complete and after division approvalls) should be subrmitred to F8I

GGO/PCLU for final FBlapproval,  Unless you are otherwise advised, no PiA is required ]

_ X__YES. [If yes, please continue.]
3. Does the system/project pertain only to government employees, contractors, or consultants?
NO. _ X__VES.
4, Is information about United States citizens or lawfully admitted permanent resident aliens retrieved from the system/project by

name or other personal identifier?

NO. _ X___YES.
5. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the system/project?
NO. _X__YES. If yes, check all that apply:

SSNs are necessary to establish/confirm the identity of subjects, victims, witnesses
or sources in this law enforcement or intelligence activity.

SSNs are necessary to identify FBI personnel in this internal administrative system.

3 EPIC-182
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FBIPTA:  Fersonnzi Recovery lsciated Personnel Heports

__X__SSNsareimportant for other reasons.  Describe:  DoD has determined that the SSN is the most unique

identifier for all personnel.  Therefore, the SSN is used to create the ISOPREP account.

__X__The system/project provides special protection to SSNs (e.g., SSNs are encrypted, hidden from all users viaa a
look-up table, or only available to certain users). Describe: The database is maintained on the DoD's Secret
Internet Protocaol Router.  This is their classified system that is used to process information up to the SECRET level.

Additionally, only vetted ISOPREP managers and Rescue Coordinators may retrieve the data.

Itis not feasible for the system/project to provide special protection to SSNs.  Explain:

6. Does the system/project collect any information directly from the person who is the subject of the information?

NO. [If no, proceed to question 7.]

_ X__VES.

a. Doesthe system/project support criminal, CT, or FCI investigations or assessments?

YES. [If yes, proceed to question 7.]
_X__NO.
b.  Aresubjects of information from whom the information is directly collected provided a written Privacy Act (e)(3)

statement (either on the collection form or via a separate notice)?
NO. [The program will need to work with PCLU to develop/implement the necessary form(s).]

X_YES. Identify any forms, paper or electronic, used  to request such

information from the information subject:
7. Has the system undergone Certification & Accreditation (C&A) by the FBI Security Division (SecD)?

X NO. If no, indicate reason; if C&A is pending, provide anticipated completion date: A C&A has not been done

on this project because the information collected will be maintained on a Department of Defense database.
YES.  If yes, provide date of last C&A certification/re-certification:
Don't Know.

8. Is this system/project the subject of an OMB-300 budget submission?

__ X__No. Don't know. YES.  If yes, please provide the date and name or

title of the OMB submission:

9. Is this a national security system (as determined by the SecD)?

X__NO. YES. Don't know.
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FBIPTA:  Personnei Recovery isciated Personnel Reparts

10. Status of System/ Project:

This is a new system/ projectin development.  Hf  vou checked this block STOP.  The PTA s now complete
and after division approval{s} should be submitted o FBIOGL/PCLU for final FBI approval and determination i

PiA and/or other actions are required ]
Il. EXISTING SYSTEMS / PROJECTS
1. When was the system/project developed? It was developed by the DoD in 2000.

2. Hasthe system/project undergone any significant changes since April 17,2003?

NO. [If no, proceed to next question (I1.3).]

X YES.  Ifyes, indicate which of the following changes were involved (mark all boxes that apply):

X A conversion from paper-based records to an electronic system.

A change from information in a format that is anonymous or non-identifiable to a format that is identifiable to
particular individuals.

Anew use of an IT system/project, including application of a new technology, that changes how information
inidentifiable formis managed.  (For example, a change that would create a more open environment

and/or avenue for exposure of data that previously did not exist.)

A change that results in information in identifiable form being merged, centralized, or matched with other
databases.

A new method of authenticating the use of and access to information in identifiable form by members of the

public.

A systematic incorporation of databases of information in identifiable form purchased or obtained from
commercial or public sources.

A new interagency use or shared agency function that results in new uses or exchanges of information in
identifiable form.

A change that results in a new use or disclosure of information in identifiable form.
A change that results in new items of information in identifiable form being added into the system/project.

X Changes do notinvolve a change in the type of records maintained, the individuals on whom records are
maintained, or the use or dissemination of information from the system/project.

Other.  [Provide brief explanation]:

3. Does aPlAfor this system/project already exist? _X__NO. YES. Ifyes:

a. Provide date/title of the PIA:

b.  Has the system/project undergone any significant changes sincethe PIA? ~__ NO. _YES.
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FBIPTA:  Fersonnzi Recovery lsciated Personnel Heports

{The PTA is now complete and after division approval{s) should be submitted vo FBI OGC/PCLU for final FBl approval and

determination if PIA and/or other actions are required ]
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OGEPCHIH R ORIRB08)
Unclassified/FOUO

FRI FRIVACY THRESHOLD ANALYSIS {PTA)

{pquivabmnrte the DO tnital Privacy Assossimenn iRy

NAME OF SYSTEM U/ PROJECT:  Profrssional Flight Management {PRES)

Dertved From: SYSTEM/PROELT POC FBE  OGCPCIY PO
Ulassified By \xmL:l Ny |
Reason: Program Offics: Aoation Sureeillands Branch Phane | bé
Declassify O Uivisiow: CIRG Rovesn Numberr 7458 b7C
Ph@f’,'&::
RoomNumber:  N/&

EB1 DIVISION INTERMEMHATE AFPROVALS

Frogram Division: Critical Incidem Respanss Group {CIRG) FEIHGY Ehivision: CTIRG

Pragram Manxger Sigraruen s Sigernured s
Uiate signedy Chate signed:
Nan: bé M Bat fnhnsos

Tt rell . b7C | " o
Tide:  Suprnisory Specint Agent, Aviation Support Usee | itk Secrion Dhief, Survelliance and Avianion Section

as)
Eivision Privacy Dificer Sgnzture Signatures
Dare stgreds /s Dare signeds
Name Kennsthe R, Gross, Jt. Warses
Fiths: SSAADC Tl

Adeeyall division approvals, forward sigred baed capy plus electeonic copy ta FBEQGCBCEL JER 7328),

FINAL EREAPPROVAL / DETERMINATIONS / CONDITIONS:

PEA reguieed: Ne ol Nesr SORN/SORNM revision required: N PR
Applicable SORN{=}

Notify FBIRMD/BIOS per MIDG 1002 5 Ne __Xes

Conspltwith RMD ta identifefresobee any Federsbrecordsfalectroniv recorde tssexe Noo ] Yes:

Pregare/vevise/ s dd Privacy Act ()2 sravements for refased forms? _ Ne . YesAormsafecondl

Onhers

Pravid O Larseiy, Depug}{ﬁehmai Counsed Signanire #5i

FB] Privagy and Uil Eiberties Officer Die Signed: 1142 R0049

Unchssified/ FOUQ
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Unclassifted/FOUQ
FBE PRIVACY THRESHOLD ANALYSIS (PTA}
NAME OF SYSTEM / PROJECT: Professional Flight Management (PFM)

Upnn final FBL approval, FBEQGCPOLU will distribure as follows:
1~ Signed original to fie 190-HQ-CI2271794 {hwd 1o JEH 18204 viz PA-R20)

Copies  {recipients please print/reproduce as needed for Program/Division file{si}

1 DO Office of Privary and Civid Liberdes v e-mail to privacy@usdoigov)
{if classified, via hand defivery 1o 1337 Penn. Ave, NW, Suire 340, 20530}

2 FBIQCIO S OWP JEH 9376, a1}

1 - FBI Sechi/AL {slectronic copy: via e-mail to UC' |

T RMORMAY e ]

2 - Program Divisien POC /Privacy Officer

2 - FBIHQ Division POC Privacy Officer

U nc!as;"ifie &/FOUO

1 - OGOPCLY intranet
T PULU U
1~ POLLY Uibrary

b6 T - PCLL Tickder

b7C
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Unclassifted/FOUQ
FBE PRIVACY THRESHOLD ANALYSIS (PTA}
NAME OF SYSTEM / PROJECT: Professional Flight Management (PFM)

. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Name of the system/project.  Provide current name, any previous or anticipated name changss, and any associated acronyms:
Professional Flight Managerent (PFM}
2. Briefly desaribe the systerm's/project’s structyre (induding dernification of any compormims/subsysters of parent systen, if

applicable).

This database is a proprietary databasel

| |smd iz hosted on a server connected 1o the FRINet Secret Enclave,

3. Whatis the purpose for the systern/profect?

This project is in development to replace the Bureau Aviation and Operations {BAQ) mainframe computer program for scheduling, tacking
and recording operational flight dava.  This effortis mandared by 41 CFR Saction 102-33, This Governmernt Management Regulation
requires that all Federal Agencies mainiain aviation records inothe GSA's FAIRS (Federal Aviation information and Records System}, the
intelligence agencies of the U.S, are not required to report ro FAIRS but. “roust madmtain” records in ascordance with FAIRS. The PFM
Program will sccomphish this.  PFM collects data From all FBE Diwistons with Aviation Programs as well as the Special Flight Dperations,

Field Flight Operations and the Tactical Helicopter Units within the Criical Incidenit Response Group (CIRG).

PEM is 3 Windows based application intended o be the fong rerm replacement for BAQ. - BAQ had limited funcrionality and did nor meer
ali the requirements mandated by OMB A-126, A-122, A-76 and 41 CFR Section 102-23,  PFM was identified as meeting the record
keeping requirements setforth via OMBAT26, 4123, AT6 and 41 CFREE102-33.  Jr also meets an FBI Erterprise requiramant 1o move 1o

Windows and Web based applications. Al F81Hlight operations are now using PP for flight record keeping purpases,

4, Please prindide a general surmmary of the nature of information in the systemy/project and how iowill be used: PRM will be
primartly used t recerd data on the flights and process reparts for analysis and official
reporting requirements.  There are other features in the darabase rhat can mal nrainl I

covicerns of aircraf.

5. Doesthe system/project collect, maintain, or disseminate any information about individuals in identifiable form, L., s iInformation

finked to or linkable o specific individuals (which is the definition of personally ierifiable informasion (FIGR

MO Step.  The PTA s now complete and after division approval{s) should be submitted ro FBEOGC/PCLY

for final FBlapproval.  Unless you are otherwise advised, no PIA s coquired.

¥ YES.  yes, please continue.

Unt!as%ﬁedfFGUG
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Unclassifted/FOUQ
FBE PRIVACY THRESHOLD ANALYSIS (PTA}
NAME OF SYSTEM / PROJECT: Professional Flight Management (PFM)

. Arcess

a.  Describe the means of accessing the system/project and reansmining informarion to and from the systemyproject;

This dutabase is currently operating in a Fimited capacityg bowever, W is intended, onee

techoicalfsecurity concerns are resolved, to be accessible across the FBIMer Secret Erchave by all FBI entities with an Aviation Program,

b. [escribe who within the FBEwill have access w the information in the system and the controls for evisur ng  thatonly

avthorized persons can access the information:

The informarion in this system is specifically part of the FBFs Aviation Mission and its responsibilities.  Those individuals who meet afl

o

the requirements to maintain their FRINet Secret Enclave user account, with & need-ro-krnow ard authorized by the Field Flight Operagions

{FFO) Unit, ASB, will be granted access o] Jehe actual daabase.

e, Desoribe who sutside the FRI will have access vo the information in the syster/project and the conteols for ensuring that

ouily authorized persons can access the information:

This systent is nor accessible ouside of the FRINet Secret Enclave.  This sysrem is only accessible by FRI personnel, cleared

contractors or [T TF,

7. Does the systemproject pertain only to government employess, cortractors, or consultants?

X MO

YES. i yes, provide a brief explanation of the quantity and rype of information:

8 sinformazion abour United States citizens or lawkully admimed permanent resident aliens rerrieved front the systemy/project by name

or other personal identifier?

NG

YES

B AreSocial Security Nurmbers collcted, maintained or dissemiinated from the systert/project?

UndasaﬁedfFGUG
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Unclassifted/FOUQ
FBE PRIVACY THRESHOLD ANALYSIS (PTA}
NAME OF SYSTEM / PROJECT: Professional Flight Management (PFM)

YES. if yes, for systems/projects other than those supporting law esforcement or intelligevice activities:

- What Is the purpose for the collection, maintenznce  or dissernination of SSNe?

- Is it feasible ro eliminare SSNs from the systemyproject (please indicare why or why not)?

~ s lighr of Federal policy ro reduce the use of S8Ns, is itfeasible to minimize systern/projeco-user acces

i
~
o

S5Ns in the systemn) project {why or why not)?

10, Daoes the system/project collsct any information directly from the person who is the subject of the information?

N

X YES, If yes, for svstems,/projects other than those relating to criminal investigations, €T, or Ck:

- Indicare how such irformation is collecred;

. .
Only data refated 10| | b7E

- Identify by name and form pumber any forms used 1o request such information from the information

subject {this inchades paper or electronic Forms):
No speditic forms, recorded in unique elecrronic dara base.

~ Are informarion subjecrs from whom informartion is directly collected provided & wrimen Privacy Act ()3)
staternerst {either on the collection form orvia a separate notice}? X Yes
o

1. Has the system undergone Certification & Accraditation (T8A} by the FBE Security Division (SecDF

X N, i no, please indicate reason; ¥ CRA s pending, provide anticipared completion dare:

This project is currenty 3 part of the FBINet Secret Enclave; however, the appiication:Ims{y have 1o be placed under a b7E

separate CRA,  There is nio effort ro do thar at this time or currently required by the Security Division,

YES. H yes, please:

- Provide date of last T&A certification /re-certdfication:

Don't Know

UndaséﬁedfFGUG
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Unelassified / FOUQ

FBE PRIVACY THRESHOLD ANALYSIS (PTA}
NAME OF SYSTEM / PROJECT: Professional Flight Management (PFM)

12, Is this systeny/project the subject of an OMEB-300 budget submission?

X, N

Dot kriow

# yos, if the name of the DMB 200 is not the same as the name of the systemy/project, please provide OMB

B

13, s vhis a navional seounty svstem (as deterniined by the SecD)?

X NG

YES Dort't keow

14, Sratus of System/ Projecy:

This is a new systermn/ project in development.  {Srop,  The PTAis now complere and after division

approval{s) should be submitved to FBI OGT/PULUY for final FBLapproval and determination if PIA and/or other

actions are required ]

This is an axisting :‘syst:ern,-"pro}act. {Continue to Section i}

I, EXISTING BYSTEMS / PROJECTS

1. When was the systen/project developed?

e

N,

Has the system/project undergonie any significant changes since Aprl 17, 20037

I rie, proceed 1o nexyquestion (1.3),
if yes, indicate which of the following changes were involved  {mark aff boxes that apply):
A conversion from pager-based records 1o an electronic system,

A change from information in a format that s anonymaous or nos-identifiable to a format that is idertifiable fo

particular individuals.

UndasgiﬁedfFGUG
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Unelassified / FOUQ

FBE PRIVACY THRESHOLD ANALYSIS (PTA}
NAME OF SYSTEM / PROJECT: Professional Flight Management (PFM)

Anew use of an {7 systera/project, ncluding application of a new rechnology, that changes how nformation
i identifiable form is managed.  {Forexample, 2 change that would create a more open environment

and/or averiue for exposure of data that previcusly did not exist}

A change thar resulis in informatinn in idemrifiable form being merged, rentralized, or marched with other
g el he)

databases.

A new method of authenticaning the use of and access to information in identifiable form by members of the

public.

A systematic ineorporation of databases of information in identifiable form purchased or obtained from

cerimercial or public spurces.

A new interagency use or shared agency funciion that results in new uses or exchanges of information in

identifiable fornm.

A change that results o a new use or disclosure of informaion in ideraifiable form.

A change that results in new items of information inidemifiable form being added inte the system/praject.

Changes do nor invalve a change in the type of records maintained, the individuals on whom records are

malntained, or the use or disseminarion of informarion from the system/praject.

Other.  [Please provide brief axplanation]:

3. Doesa Plafor this systenyproject already exis?

N
YES.

i yes, please provide date/virls of the PlA

The PTA is now complete and after division approval{s} should be submitred to FBI QGC/PCLU for final FBI approval and

determination if PIA and/or other actions are required |

Undasgﬁed;’FGUG
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(OGCPCLY (Rev. 047012201 13

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM / PROJECT: |:| b7E

BIKR FBI Unique Asset ID: NEM-0000G76

SYSTEM/PROIECT POC FBI OGUC/PCLU POC

Nams: | Name:| | |
(TTSDHCON) {OGCOYEBD bé
Program Office;  Seutinel Phone: | | b7C
Piviston:  ITEDVEES/CMEU Room Nusmber:

Phone: [ | FBIHQ -~ JEH - 7350
- Room Number: Sentinel Facility
Hemden, VA

FBI DIVISION INTERMEDIATE APPROVALS

Program Manager {or other appropriate | Division Privacy Officer
exccutive as Division determines)
Program Division: | Signature ' Signature:
Case Management | Datestiphed o e Drale signed:
Enginesring Unit Nanver] FLED) Name: b6
{CMEL) (FBI B Title; b7¢C
i Title—S8A Thetna LHRCRIeR T m o Al
FBIHQ Divisiom: Signature 7 « Signatare:
- Information Datesigned: - JU8ad0r % Date signed PRy
| Technology ' Name: LITED) (FBD i\?ame:[&
Espinzering Division | Titler Unijt Chief ' Title:  Dhvision Privacy Officer
(TTED) Enterprise
Huogineering Nectinn
(E88)

After ol dividion spprovals, forward sigaed hard copy plus electronie copy to PRI OGOPCLY (IR T30y,
(The PBI Privacy and Civil Liberties Officer's determinations, vonditions, andior final approval will be recorded on the
following page)
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L INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes: (a) name of
the system/project, including associated acronyms; (b) siructure of the
system/project, including interconnections with other projects or systems; (¢)
purpose of the system/project; {d) natare of the information in the system/project
and how it will be used; () who will have access to the information in the
svatem/project; (f) and the manner of transmission to all users. {This kind of
information may be avaiably o the Svetom Necurity Plan, ifavailable, or Bom g Conespt

X

ol Oporations dovument, snd can be out and pasted horey

b7E
b7E
| Lisers
are FBI personnel and contractors. To facilitate b7E
user-to-user conununications them full names are stored on the system, but no other data
about users is collected, stored or maintained on the system.
b7E
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2. Doesthe systenv/project colleet, maintain, or disseminate any information about
individuals (1.e., a human being or natural person, regardless of nationality)?

N NO O [ no, STOP. The PTA & now complete and afier division sppraval{s)
should be submitted fo FBLOGOPOLLU for final FBI spprovel. Unless you are
atherwise advived, no PIA B required.

s Other than the collection of names of employees and contractors who have access to
the system, the system dees not collect, maintain, or disseminate any information
about individuals.

YES  {If yes, please continue.]

3, Please indicate if any of the following characteristics apply to the information in the
system about individuals: Bear in mind that log-on information may identify or be
linkable to an individual.

{Check all that apply.)

_ The information directly identifies specific individuals.

The mformation s intended to be used, in conjunction with other data clements,
to indirectly identify specific individuals.

The information can be used to distinguish or trace an individual’s identity (Le.. i
is linked or linkable to specific individuals).

If you marked any of the above, proceed to Question 4.

None of the above, If none of the above, describe why the information does not
identify specilic individualy either divectly or indirectly. 3 vou checked this item,
XTOF here after providing the requested deseriphion.]

4. Does the system/project pertain only to government employees, contractors, or
consultants?

NO YES

5. Is information shout United States citizens or lawfully admitted permanent resident
altens retrieved fronythe systemvproject by name or other personal identifier?

__NO. [If ne,skip to guestion 7.}

CYES, {If ves, proceed to the next guestion.}

6. Docs the system/project collect any information divectly from the person who is the
subject of the nformation?
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a. Does the systeméproject support erimingal, CT, or FCH investigations or
assessinents?

NO

YES {1 ves, proceed to question 7.}

b. Are subjects of information from whom the information is directly collected
provided a writlen Privacy Act (e}(3) statement (either on the collection form or viaa
separate notice)}?

NO {The program will need to work with PCLU to develop/implement
the necessary form(s).]

_YES Identify any forms, paper or clectrouic, used to request such
information from the information subject:

7. Are Social Security Numbers {SSNs) collected, maintained or disseminated from the
system/project? Full SSNs should only be used as identifiers in limited instances.

NO YES Hyves, check all that apply:

___ SSNs are necessary to establish/confirm the identity of subjects, victims,
witnesses or sources in this law enforcement or intelligence activity.

SSNs are necessary to identify FBI personnel in this internal administrative
system.

SSNs are important for other reasons. Describe:

_______ The system/project provides special protection to SSNs {e.z., SSNs are

encrypted, hidden from all users via a look-up table, or only available o certain
users). Describe:

__Itis not feasible for the system/project to provide special protection to
. Explain:
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Is the system operated by a coniractor?

No,

____Yes. Information systems operated by contractors for the FBI may be
considered Privacy Act sysiems of records. The Federal Acgquisition Regulation
contains standard contract clauses that must be included in the event the system
collects, maintains or disseminates PII and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the
Office of the General Counsel may be required if a contractor Is operating the
system for the FBL

Has the system undergone Certification & Acereditation (C&A) by the FBI
Security Division (SecD})?

NO  If no, indicate reason; if C&A is pending, provide anticipated
completion date;

__YES  IHyes, please indicate the following, if known:
Provide date of last C&A certification/re-certification:
Confidentiality: _Low__Moderate__High __ Undefined
Integrity: __Low__Moderate ___High __ Undefined
Availability: _ Low _ Moderate __ High _ Undelined

Not applicabls — this system is only paper-based.
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10, Does the system conduct data mining as defined in Section 804 of the
Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110-
53 {codified at 42 USC 2000¢e-3)7
NO

YES  H yes, please describe the data mining function:

11, Is this a national security system (as determined by the SecD)?
____NO R YES

12, Status of System/ Project:

This is 2 new system/ project in development. [If you checked this bleck,
STOPR, The PTA i now complete and after division approval{s) should be
submitted to FRIDGOBCLY for final FBI approvs! and determination i
PIA and/or ether actions are requived.]

11, EXISTING SYSTEMS/PROJECTS

1. When was the sysiem/project developed?

2. Has the system/project undergone any significant changes since April 17, 20037
NO [If no, proceed to next gquestion (H.3).]

__YES If yes, indicate which of the following changes were involved (mark all
changes that apply, and provide brief explanation for each marked change):

A conversion from paper-based records o an electronic system.

A change from information in a format that is anonymous or non-
identifiable to a format that is identifiable to particular individuals.

A new useof an IT system/project; including app}manon of a new
technology. that changes how information in identifiable form is managed,
(For example, a change that would create a more open environment and/or
avenue for exposure of data that previously did not exist.)

___ Achange that results in information in identifiable form being
merged, centralized, or matched with other databases.
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A new method of authenticating the use of and access
information in identifiable form by members of the public.

A systematic incorporation of databases of information in
identifiable form purchased or obtained {from commercial or public sources.

A new interagency use or shared agency function that results in
new uses or exchanges of information in identifiable form.

v A change that results in a few use or disclosure of information in
identifiable form.

A change that results in new items of information in identifiable
form being added into the system/project.

Changes do not involve a change in the type of records maintained,
the individuals on whom feeords are maintained, or the use or
dissemination of information from the system/project.

Other {Provide brief explanation]:

3. Does a PIA for this system/project already exist?
e NO O YES
Hves
a. Provide date/title of the P1A:
b. Has the systenvproject undergone any significant changes since the PIAY
NGO YES

[The FTA is now complete and sfter division approval(s) should be submilied to
FRI OGUACLY for final FBI approval and determination if PLA aad/or other
activus are requived
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