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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
Dave 10-21-201d By NI G/ L ibg)

FBI SYSTEM CONTACT PERSON

Name] |

Program Office: Telecommunications Intercept Collections Technology Unit (TICTU)

Division: Operational Technology Division b6
Phone: | | b7C

Room Number: 4A64 Engineering Research Facility E (ERF-E), Quantico VA
Date PTA submitted for approval: 19 April 2007

FBI DIVISION APPROVALS.

coifaboration with {7, security, and end-user rmanagement and GGC/PCLLL

APIA (and/or PTAY should be preparad/app:

wed by the cognizant program managerment in
2 £ HICE !

(PIAs/PTAs relating to elecironic forms/questionnaires implicating

the Paperwork Reduction Act shouid also be coordinared with the RMD Forms Desk)  f the subjectof 2 FTA/PIA s under the program
cognizance of an FRIHQ Division, prior to ferwarding to GGC the FTA/PIA must also be referred 1o the FRIMQ Division for program review and

approval, if required by the FBHHG Division,

Program Division: Operaticnal Technology FBIHQ Division: S&7 Branch {(O7D)
Program Manager Signature:  /s/ Signature: /s/
(or other appropriate Date signed: 20 April 2007 Date signed:  4/20/07
executive as Division Name: Name: :
determines) Title: Supervisory Special Agent Title: UC
Division Privacy Officer Signature: /s/ Signature:
Date signed: 4/24/07 Date signed:
Name: Charles B. Smith Name:
Title: Acting SC Title:
ipon Division approval, forward signed hard copy plus electronic copy 1o OGC/PCLU (EH Room 7238),
FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature:  /s/ Dave C. Larson for PWK
Date Signed: 4/27/07
Name: Patrick W. Kelley
Title: Deputy General Counsel

Upor final FB approval, FBI OGC will distribute as follows:
1- Original signed copy to 190-HQ-C1321794
Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
1-FBIOCIO

1- OGC\PCLU intranet website
1- PCLU Library

1-FBI SecD (electronic copy via e-mail) 1-PCLU Tickler
2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
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For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is

required by conducting and following Privacy Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:

Mission:  The mission of the DCS-6000 is to provide the FBI with a state of the art digital collection system for Title IIl authorized
telecommunication interceptions. These interceptions must be monitored in real time and must provide the ability to meet all mandated

requirements associated with the Title IIl standards.

Description:

The DCS-6000 is a computer based Electronic Surveillance (ELSUR) collection systems designed to conduct court-ordered ELSUR telephone and

microphone collection operations.  Title Ill evidence collection is accomplishedl I
- | b3
I The DCS-6000 can collect ELSUR data under the following warrant types: bTE
Title Il - limited to call data and call content

1. Type of information in the system: Title Ill ELSUR evidence collection system.  This system collects and stores the following types
of information:
telephone and microphone voice data

Call data content

b3
b7E

2. Purpose for collecting the information and how it will be used:

The information is collected in support of Title Il cases and is used in the pursuit of these cases only.

3. Thesystem's structure (including components/subsystems):

2 EPIC-478



FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM:  DCs-5000  FUMUGYSRT {added
Major System Components
The DCS-6000 suite consists of| fhe DCS-6000 suite[ ]
| The
DCS-6000 consists of the following functionalities:
b3
b7E
b3
b7E
b3
b7E
b3
b7E
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM:  DCs-5000  FUMUGYSRT {added

b3
b7E
4. Means of accessing the system and transmitting information to and from the system:
In addition to physical access to the system via the workstation, the following system connections are maintained:
b3
b7E
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
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b7E

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons can

access the information:

FBI Personnel
The FBI Criminal Investigative Division (CID) and the FBI Counter Terrorism Division (CTD) are the primary users of DCS-6000.  In additionD b3

technical personnel who work at the Operational Technology Division (OTD) of the FBI Engineering Research Facility (ERF) also work with these b7E

systemsi |

General Access Controls

In addition to the numerous laws, regulations, and policies that influence the operation and modification of all current information technology (IT)
systems and the development of new ones, the development and operation of the DCS-6000 and the conduct of those personnel who are part of its
operation, have been, and will continue to be, rigidly controlled by the mandates of United States Code 18, Crimes and Criminal Procedure (i.e., 18
USC 2510 et seq., 2701 et seq., and 3121 et seq.). Virtually every activity associated with an FBI electronic surveillance operation is performed with
these requirements firmly in mind. This system and the people who operate it must comply with all the legal requirements that this code stipulates
for the conduct of every aspect of FBI electronic surveillance operations.  Moreover, the system was developed with a set of security policies
integrated into it that help enforce compliance with those requirements during its operation. Finally, the personnel who participate in the operation
of the system are closely monitored to ensure they comply with this code.  These inherent security components of the DCS-6000 system itself
and of its operation collectively provide an additional layer of information security that is not present for the operation of most other IT systems

that handle SBU information.

Handling

As an unclassified system,l | Dissemination is tightly
controlled under Title Il of the US Code. A||| | b3
b7E

Dgenerated in support of a Title lll case are labeled, stored, transported, and transferred according to very clearly prescribed and strictly

enforced Title IIl procedures.
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM:  DCs-5000  FUMUGYSRT {added

Access

Access to Title lll data is rigidly controlled and governed by the various Title Ill mandates of U.S Code 18, Crimes and Criminal Procedure.
Unauthorized access to evidentiary audio files or to the DCS-6000 system is highly unlikely due to the tightly controlled nature of the workplace in

which Title lll operations are conducted. Numerous and varied security measures are in place both physically and electronically to prevent such

inappropriate activity.

b3
b7E

b3
b7E

b3
b7E

b3
b7E

b3
b7E
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM: DCS-EC0G

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can

access the information:

The DCS-6000 requires that task force elements which may be comprised of FBI personnel, other law enforcement personnell I b3
b7E

be granted access to FBl information because of their unique abilities, skills or knowledge. The same holds true for linguists, analysts and monitors.

This is not required for all investigations, but there are instances where the FBI will benefit greatly from their contribution.
Organizational Affiliation

All Personnel accessing this system are affiliated with either the FBI or on rare occasions when vendor maintenance is required, JSI personnel.  In

the case of vendor access, all access is escorted.

Formal Access Requirements

b3
b7E
b3
b7E
Finally, any mishandling of
evidentiary files by case participants may compromise the legality of a case and may result in their arrest and punishment according to the laws
governing such activity.
On rare occasions, the DCS-6000 Program Manager calls maintenance and asks them to respond to an emergency relating to a system problem at
one of the field offices. If an FBI representative is asked to respond, the program manager will sign the representative’s FD Form 540, Travel
Request, and notify the field office of the representative’s impending arrival on site. If a contractor technical representative (i.e., |SI) is required to
perform emergency maintenance on system equipment at a field office, then the program manager would direct the representative to perform the
maintenance and would notify the field office of his or her arrival.  Itisimportant to note that all system contractor technical representatives
have undergone and passed FBI [imited background investigations and have been authorized to do this work.
b3
b7E
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM:  DCs-5000  FUOIUGYSRU {added WA
Access Controls See Question 5 above.
7. Has this system been certified and accredited by the FBI Security Divisions? ~_X_Yes _No
8  Isthis system encompassed within an OMB-300? _X_Yes _No _ Don't Know
{if ves, please attach copy of latest one.}
R Was the system developed prior to April 17, 2003?
_X_YES (If “yes,” proceed to Question 1.)  DCS-6000 has been operational

__NO (If “no,” proceed to Section Il.)
1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

_X_NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

__No.  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,

approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.

(FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

EPIC-485
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)

P ROFRIY TN ATV T e ® N oY NRS
NAME OF SYSTEM: DCS-5000 0 FPLIULVIRT (added WA

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

__NO  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)

3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no

PIAis required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

. Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashort-form PIAis required.  (le., you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3, and 8.9
of the PIAtemplate.)  Please note that FBIl and DO)J reviewing

officials reserve the right to require completion of afull PIA.  (PTA

is complete---forward with PIA.)

NO (If “no,” afull PIAis required. ~ PTA is complete.)
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-20-2014d By WSO/ b ang)

SMIS-FC&A
FBI Privacy Threshold Analysis (PTA) Cover Sheet (0Gc/PCLU Rev. 07/06/07)

NAME OF SYSTEM: SMIS-FU&A

FBI SYSTEM CONTACT PERSON FBI OGC/PCLU POC
Name: Name:
Program Office: Phone ch
Division: Room Number: 7338
Phone:
Room Number:
Date PTA submitted for approval:
FBI DIVISION APPROVALS. A PIA {and/or PTA} should be prepared/approved by the cognizant program
management in collaboration with I'T, security, and end-user management and OGU/PCLU. (PFIAGPTAs relating
to slectronic forms/questionnaires implicating the Paperwork Reduction Act should also be coordinated with the
BMID Forros Besk 3 H the subject of 8 PTA/PLA s under the program cognizance of an FBEHO Division, priot to
torwarding to OGC the PTA/PLA must also be referred to the FBIHO Division for program review and approval,
it required by the FREHQ Dhvision.
Program Division: {inaert division name] | FBIHQ Division:[insert division name]
Program Manager Signature: Signature:
(or other appropriate Date signed: Date signed: 6/20/08
executive as Division | Name: Nameb
determines) Title: Title: Program Manager b6
Division Privacy Signature: Signature: b7C
Officer Date signed: Date signed: 6/20/08
Name: Name: |
Title: Title: Deputy Assistant Director

Ppon Division approval, forward signed hard copy plus electrone copy to OGU/PCLU (JEH Room 7338)

‘FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature:
Date Signed: 6/17/08
Name: David C. Larson
Title: Acting Deputy General Counsel

Upon final FBL approval, FBE OGC will distnibute as follows
1 - Signed original to 190-HQ-C1321794

Copies:

1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1 - OGC\PCLU intranet website
2 - FBI OCIO / OIPP 1 - PCLU Library

1 - FBI SecD (electronic copy via e-mail) 1 - PCLU Tickler

2* - Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer
(*please reproduce as needed for Program/Division file(s))
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SMIS-FC&A

For efficiency, a system owner or program manager can be aided in making the determination of whether a
Privacy Impact Assessment (PIA) is required by conducting and following Privacy Threshold Analysis
(PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records
Management Division (RMD) to identify and resolve any records issues relating to information in the
system.

A PTA contains basic questions about the nature of the system in addition to a basic system description. The
questions are as follows:

A. General System Description: Please briefly describe:

1. Type of information in the system:

The Facilities Certification and Accreditation {FLEA) sysier 1 3 componant of the Security Management
Information System (SMIS), a multi-vear technology initiative employing knowledge management to increase
the ability of the FBI o develop, analvze, share, manage and store securlty related data in order 1o reduce risk
t people, facilities, gperations and information.

The FCEA will be a part of the Automated Facilities Management System {AFMS), a collaboration of aefforts
with the Facilities and Logistics Services Division's {(FLSE) Planning, Design and Construction Management
Unit {PRCMLD, an onling systern that will allow specific bureay personnel, with access to FBINg, to track
facilities management processes and report on faciiities information,

a. Ifthe system is solely related to internal government operations please provide a brief explanation
of the quantity and type of employee/contractor information:
The SMIS FCARA system is used solely by FBI's Security Division {Sech)), Physical Security Unit {PSL o track
facilities securily certification and acoreditation, an internal government operation. The only information in
the system that identifiss individugls consists of the names of FBI facilities security managers.

2. Purpose for collecting the information and how it will be used:

The overall goals and obiectives of this project include the following:

3. The system's structure (including components/subsystems):

See above rasponss,

4. Means of accessing the system and transmitting information to and from the system:
See above response,

5. Who within FBI will have access to the information in the system and controls for
ensuring that only authorized persons

Acoess to FCEA will be controlled by unigue user accounts and systam mles, Only users assigned 1o the FBIS
EPIC-459
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: [insert name}
Parsonnel Compliance Unit (PCLD, Physical Security Unit (PSL, and FCRA Administrator and 1550 roles will
have access to user account data. Onby the Privileged User and system administrators will have access o the
server's deskiop. | | b7E

can access the information:

6. Who outside the FBI will have access to the information in the system and controls for ensuring
that only authorized persons can access the information:

N/A,
7. Has this system been certified and accredited by the FBI Security Divisions? X Yes __No
8. Is this system encompassed within an OMB-300? X Yes __No __Don't Know

H:\SMIS\SMIS OVMB

{(If yes, please attach copy of latest one.}?’oo\sws OME-300 2

I Was the system developed prior to April 17, 2003?
___YES (If “yes,” proceed to Question 1.)
X NO (If “no,” proceed to Section I1.)
1. Has the system undergone any significant changes since April 17, 20037

___YES [If*yes,” please explain the nature of those changes:

(Continue to Question 2.)
~__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil
Liberties Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties

Office. Unless you are otherwise advised, no PIA is required.)

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable
form about individuals?

__YES  (If “yes,” please proceed to Question 3.)
~__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties
Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office.
Unless you are otherwise advised, no PIA is required.)
3. Is the system solely related to internal government operations?
__ YES  If"yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If"yes," afull PIA is required.. PTA is complete.)

___No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and
Civil Liberties Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy

2 EPIC-460



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: [insert name}
and Civil Liberties Office. Unless you are otherwise advised, no PIA is required.
(FBI and DOJ reviewing officials reserve the right to require a PIA))

~__NO (If “no,” go to section III to determine if a full or short-form PIA is required.)

II. For systems developed after April 17, 2003.
1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above):
See above response,
(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
~x__YES (If “yes,” please proceed to Question 3.)
__ NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties

Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office.
Unless you are otherwise advised, no PIA is required.)

3. Is the system solely related to internal government operations?
_ x YES [If "yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If"yes," afull PIA is required.. PTA is complete.)
~x_ No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy
and Civil Liberties Unit (PCLU) for review, approval, and forwarding to DOJ's
Privacy and Civil Liberties Office. Unless you are otherwise advised, no PIA is

required. (FBI and DOJ reviewing officials reserve the right to require a PIA)))

~__NO (If “no,” go to section III to determine if a full or short-form PIA is required.)

II. Full or Short-Form PIA
1. Is the system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” a full PIA is required. PTA is complete.)
~__NO  (If*no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
~_YES A short-form PIA is required. (L.e., youneed only answer Questions 1.1,1.2,2.1,3.1,4.1,
5.1 (if appropriate), 6.2, 6.3, and 8.9
of the PIA template.) Please note

that FBI and DOJ reviewing
officials reserve the right to require
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: [insert name}
completion of a full PIA. (PTA is
complete---forward with PIA )

__NO  (If “no,” a full PIA is required. PTA is complete.)
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-20-2014d By WSO/ b ang)

FBI Privacy Threshold Analysis (PTA) Cover Sheet

(OGC/PCLU (Rev. 1/17/07)
NAME OF SYSTEM:  HurmfRO FBE Classified Laptop System

FBI SYSTEM CONTACT PERSON

Name: Acting Unit Chief]

Program Office: Career Path Unit b6
Division:. Human Resources Division (D-3) b7C
Phone] |

Room Number: Room 1B-233, Bldg. 9, FBI Academy Quantico
Date PTA submitted for approval: 05/01/2007

FBI DIVISION APPROVALS. APia{and/or PTA) should be prepared/approved by the cognizant program managementin
celfaborarion with {7, security, and end-user management and GGO/PCLLL (PIAs/PTAs refating to electronic forms/questionnaires implicating

the Paperwork Reduction Act should also be cocrdinated with the RMD Forms Desk)  (frhe subject of a PTA/PIA s under the program

cogrizance of an FBIHG Division, prior to forwarding to DGC the PTA/PIA rust also be referrad to the FBIHQ Division for progrant review and

approval, if required by the FBIHG Division,

Program Division: EDSP, HRD FBIHQ Division:  HRD (D-3)
Program Manager Signature: Signature:
(or other appropriate Date signed: Date signed: 5/4/07
executive as Division Name: | | Name: Timothy D. Cox
determines) Title: Assistant Section Chief Title: Section Chief
Division Privacy Officer Signature: Signature:

Date signed: Date signed: 5/7/07

Name: Namel |

Title: Title:  HRD Privacy Officer

Upon Dhvision approval, forward signed hard copy plus electronic copy 1o OGC/PULU (JEH Room 7238},

-FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature:
Date Signed: 5/15/07
Name: Patrick W. Kelley
Title: Deputy General Counsel

Upon final F8 approval, FRE GG will disiribute as follows:
1- Original signed copy to 190-HQ-C1321794
Copies:

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
1-FBIOCIO

1-FBI SecD (electronic copy via e-mail)

2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

EPIC-463
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: HumRRO FBI Classified Laptop System

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is

required by conducting and following Privacy Threshold Analysis (PTA).
A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:  The Human Resources Research Organization (HumRRO) FBI Classified

Laptop System, accredited to process classified information up to the SECRET level.

1. Typeof information in the system: ~ Non-personally identifiable information consisting of minutes from contractor-held
focus group meetings with FBI employees who are Subject Matter Experts (SMEs) regarding the tasks performed and the knowledge,
skills and abilities required in their area of specialization, information generated from the analysis of the results of those meetings, and

information related to the preparation of reports to the FBI by HumRRO as deliverables under the contracts.

a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of

employee/contractor information: N/A

2. Purpose for collecting the information and how it will be used:  The HumRRO contracts (OPM Project Codes: 02EA3TS218
and 02EA3TS251) provide analysis of multiple job series.  The purpose of this analysis is to determine program-specific competencies
and their associated developmental opportunities.  Program-specific competencies reflect specialized knowledge, skills or abilities that
are required to perform the critical job tasks.  For each program-specific competency developed, HumRRO must identify proficiency
levels, measurable behavioral indicators and related development opportunities.  This system is used to record minutes from focus
groups, analyze the recorded information, and prepare reports forthe FBI.  The goal is to describe what personnel in various internal FBI
departments do and how they do it in order to improve training.  Each task addresses a different focus group.  In addition, the data
gathered from the questionnaires will be analyzed by a statistical software package to facilitate the identification of the important tasks
and knowledge-skills-and-abilities (KSAs). Finally, this information system will be used to produce various deliverables associated with

the generation of the tasks, KSAs, and then ultimately competencies. These deliverables include lists, as well as the final report.

3. Thesystem's structure (including components/subsystems):

b7E
4. Means of accessing the system and transmitting information to and from the system:
All personnel authorized to use this information system have a security clearance of Secret, at a minimum, and are authorized as having
need-to-know status.  All authorized personnel are HumRRO employees or contractors and are required to have a Secret level security
clearance, as defined by the project requirements.  Each person authorized to access this information system has agreed to the user
rules of behavior for this system. Upon change in access or termination, the specified user’s login will be disabled.
b7E

1 EPIC-464



FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: HumRRO FBI Classified Laptop System

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons can

access the information: ~ Acting Unit Chief| |

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can

access the information; | |

7. Has this system been certified and accredited by the FBI Security Divisions? X Yes No
EC dated 03/07/2007, file/serial number 319U-HQ-A1487677-SECD-523

8 Isthis system encompassed within an OMB-300? __ Yes _X No _ Don't Know

{it ves, please attach copy of latest one )

R Was the system developed prior to April 17, 2003?
__YES (If “yes,” proceed to Question 1.)
X NO (If “no,” proceed to Section I.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: HumRRO FBI Classified Laptop System

3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.

(FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.
1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):
See A.2 supra
(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
X _NO (if“no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no
PIAis required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA.))
__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Hl.  Full or Short-Form PIA

1. Isthe system a major information system (as listed on OGC's FBINET website)?
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: HumRRO FBI Classified Laptop System

__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)

NO (If “no,” please continue to question 2.)

Does the system involve routine information AND have limited use/access?

__YES  Ashort-form PIAis required.  (le., you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3, and 8.9
of the PIAtemplate.)  Please note that FBIl and DO)J reviewing
officials reserve the right to require completion of afull PIA. ~ (PTA
is complete---forward with PIA.)

NO (If “no,” afull PIAis required. ~ PTA'is complete.)
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-20-2014d By WSO/ b ang)

FBI Privacy Threshold Analysis (PTA) Cover Sheet

NAME OF SYSTEM: | |

FBI SYSTEM CONTACT PERSON

Name:
Program Office: OCIO
Division: IT Operations

Phone: | |
Room Number: 1334
Date PTA submitted for approval:

1/30/2007

FBI DIVISION APPROVALS.

coifaboration with 1T, security, and end-user management and OGC/PCLU

the Paperwork Reduction Act shouid also be coordinated with the RMD Forms Desh)

(OGC/PCLU (Rev. 1/17/07)

b6
b7C

APIA (and/or PTAY should be preparad/approved by the copnizant program management in

{Pias/FTAs reia[‘mg to elecronic forms/guestionnaires m':pi'xce.ti ng

If the subjact of 2 FTA/PIA s under the program

cogoizance of an FRIHQ Division, prior 1o ferwarding to GGC the FTA/PIA must also be referred 1o the FRIMO Division Tor program review and

approval, if required by the FBHHG Division.

Program Division:

FBIHQ Division:iT Cperations

Program Manager Signature:

(or other appropriate Date signed:
executive as Division Name:

determines) Title:

Signature:

Date signed: 01/31/2007

Name:

Title: IT Specialist

Division Privacy Officer Signature:
Date signed:
Name:

Title:

Signature:
Date signed: 01/31/2007
Namel I

Title: Asst. Section Chief

Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (EH Room 7338),

FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer Signature:
Date Signed:
Name:

Title:

2/20/07
Patrick W. Kelley

Deputy General Counsel

Upon final FBl approval, FBEOGCwill distrbute as follows:
1- Original signed copy to 190-HQ-C1321794
Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
1-FBIOCIO

1-FBI SecD (electronic copy via e-mail)

2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:

b7E

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is

required by conducting and following Privacy Threshold Analysis (PTA).
A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:
A.  General System Description: Please briefly describe:

1. Type of information in the system:

a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of

employee/contractor information:

2. Purpose for collecting the information and how it will be used:

3. Thesystem's structure (including components/subsystems):

4. Means of accessing the system and transmitting information to and from the system:

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons can

access the information:

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can

access the information:
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM:
7. Has this system been certified and accredited by the FBI Security Divisions? ~_X_Yes _No
8 Isthis system encompassed within an OMB-300? __ Yes _X_No _ Don'tKnow

{if ves, please atrach copy of latest one.)

R Was the system developed prior to April 17, 2003?
__YES (If “yes,” proceed to Question 1.)
X_NO (If “no,” proceed to Section I1.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?

__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)

3. Isthe system solely related to internal government operations?

__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:

_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,

approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.

(FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: b7E

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
X NO  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and
forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no

PIAis required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashort-form PIAis required.  (le., you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3, and 8.9
of the PIAtemplate.)  Please note that FBIl and DO)J reviewing
officials reserve the right to require completion of afull PIA.  (PTA

is complete---forward with PIA.)

NO (If “no,” afull PIAis required.  PTA is complete.)
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-20-2014d By WSO/ b ang)

FBI Privacy Threshold Analysis (PTA) Cover Sheet

NAME OF SYSTEM:

FBI SYSTEM CONTACT PERSON

Name:

Program Office: SCION
Division: 't Gperaticns
Phone: | |
Room Number: FBIHQ o421

Date PTA submitted for approval:  April 30, 2007

FBI DIVISION APPROVALS.

coilaboration with 1T, security, and end-user management and OGG/PCLLL

APIA (and/or PTA)

the Papenwaork Reduction Act shouid also be coordinated with the BMD Forms Desk )

shauld be prepared/a;

(OGC/PCLU (Rev. 1/17/07)

Sensitive Compartmenied Information Operationai Network {SCHON)

roved [/\’ the COgi’}iE’,Elﬂt program rri;mzagement in

(PlAs/PTAs refating 1o electromic ‘fcrn‘ns/q uestionnalres irrzpiicatmg

i the subject of 2 PTA/PIA s under the program

cegnizance of an FBIHG Divisien, prior to forwarding to OGC the PTA/PIA must also be referred to the FBIHQ Division for program review and

approval, if required by the FRIHQ Division,

Program Division: Directorate of !rateliigence

FBIHQ Division: i1 Grperations

Program Manager Signature:

(or other appropriate Date signed:
executive as Division Name:

determines) Title:

Signature:
4/27/2007
Name: | |

Date signed:

Title:  Chief, Telecom. Services Unit

Division Privacy Officer Signature:
Date signed:
Name:

Title:

Signature:
Date signed:
Name:

Title:

Upon Dhvision approval, ferward signed bard copy phus electronic copy o OGC/PCLU (JEH Room 7338)

FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer Signature:
Date Signed:
Name:

Title:

4/30/2007
Patrick W. Kelley

Deputy General Counsel

Uporn final FBlapproval, FRI CGCwill distnbute as follows:
1- Original signed copy to 190-HQ-C1321794
Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
1-FBIOCIO

1-FBI SecD (electronic copy via e-mail)

2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: SCON

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is

required by conducting and following Privacy Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:

SCIOM is the FB enterprise netwerk for processing, transmitting, and storing information at the T8/5CHevel.  The

infrastructure employs avgmented security measures, enforced user accountability, and enhanced information assurance

Orl connests the FBi to the rest of the United States Governmers inteliipence Communiy §C) through a

merhodolopy. §

cennection to the joint Worldwide In ations System (WICS) enabling the FBI Nasional Security
Professionals {NSP) 1o share information and coordinate with their counterparts throughout the i, I b7E
1. Type of information in the system:
SCION s part of the architecture of the Bl that is emiployed by authorized users to access and exchange classified intelligence
information.  Lisers may create and store documents refated to counter intelligence and courser terrordsm activities,
a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of
employee/contractor information:
The only personally identifiable information stored in the system are lists of authorized users, their passwords, and their
clearance levels,  These data are used 1o authorize loging 1o the system and ensure that users are only permiitted ac
inforraation they are authorized 1o sea,
2. Purpose for collecting the information and how it will be used:
The intefligence inforrmation accessed and coilected by SCGOM users is used to idertify potential threats to the security of the
tUnited States and develop counter terrorism and counter intelligence plans and strategies.  User information
enforcing access rutes and for oversight and auditing purposes
3. Thesystem's structure (including components/subsystems):
b7E

4. Means of accessing the system and transmitting information to and from the system:
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: SCON

SCIOM users must have 75/ : TR 2 gocess o the systern,  Fachusarhasa

unigue user 1D and password that must be ertered in order to gain access 1o the system.

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons can

access the information:

FBEagents, Em:siiigence a:“.alyf;i's, anid er authorized FBI !:wrsc:-nnei and corractors with T5/8C clearances iy be grzmtecl

5

access to SCIOMN.  Bach user has 2 unique User I and password that must be changed in accordance with FBi policy, The

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can

access the information:

Authorized personnel from other Governmental Apencies and other mernbers of the US Intelligence Cornmunity may be

granted access to STIOM.  All of these external users must have TS/SCH clearances and must complete SCION user training

and security briefings before being given access to the system. Each user has 2 unigue User il and password thar must be

changad in accordance with FB policy. I

7. Has this system been certified and accredited by the FBI Security Divisions? X Yes _No
8 Isthis system encompassed within an OMB-300? X _Yes _No _ Don'tKnow

{it ves, please attach copy of latest one )

R Was the system developed prior to April 17, 2003?
_X__YES (If “yes,” proceed to Question 1.)
. NO (If “no,” proceed to Section I1.)

1. Hasthe system undergone any significant changes since April 17, 2003?
_X_YES |If “yes,” please explain the nature of those changes:

Since initial deployment the system has been expanded for use throughout the FBI, its Field Offices, Resident Agencies and Legal Attaches in

order to provide an integrated, centralized network that interconnects and consolidates access to all TS/SCI networks and related databases throughout the FBI.

(Continue to Question 2.)
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: SCON

NO (If “no,” the PTA is complete and should be sentto FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
X NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and
forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.) The only exception to this
is, of course, as use has expanded, information about users has also expanded.
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.

(FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for

3 EPIC-432



FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: SCON

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no

PIAis required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)

NO (If “no,” please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?

__YES  Ashort-form PIAis required.  (le., you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3, and 8.9
of the PIAtemplate.)  Please note that FBIl and DO)J reviewing
officials reserve the right to require completion of afull PIA. ~ (PTA
is complete---forward with PIA.)

NO (If “no,” afull PIAis required.  PTA is complete.)
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Privacy Threshold Analysis
for the

Automated Case Support (ACS) Application

Federal Bureau of Investigation
Contact Point

Information Technology Operatibns Division oo
(ITOD) |

Reviewing Official:
Patrick W. Kelley,
Senior Privacy Official
Office of the General Counsel
Federal Bureau of Investigation
Department of Justice
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Automated Case Support (ACS) Application

Privacy Threshold Analysis
For efficiency, a system owner or program manager can be aided in making the

determination of whether a PIA is required by conducting and following Privacy
Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system 1n addition to a
basic system description. The questions are as follows:

I. Was the system developed prior to April 17, 20037
X} YES

NO

(If the answer is “yes” proceed to Question 1.)
(If the answer is “no”, proceed to Section II.)

1. Has the system undergone any significant changes' since April 17, 2003?

YES
X NO

' "Significant Changes” are defined as changes which create new privacy
risks, such as, converting paper-based records to electronic systems; changing
anonymous information into information in identifiable form; new uses of an IT
system, including application of new technologies, significantly change how
information in identifiable form is managed in the system: merging,
centralizing, or matching databases that contain information in identifiable
form with other databases, or otherwise significantly manipulating such
databases; newly applying any user-authenticating technology to an electronic
information system that is accessed by members of the public; systematically
incorporating into existing information systems databases of information in
identifiable form that are purchased or obtained from commercial or public
sources; working with another agency or agencies on shared functions that
involving significant new interagency uses or exchanges of information in
identifiable form; altering a business process that results in significant new
uses or disclosures of information or the incorporation into the system or
addition items of information in identifiable form; or adding new information in
identifiable form, the character of which raises the risks to personal privacy (for
example, adding health or financial information).

2
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Automated Case Support (ACS) Application

(If “yes,” please continue to Question 2.)
(If “no,” the PTA is complete and should be sent to your component’s Senior
Privacy Officer if the system is a non-MIS or the PCLO if it is a MIS.)

2. Do the changes involve the collection, maintenance, or dissemination of
information in identifiable form about individuals?

YES

NO

(If the answer to Question 2 is “yes” please proceed to Question 3.)
(If the answer is “no” the Threshold Analysis is complete. Please send
to your component’s Senior Privacy Officer if the system is a non-MIS

or the PCLO if it is a MIS.)

3. Is the system solely related to internal government operations?’
See page 6 of the PIA Manual.

YES

NO

(If the answer to Question 3 is “yes” the Threshold Analysis is complete.

2 When a PIA 1s NOT Required: No PIA is required where information relates
to internal governinent operations; has been previously assessed under an evaluation
similar to a PIA; or where privacy issues are unchanged. Examples of when a PIA would
not be required: For government-run websites, IT systems, or collections of information
to the extent that they do not collect or maintain information in identifiable form about
members of the general public or where the information pertains to government
personnel, contractors, or consultants; for government-run public websites where the user
is given the option of contacting the site operator for the limited purposes of providing
feedback or obtaining additional information; when all elements of a P1A are addressed in
a matching agreement governed by the computer matching provisions of the Privacy Act
of 1974: when all elements of a PIA are addressed in an interagency agreement permitting
the merging of data for strictly statistical purposes and the resulting data is protected
under Title V of the E-Government Act of 2002; when developing IT systems or
collecting non-identifiable information for a discrete purpose, not involving matching
with or retrieval from other databases that generate information in identifiable form; and
for minor changes to a system or collection that do not create new privacy risks.

3.
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Automated Case Support (ACS) Application

Please send to your components Senior Privacy Officer if the system 1s
a non-MIS or the PCLO if it is a MIS.)
(If the answer to Question 3 is “no” go to subsection III to determine if a
full or short-form PIA is required.)
I1. For systems developed after April 17, 2003.
1. What is the purpose of the system? (Answer in detail and proceed to
Question 2.)

2. Does the system collect, maintain or disseminate information in identifiable
form about individuals?

YES -

NO

(If the answer to Question 2 is “yes” please proceed to Question 3.)

(If the answer is “no” the Threshold Analysis is complete. Please send
" to your components Senior Privacy Officer if the system is a non-MIS or
~ the PCLO if it is a MIS.)

3. Is the system solely related to internal government operations?
See page 6 of the PIA Manual.

YES

NO

(If the answer to Question 3 is “yes” the Threshold Analysis is complete.
Please send to your components Senior Privacy Officer if the system is
a non-MIS or the PCLO if it is a MIS.)

(If the answer to Question 3 is “no” go to subsection I1I to determine if a
full or short-form PIA is required.)

4-
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Automated Case Support (ACS) Application

I1II. Full or Short-Form PIA

1. Is the system a major information system?

YES

NO

(If “yes”, a full PI1A is required.)
(If “no”, please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?
Please explain what type of information is collected and the access provided.
Please note that the reviewing official has the right to require the component
complete a full PIA.

YES (Please explain what type of information is collected and the
access provided.

<<ADD ANSWER HERE>>

If “yes”, a short-form PIA is required. You need only answer
Questions 1.1, 1.2,2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9.

NO (If “no”, a full PIA is required. In the interim, you must
complete a short form PIA. A full PIA will be required at a later date)
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Automated Case Support (ACS) Application

Responsible Official:
B |

bé
b7C

é/ / élﬁkign Date>>

Federal Bureau of Investigation
Department of Justice
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Automated Case Support (ACS) Application

Please note: If any significant changes are made to the application a
new PTA should be completed.

Approval Signature Page:

7
ﬁ ‘/(/K ,V/Zésgggate>>

. _Patrick W. Kelley
#/(Senior Privacy Official, Office of the General Counsel, Federal Bureau of
Investigation
Department of Justice

-
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Privacy Threshold Analysis
for the

b7E

Federal Bureau of Investigation
Contact Point

b6
b7C

Information Technology Operations Division
(ITOD)

b6
b7C

Reviewing Official:
Patrick W. Kelley,
Senior Privacy Official
Office of the General Counsel
Federal Bureau of Investigation
Department of Justice

EPIC-372



b7E

Privacy Threshold Analysis

For efficiency, a system owner or program manager can be aided in making the
determination of whether a PIA is required by conducting and following Privacy
Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a
basic system description. The questions are as follows:

I. Was the system developed prior to April 17, 2003?
X| YES

NO

(If the answer is “yes” proceed to Question 1.)
(If the answer is “no”, proceed to Section II.)

1. Has the system undergone any significant changes’ since April 17, 2003?

YES
X NO

' "Significant Changes" are defined as changes which create new privacy
risks, such as, converting paper-based records to electronic systems; changing
anonymous information into information in identifiable form; new uses of an IT
system, including application of new technologies, significantly change how
information in identifiable form is managed in the system:; merging,
centralizing, or matching databases that contain information in identifiable
form with other databases, or otherwise significantly manipulating such
databases; newly applying any user-authenticating technology to an electronic
information system that is accessed by members of the public; systematically
incorporating into existing information systems databases of information in
identifiable form that are purchased or obtained from commercial or public
sources; working with another agency or agencies on shared functions that
involving significant new interagency uses or exchanges of information in
identifiable form; altering a business process that results in significant new
uses or disclosures of information or the incorporation into the system or
addition items of information in identifiable form; or adding new information in
identifiable form, the character of which raises the risks to personal privacy (for
example, adding health or financial information).

2-
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(If “yes,” please continue to Question 2.)

(If “no,” the PTA is complete and should be sent to your component’s Senior

Privacy Officer if the system is a non-MIS or the PCLO if it is a MIS.)

2. Do the changes involve the collection, maintenance, or dissemination of
information in identifiable form about individuals?

YES

NO

(If the answer to Question 2 is “yes” please proceed to Question 3.) _
(If the answer is “no” the Threshold Analysis is complete. Please send
to your component’s Senior Privacy Officer if the system is a non-MIS
or the PCLO if it is a MIS.)

3. Is the system solely related to internal government operations?’
See page 6 of the PIA Manual.

(] vms

NO

(If the answer to Question 3 is “yes” the Threshold Analysis is complete.

? When a PIA is NOT Required: No PIA is required where information relates
to internal government operations; has been previously assessed under an evaluation
similar to a PIA; or where privacy issues are unchanged. Examples of when a PIA would
not be required: For government-run websites, IT systems, or collections of information
to the extent that they do not collect or maintain information in identifiable form about
members of the general public or where the information pertains to government
personnel, contractors, or consultants; for government-run public websites where the user
is given the option of contacting the site operator for the limited purposes of providing
feedback or obtaining additional information; when all elements of a PIA are addressed in
a matching agreement governed by the computer matching provisions of the Privacy Act
of 1974; when all elements of a PIA are addressed in an interagency agreement permitting
the merging of data for strictly statistical purposes and the resulting data is protected
under Title V of the E-Government Act of 2002; when developing IT systems or
collecting non-identifiable information for a discrete purpose, not involving matching
with or retrieval from other databases that generate information in identifiable form; and
for minor changes to a system or collection that do not create new privacy risks.

-3-

EPIC-374



b7E

Please send to your components Senior Privacy Officer if the system is

a non-MIS or the PCLO if it is a MIS.)
(If the answer to Question 3 is “no” go to subsection III to determine if a
full or short-form PIA is required.)
II. For systems developed after April 17, 2003.
1. What is the purpose of the system? (Answer in detail and proceed to
Question 2.) .

2. Does the system collect, maintain or disseminate information in identifiable
form about individuals?

YES

NO

(If the answer to Question 2 is “yes” please proceed to Question 3.)

(If the answer is “no” the Threshold Analysis is complete. Please send
to your components Senior Privacy Officer if the system is a non-MIS or
the PCLO if it is a MIS.)

3. Isthe system solely related to internal government operations?
See page 6 of the PIA Manual.

YES

NO

(If the answer to Question 3 is “yes” the Threshold Analysis is complete.
Please send to your components Senior Privacy Officer if the system is
a non-MIS or the PCLO if it is a MIS.)

(If the answer to Question 3 is “no” go to subsection III to determine if a
full or short-form PIA is required.)
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III. Full or Short-Form PIA

1. Is the system a major information system?

YES

NO

(f “yes”, a full PIA is required.)
(If “no”, please continue to question 2.)

- 2. Does the system involve routine information AND have limited use/access?
Please explain what type of information is collected and the access provided.
Please note that the reviewing official has the right to require the component
complete a full PIA.

YES (Please explain what type of information is collected and the
access provided.

<<ADD ANSWER HERE>>

If “yes”, a short-form PIA is required. You need only answer
Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
-and 8.9.

NO (If “no”, a full PIA is required. In the interim, you must
complete a short form PIA. A full PIA will be required at a later date)
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bé

Resgonsible Official:
b7C

OJ14 )06 o

Federal Burgati of Investigation
Department of Justice
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Please note: If any significant changes are made to the application a
new PTA should be completed.

Approval Signature Page:

Lo & v,

n/Patrlck W. Kelley
/ " Senior Privacy Official, Office of the General Counsel, Federal Bureau of
Investigation
Department of Justice
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Bl 0:2-04-2010

(OGC/PCLU Rev. 05/22/07)

FBI Privacy Threshold Analysis (PTA) Cover Sheet

NAME OF SYSTEM: b3
b7E
FBI SYSTEM CONTACT PERSON FBI OGC/PCLUPOC
Name: | | Name:
Program Manager: | | Phone:
Division: STAO Room Number: LX-13S-126
Unit: CEU o
’ b7C
Phone: |
Date PTA submitted for approval: 8/22/2007

FBI DIVISION APPROVALS. A FPiA (and/or PYA) should be prepared/approved by the
cogmzant program management in collaboration with IT, security, and end-user management and
GGURCLU, (PlAs/PTAs relating to cloctronic forms/questionnaires iroplicating the Paperwork
Reduction Act should alse be coordinated with the RMI3 Fooms Desk ) H the subjoct of a PTAPIA 18
under the program cogruzance of ap FBIHQ Division, prior to forwardmg to OGC the PTAPIA must
also be reforred to the FBIHG Division for program review and approval, if required by the FBIHQ

Prvision.

Program Division: FBIHQ Division: Special Technologies

{insert division name} and Applications (ifice

(STAD)

Program Manager Signature: Signature: /s/
(or other appropriate Date signed: Date signed: 8/22/2007
executive as Division | Name: Name: | |
determines) Title: Title: Dep. Asst. Dir. b6
Division Privacy Signature: Signature: /s/ b7C
Officer Date signed: Date signed: 8/22/2007

Name: Name: | |

Title: Title: SSA

Upon Division approval, forward signed hard copy plus electronic copy to OGC/Privacy and Civil
Liberties Law Unit (JEH Room 7338).

FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Signature: /s/
Officer Date Signed: 8/23/2007
Name: David C. Larson
Title: Acting Deputy General Counsel

Upon final FBI approval, FBI QGO will distnbute as follows:
1 - Signed original to 190-HQ-C1321794
Copies to:
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:

1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1 - OGC\PCLU intranet website
1 - FBI OCIO 1 - PCLU Library
1 - FBI SecD (electronic copy via e-mail) 1 - PCLU Tickler
2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer
(*please reproduce as needed for Program/Division file(s))

For efficiency, a system owner or program manager can be aided in making the determination of whether a
Privacy Impact Assessment (PIA) is required by conducting and following Privacy Threshold Analysis
(PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records
Management Division (RMD) to identify and resolve any records issues relating to information in the

system.

A PTA contains basic questions about the nature of the system in addition to a basic system description.
The questions are as follows:

A. General System Description: Please briefly describe:

(U/FDEQ0) |

b3
b7E

(U/FOBTY 1. Type of information in the svstemzl

a. If the system is solely related to internal government operations please
provide a brief explanation of the quantity and type of employee/contractor
information: n/a

(UFDEQ) 2. Purpose for collecting the information and how it will be used: n/a

(U/FSQ) 3. The system's structure (including components/subsystems): |

b3
b7E

EPIC-47/3
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:

b3

b7E

(UM 4. Means of accessing the svstem and transmitting information to and from the
system:

(U/M 5. Who within FBI will have access to the information in the system and controls
for ensuring that only authorized persons can access the information? See applicable PIAs and
updates.

(U/EOH@ 6. Who outside the FBI will have access to the information in the system and
controls for ensuring that only authorized persons can access the information? See applicable
PIAs and updates.

(U/?k@ 7. Has this system been certified and accredited by the FBI Security Division?
x"Yes __ No

(UM 8. Is this system encompassed within an OMB-300? x Yes _ No _ Don't

Know {Please attach copy of latest one }

I. Was the system developed prior to April 17, 2003?
___YES (If “yes,” proceed to Question 1.)
~x_ NO (If “no,” proceed to Section II.)
1. Has the system undergone any significant changes since April 17, 20037
__ YES If “yes,” please explain the nature of those changes:
(Continue to Question 2.)
___NO (If*“no,” the PTA is complete and should be sent to FBI OGC’s Administrative
Law Unit for review, approval, and forwarding to DOJ’s Privacy and Civil

Liberties Office. Unless you are otherwise advised, no PIA is required.)

2. Do the changes involve the collection, maintenance, or dissemination of information in
identifiable form about individuals?

__ YES (If “yes,” please proceed to Question 3.)

___NO (If“no,” the PTA is complete and should be sent to FBI OGC’s Administrative

EPIC-4/74



FBIPRIVACY THRESHOLD ANALYSIS (PTA
NAME OF SYSTEM:

Law Unit for review, approval, and forwarding to DOJ’s Privacy and Civil
Liberties Office. Unless you are otherwise advised, no PIA is required.)

3. Isthe system solely related to internal government operations?

___YES If "yes," please provide a brief explanation of a) the purpose of the system, and b)
quantity and type of employee/contractor information:

___NO (If the answer to Question 3 is “no” go to subsection III to determine if a full or
short-form PIA is required.)

II. For systems developed after April 17, 2003.

1. What is the purpose of the system? (Answer in detail and proceed to Question 2.)

(UEDEQ)|

2. Does the system collect, maintain or disseminate information in identifiable form about
individuals?

YES (If “yes,” please proceed to Question 3.)
__x_ NO (If “no,” the PTA is complete and should be sent to FBI OGC’s Administrative Law
Unit for review, approval, and forwarding to DOJ’s Privacy and Civil Liberties
Office. Unless you are otherwise advised, no PIA is required.)

3. Isthe system solely related to internal government operations?

YES If "yes," please provide a brief explanation of a) the purpose of the system, and b)
quantity and type of employee/contractor information:

NO  (If “no,” go to section III to determine if a full or short-form PIA is required.)
II. Full or Short-Form PIA
1. Is the system a major information system (as listed on OGC’s FBINET website)?

YES (If “yes,” a full PIA is required. PTA is complete.)

EPIC-475
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NO  (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?

YES If "yes, please explain what type of information is collected and the access
provided:
A short-form PIA is required. (L., you need only answer Questions 1.1, 1.2, 2.1,
3.1,4.1, 5.1 (if appropriate), 6.2, 6.3, and 8.9 of the PIA template.) Please note
that FBI and DOJ reviewing officials reserve the right to require completion of a
full PIA. (PTA is complete — forward with PIA.)

NO (If “no,” a full PIA is required. PTA is complete.)

EPIC-476



ALL THEORMATION CONTAINED
HEBEIN IS UNCLASSIFIED
DATE 10-21-2014 BY NSICG/CIoWaansl

Privacy Threshold Analysis
for the

b7E

Federal Bureau of Investigation
Contact Point

b6
b7cC

Information Technology Operations Division
(ITOD)

‘Reviewing Official:
Patrick W. Kelley,
Senior Privacy Official
Office of the General Counsel
Federal Bureau of Investigation
Department of Justice
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Privacy Threshold Analysis

For efficiency, a system owner or program manager can be aided in making the
determination of whether a PIA is required by conducting and following Privacy
Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a
basic system description. The questions are as follows:

[. Was the system developed prior to April 17, 20037
X| YES

NO

(If the answer is “yes” proceed to Question 1.)
(If the answer is “no”, proceed to Section II.)

1. Has the system undergone any significant changes' since April 17, 2003?

YES
X NO

1 "Significant Changes" are defined as changes which create new privacy
risks, such as, converting paper-based records to electronic systems; changing
anonymous information into information in identifiable form; new uses of an IT
system, including application of new technologies, significantly change how
information in identifiable form is managed in the system; merging,
centralizing, or matching databases that contain information in identifiable
form with other databases, or otherwise significantly manipulating such
databases; newly applying any user-authenticating technology to an electronic
information system that is accessed by members of the public; systematically
incorporating into existing information systems databases of information in
identifiable form that are purchased or obtained from commercial or public
sources; working with another agency or agencies on shared functions that
involving significant new interagency uses or exchanges of information in
identifiable form; altering a business process that results in significant new
uses or disclosures of information or the incorporation into the system or
addition items of information in identifiable form; or adding new information in
identifiable form, the character of which raises the risks to personal privacy (for
example, adding health or financial information).

2
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(If “yes,” please continue to Question 2.)
(If “no,” the PTA is complete and should be sent to your component’s Senior
Privacy Officer if the system is a non-MIS or the PCLO if it is a MIS.)

2. Do the changes involve the collection, maintenance, or dissemination of
information in identifiable form about individuals?

] vES
] ~o

(If the answer to Question 2 is “yes” please proceed to Question 3.)
(If the answer is “no” the Threshold Analysis is complete. Please send
to your component’s Senior Privacy Officer if the system is a non-MIS

or the PCLO if it is a MIS.)

3. Is the system solely related to internal government operations?”
See page 6 of the PIA Manual.

] ves
:jNO

(If the answer to Question 3 is “yes” the Threshold Analysis is complete.

2 When a PIA is NOT Required: No PIA is required where information relates
to internal government operations; has been previously assessed under an evaluation
similar to a PIA; or where privacy issues are unchanged. Examples of when a PIA would
not be required: For government-run websites, IT systems, or collections of information
to the extent that they do not collect or maintain information in identifiable form about
members of the general public or where the information pertains to government
personnel, contractors, or consultants; for government-run public websites where the user
is given the option of contacting the site operator for the limited purposes of providing
feedback or obtaining additional information; when all elements of a PIA are addressed in
a matching agreement governed by the computer matching provisions of the Privacy Act
of 1974; when all elements of a PIA are addressed in an interagency agreement permitting
the merging of data for strictly statistical purposes and the resulting data is protected
under Title V of the E-Government Act of 2002; when developing IT systems or
collecting non-identifiable information for a discrete purpose, not involving matching
with or retrieval from other databases that generate information in identifiable form; and
for minor changes to a system or collection that do not create new privacy risks.

-3-
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Please send to your components Senior Privacy Officer if the system is
a non-MIS or the PCLO if it is a MIS.)
(If the answer to Question 3 is “no” go to subsection III to determine if a
full or short-form PIA is required.) '
I1. For systems developed after April 17, 2003.
1. What is the purpose of the system" (Answer in detail and proceed to
Question 2.) |

2. Does the system collect, maintain or disseminate information in identifiable
form about individuals?

(] ves
] ~o

(If the answer to Question 2 is “yes” please proceed to Question 3.)

(If the answer is “no” the Threshold Analysis is complete. Please send
to your components Senior Privacy Officer if the system is a non-MIS or
the PCLO if it is a MIS.)

3. Isthe system solely related to internal government operations?
See page 6 of the PIA Manual.

[] YEs
] NoO

(If the answer to Question 3 is “yes” the Threshold Analysis is complete.
Please send to your components Senior Privacy Officer if the system is
a non-MIS or the PCLO ifitis a MIS )

(If the answer to Question 3 is “no” go to subsection III to determine if a
full or short-form PIA is required. )

EPIC-382
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III. Full or Short-Form PIA

1. Is the system a major information system?

YES

NO

(If “yes”, a full PIA is required.)
(If “no”, please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?
Please explain what type of information is collected and the access provided.
Please note that the reviewing official has the right to require the component
complete a full PIA.

YES (Please explain what type of information is collected and the
access provided.

<<ADD ANSWER HERE>>

If “yes”, a short-form PIA is required. You need only answer
Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9.

NO (If “no”, a full PIA is required. In the interim, you must
complete a short form PIA. A full PIA will be required at a later date)

EPIC-383
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Responsible Official:

b6
b7C

é// 7/é<<8ign Date>>

Federal Bureau oflaivestigation
Department of Jyiglice

EPIC-384



Please note: If any significant changes are made to the applications a
new PTA should be completed.

Approval Signature Page:

/i/ 7{ 7
o 7<<Si gn Date>>

[Senior Privacy Official, Office of the General Counsel, Federal Bureau of

Investigation
Department of Justice

EPIC-385
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
Dave 10-23-201d By WSO/ L ibg)

FBI Privacy Threshold Analysis (PTA) Cover Sheet  (rev. 10/31/06)

NAME OF SYSTEM: Tactical Call Center (TaCC)

SYSTEM DESCRIPTION:] | b7E

I IIt is capable of recording, rerouting, and storing information related to consensual

recording cases,l |

FBI SYSTEM POINT OF CONTACT

Name: | bé
Program Office: TICTU b7e
Division: OTD

Phone] |

Room Number: Room 4C86 (ERF-E, Quantico VA)
Date PTA submitted for approval: December 01, 2006

FBI DIVISION APPROVALS:

Program Manager Signature: /s/
(or other appropriate executive as Division Date signed: December 01,2006
determines) Name{ |

Title: TaCC Program Manager

Program Manager Signature: /s/

(or other appropriate executive as Division Date signed: 12/1/06

determines) Name: SSA:

Title: Intercept Collection Manager, ESTS

Unit Chief Signature: /s/

Date signed: 12/1/06

Name: SSA| |
Title: Unit Chief, TICTU

Assistant Section Chief Signature: /s/

EPIC-386



Date signed: 12/14/06

Title: Assistant Section Chief, ESTS

Section Chief Signature: /s/

Date signed: 12/14/06
Name: SC Michael Clifford, Jr.
Title: Section Chief, ESTS

Assistant Director Signature: /s/
Date signed:
Name: A/AD Marcus C. Thomas

Title: Acting Assistant Director, OTD

Division Privacy Officer Signature: /s/

Date signed:  12/15/2006
Name: ASC

Title: Division Privacy Officer, OTD

Upon Division approval, forward signed hard copy plus electronic copy to OGC/Privacy and Civil Liberties Unit
(PCLU) (JEH Room 7338).

FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer Signature:  /s/
Date Signed:  1/8/07
Name: Patrick W. Kelley

Title: Deputy General Counsel

Upon final FBl approval, distribute as follows:

Original signed copy to 66F-HQ-C1321794

Copies:
1-DO)J Privacy and Civil Liberties Office (Main Justice, Room 4259)
1-FBIOCIO
1-FBISecD
2 - Division POC /Privacy Officer
(please reproduce as needed for Program/Division file[s])
1-0GC\PCLU Intranet website
1-PCLU Library
1-PCLU Tickler

EPIC-387
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact

Assessment (PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as

follows:

. Was the system developed prior to April 17, 2003?

_XVES

NO

(If “yes,” proceed to Question 1.) However, see Section 11(1), below.
(If “no,” proceed to Section I1.)
Has the system undergone any significant changes since April 17, 2003?
__YES  If “yes,” please explain the nature of those changes:
(Continue to Question 2.)
X NO (If “no,” the PTA is complete and should be sent to FBI OGC's Administrative Law Unit
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIA is required.)

Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about

individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Administrative Law Unit

for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIA is required.)
Is the system solely related to internal government operations?

__YES  If "yes," please provide a brief explanation of a) the purpose of the system, and b) quantity and type of

employee/contractor information:
Is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Administrative Law
Unit for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office.
Unless you are otherwise advised, no PIAis required.  [FBl and DOJ reviewing officials

reserve the right to requirea  PIA])

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:

Il.  Forsystems developed after April 17, 2003.
1. Whatis the purpose of the system? (Answer in detail and proceed to Question 2.)
2. Does the system collect, maintain, or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Administrative Law
Unit for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,
no PIAis required.)

3. Isthe system solely related to internal government operations?

__YES  If "yes," please provide a brief explanation of a) the purpose of the system, and b) quantity and type of

employee/contractor information:

Is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Administrative Law Unit for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are

otherwise advised, no PIAis required.  (FBl and DOJ reviewing officials reserve the right to require

a  PIA))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:

Hl.  Full or Short-Form PIA

1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
__NO  (If “no,” please continue to question 2.)

2.

Does the system involve routine information AND have limited use/access?

__YES  If"yes, please explain what type of information is collected and the access provided:
Ashort-form PIAis required.  (l.e,, you need only answer Questions 1.1,1.2, 2.1, 3.1,4.1, 5.1 (if
appropriate), 6.2, 6.3, and 8.9 of the PIA template.)  Please note that FBl and DO)J reviewing officials
reserve the right to require completion of afull PIA.  (PTAis complete---forward with PIA.)
NO (If “no,” afull PIAis required. ~ PTA'is complete.)

EPIC-390
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-20-2014d By WSO/ b ang)

FBI Privacy Threshold Analysis (PTA) Cover Sheet

NAME OF SYSTEM{

FBI SYSTEM CONTACT PERSON

Name: |

Program Office: Washington Field Office

Division: Security
Phone:| |
Room Number: 8th Fl

Date PTA submitted for approval: 12/29/2006

FBI DIVISION APPROVALS:

(Rev. 10/31/06)

b7E

b6
b7C

Program Manager
(or other appropriate executive as Division

determines)

Signature: /s/
Date signed: 12/7/06

Title: SA

<13

Division Privacy Officer

Signature:  /s/
Datesigned: 12/7/06

Title: CDC

b7C

Upon Division approval, forward signed hard copy plus electronic copy to OGC/Privacy and Civil Liberties Unit

(PCLU) JEH Room 7338).

FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer

Signature:  /s/
Date Signed:  8/6/07

Name: David C. Larson for Patrick W. Kelley

Title:

Deputy General Counsel

Upon final FBl approval, distribute as follows:

Original signed copy to 66F-HQ-C1321794

Copies:

1-DO)J Privacy and Civil Liberties Office (Main Justice, Room 4259)

1-FBIOCIO
1-FBI SecD
2 - Division POC /Privacy Officer

(please reproduce as needed for Program/Division file(s))

1-0GC\PCLU Intranet website
1-PCLU Library
1-PCLU Tickler
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact

Assessment (PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as

follows:
. Was the system developed prior to April 17, 2003?
X YES (If “yes,” proceed to Question 1.)
__NO (If “no,” proceed to Section Il.)
1. Hasthe system undergone any significant changes since April 17, 2003?

YES If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

X NO (If “no,” the PTA is complete and should be sent to FBI OGC's Administrative
Law Unit for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIA is required.)
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
Dave 10-21-201d By NI G/ L ibg)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

(OGC/PCLU (Rev. 05/15/09)

(equivalent to the DOJ Initial Privacy Assessment (IPA))

NAME OF SYSTEM / PROJECT]

SYSTEM/PROJECT POC

Program Office: Tracking Technology
Division: OTD

Room Number: ERFB

FBI OGC/PCLUPOC
Name:
Phone:

Room Number:

FBI DIVISION INTERMEDIATE APPROVALS

Program Manager

Division determines)

(or other appropriate executive as

Division Privacy Officer

Program Division: Signature: Signature:
Date signed: Date signed:
Name: Name:
Title: Title:

FBIHQ Division: Signature: Signature:

O Date signed: Date signed:

Title: Program Manager

Name: J. Clay Price
Title: Section Chief

1- Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)

Copies

1-DO)J Office of Privacy and Civil Liberties (via e-mail to privacy@usdol.gnv)

(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 20530)

2-FBIOCIO /OIPP (JEH9376,atm| |

1-FBI SecD/AU (electronic copy: via e-mail to UCI I

1 - RMD/RMAU (attr| ]
2 - Program Division POC /Privacy Officer
2 - FBIHQ Division POC /Privacy Officer

Yere b n e itiact
SReiassmes

(recipients please print/reproduce as needed for Program/Division file(s)):

1-0GC\PCLU intranet
1-PCLUUC

1-PCLU Library
1-PCLU Tickler
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FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS: {This section will be complened by the FBI PCLU/PCLE following PTA subunission.  The PTA draiver

should skip vo the nexs page and contipue.}

X__PIAis required by the E-Government Act.  UCFN is linkable to an individual in many cases and, in any event, we ought to have a PIA for our geospatial analysis

tools, of which this is one.
PIAis to be completed as a matter of FBI/DO] discretion.

Is PIA to be published on FBL.GOV (after any RMD FOIA redactions)?  __ Yes. __ No {indicate reason):

Unclear at this time.

___PIAis not required for the following reason(s):
___System does not collect, maintain, or disseminate PII.
__ System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
___Information in the system relates to internal government operations.
__System has been previously assessed underan evaluation similar to a PIA.
_ No significant privacy issues (or privacy issues are unchanged).

___ Other{describe):

Applicable SORN(s):  CRS

Notify FBI RMD/RIDS per MIOG 190.2.3? _ No x_VYes (see sample EC on PCLU intranet website).

SORN/SORN revision(s) required? _ No __VYes (indicate revisions needed):

Prepare/revise/add Privacy Act (e)(3) statements for related forms? No _Yes {indicate forms affected):

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues. ~ The system may contain Federal records whether
ornot it contains Privacy Act requests and, inany event,a  records schedule approved by the National Archives and Records Administration is necessary. ~ RMD can

provide advice on this as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates.

Other:
David C. Larson, Deputy General Counsel Signature:/s/
FBI Privacy and Civil Liberties Officer Date Signed: 5/20/2010
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FBI PTA b7E

. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Description

bé

b7C
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2. Does the system/project collect, maintain, or disseminate any information about individuals in identifiable form, i.e, is
information linked to or linkable to specific individuals (which is the definition of personally

identifiable information (PI1))?

YES. [If yes, please continue.]

3. Does the system/project pertain only to government employees, contractors, or consultants?

NO.

EPIC-255



4, Is information about United States citizens or lawfully admitted permanent resident aliens retrieved from the

system/project by name or other personal identifier?

5. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the system/project?
NO.

6. Does the system/project collect any information directly from the person who is the subject of the information?
NO.

7. Has the system undergone Certification & Accreditation (C&A) by the FBI Security Division (SecD)?

YES.: |
8. Is this system/project the subject of an OMB-300 budget submission?
NO
9. Is this a national security system (as determined by the SecD)?
NO.
10. Status of System/ Project:

Il.  EXISTING SYSTEMS / PROJECTS

1. When was the system/project developed? ~ October 2007

EPIC-256



FBI PTA:| b7E

2. Hasthe system/project undergone any significant changes since April 17,2003?

A change that results in information in identifiable form being merged,
centralized, or matched with other databases.

Changes do notinvolve a change in the type of records maintained, the
individuals on whom records are maintained, or the use or dissemination of
information from the system/project.

3. Does aPlAfor this system/project already exist?

NO.
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