(LAW ENFORCEMENT SENSITIVE)

X NO YES

5. Is information about United States citizens or lawfully admitted permanent resident
aliens retrieved from the system/project by name or other personal identifier?

NO. [If no, skip to question 7.]
X YES. [If yes, proceed to the next question.]

6. Does the system/project collect any information directly from the person who is the
subject of the information?

X __NO [If no, proceed to question 7.]

YES

a. Does the system/project support criminal, CT, or FCI investigations or
assessments?

NO

YES [If yes, proceed to question 7.]

b. Are subjects of information from whom the information is directly collected
provided a written Privacy Act (e)(3) statement (either on the collection form or via a
separate notice)?

NO [The program will need to work with PCLU to develop/implement
the necessary form(s).]

YES Identify any forms, paper or electronic, used to request such
information from the information subject:

7. Are Social Security Numbers (SSN5s) collected, maintained or disseminated from the
system/project? Full SSNs should only be used as identifiers in limited instances.

X NO YES If yes, check all that apply:

It is not anticipated that users would provide their SSN|
However, should they do so, and the SSN is relevant to the FBIs| IT
will be collected.

SSNs are necessary to establish/confirm the identity of subjects, victims,
witnesses or sources in this law enforcement or intelligence activity.

(LAW ENFORCEMENT SENSITIVE)
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(LAW ENFORCEMENT SENSITIVE)

SSNs are necessary to identify FBI personnel in this internal administrative
system.

SSNs are important for other reasons. Describe:

The system/project provides special protection to SSNs (e.g., SSNs are
encrypted, hidden from all users via a look-up table, or only available to certain
users). Describe:

It is not feasible for the system/project to provide special protection to
SSNs. Explain:

8. Is the system operated by a contractor?
X No.

Yes. Information systems operated by contractors for the FBI may be
considered Privacy Act systems of records. The Federal Acquisition Regulation
contains standard contract clauses that must be included in the event the system
collects, maintains or disseminates PII and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the
Office of the General Counsel may be required if a contractor is operating the
system for the FBIL.

9. Has the system undergone Certification & Accreditation (C&A) by the FBI
Security Division (SecD)?

X NO  If no, indicate reason; if C&A is pending, provide anticipated
completion date:

has not undergone C&A by the FBI SecD as b3
is not connected to any FBI networks. b7E

YES If yes, please indicate the following, if known:
Provide date of last C&A certification/re-certification:
Confidentiality:_Low__Moderate _ High _ Undefined
Integrity: __Low __Moderate __High _ Undefined
Availability: _ Low ___Moderate _ High _ Undefined

Not applicable — this system is only paper-based.

(LAW ENFORCEMENT SENSITIVE)
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(LAW ENFORCEMENT SENSITIVE)

10.  Does the system conduct data mining as defined in Section 804 of the
Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110-
53 (codified at 42 USC 2000ee-3)?

_X__NO _ _ YES [Ifyes, please describe the data mining function:
11. Is this a national security system (as determined by the SecD)?
_____NO _ X __YES
12. Status of System/ Project:
_ X This is a new system/ project in development.
II. EXISTING SYSTEMS / PROJECTS
1. When was the system/project developed?
2. Has the system/project undergone any significant changes since April 17, 2003?
______ NO [If no, proceed to next question (11.3).]
YES If yes, indicate which of the following changes were involved (mark all
changes that apply, and provide brief explanation for each marked change):

A conversion from paper-based records to an electronic system.

A change from information in a format that is anonymous or non-
identifiable to a format that is identifiable to particular individuals.

A new use of an IT system/project, including application of a new
technology, that changes how information in identifiable form is managed.
(For example, a change that would create a more open environment and/or
avenue for exposure of data that previously did not exist.)

A change that results in information in identifiable form being
merged, centralized, or matched with other databases.

A new method of authenticating the use of and access to
information in identifiable form by members of the public.

(LAW ENFORCEMENT SENSITIVE)
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(LAW ENFORCEMENT SENSITIVE)

A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources.

A new interagency use or shared agency function that results in
new uses or exchanges of information in identifiable form.

A change that results in a new use or disclosure of information in
identifiable form.

A change that results in new items of information in identifiable
form being added into the system/project.

Changes do not involve a change in the type of records maintained,
the individuals on whom records are maintained, or the use or
dissemination of information from the system/project.

Other [Provide brief explanation]:

3. Does a PIA for this system/project already exist?
NO YES
If yes:
a. Provide date/title of the PIA:

b. Has the system/project undergone any significant changes since the PIA?

_ NO __YES

(LAW ENFORCEMENT SENSITIVE)
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