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ALl TH-CRGATI0H (CHTATHEL
HEBEIN 18 N LASSTEIED
Dave 11-te-2014 BY NSO bRy

(OGCPCLU (Rev, 847012011

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM / PROJECT: Enterprise Process Astomation System {EPAS)

BIKR FBI Unigue Asset I _SYS0000139

SYSTEM/PROJECT POC FBI QGC/PCLU POC

Name[ ] MName: b6
Program Office: RPQ Phoge: b7cC
Division: RPO Room Number: 7350

Phone] |

Reqm Number: 8343

BRI PIVISION INTERMEDIATE APPROVALS

Program Manager ({or other appropriate Division Privacy Officer
executive &g Division detefininesy
Program Division: Signature: Signaturs: bé
Date sipgned T == Dvate signed: b7c
Mame: | MName:
Title: Lol Do Title:
FBIHQ Division Signatures— Adg ™ = Signature:
Resource Planning Date signed: Q{22/12 Date signed:
Office Name: Dave Schiendorf Name: Add info here
Title: Assistant Director Tite:
dotronio ouy
HE ST
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FINAL FRI APPROVAL / DETERMINATIONS / CONDITIONS:  {This section will be completed by the FBY
PCLUMRCLO following PTA submission. The PTA drafter should sidp to the next page and continue. |

_PIA is required by the E-Government Act.
 PIA s to be completed as a matter of FBI/DOJ discretion.

Is PIA to be published on FBLGOV (after any RMD FOIA redactions)? _ Yes. __ No (indicate reason)

_P\ PIA is not required for the following reason(sh

__ System does not colleet, maintain, or disssminate P

_ System is grandfathered (in existence before 417/ 2003: no later changes posing significant privacy risks).
_Information inthe system relates to internal g g,memmmt operations, '

““““ _System has been prevmuﬂv assessed under an evaluation similar to a FLIA.

;-»:__ No significant privacy issues {or privacy issues are unchanged). gi’; ,g‘; A M»M; Cocess #{g,
___Cther (describe):

c\?»*a*-m\%

Applicable SORN(s): 73 T8 Judeati f?,g} NIRRT ERI YA

Notify FBIRMD/RIDS per MIOG 199232 Ne ___Yes-Bee sample EC on PCLU intranet website here:

hittp:/home/DOIOGC/LTR/PCELU Privy im{‘:\;il“iﬂ{}f,ﬂmrtlea‘*/ai{’ii;;hmrwiogm for miogl90-2-3_ecowpd

SORN/SORN revision(s) required? & No  _ Yes (indicate revisions needed):

Preparefrevisg/add Privacy Act (€)(3) statements for related forms? _No Yes {indicate formy affected):

vix ,/\)\{ ) ‘\{/ s “-tf‘{

RECORDS. The program %houl& wumh with RMD to identify/resolve any Federal records/electronic records issues.
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records

| schedule approved by the National Archives and Records Admindstration is necessary, RMD can provide advice on this
as'well as.on compliance with requirements for Electronic Recordkeeping Certification and any necgssaty updates.

Other:

f’
Elizabeth Withnail Signature: ¢ : y”}
Acting Deputy General Counsel Date Signed: i\ ﬁ, j 21 Jﬁ,é..gwﬁm I/L RS
FRY Privacy and Civif Liberties Officer | ’

‘?;s *{,__
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1. INFORMATION ABOUT THE SYSTEM/PROJECT

1. Provide a general description of the system or project that includes: {(a) name of
the system/project, including asseciated acronyms; (b) structure of the
system/preject, including interconnections with ether projeets or systems; {c}
purpose of the system/project; (d) nature of the information in the system/project
and how it will be nsed; {¢) who will have access to the information in the
system/projeet; () and the manner of transmission to all users,

The Enterprise Process Automation System (EPAS) imiplements a workflow
system on the FBINET to serve as a standard for automated business processes. As part
of a major initiative by the Director’s Office, the Resource Planning Office (RPO),
Business Process Management Unit (BPMU), which is the EPAS system owner, was
tasked with deploying the EPAS project to host automated business processes as they are
developed and deploved by both the RPO and other Divisions.

The EPAS Privacy Impact Assessment, dated July 15, 2011, covers forms
currently in EPAS and any additional forms that support FBI's administrative operations,
including the management of its human resources and payroll functions, hiring,
requisition processing, and security. The Privacy and Civil Liberties Officer for the ¥8l
requires 2 PTA on other workflows that may be added 1o EPAS.

RPO is requesting approval to launch the following four new processes in EPAS.
Aceess to each will be limited to those with a need to know.

[. Continued Service Apreements (CSA) - USA will automate the request and
approval of the service agreements required for various incentives and training,
such ag recruitment, retention, and student loan reimbursement, CSA collects
personal information and pesition and performance data for eraployees who are
applying to receive one of these incentives. This includes the following Pl
name, SSN,! PAR ratings, position title, BOI, student loan documentation
{lender, account number, amount owed), justification for receipt of incentive
payment, and amount owed to the FBL

b

Security lucident Reporting System (SIRS) — The software that operates the
SIRS system is being replaced with a new product. The SIRS process allows
Bureau personnel to submit reports of incidents | |
| |SIRS will contain PH similar to other
EPAS processes (name, SSN, phone number, login ID, file number, ete).

3. Invoice Mamagement System (IMS) ~ IMS is replacing the stand-alone
CPUIMS system for processing of commercial invoicgs. The Financial
Management Svstem (FM3) uses SSN as the| |

U SRANs ars required for disbursement of pavinents fom the National Finance Center.

epic.org 14-06-04-FBI-FOIA-20150417-5th-Production EPIC-1379



however, users | |
. . b7E
Jeill have access to these SSNs

4. | | will aliow Bureau

program managers tof

| Most data submitted through this process will be

program based. The only PII contained in [ will be system audit
|

information, such as names of individuals

b7E

Does the systemy/project collect, maintain, or disseminate any information about
a human being or natural person, regardless of nationality)?

ndividuals {lL.e.,

%,
yois ot
ulet ks
P

K
PRy

-
/
w2

X YES {If yes, please continue.]

3. Please indicate if any of the following characteristics apply to the information in the
system about individuals: Bear in mind that log-on information may identify or be
finkable to an individual.
{Check all that apply.)

X The information directly identifies specific individuals.

The information is intended to be used, in conjunction with other data

" elements, to indirectly identify specitic individuals,

The information can he used to distinguish or trace an individual’s identity

- w_&{i..e,, it is linked or linkable to specific individuals).

If vou mavked any of the above, proceed to Question 4.

None of the above. If none of the above, descr‘be does not

W hw the miomlatm
1denmv Qp 1? 10 mdn uiuais czther d:r thy ﬂr mc}ur otly. ¥ vou cheek

2 g

ey Ry R
 FLRNN

4. Does the system/project pertain only to government employees, contractors, or

consultants?

epic.org 14-06-04-FBI-FOIA-20150417-5th-Production EPIC-13R0



5. 1w information about United States citizens or lawfully admitted permanent resident
aliens retrieved from the systenvproject by name or other personal identifier?

______NO. [¥f ne, skip to guestion 7.}

X YES. [Hyes, proceed to the next guestion.
6. Does the system/project collect any information directly from the person who is the
subject of the infermation?

NO [if no, proceed o guestion 7.}

a. Does the system/project support criminal, CT, or FCI investigations or
assessmenis?

X NO

YES  [Ifyes, proceed fo guestion 7.}

b. Ate subjects of information from whom the information is directly collected
provided a written Privacy Act (£)(3) statement (cither on the collection form or viaa
separate notice}?

WO {The program will need to work with PCLU to develop/implement
the pecessary formis)d

X YES Identify any forms, paper or electronie, used fo request such

information from the information subject:

- Non-Bureau personnel who have information in EPAS (as part of the Staffing
process or Clearance Processing System), are notified about the Privacy Act through the
S Ajobs posting through which they are applying and the ¢-QIP (SF-86) form they
submit.

- A Privacy Statement is displayed on the main screen of the user
interface for Bureau personnel who use the system.

7. Are Social Securily Numbers {SSN5) collected, maintained or disseminated from the
system/project? Full 88Ns should only be used as identifiers in limited instances.

epic.org 14-06-04-FBI-FOIA-20150417-5th-Production FPIC-1381
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SSNs are necessary to establish/confirm the identity of subjects, victims,

withesses ot sources in this law enforcement or intelligence activity.

X 8SNs are necessary to identify FBI personnel in this internal

administrative systent.
SSNs are important for other reasons. Describes
“““““ x___ The system/project provides special protection to 88Ns (e.g., S8Ns are

encrypted, hidden from all users via a look-up table, or only available to certain
users). Desevibe: The social security numbers are only displayed when

neeessary. Since the system is role-based, only users with the appropriate roles

can see pages with SSNs displayed.

____Itisnet feasible for the system/project to provide special protection to
SSNs. Explain:

15 the svstem operated by a contractor?

Yes. Information systems operated by contractors for the FBI may be

considerad Privacy Act systems of records. The Federal Acquisition Regulation

contains standard contract clauses that must be included in the event the system
collects, maintains or disseminates P11 and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the
Office of the General Counsel may be required if & contractor is operating the
system for the FBL

Has the system undergone Certification & Accreditation {C&A) by the FBI
Security Division {Secl))?

NGO If no, indicate reason; if C&A is pending, provide anticipated

completion date:

x_ YES ¥fves, please indicate the following, i known:

Pravide date of last C& A certification/re-cerfification: 3/13/12

EPAS has been moved onto the DAVE platform and thus falls
under its C&A. EPAS was given an AFU on this platform on 2/12/12.

Confidentiality:  Low__ Moderate High Undefined

Inteprity: __Low __ Moderate _ High Undefined

14-06-04-FBI-FOIA-20150417-5th-Production
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Availability: __Low _ Moderate __High _Undefined
Not applicable — this system is only paper-based.
10.  Does the system conduct data rining as defined in Section 804 of the
Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110-
53 (codified at 42 USC 2000ee-3)?
YES I yes, please describe the data mining function:
11, {sthis a national security system (as determined by the SecD3)?
X _NO . ¥YES

12. Status of System/ Project:

7.
oy

ey
4

II. EXISTING SYSTEMS / PROJECTS
1. When was the system/project developed? 2007
2. Has the systemvproject undergone any significant changes since April 17, 2003?

NO [If no, proceed to next question {11.3).]

% YES If yes, indicate which of the following changes were involved (mark all

changes that apply, and previde brief explanation for cach marked change).
A conversion from paper-based records to an electronic system.

““““““““““ A change frow information in a format that is anonymous or non-
identifiable to a format that is identifiable to particular individuals.

X Anew use of an [T system/project, including application of a new
technology, that changes how information in identifiable form is managed.
{(For example, a change that wounld create a more open envirorment and/or
avenue for exposure of data that previousty did not exist.}

epic.org 14-06-04-FBI-FOIA-20150417-5th-Production FPIC-1383



A new method of authenticating the use of and access to
information in identifiable form by members of the public.

A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources.

A new interagency use ot shared ageney function that results in
new uses or exchanges of information in identifiable form,

_ Achange that resuits in a new use or disclosure of information in
identifiable form.

A change thai results in new items of information i identifiable
form being added into the systenyproject.

_____ Changes do not involve a change in the type of records maintained,
the individuals on whom records are maintained, or the use or
dissemination of information from the system/project.
QOther {Pravide brief explanation]:
3. Does a PIA for this system/project already exist?
NGO X __YES

If yes:

a. Provide date/title of the PIA: 7/15/2011 Enterprise Process Automation
System

b. Has the system/project undergone any significant changes since the PIA?
NO  _x YES

See Section L

vt woors

2
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ALl TH-CRGATI0H (CHTATHEL
HEBEIN 18 N LASSTEIED
Dave 11-te-2014 BY NSO bRy

TENROR OFFICIAL URE ONLY
(OGOPCLU (Rev, 04012011

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM / FROJECT: | | bm

BIKE PRE Unigus Asset Wk AREQGHIZEY

SYSTEM/PROJECT FOC FBI OGCRCLU POC

Name: S84 | Name: AGC] |
Program Office: BLSUR Technology Management Usnit | Phone: | ‘ b6
Division: Operational Technology Division Room Number: 7350 JEH b7C
Phone:

FBI DIVISION INTERMEDIATE AFPROVALS

Program Manager {or other appropriate Drivision Privacy Citicer
| executive as Division determines)
Program Division: | Signature: Signaturs:
Date signed: Tiate signed:
Name: Name:
_} Titles Title:
| FBIHQ Division: | Signatures Sigaaturs
Opsrationad Technology | Datesigneds” @& 3388 & 3w Brate Signtd Huoes T bé
Dhiviaion ‘Natne: | Name: SSA - b7C
Title: Unit Chief, ELSUR Tschaology Title: Assistant Section Chief, Data
Managament Unid Acquisition/Intercept Section

After ot diviston sppvevaly, Sorward signed havd copy plas slectronic copy to FBI QUL
(IR T3S

{The PRI Privacy sud Civil Libertiss Offfcer’s determunstions, sonditins, sndfor Sl spproval will by
seovrded on the following paged
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vors

FINAL FBI APPROVAL/ DETERMINATIONS / CONDITIONS:

¥ PEACIs reguired by the BGoverungnt Act. | _
| & PIA should be prepared | B7E
tos epcompassing these apphicahions.
_PIA §s to by completed as a matter of FBI/DOJ discretion.
Is PIA to be published on FBLGOV (after any RMD FOIA redactiong)? ___ Yes. No {indicate reason):
\\\\\ PIA is not required for the following reason(s):
____System doss not collest, maintain, or disseminate PIL.
__ System is grajelfatheved (in existence before 4/17 #2003; no laler changes posing significant privacy risks).
_______ Information i the systew velates to internal government operations.
___ Systeny has been previously asssssed under an evaluation similar toa PIA.
N sighificant privacy issues {or privacy mum are unchanged).
_ Other (describe):
Applicable SORN{a)J Flectrowic Surveitlance (ELSUR] Indices b7E
system of records, DOIFRI006: the SORN for DOVFBIO06 was last published in fulf at 70 Fed, Reg. 7513, 7514
{Feb, 14,2005} vithint the Central Records
Systei (CRS), DOIFRI-002; the SOURN for the CRS was last publisbed in fali at 83 be d. Reg. 8659, 8671 {Feh. 20,
1998).
Notify FBLRMDYRIDS per MIQG 180237 X No _ Yes-Secsample BC on PCLU jntranet website here:
http:/Bome/ DO/OGCLTBPCLLYPrivacy Civii%20L. iherties¥420L ibrasyiform_for miogl90-2-3_ec.wpd
SORN/SORN revision(s) required? _X_No  __ Yes{indicate revisions needed):
Prepare/reviseiadd Privacy Act {@{3} statements for related forms? No ___Yes(indicate forms affectedy:
Ni«&
RECORDS, The program showid consult with RMI} to identify/resolve any Federal recordsielestronic records issues,
The system may contain Federal veeords w hiether or notit containg Priv acy Actyeguests angd, inany event; a records
scheduie approved by the National Avehives and Records Adsainistiation 1§ necessary. RMD can provide advice on this
as well ag on compliance with requirements for Electronic Recordkeeping Ce rtification and any necessary updates,
Qther:
| |Acting Unit Chief Signaturs: 1 / b6
Privacy and Civil Liberties Lnit _ Daic Signied: ‘fg‘?g}g b7C
[ Elizabeth Withnell, Acting Deputy General Counsel | Signature: ——T g
g SN i N & § s AR
and FBI Privacy and Civil Liberties Officer Date Signed:ik L i Wil g Fxfin

oy IR OE e WNLY
epic.org BN "%“14-0§6§-0§f5§B|-FE8§F/%-§"2§0i(gog?}ghgégd}cu&gr? ONLY EPIC-1371



UMCLASSE

IED/FOR OFFICIAL USE ONLY
I, INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general deseription of the system or project that includes: (3) name of the
svstem/project, including associated acvonyms; (b) structure of the systemi/project,
including interconnections with other projects or systems; {¢} purpose of the system/project;
(d) nature of the information in the systeny/project and how it will be used; (€} who will

have access to the information in the system/project; (f) and the manner of transmission to
all users,

b7E
b7E
| |is & web-based application developed by
the Operational Technology Division (OTD) |
b7E
perates on both the Secret Enclave and the Unclassified Network (UNet)
domains. FBI personmel accea.\l' k hrough the Secret Enclave,| |
i turn, accesses the [via the Internet using b7E
[ lapplication does not contain personally identifiable information exccpt:l
| [which indirectly identifiers an individual. | Hogs contain user b7E
account mlormanon, wimeh is collecied for access and use audits. It also c{mtainsl |
information provided by] |
. INCLASKOIPIERFOR OFFICIAL USE ONLY
epic.org 14-06-04-FBI-FOIA-20150417-5th-Production
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CNULASKIVIED/FOR OFFICIAL USE ONLY

v,w

2, Daes the system/project collect, maintain, or disseminate any information about individuoals
(i.2., a human being or natural person, regardless of nationality}?

NO {Ifno, STOP. The PTA is now complete and after division approva I{s}) should be
submitted to FBI OGC/PCLU for final FBI approval. Unless you are otherwise advised, no P1A
is requived.]

X YES {If ves, please continue.]
3. Please fudicate if any of the following characteristics apply to the information in the system
about individuals: Bear in mind that log-on information may identify or be linkable to an
individual,
{Check all that apply.)
The information dire ctly identifies specific individuals.

The information is intended to be used, in conjunct lon with other data eloments, to
ndirectly identify specific individuals.

__X_ Theinformation can be used to distinguish or trace an individual’s identity (ie., itis
linked or Tinkable to sg‘;cczm individuals).

If you marked any of the above, proceed to Question 4.
_________ Mone of the-above, If none of the abave, deserihe why the information does not identify
providing the requested deseription.]

4. Does the system/project ps‘;:_rtai n only to government employees, contractors, or consultants?

X NG YES

5. Is information about United States citizens or lewfully admiited permanent resident aliens
retrieved from the system/project by name or other personal identifier?

NO. {if no, skip to guestion 7.}
X YES. [Ifyes, proceed to the next question.]

6. Does (he system/project eollect any information directly from the person who is the
subject of the information?

X NO I oo, proceed te guestion 7.}
N £ =

a. Does the systemyproject support eriminal, CT, or FCT investigations or assessments?

epic.org &’*eii*\ﬁ\ogoig%ﬂii OFFICIAL USE ONLY

1A-20150417-5th-Production FPIC-1373
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UNCLASSIVIED/FOR OFFICIAL USE ONLY
YES  {H yes, proceed to guestion 7.}

b. Are subjects of information from whom the information is directly coll Hected provided o
swritten Privacy Act {e}{(3) statement (either on the collection form or via a separate notice)}?

NO [The program will need te work with PCLU to develop/implement
the necessary form(s)]

YES Identify any forms, paper or electronic, used to request sach
information frem the information subject:

7. Are Social Security Numbers (S5Ns) collected, maintained or disseminated from the
systeny/project? Full $5Ns should only be used as identifiers in limited instances.

X NO  _ YES Iyes,check all that apply:
S8Ns ave necessary to establish/confirm the identity of subjects, Victhig, witnesses
(}r-_;s-cmurc »5 in this law enforcement of intelligence activity.

SSNs are nscessary o identify ¥BI personnel in this internal administrative system.

___ SSNgsare impartant for other reasons. Beseribe:
__The system/ pr oject provides special prolection to 8SNs {e.g,; SSNs are t;,nuvptcd
hidden from all users via a look-up table, or only svailable to certain users). Deseribe:

__Itis not feasible for the system/project to provide special protection to SSNs.
Eaplain:

8. lsthe svsiem operated by a.contractor?
X _No.

o Yes, Information systenis operated by contractors for the FBI may be considered
P“}\faw Act systems of records. The Federal Acguisition Regulation contains standard
contract clavses that must be included in the event the system collects, maintaing or
disseminates PI and additional requirements may be fraposed as a matter of Depantment
of Justice 9011{,} Consultations with the Office of the General Counsel may be required il
a contractor is operating the system for the FBL

9. Has the system undergone Certification & Accreditation (C&A) by the FBI Security
Division (Sech)?

NO ¥ no, indicate reason; if C&A i pending, provide anticipated
completion date:

X YES Ifves, please indicate the following, if known:

Provide date of last C&A certification/re-cortification:

. %\{§*§ "% FHENFOR OFFICIAL USE ONLY
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UNCLASSIFIVIWEROR OFFICIAL USE ONLY

[ Jwas certified and aceredited on August 31, 2010, as part U[thc‘I:_‘_l

| |and has Autherity to C}puate {ATO) through August 3T, 2013,
Coufidentialitys  Low __ Moderate _X High _ Undefined
Integrity: X Lew _ Moderate __ High __Undefined
Availability: X Low _ Moderate _ High __Undefined

10, Does the system conduct data mining as defined in Section 804 of the Implementing
Recommendations of the 9711 Commission Act of 2007, P.L. 110-33 {codified at 42 USC
2000ee-3)7
X NO

_YES  Ifves, please deseribe the data mining function:

1. Isthis anational security system (as determined by the SecDj?

X NO ___YER

o
5]

Status of System/ Project:

___ This is a new system/ project in development. [If vou checked this bluck, STOP.
The PTA is now complete and after division approval(s) should be submitted to FBL
OGCPCLY for final FBI approval and determination # PLA and/or other actions
are required.

X

} at

. EXASTING SYSTEMS / PROJECTS

1. When was the systemiproject developed? I:lwas completed and deployed in Augus
2010,

2. Has the systenvproject undergone any significant changes since Aprit 17, 20037
NO [If 1o, proceed to next question (11.3).]

X YEN Ifyes, indicate which of the following changes were involved {mark all changes
that apply, and provide brief explanation for each marked change):

R A conversion from paper-based records to an elecironic system,
A change from information in a format that 15 anonymeous or non-
identifiahle to a format that is identifiable to particular individuals.

_ Anewuse of an IT system/project, including &pplwdlwn of a new
technology, that changes how information in identifiable form is managed. (For
example, a change that would create 2 more open environment and/or avenue for
exposure of data that previously did not exist.)

UNCLASEIERIEQR QEFIGIAL st ONLY
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_ A change that results in information in identifiable form being merged,
centralived, or matched with other databasss,

A new method of authenticating the use of and access to information in
identifiable form by mermbers of the public.

_ A systematic incorporation of databases of information in identifiable
form purphawd orobtained from commercial or public sources,

A new interagency use or shared agency function that results in new uses
ot exghangc« of information in identifiable form.

. A change that results In a new use ot disclosure of information in
identifiable form.

o Achangethat results in pew items of information in identifiable form
being added into the systen/project.

__X___ Changes donot involveac change in the type of records maintained, the:

tndividuals on whom records are maintained, or the use or dissémination of
information from the system/project.

X Other [Provide brief exnianaﬁﬁnizl Iappinaﬁmn Was

preku&h namuil |whm it was developed
in 2018, This application| |
| _ | Thie application replaced the
previous| |
| | by EBE personnel.
3. Doesa PLA for this system/project already exist?
CX_NOYES

If ves:
a. Provide date/title of the PIA:
b, Has the system/praject undergone any significant changes since the PIAY

LW NGO YES

{The PTA is now complete and after division approval(s) should be submitted to FBI
OGC/PCLU for final FBI approval and determination if PIA and/or ather actions are
requived.}
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM / PROJECT: Facial Aualysis Comparison and Evaluation Services

BIKR FBI Usigue Asset I

SYSTEMPROIECT POC FBI QGC/PCLL POC

\lame{ I Nune: b6
Program Of ometric Services Phone: b7C
Division: O !.Ea Reom Number: C3

Phong

Koo Mumber: 11

FRI BIVISION INTERMEDIATE APPROVALS

b

Pmé,mm \Aanagcr for ﬂti\tr appy ﬂp ate Trvision Privacy (Officer

Program Division: Slignatare: bé
Date sioned:  §iggd b7C
iy Dlame:
Tltie ‘mctmﬂ Lhmf Titles
FBIHQ Division: | Signatare: Signature:
Date signed: Datesigned:
Name: Nathe:
Title: Tithes

FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS:

_xx_ PIA is required by the E-Government Act,

_PIA is to be completed as a naatter of FBUDOS diseretion.

I PIA to be published on FBLGOV (after any RMD FOIA redactions)? _ Yes, N

___PIA is not required for the following reason(s):
__Bystem does not eollect, maintain, or disseminate PIL
__Swstem is grandfathersd (in sxistenee § Before 4/17/2003; no fater changes posing significant privacy risks).
““““ fformation i the system relates 1o internal government nperations.
_ Svstem has been previously assessed under an evaluation similar to a PIA.
___Wo significant privacy issues (or privacy issues are unchanged).
Othen

A

7
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Applicable SORN(s¥: FIRS

Nostify
hitpd

FRIRMD/RIDS per MIOG 190,237 No _xx__Yes-—-Ses sample EC on PCLL intranet website here:
home/DOOGCLTRPCLUPrivacyCiviive20Libertien620Library/form_for_miogt90-2-3 ec awpd

SORN/SORN revision(s) required? __ No xx_ Yes

Preparefrevise/add Privacy Act (2)}(3) statements for related forme? _Nn Yes:
NAA

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic reconds issues,
The systent may contain Federal records whether or not it contains Privacy Act requests and, inany event, a records
schediile approved by the National Archives and Records Administration is necessavy. RMD can provide advice on this

as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates,
nhen

AR R SOvaa ¥
| [init Chict i Signature: ff ' bé
Privacy and Civil Libsrties Unit Dats Signed: £ , b7cC
Acting Deputy General Counsel STanature:. Ny T i o Fopnd P44 N
Acting Deputy General Counsel gnature: N[ Lol DU Aosaatd Wedhs
BRI Privacy and Civil Liberties Officer Pate ngned:\g\f“ o ‘a*‘*‘ WO A f i ” & &f? fom
: . g -
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1. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a peneral description of the sysiem or praject that includes: {a) name of
the system/preject, including associated acronyms; (b) structure of the
system/project, including interconnections with other projects or systems; (¢)
purpose of the system/project; {d) nature of the information in the system/project
and how it will be wsed; {¢) who will have access to the information fnihe
system/project; () and the manner of transmission to all users.

The Facial Analysis Comparison and Evalustion (FACE) Services Unit of the FBIs
Criminal Justice Information Services (CII8) Division, Biometric Services Section (BSS),
provides investigative support to FBI Special Agents, analysts, and other authorized
porsormel. The FACE Services Unit avcepts unclassified photographs of sulyects of FBL
investigations (probe photos) and uses facial recognition technology to compare those
photos against FBI databases, ather federal photo databases to which the FBI legally has
aceess, and photo respositories from states that have entered into agreements with the FBI
to share data, After compartson and evaluation, the FACE Services Unit returns to the
FBI case agent or analyst candidate photos that are likely matches to the probe pheto,
with the caveat that candidate photos may serve only as investigative leads and do not
constitute positive identification.

The FACE Services Unit will compare the probe photos against certain federal systems

| |and will enter Memoranda of bIE
Understanding (MOUY as needed to ensure data security and privacy. The FACE

Services Unit also will provide the probe photos to state Departments of Motor Vehicles

(DMVs) to be searched against photo repositories where permitted by state law. Inthese

instances, anthorized state personnel will perform the probe photo comparisons and

return candidate photos to the FACE Services Unit. The FACE Services Unit will enter

MOU with the DMV to ensure data security and privacy, including the mandatory

destruction of the probe photos by the state DMVs atter facial comparison is completed.

ke FACE Services Unit identifies or receives candidate photos based on the searching
of the federal and state databases, it will perform additional evaluation in order to
determine the most likely candidate(s) for return to the FBI case agent or analyst. The
Face Services Unit will store these most likely candidates and limited biographic
information in the FACE Services Work Log. The Work Log will also contain the
request for assistance originally received from the FBI case agent or analyst. All
remalning candidate photes and any associated information will be immediately and
permanertly destroyed.

Access to the Work Log will be limited to the FACE Services Unit and other authorized
FBI personnel who reguire the information for performance of their official duties. The
Work Log records will be retained in adherence to a determined National Archive and
Records Administration schedule.
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. Daoes the system/project collect, maintain, or disseminate any information about
mdw iduals (.., a human being or natural person, regardless of nationality)?

_NO
__X_YES [Ifyes, please continue.]

. Please indicate it any of the following characteristics apply to the information in the
5yslcm about individuals: Bear inmind that log-on information may identify or be
linkable to anindividual.

{Check all that apply.)
The information directly identifies specific individuals.

_________________ The information is intended to be nsed, in conjunction with ather data clements,
to indirectly identify specific individuals.

¥ The informationean be used to distinguish or trace an individual's identity (i.e,, it
is inked or linkable to specific individuals),

If you marked any of the above, preceed to Question 4.

___ None of the above. If none of the above, describe why the information does not
identify specific individuals elther direetly or indirectly,

4. Does the system/project pertain only to government employees, contractors, or
consuliants?

X . NO YES

5. s information about United States citizens or lawtully admitied permanent resident
atiens retrieved from the systera/project by name or other personal identifier?

NO. {If no, skip to question 7.}

X YES. [If yes, proceed to the next question.]

6. Does the system/project collect any information divectly from the person whe 18 the
subject of the information?

epic.org 14-06-04-FBI-FOIA-20150417-5th-Production FDIC-1177



a. Does the system/project support eri iminal, CT. or FCI investigations or
assessments?

NO

YES  [¥f yes, procesd to question 7.

b, Are subjects of information from whom the information is directly collected
provided a written Privacy Act (¢)(3) statement (either on the collection form of viaa
separate notice)?

_ NO [The progran will need to work with PCLU to develop/implement
the necessary form{s)]

YES Identify any forms, paper or electronic, used o request such
information from the information subject:

7. Are Social Securily Numbers (§8Ns) collected, maintained or disseminated from the
system/project? Pull SSNs should only be used as identifiers in linsted nstances.

e NO X YES Ifyes, check all that apply: SSNs are not callected:
by the FACE Services Unil Thowever, SSNs may be associated with both probe and
candidate photos.

&S Is are necessary to establish/confirnt the identity of subjects, v ictims,

wiinesses or sources in this law enforcement or intelligence activity.

SSNg are necessary fo identify FRI personna! in this internal administrative
systen.

X SSNs are important for other reasons. Describe: S5Ns assist with the
accurate identification of subjects of law enforcement investigations.

“““““ The system/project pmv:da.s special protection to SSNs (e.g.. SSNs are
encrypted, hidden fron all users via a look-up table, or only available to certain
users). Deseribe:

“““ ___Ttis not feasible for the system/project to provide special protection to
SSNx, Explain:

8. Is the system operated by a contractor?
X __Na
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___Yes. Information systems operated by contractors for the FBLmay be
considered Privaey Act systems of records. The Federal Acquisition Regulation
contains standard contract clauses that must be included in the event the system
cellects, maintaing or disseminates PIl and additional requirements may be
imposed as a matter of Department ol J ustice policy. Consultations with the
Office of the General Counsel may be required if a contractor is operating the
system for the FBL

9. Has the system undergone Certification & Accreditation (C&A) by the FBi
Security Division (Secl)?

X NO Ifnoe, indicate reason; H C&RA s nending, provide anticipated
completion date: The FACE Sexvices Work Log has not
indergane € & A; however, the federal dalabases searched by the FACE Services
Unit have undergone C& AL
YES  Efyes, please indicate the following, if known:
Provide date of last C& A certification/re-certification:
Confidentiality: _Low _Moderate  Higk _Undefined
Integrity: __Low __Moderate _High Undefined

Avallability:  Low _ Moderate __High _Undefined

_ Net applicable — this system is only paper-based.

10, Does the system conduct data mining as defined in Ssction 804 of the
Tmplementing Recommendations of the 9/11 Commission Act of 2007, P.L. 11
53 {codified at 42 USC 2000ee-3)7?

CYES  If yes, please describe the data mining function:
11, Isthis a national security system {as determined by the Seel})?
X _NO _YES

12. Status of Systeny Project;

X __This is a new systemy/ project in development.
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11, EXISTING SYSTEMS /PROJECTS
1. When was the system/project developed?
2. Has the systom/praject undergone any significant changes since Aprit 17, 20032

___NO [If no, proceed to next question L3

_____ YES If yes, indicate which of the following changes were involved {mavk all
changes that apply, and provide brief explanation for each marked change):

“““ A conversion from paper-based records to an electronic system.
__Achange from information in a format that 18 anoRYyMOUs or 1ot~
identifiable to a format that is identifiable to particular individuals.

___ Anew use of an IT systemy/project, including application of a new
technology, that changes how information in identifiable form is managed.
{For example, a change that would create g more open environment and/or
avenue for exposure of data that previously did not exist.)
______________ A change that results in information in identifiable form being
meroed, centralized, or matched with other databases.

A new method of authenticating the use of and aceess to

A systematic incorporation of databases of information in

identifiable form purchased ot obtained from commercial or public sources:

. A new interagency use or shared agency function that results in
new uses or exchanges of information in identifiable form.

A change that results in a new use or disclosure of information in
identifiable form.

_ Achange that resulis in new items of information in identifiable
form being added into the systenvproject.

dissemination of informiation from the systeny/project.
Other {Provide brief explanation]:
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3. Dossa PIA for this system/praject already exist?
1 yes:
a. Provide date/title of the PIA:
b, Has the system/project andergone any significant changes since the PIAY

NQ YES
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