YES If yes, indicate which of the following changes were involved (mark all
changes that apply, and provide brief explanation for each marked change):

A conversion from paper-based records to an electronic system.

A change from information in a format that is anonymous or non-
identifiable to a format that is identifiable to particular individuals.

A new use of an IT system/project, including application of a new
technology, that changes how information in identifiable form is managed.
(For example, a change that would create a more open environment and/or
avenue for exposure of data that previously did not exist.)

A change that results in information in identifiable form being
merged, centralized, or matched with other databases.

A new method of authenticating the use of and access to
information in identifiable form by members of the public.

A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources.

A new interagency use or shared agency function that results in
new uses or exchanges of information in identifiable form.

A change that results in a new use or disclosure of information in
identifiable form.

A change that results in new items of information in identifiable
form being added into the system/project.

Changes do not involve a change in the type of records maintained,
the individuals on whom records are maintained, or the use or
dissemination of information from the system/project.

Other [Provide brief explanation]:

3. Does a PIA for this system/project already exist?
NO YES

If yes:

a. Provide date/title of the PIA:

epic.org 14-06-04-FBI-FOIA-20150417-5th-Production FDIC-1225



b. Has the system/project undergone any significant changes since the PIA?
__NO __ YES
iThe PTA is now complete and after division approval{s) should be submitted {a

FRI OGOPCLY {or final FBY approval and determination if P1A and/or other
actions are reguired. ]
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Unclagsified
OGOPCLU{Rev. 84/03/201 1}
FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM/ PROJECT: Guardian One-Way Tranefer

BIKR FBI Unigue Asset [D: SY5-000264

SYSTEM/PROGJECT POC ¥BI OGU/PCLU POLC

Nasme: | | Name b6
Program Office: GMU Phong b7C
Diviston: CTD - Room Number: 7350

Phomes 1]

Room Number:

FBI DIVISION INTERMEDIATE AE‘?R@VAL% . ,
Program Mang, ‘r (m m:hu' appmprmtt Division Privacy Oificer

| executive a8 B : Pan)
Pragram Bivisian Si gnamrax] Signature: b6
Counterterrorism Date sigitd. o ey, N Date signdd ™ 7777777 v b7c
Division (CTD) Naroe:| | Name] |
Titler Unit Chief, Guardian Management Title: Uit Chief, Executive Staff

Unit (GMU) Comnunications, Policy, & Compliance
v 3 P

Unit (ES-CPCU)

FRIHQ DHvision: Signaturs:

Counterterrorism : ; 3 Drate signed:

Division {CTD} \*ftme ‘Stephc:n A Thucar Name] r |
Title: Section Chief, Exploitation Threat Title: Unit Chief, Executive Staff
Section (XT8) Communications, Policy, & Compliance

Uit (R8-CPCU)
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Unclassified

FINAL FBI APFROVAL / DETERMIN ATIONS / CONDITIONS:

____ PIAs required by the E-Government Act.

__PIA is to be completed as a matter of FBVDOS discretion.

1s PIA to he published on FBLGOV (after any RMD FOIA redactions)?  Yes. __ Wo:

_X__ PIAis not required for the following reasoun(s).
____ Swvstem does not collect, maintain, or disseminate PIL
. Bystem Is grandfathersd (in existence before 4/17/2003; no later changes posing significant privacy risks).
"X Tnforsastion in the systent relates to internal government operations:
__System has been previously assessed under an evaluation simtlar tooa PLA
X Nosignificant privacy issues {or privacy issues are unchanged):
rher -

Applicable SORN(s): _FBIL-022, Data Warchouse System and D002, Department of Justice computer Systems
Activity and Access Records

Notify FBI RMD/RIDS per MIOG 190,237 X Ne _Yes—See sample EC on PCLU intranst website here!
http:/ home DOOGCATBPCLUPrivacyCivil%20Lib srties%20Lihravy/formy_for miogl190-2-3_ec.wpd

SORN/SORN revision(s) required? X No _ Yes:

Prepare/roviseiadd Privacy Act (c)(3) statements for related forme? X No o Yes:

RECORDS. The program should consult with RMD to identify/resolve any Federal records/elestronic Tecords issues.
The system may contain Federal records whether of not it contains Privacy Act requests snd, in any event, a records

schedule approved by the National Archives and Records Administration is necessary. RMD can provids advice on this
as well as on comphiance with reguirements for Electronic Recordkeeping Certification and any necessary npdates.

Other:

R RS ' T b6
Agting Unit Chief Signature: b7C
{ Frivacy and Civil Liberties Uit » Date Signed: ¢t
Christine M. Costello, Acting Deputy General Counsel Sigaaturer ¢
FRI Privacy and Civil Liberties Officer Diate Signgds S ;
' X
&
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Unclassified

I INFORMATION ABOUT THE SYSTEM / PROJECY

1. Provide a general deseription of the system or project that includes: (a)
 pame of the system/project, including associated acronyms; (b) structure of
the svstem/project, including Interconnections with other projects or systems;
{¢) purpose of the system/projeet; () nature of the information in the
systemv/project and how it will be used; (¢} who will have access to the
information in the systenvpreject; {f) and the manmer of transmission to all

SErs.
a. Name: Guardian One-Way Transfer (Guardian OWT)
b. Structure: The Guardian OWT] |
| | The Goardian OWT 15 & Cross-Gomain

system that connects eGuardian to Guardian.

Purpose: The Guardian OWT is used to automatically transfer data from

cGuardian to Guardian. Data is placed in a folder on the low side OWT

server, It is detected within seconds and moved through the system to the

‘high side OWT server. Once onthe high side, it is detected within seconds

and moved into the Guardian database,

d. Nature of the Information: Suspicious Activity Report records being

sransferred from eGuardian to Guardian. No data is reteined on the OWT

servers. Audit Togs for the transfers are maintained in eGuardian and

Guardian, not in the transfer system. There is no separate login for the

transfer system.

Who will have access: Data is only accessible by system administrators

and only for a very short time.

£ Transmission to users: Data i not transmitted to users by the Guardian
OWT.

Fe

[

2. Does the system/project collect, maintain, or disseminate any information about
individuals (.., & human being or natural person, regardless of nationatity)?

_YES  [Hvyes, please continue]
3. E%}easre indicate if any of the following characteristics apply to the information in the
system about individuals: Bear in mind that log-on information may identify or be
linkable to an individual.

{Check all that apply.}

The information dircctly identifies specific individoals.

____ The information is intended to be used, i conjunction with other data elements,
to indirectly identify specific individuals.

_ : Uniclassifted
epic.org 14-06-04-FBI-FOIA-20150417-5th-Production FPIC-1237
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Unclassified

The information can be used to distinguish ot trace an individual’s identity (L., it
is linked or linksble to specific individuals).

AR A

If vou marked any of the above, proceed to Question 4.

None of the above, If none of the above, describe why the information does not

4. Does the systeny/project pertain only to government employees, contractoss, or
consultanta?

5. Is information about United States citizens or lawfully admitted permanent resident
aliens retrisved fom the systern/project by name or other personal identifier?

____NO. [ no, skip to question 7.]
YES, [If yes, proceed to the next guestion.]

6. Does the system/project collect any information divectly from the person whe isthe
subject of the information?

_NO {Ifne, proceed to question 7]

a. Does the systenyproject support eriminal, CT, or FCLinvestigations or
assessments?

NGO

YES i yes, proveed to gquestion 7.}

b. Are subjects of information from whom the information is dixectly collected
provided a written Privacy Act {e)(3} statement {either on the collection formor viaa
scparate notice)?

NO [The program will need to work with PCLU to develop/implement
the necessary formis).]

YES Identifv any forms, paper or electronic, used to request sueh
information from the information subject:

Pnclassified
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Uhelassified

7. Are Social Security Numbers {($8Ns) collected, maintained or disseminated from the
systemipraject? Full S8Ns should only be used as identifiers in Hmited instances.

NG YES ¥ ves, check all that apply:

_____ SSNs are necessary to establish/confirm the identity of subjects, vichims,
witnesses or sources in this law enforcement or intelligence activity.

_____ SBNsare necessary to identify FBI personuel in this internal administrative
system,
_ 8§Ns are important for other reasons. Describe:

The system/project ;:smwdes spectal protection to SSNs {e.g., SSNs are
encrypted, hidden from all users via a look-up table, or only available to ceriain

users). Deseriber

I It is ot feasible for the system/project to provide special protection to
SSNs. Explain:

&. 1s the system operated by & contractor?
___Na.

__Yes. Information systems operated by contractors for the FBI may be
cmmdercd Privacy Act gystems of records. The Federal Acquisition Regulation
containg standard contract clanses that must be included in the event the system
collects, maintains or disseminates PH and additional requirenients may he
trposed a8 a matter of Department of Justice policy. Consultations with the
Office of the General Counsel may be required if a contractor is operating the
system for the FBL

9, Has the system undergone Certification & Accreditation (C&A) by the FBI
Security Division (SeeD)?

NG if no, indicate reason; if C&A is pending, provide anticipated
completion date;

YES  If ves, please indicate the following, if kunowns

Provide date of last C&A certification/ve-certification:

Unelassified
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Unelassibed

Confidentiality: Low Moederate High _Undefined
Integrity: __Lew _Moderate High Undefined
Availability: _ Low __ Moderate High __Undefined
_____Not applicable — this system is only paper-hased.
10.  Doss the system conduct data mining as defined in Section 804 of the
Implementing Recommendations of the 9/11 Conunission Act of 2007, P.L. 110+
53 (codified at 42 USC 2000ce-3)?
_NO
_____YES I yes, please describe the dats mining function:

11. [sthis & national security system (ag determined by the Sech)?

WO ___YEBS

pones
3

Siatus of Systemn/ Project;

This is & new system/ project in development.

. EXISTING SYSTEMS / PROJECTS

1. Whes was the systemfproject developed?

2. Has the systemiproject undergone any sipnificant changes since April 17, 20037
NO [If no, proceed to next question (11.3).]

_ YES Ifyes, indicate which of the following changes were involved (mark all
changes that apply, and provide brief explanation for each marked change):

A conversion from paper-based records to an electronic system.

A change from information in a format that is anonymous or not-
identifiable to a format that is identifiable to particular individuals,

““““ A niew use of an IT system/project, including application of a new
technology, that changss how information in identifiable form is managed.
{For example, & change that would create a more open environment andfor
avenue for exposure of data that previously did not exist.)

. Unclassifed
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Inclassified

_ A change that results in information in identifiable form being
merged, centralized, or matched with other databases.

A new method of anthenticating the wse of and access to

L A systematic incorporation of databases of mformation in
identifiable form purchased or obtained from commercial or public sources.

_— A new interagency use or shared agency function that results in
new uses or exchanges of information in identifiable form.

. A chamge{hat results i1 a new use ot disclosure of infbrmation
identiliable form.

_____ Avchange that results in new items of information in identifiable
forim being added into the systemiproject.

_____ Changes do not involve & changs in the type of records maintatned,
the individuals on whom records are maintained, or the use or
dissemination of information from the system/project.
______Other {Provide brief explanation]:
3. Dogsa PlA for this system/project already exist?
NG YES

i ves:

a. Provide date/title of the PiA:

b. Has the systemiproject undergone any significant changes since the PIA?

___NO __YES

_ Unclassified
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{OGCPCLU (Rev. 04/012011%

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM / PROJECT: Hewlett Packard Multi-Function Printer Digital Sending Software

(HP MFP DSS] | b7E
BIXR FBY Undgee Asset 1
' SVSTEM/PROJECT POC FBI OGLPCLU POC
Mams: Plame: b6
{ Program Office: FBUITB Phone b7cC

Privision: 118D Room Numaber: 7356
Phone]
Room Number: 9342 (FRIHQ)

FBI DIVISION INTERMEDIATE APPROVALS |
| Program Manager (or other appropriate i Division Privacy Officer

executive as Wivisiugndetsemines)

Signature: . Signature: b6
Date signedT TZ9TZ 0 Date signed: b7cC
Nams| | Name:| |

Title: UTait Chyet Title: IT Specialist

Signaters?  oTPa el - Signature:

Date signed: 3/29/12 Date signed:

Nante: Naomi E. Singer Name:

Title: Section Chief Title:
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FINAL FRIAPPROVAL / DETERMINATIONS f CONDITIONS:

____Plais vequired by the E-Government Act.

PIA is to be completed as a matter of FBYDOJ diseretion.

Is PIA to be published on FBLGOV (after any RMD FOIA redactions)? ___ Yes.

X PIA s vot required for the following reason{s):
X System doss not collect, maintain, or disseminate PIL
“Systent is grandfathered {in existence before 4/17/2003; no later changes posing significant privacy riskg).
__Information in the systen relates to internal gov ernment aperations,
‘Sy stem has been pmvxomlv assessed undsr an evaluation similar to a PEA,
. Ne axgmﬁcamr privacy issues {or privacy issues are unchanged).
{}mcr {dener

Applicable SORN(s) ‘ N/A

Notify FBI RMD/RIDS per MIOG 190.2.37 N m‘*{ es--See sample BEC on PCLU wntranet website hers:

http/home/DXYOGC/LTRY PCLURrivacyCivil%20L iberties%20Library/ form._for_miog190:2-3 scowpd

SORN/SORN revision{s) vequired? N Yes Gudicaty
Prepare/revise/add Privacy Act (eX3) statements for related forms?  _ No Yes tindinae forme affectedy
N/A

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues.
The system may contain Federal records whether or ot 1t contains Privacy Act requests and, in any svent, a records
schedule approved by the National Archives and Records Administration is necessary. RMUD can provide advice on this
as well as op compliance w ith requirements for Electronic Recordkeeping Certification and any secessaty updates,

Other:

; 3 o
| fnit Chief Signature: wil¥ig. b6
- Privacy and Civil Liberties Unit Date Signed b7C
James §. Landon, Deputy General Counsel Signature: /‘gfw/ e e,/! ‘ /
FBI Privacy and Livil Liberties Officer Date Signeds” O TR
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L INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes: (a) name of
the system/project, including associated acronyms; (b) structure of the
syster/project, including interconnections with ether projects or systems; {¢}
purpose of the system/project; {d) nature of the information in the systemy/project
and how it will be used; {¢) who will have sceess to the information in the
system/project; (f) and the manner of transmission to all users,

e Name of the system/project, including associnted acronyms: Hewlett
Packard Multi-Function Printer Digital Sending Software (HP MFP DSS)

| | b7E

¢ Structure of the system/project, including interconnections with other
projects or systems / purpose of the system/project / nature of the
information in the system/project and bow it will be used / who will
have access to the information in the system/project / the manner of
transmission to all geers:

This Privacy Threshold Asalysis concerns ih4:|£3"f mutti-function bTE
printers.

As of this date, there ari,:[H? Multi-Funection Printers that are utilized on
the FRINET enclave. The devices, which are used threughout the 56 field and
Legat offices, have the ability to print, copy and scan to FBINE T workstations.
The services that the DSS instance provides has become a “mission eritical” need
for the users throughout the enterprise.

The current instance / infrastrueture to support the DSS servers are physical
devices| | b7E

b7E
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The best practice as recommended by the HP subject matter experts is to have a
b7E

2. Does the svstem;pmgect collect, maintain, or disseminate any information shout
u“tdwlduﬁls (i.e., a human being or natural person, regardless of nationality)?

ok e
R 1

%
e,

__YES  [Hfyes, please continue ]

3. Please indicate if any of the following characteristics apply to the information in the
system about individuals: Bear in mind that Jog-on information may identify or be

linkable toan individual.
{Check all that apply.)

The information directly identifies specific individuals,
' The information is intended 10 be used, in conjunction with other dats clements
“to inditectly identity specific individuals.

___ The information can be used to distinguish or trace an individual’s identity (Le., it

i linked or linkable to specific individuals),
If you marked any of the above, proceed to Question 4.

\Ione m‘ thx; abc»ve ii mme of t‘i’sc, db{)ve dewmbe whv thc mibmmmn dms not

}dentzf\e spe

4, Does the system/project pertain enly to government employees, contractors, of

consiltants?

§. s mformation about United States citizens or lawfully admitted permanent resident
aliens retrieved from the systemvproject by name ot other personal identifier?

NO. [§f no, skip to guestion 7.]

EPIC-1458
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_ YVES. [Ifyes, proceed to the next guestion.]

6. Does the system/projeet collect any information directly from the person who ig the
subject of the information?

NO {1 no, proceed to question 7.}

a. Does the svsteni/praject support criminal, CT, or FCI investigations or
assessments?

NQ

___YES [Ifyes, proceed to guestion 7.]

b. Are subjects of information from whom the information is directly collected
provided a written Privacy Act (2)(3) staterment (sither on the collection form orvia a
separate notice)?

NG {Fha pwgmm will nesd to work with PCLU o gigveﬁgp[imp{{nmgﬂﬁ
the necessary form(s)]

YES Identify any forms, paper or electrvonie, used fo request such
information from the information subject:

7. Ave Soctal Security Numbers (SSNs) collected, maintained or digseminated from the
system/project? Full S8Ns should only be used as identifiers in timited instances.

NO CYES I yes, check all that apply:

SSNs are necessary o establish/confirm the identity of subjects, victims,

witnesses or sources in this law enforcement or intelligence activity.

_ SSNs are necessary to identify FBI personnel in this internal administrative
systen.

““““ SSNs ave tmportant for other reasons. Beseribes

The systemy/project provides special protection to SSNs {&.g., S8Ns are
enerypted, hidden frony all users via a look-up table, or only available to certain
users). Describe:
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9,

epic.org

) %t is ot feasible for the system/project to provide speeial protection to
SSNs. Explain:

1s the system operated by a contractor?
Mo,

_Yes. Information systems operated by contractors for the FBI may be

considered Privacy Act systems of records. The Federal Acquisition Regulation

contains standard contract clavses that must be included in the event the system
collects, maintains or dissemninates PH and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the
Office of the General Counsel may be required if a contractor is operating the

system for the FBL

Has the system -tmdergcne'Certiﬁcation & Accreditation (C&RA) by the FBI
Security Division (SecD)?

completion date:

YES  If ves, please indicate the {ollowing, if knowne
Provide date of last C&A certification/re-certification:
Confidentinlity: Low__Moderate _High _ Undefined

Tategrity: __Low _Moderate High _Undefined

ol

Availability: _ Low _ Moderate High Undefined

Not applicable ~ this system is only paper-based.

14-06-04-FBI-FOIA-20150417-5th-Production

NO If no, indicate reason; i C&A is pending, provide anticipated
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{0, Does the gystem conduct data mining as defined in Section 804 of the |
Implementing Recommendations of the %/11 Commission Act of 2007, PL. 119
33 {codified at 42 USC 2000ee-31?
NO

___YES  Ifyes, please deseribe the data mining function:

11, lsthis a national security system (as determined by the SecD)?

NO YES

Ii. EXISTING SYSTEMS /PROJECTS
1. When was the system/project developed?
2. Has the systeny/project undergone any significant changes since April 17, 20037

NO [I no, proceed to next guestion (1133,

YES I yes, indicate which of the following changes were involved (mark all
changes that apply, and provide brief explanation for each marked change):

A conversion from paper-based records to an electronic system.

A change from information in a format that is anonymous of nou-
identifable 1o a format that is identifiable to particular individuals.

A new use of an IT system/project, including application of a new
technology, that changes how information in identifiable form is managed.
{For example, a change that would create a more open environment and/or
avenue for exposure of data that previougly did not exist)

A change that results in information in identifiable form being
merged, centralized. or matched with other databases.
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__ Anewmethod of authenticating the use of and access to
information in identifiable form by members of the public.

A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources.

A new interagency use ot shared agency function that results in
new uses or exchanges of information in identifiable form.

A change that resuits in a new use or disclosure of information in
identifiable form.

. Achange that results innew items of information in identifiable
form being added into the systera/project.

Chianges do not involve a change in the type of records maintaived,
she individuals on whom records are maintained, or the use er
dissemination of information from the systenmy/prajeet,
Other [Provide brief explanation]:
3. Does a PIA for this system/project alteady exist?
yes:

4. Provide date/title of the PIA;

b, Has the systerm/project undergone any significant changes since the PIA?

__NO __YES

3

.
W
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