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For efficiency, a system owner or program manager can be aided in making the determination of whether a PIA is

required by conducting and following Privacy Threshold Analysis (PTA).

.The

iption

A PTA contains basic questions about the nature of the system in addition to a basic system descr

follows
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Was the system developed prior to April 17,
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1. Has the system undergone any s
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Approval Signature Page:

/s/ Dave C. Larson for PWK  8/6/07
Patrick W. Kelley

Senior Privacy Official, Office of the General Counsel, Federal Bureau oflnvestigation

Department of Justice
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FBI Privacy Threshold Analysis (PTA) Cover Sheet

(OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM:  Law Enforcement Officers Killed and Assaulred {LEGKA)Y

FBI SYSTEM CONTACT PERSON FBI OGC/PCLU POC

Name: | | Unit Chief Name: [ |

Program Office: Uniform Crime Reporting, LEOKA program [ | b6
Division: CJIS Division, LATSS, CSMU Phone | b7c
Phone: | | Room Number: 7338

Room Number: Module E-3
Date PTA submitted for approval:

FBI DIVISION APPROVALS. ApiA (and/or #TA) should be preparad/approved by the copnizant program managarnent in
coifaboration with 17, security, and end-user management and OGC/PCLU. (PIAs/PTAs refating to electronic forms/questionnaires implicating

the Paperwork Redustion Act shouid also be coordinated with the RMD Forms Desk) I the subjecrof 2 FTA/PIA s under the program

cogoizance of an FRIHQ Division, prior 1o ferwarding to GGC the FTA/PIA must also be referred 1o the FRIMO Division Tor program review and

approval, if required by the FBHHG Division.

Program Division: C}i5 FBIHQ Division: Cjis
Program Manager Signature: /s/ Signature:
(or other appropriate Date signed: 4/30/2008 Date signed:
executive as Division Name: I Name:
determines) Title: Unit Chief Title: b6
b7C
Division Privacy Officer Signature: /s/ Signature:
Date signed: 5/19/2008 Date signed:
Name: : Name:
Title: Division Privacy Officer Title:

Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (EH Room 7338),

-FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed: 5/20/2008
Name: David C. Larson
Title: Acting Deputy General Counsel

Upon final FBl approval, FBI OGCwill distribute as follows:
1- Signed original to 190-HQ-C1321794
Copies:

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
2-FBIOCIO /OIPP

1-FBI SecD (electronic copy via e-mail)

2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.
A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:
A.  General System Description: Please briefly describe:

1. Type of information in the system:

In the instance of a line-of-duty officer death, the case agent from the jurisdictional FBI field office sends a
notification EC to the FBI's LEOKA program. ~ Within this EC, details include the description of the circumstances
surrounding the death; victim officer's name, rank, date of birth, and law enforcement experience; offender’s name, age,
and current status, such as deceased, at large, or arrested and charged; and survivor information, such as names, ages,
addresses, and relationships to the victim officer.  In addition, the LEOKA program is notified of officer assaults
involving injury with firearms or knives/other cutting instruments by the monthly UCR collection.  This monthly

collection is aggregate totals only and does not include any personal information.

In response to both notifications, the LEOKA program's staff requests that the victim officer's employing
agency complete Form 1-701, "Analysis of Law Enforcement Officers Killed and Assaulted,” to obtain additional details
concerning the circumstances surrounding the incident.  For line-of-duty deaths, Form 1-701 is provided to the victim
officer's employing agency via the case agent from the jurisdictional FBI field office, and for officer assault incidents,
Form 1-701 is provided to the victim officer's employing agency via the State Program or directly by the LEOKA
program's staff. ~ Form 1-701 is used to collect the victim officer's name, rank, total law enforcement experience, date
of birth, gender, race, height, weight, and circumstances surrounding the death or assault of the officer.  Offender
data collected includes name, date of birth, gender, race, height, weight, place of birth, current or known residence, FBI
number, and criminal history.  Upon receipt of the completed Form 1-701, the information is stored within an

electronic database utilizing Access software.
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted

2.

3.

4.

epic.org

If an officer has been feloniously killed, the International Justice and Public Safety Information Sharing
Network (Nlets) is utilized to transmit an All-Points Bulletin message providing preliminary information concerning the
circumstances surrounding the felonious death of an officer. ~ These Nlets messages are also stored in the electronic

LEOKA database.

The above-mentioned survivor information is maintained by the LEOKA program's staff in paper-based
format; however, itis not currently stored in the electronic LEOKA database.  The victim officer's agency information;
victim's name, age, and law enforcement experience; survivors' names, ages of children, and addresses; and a brief

description of the incident are provided to the White House for condolence purposes.

a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of

employee/contractor information:

Not applicable.

Purpose for collecting the information and how it will be used:

Officer killed information is collected to report the number of incidents and to help law enforcement/data
users better understand the situations which lead to officer deaths. ~ Also, contributing law enforcement agencies
report their officer assaults, identifying the instances that resulted in injuries.  In addition, contributing law
enforcement agencies provide expanded data on those officers who sustained personal injury from a firearm or a
knife/other cutting instrument.  Officers killed and assaulted data are collected and annually published in an effort to
assist law enforcement training programs and ultimately improve officer safety.  However, these publications do not

contain personally identifiable information.

The system's structure (including components/subsystems):

The system is an MS Access The data is maintained at the CJIS
Divisiory |

Means of accessing the system and transmitting information to and from the system:

The LEOKA database system is accessed through FBINET utilizing a username and password.  Information

supplied on Form 1-701 is entered into the system by the LEOKA program'’s staff.
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