FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted

Safeguards are in place to protect personally identifiable information (e.g., victims' and offenders’ names and
FBI numbers), to include limiting the number of authorized users and requiring unique passwords.  Moreover,
personally identifiable information that is maintained in the electronic LEOKA data system is never disseminated

outside the CJIS Division.

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons

can access the information:

FBI CJIS Division, Crime Statistics Management Unit, Communications Group

FBI CJIS Division, Crime Statistics Management Unit, Operations Group

:Technical Information Specialist b6

b7C

FBI CJIS Division, Crime Statistics Management Unit, Operations Group

I ITechnical Information Specialist

FBI CJIS Division, Technology Integration & Support Unit,

Enterprise Software Development Group

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons

can access the information:

No outside access is allowed to the database.

7. Has this system been certified and accredited by the FBI Security Divisions? ~ _ Yes X No

The database has not been accredited.  The software that it is written in has been accredited by the Information

Technology Operations Division b7E

8 Isthis system encompassed within an OMB-300? __ Yes No X Don't Know
{if ves, please artach copy of larest one )
R Was the system developed prior to April 17, 2003?
X YES (If “yes,” proceed to Question 1.)

NO (If “no,” proceed to Section Il.)
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted

1. Hasthe system undergone any significant changes since April 17, 2003?
YES  If “yes,” please explain the nature of those changes:
(Continue to Question 2.)

X NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,

approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PIAis required.  (FBland DOJ reviewing officials reserve the right to requirea  PIA)))
__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
Il.  Forsystems developed after April 17, 2003.
1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):
(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,
and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)

3. Isthe system solely related to internal government operations?

__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted

_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIAis required.  (FBl and DO)J reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)

NO (If “no,” please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?

__YES  Ashort-form PIAis required.  (le, you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9 of the PIA template))  Please note that FBI
and DOJ reviewing officials reserve the right to
require completion of afull PIA.  (PTAis

complete—forward with PIA.)

NO (If “no,” afull PIAis required.  PTA is complete.)
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Privacy Threshold Analysis
for the

National Name Check Program (NNCP)

Federal Bureau of Investigation
Contact Point

Information Technology Operations Division
(ITOD) |

Reviewing Official:
Patrick W. Kelley,
Senior Privacy Official
Office of the General Counsel
Federal Bureau of Investigation
Department of Justice

epic.org 14-06-04-FBI-FOIA-20150417-5th-Production

EPIC-1286

bé
b7C



National Name Check Program (NNCP)

Privacy Threshold Analysis
For efficiency, a system owner or program manager can be aided in making the

determination of whether a PIA is required by conducting and following Privacy
Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a
basic system description. The questions are as follows:

I. Was the system developed prior to April 17, 20037
Xj YES '

NO

(If the answer is “yes” proceed to Question 1.)
(If the answer is “no”, proceed to Section II.)

1. Has the system undergone any significant changes® since April 17, 2003?

YES
X NO

' "Significant Changes" are defined as changes which create new privacy
risks, such as, converting paper-based records to electronic systems; changing
anonymous information into information in identifiable form; new uses of an IT
system, including application of new technologies, significantly change how
information in identifiable form is managed in the system; merging,
centralizing, or matching databases that contain information in identifiable
form with other databases, or otherwise significantly manipulating such
databases; newly applying any user-authenticating technology to an electronic
information system that is accessed by members of the public; systematically
incorporating into existing information systems databases of information in
identifiable form that are purchased or obtained from commercial or public
sources; working with another agency or agencies on shared functions that
involving significant new interagency uses or exchanges of information in
identifiable form: altering a business process that results in significant new
uses or disclosures of information or the incorporation into the system or
addition items of information in identifiable form; or adding new information in
identifiable form, the character of which raises the risks to personal privacy (for
example, adding health or financial information).

2
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National Name Check Program (NNCP)

(If “yes,” please continue to Question 2.)
(If “no,” the PTA is complete and should be sent to your component’s Senior
Privacy Officer if the system is a non-MIS or the PCLO if it is a MIS.)

2. Do the changes involve the collection, maintenance, or dissemination of
information in identifiable form about individuals?

YES

NO

(If the answer to Question 2 is “yes” please proceed to Question 3.)

(If the answer is “no” the Threshold Analysis is complete. Please send
to your component’s Senior Privacy Officer if the system is a non-MIS
or the PCLO if it is a MIS.)

3. Is the system solely related to internal government operations??
See page 6 of the PIA Manual.

YES

NO

(If the answer to Question 3 is “yes” the Threshold Analysis is complete.

2 When a PIA is NOT Required: No PIA is required where information relates
to internal govermment operations; has been previously assessed under an evaluation
similar to a PIA; or where privacy issues are unchanged. Examples of when a PIA would
not be required: For government-run websites. IT systems. or collections of information
to the extent that they do not collect or maintain information in identifiable form about
members of the general public or where the information pertains to government
personnel, contractors, or consultants; for government-run public websites where the user
is given the option of contacting the site operator for the limited purposes of providing
feedback or obtaining additional information; when all elements of a PIA are addressed in
a matching agreement governed by the computer matching provisions of the Privacy Act
of 1974: when all elernents of a PIA are addressed in an interagency agreement permitting
the merging of data for strictly statistical purposes and the resulting data is protected
under Title V of the E-Government Act of 2002; when developing IT systems or
collecting non-identifiable information for a discrete purpose, not involving matching
with or retrieval from other databases that generate information in identifiable form; and
for minor changes to a system or collection that do not create new privacy risks.

3.
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National Name Check Program (NNCP)

Please send to your components Senior Privacy Officer if the system i1s
a non-MIS or the PCLO if it is a MIS.)
(If the answer to Question 3 is “no” go to subsection III to determine if a
full or short-form PIA is required.)
I1. For systems developed after April 17, 2003.
1. What is the purpose of the system? (Answer in detail and proceed to
Question 2.)

2. Does the system collect, maintain or disseminate information in identifiable
form about individuals?

YES

NO

(If the answer to Question 2 is “yes” please proceed to Question 3.)

(If the answer is “no” the Threshold Analysis is complete. Please send
to your components Senior Privacy Officer if the system is a non-MIS or
the PCLO if it is a MIS.) '

3. Is the system solely related to internal government operations?
See page 6 of the PIA Manual.

YES

NO

(If the answer to Question 3 is “yes” the Threshold Analysis is complete.
Please send to your components Senior Privacy Officer if the system is
a non-MIS or the PCLO if it is a MIS.)

(If the answer to Question 3 is “no” go to subsection III to determine if a
full or short-form PIA is required.)

4-
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National Name Check Program (NNCP)

III. Full or Short-Form PIA

1. Is the system a major information system?

(] vEs

NO

(If “yes”, a full PIA is required.)
(If “no”, please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?
Please explain what type of information is collected and the access provided.
Please note that the reviewing official has the right to require the component
complete a full PIA.

j YES (Please explain what type of information is collected and the
access provided.

<<ADD ANSWER HERE>>

If “yes”, a short-form PIA is required. You need only answer
Questions 1.1, 1.2,2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9.

j NO (If “no”, a full PIA is required. In the interim, you must
complete a short form PIA. A full PIA will be required at a later date)
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National Name Check Program (NNCP)

Responsible Official:

bé
b7C

¢/79/2¢

<<Sign Date>>

Federal Bureau of Investigation
Department of Justice
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National Name Check Program (NNCP)

Please note: If any significant changes are made to the program a
new PTA should be completed.

Approval Signature Page:

/F/ ”/ 7/017’7
: AN — <<Sign Date>>

Patrick W. Kelley '

//‘L Senior Privacy Official, Office of the General Counsel, Federal Bureau of
Investigation

( } Department of Justice

-
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FBI Privacy Threshold Analysis (PTA) Cover Sheet

(OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: | | b7E
Nothing about this on Internel/sile is someone’s survivalist sile now
FBI SYSTEM CONTACT PERSON FBI OGC/PCLU POC
Name: | | Name:
Program Office: Interagency Integration Unit Phone:

Division: Directorate of Intelligence Room Number:
Phone/l |
Room Number: 11079E

Date PTA submitted for approval:

10/15//2007

FBI DIVISION APPROVALS.

collaboration with IT, security, and end-user management and OGC/PCLU.

APIA (and/or PTA) should be prepared/approved by the cognizant program managementin
(PIAs/PTAs relating to electronic forms/questionnaires implicating
the Paperwork Reduction Act should also be coordinated with the RMD Forms Desk.)  If the subject of a PTA/PIA is under the program
cognizance of an FBIHQ Division, prior to forwarding to OGC the PTA/PIA must also be referred to the FBIHQ Division for program review and

approval, if required by the FBIHQ Division.

Program Div: FBIHQ Div: Directorate of Intelligence
Program Manager Signature: /s/ Signature: /s/
(or other appropriate Date signed: ~ 10/15/2007 Date signed: 10/15//2007
executive as Division Name: Name:
determines) Title: Management and Program Analyst Title:  Unit Chief
Division Privacy Officer Signature: Signature: /s/
Date signed: Date signed:  10/18/2007
Name: Name: I I
Title: Title: Unit Chief

Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (JEH Room 7338).

FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed: 11/13/07

Name: David C. Larson

Title: Acting Deputy General Counsel

Upon final FBI approval, FBI OGC will distribute as follows:
1- Signed original to 190-HQ-C1321794
Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
2-FBIOCIO /OIPP

1-FBI SecD (electronic copy via e-mail)

2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

epic.org
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1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: | b7E

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:

This site does not exist anymore cant find anything on Google

1. Type of information in the system:

b7E
a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of
employee/contractor information:
Not applicable
2. Purpose for collecting the information and how it will be used:
b7E
3. Thesystem's structure (including components/subsystems):
b7E
4. Means of accessing the system and transmitting information to and from the system:
| b7E
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: b7E

b7E

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons

can access the information?

The Directorate of Intelligence is the program owner The DI will develop standard operating
proced uresl
b7E
6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons
can access the information:
b7E

7. Has this system been certified and accredited by the FBI Security Division?  _ Yes X_No
NOTE: Thisis notan FBI system so FBI C&A is not pertinent.

8 Isthis system encompassed within an OMB-300? __ Yes X_No _ Don't Know

{if ves, please attach copy of latest one.}

R Was the system developed prior to April 17, 2003?
__YES (If “yes,” proceed to Question 1.)
X NO (If “no,” proceed to Section I1.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: b7E

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PIAis required.  (FBland DOJ reviewing officials reserve the right to requirea  PIA)))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.
1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):
See A. 2.
(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
YES (If “yes,” please proceed to Question 3.)

X NO (i “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is

required.)

NOTE:  Asdiscussed above, this is not an FBI IT system and none of the Pll in the system is maintained by the FBI.

Names and contact information for some FBI personnel are contained in the system bTE

3. Is the system solely related to internal government operations?
__YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?:
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: b7E
_ Yes. (If "yes," afull PIAis required..  PTAis complete.)
__ No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties
Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are
otherwise advised, no PIAis required.  (FBl and DO reviewing officials reserve the right to requirea  PIA.))
NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Hl.  Full or Short-Form PIA

1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
_______NO (If “no,” please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?

YES Ashort-form PIAis required.  (l.e, you need only answer Questions 1.1,1.2,2.1,3.1,4.1,5.1 (if appropriate), 6.2,

6.3, and 8.9 of the PIAtemplate.)  Please note that FBI and DOJ reviewing officials reserve the right to require

completion of afull PIA.  (PTAis complete---forward with PIA.)

__NO (If “no,” afull PIAis required. ~ PTA is complete.)
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(LAW ENFORCEMENT SENSITIVE)

I. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes:

(a) Name of the system/project — I:l b3
b7E
(b) Structure of the system/project, including interconnections with other projects
or systems — is housed on a standalone system that is currently being used by
14 field offices within the FBI and is likely to expand to other offices in the future. It is b3
anticipated thatI |data will be housed in an FBI database and fully integrated into b7E
the FBI's| |
(¢) Purpose of the system/project — The purpose of] lis to|
b3
b7E
(d) Nature of the information in the system/project and how it will be used | |
b3
b7E

(e) Who will have access to the information in the system/project — Only FBI entities
with an articulable need to know and those associated with specific predicated
subjects/investigations will have access to the information.
(f) Manner of transmission to all users —|

b3

b7E

| To ensure compliance with the Privacy Act) |
kvill be based on predicated investigations to ensure that the
information collected 1s relevant to a law enforcement activity.
Product Overview
|that assists analysts/agents’ [ |
Jultimately b3
b7E

helps the analyst/agent | |

(LAW ENFORCEMENT SENSITIVE)
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(LAW ENFORCEMENT SENSITIVE)

b3
b7E
Benefits
I:lbenefits thelzlanalyst/agent by:
e Saving time and resources byI
[ ]
[ ]
b3
* b7E
e Automatically collecting and storing
[ ]
o | |to be used in other analytical software
applications
e Receiving automatic software updates| |
Architecture
b3
b7E

Data Collection

b3
b7E

(LAW ENFORCEMENT SENSITIVE)
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(LAW ENFORCEMENT SENSITIVE)

| |The analyst/agent can delete| [from the database when it is no longer b3
needed or can export for use in reports or in other software. b7E
I:lsupports| [which can be changed at any time, to give

the analyst/agent a maximum amount of control over what is stored in the database:

b3
b7E

2. Does the system/project collect, maintain, or disseminate any information about
individuals (i.e., a human being or natural person, regardless of nationality)?

NO X YES [If yes, please continue.]

3. Please indicate if any of the following characteristics apply to the information in the
system about individuals: Bear in mind that log-on information may identify or be
linkable to an individual.

(Check all that apply.)

X __ The information directly identifies specific individuals.

X _ The information is intended to be used, in conjunction with other data elements,
to indirectly identify specific individuals.

X The information can be used to distinguish or trace an individual’s identity (i.e., it
is linked or linkable to specific individuals).
None of the above. If none of the above, describe why the information does not

identify specific individuals either directly or indirectly.

4. Does the system/project pertain only to government employees, contractors, or
consultants?

(LAW ENFORCEMENT SENSITIVE)
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