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¥BI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM / PFROJECT: |

BIKR FBI Unigue Asset §D: | | i b3

b7E
Derived Fromy ' SYSTF‘, M/PROJECT POC | FBI OGC/PCLU POC
Clagsified By Name| Name: b6
Heason: Program Otfice: ITB Phone: b7cC
Preciasaity Ow Division: ITSD Room Number:
Phone
Room Number: 8979
FBI DIVISION INTERMEDIATE APPROVALS ,
Program Manager (or other appropriate Division Privacy Offices
| executive ag {tision determines) SR
Program Division: DI Signature: | Signature: N e
) Date signed: Date signed— W RPTC
Namne: | Nams:lh
Titler Acting Chief, . Titlep R Shef Supessisary FIAPA
HUMINT Management Unit : Z
FBINQ Division: ITSD | Signature] | Signature:
Date signed: F &73 & Date signed.J~ 3=/ &
Name; Name:
Title: IT Specialist Title: Chief, Process Policy & Metrics Unit
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FINAL FBLAPPROVAL / DETERMINATIONS {CONDITIONS:

VA is required by the E-Government Act.

__PIA s to be completed as a matter of FBYDO! diseretion.

1s PIA 1o be published on FBLGOV (after any RMD FOIA redactions)? | Yes. No ¢

__x_PLA is not required for the following reason(sk
___ System does not collect, maintain, or disseminate PH.
_ Qystent is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
_ . Information in the system relates to internal government operations,
___ System has been previously assessed under an evaluation similar io a PIA.

. Nu significant prigac o5 g red).
x- Other dexonilion
Applicable SORN(s): JUSTICE/FBI-002 ' TGSTICE/FRI-002/ CRS, althongh a Delta SORN is

planned

Notify FRI RMIYRIDS per MIOG 190,237 _x Neo _ Yes--Seesample EC on PCLU intranet website here:
hitp://home/ DO/OGC/LTR/PCLLY Privacy Civil%20Liberties%20Library/form_for_miog}®0-2-3 ec awpd

i3

S A Y
SVERRINE N

SORN/SORN revision{s) requited? __x No  __ Yesy

Prepareirevise/add Privacy Act (€)(3) statements for related forms? __x No  Yes {indfeate &

RECORDS. The program should consuit with RMD to identify/resolve any Federal records/electronic records issues.
The system may contain Federal records whether or tiot it containg Privacy Act requests and, inany event, a records
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this
as well 85 on compliance with requiremients for Electronic Recordkeeping Certification and any necessary updates.

Other:

[Unit Chief Signature: | _ )
Privacy and Civil Liberties Unit 1 Date Signe 3!3@/ 2E
Tames . Landon, Deputy General Coonsel Signaturs; '
FBI Privacy and Civil Liberties Officer | Date Signed:”
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I INFORMATION ABOUY THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes: {a) name of
the system/project, including associated acronyms; (b} strusture of the
system/projeet, including interconnections with other projects or systems; (¢}
purpose of the system/project; (d) nature of the information in the system/project
and how it will be used; {e) who will have access to the information in the
syster/project; () and the manner of transmission to all users.
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2. Does the systemiproject collect, maintain, or disseminate any information about
individuals (1€, a human being or natural person, regardless of nationality}?

X YES [If yes, please continue.]

3. Please indicate if any of the following characteristics apply to the information in the
system about individuals: Bear in mind that log-on information may identify or be
linkable to an individual.
{Check all thatapply.}

X The information directly identities specific individuals.

e

. The information is intended to be used. in corjunction with other data elements,
to indirectly identify specific individuals.

X The information can be used to distinguish or trace an individual’s identity (L.e., it
is linked or linkable to specific individuals).

If you marked any of the above, proceed to Question 4.
e, None of the above. If none of the above, deseribe why the information does not
identify specific individuals either directly or indirectly.
4, Does the system/project pertain only to government employees, contractors, or
consultants?
X NO YE&
3. Is information abowt United States citizens or lawfully admitted permanent resident
aliens retrieved from the systenvproject by name or other personal identifier?
NO. [If ne, skip to guestion 7.}
X YES, {If ves, proceed to the next guestion.}
6.  Does the system/project colleet any information directly from the person who is the

UNCLASSIFIED / FOVQ
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subject of the information?

NO i no, proceed to guestion 7.

X YES
a. Does the system/project support eriminal, CT. or FCI investigations or
assessments? ‘
____No

X YES {if ves, proceed to question 7.

b. Are subjects of information from whom the information is directly collected
provided a written Privacy Act {e)(3) statement {cither on the collection form or viaa
separate notice)?

____NO|[The program will need te work with PCLU to develop/haplement
the necessary formis).]

_YES Identily any forms, paper or electronic, used to request such
information from the information subjects

7 s\n, Social Security Nunbers (8SNs) collected, maintained or disseminated from the
systemv/project? Full 8SNs should only be used a5 identifiers in limited instances.
NO X YES Ifyes,check all that apply:

X BSNsare necessary to-establish/confirm the identity of subjects, victims,
W;.me%,xt,s aF sourees in this law enforcentent or intelligence activity.

______ SSNs are necessary to identify FBI personnel in this internal administrative
sysiem.

___SSNs are important for other reasons. Deseribe:

“““““ The system/project provides special protection to SSNs {e.g., SSNs are

encrypted, hidden from all users via a look-up table, or only available to cestain
users). Beseribe:

X Ttis not feasible for the systeny/project to provide special protection to
S8Ns.

b3
b7E
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8. Isthe sysiem operated by a coniractor?
X N

____Yes. Information systems operated by contractors for the FBI may be
considered Privacy Act systems of records. The Federal Acquisition Regulation
contains standard contract clauses that must be included in the event the system
collects, maintains or disseminates PH and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the
Office of the General Counsel may be required if a contractor is operaling the
system for the FBI.

9. Has the system undergone Certification & Accreditation {C&A) by the FBI Security
Evivision {(SecDY!

__NO M no, indivate reasen; if C&A is pending, provide anticipated
completion date:

X _YES Hfves, please indicate the following, if known:

Provide date of last C& A certification/re-certification:
§4/26/2810

Confidentiality:Low__Moderate X _High _ Undcfined

Integrity: __Low _ Modevate _%_High _ Undefined

Availability:  Low _ Moderate _X High Undefined
“““““ ___Not applicable — this system is only papesr-based.

10. Does the system conduct data mining as defined in Section 804 of the Inyplementing
Recommendations of the 9711 Commission Act of 2007, P.L. 110-33 (codified at 42 USC
2000ee-3)7

X _NO

_____YES If yes, please deseribe the data mining fanction:

11. s this a national security system (as determined by the Sech))?

UNCLASSIFIED // FORg.
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12. Status of Systewy/ Project:

This is a new system/ project in development.

. EXISTING SYSTEMS/ PROJECTS
1. When was the system/project developed? 10/26/1998
2. Has the system/project undergone any sxgmmmﬁ changes since Apnil 17, 20037

X NOQ {If no, proceed to next guestion (1133

__ YES If yes, indicate which of the fallowing changes were involved (mark all
changes that apply, and provide brief explanation for each marked change):

A conversion from paper-based records to an electronic system.
. A change from information ina format that is anenymous or non-
identifiable to a fornat that is identifiable to particular individuals.

Acnew use of an [T system/project, including apphuatmn of a new
technology; that changes how information in identifiable form is managed.
{For example, a change that would ¢reate a more open snvironment and/or
avenue for exposure of data that previously did not exst.}

A change that resuits in information in identifiable form being
meréed centralized, or matched with other databases,

A newmethod of authenticating the use of and access to
information in identifiable form by members of the public.

_ A systematie incorporation of databases of inforruation in
identifiable form purchased or obtained from commmercial or public sources.

A newinteragency use or shared agency function that results in
new uses or exchanges of information in identifiable form.

A change that results in a new use or disclosure of information'in
;denuﬁabk form.

UNCLASSIFIED // Fova_
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““““ A change that resulis in new items of information in identifiable
form being added into the systemy/project.

Changes do not involve a change in the type of records maintained,
the individuals on whom records are maintained, or the use or
dissemination of information from the systery/project,

Other [Provide brief explanation]:

3. Doesa PIA for this system/project already exist?

X NO vEs| b3
b7E

If yes:
a. Provide date/title of the PIA:
b. Has the systein/project undergone any significant changes since the PIA?

___NO __¥ES

UNCLASSIFIED /¥8R0
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