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Unclassified

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM / PROJECT: Bureau Personnel Management System (BPMS)

BIKR FBI Unique Asset ID: _SYS0000008

Derived From: : ' SYST%OC FBI OGC/PCLU POC
Classified By: Name Name]
Reason: Program Oftice: U Phone
Declassify On: Division: ITSD Room Number: JEH 7350
Phone: '
Room Number: 1907

FBI DIVISION INTERMEDIATE APPROVALS

Program Manager (or other appropriate Division Privacy Officer
executive as Division determines)
Program Division: IT Signature] | Signature:
Services Division Date signed: 7 /26 /3032 Date signed:
Name:lgrl | Name:
Title: Supervisory IT Specialist (Unit Chief) | Title:
FBIHQ Division: Signature: Signature:
Human Resources Date signed: Date signed: .
Division Name: David G. Bennett Name:!
: Title: Assistant Director Title: Division Privacy Officer for ITB
1
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Unclassified

{ . FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS
_X  PlA is required by the E-Government Act.
PIA is to be completed as a maiter of FBY/DOJ discretion.

Is PIA to be published on FBL.GOV (after any RMD FOIA redactions)? _X__ Yes. _  No (indicate reason):

_____PIA is not required for the following reason(s):
___ System does not collect, maintain, or disseminate PII.
____ System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
____Information in the system relates to internal government operations.
____System has been previously assessed under an evaluation similar to a PIA.
____No significant privacy issues (or privacy issues are unchanged).
____ Other (describe):

Applicable SORN(s) Justice/FBI-008, Bureau Personnel Management System (BPMS), 58 Fed. Reg. 51,875 (Oct 3,
1993), as amended 66 Fed. Reg. 8425 (Jan. 31, 2001) and 72 Fed. Reg. 3410 (Jan. 25, 2007).

Notify FBI RMD/RIDS per MIOG 190.2.3? X No __ Yes--See sample EC on PCLU intranet website here:
http://home/DO/OGC/LTB/PCLU/PrivacyCivil%20Liberties%20Library/form_for_miog190-2-3 ec.wpd

SORN/SORN revision(s) required? _ No  _X__Yes (indicate revisions needed): Revised system of records
needed in order to accurately reflect increase in collection of information and the manner in which the information is
stored and used.

Prepare/revise/add Privacy Act (€)(3) statements for related forms? __ No  _X_ Yes (indicate forms affected):
HRD should continue to work with OGC’s PCLU to review new and existing forms to ensure that the requirements of 5
U.S.C.§ 552a(e)3) are met.

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues.
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this
as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates.

Other:

y

Unit Chief Signature: / _
Privacy and Civil Liberties Unit Date Signed: 7 &'b/ / 2~
James J. Landon, Deputy General Counsel Signature: e { / /
FBI Privacy and Civil Liberties Officer Date Signed: / / / 2/27/1)

2
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Unclassified

I. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes: (a) name of
the system/project, including associated acronyms; (b) structure of the
system/project, including interconnections with other projects or systems; (c)
purpose of the system/project; (d) nature of the information in the system/project
and how it will be used; (e¢) who will have access to the information in the
system/project; (f) and the manner of transmission to all users.

System Overview:

The Bureau Personnel Management System (BPMS) is an FBI system that
supports integrated human resource and payroll functions. | : b7E

[ The principal sponsor of BPMS is
the Human Resources Division (HRD). Secondary sponsors include the Finance Division
(FD), Director’s Otfice (DO), and Security Division (SD).

BPMS is made up of many applications that support the management of personnel:
resources, applicant, security matters and the payroll system of the FBI. The scope of the
System Security Plan (SSP) covers the following BPMS components and the
accreditation boundary consists of the following applications:

b7E

-y

3
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epic.org EPIC-14-06-04-FBI-FOIA-20150519-6th-Production FPIC-1804



Uneclassified

2. Does the system/project collect, maintain, or disseminate any information about
individuals (i.e., a human being or natural person, regardless of nationality)?

NO [If no, STOP. The PTA is now complete and after division approval(s)
should be submitted to FBI OGC/PCLU for final FBI approval. Unless you are otherwise
advised, no PIA is required.]

__ X _YES [If yes, please continue.]

3. Please indicate if any of the following characteristics apply to the information in the

system about individuals: Bear in mind that log-on information may identify or be
linkable to an individual.

{Check all that apply.)
_X___The information directly identifies specific individuals.

_ X__ The information is intended to be used, in conjunction with other data elements,
to indirectly identify specific individuals.

_ X__ The information can be used to distinguish or trace an individual’s identity (i.e., it
is linked or linkable to specific individuals).

If you marked any of the above, proceed to Question 4.

13
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Uneclassified

____ None of the above. If none of the above, describe why the information does not
identify specific individuals either directly or indirectly. [If you checked this item, STOP
here after providing the requested description.]

4. Does the system/project pertain only to government employees, contractors, or
consultants?

_ X NO ' YES
5. Is information about United States citizens or lawfully admitted permanent resident
aliens retrieved from the system/project by name or other personal identifier?
NO. [If no, skip to question 7.]
__X_YES. [If yes, proceed to the next question.)

6. Does the system/project collect any information directly from the person who is the
subject of the information?

NO [If no, proceed to question 7.]
_ X YES
a. Does the system/project support criminal, CT, or FCI investigations or
assessments?

_X_ NO

YES [Hf yes, proceed to question 7.}

b. Are subjects of information from whom the information is directly collected
provided a written Privacy Act {(e)(3) statement (either on the collection form or via a
separate notice)?

NO [The program will need to work with PCLU to develop/implement
the necessary form(s).].

- _X__ YES Identify any forms, paper or electronic, used to request such

14
Unclassified
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Unelassified

information from the information subject: Multiple forms exist.

7. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the
system/project? Full SSNs should only be used as identifiers in limited instances.

NO _X_YES Ifyes, check all that apply:

SSNs are necessary to establish/confirm the identity of subjects, victims,
witnesses or sources in this law enforcement or intelligence activity.

__X__ SSNs are necessary to identify FBI personnel in this internal
administrative system.

__X__ SSNs are important for other reasons. Describe: Payroll and insurance
matters; background investigations and reinvestigations

__X__ The system/project provides special protection to SSNs (e.g., SSNs are
encrypted, hidden from all users via a look-up table, or only available to certain
users). Describe: SSNs are encrypted during transmission and are available only
to certain users.

It is not feasible for the system/project to provide special protection to
SSNs. Explain: '

8. [s the system operated by a contractor?
__ X No.

_ _ _Yes. Information systems operated by contractors for the FBI may be
considered Privacy Act systems of records. The Federal Acquisition Regulation
contains standard contract clauses that must be included in the event the system
collects, maintains or disseminates PII and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the

* Office of the General Counsel may be required if a contractor is operating the
system for the FBI.

9. Has the system undergone Certification & Accreditation (C&A) by the FBI
Security Division (SecD)?

NO If no, indicate reason; if C&A i is pending, provide anticipated
completion date:

_ X __YES Ifyes, please indicate the following, if known:

15
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Unclassified

Provide date of last C&A certification/re-certification:
12/04/2008

Confidentiality:__Low__Moderate _X_ High _ Undefined
Integrity: _ Low _ Moderate X _High __ Undefined
Availability: _ Low _ Moderate _X_High __ Undefined

Not applicable — this system is only paper-based.

16
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10.  Does the system conduct data mining as defined in Section 804 of the
Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110-
53 (codified at 42 USC 2000¢e-3)?
__ X NO

YES  If yes, please describe the data mining function:
11. Is this a national security system (as determined by the SecD)?

Xx NO YES

12. Status of System/ Project:
This is a new system/ project in development. [If you checked this block,
STOP. The PTA is now complete and after division approval(s) should be

submitted to FBI OGC/PCLU for final FBI approval and determination if
PIA and/or other actions are required.]

II. EXISTING SYSTEMS / PROJECTS
1. When was the system/project developed? June 1989
2. Has the system/project undergone any significant changes since April 17, 20037
__ NO [If no, proceed to next question (11.3).]
__X__YES If yes, indicate which of the following changes were involved (mark all
changes that apply, and provide brief explanation for each marked change):

A conversion from paper-based records to an electronic system.

A change from information in a format that is anonymous or non-
identifiable to a format that is identifiable to particular individuals.

A new use of an IT system/project, including application of a new
technology, that changes how information in identifiable form is managed.
(For example, a change that would create a more open environment and/or
avenue for exposure of data that previously did not exist.)

X A change that results in information in identifiable form being
merged, centralized, or matched with other databases.

17
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Unclassified

A new method of authenticating the use of and access to
information in identifiable form by members of the public.

A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources.

A new interagency use or shared agency function that results in
new uses or exchanges of information in identifiable form. :

__X A change that results in a new use or dlsclosure of information in
identifiable form.

A change that results in new items of information in identifiable
form being added into the system/project.

_ Changes do not invdlvc a change in the type of records maintained,
the individuals on whom records are maintained, or the use or
dissemination of information from the system/project.

X Other [Provide brief explanation]:| b7E

3. Does a PIA for this system/project already exist?

_X_NO YES (A PIA was published in 2006 for the Bureau Personnel
Management System Security Clearance Subsystem; however, the PIA does not
adequately define the system under current DOJ and FBI standards.)

If yes:
~ a. Provide date/title of the PIA:
b. Has the system/project undergone any significant changes since the PIA?

__NO _ YES

[The PTA is now complete and after division approval(s) should be submitted to
FBI OGC/PCLU for final FBI approval and determination if PIA and/or other
actions are required.) ' '

18
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