UNCLASSIFIED // FOUQ

FINAL FBI APPROVAL/ DETERMINATIONS / CONDITIONS:

PIA is required by the B-Government Act.

____PIAGs to be completed as a matter of FRIDOI discretion

15 PIA to be published on FBLGOV (afier any RMD FOIA redactions)?  Yes. _ No(indicate reason):

% PIA is notreguired for the following reason{sy;
___ System does not collect, maintain, or disseminate Pilo
_System i grandfatheted {in existence before 4/17/2003; no later changes posing sigmficant privacy risks}.
___ Information in the system relates to internal government operations.
___ Bystem has been previously assessed under an evaluation similar to'a PIA,
x_ No significant privacy issues {or privacy issues are unchanged).

x_ Other (describe): This application] | The purpose uﬂ |
}‘hus-, there §s no privacy risk| |
I

Applicable SORN(s): NA

Notify FBI RMDVRIDS per MIQG 190237 _No ___Yes--See sample EC on PCLU intranet website here:
hitp:/home DOIOGC/LTBRCL U Privacy Civi 1520 Libertics%520Library/form_for: miogl90-2-3_ecowpd

SORN/SORN revision{s) required? _ No Yes (indicate revisions needed);

Prepare/revise/add Privacy Act (eX3) statements for related forms?  _ Ne _Yes (indicate forms affected):

infa

RECORDS. The program should consult with RMD to idemify;r‘resal?e.any Federal recordsielectronic records 1ssugs.
The system nay contain Federal secords whether or not it containg Privacy Act requests and, in any eveny, arecords
schedule approved by the Natiopal Archives and Revords Adnrinistration is necessary. RMIY can provide advice on this
a5 well as on complianice with requirements for Electronic Recordkeeping Certification and any necessary updates,

\‘fv‘
[Ginit Chief Signature: Y
Privacy and Civil Libertics Unit Date Signed 5/ ‘?é”f f&-
James I, Landon, Deputy General Counsel Signature: el BT
FBI Privacy and Civil Liberties Officer Date Signed:

UNCLASSIFIED [/ FOUO
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UNCLASSIFIED // FOUO

1. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general deseription of the system or praject that includes: () pame of
the system/project, including associated acronyms; {b) structure of the
system/project, including interconnections with other projects or systems; (¢}
purpose of the system/project; (d) nature of the information in the system/project
and how it will be used; (¢) whe will have access fo the information in the
system/project; {{} and the manner of transmission to all users.

| kupports the management of

TSreciorale of NI Cenct. L Ne appLcalionl allows @ Bsel m|

Information is manually entered into the |Application via
predefined data entry screens. Users may view the information using predefined queties
and reports.

Lisers of the application are PBI Headquarters and Field personnel with 2 need to
| Access ta |
[&s Tmited to selected personnel] [
All aveess to the | Application is approved byl |
I

Thel lapplication is part of the Tavestigative Mainframe
Applications that run on the FBINET closed network. FBINET can only be accessed by
authortzed persons.

2. Doss the systemvproject collest, maintain, or disseminate any information about
individuats Gi.e., & human being or natural person, regardless of nationality)?

x_nNo |
_ 1

YES [If yes, please continue.]

epic.org EPIC—1MNW§@RS’{ Qgﬁﬂgguction
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UNCLASSIFIED // FOUO

3. Please indicate if any of the following characteristics apply to the information in the
systerm about individuals: Bear in mind that log-on information may identify or be
Hnkable to an individual.

{Check all that apply.)

The information directly identifies specific individuals.

M RALR

The information is intended to be used, in conjunction with other data elements,
to indirectly identifv specific individuals.

The information can be used to distinguish or trace an individual’s identity {.e, 1t
iy linked or linkable to specific individuals)

1f you marked any of the above, proceed to Question 4.

_ None of the above. If none of the above, describe why the information does not
identify specific individuals either directly or indirectly.

4. Does the systemyproject pertain only to government employess, contractors, or
consultants?

NO  __ YES

B ecopEhr o

5. Isinformation about Usnited States citizens or lawfully aémitteéi permanent resident
aliens retrieved from the systenvproject by name or other personal identifier?
NO. {If no, skip to question 7.]

___YES. {If yes, proceed to the next questioni]

6. Does the system/project collect any information divectly from the person wha is the
subject of the information?

NO [If e, proceed to guestion 7.

L YES
a. Does the systen/project support criminal, CT, or FCI investigations or
assessments?
NO

epic.org EPIC—1M&M&$§E§§§&§1 QW—H'Quction EPIC-1540
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YES  {If yes, proceed {o question 7.]

b. Are subjects of information from whom the information is directly collected
provided a written Privacy Act (e}(3) statement (cither on the collection form ot viaa
separate notice}?

NO [The program will need to work with PCLU to develop/implement
the necessary form{sh]

YES Identify any forms, paper or elecironic, used to request such
information from the information subject:

7. Are Social Security Numbers (SSNs) collected, maimtained or disxcmmatcd from the
systenyvpu D;Lcl‘? Full SSNs should only be used as identifiers in fimited instances,

NO YES 1If yes, check all that apply:

__S&8Nsare negessary to ‘establish/confirm the identity of subjects, victims,
Witnesses oF sources in this law enforcement or intelligence activity.

__SSNs are necessary to identify FBI personnel in this internal administrative
wstcm

_SSNs are important for other reasons. Deseribe:

___The system/project provides special protection to S8Ns (e.g., SSNs ave
mcrvpted hidden from all users via a look-up table, or only available to certain
users). Deseribe:

It is not feasible for the system/project to provide special protection to
SSNs.
Explain:

8 1s the system operated by a contractor?

__No.

____Yes, Information systerns operated by contractors for the FBI may be
considered Privacy Act systems of records. The Federal Acquisition Regulation

contains standard contract clauses that must be included in the event the sysiem

collects, maintains or disseminates PII and additional requirements may be

imposed as a matter of Department of Justice policy. Consultations with the

epic.org EPIC—MML&S&I&E&%& fggggiuction EPIC-1550
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Office of the General Connsel may be required if a contractor is operating the
system for the FBL

9, Has the system undergone Certification & Accreditation {C&A) by the FBI
Security Division (SecD)?

NO I ono, indicate reason; i C&A is pending, provide anticipated
eompletion date;

YES it yes, please indicate the followiag, if kKnown:
Provide date of Iast C&A certification/re-certification:
Coufidentinlity: Low_Moderate  High _Undefined

High Undefined

D aaon)

Integrity: _bLow _Moderate
Availability: _ Low _ Moderate _ High _ Undefined
_____ Notapplicable - this system is only paper-based.
10, Doss the system conduct data mining as defined in Section 804 of the
Tmplementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110«

53 (codified at 42 USC 2000ee-3)?
NO

____YES ¥ yes, please deseribe the dats mining function:
11. s this a national security system {as determined by the SeeD)?
e NO e YES

12, Status of System/ Project:

This is a new system/ project in development.

Il EXISTING SYSTEMS/ PROJECTS
1. When was the system/project developed?
2. Has the system/project undergone any significant changes since April 17, 20037

NG {If no, proceed to next question (11.3}.]

epic.org EPIC—ﬁM@%ﬁ%gﬁTE&Eéﬁducﬁon EPIC-1551
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YES If yes, indicate which of the following changes wers iném‘iwd (mark all
changes that apply, and provide brief explanation for each marked change):

A change from information in a format that i AUONYMOUSs or BoN-
identifiable to a format that is identifiable to particular individuals.
A nswusc of an IT system/project, including application of a new
technology, that changes how information in identifiable form is managed.
{For example, a change that would create a more open enviromment and/or
avenue for exposure of data that previeusty did not exist)

A change that results in information in identifiable form being
merged, centralized, or matched with other databases.

___ Anew method of authenticating the use of and access lo
information in identifiable form by members of the public.

A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources,

____ Anew interagency use or shared agency function that results in
new uses or exchanges of information irs identifiable form,

. Achange that results in 2 new use or disclosire of information in
tdentifiable form.

A change that results in new items of information in identifiable
form being added into the system/project.

______ Changes do not involve a change in the type of records maintained,
the individuals on whom ,‘r_ecm'ds are maintained, or the use.or
digsemination of information from the systeny/project.
__Other {Provide brief explanation]:

3. Doesa PIA for this system/project already exist?
NO  _YES
If yes:

a. Provide date/title of the PiA:

b, Has the system/project undergone any significant changes since the PIA?

epic.org EPICM&QM&%ﬁE&&ﬁ m};@uction EPIC-1557
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NO ___YES
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
Dave 11 -1--201d By NSO/ L bg)

(OGCPCLY {Rev. 04/61/2011)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM / PROJECT: Child Exploitation Tracking System (CETS)

BIKR FBI Unigue Asset 1D: _2011-006-01

SYSTEMRBROJECT POC FRI QGCRCLU POC
Name: SA | Nams: AGC

Program Office: Innocent Images Phone:

Dvision: Cyber (moving to CID as of Room MNumber: JEH, Rm 7350
October 1}

Phone:

Room Number:  FBEHQ, Linthicum 2

FBI DIVISION INTERMEDIATE APPROVALS

Program Manager (or other appropriate Division Privagy Officer
executive as Divigion determiines} |

Program Division: CID | Signature: | Signatusg]
Date signed | ¢€4 8 Frae Date signe:dt“‘;.i‘g;%?"‘
Name:| — 17 Name:
Title: Unit Chief Title:

FBIHQ Diviston: Signature: | | Stgnatur

CiD Date signed: o fe 7 s Date signe i
N‘a‘me:r | ' Name:é Rl
Title: Acting, Assistant Section Chief Title: Supervisory Special Agent

epic.org EPIC-14-06-04-FBI-FOIA-20150519-6th-Production FPI(C-1764
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FINAL FBI APPROVAL / BETERMINATIONS / CONDITIONS:

X _PIAis required by the E-Governmsat Act.

PIA is to be completed as a matter of FBYDOI discretion:

s PIA 1o be published on FBLGOV (afler any RMD FOIA redactions)? Yes, X « e very

PIA is not required for the following reason{s})
System does not coflect, smaintain, or disseminate FiL
_________ System is grandfathered (in existence before 4/17.22003; no later changes posing significant privacy risks).
__Information in the system relates to internal government operations.
________ System has been previously assessed under an evaluation similar to a PTA,
_ No significant privacy issuss {or privacy issugs are unchanged).
Cther

Applicable SORN(Gs):  JUSTICE/FBI002 (Central Records Svstem) and DON-002 (DOX Computer Svstems Activity
and Access Records)

Notify FRI RMIVRIDS per MIOG 190,237 No X Yes--8¢e sample EC on PCLU intranet website here:

hitp:/home/DOOGC/LTRPCLU/PrivacyCivil%420L ihertiss%20L ibrary/form_for_miegi90:2-3_ec.wpd

SORN/SORN revision(s) required? X No

Preparefrevise/add Privacy Act {e)(3) statements for related forms? X No

RECORDS. The program should consult with RMD to identify/resolve any Federal records/elsctronic records issues.
The system may contain Federal records whether' or niot it containg Privacy’ Act tequests and, n any event, a records
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this
as well as on compliance with requirernenis for Electronic Recordkeeping Certification and any necessary updates,

Othern

Unit Chief {(Acting) Signature: b
Privacy and Civil Liberties Unit Date Signed: “:Li ;Ll‘”'f' 2N
¥

Elizabeth Ross Withnell, Deputy Genersl Signature;

/
Counsel {Acting) Date Signed: @[ fﬁm o Anard qué{ by
) ¢

FBI Privacy and Civil Liberties Officer

epic.org EPIC-14-06-04-FBI-FOIA-20150519-6th-Production FPI{C-1765
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P

[, INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or projeet that inclades: (a) name of
the system/project, including associated acronyms; {(b) structure of the
system/project, including fnterconnections with sther projects or systems; {¢}
purpose of the system/project; (d) nature of the information in the systew/project
and how it will be used; (¢) who will have aceess to the information in the
system/project; (£} and the manner of transmission to all users,

The Child Exploitation Tracking System (CETS) is a web-based application available
from the FBI's Innocent Images Office] |
| |CETS will be used as a deconfliction
too! by FBI personnel internally and between Tederal, state, local, and international faw
enforcement agencies' who are investigating child exploitation cases, CETS will provide b7E
approved authorized FBI users the ability to share investigative intelligence and images
in child pornography cases. | |

CETS will cc‘_ntainl finages| loriginally obtained from various law
enforcement entities| | These images have
been seen in or identificd through child explottation cases. Not all imaged  Jare

considered child pernography, however, meost of them are considered child exploitation b7E
material. | |
Victims: There will be no victim names or addresses maintained in the systeny, but there
will he imagesl |
b7E
Nothing in CETS (including any image] fefersio

the victim’s true namy |
Subjects: | [CETS.
This would include the subject Name

b7E

be available to those state, Incal, or international law enforsement individuals| ]
[cETH
b7E

epic.org EPIC-14-06-04-FBEFDIA3G §§8Y8:8-Production EPIC-1766



[CETYH
b7E
b7E
Users will access CETS via a valid] |acc:0um| |
CETS and a CETS login screen 13 presented. Even hongn users Will access Livid b7E
CETS will not actually] |
CETS.

2. Does the systey/project collect, maintain, or disseminate any information about
individuals (i.e.. 4 human being or natural person, regardless of nationality)?

NO

X __YES  {{fyes, please continue.]

3. Please indicate if any of the following characteristics apply to the information in the
system about individuals: Bear in mind that log-on information may identify or be
linkable to an individual.

{Check all that apply.)

X The information directly identifies specific individuals.

X The information is intended fo be used, in conjunction with other data

slements, to indirectly identify specific individuals.

X The information can be used to distinguish or trace an individaal's identity
(i.e., it is linked or linkable to specific individuals}.

If you marked any of the above, proceed to Question 4.

_ None of the ahove. If none of the above, describe why the information does not
identify specific individuals either directly or indirectly

4. Does the system/project pertain only 10 government employees, contractors, or
consultants?

X NO YES

———a

ENE N T
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5 1s information about United States citizens or lawfully admitted permanent resident
aliens retrieved from the system/project by name or other personal identifiex?

_NO. {If no, skip to guestion 7.]
X YES. {Hfyes, proceed to the next question.]

6. Daes the system/project collect any information directly from the person who is the
subject of the information?

X NO [ ne, proceed to question 7.] However, CETS will b7E
| |
YRS

a. Does the system/project support criminal, CT, or FCLinvesti gations or

NO
______ X __YES [ifyes, proceed to guestion 7.

b. Are subjects of information from whom the infoernsation is directly collected
provided a written Privacy Act (€)(3) statement (either on the collection formor vina
sepaiate notice)?

NO [The program will need to work with PCLU to develop/implement
the mecessary form{s).]

__YES identify any forms, paper oy electronic, used to request such
information from the information subject:

7. Are Social Security Numbers {SSNs) collected, maintained or disseminated from the
system/project? Full S8Ns should only be used as identifiers in limited instances.

X__NO ____YES Ifyes,check all that apply:

____ SSNs are necessary to establisiveontinm the identity of subjects, victims,
witnesses or sources in this law enforcement or intelligence activity,

_ S8Nsare necessary to identify FBI personnet in this internal administrative
syster.

epic.org EPIC-14-06-04-FBKE QAU S§5E-88-Production FPIC-1768
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____ SSNs are important for other reasons. Describe:
““““ The system/project prowdeq special protection to S8Ns (e.g. S8Ns are
encrypted, hidden from all users via a look-up table, or only av ailable to certain

users). Describe:

It is not feasible for the system/project to prov ide special protection to
SSNs. Eﬁg«ﬁmw

3. 1s the system operated by a contractor?
X No.

__Yes. Information systems operated by contractors for the FBI may be
considered Privacy Act systems of records. The Federal Acquisition Regulation
contains standard contract clauses that must be included in the event the system
callects, maintains or disseminates PI and additional requirements may be
imposed as a matter of Department of Justice policy. { Consultations with the
Office of the General Counsel may be required if a contractor is operating the
system for the FBL

9, Has the system undergone Certification & Accreditation (C&A)Y by the FBI
Security Division ( Sec] 3?

X ___NO Ifno, indicate reason; if C&A is pending, provide anticipated
completion date: Pending with an anticipated completion date of

2/13/2013; however, Security Division {SecD3) has determined the
below categories for CETS. On August 13, 2012, SecD granted
CETS an Authority to Test for 180 davs beginning on August 13,
2012,
Once this PTA is completed, the Innocent Images Otfice may
begin testing in accordance with the ATT requirements, which
include parging all of the data from the test environment at the end
of the testing,

YES  If yes, please indicate the follewing, if known:
Provide date of last C&A certification/re-certification:
Confidentiality: Low X Moderate _High Undefined
Tategrity: __Low X Maoderate  High Undefined

Availability: X Low _ Moderate _ High __Undefined

epic.org EPIC-14-06-04-FRKFOIA- 231 §§51¥8:8th-Production EPIC-1769



____Not applicable - this system is only paper-based.

10, Does the systerm conduet data mining as defined in Section 804 of the
Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110~
53 (codified at 42 USC 2000ee-3)7

YES  If yes, please describe the data mining funetion:

11. Isthis a national security system {as determined by the Secl))?
X _NO YES

12. Status of Syster/ Project:

X This is anew systeny/ project in develepment.

. EXISTING SYSTEMS / PROJECTS

i
[ o]

r

1. When was the system/project developed?
2. Has the system/project urlergone any significant changes since April 17, 20037

NO [if no, proceed to next question (11.3).
. P q

YES If yes, indicate which of the following changes were involved {(mark all
Lhangm that apply, and provide brief explanation for each marked change):

A conversion from paper-based records to an electronic system.

A new nse of an IT system/project, including application of a new
technology, that changes how information in identifiable form is managed.
(For example, a change that would create a more open environment and/or
avenue for exposure of data that previously did not exist.) ’

. A change that results in information in identifiable form being
merged, centralized, or matched with other databases.

A new method of authenticating the use of and access to
information in identifiable form by members of the public.

A R

epic.org EPIC-14-06-0%:FBh-FOR IS 5¥5R:Bh-Production
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“““““““ A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources.

A new interagency use or shared agency function that results in
new uses or exchanges of information in identifiable form.

\\\\\\\\\\\\\ A change that results in a new use or disclosure of information in
identifiable form.

A change that results in new items of information in identifiable
form being added into the system/project.

Changes do not involve a change in the type of records maintained,
the individuals on whom records are maintained, or the use or
dissemination of information from the system/project.

Other {Provide brief explanation]:

3. Doesa PIA for this system/project already exist?
NO _ YES

Hye

-

4]

a. Provide date/title of the PiAC
b. Has the svstem/project undergone any significant changes since the PIA?

NO _ YES

g
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