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FBI Privacy Threshold Analysis (PTA) Cover Sheet  (oce/peLu Rev. 1/17/07)

NAME OF SYSTEM: Technical Revitalizasion Progrars

FBI SYSTEM CONTACT PERSON

Name: | b6
Program Office: i b7c
Division: FTOn
Phone: | |
Room Number: {8944
Date PTA submitted for approval: 2007
FBI DIVISION APPROVALS. ApiA (and/or #TA) should be preparad/approved by the copnizant program managarnent in
coifaboration with 17, security, and end-user management and OGC/PCLU. (PIAs/PTAs refating to electronic forms/questionnaires implicating
the Paperwork Redustion Act shouid also be coordinated with the RMD Forms Desk) I the subjecrof 2 FTA/PIA s under the program
cogoizance of an FRIHQ Division, prior 1o ferwarding to GGC the FTA/PIA must also be referred 1o the FRIMO Division Tor program review and
approval, if required by the FBHHG Division.
Program Division:[TOD FBIHQ Division:T:D
Program Manager Signature: Signature:
(or other appropriate Date signed: 4/11/07 Date signed: 4/21/07
executive as Division Nam4: Name: Lo bé
determines) Title: P Titd i) b7c

Division Privacy Officer Signature:

Date signed:

Title: Deputy General Counsel

Signature:
Date signed:
Name:

Title:

-FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature:
Date Signed: 5/15/07
Name: Patrick W. Kelley
Title: Deputy General Counsel

Uporn final FBlapproval, FRI CGCwill distnbute as follows:
1- Original signed copy to 190-HQ-C1321794
Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
1-FBIOCIO

1-FBI SecD (electronic copy via e-mail)

2*- Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler

EPIC-2229



FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:  Technical Revital

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is

required by conducting and following Privacy Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

WS RO A Sysiom and INoretare Nas No mermanacn.

2. Purpose for collecting the information and how it will be used

£

3. Thesystem's structure (including components/subsystems):

4. Means of accessing the system and transmitting information to and from the system:

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons can

access the information: N/A

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can

access the information:

7. Has this system been certified and accredited by the FBI Security Divisions? ~ _ Yes _No N/A

8 Isthis system encompassed within an OMB-300? __ Yes No _ Don't Know

X
i one.}

{if ves, please attach copy of far

R Was the system developed prior to April 17, 2003?
__YES (If “yes,” proceed to Question 1.)
_x_NO (If “no,” proceed to Section I1.) Although the Technical Revitalization Program is not a system, the timing of the replacement of IT

equipment postdates April 17, 2003.
1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

epic.org EPIC-14-06-04-FBI-FOIA120150616-7th-Production EPIC-2230



FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:  Technical Revitalization Program

(Continue to Question 2.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.

(FBl and DOJ reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.
1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):
The Technical Revitalization Program is an orderly and planned replacement of the FBI's technical assets that are associated with its operating
platforms.
(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
_XNO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and
forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?

__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:

_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

epic.org EPIC-14-06-04-FBI-FOIAZ20150616-7th-Production FPIC-2231



FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM:  Technical Revitalization Program

__No.  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIAis

required.  (FBI and DO)J reviewing officials reserve the right to requirea  PIA))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

. Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
NO (If “no,” please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?

YES Ashort-form PlAis required.  (l.e., you need only answer Questions 1.1,1.2,2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3, and 8.9 of
the PIAtemplate)  Please note that FBl and DO)J reviewing officials reserve

the right to require completion of afull PIA.  (PTAis complete---forward

with PIA.)

__NO (If “no,” afull PIAis required.  PTA is complete.)
July 24,2008:  Name change annotation:
From: l | aTOD) (CON) b6
Sent: _Thursday, July 24, 2008 3:16 PM b7C
To: |(OGC) (FBI)
Cc: [TroD) (FB); krrop) ren ] (rToD)(FBI)
Subject: Prevention of Information Technology Obsolescence (PITO) - OMB Exhibit 300 FY 10 Submission

Importance: High

UNCLASSIFIEDNON-RECORD

L]

Per our phone discussion, for your records the Technology Revitalization Program is currently known as Prevention
of Information Technology Obsolescence (PITO) program.

epic.org EPIC-14-06-04-FBI-FOIA320150616-7th-Production FPIC-2232
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FBI Privacy Threshold Analysis (PTA) Cover Sheet  (osc/peLu (Rev. 07/06/07)

NAME OF SYSTEM:  Evidence Collection and Management System (ECMS)

FBI SYSTEM CONTACT PERSON FBI OGC/PCLUPOC

Name: SSA] Name: |:|
|_

Program Office: Evidence Response Team Unit
Division: Laboratory Phone: |
Phone] | Room Number: JEH 7338
Room Number: 4310

Date PTA submitted for approval: 08/16/2007

FBI DIVISION APPROVALS. ApiA (and/or #TA) should be preparad/approved by the copnizant program managarnent in
coifaboration with 17, security, and end-user management and OGC/PCLU. (PIAs/PTAs refating to electronic forms/questionnaires implicating

the Paperwork Redustion Act shouid also be coordinated with the RMD Forms Desk) I the subjecrof 2 FTA/PIA s under the program

cogoizance of an FRIHQ Division, prior 1o ferwarding to GGC the FTA/PIA must also be referred 1o the FRIMO Division Tor program review and

approval, if required by the FBHHG Division.

Program Division: linsert division namej FBIHQ Division: Laboratory
Program Manager Signature: Signature: /s/
(or other appropriate Date signed: Date signed: 8/16/07
executive as Division Name: Name:
determines) Title: Title: Supervisory Special Agent
Division Privacy Officer Signature: Signature: /s/

Date signed: Date signed: 8/16/07

Name: Name: John)oseph Behun

Title: Title: Section Chief

Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (EH Room 7338),

-FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed: ~ 8/22/07
Name: David C. Larson
Title: Acting Deputy General Counsel
Upon final FBl approval, FBI OGCwill distribute as follows:
1- Signed original to 190-HQ-C1321794
Copies:
1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1- OGC\PCLU intranet website
2 -FBIOCIO / OIPP 1-PCLU Library
1-FBI SecD (electronic copy via e-mail) 1-PCLU Tickler

2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production FPI-2272
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Evidence Collection and Management System (ECMS)

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.
A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:
A.  General System Description: Please briefly describe:

1. Type of information in the system (If the system is solely related to internal government operations

please provide a brief explanation of the quantity and type of employee/contractor information:): b7E
2. Purpose for collecting the information and how it will be used:
b7E
3. Thesystem's structure (including components/subsystems):
b7E
4. Means of accessing the system and transmitting information to and from the system:
b7E

epic.org EPIC-14-06-04-FBI-FOIAI20150616-7th-Production FPIC-2273



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Evidence Collection and Management System (ECMS)

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons

can access the information:

b7E

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons
can access the information:

No persons outside the FBI will have access to the information.

7. Has this system been certified and accredited by the FBI Security Divisions?
NO - The FBI Security Division (SECD) has authorized the ERT Unit to build and beta test. ~ Once the system is proven

to be secure, SECD will certify and accredit the system.

8 Isthis system encompassed within an OMB-300? __ Yes X _No _ Don't Know

{if ves, please artach copy of larest one )

R Was the system developed prior to April 17, 2003?
__YES (If “yes,” proceed to Question 1.)
X NO (If “no,” proceed to Section I1.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)

3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:

_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

epic.org EPIC-14-06-04-FBI-FOIAZ20150616-7th-Production FPI(C-2274



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Evidence Collection and Management System (ECMS)

__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PIAis required.  (FBland DOJ reviewing officials reserve the right to requirea  PIA)))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):
SEEA.2 above.

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
X YES (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,

approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)

3. Isthe system solely related to internal government operations?

X YES. SeeA.1and A2 above.

If "yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
X No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties
Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are

otherwise advised, no PIAis required.  (FBl and DO reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Hl.  Full or Short-Form PIA

epic.org EPIC-14-06-04-FBI-FOIA320150616-7th-Production FPIC-2275
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Evidence Collection and Management System (ECMS)

1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)

NO (If “no,” please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?

__YES  Ashort-form PIAis required.  (le, you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9 of the PIA template))  Please note that FBI
and DOJ reviewing officials reserve the right to
require completion of afull PIA.  (PTAis

complete—forward with PIA.)

NO (If “no,” afull PIAis required. ~ PTA'is complete.)

epic.org EPIC-14-06-04-FBI-FOIA%0150616-7th-Production FPI(C-2276
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UNCLASSIFIED/FOUO

(OGC/PCLU (Rev. 01/05/09)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
(equivalent to the DOJ Initial Privacy Assessment (IPA))

NAME OF SYSTEM / PROJECT:l | v

Derived From: Not Applicable
Classified By:

Reason:

Declassify On:

SYSTEM/PROJECT POC

Name/] |
Program Office: HUMINT Technical
Unit (HTU)

Division: Directorate of Intelligence
(DI)

Phonel ]

Room Number: 11100

FBI OGC/PCLU POC
Name;
Phone
Room Number: 7338

FBI DIVISION INTERMEDIATE APPROVALS

Program Manager (or other appropriate
executive as Division determines)

Division Privacy Officer

Title: Assistant Director DI

Program Division: Signature] Signature:
Office of IT Program Date signed:” @5 /o $f07 Date signed: 5/ /09
Management (OIPM) Name: | Name:
Title: Program Managinglt Executive Title: Information Technology [Spepialist
FBIHQ Division: - Signature: ] - Signature:
Directorate of Date signed: 57 /7 /0 Date signed: €
Intelligence (DI) Name: Kevin Favreau Name:

s

Title: Privacy Officer for the Directorate of
Intelligence .

Additional division(s) approvals may be added as warranted:

After all division approvals, forward signed hard copy plus electronic copy to FBI OGC/PCLU (JEH 7338).
(The FBI Privacy and Civil Liberties Officer's determinations, conditions, and/or final approval will be recorded on the

following page.)

Upon final FBI approval, FBI OGC/PCLU will distribute as follows:
1 - Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)
Copies (recipients please print/reproduce as needed for Program/Division file(s)):

epic.org
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EPIC-14-06-04-FBI-FOIA-20150616-7th-Production
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UNCLASSIFIED/FOUO b3

FBIPTA:[ | b7D
b7E

1 - DOJ Office of Privacy and Civil Liberties (via e-mail to privacy@usdoj.gov) 1 - OGC\PCLU intranet

(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 20530) 1-PCLUUC b6
2 -FBI OCIO / OIPP (JEH 9376, attn 1 -PCLU Library b7C
I - FBI SecD/AU (electronic copy: via e-rlnail to UC | 1 - PCLU Tickler

1 - RMD/RMAU (attn]
2 - Program Division POC /Privacy Officer
2 - FBIHQ Division POC /Privacy Officer

epic.org

Eplgﬁwlségwﬁgygﬁoducﬁon EPIC-2251



UNCLASSIFIED/FOUO

FBIPTA: [ ] b3

b7D
b7E

FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS:
PIA required: X No _ Yes: SORN/SORN revision required: X No __ Yes:

o Hhasges i vy glen fp waelf o ﬁrzqu Mﬂ«fwm
Applicable SORN(s): kg ut ﬂtz s in 2.600

Notify FBI RMD/RIDS per MIOG 190.2.3: _ No __ Yes
NN pg s bt podl 15 2000 b &yl e
Prepare/revise/add Privacy Act (e)(3) statements for related forms?  No ___Yes-forms affected:

The program should consult with RMD to identify/resolve any Federal records/electronic records issues.

Other:

FBI Privacy and Civil Liberties Officer Date Signed:

>, N "7;33
David C. Larson, Deputy General Counsel Signature: % W 5
. . . T . ‘ A 2 Ve d=d
& /

UNCLASSIFIED/FOUO
epic.org EPIC-14-06-04-FBI-FOIR-20150616-7th-Production EPIC-2252



FBI PTA:

UNCLASSIFIED/FOUO

L. INFORMATION ABOUT THE SYSTEM /PROJECT

1. Provide a general description of the system or project that includes: name of the system/project,
including associated acronyms; structure of the system/project, purpose; nature of the information
in the system and how it will be used; who will have access to the information in the system and the
manner of transmission to al users.
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2. Does the system/project collect, maintain, or disseminate any information about individuals in
identifiable form, i.e., is information linked to or linkable to specific individuals (which is the definition
of personally identifiable information (PII))?
NO. [If no, STOP. The PTA is now complete and after division approval(s) should be
submitted to FBI OGC/PCLU for final FBI approval. Unless you are otherwise advised, no
PIA is required.]
‘ b3
X ___YES. b7D
b7E
3. Does the system/project pertain only to government employees, contractors, or consultants?
X NO. ' YES.
4. Is information about United States citizens or lawfully admitted permanent resident aliens retrieved
from the system/project by name or other personal identifier?
NO. X __YES.
5. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the system/project?
NO. _ X ___YES. Ifyes, check all that apply:
__X___ SSNs are necessary to establish/confirm the identity of subjects, victims, witnesses
or sources in this law enforcement or intelligence activity.
SSNs are necessary to identify FBI personnel in this internal administrative system.
SSNs are important for other reasons. Describe:
____X__'The system/project provides special protection to SSNs (e.g., SSN's are encrypted,
hidden from all users via a_look-up table, or onlv available to certain users). Describe:
b3
- b7D
b7E
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It is not feasible for the system/project to provide special protection to SSNs.
Explain:
6. Does the system/project collect any information directly from the person who is the subject of the
information?
NO. [If no, proceed to question 7.]
X YES.
a. Does the system/project support criminal, CT, or FCI investigations or assessments?
_ X YES. [Ifyes, proceed to question 7.]
NO.
b3
b7D
b7E

NO. [The program will need to work with PCLU to develop/implement the
necessary form(s).)

YES. Identify any forms, paper or electronic, used to request such
information from the information subject: .
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7. Has the system undergone Certification & Accreditation (C&A) by the FBI Security Division (SecD)?

NO. If no, indicate reason; if C&A is pending, provide anticipated completion date:

X __YES. Ifyes, provide date of last C&A certification/re-certification: May 13,2008

Don't Know.

8. Isthis system/project the subject of an OMB-300 budget submission?

X NO. Don't know. YES. Ifyes, please provide the date
and name or title of the OMB submission:

9. Is this a national security system (as determined by the SecD)?
NO. X _YES. Don't know.

10. Status of System/ Project:
This is a new system/ project in development. [If you checked this block, STOP. The
PTA is now complete and-after division approval(s) should be submitted to FBL.. . _
OGC/PCLU for final FBI approval and determination if PIA and/or other actions are
required .}

II. EXISTING SYSTEMS / PROJECTS

1. When was the system/project developed?

It was first deployed in a limited pilot to six Field Offices on May 14, 2008.

2. Has the system/project undergone any significant changes since April 17, 2003?
X NO. [If no, proceed to next question (I1.3).]

YES. Ifyes, indicate which of the following changes were involved (mark all boxes that
apply):

A conversion from paper-based records to an electronic system.

A change from information in a format that is anonymous or non-identifiable to a
format that is identifiable to particular individuals.
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