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UNCLASSIFIED // FOR OFFICIAL USE ONLY

(OGC/PCLU (Rev. 05/15/09)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

(equivalent to the DOJ Initial Privacy Assessment (IPA))

NAME OF SYSTEM / PROJECT:  Scattered Castlesl | bTE

Uerved Fromw SYSTEM/PROJECT POC FBI OGC/PCLUPOC

O — e |
Program Office: Information Assurance Technology Phone:l I

Ty O Infusion Room Number: 7338

Declasst
Division: Security Division

Room Number: SpyB-601

FBI DIVISION INTERMEDIATE APPROVALS |complete as necessary consonant with Division policy]

Program Manager: Security Division Division Privacy Officer: Security Division
Program Division: Security Signature: /s Signature: /s
Division Date signed: Date signed:
Title: Information Assurance Technology Unit Chief Title: Information Assurance Technology Unit Chief
FBIHQ Division: Signature: /s Signature: /s
Security Division Date signed: Date signed:
Name: Michael F.A. Morehart Name: Michael F.A. Morehart
Title: Deputy Assistant Director Security Division Title: Deputy Assistant Director Security Division

After all division approvals, forwasd signed hard copy plus electronic copy to FBEQGO/PCLU (JEH 7338}

{The FEI Privacy and Civil Libarties Officer’s determinaiions, condittons, and/or final spproval wall be recorded on the fellswing page)
Upon final FBE approval FBI OGC/PCLY will distribute as follows:

1- Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)

Copies  (recipients please print/reproduce as needed for Program/Division file(s)):

1-DO)J Office of Privacy and Civil Liberties (via e-mail to privacy@iusdoj.gov) 1-O0GC\PCLU intranet
(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 20530) 1-PCLUUC

2-FBIOCIO/OIPP (EH 9376,attm[ | 1-PCLU Library

1-FBI SecD/AU (electronic copy: via e-mail to Uq I b6 1-PCLU Tickler

1-RMD/RMAU (attn:| b7C

2 - Program Division POC /Privacy Officer
2 - FBIHQ Division POC /Privacy Officer

UNCLASSIFIED // FOR OFFICIAL USE ONLY

epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production EPIC-2049

bé
b7C

b6
b7C



UNCLASSIFIED // FOR OFFICIAL USE ONLY
FBIPTA:  Scartered Castleqd | b7E

FINAL FBIAPPROVAL / DETERMINATIONS / CONDITIONS: {¥kis section will be complered by the FBI PULU/PCLO following PTA subsmission.  The

PTA drafter should skip 1o the nexs page and continue ]

PIA is required by the E-Government Act.

PIA is to be completed as a matter of FBI/DO)] discretion.

Is PIA to be published on FBL.GOV (after any RMD FOIA redactions)?  ___ Yes. __No {indicate reassn):

_ X_PIAis not required for the following reason(s):
___System does not collect, maintain, or disseminate PIl.
___System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
___Information in the system relates to internal government operations.
__ System has been previously assessed under an evaluation similar to a PIA.
_X_No significant privacy issues (or privacy issues are unchanged). SYSTEM IS INFRASTRUCTURE

Other {describe):

Applicable SORN(s):
Notify FBI RMD/RIDS per MIOG 190.2.3? _ No Yes (see sample EC on PCLU intranet website).

SORN/SORN revision(s) required? _ No _ Yes {indicate revisions needed):

Prepare/revise/add Privacy Act (e)(3) statements for related forms? No _ Yes {indicare forms sifected):

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues.  The system may contain Federal
records whether or not it contains Privacy Act requests and, in any event,a  records schedule approved by the National Archives and Records Administration
is necessary.  RMD can provide advice on this as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary

updates.

Other:
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FBIPTA:  Scattered Castles| I b7E
David C. Larson, Deputy General Counsel Signature:
FBI Privacy and Civil Liberties Officer Date Signed: /s/ David C. Larson 3/3/2010

. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes:  name of the system/project, including associated
acronyms; structure of the system/project, purpose; nature of the information in the system and how it will be used; who will have
access to the information in the system and the manner of transmission to al users.  (This kind of information may be available in

the System Security Plan, if available,  or from a Concept of Operations document, and can be cut and pasted here.):

The Scattered Castles| |

| S(I Ienables the FBI to bTE
personnel security clearance data,l I

Scattered Castles (SC) is an Intelligence Community (IC) security clearance application hosted on the TS/SCl Joint Worldwide
Intelligence Communications System (JWICS).  To track clearance and access information for Bureau personnel, the FBI:

b7E
With the 5q
b7E
The s |
b7E
b7E
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Thesq |

| Jthat provides access to each S |

sq |

[ ithinthesd ]
I |

l Jthe sd |
and S(I | Thesd fthe sq |

| This sq ]

rhe s |

| Thus no PIl remains on the SCDollowing

1

No general users will have access to S{___] Only privileged users with TS/SCl clearances will have log-on access to S___]

2. Doesthe system/project collect, maintain, or disseminate any information about individuals in identifiable forrm, Le, is information

finked to or linkable to specific individuals {which is the definition of personally identifiable information (FH)?

NO. i no, STOP.  The PTAls now complete and after division approvalis) should be submitted to FBI

OGC/PCil for final FBEapproval.  Unless yeu are othenwise advised, no FiAis reguired]  S(] |
I I But as a stand-alone system, SCD

does not coliecy, mainmain or disseminare Pl as contemplated by the Privacy Act.

LAYES THE FOLLOWING QGUESTION AREMNOT
2. Does the s_}isten':/p;‘ojecr pertain only 1o governmens empleyees, contractors, or consultants?
N YES.

UNCLASSIFIED // FOft OFFICIAL USE ONLY
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FBIPTA:  Scattered Castles| | bTE
4. is information about United States ditizens or lawhully admitted permanent resident aliens retrieved from the systeny/project by

rame or other personal identifier?

0N YES.

5. il Becurity Numbers {38Ns) collected, maimained or disserinared from the system/project?
__________ mQO, YES, i yes, check all that apply:
55Ns are pecessary to establish/confirm the identity of subjecrs, victims, withesses
or sources in this law enfercement or intelligence activiny.
55Ns are necessary to identify FBI personnel in this internal administrative systen.
55Ns are important for other reasons.  Describe:
__________ The system/project provides special protection to S5Ms {e.g., S6Ms are encrypred, idden fromall users via z
iook-up table, or only available 1o certaln users), Diescribe:
fis not feasible for the system/project t provide spedial protection 1o S8s,  Explain:
&. Does the systern/projent collect any information directly from the persorn who is the subject of the information?

WO, {ff nio, proceed to question 7.

a. roject support crintinal, CT, or FClinvestigations or assessments?
___________ YES [f yes, proceed to question 7.]
__________ MG
b, Avesubjects of informarion from whom the information is directly collected provided 3 written Privacy Act {2}(3)

staternent {sither on the collection form or via a separate notice)?

___________ NG, [The program will need to work with PCLU o develop/implement the necessary form{s)]
YES,  Identify any forms, paper or electronic, used  to request such

information from the information subject:

Has the systam undergcme Certification & Accreditation {{&A) by the FRI Security Division {SecD)?

O, i o, indicate reasom if CEA ¥s pending, provide anticipated completion date:
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if ves, provide dave of last CBA certification/re-cemification:

Don't Know.,

3. Is this system/project the subject of an OMB-300 budget submission?

YES. i ves, please provide the date and name or

ritle of the OMB submission:

NQO. YES. Don't know.
0. Status of Systemy/ Project:

___________ This is a new systeny/ projectin development. [ you checked this block, STOP.  The PTA is now complete

and after division approval{s} should be submitted 1w FBI OGC/PCLU for final FBI approval and determination if

PiA and/or other actions are reguired ]

. EXISTING SYSTEMS / PROJECTS

1. Whenwa system/project developed?
2

YER. M yes, indicate which of the foliowing changes were involved  {mark all boxes that apply):
A conversion fram paper based recerds 1o an electronic system.

hangs from information in a format that is anonymous or non-identifiable to a format that is identifiabla 1o
ar individuals,

Aew use of an 1T systern/prajac, induding application of & new rechnology, that changes how information
inidentifiableformis managed.  (For example, a change thavwould create 3 more open emvironment

arsd/or avenue for exposure of data that greviously did not exist.)

A change thar resudes in information in identifiable form being mergaed, centralized, or matched with other
& b=l =]
databases.

A new method of authenticating the use of arnd sccess o infermation inidentifiable form by members of the
public.

A systemnatic incorporation of databases of information iniden
commerdial or public sources,

ble form purchased or obtained from

A rnew inferagency use or Sh;] ."'Bd AU 'ﬁlr)(:[i(‘!:“. “C;“-&[ res;ui‘:s; in rnew yses or ext:h;a nges Of informationin
Bty 5 5

identifiable form.
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3. Boesa PiAforthis system/project already exist?

Achange that resulis s new use or disdosure of information indidentifiable form.
Achange that results in new items of infermation in identifiable forrm being added inte the systern/project.

a chiangs in the type of records maintained, the individuals onwhorn records are

2

Changes do not invol
maintained, or the use or dissemination of information from the sys[ern/pro]e-:t.

Cther.  {Provide brief explanationi:

MNO. YES,  ifyes:

a.  Provide dare/title of the PlA:

b, Hasthe system/project

ergone ay significant change

{The PTA is now complete and after division approval{s) should be submitted to FB OGC/PCLU for final FBI approval and

determination if PIA and/or other actions are required ]

epic.org
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