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The Law

= Title lll & Electronic Communications
Protection Act

 Title Ill, 18 USC sec. 2510, Omnibus Crime
Control and Safe Streets Act, Commonly
referred to as the Wire Tap Act

 As amended by the ECPA, Title lll prohibits
the interception of wire and oral
communications, and electronic
communications.

Provides for criminal penalties and civil
damages against anyone who
“intentionally intercepts, endeavors to
intercept” any covered communication.




Under Tiile Ill, the government may apply for a court order
authorizing an interception. 18 U.S.C. §2516(1)

Application must specify the offense being investigated, the
hature and location of the facilities where the
communications are o be intercepted, and a particular

description of the communications sought to be intercepted.
18 U.S.C. § 2518(1)

Standard: Probable cause to believe that a particular offense
is being committed and that targeting the specified facility will
yield communications concerning the offense.18 U.S.C. §
2518(3)




Title 1l Order (cont.)

Good for up to thirty days. Extensions allowed,
but same standard applies to extension. 18
U.S.C. § 2518(5)

Required to “minimize” the interception unrelated
to criminal activity. 18 U.S.C. § 2518(5)

Requires a finding that normal investigative
procedures are unlikely to be successful or are
too dangerous. 18 U.S.C. § 2518(3)(c)

Requires notice to the target within 90 days. 18
U.S.C. § 2518(8)(d)




Interception v. Search

» Title Iil real time interception of electronic

communications, e.g.

» Collection of stored data — a search of
memory




Court ordered surveillance

» Government must certify that information

is likely to be obtained by use or device “is
relevant to an ongoing criminal




What is the Pen/Trap “addressing information”?

Dialing, Routing, Addressing, Signaling Information

- Transmitted by Instrument or Facility from which a
Communication is Transmitted (pen)

Identifies Originating Number or Other D/R/A/S or is
Reasonably Likely to Identify the Source (trap)

Utilized in Pmcessmg or Transmission of

Is not “Contents of any...Communications”




Limitation:

» Thou shall NOT collect the Contents of
any communication
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reasonably available to restrict . . . s

not to include the contents of any wire or

electronic communications”
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18 USC sec. 3127 pen/trap definition:
“shall not include the contents of any
communication”




Stored Communications & Records
ECPA 18 USC SEC. 2701

Content of communication in “storage”

Subscriber Records

Transactional Records
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Unauthorized Access to Stot

Communications

18 USC § 2701 (Electronic Communications
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« Unauthorized access to communications in
“electronic storage” (e.g., one user snooping in
another’s inbox)

~ intentionally access without authorization a facility through

which an elecltronic communication service is provided and
thereby obtain a wire or electronic communication while it is

in_electronic storage.”

+ Inapplicabie when authorized by the Service
Provider, §2701(c)(1)

« Excepts conduct authorized by a “user” of that
service with respect to a communication of or
intended for that user. §2701(c)(2)




Disclosure of Stored Content & Records

General rule: a public provider (e.g., an ISP) may
not freely disclose the content or records of its
customer’s communications to others [18 U.S.C. §
2702]

Non-Public Providers may voluntarily disclose
for any reason




Law Enforcement Exception

18 USC sec. 2703

Required disclosure of customer communications
(in electronic storage) or records

Requires search warrant (FRCP 41), Federal
subpoena, or Federal court order

180 day rule

Notice to subscriber or customer




= “Articulable facts” order

» “Specific and articulable facts showing that there are
reasonable grounds to believe that [the specified
records] are relevant and material to an ongoing
criminal investigation”

» A lower standard than probable cause but higher
than pen/trap

* Notice may be delayed: up to 90 days (may
extend) to avoid flight, destruction of or
tampering with evidence, witness intimidation,
seriously jeopardizing an investigation




Nationwide Search Warrants for E-Mail:

= |nvestigators may use section 2703(a) warrants
to compel disclosure of stored communications
from providers anywhere in the country

* |ssued “by a court with jurisdiction over the
offense under investigation”

» Consistent with use of federal grand jury
subpoenas and orders under section 2703(d).




Basic Subscriber Information

Can be obtained w/ Subpoena, 2703(d) order, or
Search warrant

Name, Address

Local and long distance telephone connection records, or records of session
times and durations;

Length of service (including start date) and types of service utilized;

Telephone or instrument number or other subscriber number or identity,

including any femporarily assigned network address; and

Means and source of payment for such service (including any credit card or
bank account number)




Transactional Data

= “A record or other information pertaining to a
subscriber to or customer of such service (not

including the contents of communications).”

§ 2703(c)(1) Everything that’s not content & not subscriber
information

= Example:
- Cell-site data;

— Addresses / Identities of past e-mail correspondents
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— Incoming e-mail traffic information;

— Account logs that record usage e.g., ULRs (web surfing
activity)




CONTACT INFO

Assistant General Counsel
Office of the General Counsel
Science and Technology Law Unit




It's time to leave.
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| —}: General guidelines
= The Law (e.g., Title III)
= Pen Register/ Trap and Trace

m Stored Communications
s Computer Trespasser Exception




» Geneﬁra‘ Operatonau ,
Guidelines




General Operational '
Guidelines

- m What is your legal authority?
m Why is it important?




! Law Enforcement Sensitive

~ m Law Enforcement Sensitive (LES)
collection devices, systems
techniques, and related information
are not to be disclosed. Only the

product of the technical operation is
disclosed.




Law Enforcement Sensitive

m FOUQO (For Official Use Only) — a caveat
applied to sensitive but unclassified
information that may be exempt from
release under FOIA

m LES (Law Enforcement Sensitive) is another
of 9 potential exemptions under FOIA to
protect law enforcement sources and
methods, evidence, reports, tools and
techniques, etc.

m FOUO/LES is unclassified information




Law Enforcement Sensitive

- » Law Enforcement Sensitive (LES)
equipment enjoys “qualified privilege”

m State/local vs. Federal prosecutions
= Testimony — how to ...




_h Title III & Electronic Communications
Protection Act

— Title ITI, 18 USC sec. 2510, Omnibus Crime

Control and Safe Streets Act, Commonly
referred to as the Wire Tap Act

— As amended by the ECPA, Title III prohibits
the interception of wire and oral
communications, and electronic
communications.

— Provides for criminal penalties and civil

damages against anyone who “intentionally

L] - ,,
intercepts, endeavors to intercept” any

covered communication.
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Title III Order

Under Title I1I, the goverhment may apply for a
court order authorizing an interception. 18
U.S.C. §2516(1)

1 i i ha nFf lha
Application must specify the offense bein 1J

investigated, the nature and location of the
facilities where the communications are to be
intercepted, and a particular description of the
communications sought to be intercepted. 18
U.S.C. § 2518(1)

Standard: Probable cause to believe that a
~particular offense is being committed and that
targeting the specified facmty WI“ yleld
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U.S.C. § 2518(3)
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allowed, but same standard ap
extension. 18 U.S.C. § 2518(5

Required to “minimize” the interception
unrelated to criminal activity. 18 U.S.C. §
2518(5)

Requires a finding that normal investigative
procedures are unlikely to be successful or
are too dangerous 18 U.S.C. § 2518(3)(c)

Vel

rxc: uires notice to the target within 90 UCIYD.

18 U S.C. § 2518(8)(d)




Pen Register/
Trap and Trace

~ m Court ordered siirveillance

m Government must certify that
information likely to be obtained by
use of device “is relevant to an

ongoing criminal investigation.” 18
U.S.C. § 3122(b)(2)




What is the Pen/Trap
“addressing information”?

- Dxallng, Routlng, Addressing, Signaling
Information

m Transmitted by Instrument or Facility from which
z(j Cognmumcatuon is Transmitted (outgoing call)
pen
m Identifies Originating Number or Other D/R/A/S
or is Reasonably Likely to Identify the Source

(incoming call) (trap)

m Utilized in Processing or Transmission of
Communications

m Is not “Content of any...Communications”




Limitation:

+. Thou shall NOT collect the Contents of
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any communication
— 18 USC sec. 3121 (c¢) — “use technology
reasonably available to restrict . . . so as

not to include the contents of any wire or
electronic communications”

— 18 USC sec. 3127 pen/trap definition:
de the contents of any




" Loan of ELSUR in Support of
Federal, State, and Local Requests
for Assistance

mAG Order 2954-2008




Stored Communications & Records
ECPA 18 USC SEC. 2701

.- "Electronic storage" is defined at 18 U.S.C. § 2510(17)
as: (A) any temporary, intermediate storage of a wire or
electronic communication incidental to the electronic
transmission thereof; and (B) any storage of such
communication by an electronic communication service
for purposes of backup protection of such
communicatio

For stored information, search warrant or 2703(d) order
or subpoena with notice
Under 2703(b) notice can be delayed




#=a, Disclosure of Stored Content
& Records

T

'm General rule: a public provider (e.g., an ISP)
may not freely disclose the content or records

of its customer’s communications to others [18
U.S.C. § 2702]

= Non-Public Providers may voluntarily
disclose for any reason
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What's a § 2703(d) Court
Order?

“Articulable facts” order

— “Specific and articulable facts showmﬁ that there are
reasonabie grounds to believe that [t e specified
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criminal investigation”

= A lower standard than probable cause but
higher than pen/trap

o A Y [ =
= Notice may be delayed: o 90 days

(may extend) to avoid flight, destruction
of or tampering with evidence, witnhess
intimidation, seriously jeopardizing an
investigation 2




'm Investigators may use section 2703(d)

warrants to compel disclosure of stored
communications from providers anywhere
in the country

m Issued “by a court with jurisdiction over
the offense under investigation”

= Consistent with use of federal grand jury

subpoenas and orders under section
2703(d).




Basic Subscriber Information

“‘h‘:an be obtained w/ Subpoena, 2703(d) order, or
Search warrant, consent
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Name, Address

Local and long distance telephone connection records, or records §
of session times and durations;

Length of service (including start date) and types of service
utilized;

Telephone or instrument number or other subscriber number or
identity, including any temporarily assigned network address; and

Means and source of payment for such service (including any
credit card or bank account number)




Transactional Data

" m "A record or other information pertaining to a
subscriber to or customer of such service (not
including the contents of communications).”

§ 2703(c)(1) (Everything that's not content &
not subscriber information)

s Example:
m Cell-site data;

m Addresses / Identities of past e-mail correspondents
m Incoming e-mail traffic information;

m Account logs that record usage e.g., URLs (web surfing activity)
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Tltle III (18 U. S C. 2511- 17) Consent
vs. Computer Trespass: \

- m Need a court order to monitor the
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an exception (consent).

» Content includes: —




Relevant Exceptions to

m Computer Trespasser exception.

m Consent of a party to the
communication.

m Service Provider exception.
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Consent of a Party to the

Lommunication — Banners

Implied consent




%5 The Computer Trespasser Exception
(18 U.S.C.§2511(2)(i))

Requires:
m consent of the computer owner — authorization.
m the person performmg the intercept. must be

“I:nmncl il cnn:norl in invackiratinn 7
iavwiuny Crigacu iri an i vesugaulr.

- the person performing the intercept must have
“reasonable grounds to believe the contents of the
communications will be relevant to the ~
investigation.”

intercention must be limited to communications

“transmitted to, through or from” the computer
and MAY NOT capture communications other than
those to or from the trespasser — broader than
consent.
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S s

The Computer Trespasser
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~ Another legal tip:




Practice tips

+




m Authorizes interception or disclosure “while
engaged in any activity which is a necessary
incident to the rendition of service or the

protection of the rights or property of the
provider of the service”

m Recommendation:




Questions?

Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Quantico, VA




///// | LV U L NN

//////// \\\\\\\\\

///////[" \\\\\\\\

i
|
\ \

/

/LeqeﬁFn mentals |\
' IR

Ass| tant Genera ounse:

s |
| Science & Technology Law Unit —— | |

\ \ \Federal Bureau ofInvestlgatlon/ / /

\\\\\\\ ////////

\ /
\ l
\ \ \ \ / I




////////I. \\\\\\\\\

/ / /] ] VvV VN

//////A@wd‘\\\\\\\'

STV AR

/

/n—\;'
FREal
- Ihol

C

Q
7l
)

ok

M

it

(D
N (T

NSWEIS

T— -
T ———)
T -
\
\

|
B

st

\\\\\\ ///////.

e

\\\\\\\\////////,




S \\\\\\\\\

NN NN\

/ /Génér/él /Ome a Ioina\l Guwé\hhe\s\

|t

| [apie
o Ta
} =t

|

| —

/
/

/

7
\

. /
N\ \V N \ \ U T 7

AN

\\NANANNNV LT/







////////

\ VAN

A e | R RN NN
/ / / / I/ 1/ | \\ \\ \ \ \ \ \
/)] [ N VS W VR D
/ / / / / | | A \\ \\ \\ '
-/ / Cﬁ[r,b S —

__—Préeé eld ,itom)gjwj
| Contenti » ,
1| (mvestigati ] /
\\\\\‘ R
AN ‘LSS,

LN N A

|

A SRR

\

s SSS




| WA U N N N N N

\

|

W

|

ANAVANAN

/

N

LAY

'"n/{in/m N

k&S 1 TR AN | I )

S

J S /S /S S S )]

“ K

"/

[/ /) /

/

/

Y

/

/

\

\

NN




/ NN N
V///f1/8___ NN\
AR A S A b e W N N

/ Zeq4“=t [@ Fdéral”e"*’s = ;
: Lil. L
__/ amd routing informationjof | | | |\ \ \
[ 7 - Y Y i { \
communications|(to} fram, | \
spurge/destinati aress;, packetsize;
presence| of attachments. | |
- N\pt content (e.g,. real time collectipn of 1
\ netwaork flow data) [ ]
VL W U G ) ~ Y A Y
€ ourtgomygconim nufatn ‘Hb/ /
i \._( jg__-\ —hcomingcammhun) ;7
/e

NNV T 777777/,




ST S]] RGN
YA AR A A A e

NN N N\

7/ fieliy (18 Ui \0\251\1 AN

/ / / / f ]
7 Jedeido e\
, r=- = r=-

/ han-l-fl\n-l- I~nF
l) | |

—

a e-cearl n. | \

\ | ]

\\\\\\ T

\ / / [

\\\\\\\\///////A




o g

A A ayeY,

~r~

/ z../ /c.,cz‘.,“f/i"

).

™

\IP\V‘ cCC

|+ |

—~——r—
—~——]
——




ot ded b oo
ARV ARYARY AR | I N NN\
/ /S /] | | Ba ~s\\\\\\\
/)] / / / \ \ \ NN\
/Ifaplied/consent S S W W
g Al
\,
] __#
\ /
\ /

N NN N NNV v S S Sy

/

\\\\\\\\////////,




J S S S S S | \\\\\\\\\

/
////////l \\ \\\\\\\

7 /Rélévant Exgeptionis fo THISWIK N\

NN RN

‘]a.)-!t,'tut
\ \ \ \

— | communication. I W W
| \ \ \ !

= Qomjputier ]Lrevpa'*sere ception.

Service Prgvider exception. |

[
[
//’////
I[I/

\\\\\\\\////////




7/ Jtyie/Corp

ter \Ti\eép‘aS‘séR\\\

/ ion SIC! 351\1¢
'/ Bkoeption (1 AS25NRNON N\
/ /] / [ \ \ \ NN\
[ Requjresy | | A W VO W WA
rnAccalJ of /H"\n Lnrn uter ow an\_ m\t%he\fizaisigp \ \
VV’ IU\!lrh A4 ] I\-l LA rv o N\ A4 ) N u\‘lh \ F] \ \\
' erformingthe-interceptimust-be \ \
“lawfylly ehgaged ih an investigation.” | |
" thepersorn perforning the interceptimusthaye
“teasdnable grounds to| believe the dontents pf
——+} | teations—wil-bejreteyantito-the
\ investigation.”
: winterc ptioprmpst e tiritegtoconmmunycat
\ ‘ “transmitted tq, through, orf from” the ¢ompute
T Anand ] ik atidnce Al
I G}JL ] TUTIICGILIUTTO T,
those to orifro tha traspasser|- byoader than /
\ \ceoncanh \ | / / / / /
NV / [/ / /
\\\\\\ Y A

[

NN NV

/

Y Y Y S A 4
NS




NN NN NN

’_

\ \\ pd
\\\ P
\ e T
%

\hn \\\\\\

-~ v\\\\\\\
F

—

=4
— e
< r——
~ ~—1| |
¢ ~W

_.U“V, /._.....lwv.

// .// +’
N -
N N
/ ™N ///mwl
// /// ]
NN Th—




////////< | VNN NN
| .;. \‘\ LY

.\ \ \\'-\\,\

%_ﬁgnqeh@zr . R U W W

- \ \ \ \ \ \

S i e 0 T L W W

\
\

| N W W
\\\\\\\‘

I/ I/ // ///. /// /// /

‘ \\\ \\\ \\\ \\ | \\\ \\

|

| N O\ N W W
N N U W W W

)
\
\

/
/

3 Y Y Y A A Ay
VAV




RN R Y NN

AN NN\

W\ AN

\

\

wea il i

AV

/
|

LA "A N

.
n "
TN £ T
| N K ER N —

|

]
/

- R/r:r#iﬁc/Hné-
/ O CLIrC T/ Crigos

AN U U U R R




= D

J

O U

///I ,/’/l

o
—




S \\\\\\y\\,
LSS AERRRRRN
V.- LA A AN

. _ [
N W W W L
\'\\\\\\\ IIII////
\\\\\\\ //////
\\\\\\\ ////////




\ \ \ \\\\\\

\

)]

/ \ \ \
[/ / NN\
/) N\
VA S Ay I W VPR VR W G W
[/ ] Voo
[ | it bl EER W
] R
Assistant General-Counsel
| Science & Technology Law Unit -
‘\ ‘\ Office of the General Counsel l / /iF
\
\ \ \ \ / / / /
— 1
ANV /7
N Y AV A

\\\\\\\\










General Operational Guidelines







General Operational Guidelines
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Wake up.
It’s time to leave.




