(RMD) (FBI)

“From:. L | ,
Sent: ‘Friday, September 16, 2011 6:30 PM

To: Sabol, Sheny E.
Subject: RE: Wall Street Journal request -- legal status of *stingray* technology

b> -1
bs ~1

One addition from OPA as follows. Let me know if you hear back from OTD. Thanks!

b7C -1

From: Sabol, Sherry E

Sent: Friday, September 16, 2011 6:11 PM I
To

be -1
b7C -1

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.;

Subject: Re: Wall Street Journal request -- legal status of "stingray™ technology

OTD-is this good to go?

From: Sabol, Shenry E

To: Sabol, Sherry E.; !
Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan,
‘Sent: Fri Sep 16 16:48:15 2011 .

Subject: RE: Wall Street Journal request -- legal status of “stingray” technology.

bhe ~1

I inadvertently took OPA off the earlierversion - I know they have a deadline of COB today.

b7C -1

From: Sébol, Sherry E.
-Sent: Friday, September 16, 2011 4:12 PM
To| I

Cc: Hess, Amy S.; Bryars, D Keith; Lammert; Elaine N.
Subject: RE: Wall Street Journal request -- legal status of “stingray™ technology

b5 -1
TE -~

Importance: High




T T

B7E -1

Fromi l

Serl_m_al,_&ﬁml 16, 2011 1:49 PM
To Sabol, Sherry E] |

Cc: Hess, Amy S.; B Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.

Subject: FW: Wall Street Journal request -~ legal status of "stingray® technology e

See update below. We will need a response by COB today if we are going to contribute to the article,

From| |I

Sent: tHi [ , 2011 1:944 PM
T

Subject: RE: Wall Street Journal request -- legal status of "stingray™ technology

Another update: It looks as though my editors might want to run it out for Monday’s paper, which would put my deadline for
comment to Sunday at midday. (And today would really be best.)

Thanks! ve 1 o~

....... b7c -1, -2
" 1

Fromi

T (DOXFBI)

Sent: Fri Sep 09.11:22:54 2011

ubject: Wall Street Journal request -- legal status of "stingray™ technology

.38

31N

Thanks so much for helping me out.

, I'n{ ]and am writing about the use of *stingray” type devices, which are used

generally 10 focate or otherwise get data on cellular devices. As an example of the use of this technology, I'm writing about a case

was a stingray, a triggerfish, or something else. The prosecution explains that *stingray* is the generic term used.)

Currently, the judge in the case is set to hear the defendant's motion for disclosure of more information on the device and

techniques used; the prosecution says that these matters are faw enforcement sensitive.

2




Funderstand this technology is very sensitive for the FBI; however, I would very much fike to get the FBI's views on this
-technology. | do not want to only quote the ACLU in this matter and would appreciate your help..

Here’s what I'm looking for::

LEGAL INFORMATION ‘

woulg {ike 10 OW at (Ne ris quigelnes are recarging fiai Orge arefequiregiorthe use ol @ gray, particuiarly a {
pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed totry to get a.
warrant if possible but alesser order if not? What is the legal anaI)'Sts that supports this policy? Do the instructions vary by
“region? Things like that.

(2) would like to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent,
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to-
locate the cellular device. This request was granted; and that data was expunged,

HQACEINEORMATION

WU Y VHIVIMT VY

- hwould like any information that the FBI might be able to provide on how helpful theése "stingray” type devices are, how frequently.
. -they are used and whether their use has increased or decreased in the past couple of years.

F'm not on a daily deadiine for this story, but I am on a deadline. The story needs to be sent to my editors in the next few days; so |
would hope to talk with someone as soon as possible,

| Thank you.

Best Regards,




s 1

From:
Sent: Wednesday, September 14, 2011 5:38 PM
To: Sabol, Sherry E.
Subject: Re: Wall Street Journal request -- legal status of "stingray” technology ﬁ% B :lL
BT =1
Shernry
I |
Associate General Counsel
Unit Chief, Science and Techno!ogy Law Unit
—Office of the-General-Counset
Federal Bureau of Investigation
From: Sabol, Sherry E. b6 =1
Tq | BTC=
Cc| [ Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.

Sent Wed Sep 14 14 32 312011

Please see the beiow request from the Wall Street Journal. A reporter is inquiring about our tracking technology based ontne

ongoing case in the District of Arizona.

e b5 -1
Thanks, Sherry

-.-2] [DOXFED)

Sent: 11:22:54 2011

Subject: Wall Street Journal request -- legal status of “stingray” technology be -1 5

Hi. Pre mhe 2

Thanks so much for helping me out.

I land am writing about the use of *stingray" type devices, which are used

generally 1o focate or otherwise get dafa on cellular devices. As an example of the use of this technology, I'm writing about a case

in U.S. District Court in the District of Arizona in which the FBI used one of these devices. (It's unclear whether what was used

was a stingray, a triggerfish, or something else. The prosecution explains that *stingray” is the generic term used.)

Currently, the judge in the case is set to hear the defendant's motion for disclosure of more information on the device and

techniques used; the prosecution says that these matters are law enforcement sensitive.

PIA




I'understand this technology is very sensitive for the FBI; however, | would very much like to get the FBI's views on this
technology. | do not want to only quote the ACLU in this matter and would appreciate your help.

Here's what I'm looking for:

LEGAL INFORMATION _ .

WOUIQ IIKE 10 KNOW whnat e re quigelines are regarging wnat orge are requireqg (o g use ol a ngray, parnticuiarly a
pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to geta
warrant if possible but a lesser order if not? What is the legal analysis that supports this policy? Do the instructions vary by
region? Things like that.

(2) 1 would fike to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent,
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to
locate the cellular device. This request was granted, and that data was expunged.

LIRAGE INFORMATION
VAARLINTUNRNVIATIUN

I would like any information that the FBI might be able to provide on how helpful these "stingray® type devices are, how frequently
they are used and whether their use has increased or decreased in the past couple of years.

I'm not on a daily deadline for this story, but | am on a deadline. The story needs to be sent to my editors in the next few days, so |
would hope to talk with someone as soon as possible.

- Thank you
A J A 4T3

Best Regards,




[RMD) (FBI).

e —— —
“From: I |
Sent: Monday, September 12,2011 11:09 AM
To: Lammert, Elaine N.; Sabol, Sherry E. ‘
Cc: Caproni, Valerie E. b5 -1
: H : Wall Str ? i v

b7C -1

+Good morning SC Sabol and DGC Lammert. Per GC Caproni’s email below, I wonder if you might have thoughts on the following

L AW |
THANKS,

FBI Office of Public Affairs

From: Caproni, Valerie E.

Sent: v, September 12, 2011 9:31 AM
To

Cc: Lammert, Elaine N.; Sabol, Sherry E.

Subject: RE: Wall Street Journal request -- legal status of "stingray” technology

b6 -1

b7C ~1
[ 1 » |

I think Sherey or Elaine can-help.

Ve

.From )

Sent: Monday, September 12, 2011 9:12 AM
To: Caproni, Valerie E.

Subject: FW: Wall Street Jounal request -~ legal status of "stingray” technology

Good morning Ms. Caproni. | wonder if you may be able to ook at one more media inquiry? For old times’ sake perhaps? Or else
maybe point me in the right direction? Specific questions are listed below.

Many thanks, hE -1
] b7C ~1

From[_ [(oOXFBI)

Sent: Fri )9, 2011 11:55 AM

To '

Subject: Fw: Wall Street Journal request -- legal status of "stingray” technology

vo youwant to handie thl§? Looks like alegalissue.

From P

To: DOXFET) SO




Sent: Fri Sep 09 11:22:54 2011

Subject: Wall Street Journal request -- legal status of "stingray®.technology

Hi.

. 5 -3
Thanks so much for helping me out. p7C =2
l‘mi and am writing about the use of "stingray” type devices, which are used

generally to focafe or otherwise get dafa on cellular devices. As an example of the use of this technology, m writing about a case
in U.S, District Court in the District of Arizona in which the FBI used one of these devices. (It's unclear whether what was used
was a stingray, a triggerfish, or something else. The prosecution explains that *stingray” is the generic term used.)

Currently, the judge in the case is set to hear the defendant’s motion for disclosure of more information on the device and .

techniques used; the prosecution says that these matters are law enforcement sensitive.

I understand this technology is very sensitive for the FBI; however, I would very much like to get the FBI's views on this
technology. | do not want to only quote the ACLU in this matter and would appreciate your help.

Here's what I'm looking for:

LEGAL INFORMATION ]

(1) 'would like to know what the FBI's guidelines are regarding what orders are required for the use of a stingray, particutarly as it
pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to tryto get a
warrant if possible but a lesser order if not? What is the legal analysis that supports this policy? Do the instructions vary by
region? Things fike that. '

(2)  would like to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent,
inthe-application for the use of device, requested that data obtained by the court order be expunged at the-end of the mission to
locate the cellular device. This request was granted, and that data was expunged.

USAGE INFORMATION ,
I would like any information that the FBI might be able to provide on how helpful these "stingray” type devices are, how frequently
they are used and whether their use has increased or decreased in the past couple of years.

I'm not on a daily deadline for this story, but | am on a deadline. The story needs to be sent to my editors in the next few days, so |
would hope to talk with someone as soon as possible.

“Thank you.

Best Regards,

~3
i
b2

]




ISRMD! (FBI)

.From: :
Sent: Wednesday, September 21, 2011 3:43 FM *
Toy | ‘
Cc: ‘Sabol, Shenry E.
“Subject: RE: WSJ fact check
o : T N b6 =1,-2
Got it. Thank you. Fowarding to my editors now. bIC -1, -2
From
+ 'Sent: Wednesdav. Sepfember 212011 3:39 PM ’
. To bé 1,
Cc: Sabol, Sherry" E. b7C -1, -2
Subject: RE: WS] fact check

|rha‘nks for all your patience. Please see our comments in red below, and advise of any additional questions. Also, as we

discussed, you may consider using a named source rather than “£8l official.”

General Comment: Please note FBI will not comment on the capabilities or functionality of equipment or on ongoing

Litioation

ARV GRS RA.

From

Sent: Tuesday, September 20. Z0ILII:57 PM

To: Sabol, Sherry E.;
Subject: WS fact 'K

. Importance: High

Hi Chris and Sherry. ‘

Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that
to go back and forth. Sometimes the best thing to do is et me know early on which statements have problems $0 we can work it

out, but it's up to you. be -1, -2

BTy

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; I also feel like people have a lot

of questions about this general topic and | want to make sure | present everything as accurately as possible.

x

Hwould appfeciate it if you could tell me that you received this email.

L3mnméd
Best,




* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call.

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the-
-phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed
by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue
teams in finding people lost in remote areas or buried in rubble after an accident.

* Stingrays are one of séveral new technologies used by law enforcement to track people’s locations, often without a

warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which
-prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the

times.

"FBlis concerned the first sentence (bullet above) is misleading. While the equipment may be used without a warrant, it is used:
-only pursuant to lawful authority — court order issued pursuant to the Pen Register Statute and section 2703{d) of the Stored
Communications Act.

* A stingray’s role in nabbing the alleged “Hacker’—Daniel David Rigmaiden—is shaping upasa possible test of the

legal standards for using these devices in'investigations. The FBI says no warrant is required and that standards vary
depending on the state and district.

The £B! believes the second sentence is misleading. The FBI uses this equipment pursuant to lawful authority =whetheritbe a

search warrant or a court order issued pursuant to the Pen Register Statute and Stored Communications Act.

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a
desire to keep the technology under wraps, an FBI official told The Wall Street Joumal in response to inquiries about.
the device. '

The FBI disagrees with the characterization of the technology being “so secret” — as noted previously, the FBl considers the

equipment Law Enforcement Sensitive and our policy is intended to protect law enforcement capabilities so that subjects of law
-enforcement investigations do not learn how to evade or defeat lawfully authorized investigative activity.

* In Thursday’s hearing, the govemnment will argue that it should be able to withhold information on precisely what tool

was used to locate Mr. Rigmaiden, according to documents filed by the prosecution.

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its

public release could harm law enforcement efforts by compromising future use of the equipment.”

* The prosecutor, Mr. Battista, told the judge that the government’s concern'is that “if the actual information regarding
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.”

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without
disclosing details about the device it used to locate him.

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or

devices were actually used.

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and
local levels,” an FBI official told the Journal.

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray

devices. Associate Deputy Attomey General James A. Baker and FBI General Counsel Valerie E. Caproni both said at
a panel discussion at the Brookings Institution in May that devices like these fall into a category,of tools called “pen
registers” that requlre a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers

dialed, but don’t receive the content of the communications.




*To geta pen-register order, investigators must show only that the information likely to be obtained is “relevant to an;
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search
‘warrant, because it doesn’t involve interception of conversations.

Where the hybrid order is required; the standard cited is accurate for the Pen Register, Section 2703(d), however, requires that

the information sought is “relevant and material” to an ongoing investigation. Also, from legal perspective, a pen register may be
used because the subject does not have a “reasonable expectation of privacy” in the information sought. Pen register

information is provided by the subject to a third party in order for the equipment to work, ie, the phone company.

* But with cellphones, data sent in real time includes location information, making the situation more complicated,
because some judges have found that location information is more intrusive than data on the numbers dialed by a
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others
have held that a search warrant is necessary.

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes

+ technology “may provide information on an individual while that person is in a location where he or she would have a

reasonable expectation of privacy.”

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a
“search” that requires a warrant.

* The FBI told the Journal that “with regard to the expungement of location information obtained through use of this
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained
during a location operation.”

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead

information to assist investigators in identifying the general location of their subject and is not intended to be used as
substantive evidence in a case,” the official said.

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause”

and that the “FBI does not want to disclose the [redacted] (understandably, so).”

bé -2




Sent: rert,
To:

Ce: : Sabol, Shenry E. ‘

Subject: final’ . bt -1, -2

b7C -1, -2

‘OK, here's what we worked out. I think it addresses your concerns, albeit not in legal language.

We have a ''no surpnses ! policy toward sub,;ects in our articles, so I'm mainly sending this to make sure we are
all on the same page in terms of what is going to be in the paper tomorrow.

1 K vVou 0 e 0 s N H ¥, * [ 3 % i r Py L . n Y, s o > I O s 0 r
na § D (1D nful. § D : ] 1ad ; more daia d.

Best Regards,

!
* The Federal Bureau of Investigation considers the devices to be so

critical that it has a policy of deleting the data gathered in their use,

mainly. to keep suspects In the dark about their capabilities, an ¥BI official
told The Wall Street Journal in response to inquiries.

- . » 92 LN T .
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=Rigmai'de%is -shaping up as a possible test of the legal standards for
using these devices in investigations. The FBI says it obtains appropriate

court approval to use the device.
* Stingrays are one of several new technologies used by law enforcement
to track people’s locations, often without a search warrant. (Those two

paragraphs come one right after the other, so. we are not going to repeat -
the same phrase.)

* To get a pen- reglster order, investigators don’t have to show probable

ause. The Supreme Court has ruled that use of a pen register doe

require a search warrant because it doesn’t involve interception of
conversations. (Just took out all the technical legal requirements because it
was going to get so confusing for our readers with the 2703(d) stuff and so
forth.) he 2

b7c 2

5
pre—————————




b6 -1, -2
From b7C -1, 2
&Wﬁm
To |
Cc: Sabol, Sherry E.
Subject: RE: WS fact check bé -1, -2
b7C -1, -2

hanks for all your patience. Please see our comments in red below, and advise of any additional questions. Also, as we
discussed, you may consider using a named source rather than “£8l official.”

General Comment: Please note FBI will not comment on the capabilities or functionality of equipment or on ongoing
litigation.

From:

Sent: Tuesday, September 20, 2011 11:57 PM
To: Sabol, Shernry E.;

Subject: WSJ fact check
Importance: High

H and Sherry.

Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware
of any factual errors in any of them. Il need a response for my editors by midday although we will have a bit of time after that
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it

out, but it's up to you.

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the

-Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything

when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; | also feellike people have alot
of questions about this general topic and | want to make sure | present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email. BbE -2

b7¢ =2
P Fa e Lo

Best,

* Stingrays are designed to locate a mobile phone even when it’s not being used to inake a call.

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the
phone, It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed

by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue
teams in finding people lost in remote areas or buried in rubble after an accident.

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which

prohibits unreasonable searches and seizures, but which was written before the digital age, 1s keeping pace with the
times.




FBlis concerned the first sentence (bullet above) is misleading. While the equipment may be used without a warrant, it is used

only pursuant to lawful authority - court order issued pursuant to the Pen Register Statute and section 2703(d) of the Stored
Communications Act,

* A stingray’s role in nabbing the alleged “Hacker”—Daniel David Rigmaiden—is shaping up as a possible test of the
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary

3 th A Aictey
depending on the state and district.

The Bl believes the second sentence is misleading. The FBI uses this equipment pursuant to lawful authority = whetheritbe a
search warrant or a court order issued pursuant to the Pen Register Statute and Stored Communications Act.

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a

desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about

the device. .

The FBl disagrees with the characterization of the technology being “so secret” —~as noted previously, the FBl-considers the
equipment Law Enforcement Sensitive and our policy is intended to protect law enforcement capabilities so that subjects of law
enforcement investigations do not learn how to evade or defeat fawfully authorized investigative activity.

" In Thursday's hearng, the government will argue that it should be able to withhold miormation on precisely what tool
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution.

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its
public release could harm law enforcement efforts by compromising future use of the equipment.”

* The prosecutor, Mr. Battista, told the judge that the government’s concem is that “if the actual information regarding
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.”

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without
disclosing details about the device it used to locate him.

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or

devices were actually used.

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and

local levels,” an FBI official told the Journal.

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray
devices. Associate Deputy Attomey General James A. Baker and FBI General Counsel Valerie E. Caproni both said at

a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers

dialed, but don’t receive the content of the communications.

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search
warrant, because it doesn’t involve interception of conversations.

Where the hybrid order is required, the standard cited is accurate for the Pen Register. Section 2703(d), however, requires that

the information sought is “relevant and material” to an ongoing investigation. Also, from legal perspective, a pen register may be
used because the subject does not have a "reasonable expectation of privacy” in the information sought. Pen register

information is provided by the subject to a third party in order for the equipment to work, ie, the phone company.

* But with cellphones, data sent in real time includes location information, making the situation more complicated,
because some judges have found that location information is more intrusive than data on the numbers dialed by a




‘phone.”Some courts have required a slightly higher standard for locanon information, but not a warrant, while others

‘have held that a search warrant is necessary.

* The FBI advises agents to work with the local federal prosecutors to conform to the legal reaun'ements of their

particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes
tcchnology “may provxdc mformanon on an individual while that j person is m a location where he or she would have a-

', b d

* EXperts s“ay*lawmak'ers and the courts haven't yet settled whether locating a person or device in a home constitutes a
“search” that requires a warrant..

-* The FBI told the Journal that “with rcgard to the expungemient of location information obtained through use of this '
:type of equxpment by the FBI our pohcy since the 1990s has been to purge or ‘expunge’ all information obtained '

X

“*The FBI allows this policy because information gathered in these operations “is intended to be used only as lead \
information to assist mvesngators in 1dent1fymg the general location of their subject and is not intended to be used as '

“substantive CVICICIICC in a case,” the OﬁlClal said.

* In the Rigmaiden case, the investigators used the stingray to narrow. down the locatlon of the broadband card. One of .
the Phocmx federal agents then said inaJuly 2008 ‘email tha




RMD) (FBI)

Erom®* ' i |

LA 41] [)

1 |
Sent: Wednesday, September 21, 2011 3:22 PM-
To: Sabol, Sherry E.
Subject: Fw: WSJ fact check
b5 -1
bé -1, -2
b7C -1, -2

Sent from my BlackBerry Wireless Handheld

o

Sent: Wed Sep 21 15:17:34 2011
‘Subject: RE: WSJ fact check

Yes. Thank you,

Also! We have changed at least one of the sentences that | know of to try to make it clearer that it's law enforcement techniques

you are trying to protect, not the specific device.

Stingrays arc designed fo locate a mobile phone ¢ven when it’s not being used to make @ call! The devices are so secret that the Federal Bureau of
Investigation has a policy of deleting the data they gather, out of a desire to keep its tactics under wraps, an FBI official told The Wall Street Journal in
responsg 10 inquiries. .

bt -1, -2
b7C -1, -2

From‘:l

Sent: Wednesday, September 21, 2011 3:08 PM
T

Subject: Re: WSJ fact check

I should have your responise within 30 minutes. Is that okay?

Sent from my BlackBerry Wireless Handheld

Froml | '

To: Sabol, Sherry £} be =1, =2
Sent: Tue Sep 20 23756757 Z0T1 b7C -1, -2
Crihvinsrt ATCY Eon b o Al

T P 1 oy 73
DUDJCLL: YO TdULUUHICOK

¥

Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware
of any factual errors in any of them. Il need a response for my editors by midday although we will have a bit of time after that
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it
out, but it’s up to you.




(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the

Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything

when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; | also feel like people have a lot:

of questions about this general topic and | want to make sure | present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email,

Best,

bt =2
b7C -2

* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call.

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the

phone, It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed
by the Joumnal. The device has various uses, including helping police locate suspects and aiding search-and-rescue

teams in finding people lost in remote areas or buried in rubble after an accident.

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a

prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the
times.

* A stingray’s role in nabbing the alleged “Hacker”—Daniel David Rigmaiden~~is shaping up as a possible test of the

legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary
i district.

ADVE A

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquirics about
the device.

! * In Thursday’s hearing, the govemnment will argue that it should be able to withhold information on precisely what tool

| ing to documents filed by the prosecution.

*The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its
public release could harm law enforcement efforts by compromising future use of the equipment.”

ay

* The prosecutor, Mr. Battista, told the judge that the govemnment’s concem is that “if the actual information regarding
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.”

* In the case of the alleged hacker, Mr, Rigmaiden, the government faces the task of prosecuting him without
disclosing details about the device it used to locate him

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or
devices were actually used.

* %I ocation information continues to be a vital component in law enforcement investigations at the federal, statcand -
local levels,” an FBI official told the Journal.

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at

4




a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen

registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers
dialed, but don’t receive the content of the communications.

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an

ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search
warrant, because it doesn’t involve interception of conversations

* But with cellphones, data sent in real time includes Jocation information, making the situation more complicated,
because some judges have found that location information is more intrusive than data on the numbers dialed by a
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others
have held that a search warrant is necessary. A ~

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their

particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes
technology “may provide information on an individual while that person is in a location where he or she would have a
reasonable expectation of privacy.”

* Experts say Jawmakers and the courts haven't yet settled whether locating a person or device in a home constitutes a

“search” that requires a warrant.

*'The FBI told the Joumal that “with regard to the expungement of location information obtained through use of this
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained

during a location operation.”

* The FBI allows this policy because information gathered in these operations “is intended to be used only as Jead
information to assist investigators in identifying the general location of their subject and is not intended to be used as
substantive evidence in a case,” the official said.

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of

the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause™

and that the “FBI does not want to disclose the [redacted] (understandably so0).”
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RMD) (FBI)

From:

Sent: Wednesday, September 21, 2011 8:13 AM b5 -1

To: Sabol, Sherry E b6 =1, =2
Subject: RE: WSJ fact check b7C -1, -2

A s s oot o B hebrs 151 4 At e < G A

From: Sabol, Sherry E.
Sent: Wednesday, September 21, 2011 7:39 AM
To: Hess, Amy S.; Bryars, D Keith

Ce

A

Subject: Fw: WS) fact chec
Importance: High

WSJ-asked us to fact check certain-statements.
b5 -1

he - -

b7c -1, -2

It ook at rest again in office.

They need an answer by mid-day.

e ——————————————————————— e et

From]
To: Sabol;

DO, STICITY &) ANCT
Sent: Tue Sep 20 23:56:57 2011
Subject: WS) fact check

H Iand Sherry.

——— |

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper, Please let me know if you are aware

of any factual errors in any of them. I'l need a response for my editors by midday although we will have a bit of time after that
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it

out, butit's up to you.

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; | also feel like people have a lot
of questions about this general topic and | want to make sure | present everything as accurately as possible.

b5 -1
I would appreciate it if you could tell me that you received this email. i; c_}i 'f .

Best,

* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call.




* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the

} phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed
|
|
|

by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue
teams in finding people lost in remote areas or buried in rubble after an accident.-

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which
prohibits unreasonable searches and setzures, but which was written before the digital age, is keeping pace with the
times :

* A stingray’s role in nabbing the alleged “Hacker”~~Daniel David Rigmaiden—is shaping up as a possible test of the
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary
-depending on the state and district.

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a

desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about
the device . :

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution.

*The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its
public release could harm law enforcement efforts by compromising future use of the equipment.”

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.”
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disclosing details about the device it used to locate him.

4

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or
devices were actually used.

* 4L ocation information continues to be a vital component in law enforcement investigations at the federal, state and
~ local levels,” an FBI official told the Journa.

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to usc stingray
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at
a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers
dialed, but don’t receive the content of the communications.

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an.
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a scarch
warrant, because it doesn’t involve interception of conversations.

* But with cellphones, data sent in real time includes location information, making the situation more complicated,
because some judges have found that location information is more intrusive than data on the numbers dialed by a

_phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others
have held that a search warrant is necessary.
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* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their

pa_ﬂipu]a;' district, an FBI official said.-He added that it is FBI policy to obtain a search warrant if the FBI believes
technology “may provide information on an individual while that person is in a location where he or she would have a-
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* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a
“search” that requires a warrant.

* The FBI told the Journal that “with regard to the expungement of location information obtained through usc of this

type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained
during a location operation.”

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead
.information to assist investigators in identifying the general location of their subject and is not intended to be uscd as

substantive evidence 1n a case,” the otficial said.

* In the Rigmaiden case, the investigators used the stingray to narrow down the Jocation of the broadband card. One of
the Phoenix federal agents then said in a July:2008 email that the team needed “to develop independent probable causc”
and that the “FBI does not want to disclose the [redacted) (understandably so).”
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(RMD) (FBI)

From: Hess, Amy S, )

Sent: Wednesday, September 21, 2011 10:55 AM

To: -Sabol, Sherry E.; Bryars, D Keith |

Subject: Re: WSJ fact check . BE -1

. b6 -1, -2

‘From: Sabol, Sherry E.

To; : B eith

Cc{
-Sent:, ep 21 U7:38:33 2011 b5 -1
Subject: Fw: WS fact check o

:Lv-uw. 1 5

WS8J asked usto fact check certainstatements:

it fook at rest again in office.

‘They need an answer by mid-day.

From
To: Sabol, Sherry E.

Sent: Tue Sep 20 23756757 2011
Subject: WS) fact check

Hl and Sherry.
Te—

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper, Please let me know if you are aware
of any factual errors in any of them. Fll need a response for my editors by midday,although we will have a bit of time after that
to go back and forth. Sometimies the best thing to do is let me know early on which statements have problems so /2 n=2n warki jt-

out, but if's up to you. « bIC -1, -2

A

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything,

when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

“Thanks so much for your help, again. 1 realize this is very sensitive and an important tool for you; | also feel like people have a lot
of questions about this general topic and | want to miake sure | present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email.

Best,

[
[

* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call.
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* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the

phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed!
by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescuc
teams in finding people lost in remote areas or buried in rubble after an accident.

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which

prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the

{imes.

* A stingray’s role in nabbing the al'leged “Hacker”-~Daniel David Rigmaiden-—is shaping up as a possible test of the
Jegal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary
depending on the state and district.

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a

desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about
-the device

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool
was used to locate Mr. Rigmaiden, according to documents filed by the prosecution.

“The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, sinceits

public release could harm law enforcement efforts by compromising future use of the equipment.”

* The prosecutor, Mr. Battista, told the judge that the government’s concern is that “if the actual information regarding
... this equipment is disclosed, it can be subject to being defeated or avoided or detected.”

? * 4
disclosing details about the device it used to locate him.

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or

devices were actually used.

~ *“Location information continues to be a vital component in law enforcement investigations at the federal, state and

—Jocallevels,” an FBlofficial told the Joumpal. ———————————
| 5 .
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* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray
devices. Associate Deputy Attorney General James A. Baker and FBI General Counsel Valerie E. Caproni both said at

a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen

registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers
dialed, but don’t receive the content of the communications.

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search
warrant, because it doesn’t involve interception of conversations.

* But with cellphones, data sent in real time includes location information, making the situation more complicated,
because some judges have found that location information is more intrusive than data on the numbers dialed by a
__ phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others

have held that a search warrant is necessary.
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* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their
L‘D! helioves

particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI belicves
technology “may provide information on an individual while that person is in a location where he or she would have a

reasonable expectation of privacy.”

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a
“search” that requires a warrant.

* The FBI told the Journal that “with regard to the expungement of location information obtained through use of this
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained

during a location operation.”

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead
information to assist investigators in identifying the general location of their subject and is not intended to be used as

substanti've evidence in a case,” the official said.

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable causc”
and that the “FBI does not want to disclose the [redacted] (understandably so).”
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RMD) (FBI)

From: Sabol, Sherry E.

Sent: Wednesday, September 21, 2011 11:12 AM

To: Sabol, Sherry E.: Bryars, D Keith; DiClemente, Anthony P.|

Cc: Hess, Amy S.

Subject: RE: WSJ fact check

From: Sabol, Sherry E. hE -1

Sent: Wednesday, September 21, 2011 11:10 AM SV B
To: Bryars, D Keith; DiClemente, Anthony P.;l | b7C -1 , =2

Cc: Hess, Amy S.
Subject: RE: WS)J fact check

Thanks!

» i - e " g s s

S
From:| |

Sent: Tuesday, September 20 2011 11:57 PM

To: Sabol, Shenry E.;

Subject: WS) fact check be -1, -2

b7Cc -1, -2

Importance: High

H and Sherry.

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you-are-aware
of any factual errors in any of them. I'l need a response for my editors by midday although we will have a bit of time after that
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it
out, but it's up to you.

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't Iike subjects of stories to be surprised by anything
when the story runs. If you feet you don't have enough information to evaluate a statement, just say so. Nota problem.)

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; | also feel like people have a lot
of questions about this general topic and | want to make sure | present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email










RMD) (FBI)-

DiClemente, Anthony P.

From:
Sent:- Wednesday, September 21, 201111217 AM
To: Sabol, Sherry E.; Bryars, D Keith; be ~1, -2
Ce: Hess, Amy S‘ . };;C - i -z
Subject: Re: WSJ fact check be g
‘ BTE -1
Bection - '
:stigau\u Yi
:
~ From: Sabol, Shery E. ) ,
~ To: Bryars, D Keith; DiClemente, Anthony P.; b5 -1
CorMoc , ‘he -1, -2
p Y IICDS; Nlly s Y T e ”
Sent: Wed Sep 21 11:09:37 2011 | bic =L, =2
Subject: RE: WSJ fact check : ‘
Thanks!
w
From; |
Sent: Tuesday, September 20. 2011 11:57 P
To: Sabol, Sherry E.
Subject: WSJ fact check e 1 o
Importarice: High b7C -1,-2

Hl:land Sherry.

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that

'to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it

out, butit's up to you.

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
Anzona case These are mcfuded mamly to provxde you thh context We don‘t like sub;ects of stories to be surpnsed by anything

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; | also feel like people have afot
of questions about this general topic and | want to make sure | present everything as accurately as possible.




I would appreciate it if you could tell me that you received this email.

Best,

b5 -1

b6 =1,-2

b7C -1,-2
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[RMD) (FBI) u 7

From: DiClemente, Anthony P.

Sent: Wednesday, September 21, 2011 11:22 AM

To: Sabol, Sherry E.; Bryars, D Keith

Ce: Hess, Amy S.

Subject: Re:WSJ fact check
b5 -1
B o
b7¢C ~-1,-2

Anth i te
Chief] ISection ' L7E -1
Operafional Technology Division , ~ ’ o

eay of Investigation
ffice
obile

'From: Sabol, Shery E.

To: Sabol, Sherry E.; Bryars, D Keith; DiClemente, Anthony P,
Cc: Hess, Amy S.

Sent: Wed Sep 21 11:12:07 2011
Subject: RE: WSJ] fact check : b5 -1

BE =1, =2

b7C -1, -2

From: Sabol, Sherry E

Sent: Wednesday, September 21, 2011 11:10 AM

To: Bryars, D Keith; DiClemente, Anthony P,
Cc: Hess, Amy S..
Subject: RE: WS) fact check

i

Thanks!

From:

Sent: Tuesday, September 20, 2011 11:57 PM
To: Sabol, Sherry E.;

X o pden AAICY Frrd

SUth;\.u Wou TaCt ORXK

Importance: High

H hn d Sherry.

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware
of any factual-errors in-any of them. Il need a response for my editors by midday although we-willhave-a bit of time-after that

' to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it
out, but it's up to you.




{Some items you may not have adequate information on, like very general statements; or statements about the specifics of the -
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything'
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; 1 also feel like people have a lot

of questions about this general topic and | want to make sure 1 present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email.

Best,

b5 -1
bé -1, -2
b7C -1, -2
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[RMD) (FBI)

From:. |

| ,
Sent: Wednesday, Seplember 21; 2011 11:23 AM

To: Hess, Amy S.; Sabol, Sherry E.; Bryars, D Keith RO

Subject:- Re: WSJ fact check

Sent from my BlackBerry Wireless Handheld

From: Hess, Amy S,

To: Sabol, Sherty E.; Bryars, D Keith

Sent: Wed Sep 21 10 55:09 2011

Subject: Re: WS fact check

L From Sabol, SherryE

k> -1
b -1 ]

b7C -1

p
SubJect Fw: WSJ factd:eck

WS8J asked us to fact check certain statements.

liHook at rest again in office.

They need an answer by mrd—d'm

‘From

To: Sa 'l
‘Sent: TueSep2023' 57 .

Subject: WS) factchm

Hi lap,q Charny
[V L™ ig v ’.

Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware
of any factual errors in any of them. Il need a response for my editors by midday aithough we will have a bit of time after that
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it

out, but it's up to you.

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. 1 realize this is very sensitive and an important tool for you; | also feel like people have a lot
of questions about this general topic and ! want to make sure | present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email.

1




Best,

* Stingrays are designed to locate 2 mobile phone even when it’s not being used to make a call.

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed

“by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue

teams in finding people lost in remote areas or buried in rubble after an accident.

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a

warrant. The technologies are driving a broad Constitutional debate about whether the Fourth’Amendment, which
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the
times.

*"A stingray’s role in nabbmg the alleged “Hacker”—Daniel David ngmalden--ls shaping up as a possible test of the

‘Jegal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary

depending on the state and district.

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a
desire to keep the technology under wraps, an FBI official told The Wall Street Joumal in response to inquiries about
the device.

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool

was used to locate Mr. Rigmaiden, according to documents filed by the prosecution.

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its

public release could harm law enforcement efforts by compromising future use of the equipment.”

* The prosecutor, Mr. Battista, told the judge that the governnment’s concern is that “if the actual information regarding
.. this equipment is disclosed, it can be subject to being defeated or avoided or detected.”

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without

-disclosing details about the device it used to locate him.

* The government says “stingray” is a gencrlc term, and in Mr. Rigmaiden’s case it remains unclear which device or
devices were actually used.

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and
local levels,” an FBI official told the Journal.

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray
devices. Associate Deputy Attomey General James A. Baker and FBI General Counsel Valerie E. Caproni both said at
a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen

registers” that require a lesser ord er than a warrant. Pen registers gather signals from phones, such as phone numbers
dialed, but don’t receive the content of the communications.

*To geta pen-register order, investigators must show only that the information likely to be obtained is “relevant to an
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search

warrant, because it doesn’t involve interception of conversations.
2




* But with cellphones, data sent in real time includes location information, making the situation more complicated,
because some judges have found that location information is more intrusive than data on the numbers dialed by a
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes

technology “may provide information on an individual while that person is in a location where he or she would have a

reasonable expectation of privacy.”

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a
“search” that requires a warrant.

* The FBI told the Journal that “with regard to the expungement of location information obtained through use of this
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained
during a location operation.”

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead

information to assist investigators in identifying the general location of their subject and is not intended to be used as
substantive evidence in a case,” the official said.

*In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause”
and that the “FBI does not want to disclose the [redacted] (understandably so0).”

bic -2
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RMD) (FBI

From:-
Sent: Wednesday, September 21, 2011:11:51 AM
To:. Sabol, Sherry E.
Subject: Re: WSJ fact check

Thx! :
Blackberry Message b7c -1 '

From: Saboi, Shéuf E.
To: DiClemente, Anthony P
Sent: Wed Sep 21 11:49:50°201T
Subject: FW: WS fact check

From: Sabol, Sheny E. _ ,
‘Sept: ber 21, 2011 11:49 AM
To
CcHHEss, ATy S3; - D Keith
Subject: RE: WSJ fact check

b5 -1

EETELE
b7C -1, -2

From
Sent: Tuesday, September 20, 1187 PM
"To: Sabol, Shenty E.;|
Subject: WSJ fact check
Importance: High

H{ and Sherry.

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware
of any factual errors in any of them. I'l need a response for my editors by midday although we will have a bit of time after that
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it
out, but it's up to you. :

(Some items you may not have adequate information on; like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; 1 also feel like people have a lot

of questions about this general topic and | want to make sure | present everything as accurately as possible. be o

BT 2

1 would appreciate it ‘if you could tell me that you received this email.

Best,







b5




KRMD) (FBI) ‘ _ B7C
From: DiClemente, Anthony P.
Sent: Wednesday, September 21,2011 11:57 AM
To: Sabol, Sherry E.
Subject: Re: W8J fact check
Thanks Sherry.
Anthony DiClemente
Chief Bection
Operauornar TECIRTOTOgY OIVISTOTT
Federal Bureau of Investigation L .
Dffice srRT
Mobile
' From: Sabol, Sherry E.

To: DiClemente, Anthony P.; Struyk, James L.; Mazel, Joseph W.; King, John E.

Sent: Wed Sep 21 11:49:50 2011
Subject: FW: WSJ fact check

From: Sabol, Sherry E. ‘
W- ’ 21, 2011 11:49 AM '

T ‘b B
Cc:Hess, Amy S.; Bryars, D Keith be -1, -2
Subject: RE: WSJ fact check bic——1;
Sherry.

From; l

Sent: Tuesday, Seplember 20. 2011 11:57 PM
To: Sabol, Sherry E.

Subject: WS) fact check
Importance: High

Hl ILand Sherry,

‘Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware

-of any factual errors in any of them. Il need a response for my editors by midday aithough we will have a bit of time after that
to go back and forth. Sometimes the best thingto do is let me know early on which statements have problems so we can work it

out, but it's up to you.

{Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything

when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; | also feel like people have a lot
of questions about this general topic and ! want to make sure | present everything as accurately as possible.

1




I'would appreciate it if you could telt me that you received this email.

Best,

b5 -1
bE -1, =2
n7c -1, -
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(RMD) (FBI)

From:

_-Sent:

Wednesday, September 21, 2011 12:

To:
Cc:

03 PM"

v P,

bée ~1

bL7C ~1

‘Subject:

.Sherry-.

Here's my thoughts:




AsSistant General Tounsel

Scienice & Technology Law Unit

Federal Bureau of Investigation

Offig

BB! b Fog—. l
E-Mai B7C -1

THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK PRODUCT MATERIAL.
DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FB1 OGC.

From: Sabol, Sherry E.
Sent: Wednesday, Septem
To; DiClemente, Anthonv P,

Cc

Subject: Fw: WSJ fact check

Please take a look at this and get me your thoughts/comments asap.

From: Hess, Amy S.

‘Tol;SahQLSbemLE.'_BmaT, D Keith:
Cc

Sent: Wed Sep 21 10:11:25 2011
Subject: Re: WSJ fact check

From: Sabol, Sherry E.

b5 -1

ToHes: : Keith
Cc

BE=1
b7C -1

Se 2011

Subject: Fw: WS) fact check

W8 asked us to fact check certain statements.

ook at rest again in office.

They need an answer by mid-day.

To:Sabol, Sherry E.

From

Sent: Tue Sep 20 23:56:57 2011
Subject: WS} fact check

HDnd Sherry.

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware
of any factual errors in any of them. Il need a response for my editors by midday although we will have a bit of time after that
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it

out, but it's up to you.




{Some items you méy not have adequate information on, like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything;
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; | also feel like people have a lot
of questions about this general topic and | want to make sure | present everything as accurately as possible.

Best,

k7C -2

* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call.

* A stingray works by mimicking a cellphone tower, getting a phone to connect to it and measuring signals from the
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed
by the Journal. The device has various uses, including helping police locate suspects and aiding search-and-rescue

teams in finding people lost in remote areas or buried in rubble after an accident.

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which

prohibits unreasonable searches and seizures, but which was written betore the digital age, 1s keeping pace with the

times.

* A stingray’s role in nabbing the alleged “Haékcx”-Daniel David Rigmaiden—is shaping up as a possible test of the

legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary

depending on the state and district.

* T . - . s . .
e devices-are so-secret th he Federal Bureau of Investigation has a policy of deleting the data they gatherout o

o Al e $ = LG =8 e LG =

desire to keep the technology under wraps, an FBI official told The Wall Street Journal in sponse to inqiries about

the device.

* In Thursday's hearing, the government will argue that it should be able to withhold information on precisely what tool

was used to locate Mr. Rigmaiden, according to documents filed by the prosecution.

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its

public release could harm law enforcement efforts by compromising future use of the equipment.”

* The prosecutor, Mr. Battista, told the judge that the government’s concem is that “if the actual information regarding

... this equipment is disclosed, it can be subject to being defeated or avoided or detected.”

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without
disclosing details about the device it used to locate him.

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or

devices were actually used.

* “Location information continues to be a vital component in law enforcement investigations at the federal, state and

local levels,” an FBI official told the Journal.

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray

devices. Associate Deputy Attomey General James A. Baker and FBI General Counsel Valerie E. Caproni both said at

a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen

registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers

dialed, but don’t receive the content of the communications.




* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search
warrant, because it doesn’t involve interception of conversations.

* But thh cellphoncs, data sent in real tlme mcludes locanon mformatmn. making the snuauon more oomphcatcd

phone Some courts have requued a slxghtly higher standard for location mfonnauon, but not a warrant, whzle othcrs
have held that a search warrant is necessary.

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI belicves
technology “may provide information on an individual while that person is in a location where he or she would have a
reasonable expectation of privacy.”

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a
“search” that requires a warrant.

* The FBI told the Journal that “with regard to the expungement of location information obtained through use of this
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained
during a location operation.”

* The FBI allows this policy because information gathered in these operations “is intended to be used only as lead
information to assist investigators in identifying the general location of their subject and is not intended to be used as
substantive evidence in a case,” the official said.

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause™
and that the “FBI does not want to disclose the [redacted] (understandably so0).”




!RMD! (FBI)

From:

Sent: HMedn&daLSem%mber 21,2011 12:14 PM .

To: ISabol, Sherry E.; DiClemente, Anthony P. gj 1

Ce: pe -

Subject: Re: WSJ fact check bic =l

mn'e'mlCounsel

Unit Chief, Science and Technology Law Unit

Office of the General Counsel

Federal Bureau of Investigation

From:

To; ] : Di y P.|

Cc

Subject: RE: WS) fact check

Sherry- be -1
BTC -1

Here's my thoughts:

I




Assistant General Counsel

Science & Technology Law Unit
Federal Burean of Investioation
Offig

BB:

E-M

THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK PRODUCT MATERIAL

DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FBI OGC.

From: Sabol, Shenty E.

Sent: Wednesday, Septe}nbftﬂmuﬁ_zl&M
To: DiClemente, Anthony

D
l’.a

 — -
Subject: Fw: fact check

b £
s =1

b& -1
7o -1

Please take a look at this and get me your thoughts/comments asap.

From: Hess, Amy S.
To; Sabol, Sherrv E.: Brvars, D Keith

Cc
Sent: Wed Sep 21 10:11:25 2011
Subject: Re: WSJ fact check

From: Sabol, Sherry E.
To: Hess, Amy S.; Bryars, D Keith

C
Sent: p 138:43 2011

3 il
JF SN A

Subject: Fw: WSJ fact check

be -1
hic =1

WSJ asked us to fact check cerfain statements.

I look at rest again in office.




They need an answer by mid-day.

From .
To: Sa rry E. b6 -1, 2
Sent: Tue Sep 20 23 56:57 2011 : : b7C -1, 2

Subject: WSJ fact check

b nd Sherry.

Below are sentences and paragraphs from the story, which is set to runin Thursday's paper. Please let me know if you are-aware
of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that
to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it

.out, but it's up to you.

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything

when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; | also feel like peqp!e' have alot

of questions about this general topic and | want to make sure | present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email.

Best,

* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call.

* A stingray works by mimicking a ccilphonc tower, getting a phone to connect to it and measuring signals from the
phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed

by the Joumnal. The device has various uses, including helping police locate suspects and aiding search-and-rescue

teams in finding people lost in remote areas or buried in rubble after an accident.

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a

warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which:
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the
times.

* A stingray’s role in nabbing the alleged “Hacker”—Daniel David Rigmaiden—is shaping up as a possible test of the
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary

‘depending on the state and district.

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about
the device.

* In Thursday’s hearing, the govemnment will argue that it should be able to withhold information on precisely what tool

was used to locate Mr. Rigmaiden, according to documents filed by the prosecution.

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its
public release could harm law enforcement efforts by compromising future use of the equipment.”

* The prosecutor, Mr. Battista, told the judge that the govemment’s concern is that “if the actual information regarding
..~ this equipment is disclosed, it can be subject to being defeated or avoided or detected.”

3




* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without.

disclosing details about the device it used to locate him.

* The government says “stingray™is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or

devices were actually used.

| * “] pcation information continues to be a vital component in law enforcement investigations at the federal, state and

‘local levels,” an FBI official told the Journal

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray
devices. Associate Deputy Attomey General James A.'Baker and FBI General Counsel Valerie E. Caproni both said at.
a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen
registers” that require a lesser order than a warrant. Pen registers gather signals from phones, such as phone numbers
dialed, but don’t receive the content of the communications.

* To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an

ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search
warrant, because it doesn’t involve interception of conversations.

* But with cellphones, data sent in real time includes location information, making the situation more complicated,
'because some judges have found that location information is more intrusive than data on the numbers dialed by a

. »
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‘have held that a search warrant is necessary.

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes

technology “may provide information on an individual while that person is in a location where he or she would have a
reasonable expectation of privacy.”

* Experts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a
pe gaf

“search” that requires a warrant.

* The FBI told the Joumal that “with regard to the expungement of location information obtained through use of this
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtained
during a location operation.”

eF ows this policy because information ga i ¢ _
information to assist investigators in identifying the general location of their subject and is not intended to be used as

substantive evidence in a case,” the official said.

. * Inthe Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of

the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause”
and that the “FBI does not want to disclose the [redacted] (understandably so).”

be -2
b7C -2




(RMD) (FBI) _ V

From:. { } ]
Sent: Wednesday, September 21,2011:12:17 PM
To: Sabol, Shenry E.

Ce: Hess, Amy S.; Bryars, D Keith

Sent from my BlackBerry Wireless Handheld

ij:.SaboLﬁhPrw E
T |

Cc: Hess, Amy S.; Bryars, D Keith;
Sent: Wed Sep 21 11:56:59 2011

Subject: Re: WSJ fact check

From: Sabol, Sheny E. 5o

To! | . 56 -1
Cc: Hess, Amy S.; Bryars, D Keith pIC -1

Sent: Wed Sep 21 11:48:47 2011

Subject: RE: WS) fact check

Sherry.

‘Fro

nt: Tuesday, Sepfember 20. 201 1T:57 PM b6 =1, =2

To: Sabol, Sherry E, BIC -1, -2

Subject: WSJ fact check:
Importance: High

‘ Hil and Sherry.

Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware

of any factual errors in any of them. Tl need a response for my editors by midday although we will have a bit of time after that

16 g0 back and forth. Sometimes the best thing to do is Tet me Know eéarly on which statements have problems so we can work it

-out, butit's up to you.

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

-

» Y P . .
anK O UCH 10T YOU eip, again. galize U IS VETY &€ VO ana an mponal OOL IO YOU; T aISO Teel lIke peOplio Nave a0

of questions about this general topic and t want to make sure | present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email.




Best,

N
[

b
h7C

p5 -1




b5 -1

b6 -2
L7c -2




RMD) (FBI)

ToO: Sabol, Sherrv E
Subject: H sheck

From: Sabol, Sherry E.

Sent: Wednesday, September 21, 2011 2:10 PM
]

b6 -1

b7C -

Thanks,

From: Sabol, Sherry E.

Sent: Wednesday, September 21, 2011 2:00 PM'

To

Cc
Subject: RE: WSJ fact check

.From
Sent: Wedn’es@y, September 21, 2011.12:03 PM

To:

Ccq |
Subject: FW: WSJ fact check

‘Sherry-

Assistant General Counsel
Scierice & Technology Law Unit

b5 -1

Federal Bureau of Investigation

Offiq
BB:

Bo =1

b7C -1

E-M32

“THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK PRODUCT MATERIAL.
DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FBI OGC.

‘Sent: Wednesday, Septembe,

From: Sabol, Shenty E.

21. 2011 11:49 AM

To: DiClemente, Anthony P.;

Subject: FW: WS fact h




From: Sabol, Sherry E.

S:anmmt)er 21, 2011'11:49 AM
T

Cc: Hess, Amy S.; Bryars, D Keith

Subject: RE: WS)J fact check

Sherry. ,
b5 -1
b6 -1, -2
b7C -1, -2
From
Sent: Tuesday, September 20, 2011 11:57 PM
To: Sabol, Sherry E.; |
Subject: WSJ fact etk '
Importance: High

I
Hl Imd Sherry.

Below are sentences and paragraphs from the story, which is set to run in Thursday's paper. Please let me know if you are aware

of any factual errors in any of them. I'll need a response for my editors by midday although we will have a bit of time after that

to go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it

out, but it's up to you.

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the

Arizona case. These are included mainly to provide you with context. We don't like subjects of stories to be surprised by anything
when the story runs. If you feel you don't have enough information to evaluate a statement, just say so. Not a problem.)

Thanks so much for your help, again. I realize this is very sensitive and an important tool for you; I also feel like people have a lot

of questions about this general topic and | want to make sure | present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email.

BE~1
Best, b -2
b7o -2




b5 -1




bo

be -2
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RMD) (FBI)

From: i I , .
Sent: Wednesday, September 21, 2011 3:04 PM b5 -1
To: Sabol, Sherry E: be —1
Subject: Re: WS fact check b7C -1
Sent from my BlackBerry Wireless Handheld
F M v E
Toi |
Sent: Wed Sep 21 14:01:41 2011
Subject: Re: WSJ fact check
From| | B =1
To: Sabol, Sherry E. b6 -1
Sent: Wed Sep 21 13:17:36 2011 L7
Subject: FW: WS) fact check
'FrOml

. : tember 21, 2011 12:14 PM
T Sabol, Sherry E.; DiClemente, Anthony P.;
Cc
Su T Ré: a eck
Associate General Counsel
Unit Chief, Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
From ) L ré 1
To; Sabol, Sherrv E.2 DiClemente, Anthopy P. b6 -1
Cc B0 —1
Se . 3 5 L 1]
Subject: RE: WSJ fact check
Sherry :
Here's my thoughts:-




o)

Assistant General Counsel b6 -1

Science & Technology Law Unit p7c -1

Federal Bureau of Investigation
Office

BB: (2

E-Mai

THIS COMMUNICATION MAY CONTAIN PRIVILEGED AND CONFIDENTIAL ATTORNEY-CLIENT AND ATTORNEY WORK PRODUCT MATERIAL

- DO NOT DISCLOSE WITHOUT PRIOR PERMISSION FROM FBI OGC.

From: Sabol, Sherry E.

Sent: Wednesday, September 21, 2011 10:16 AM




To; DiClemente, Anthony P.J 1 ‘

p o

C |

Please take a look at this and get me your thoughts/comments asap.

b5 -1
] & —1
n:Hess; Amy S B7C -1
To: Sabol L. rs, D Keith
Cen

Sent: Wed Sep 21 10:11:25 2011’
Subject: Re: WS)J fact check

From: Sabol, Sherry E.
To: : Bry Keith
C

Sent: Wed Sep 21 07:38:43 2011

Subject: Fw: WSJ fact check

WS asked us to fact check certain statements.

o

~3 Oy i
i
s
-

I
]

o

litiook at rest again in office.

They need an answer by mid-day

‘From| |

To: Sabol, Sherry E |

Sent: Tue Sep 20 23:56:57 2011.
Subject: WSJ fact check

r—

Hi and Sherry.

Below are sentences and paragraphs from the story, which is set to run in Thursday’s paper. Please let me know if you are aware
of any factual errors in any of them. Il need a response for my editors by midday although we will have a bit of time after that

{0 go back and forth. Sometimes the best thing to do is let me know early on which statements have problems so we can work it

out, but it's up 1o you.

(Some items you may not have adequate information on, like very general statements, or statements about the specifics of the
ATizo ACase, The g-areinciuded ainly toprovide you wi cCoONnext, ywe gof ikesubie of stories to besurprised-by-anything

when the story runs. if you feel you don't have enough information to evaluate a statement, just ‘say so. Not a problem.)

‘Thanks so much for your help, again. | realize this is very sensitive and an important tool for you; 1 also feel like people have a lot
of questions-about this general topic and 1 want to make sure | present everything as accurately as possible.

I would appreciate it if you could tell me that you received this email. b6 -2
: - - b7C -

il

_ -Best,




* Stingrays are designed to locate a mobile phone even when it’s not being used to make a call.

* A stingray works by mimicking a cellph_one tower, getting a phone to connect to it and measuring signals from the

phone. It allows the stingray operator to ping a phone and find it if it is powered on, according to documents reviewed

by the Journal. The device has various uses; including helping police locate suspects and aiding search-and-rescue
teams in finding people lost in remote areas or buried in rubble after an accident.

* Stingrays are one of several new technologies used by law enforcement to track people’s locations, often without a
warrant. The technologies are driving a broad Constitutional debate about whether the Fourth Amendment, which
prohibits unreasonable searches and seizures, but which was written before the digital age, is keeping pace with the

-times.

* A stingray’s role in nabbing the alleged “Hacker”-—_»lDaniel David Rigmaiden—is shaping up as a possible test of the:
legal standards for using these devices in investigations. The FBI says no warrant is required and that standards vary

depending on the state and district.

* The devices are so secret that the Federal Bureau of Investigation has a policy of deleting the data they gather out of a
desire to keep the technology under wraps, an FBI official told The Wall Street Journal in response to inquiries about
-the device.

* In Thursday’s hearing, the government will argue that it should be able to withhold information on precisely what tool

*

* The FBI says information on stingrays and related technology is “considered Law Enforcement Sensitive, since its
public release could harm Jaw enforcement efforts by compromising future use of the equipment.”

* The prosecutor, Mr. Battista, told the judge that the government’s concem is that “if the actual information regarding
.. this equipment is disclosed, it can be subject to bemg defeated or avoided or detected.”

* In the case of the alleged hacker, Mr. Rigmaiden, the government faces the task of prosecuting him without

disclosing details about the device it used to locate him

* The government says “stingray” is a generic term, and in Mr. Rigmaiden’s case it remains unclear which device or
devices were actually used.

* “Location information contmues to be a vital component in law enforcement investigations at the federal, state and

4] - nal.

* FBI and Department of Justice officials have said that investigators don’t need to get search warrants to use stingray
devices. Associate Deputy Attomey General James A. Baker and FBI General Counsel Valeric E. Caproni both said at

a panel discussion at the Brookings Institution in May that devices like these fall into a category of tools called “pen

registers” that require a lesser order than a warrant, Pen registers gather signals from phones, such as phone numbers
-dialed, but don’t receive the content of the communications.

*To get a pen-register order, investigators must show only that the information likely to be obtained is “relevant to an
ongoing criminal investigation.” The Supreme Court has ruled that use of a pen register doesn’t require a search
warrant, because it doesn’t involve interception of conversations.

* But with cellphones, data sént in real time includes location information, making the situation more complicated,
because some judges have found that location information is more intrusive than data on the numbers dialed by a
phone. Some courts have required a slightly higher standard for location information, but not a warrant, while others

‘have held that a search warrant is necessary.

* The FBI advises agents to work with the local federal prosecutors to conform to the legal requirements of their
particular district, an FBI official said. He added that it is FBI policy to obtain a search warrant if the FBI believes

4




‘technology “‘may provide information on an individual while that person is in a location where he or she would have a

reasonable expectation of privacy.”

- PRI NI

* Expeérts say lawmakers and the courts haven’t yet settled whether locating a person or device in a home constitutes a

“search’ that requires a warrant.

*The FBI told the Joumnal that “with regard to the expungement of location information obtained through use of this
type of equipment by the FBI, our policy since the 1990s has been to purge or ‘expunge’ all information obtamed

during a focation operation.”

* The FBI allows this policy because information gathered in these operations “is intended to be used ‘only as lead

‘information to assist investigators in identifying the general location of their subject and is not intended to be used as

substantive evidence in a case,” the official said.

* In the Rigmaiden case, the investigators used the stingray to narrow down the location of the broadband card. One of
the Phoenix federal agents then said in a July 2008 email that the team needed “to develop independent probable cause”
and that the “FBI does not want to disclose the {redacted] (understandably so).”
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"From: DiClemente, Anthony P,
‘Sent: Saturday, September 17, 2011 4:26 PM

To: Sabol, Sherry E.
-Subject: -Fw: Wall Street Journal request -- legal status of "stingray” technology

JFYI - Il call you.

‘Anthonv DiClemente

B7C -1
b7E -

Chiet | Section
Operational Technology Division

-Federal Bureau of Investigation

From: Bryars, D Keith-

. To: DiClemente, Anthony P.; Hess, Amy S.

Sent: Sat Sep 17 16:16:37 2011

"Subject: Re: Wall Street Journal request -- legal status of “stingray™ technology

Thanks Tony.

D. Keith Bryars.
A/Deputy Assistant Director

Operational Technology Division
‘Innovation*Yechnology* Collaboration

‘From: DiClemente, Anthony P.
To: Hess, Amy S.; Bryars, D Keith

.Sent: Sat Sep 17.15:44:16 2011
‘Subject: Re: Wall Street Journal request -- legal status of "stingray” technology:

Y o
At N

Amv/Keith,

e -1
b7C ~1

b7E -1

'Regam‘s.

-AnthopuDiClamenta
“Chief Section-

- Operational Technology Division
_Federal Bureau of Investigation

From: DiClemente, Anthony P.
To: Hess, Amy S.; Bryars, D Keith

Sent: Sat Sep 17.14:36:27 2011

Subject: Fw: Wall Street Journal request -- legal status of “stingray™ technology




Anth i tn By -
Oper 1 BIC—1
_Federal Bureau of Investigation b7E -1
From: Sabol, Sherry E.

To: DiClemente, Anthony P.

Sent: Sat Sep-17-14:23:18 2011

Subject: Re: Wall Street Journal request -- legal status of “stingray” technology

From: DiClemente, Anthony P. ;

To: DiClemente, Anthony P.; Sabol, Sherry E.; Hess, Amy S. ; Bryars, D Keith b5 =1
Sent: Sat Sep 17-14:19:03 2011 beh

Subject: RE: Wall Street Journal request -- legal status of "stingray” technology

Anth i '
Chief] Section
Operationa nology fon




_Federal Bureau of Investigation

From: DiClemente, Anthony P,
Sent: Saturday, September 17,

2011 1:16 PM

To: Sabol, Sherry E.; Hess, Amy S.|

b5 -1

| Bryars, D Keith

Subject: RE: Wall Street Journal request — Tegal Status of "stingray” technology pE
L7E ~-1

Anth
Chief

ection

Operational Technology bhvision
Federal Bureau of Investigation

From: Hess, Amy S.

2011 9:53 AM

Sent: Saturday, September 17, o

mm DiCiemente, Anthony P. bs -1

‘Subject: Fw: Wall Street Journal request -- legal status of "stingray” technology B7C 1
B7E =1




From: Bryars, D Keith

To: Hess, Amy S. »
Sent: Sat Sep 17 06:16:30 2011

Subject: Fw: Wall Street Journal request -- legal status of *stingray™ technology-

Amy,
—THENRS, INETUT
b5 -1
bTE -1
D. Keith Bryars
A/Deputy Assistant Director
Operational Technology Division

Innovation*Technology*Collaboration

Frém Sabo!, o; erry ‘:;.,

To: Bryars, D Keith
Sent: Fri Sep 16 23:49:17 2011 ]
Subject: Fw: Wall Street Journal request -- legal status of *stingray”® technology

From: b5 -1

To: D nte, Anthony P. ﬁfr— ! .

Cc: Kortan, Michael P.; Sabol, Sherry E. S

Sent Frl Sep 16 21: 03 31 2011

—Sentfrommy BlackBerry Wireless Handheld"

From: ]

Sent: Fri Sep 16 18:49:49 2011

Subject: Re: Wall Street Journal request -- legal status of "stingray” technology N
b6 -1
p7C 1

From

To: Sabol, Sheny E.

Sent: Fri Sep 16 18:30:28 2011
Subject: RE: Wall Street Journal request -- legal status of "stingray” technology




From: Sabol, Sheny E.

Sﬁm&msemembér 162011 6:11 PM |

.Subject: Re: Wall Street Journal request -- legal status of "stingray” technclogy

T
Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.

b5 -1
b6 =1

Sent: Fri Sep 16 16:48:15 2011

From: Sabol, Shenty E.

b7C -1

To: Sabol, Sherry EJ - —
Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P

Subject: RE: Wall Street Journal request -- legal status of "stingray” technology

From: Sabol, Sherry E.

Sents . 4532 PM
Tol l

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.

-Subject: RE: Wall Street Journal request =- legal status of "stingray® technology

L33

Importance: High

$+43 443324444 e 44 b4
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From'

Sent: ;2011 1:49 PM
‘Tol Sabol, Sherry E.
"D Keith; LammeTt, Efame -3 Koream, TIiaeT .

Sub;ect FW: Wall Street Journal request ~- legal status of "stingray” technology

See update below. We wili need a response by COB today if we are going to contribute to the article.

From :l_

Sent: Friday, September 16, 2011 1:44 PM"
To‘ b6 ~1, -2
Su : RE: Wall Street Journal request -~ legal status of *stingray” technology pIC -1, -2

P

comment to Sux:tday at midday. (And today would really be best.)

Thanks!
From

(DOXFBL)
Sent: P 222:54°2011 bE =1, =2
Subject: Wall Street Journal request -- legal status of "stingray™ technology b7C —1y -2
i ‘

il

“Thanks so much for helping me out.

| l . _whi
generally to Jocate or otherwise get data on cellular devices. As an example of the use of this technology. Fm-writing-about-a-case
in U.S. District Court in the District of Arizona in which the FBI used one of these devices. (It's unclear whether what was used
.was a stingray, a triggerfish, or something else. The prosecution explains that stmgray' is the generic term used.)

Currently, the judge in the case is set to hear the defendant's motion for disclosure of more information on the device and
techniques used; the prosecution says that these matters are law enforcement sensitive.

B . 7
OO £y 0. s (3 £S aa o&-to-aet ina 14 AL atalia
QIOY L V LG & 3 >

technology l do not want to on!y quote the ACLU in th;s matter and woutd apprecaate your heip

Here's what I'm looking for:: .

LEGAL INFORMATION
(1) Fwould like to know what the FBI's guidelines are regarding what orders are required for the use of a stingray, particularly as it
pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to geta

Narran possible b a lesser orderif no Nha he legal analysis tha nports this policy? Do the instruction arv b

region? Things like that




.(2) 1 would like to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent,
in'the apptication for the use of device, requested that data obtained by the court order be expunged at the end of the mission to
locate the cellular device. This request was granted, and that data was expunged.

USAGE INFORMATION ,
-Fwould fike any information that the FBI might be able to provide on how helpful these *stingray" type devices are, how frequently-
they are used and whether their use has increased or decreased in the past couple of years.

I'm not on a daily deadline for this story, but lanona deadtine. The story needs to be sent to my editors in the next few days, so

would hope to talk with-someone-as soon-as possible:

¥

Thank you.

Best Regards, .

R bé -2
b




RMD) (FBI)

From: |
Sent: riday, Seplember 16, 2011 9:04 PM

To: biClemente; f\nthony P
Cc: Kortan, Michael P.; Sabol, Sherry E.

Subject: Fw: Wall Street Journal request -- legal status of “stingray" technology

b5 -1
bé -]

B7C -1

Sent from my BlackBerry Wireless Handheld

Sent: Fni Sep 16 18:49:49 2011
Subject: Re: Wall Street Journal request -- legal status of "stingray” technology

bo =1

b7C -1
b5 -1

From: Allen, Christopher M.
To: Sabol, Sherry E.

Sent: Fri Sep 16 18:30:28 2011
Subject: RE: Wall Street Journal request ~- legal status of "stingray” technology

From: Sabol, Sherry E.

T l

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.

Subject: Re: Wall Street Journal request -- legal status of *stingray” techiorogy

b5 -1
bé -1

b7C -1

From: Sabol, Sherry

To: Sabol, Shenry E.;

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Rortan, Michael P.

Sent: Fri Sep 16 16:48:15 2011

Subject: RE: Wall Street Journal request -- legal status of “stingray™ technology

From: Sabol, Sherry E.
Sent: Fridav, September 16,2011 4:12 PM

Toj
Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.




Subject: RE: Wall Street Journal request -- legal status of "stingray” technology

Importance: High

From|
Sent: Friday, September 16, 2011 1:49 PM

Tol |Sabo! Shemry E.;
Cct Y S.; Bryars, D Keith; Lammelt;, El@Me IV.; KOTtaN, MIKNast P.

Subject FW: Wall Street Journal request -- legal status of "stmgray technology

b6 -1, -2
See update below. We will need a response by COB today if we are going to contribute to the article. bic -1, -2

Sub ect: RE: Wall Street Journal request -~ legal status of "stingray" technology

Another update: It Jooks as though my editors might want to run it out for Monday’s paper, which would put my deadline for
comment to Sunday at midday. (And today would really be best.)

Thanks!




, 2
-2

Fro

Tq (DOX(FBI)
Sent: p 09 11:22:54 2011:

-Subject: Wall Street Journal request - legal status of “"stingray® technology

Hi.

i

| - - 2
—— Thanks so muchfor helpingmeout.

I'm{ bnd am writing about the use of *stingray” type devices, which are used

: generany to locate or otherwise get data on cellular devices. As an example of the use of this technology, I'm writing about a case

in'U.8. District Court in the District of Arizona in which the FBl used one of these devices. (It's unclear whether what was used-

“was a stingray, a triggerfish, or something else. The prosecution explains that *stingray" is the generic term used.)

Currently. the ;udge in the case is set to hear the defendant's motxon for d:sclosure ot_more information on the device and'!

-Funderstand this technology is very sensitive for the FBI; however, I would very much like to get the FBI's views-on this

technology. 1 do not want to only quote the ACLU in this matter and would appreciate your help.

LEGAL INFORMATION

Here’s what ¥m looking for::

5 TN A ey o o el £ I b i

;2 s fir oy e PO £
WO 10 KABOW WhHhai U1 - FoiE i al e v-l'vv" ol Uil aic T 'vc! -

pertains to location information. Do they require a search warrant or a different type of order? Are agents mstructed totry to get a
warrant if possible but a lesser order if not?2 What is the fegal analysis that supports this policy? Do the instructions vary by
region? Things like that.

(2) 1 would like to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm coverin’g;” the Agent,
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to
locate the cellular device. This request was granted, and that data was expunged.

USAGE INFORMATION

.1 would like any information that the FBI might be able to provide on how helpful these *stingray” type devices are, how frequently
-they are used and whether their use has increased or decreased in the past couple of years.

I'm not on a daily deadline for this story, but | am on a deadline. The story needs to be sent to my editors in the next few days, so |

would hope to talk with someone as soon as possible:

Thank you,

Best Regards,




[(RMD) (FBI) ‘ .

From:
Sent: X 2011'1:49 PM.

To: | Sabol, Sherry €
Ce: -Hess, Amy S, Bryars, D Keith; Lammért, Elang N.; Kortan, Michael r. be 1. -2
Subject: FW: Wall Street Journal request -- legal status of "stingray” technology : : (4"_,’1 = 5

See update below. We will need a response by COB today if we are going to contribute to the article.

From

Sent: Friday, September 16, 2011 1:43 PM
Tol

Subject: RE: Wa -Journal request = legal status of 'stingray“ technology

Another update: It looks as though my editors might want to runit out for Monday’s paper, which would put my deadline for
comment to Sunday at midday. (And today would really be best.)

“Thanks!

bt -1, -2 ‘
b7C -1, -

From|

-Subject: Wall Street Journal request -- legal status of "stingray™ technology
Hi.

“Thanks so much for helping me out.

Ty [DORFBIJ-
Sent: Fri Sep 09 11:22:54 2011

B

I'm| nd am writing about the use of *stingray" type devices, which are used
generally to locate or otherwise get data on cellufar devices. As an example of the use of this technology, I'm writing about a case
inU.S. District Court in the District of Arizona in which the FBl used one of these devices. (It's unclear. whether what was used
was a stingray, a triggerfish, or something else. The prosecution explains that *stingray” is the generic term used.)

Currently, the judge in the case is set to hear the defendant’'s motion for disclosure of more information on the device and
techniques used; the prosecution says that these matters are Jaw enforcement sensitive.

lunderstand this technology s very sensitive for the FBI; however, | would very much like to get the FBI's views on this
technology. | do not want to only quote the ACLU in this matter and would appreciate your help.

Here's what I'm looking for:

(1) 1 would like to know what the FBI's guidelines are regarding what orders are required for the use of a stingray, particularly as it

LEGAL INFORMATION

pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a
warrant if possible but a lesser order if not? What is the legal analysis that supports this policy? Do the instructions vary by

region? Things like that.




(2) 1 would fike to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering, the Agent,

in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to
locate the cellular device. This request was granted, and that data was expunged.

’

USAGE INFORMATION

‘T'would like any information that the FBI might be able to provide on how helpful these *stingray* type devices are, how frequently-

they are used and whether their use has increased or decreased in the past couple of years.

I'm not on a daily deadline for this story, but | am on a deadline. The story needs to be sent to my editors in the next few days, so |

would hope to talk with someone as soon as possible.

Thank you.
Best Regards,

b6 -2
— B7C -2




| l
From: ] |

§ent: r_‘ﬂgd_r]ﬁﬁdaz._ﬁgmgmj er 14. 2011 3:54 R

o0 | abol, onefry E.;
Cer Hess, Amy S.; Bryars, D Keith; Lammelt E@meN: P
-Subject: ~ FW: Wall Street Journal request -- legal status of "stingray” technology - e g
b7C -1, -2
|
|
|
| Fromi

Sent: Wednesday, September 14, 2011 3:43 PM

To:
s;lbl'Je_ct_RE'W: : Wall Street Journal request - legal status of "stingray™ technology

Thanks for keeping me up to date_.

I do have some information so far on the legal theories and poticies involved here, from the documents that a!ready existin the
example case and from some online research. [l lay them out for'you here just so you have them, in case it is helpful.

(1) General Counsel Valerie E. Caproni and Associate Deputy Attorney General James A, Baker, at a Brookings panel in May,
said they thought these types of devices are pen registers and that somebody would need a pen register order to use them.

(2) The prosecution in the example case I'm looking at says the device is a pen register device, because it's not getting content
like a wiretap would,

(3) The prosecution also says "U.S. magistrate judges and district judges across the country have debated whether cell phone
tracking requires a hybrid order, a tracking warrant, or both.” They say "these decisions are made on a case-by-case basis when
the-applicationis presented.*

(4) I have not seen a full explanation in terms of policy for the deletion of the data from the device, except that the application for
‘the order that involved deleting data has been described by the prosecution as *standard procedure® and "not a unique scenario.®
Additionally, investigators involved say in documents filed in the case that they developed *independent probable cause® after
using the device because the *FBI does not want to disclose the [tracking device}® -- indicating the extreme sensitivity of the ,
device and data from it

I hope this is helpful in expediting the request. | know the topic is extremely sensitive, but it does seem like my questions have-
been broached before in a number of places. I would prefer to get a more comprehensive answer, but | can use the other info if |
need to.

The gist of my story as it stands currently (subject to change by editors, as always) is that this is a very hotly debated area of the
law right now, and it shows how tough it is to use cutting-edge technology without disclosing it in a way that will help offenders,
+all while trying to use laws that just don't keep up with this kind of innovation.

Do you have any sense of how long the process might take on 'your end? I'd just fike to know what to tell my editors.

-3 Oy
}
N3

—




RMD) (FBI)

1
From: |

Sent: Saturday, September 17, 2011 1:41 PM
To: Bryars, D Keith; DiClemente, Anthony P.; Sabol, Sherry E.; Hess, Amy S.
Subject: Re: Wall Street Journal request -- legal status of *stingray” technology
nIC -
.From: Bryars, D Keith ]
To: DiClemente, Anthony P.; Sabol, Sherry E.; Hess, Amy S.;

Sent: Sat Sep 17 13:30:32 2011

Subject: Re: Wall Street Journal request -- legal status of "stingray” technology

Do Keith Bryars
A/Deputy Assistant Director

Operational Technology Division

‘Innovation*Technology Collaboration

. b5 1
From: DiClemente, Anthony P. : e
To: Sabol, Sherty E.; Hess, Amy S. Bryars, D Keith b7E —1

Sent: Sat Sep 17 13:16:36 2011

Subject: RE: Wall Street Journal request -~ legal status of "stingray”™ technology




BET=T

Ani i b7E -1

Chie ection
+Operational Technology Division

.l 31X £ - L
LEOCTAL BIrean o 10 gﬂ"()l’l

From: Hess, Amy S.

Sept: ber 17, 2011 9:53 AM
To DiClemente, Anthony P.
Subject: Fw: Wall Street Journal request =- legal status of "stingray™ technology

From: Bryars, D Keith
To: Hess, Amy S.

Sent: Sat Sep 17 06:16:30 2011 b5 -1
Subject: Fw: Wall Street Journal request -~ legal status of "stingray” technology be -1

h7C ~1
bTE -1

D. Keith Bryars

A/Deputy Assistant Director

‘Operational Technology Division
Innovation*Technology*Collaboration

From: Sabol, Sherry E. e

To: Bryars, D Keith ‘ b7C -1
Sent: Fri Sep 16 23:49:17 2011

Subject: Fw: Wall Street Journal request -- legal status of "stingray” technology

From

To: DiClemente, Anthony P.
Cc: Kortan, Michael P.; Sabol, Sheiry E.

Sent: Fri Sep 16 21:03:31 2011

Subject: Fw: Wall Street Journal request -- legal status of "stingray" technology

2




b5 -1

ent from my BlackBerry Wireless Handheld

hé ~1

b7C -1

Sent: Fri Sep 16 18:49:49 2011

Subject: Re: Wall Street Journal request -- legal status of "stingray® technology

From| I
To: Sabol, Sherry E.

‘Sent: Fri Sep 16 18:30:28 2011

Subject: RE: Wall Street Journal request -- legal status of "stingray™ technology

From: Sabol, Sherry E.

SernEndax.Sememrw 16,2011 6:11 PM
To ; |

b5 -1

. ’ Y] ', ’ ert, i s ’ y
Subject: Re: Wall Street Journal request == legal status of "stingray” technology

e -1

B7C -1

From: Sabol, Sherry E.

To: Sabol, Sherry E.|

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.|

Sent: Fri Sep 16 16:48:15 2011

Subject: RE: Wall Street Joumnal request - legal status of "stingray” technology

From: Sabol, Sherry E.

b5 -1
bée -1

To I

bic -1

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.

Subject: RE: Wall Street Journal request -- legal status of "stingray” technology

Importance: High

R AL e AR L L e e St a st s d




&
|

oy

Sabol, Shery E.

Yy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.
SUbJect FW Wall Street Journal request -- legal status of "stingray” technology

See update below. We will need a response by COB today if we are going to contribute to the article. b6 =1, 2
p7C -1, -2

Fro !

Sent: » :

Tos

Subject: RE: Wall Street Journal request -~ legal status of "stingray” technology

Another update: It looks as though my editors might want to run it out for Monday’s paper, which would put my deadline for

comment to Sunday at midday. (And today would really be best.)

Thanks!




F

T A\li‘__si\
Sent: Fri Sep 1:22:54 2011 - b6 -1, -2
Subject: Wall Street Journal request -- legal status of "stingray” technology bBre =1, =2
Hi.

——Thanks-so-muchforhelpingme-out
I’ml Lnd am writing-about the use of *stingray® type devices, which-are used

generally to locate or otherwise get data on cellular devices. As an example of the use of this technology, I'm writing about a case
in-Y.S: District Court in the District of Arizona in which the FBl used one-of these devices. (it's unclear whether what was used
was a stingray, a triggerfish, or something else. The prosecution explains that 'stingray“ is the generic term used.)

Currently. the ;udge inthe case is setto hear the defendant‘s motlon for dnsclosure of more information on the device and -

I understand this technology is very sensitive for the FBI; however, | would very much like to get the FBI's views on this
technology. I do not want to only quote the ACLU in this matter and would appreciate your help.

Here's what I'm looking for:

LEGAL lNFQRMATIQN

3,

pertains to location information. Do they require a search warrant or a different type of order? Are agents instructed to try to get a
warrant it possible but a fesser order if not? What is the legal analysis that supports this policy? Do the instructions vary by
region? Things like that.

'(2) I would fike to know what the FBI policy is regarding data from stingrays being éxpunged. In the case I'm covering, the Agent,
in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to
locate the cellular device. This request was granted, and that data was expunged.

USAGE INFORMATION

I would like any information that the FBI might be able to provide on how helpful these "stingray® type devices are, how frequently

they are used and whether their use has increased or decreased in the past couple of years.

I'm not on a daily deadline for this story, but | am on a deadline. The story needs to be sent to my editors in the next few days, so |

would hope to talk with someone as soon as possible.

‘Thank you.

Best Regards,
K ‘ bé -2
e R0 -2




Sent: —SATUTaaAY, Sepember 17, 2011 1:41 PM

To: ‘ Bryars, D Keith; DiClemente, Anthony P.; Sabol, Sherry E.; Hess, Amy S.
Subject: Re: Wall Street Journal request -- legal status of *stingray" technology

From: Bryars, D Keith-
To: DiClemente, Anthony P.; Sabol, Sherry E.; Hess, Amy S| |

Sent: Sat Sep 17 13:30:32 2011

Subject: Re: Wall Street Journal request - legal status of "stingray” technology

D. Keith Bryars
A/Deputy Assistant Director
Operational Technology Division
Innovation*Technology*Collaboration

From: DiClemente, Anthony P. : ,
To: Sabol, Sherry E.; Hess, Amy S. Bryars, D Keith
Sent: Sat Sep 17 13:16:36 2011’

hé -1
BIC.=1

Subject: RE: Wall Street Journal request -- legal status of "stingray™ technology

bo -

b78 ~1




X ) b5 -1
An : bIE —]
Chief Section
OperaloTT TETIO0EY DIVISIon
_Fedsral Ritreaii af Investication

From: Hes’s, Amy S,

*Sefm_smm_&.n tember-17,-2011-9:53-AM
To ; DiClemente, Anthony P.

Subject: Fw: Wall Street Journal request -- legal status of “stingray” technology

'From: Bryars, D Keith

To: Hess, AmyS.

Sent: Sat Sep 17.06:16:30 2011

Subject: Fw: Wall Street Journal request -- legal status of "stingray” technology

!
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-1
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|
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D. Keith Bryars-
A/Deputy Assistant Director
Operational Technology Division
Innovation*Technology*Collaboration

From: Sabol, Shenry E.

“To: Bryars, D Keith

Sent: Fri Sep 16 23:49:17 2011
-Subject: Fw: Wall Street Journal request -~ legal status of "stingray® technology

b5 -1
be -1
7T 1

- From
To: DiClemente, Anthony P.
 Cc: Kortan, Michael P.; Sabol, Sherry E.
~Sent: Fri Sep 16 21:03:31 2011
~ Subject: Fw: Wall Street Journal request -- legal status of "stingray™ technology




Sent from my BlackBerry Wireless Handheld

B5 ~1

_!;n bé -1
I = — biC -1
Sent: Fri Sep 16 18:49:49 2011 V
Subject: Re: Wall Street Journal request =- legal status of "stingray” technology
Fro
“To: Saboy, |
-Sent: Fri Sep 16'18:30:28 2011
Subject: RE: Wall Street Journal request -- legal status of "stingray™ technology
‘From: Sabol, Sherry E. '

: Fi ember 16, 2011 6:11 PM b5 -1
W ’ ot

o i — 1

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.;

-Subject: Re: Wall Street Journal request - legal status of "stingray™ technGiogy

From: Sabol, Sheny E,

To: Sabol, Shenry E.

Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N.; Kortan, Michael P.}
‘Sent: Fri Sep 16 16:48:15 2011

Subject: RE: Wall Street Journal request -- legal status of "stingray” technology

-From: Sabol, Sherry E. )

S:,]nﬁﬁammember 16, 2011 4:12 PM l

T ; ,
:Cc: Hess, Amy S.; Bryars, D Keith; Lammert, Elaine N: ‘E5 j
Subject: RE: Wall Street Journal request -- legal status of "stingray” technology bae 1

Importance: High

-----
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From:

Sent: Friday, September 16,2011 1:49P
To pabol, Shenry E.;

CcrHess, Amy S.; Bryars, D Keith; Lammert, Eldine N.; Kortan, Mi P.
Subject: FW: Wall Street Journal request -- legal status of "stingray” technology

See update below. We will need a response by COB today if we are going to contribute to the article.

From:

Sent: Friday, September 16, 2011 1:44 PM -

st A R
Subjectrowansueerooumal request -- legal status of "stingray™ technology B T

Another update: It looks as though my editors might want to run it out for Monday’s paper, which would put my deadline for
comment 1o Sunday at midday. (And today would really be best.)

Thanks!




From;

Tq ID {(DO)(FBI) ‘ | pe -1
Sent: p 122:54 2011 b7C -1

Subject: Wall Street Journal request -» legal status of "stmgray technology

‘HL

Thanks so much for helping me out.

i land am writing about the use of *stingray" type devices; which are used’

'generany to locate or otherwise get data on cellular devices.’As an example of the use of this technology, I'm writing about a case -
“in U.S. District Court in the District of Arizona in which the FBI used one of these devices. (It's unclear whether what was used.
was a stingray, a tnggen‘rsh or somethmg else. The prosecution explains that *stingray” is the generic term used.).

Currently, the judge in the case is set to hear the defendant's motion for disclosure of more information on the device and:

techniques used; the prosecution says that these matters are law enforcement sensitive:

‘Funderstand this technology is very sensitive for the FBI; however, I would very much like to get the FBI's views on this.
technology. 1 do not want to only quote the ACLU in this matter and would appreciate your help.

Here's what I'm looking for:

LEGAL INFORMATION

(Hi would fike to know what the FBI's gu:defmes are regarding what orders are required for the use of a stingray, particularly as it.
pertains to Jocation information. Do they require a search warrant or a different type of order? Are agents instructed to try to geta’
-warrant if possible but a lesser order if not? What is the legal analysis that supports this policy?.Do the instructions vary by
region? Things fike that.

¥

'(2)  would like to know what the FBI policy is regarding data from stingrays being expunged. In the case I'm covering; the Agent,
.in the application for the use of device, requested that data obtained by the court order be expunged at the end of the mission to
locate the cellular device. This request was granted, and that data was expunged.

€

'USAGE INFORMATION
I would fike any information that the FBI might be able to provide on how helpful these’ *stingray" type devnces are, how frequently

they are used and whether their use has increased or decreased in the past couple of years

I'm not on a daily deadliné for this story, but | am on a deadline. The story needs to be sent to my editors i m the next few days, so |

would hope to talk with someone as soon as possible.

“Thank you.

'Best Regards,

b7Cc -2




