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Monday, November 05, 2007 11:54 AM
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See attached EC| referred to at the | [Conference. The EC cleaghcstates that] Ihave

primary responsibility fo bhou remain in the custody of th (inventory
accountability)."Asyou ség, the EC wentio it was not addressed {o the
SACs, ASACs or even the Criminal SSAs. Questions/concerns should be directed o Uq TU. b3

: bé

LTE

Thanks for the info re thel |EC] | had requested a copy when it was approved and when we did not receive a

copy | erroneously assumed that it had not gone out
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ALL INFORMATION CONTRINED
HEREIN 15 THNCLASSIFIED

DATE 08-24-2012 BY o&l72 DMH/ETH

(OTD) (FBI)
From: | (ITB) (FBI) o
Sent: - Monday, November 05, 2007 9:41 AM 23
To: Bé
Cc: p7cC
Subject: RE: in-Exigent-Circumstances
UNCLASSIFIED
NON-RECORD
L1
Thanks again for the assistance and guidance.
sl Ao
b7E
-----Qriginal =
From: mg:q (FBI) -
Sent: ednesday,; October 31,-2007-9:48-AM
To:
Ce:
‘Subject:  RE{ [in Exigent Circumstances
UNCLASSIFIED : b3
NON-RECORD 56
bic
b7

See answers embedded below.

| —— < N P
L IAsevident from the below questions, there is still 2 need to get policy guidance out to the field on

requesting disclosure of information from providers in exigent circumstances under 18 USC 2702. That was the
objective of the draft EC on voluntary disclosure under exigent circumstances. What is the status of that EC--attached
below.

PRIVILEGED DELIBERATIVE DOCUMENT; NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC
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From: | |
Sent: _Fridav. Octoher 26 2007 12:44 AM
To:
Cc: ” e
Subject: RE:I |in Exigent Circumstances b
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NON<-RECORD -
A
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b7E
Thanks for all the help and guidance,
1 b6
b7
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----- Original Messaiezzz:
From: m (OGC) (FBI)
Sent: uesday, October 23, 2007 2-36 PM

To:
Cc:
Subjéect: : n £xigent Circumstances

Importance: Higt
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<< File: September 200 Exigent Cquumstances
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----- QOriginal Messagg===-~
From: rg- |
Sent: Thursdav, October 11, 2007 3:07 PM
To:
Ce:
Subject: iln Exigent Circumstances
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NON-RECORD
Hello b” C
b7E

u have a moment would you please review the attached one page document? Our office and
blways seem to have trouble in dealing with Exigent Circumstance matters. Any suggestions or

clarifications would be appreciated:

Thanks,

_

<< File: September 2007 (Exigent Circumstances).wpd >>
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DATE 09-24-201l2 BY obl79 DMH/STW

(OTD) (FBI)
From: B l(oTD) (FBI)
Sent: Tuesday, November 06, 2007 7:22-AM
To:
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To:

Cc:

Subiject: FW: Yet Anotheq Technical Operations Alert
| I
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Please see important email below from|

----- Original Me, e
From: | JOTD) (FBD) : ; B
Sent: Monday, November 05, 2007 3:22 PM bé
To: b
Cc: b7E
Subject: Yet Ancther{ rrechnical Operations-Alert

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Aleri:

From: Lm_aa_b_zgpm) (CON)

Sent: ursday, Ocrober 25, 2007 2:21 PM

To:

Cc:

Siibject: W‘_Fechmcal Operations Aler B3
T bé

SENSITIVE BUT UNCLASSIFIED b7E

NON-RECORD

Hi .

WO your please pass the following information on to each field ofﬁce! [is that is all we can do):

Alerts:

r&eu&mb_aﬁa_cﬁm&_thd_]mabslle often for product and troubleshooting information. Click here:

Thanksl!
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Retired FBI SSA, 1984-2006
Tracking Technology Unit

Federal Bureau gf Investigation
Office

Cell
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ELL-INFORMATTON - CONTLIH

HEREIN I35 THCLASEIFIED

[(OTD) (FBI) DATE 08-24-2012 EY 65179 DMH/STW
From: I |
Sent: Tuesdaf ﬂ\lovember 06, 2007 11:00 AM
To: ‘
Subject: FW. Yet Anothet Technical Operations Alert

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
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From:
Sent:
To:
Cc:

o) (con)

wy oy

“Tuesday, November 06, 2007 7:22 AM

Subject:

FW: Yet Another| [l‘echnical Operations Alert

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

All,

Please see important email below from|

-----Original Message-----

From:
Sent:
To:
Ce:

TD) (FBI)

onday, Nnovember 05, 2007 3:22 PM

Subject:

Yet Anothei |Technical Operations Alert

. SENSITIVE BUT UNCLASSIFIED

NON-RECORD
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Alert:

KOTD) (CON)
ursday, October 25, 2007 2:21 PM
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FW:| lTechnicaI Operations Alert v \’gﬁ'
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Hi

Would you please pass the following information on to each is that is all we can do):

Alerts:

Remember to check th bs

e often for product and froubleshooting information. Click here:

Thanks |

i Fonsun'tant
Retire SSA, 1984-2006

Traclking Technnloav Lnit

PIGUWRHTY TSIV Y WL

Federal Bureau of Investigation
L Office

- Cell
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SENSITIVE BUT UNCLASSIFIED
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ALL INFORMATION CONTAIHED

- HEFEIN I7 THCLASSIFIED

DATE 10-0l-2012 BY o5173% DMH/STW

(OTD) (FBI)

From: | [oTD) (FBI)

Sent: _Tuesday, November 06, 2007 11:38 AM
To:
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To:
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Subject: Delegation of Authority and guidelines for use of Equipment

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Greetings,

In addition to the EC | forwarded to j;ou yesterday, attached is a EC (with guidelines) delgating authority for use of

Pt

toUClevel:
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roon

Previously a SC had to approve.

The guidelines establish the authority levels for various scenarios. This is as important if not more so that the delegation

10 the UC level Instead of SC level.

2

b3

Please forward to users and management as you deem appropriat

eligationofauth
ority.wpd
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ALL TNFORMATION CONTAINED
HERETN I3 UNCLAZSTFIED

L4

(Rev. 01-31-2003) DATE 05-24-2012 BY &Ll78 DMH/STW

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/18/2007

To: Operational Technology Attn: SC Anthony P. DiClemente
uc

From: Operational Technology Division,

Tracking Technology Unit (TTU)

Clesridaeide e 100
AR N S S S e} Sy Sy U\vl l
Approved By: AD Thomas Marcus C 13
SC DiClemente Anthony P b6
ue I } e
BTE
Drafted By: | |
Case ID #: 268-HQ-1068430 (Pending)
Title: | }
DELEGATION OF AUTHORITY
Svnons1ﬁ;__IQ_dQcumen:_Lhe_delegat1Qn_Qf_autharltx_ta_annraxa_the
J_____J__irQm_Lha_QnaxaL1Qnal_zsahnnlngz_nxxlslgn_LoTD),
| Section Chief
to the Unit Chief (UC), Tracking Technology Unit (TTU), b3
b7E

| | OID.

Derailss |

In an effort to streamline both routine and after hours
approval of exigent[ | operations, lend further clarity to

£ o e 2 ] oy o o o . ot 1

B
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1 T e h Ad
PERE R Wt I ST evels ;an enhance documentation for 1 |cu.u.'::cLV L

the required FBIHQ approval has been delegated
from SC. | [to the UC, | | with responsibility for the

| l The UC for] | will insure that | |

— [status prior to
approval. The requesting division will be responsible for

CEL LT e




To: Operational Technology From: Operational Technology
Re: 268-HQ-1068430, 06/18/2007

documenting the request to OTD in an EC. The OTD will document

its decision as well as any resulting action in an EC. In
accordance with the above, the TTU Chief will be responsible for

adhering to and applying the below MIOG provisions as well as the
legal authorities as identified below in reviewing and approving

reguests forl
[ | any request

which requires a deviation from the MIOG provisions or
authorities as identified below must be referred to the} sC
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To: Operational Technology From:
Re: 268-HQ-1068430, 06/18/2007

Operational Technology

The MIOG policy for |

| doesn't specify the form by

which the HQ approval must be obtained; it requires that it be
obtained and states only that the enumerated information "is to

be provided by appropriate communication... " So, verbally,
telephonically, by email, etc...would arguably satisfy the

policy, the concern should be with documenting approval so as
to be able to demonstrate compliance.

Below is a summary outline of the legal authorities:

| AUTHORITIES
A. FEDERAL CASE
1. Federal Court Order:
3 Pen-Register/Trap & Trace {18 -USC-3121-et
sed.
1. | functions as a Pen Register
device asg that is defined in 18 U.8.C. 3127
h

ecause
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To: Operational Technology From: Operational Technology
Re: 268-HQ-1068430, 06/18/2007

Accordingly, authorization pursuant to the

PR/TT statute is required to use

|
2. The same Pen Register/Trap and Trace Order

rmgv be yged botlhi to |

g e

[ DOT has
Lfécommenaea That ror| ]authorization, the

hy o 1 2 de y Y oy [P § P |
P LUOW LUCHIs D dlllCoocU,
3. Operative PR/TT Language

158

ii. Search Warrant to | |
e ocarch Narrant

1. Rule 41 & 28 %.S.C. 1651(a%;3;;_ﬂx;;§_agt:
When | is used to

.....
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To: Operational Technology From: Operational Technology
Re: 268-HQ-1068430, 06/18/2007

Review-and if appropriate approve delegation of authority

from OTD, | ] Section Chief level to Unit Chief, Program b3
bL7E
Managnr,I i b
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ALL INFORMATION CONTAINED
HEFEIN I3 UHCLASSIFIED

DATE 09-24-2012 BY 65178 DHHSTW

OTD) (FBI)

From: . !_ |
Sent: . Thursday, November 29, 2007 10:08 AM
To: ' — |(OTD) (FBI)
Subject: - . FW Stuff
b3

SENSITIVE BUT UNCLASSIFIED b
NON RECORD ; ) B7C
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---0riginal Message-----

From: :
Sent: 3:24 PM.

To: i
Subject: T

SENSITIVE BUT UNCLASSIHI:D

NON-RECORD -
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1

l ;.omacts.{ Konversion,wp
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Inventory Updated: 7/30/07
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&:‘m,.

vy, pEt, gl Anng
a{i e g‘.m-% '*'g{“' %‘::‘\ L3 S{nu\?‘}‘ 1 (x\:‘\ '&.{‘?.&\f;{.
iy b 25y

"
S
Than




2
)

Prepared bv:

"Nextel b7E

3“.»%;;;»@ gm ‘#m"lm i‘;:r }‘:1%“1 %"3“ ;Pg_g‘-.

‘:Wf ire e
Al M




ALL INFORMATION CONTAIHED
HERETH T3 UHCLAISTFIED

(OTD) (FBI)

D&TE 09-27-2012 BY 65179 DMESFTW

From: I lioTD) (FBI)

Sent:
To: ;

Cc: |
Subject: RE; issues summary

SENSITIVE BUT UNCLASSIFIED

NON-RECORD 03
bé
b7C
B7E

My comments and concerns are noted in red.
Thanks,
/I
Comments
o |nsk...
----- Original Messaneszzzs

From: |

Sent: ursday, December 06, 140 PM

To: I ]

Subject: FW:I rssues summary

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Please review content rq [ risks and provide constructive feedback.
b3
b7C

Please review| discussion and provide any additional input/clarification as needed. o

e B 8 4 o
L&’%""‘“”‘ . "?%:g mmm% bhe
RSB b7C

bTE

From: I i(OGC) (FBI)
Sent: ednesday, December 05, 2007 3:28 PM

To:

Ce:

ey




¥

: I ]
Subject: | |ssues summary

SENSITIVE BUT UNCLASSIFI

s
L)

NON-RECORD

Thanks for taking the time to get together on Monda

y and review potential area of compliance risk relative to the

I've put together a summary of my notes and a little extra stuff in an attempt to describe these issues. | have included
a couple of brackets requesting additional input and would appreciate if you would rank these issues in terms of

priority or significance of risk. | welcome all comments.
<< File‘:]risk issues 20071203.wpd >>

I-need to-produce-a Leading Risk Indicator Report by next Thursday Dec. 13. So anything you-could provide prior to
that date would be much appreciated.

b3
bé
b7C
B7E

Office of Integrity and Compliance

JEH 7646

Tel:

Fax

Mob:?'a

-

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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AL L IHNEORMATION - CONTAINED

HEFETHN I3 UNCLASSIFIED

OTD) (FBI) DATE 10-22-2012 BY 65179 DMH/STH
From: [ _ [OGC) (FBI)
Sent: Tuesday, December 11, 2007 2:30 PM
To: C_ : [OTD) (FBI)
Subject: RE] [issues summary

SENSITIVE BUT UNCLASSIFIED

2 Wk WP NI TN

Thanksli] ‘ b3

BTW: | was probably the source of that "nebulous verbal policv" but in defense it was provided in the best interest of the }{;E

_agents oo
b7E

| |

‘Office of Integrity and Compliance

JEH.7646

Tel:

Faxl

MobitelL |

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC

APPROVAL '

From: 1 |

Sent: ’ Tuesday, December 11, 2007 1:10 PM b3

To: hea

Ca: , b7C
Subject: RE: ssues summary . bIE

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

My comments and concerns are noted in red.

Thanks,

<< Filel Comments on| lrisk issues 20071203.wpd >>

----- Original g,
From:
Sent: Ursdav. December Uk, 240 PM

To:
Subject: FW:| ]issues summary

SENSITIVE BUT UNCLASSIFIED
NON-RECORD
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Please review content re | risks and provide constructive feedback.

| m—

— |
Please reviewlZ]discusston and provide any additional input/clarification as needed.|:|

s el onl
Iy

1 3

1
From: | l(0GC) (FBT)

Sent: Wednesday, December 05, 2007 3:28 PM

Subject: Iissues summary

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[Ihmksﬁmmnmhaﬁammxm_e:wwdlay and-review potential-area-of compliance risk relative-to-the

I've put together a summary of my notes and a little extra stuff in an attempt to describe these issues. | have included
a couple of brackets requesting additional input and would appreciate if you would rank these issues in terms of
priority or significance of risk. [ welcome all comments.

[olk ratouit ol
. =3

.
O

<< File: Fisk issues 20071203.wpd >>

[ need to produce a Leading Risk Indicator Report by next Thursday Dec. 13. So anything you could provide prior to
that date would be much appreciated. :

I

Office of Integrity and Compliance
JEH 7646
Tel:

Fax
Mobile

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED CELLAOTD G0pgy 2
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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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" ALL THFOPMATION CONTAINED

HERETIN I35 THCLASSTIFIED

DATE 10-22-2012 BY 85173 DMH/STW

(oTD) (FBI)

| s

From:

kOGC) (FBI)
Sent: :
To: TD) (FBI)

Subject: RE1 fssues summary

SENSITIVE BUT UNCLASSIFIED

NOA. . DEoSRD

NWIN=IN L\ IN LS

Office of Integrity and Compliance
JEH 7646

Tel]
Fax

Py | .
Mobile
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OIC

APPROVAI

NNV MR

From:

L |
Sent: Tuesday, December 11, 2007 2:55 PM 53
To: (OGC) (FBI) b5
Subject: RE issugs summary e

b7C

SENSITIVE BUT UNCLASSIFIED b7E

NON-RECORD

Please don't take it personnel. However, | l

Thanks for listening,

From: l OGC) (FBI)
Sent: uesday, December 11, 2007 2:30 PM

To:
Subject: RE:| ]issues summary h3
b5

SENSITIVE BUT UNCLASSIFIED b

NON-RECORD b7C
ik

Thanksl—— 1

TTICATTING I I

BTW: ] was probably the sodrce of that "nebulous verbal policy" but in defense it was provided in the best interest of
the agents]| |

[ury

LELL/OTD 0OD05gq




Office of Integrity and Compliance

JEH 7646 : bé
Tel: b7c
Mobile
PRIVILEGED DELIBERATIVE DOCUMENT - NOT-FOR-DISCLOSURE-OUTSIDE THE FBI WITHOUT-PRIOR-OIC
APPROVAL '
From: |
Sent: Tuesday, December 11, 2007 1:10 PM
To:
Cc:
Subject: RE |issues summary
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b3
‘bé
My comments and concerns are noted in red ié

Thanks,

----- Original Message==-=

<= Fil{ IDomments onl |risk issues 20071203.wpd >>
From: |

|
Sent: _ Thursday, December 06, 2007 4:40 PM

To: ]

Subject: TW: iSSUEs summary

SENSITIVE BUT UNCLASSIFIED B3

NON-RECORD 6
b7C
LIE

L 1

Please review content ref Fisks and provide constructive feedback.

—

Please review[___]discussion and provide any additional input/clarification as needed.|:|

CEAS-CRTD nnRRA
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From: | poGe) (FBI)
Sent: _Wednesdav, Decemher 05, 2007 3:28 PM
To:

Ce:

Subject: l Jissues summary

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Thanks for taking the time to get together on Monday

and review potential area of compliance risk relative to the

I'vé put together a summary of my notes and a little extra stuff in an attempt to describe these issues. | have

| included a couple of brackets requesting additional input and would appreciate if you wotuld rank these issues’in
‘ terms of priority or significance of risk. 1 welcome all comments.

<< Filegrisk issues 20071203.wpd >>

b3
b

I need to produce a Leading Risk Indicator Report by next Thursday Dec. 13. So anything you could provide prior g;zc

)

E5 7

to that date would be much appreciated.

Office of Integrity and Compliance .
JEH 7646

Tel:
Fax

Mobild ]

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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ALL TNFORMATION CONTAINED

HEFEIN I35 UNCLASSIFIED

| I(QTD\ (EBI DATE 09-25-2012 BY 65173 DMH/STUW
LAY 7

From: l OTD) (CON)

Sent: Friday, January 18, 2008 6:24 PM

To: I OTD) (FBI)

Cc: | BTD) (FBI)

Subject: RE] ]

UNCLASSIFIED

NON-RECORD
I l b

b6

This is} Jis the second phase of thel |1t can — — ] b7

| |If you need one right away, is back in the office next Tuesday and  L7E

he can request g

1 |Consultant
Retired FBI SSA, 1884-2006

Tracking Technology Unit
_Federal Bureau of Investigation

Office
Cell
From: | ]
Sent: Wednesday, January 16, 2008 10:41 AM
To: K OTD)Y (CON)
Ce: ]
Subject: | b3
| 155
UNCLASSIFIED b7C
NON-RECORD b7E
I—Inul I
L) l\l]l I
I knmﬂl, I,iq out of town so 1 thouaht | might ask vou. Does| I
currently work on th If so, do we have a copy of the | |
| _ |
wwmmm with this mission. Do we have any other] [etf_:. that works well
fo
Thanks,
LI
UNCLASSIFIED
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ALL INFORMATION CONTATHED

o R Tm’ IS ‘FTHEL?;;"“TI?TF‘

F3 =t o i . 5 e % i S

DETE 09-25-2012 BY 65179 DHEH/STW

(OTD) (FBI)

From: OTD) (EBI)

Sent: Tuesday, January 29, 2008 11:31 AM
To:

Cc:

Subject: RE:I | b3
Y

‘ b7c
UNCLASSIFIED 7R

NON-RECORD

See answer below. | copied everyone shown so that the information is shared. | also requested lo send us an

advanced copy of the powerpoint slides for th in March 24-28. | will also take
your request to have| prepared a cheat sheet (quick user guide) for the system operations.

From: | |
Sent: Wednesday, January 16, 2008 2:53 PM
To:

Cc:
Subject:

UNCLASSIFIED
NON-RECORD

[——

Hello| | B3

‘ bo
There is a very remote possibility of needing to do some| | in the near future so I have a few v
questions for you: bTE

CELLAOTD QBn5aS

v




5. If you have any time next week, | would like to get together and play with thei for
what ever we did purchase?

Per our conversation, your busy schedule would not permit much time for you to blay with the system. We will prepare

R B RS

B e i

g
3 "M

and ship the entire system to:ror preparation-of the]

Thanks,

1

UNCLASSIFIED

* UNCLASSIFIED
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a ALL THFOPMATION CONTAINED

T

HEEE TS UNCLASSTIFIED

DATE 09-25-2012 BY 65179 DMH/ZTW
l(oTD) (FBI)

From: | l

Sent: Monday, May 19, 2008 1:21 PM
To:

Subject: FW:

UNCLASSIFIED

NON-RECORD

Good info below:

All:

sl sl eai e

Y B

ey

FYI. See below for additional info from at OTD regardlngi

ssA l

Violent Crimes Unit

C)
fax)

From: (OTD) (FBL)
Sent: Monday, May 19, 2008 11:42 AM
To: l

Subject: I

UNCLASSIFIED
NON-RECORD

We've had some success witl] in the very recent past. I'd like to throw some notes for you to share if
needed with your folks.

[sxliel iaalieyl
w1 owd OY R

m O

It is possible tof |

Some thingsrto note when| |

1. you will be able tof

2. you will only be ablé to] I

ot

TELL/OTD 060657




From: I l(QTD) (FBD)
Sent: r.Mmdax..Mav_l?, 2008 10:38 AM

1 {OTD) (FBI)

To: l
Subject: FW:

IVV-I

UNCLASSIFIED b3

NON-RECORD bé

T bL7C
b7E

ooal |

SSA| |

Unit Chief

Tracking Technology Unit

i chnology-Division
1

From: ] CID) (FBI)

Sent: Monday, May 19, 2008 10:14 AM
bé
b7C
bL7E

fa )




-3 Y

‘U]\ oo
= A

See below for some good information provided by V

]

ssAl__ |

Violent Crimes Unit

From: | |

Sent: Friday, May 16, 2008 6:50 PM

To:

Cc:

Subject: RE{ | E i
UNCLASSIFIED b7C

MNON.REC.

YR}
INVJIN-INL WV INLY

Couple of iftems from|:l

Vesterdavl lput on a one day class in| }or all law enforcement to discuss their commitment to helping law

enforcement. They are apparently doing this in all regions of the country. Catch.the one nearest you! It was pretty good
they had members of theiri |Q£esgn1. and their legal compliance team. They
even feed us breakfast and lunch. No charge. What | did learn wad Hoes have é |

A
i

chL}@%g 00066




\

i ' testing in the office on
Not sure if it will work with

|but this is a start.

; recen;y talked to| |they advised they currently have

b3
Please pass on as appropriate. ';‘*
7C
b7E
From |
Sent Tuesday, April 15, 2008 3:05 PM
To:
Cc:
Subject REY] |
UNCLASSIFIED :
NON-RECORD b3
bé
biC
l_| b7E
My understanding is that these] } that although operates the same way - | don't believe by
our-current standards = we can track them with thel [ Iam pretty sure of that.
]
I
From:
Sent: Tuesday, April 15, 2008 3:57 PM
To:
Cc:
Subject: ‘
B3
UNCLASSIEIED be
NON-RECORD mie
E7E
Gentlemen, | was approached by the Child Porn squad regarding the abilit)i/ tof | Has
anybody used a Pen/TRAP o to H'm-assuming that |
. If anybody has done this

before it there a pony out there?

L. OTD 000662

M
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~

h7C

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

CELL/OTD On0sed

1821




. , ALL INFORMATION CONTAINED

T

TIWDET T TTRECT g IR
.LLL.I\..L...LH e UT}]LJJA‘&-\J =L AELY
5

DATE 09-25-2012 BY 65179 DMH/STW
!OTD) (FBI)

From: I kotp) FBI)

Sent: _Tuesdav. May 27. 2008 11:02 AM

To:

Cc

Subject:

UNCLASSIFIED

NON-RECORD

1 bE
.  p— I 1 b7C
I } forced| |to go up on a Pen Register on af | LR
Jalso helped make this possible, and they were up and running. Everyfime fhaf] |
lon the Pen Register. This happened about 2.5 weeks aqo |
| He had to switch and use Jalthough he ulfimately got the guy!
_Jwas no he was ok to| | Remember not to do this on
as they are You still have the issues of] if the guy is-a heavy user...

Talk t_about the case and we should be able to force o replicate

P.S. If you don't make any way with this, I'll call upl land get everyone together again to see how it was done,

From: 1 |

Sent: Tuesday May 20 2008 £-44 AM

To:

Ce:

Subject:

UNCLASSIFIED

NON-RECORD b3

bs
B7C

Hey] |

) Hope a!l is well. 1 went through the below message traffic. -While we can| lthe last

mwwwmummmmnm_lsmm%could not providel
Thaov. ool ’

| They could provide]

L Ibutonly manually and with significant time delay. If you remember we then askeduland he
confirmed that this was correct. We even tried to force the phone company's hand by submitting a court order, but there
lwas_muicess. Is this still the case? ls this true of all the phone companies or do some of them have thd |

to providel
-~ From: | |
Sent: Monday, Mav 19,2008 1:21 PM
To:
Subject:

CELL/0TD godeses

fixs




L 4

UNCLASSIFIED
NON-RECORD

o0oa Info below:

All:

FYI: See below for additional info from |:lat OTD regarding

]

SSAl | ‘ ii
Violent Crimes Unit b*’ o
iR

From: | |(O’1'D) (FBI)
Sent: onday, Mav 19, 2008 11:42 AM

b3
To: be
Subject: L}"C
UNCLASSIFIED b7E
NON-RECORD

We've had some success withl |in the very recent past. I'd like to throw some notes for you fo share if

needed with your folks.

It is possible to go up on a "pen register” and

Some things to note when

From: l J(OTD) (FBI)

Sent: r[ﬂguﬂm 2008 10:38 AM
To: (OTD) (FBI)

subject: | L cpUh /RS QRUREY

N




* ¢

UNCLASSIFIED
NON-RECORD

SsA |
Unit Chief be
Tracking Technology Unit : e
I_Qa.ecatiaaallea hnology Division
i
From: | [cipy (FBD)
Sent: Mondav, Mav 19,2008 10:14 AM
To:
b7C
LE

3

s:,:f.—:-mmm Qo06eTo




Ce:

Subject:
UNCLASSIFIED 3
NON-RECORD e
b7C
B7E
See below for some good information provided by VC
 a—
L
SOA ]
Violent Crimes Unit
From:
Sent: v, Mav 16, :50 PM
To:
Cc:
Subject:
UNCLASSIFIED
NON-RECORD
Couple of items fron{ l
B | S
1  m— 3%
Yesterday jout on a one day class in| | for all law enforcement to discuss their commitment to helping law ¢
enforcement. They are apparently doing this in all regions of the country. Catch the one nearest you! it was pretty good 1,7
they had members of thei bresent, and their legal compliance team. They IR
even feed us breakfast and Tunch. No charge. at [ did learn wa oes have a| |
We € testing in the office on o |
l Not sure if it will work with| |but this is.a start.

lmzamWWW I'

Please pass on as appropriate.

I:l CELL-OTD 00067l

4




bé
biC
B7E
From:
Sent: Tuesday, April 15, 2008 3:05 PM
107
Ce:
Subject:
UNCLASSIFIED
NON-RECORD b3
L b6
b7C
My understanding is that these - that although operates the same way - | don't believe by
our-current standards --we-can l-am pretty sure of that.
i
% From: l [
i Sent: Tuesday, April 15, 2008 3:57 PM
TJo:
| Ce:
Subject:
UNCLASSIFIED
NON-RECORD
Gentlemen, | was approached by the Child Porn squad regarding the ability tq |Has b3
anybody used a Pen/TRAP o to] |I'm assuming that] | »©
[if anybody has done this i -

berore it there a pony out there?

UNCLASSIFIED

UNCLASSIFIED

CELL/7OTD OD06e7T2

(%)




N ALL THFORMATION CONTAINED

HEREIHN I5 UHCLAZSIFIED

|(OTD} (FBI) LATE 10-22-2012 BY 65179 DMHASTH
From: l l
Sent: . Tuesdav. Mav27 2008 Z0APNM
To: ‘
Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

B3
FYI b6

SNl
Aol

b7E

From: | |
Sent: Friday, May 23,2008 11:01 AM

To:
Cc:

Subject:

SENSITIVE-BUT-UNCLASSIFIED
NON-RECORD

No - but if we meet we can raise the issue._ What were the facts re th issue

T

From: i

Sent: Friday, May 23, 2008 10:58 AM
To:

Cc:
Subject:

3

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

ot
]
e

LA AR I A AN A

[ ]

Since we're on the topic, has policy ever been issued regarding the| e receive from the

The issue came up after the incident Tast year, buf [ have not seen a formal policy either

way regarding this issue.

From: I ]
Sent: Friday, May 23, 2008 10:54 AM

To:
Cc:
Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

-y,
g
;Nm

4
§
|

%

‘weh

CELLZOTD 088K




v

This was an old issue that we were going to give a second look w OGC. Based on your assessment and of others with a

technical or operational expertise -

.t o) e sho e | |

|etc OR is this a tool that we should not seek?

We only want to meet re this issue if someone thinks that the tool has operational value? What do you think? What does

do?? :
From:
Sent: Friday, May 23, 2008 10:20 AM
To:
Ce:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b3
I'went in circles with this issue a few years ago when ERF had purchased| I but refused to distribute — 16
them due to legal concerns and a lack of policy for their deployment. | assisted by writing a policy and they ended up k:C
% | biE
One of the problems in a tactical situation is that you wili] |
| Contact Engineer| jof the] junit at ERF Tor
more details on this issue.
but are probably doing more harm than good. | have discussed this issue with SSA| |and he
can be contacted for more details on th_ssues.
i |
From: |
Sent: Thursday, May 22, 2008 12:48 PM
To:
Cc: ) b3
Subject: bé:
SENSITIVE BUT UNCLASSIFIED b;;

NON-RECORD

Any comments or suggestions? This topic was a previous concern - is it still of interest? Do you have any HQ guidance

re this topic - is it adequate??

From:

=

Sent: I—Thursdaz‘ May 22, 2008 12:44 PM

To:
Cc:

Subject:

SENSITIVE BUT UNCLASSIFIED

675

NON-RECORD

L ¥

LrlLrRID QN

L8]




Our scenario is straight forward -

} with SAC approval - we want the ability tol |

-3 (o

3
(O

oo oo

Qur overarching concern is for the safety of | ’

1 will not be able to confirm until tomorrow when | get back in the office - but let's use next Weds afternoon at 200p as
the target date. Do you have-a room number??

From: SABOL, SHERRY E. (OGC) (FBD)
Sent: Wednesdav, Mav 21, 2008 2:46 PM
To:

Cc:

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ 1

Acd |has significant backaround o lissues and relevant statutory authorities as they relate to

l jand I'm told the| | Given that is gone and likely has the most
background on what you'Te TooKing to achieve, T Ihink T would Be helpful for| o sit djmml__LlanuJ‘to
]

determine what scenarios you're concerned about. We will fikely need to regroup with th
regarding the establishment of a process by which to handle requests.

Are you available to meet at HQ next week - does Wednesday afternoon at 2pm work for you?

Sherry E. Sabol
Section Chief

Science and Technology Law Office

Office of the General Counsel
HQ:l |
Chantilly] I

bbj |
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC

APPROVAL

From: ] I
Sent: Wednesday, May 21, 2008 1250 PV
To: SABOL, SHERRY E. (OGO (FRIDY

Cc:

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Sherry

CELL.-D T nO06T 6

W




@t

One of Motta's unresolved projects was to providel fwith guidance re the use of aI fﬁr—;E

tool to improve the safety| |

Would you assign someone to review this issue.

SENSITIVE BUT UNCLASSIFIED

ENSITIVE BUT UNCLASSIFIE

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

ENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

CELL/QTD gopery

N




ALL INFORMATION CONTAINED
HEREIN 15 UNCLASAIFIED

DATE 02-27-2012 BY 65172 DMI/SSTW

(OTD) (FBI)
From: | l©oTD) (FBI)
Sent: Thursday, May 29. 2008 5:01 PM
To:

b7cC
h7E

-

LELL/OTD 000678




To:

Cc:

Subject: FW: lmportani ]News Bulletin

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

From: [ J(otD) (FBD) B3
Sent: Thursday, May 22, 2008 4:18 PM ko
To: [ JoTD) (FBY) n7C
Subject: Importan |News Bulletin b7E

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Could you disseminate this news bulletin to the field for th4:]as some may not visit our website on a regular

basis?

1In the recent weekd

| has identified a problem with thg

| Current investigation of the problem reveals that t

H

Further analysis work is continuing and until a permanent solution is reached, a

successful workaround solution has been identified)

cELL/ZOTD ausedl

o




o B THFORIATTON - CONTATHE]
HEFEIN -I5 UHELASSIFIED

DATE 09-25-2012 BY 5179 DMH/STW
(OTD) (FBI) B .

From: l ]
Sent: Thursday, July 10, 2008 10:35.AM

To:

=] ()

1 (N

Subject: Pony for Pen Register Coverage with| |

UNCLASSIFIED

NON=RECORD

A

I
Fat

CON:
ST INY

Attachedis ﬁ to be completed by the case squad to initiate P gister coverage. | have taken the request for

coverage for and added a few lines to | talked with we came up with the additional verbiage to
ensure we get the line setup correctly in th Also, we added the part abou |
e

Please let me know if you all have any questions.

]

'l I|Pony for Pen

Register.ec

UNCLASSIFIED

cELL/0TD 000684




ALL INFORMATION CONTATHED

< -

HERETH TS WHCLESETFIED

. 05-01-2008
(Rev. 05-01-2008) DATE 09-25-2012 EY 65179 DME/STW

UNCLASSIMIRD

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/10/2008

ToO Attn:

From:

Approved By:

Drafted By:

Case ID #: - SUB PEN (Pending)

Title: '

Synopsis: - Request squad assistance to initiate pen register
coverage.

Details: |assistance is requested to initiate pen register

coverage 1n captioned matter. The target of the pen register is
as follows:

NUMBER :
NAME :
ADDRESS:
. . b3
Additionally, is requested tol I BIE

1 Iand s2lso setiim o i

When initiating the pen register, | |

(LIST CASE AGENT AND[______ |WORKING THE | |

CASE)

*




5

14

ALL TWFORMATION CONTAINED

kom) (FBI)

HEFELN 15 UNLLASSLIFLIRED
DATE 09-27-Z01Z BT &517% DMH/STW

From: OTD) (FBI)
Sent: Thursday, July 10, 2008 3.07 PM
To:

N

3 G i

[uY

CELL/QTD U00684




I3

To:
Cc:

Subject:

FW:

ews Bulletin

e

SENSITIVE BUT UNCLASS[FI ED

kll‘\kl RECORD

e

f S
b6
bBIC

LRSI TN\ WS TN LS

bB7E

NOTE the issue of

Please forward as appropriate....

From: | koo e

P TR I Wa Wil Yo7t

| INews Bulletin

Sent:
To:
Subject:

|(on>§

E WY i 1Y ]
IO

(FBN)

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Pls help disseminate the following critical information to al!|

folks involved with]

Is
ke
i

Thel

|is no longer available due to pending patent infringement.

b7E

Ly

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

B




ALL INFORMATION CONTATHED
¢ ' HEREIN I35 UNCLASGIIFIED

DATE 09-27-2012 BY 65179 LMH/3TW

(OTD) (FBI)
From: L [ITB) (FBI)
Sent: ireday lulv 17 2008 7-51 AM
To: |
Subject: FW: Dra policy w

SENSITIVE BUT UNCLASSIFIE

et

NON-RECORD b3
bo
b 7C

Please take a look at this. | have not gotten a chance yet but will later today bIE

554

l EAD Azmi

Information and Technology Branch

From: l loGC) (Fa1y

Sent: Wednesday, July 16, 2008 1:12 PM

To: DO) (FBI) b3

Subject: ra poncy w,:l 6
b7C

SENSITIVE BUT UNCLASSIFIED BIE

NON-RECORD

=
pritdraft071508.do

<

Your comments please

—Aflorney

Office of Integrity and Compliance

JEH 7646
Tel

Fe\
Mobi ]

http:/foic.fbinet fbi/

This information may be privileged and/or deliberative- NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OIC APPROVAL

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

3
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ALL INFORMATION CONTATIHED

HERETN I3 UHCLASSIFIED

DAETE 10-22-2012 BY &&179 DHMH/STW

(OTD) (FBI)
From: . l JOTD) (FBh)
Sent: Wednesday, March 21, 2012 9:02 AM
To: | I(OTD) {FBI)
H » EeSsiA -] 1
- LI 4 £t Y I |

— eeeeee—
From:| _ OTD) (FBI)

Sent: Thursdav. November 06, 2008 10:58 AM

To:

5.3

e

7 C

L7 E

N

?ELL/‘BTD 000711




)

Cc{

(FBI)
Subject: Technical Bulletin

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

if haven't done so there is a nevj

iavallable onTTU

[which offers an added capability o]




Those who do not have access {o the 11Ul lcan contapti ]

 —

1V\~:
£

e

|If additional technical support is needed, contac] | b7C
staff. Please also share this information to your| [colleagues. bIE

SENSITIVE BUT UNCLASSIFIED

Clagsification: UNCLASSIFIED

o




ALLINFORMATION CONTAINED

’ HEREIN I35 UNCLASSIFIED
(OTD) (FBI) DATE (9-55-2012 BY 65179 DMH/STH
From: I [OTD) (FBI)
Sent: I__)ALe_dn_eMamﬂle2012 8:58 AM
To: OTD) (FBI)
Subject: FOIA: l l
Classification: UNCLASSIFIED
From: |
Sent: Wednesday, November 03, 2010 2:44 PM
To] |
| [ b3
Cci | b6
| I B7C
Subject:] [Policy EC BIE
Gents,

This has been reviewed by all parties and initially approved. Please review Electronic copy, as hard copy for
signature will working its way to youD once-the-Boss-has-put-his-mark-on-it;-please-disseminate-to-all ofDThanks
all for the joint effort. -

Classification: UNCLASSIFIED

iy Q00718

98}
e

CELL”

ke




ALL INFORMATION CONTATHED

HEEEIN I3 UNCLAZSIFIED
(OTD) (FBD DATE 08-25-201Z2 BY 85179 DMH/ETY

From; | GC) (FBI)

Sent: jyesday, Qclober 2007 11:31. AM
To:

Cce:
Subject:

b3
16
UNCLASSIFIED BIC

NON-RECORD b7E

Hil l
| S |

The AG.order is available a (6 one down on the list)

----- Original li]egsaae-----
From: ]

Sent: Tuesday, October 02, 2007 6:13 AM

To:
Cc:
Subject
UNCLASSIFIED
NON-RECORD
Hellc ii
: b7C
Hope all is well. Would vou please e-mail me a copy of | [7E
regarding th LR
horitv to b rmit| fon a case-by-case basis, to assist in| |

I'd-ike to read "the bible" and-see where the MIOG requirements-are-derived-from.—A-lot
has changed since 1995. -If you don't have it elect:"[gmggmue_t_ms_mow if it's short enough, I'll give you a fax

number....If not, you.can mail it to to my attention a

Thanks for the help,

UNCLASSIFIED

CELL/0TY noaz

=~
r¥

S G WY

(20




ALL IHFORMATION COMTAINEL
HEREIN I35 UHCLASHIFIED

v

DATE 0B-Z5-20l2 BY L1708 DHA/STW

OTD) (FBI)

From:

| I(OTD) (FBhH

Sent:
To:

48 PM
(OTD) (FBI)

Subject:

o
PR

UNCLASSIFIED
NON-RECORD

be
biC

BTE

See attached note.

gﬁg?

"~ Procedure.doc...

UNCLASSIFIED

CELL/0TD UD0746

Iy




-

e

-----Qriginal Message-----

From: l |
Sent: uesday, October 02, 2007 1:03 PM

To:
Cc:

Subject:

UNCLASSIFIED

NON-RECORD

[ 1

Attached is my attempt to separate thd

| b2

from merely|

the amendments. until [ read|

jmafters_ | was feeling sfrong about t;

i:;;‘-fu

I Ts b7E

this paragraph the show stopper? _Any suggestions, short of an amended AG pepartiment Ordery [ am trying o

make it easier to suppori matters.

Thanks,

| ES— |

<< File: Use of FBI| fwpd >>

From: | | (OGC) (FBI)

Sent:  Tuesday, October 02, 2007 11:31 AM
To: ]

Cc:
Subject:

UNCLASSIFIED

NON-RECORD

H

The AG order is available ati

(6 one down on the

list)

-----Original Messar«--—-

From: 1 !

Sent;  Tuesdav. October02,2007 6:13AM

To:

Cc:

Subject: |

UNCLASSIFIED
NON-RECORD

Helio[__]

Hope all is well. Would you please e-mail me a copy off

37

l | regarding thg

and the delegated authority to Qg[mm pn a case-by-case basis, to assist in| |
a7

o]
&

ike to read "the bible" and see where the MIOG requirements are

CELL/OTD 000749




r“

derived from. A lot has changed since 1995. If you don't have it electronicaliy let me know. If it's short
enough, I'lt give you a fax number. If not, you can mail it to o my attention af] |

b
Thanks for the help, b7C

l I b7E

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

CELL/OTD 00075

W




ALL INFORMATION CONTAINED

HEFEIN-IH-THCLESSIFIED

DATE 09-28-2012 BY o517% DMH/STH

(OTD) (FBI)

From: I [0GC) (FBI) b3
Sent: Wednesday, October 03, 2007 9:24 AM b6
To: h7c
Cc: BTE
Subject:

UNCLASSIFIED
NON-RECORD

Police cooperation case, is as | understand,|

|b5

Domestic Police Cooperation authority is

62-3.3 Policy

(1) Upon receipt of requests for investigation from local or state law enforcement
agencies—involving-matters—in-which-there-is no-FBIjurisdictional—interest;—the -FBI*s
cooperative role will be limited to the acquisition of records or information from the
criminal files of . local or state law enforcement agencies or records of

nongovernmental organizations and concerns and other governmental agencies.

{(a) Records or information are defined as material normally available to law
enforcement agencies which can be obtained without a court order.

(b) When obtaining material outlined above, dissemination authority must be ocbtained
from that agency providing the records/information, when appropriate.

(2) In addition to record gathering and dissemination noted above, the FBI can act in
a liaison capacity between local and state law enforcement agencies to facilitate one
agency handling-theinvestigative regquests of another:

(3) The FBI, on behalf of a local or state law enforcement agency, may verify the
location of an individual. No interviews with subjects, suspects, or witnesses should

be conducted by Bureau personnel. No extensive efforts are to be expended to locate
individuals for interviews. FBI personnel are to merely verify their whereabouts,
such as at a residence address or employment, etc.

(4) Domestic Police Cooperation matters received in the field should be opened on an

individual case basis, the subject of the record indexed to the general indices,
resulting ‘disclosures recorded in accordance with Privacy Act requirements and

maintained in accordance with existing instructions pertaining to the destruction of
field office files and records, MAOP, Part II, 2-4.5.

(5) SACs may approve use of FBI vesosurces on behalf of loeal and state agenciss
providing such action falls within the above guidelines. No communication need be

forwarded to FBIHQ -advising of the-initiation of a Domestic Police Cooperation
investigation.

(6) Name check requests for a review of pertinent information contained in our central
records system received by FBIHQ from authorized state and local criminal justice

agencies will be | processed by the|Executive Agencies Disgsemination|Unit,
Information|Management Division, in accordance with MAOP, Part II,9-3. Completed

responses will be returned to the respective field office which covers the territory
of the submitting agency for appropriate dissemination.

{7) Domestlic Police Cooperation cases are not to be opened in the field for the
purpose of conducting foreign inguiries through Interpol. All state and local law

enforcement agencies in the United States have direct access to the United States

CELL/0TD 000765




1

National Central Bureau (USNCB), Interpol, by mail or via the National Law Enforcement
Telecommunications System (NLETS). The USNCB mailing address is:Interpol, U.S.

Department of Justice, Washington, D.C. 20530. The NLETS ORI is "DCINTERO/Q/."

This authority appears to also be codified by Regulation at 28 CFR 0.85(3j)

See also Part I, Section 184-1 Investigative Authority

2) Under DOJ guidelines, the FBI's role in Dowmmmwm
A7 antitlad "D ameatie- Palios o ratinn 1o

O -CNUHEd 1 JOMESTIC OHCS L 00Deraiion Ll

-----Qriginal Message-----
From:

Sent: eanesday, ober U3, 2007 6157 AM
To:

Ce:

Subject:

UNCLASSIFIED
NON-RECORD

{ad

[salan

[Nl

b7

Thanks for the added info.

Further clarification however is needed on}

Thanks;

----- Original Message-----
From: | |(OGC) {FBI)
Sent: yesday, r 02,2007 3:11 PM

To: :b:%

Cc: b6

Subject };7 C
LR

UNCLASSIFIED

NON-RECORD

Gentlemen; CELLAATD o0 Q764

N




T

The issue is, unfortunately, not simply about whethell

So_if the chiective is to make it easier i | Inatters then ane wav wonld he td |

<< File] pdf>>

OTD is making efforts to clarify and revise the policy and the AG order which if successful should make such
assistanee-less-administratively-burdensome-to-provide--so-stay-tuned.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR

OGC APPROVAL

Assistant General Counsel

Science & Technology Law Unit
Engineering Research Facility

Bldg. 27958A Room A-207B
Quantien VMo 2135

lealen
" ~d R

~d
| B

Tel
Fax
Fasey 4

WG

SCIENCE & TECHNOLOGY LAW UNIT = OFFICE OF THE GENERAL COUNSEL

----- Original Message-—----
From: ] |

Sent: Juesday, October 02, 2007 1:03 PM
To:
ce

Subject: REj ]

UNCLASSIFIED ;6
NON-RECORD ‘

1

| I—

A is my attempt to separate the] |
rom merely |matters. | was

_feeling strong about the amendments, until | read |

| Is this paragraph the show stopper? Any suggestions, short
of an amended AG Department Order? | am frying to make it easier to suppo l

W

=t L NTH RO A7
12 % L R LR SR




Thanks,

<< FHe: Use OT Fb wpd >> bic

-----Original Messagg-----
From: [ bee) (e

Sent: Tuesday, October 02, 2007 11:31 AM
To:

¥l
Sl

Subject:

UNCLASSIFIED
NON-RECORD

el
xll | ]

Fhe AG-order-is-available a{

—

. O
[&]
@

down on the list)

----- Criginal Messagg-----
From: |

Sent: “Tuesday, October 02, 2007 6:13 AM
To:
Ce:

Subject:

UNCLASSIFIED
NON-RECORD

Held ]
b2

Hope all is well. Would you please e-mail me a copy ofl | e
regarding the‘ | b7c

| the delegated authority to permit|___Jon a case-by-case basis, fo assist ©7F
| I'd like to read "the bible" and

see where the MIOG requirements are derived from. A lot has changed since 1985, [f you don't
have it eléctronically let me know. If it's short enough, I'll give you a fax number. If not, you can mail

L0 t© my atiention atj ]

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED CELLZ0TD 000768




ALL INFORMATION CONTAINED
HEREIN 15 UNCLASSIFIED

| (0TD) (FBI)

DATE 02-26-201% BY GLl78 DMH/ZTH

e )

From:

QGC) (FBI)

Sent:

Thursdav_Qctober 04 2007 11:04 AM

Subject: b3
b5
\ bé
UNCLASSIFIED Be
NON-RECORD bTE
----- Original M
From:
Sent: aV; ober 03 40-AM
To:
Ce:
Subject:
UNCLASSIFIED
NON-RECORD
Thank you for the added information. | have a much better understanding of the Domestic Police Cooperation
constraints now. B3
b5
| promise to give you a break if you give me a yes or no answer to: | | iir

"T'C‘

o

Yes | No

Sorry for being difficuit,
and thanks again

—

.........Oﬁg‘ .....
From: (OGC) (FBY)
Sent: 24 AM

To:

Cc: b
Subject: bé
UNCLASSIFIED ol
NON-RECORD o

Police cooperation case. is as | undmdl

Domestic Police Cooperation authority is

62-3.3 Policy

5y




(1) Upon receipt of requests for investigation from local or state law
enforcement agencies involving matters in which there is no FBI jurisdictional

interest, the FBI's cooperative role will be limited to the acquisition of
records or information from the criminal files of local or state law

enforcement agencies or records of nongovernmental organizatlions and concerns
and other governmental agencies.

(a) Records or information are defined as material normally available to law
enforcement agencies which can be obtained without a court order.

(b} When obtaining material outlined above, dissemination authority must be
obtained from that agency providing the records/information, when appropriate.

{(2) In addition to record gathering and dissemination noted above, the FBI can
act in a liaison capacity between local and state law enforcement agencies to

facilitate one agency handling the investigative requests of another.
{3} The FBI, on behalf of a local or state law enforcement agency, may verify

the location of an individual. No interviews with subjects, suspects, oxr
witnesses should be conducted by Bureau personnel. No extensive efforts are to
be experded to locate individuals for interviews. FBI persommel are to merely
verify their whereabouts, such as at a residence address or employment, eté.

{4} -Domestic-Police Cooperation matters received-in-the field should-be-opened
on an individual case basis, the subject of the record indexed to the general
indices, resulting disclosures recorded in accordance with Privacy Act

reguirements and maintained in accordance with existing instructions pertaining
to the destruction of field office files and records, MAOP, Part II, 2-4.5,

{5) SACs may approve use of FBI resources on behalf of local and state agencies
providing such action falls within the above guidelines. No communication need

be forwarded to FBIHQ advising of the initiation of a Domestic Police
Cooperation investigation.

(6) Name check requests for a review of pertinent information contained in our

central-records-gystemreceived-by FBIHG-from—authorized-state—and—localk
criminal justice agencies will be | processed by the|Executive Agencies

Dissemination|Unit, Information|Management Division, in accordance with MAOP,
Part II,9-3. Completed responses will be returned to the respective field office
which covers the territory of the subwmitting agency for appropriate

dissemination.
(7) Domestic Police Cooperation cases are not to be opened in the field for the

purpose of conducting foreign inguiries through Interpol. All state and local
law enforcement agencies in the United States have direct access to the United
States National Central Bureau (USNCB), Interpol, by mail or via the National
Law Enforcement Telecommunications System (NLETS). The USNCB mailing address

igyInterpol, U8 Department of Justice, Washington, D.C. 20530, The NLETS ORI
is "DCINTERO/0/."

Thig authority appears to also be codified by Regulation at 28 CFR 0.85(3j)

"See also Part I, Section 184-1 Investigative Authority

2) Under DOJ guidelines, the FBI's role in Domestic Police Cooperation, see this manual, Part 1,

Section 62, entitled "Domestic Police Cooperation," ig |

o>
.
P
et}
]
o
g
-3
-

----- Original Message----- {ELL/

L8




From: I l

Sent: Wednesday, QOctober 03, 2007 6:57 AM
To:

Cc:

Subject: l

UNCLASSIFIED

NON-RECORD

Thanks for the added info.

Further clarification however is needed orl

----- Original Messagg-=---
From: | IOGC) (FBI}
Sent: uesday, October-02,-2007-3:11-PM

To:
Cc:

Subject:

UNCLASSIFIED
NON-RECORD

Gentlemen:

The issue is, unfortunately, not simply about whether]

w




So, if the objective is to make it easier to deploy

| then one way would be to

bb
b7E

<<File] par >>

OTD is making efforts to clarify and revise the policy and the AG order which if successful should make

~ such assistance less administratively burdensome to provide--so stay tuned.....

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT

PRIOR OGC APPROVAL

Assistant General Counsel
Science & Technology Law Unit

Engineering Research Facility
Bidg. 27958A Room A-207B

o2}

Quantico, Va. 22135
Tel

oo o

]
XA

Fax
Cell

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

~=-=-0tiginal Messagaszzzs

From: |
Sent: Tuesday, October 02, 2007 1:03 PM

To:
Cc:
Subject:

UNCLASSIFIED

NON-RECORD

I =0 Y AN (e

10

oo oo

I_Anaghadjs_mlatiemnt*to separate the
| rom merely|

| Imatters. | was feeﬁ%g strong about ihe amendments, until | read]

Department Order? | am trying to make it easier to-suppo

Is this paragraph the show stopper? Any sg{ggestions, short of an amended AG

Thankst_l
| M
<< File: Use of FBII l/vpct >>
----- Original Message--—
" From: l I(OGC) (FBI)
Sent: y, Octoper 02, 2007 11:31 AM
To: B3
Cc: b6
Subject: BIC
b7E
UNCLASSIFIED

NON-RECORD

{ELL/0TD 000773




W]

The AG order is available at|

one down on the list)

| (6

-----Original Message

From: | ]
Sent: “Tuesday, Ociober 09, 2007 6.13 AM

To: .

;:i:jed:

UNCLASSIFIED

NON-RECORD

O

WJ o~
[Ea

cisgieiey

Helld __|

l_Hg_pgaﬂ_imﬂ.JﬂLo.ﬂgg:lé‘please e-mail me a copy of
ng the]

and the delegated authority to permit]

lon a case-by-

case basis, to assist in]

I'd like to read "the bible" and see where the MIOG requirements are derived from. A lot has

changed since 1995. If you don't have it electronically let me kno

w. if it's short enough, I'll

give you a fax number. if not, you can mall it to to my attention a

Thanks for the help,

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

LELL/ATD ohoTT4

wn




,/

ALL THFORMATION CONTATWED
HERETN I3 UHCLAZSIFIED
DATE O5-26-2012 BY 65179 DHH/STH

(OTD) (FBI)
From: | N |
Sent: Monday, October 15, 2007 4:56 PM
To: [
Subject: RE] [in Exigent Circumstances
UNCLASSIFIED
NON-RECORD
Looks good. The only thing is : Does FBIHQ, need to be.cut in like they do for Tllls.
--~--brigina| Message--—-
From: [ ]
Sent: Thursdav, Qctober 11, 2007 3:15PM
To:
Ce: ”
Subject: Iin Exigent Circumstances

UNCLASSIFIED
NON-RECORD

Hey[ ]

Before we send this out to the office, would you mind reviewing this? We are just trying to educate our customers
on the Exigent Circumstance requirements pertaining to] _| Any
corrections or sugestions would be appreciated.

[ ]

<< File: September 2007[—](Exigent Circumstances).wpd >>

Thanks,

UNCLASSIFIED

UNCLASSIFIED

TELL/OTD 000782




ALL INFORMATION CONTAINED

(OTD) (FBI)

HEFEIN IS UHCLASSIFIED

DATE (08-Z6-2012 BY oLl72 DHH/STH

From:

b3

Sent:
To:

bo
b7

RN

Subject: RE]

jn Exigent

lrcumsijances

UNCLASSIFIED
N

OALRECOIRD
A A DL AN AN TS

_ Since the Director isn't involved probably does not have to be notified.

————— Original Message----
From: l |
Sent: r 11,2007 3115

Subject: JrExigent Circumstances

UNCLASSIFIED
NON-RECORD

h3

Hey| l

bé

7T

Before we send this out to the office, would you mind
on the Exigent Circumstance requirements pertaining to

reviewing this? We are just trving to educate our customers ©7E

I_S—I_W_fl—.l

Any

corrections or sugestions would be appreciated.

Thanks,

<< File: September 2007]:[Exigent Circumstances).wpd >>

UNCLASSIFIED

UNCLASSIFIED

CELL/0TD 000743

-




ALL THFORMATION COHTAINEL

o : HEREIN IS5 UNMCLASSTIFIED

(OTD) (FBI)

DATE 09-26-2Z2012 BY o51l7% DMH/STU

From: L _ 1
Sent: . Tuesday, October 16, 2
To:
Subject: ‘ RE Case B3
L7C
SENSITIVE BUT UNCLASSIFIED b7E
NON-RECORD
[ ]tiustwentto aclass on this. Unfortunity___lrequires a PC affidavit for any kind of
~~~~~ Qriginal [
From: i |
Sent: Monday, October 15, 2007 5:59 AM
To:
Cc:
Subject: REEI |Case
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Hey ’ ! b3
1 b6
Good to see you working again. Just a few reminders: You may want to address the | ] E;%
I .

lvou mav need a PC order. However, if vou are not familiar with] |

| Just reminders, not trying to

get in your business. We are merely humble

Take care,

----Origiina! Messagee----
From:

Sent: _Friday, October 12, 2007 2:21 PM

To:

Py
s

§_ENSITIVE BUT UNCLASSIFIED b3

NON-RECORD 6
b7C
LIE

[ ]

l:land | spent the day talking about thel _|case and we have determined a course of action. The plan is to go
up.on.a.wire on eithe This wire will be used to then spin

up to| e will be concentrating our efforts on getting a "dirty call" on either} | it
does not matter which one. We are expecting to be up on the first wire in approximately 30 days after the first

Subject Case
|
|
|
|
|
|
\
|

dirty call (OEO is requiring 21 days for PC reasons).

| Current Efforts

1 »  We have requested

l [ These subscribers will be used to get

|
| immediate Pen Registers.
\

{HL/0TD OQ0TR5




*  We requested activation of a pen register on| |home number. We have the order, but the installation

requires|
*  We are going fo request to] on| | We are waiting for him to

put] | |
What we need at this time. ; . b6
s We need someone, preferable] | actively working the pen register subscriber information. B

This was our largest roadbiock in the last TIil. R7E

]

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

CELL/QTD 000788

48




ALL INFORMATION CONTATHED

HEREIN I3 UNCLASSIFIED

OTD\ (FRI DATE 09-26-2012 BY 65179 DHMH/3TW
From: ! IR) (FBI)
Sent: Thursday, October 18, 2007 9:20 AM
To: l |
Subject: RE: November 7-8,| |
UNCLASSIFIED
NON-RECORD b3
b€
bic
b7E
llnan}is,
«--Original riiﬁsaae--m
From: 1 !
Sent: Thursday, October 18, 2007 3:45 AM
To:
} Cc:
| Subject: November 7-8) |
|
‘ UNCLASSIFIED e
NON-RECORD gg‘g
b7c
BTE
Gents,
from the] bhas contir hey will be able to join-us in yad | I
lg:_mm@_ 8th af| We are still waiting for the) |
| It should_be done.on time._Ifl goes well | will leave us with thej |
[ ffor further testing and use. _This project is being undertaken by direction of| ["Maybe

he thinks we'll needl

Please e-mail me with thd : ! lwe may be using, so | can send the info
tq | This will allow them tq Jto feed our needs.
| —
I

We know you will be short handed. - If anyone of your team is-available please join us. -1f not, we'll conduct the|:]
and provide you with the resuits.

Thanks,

| I

UNCLASSIFIED

y
>
-~

-

o

o
UNCLASSIFIED LELL/QTR

[0




ALL IIITFDFE}{ATIGI'I CONTATHED
HERETIN I% THCLAZSTFIED

DETE 09-26-2012 BY &L175 DME/STW

£}
<< File: September 2007_Exigent Circumstances).wpd >> :{;%-LL 79

17N

(OTD) (FBI)
From: |(0Go) (FBI)
Sent: Tuesday, October 23, 2007 2:36 PM
To:
Cc:
Subject: RE] fin Exigent Circumstances
importance: High
b3
UNCLASSIFIED e
NON-RECORD Be
hIE
4
fffftfj 2007
EXig...
]
| I
Sorry for the delay--1 was unexpectedly out of the office for a couple .of weeks. | have made some suggested edits to
your summary attached —viewable in document/reviewer mode. Most significantly is the distinction thaf
b3
b5
b7E
----- Qriginal gg----- ;}; ;i
From: BIic
Sent: Thursday, October 11, 2007 3:07 PM :b”v’E
To: o
Cc:
Subject: ] |in Exigent Circumstances
UNCLASSIFIED
NON-RECORD
Hello
If you have a moment would you please review the attached one page document? Our office andl |a!ways
seem to have frouble in dealing with Exigent Circumstance matters. Any suggestions or clarifications would be
appreciated.
|
| Thanks,
e e o ,
’ LI 5 QOISR
|
i
r
t




ALL INFORMATION CONTAIKED

HEREIN IS5 TUNCLESSTIFIED

DATE (09-26-2012 BV 65179 DHMH/STH
(OTD) (FBI)

From: | _ |(ITB) (FBI)

Sent: Wednesday, October 24, 2007 8:39 AM

To: QTD) (FBI)

Subject: FwW: |in Exigent Circumstances

importance: High

UNCLASSIFIED .

NON-RECORD v
b
Wi

Please review her changes and let me know if this is good to go. l | b7E

----- Criginal Messgge-----

From: I kOGC) (FBI)

Sent: Tuesday, October 23, 2007 2:36 PM

To:

. c:- . b3
Subject: RE} Jin Exigent Circumstances b5
Importance: Hig be
UNCLASSIFIED . . b7E

NON-RECORD

TN TSI\ ST L

B

'_nggmhglr 2007
(Exig...

[ 1

Sorry for the delay--l was unexpectedly out of the office for a couple of weeks. | have made some sugg?siad_edns_o

our-summary attached —viewable in document/reviewer mode. - Most significantly is the distinction that|

(218

LELL/OTD poo79d




----- Original Megsage-—---
L

From:
Sent: “Thursday, October 11, 2007 3:07 PM
To:

Cc:
Subject: | |in Exigent Circumstances

UNCLASSIFIED

NON-RECORD

Hello ] ‘ i;f

- bhiC

If you have a moment would you please review the attached one page document? Our office ancl |always nTE

seem to have trouble in dealing with Exigent Circumstance matters. Any suggestions or clarifications would be
appreciated. ' : :

Thanks,

<< File: September 2007 Exigent Circumstances).wpd >>

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

LELL/DTR {odT 94

no




ALL THFOPMATION CONTAINED

HEREIN I35 UNCLASSIFIED
DATE 09-26-Z012 BY 65179 DMH/STW
I | (OTD) (FBI)
From: l | (OTD) (FB).
Sent: _I,bu[adav Qctober 252007 10:51 AM b3
To: b6
b7
N bTE
Cc:
Subject: ] |User Alerts
SENSITIVE BUT UNCLASSIEFIED
NON-RECORD
The following is a list of items that were discovered and is documented for your
benefits. This is also posted on the| | website.

EE R W TR ww

[ury




ALL INFORMATTION CONTAINED

HEREIN I35 UNCLAZSIFIED

(OTD) (FBI DETE 09-26-2012 BY 65179 DMH/5TW
From: | [(OTD) (FBI)
Sent: Thursday, October 25, 2007 2:54 PM
To:

[iRY

se1 1 /0D 000799

Lkl




To:

98]

Subject: FW echnical Operations Alert
Follow Up Flag: Follow up
Flag Status: Flagged

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

CELL/OTH 600801

W




kS

1

From: JOTD) (CON)
Sent: _Thursday, Ocfober 25, 2007 2:21 bM
To:

Cc: ]

Subject: Fw: lTechnical Operations Alert

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Hi |
Would you please pass the following information on to each field office is that is all we can do):
|Alerts:
b3
Be
b7C
Remember to check thd lwebsite often for product and troubleshooting information. Click here:

Thanksl l-b

|

Consultant

Retired FBI SSA, 1984-2006

Tracking Technology Unit
—Federal Bureay of Investigation

INEE:
wiilce

Cell

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

ey OOGB6Z

<
I‘Y‘"
£

E

£




ALL THFORMATION CONTAINED
HEREIN-I5-UNCLASSIFIED

DATE 09-26-20L2 BY £5179 DMH/ETW

kOTD) (FBI)

From: L . b3

Sent: Friday, October 26, 2007 2:19 PM hé

To: h7C
b7E

Subject: WV:}Technicai Operations Alert

Follow Up Flag: Follow up

Flag Status: Flagged

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

«wz=:Qriginal Messggg-s==s

From: { ROTD) (CON)

Sent: Thursday, October 25, 2007 2:54 PM

To:
bé
b7C
BTE

35




B3

be

BT7C

b7E

Subject:

echnical Operations Alert

CELL/GTD 000808




+

e

‘ SENSITIVE BUT UNCLASSIFIED
NON-RECORD

From: | [(OTD) (CON)
Sent: Thursday, October 25, 2007 2:21 PM

Sui)ject: FW:I lTechnicaI Operations-Aler
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

H|| |
ould you please pass the following information on to each field office

Is thatis all we cando):

Alerts:

.~

156

h7C

LT E

Remember to check thd |wgn§ite often for product and troubleshooting information. Click here:

Thanks

o

Consultant
Retired FEI-SSA--1984-2006

NG LI S/ e PO R L L e A S

Tracking Technology Unit

Federal Bureau of Investigation
- Office
- Cell

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

w

CELL/GTD 000889




ALL INFORMATION CONTAINED

HEREIN TI% UNCLAZSIFIELD

(OTD) (FBI)

. DATE 09-26-2012 BY 65172 DMH/STY
From: | _
Sent: Friday, October 26, 2007 2:43 PM
To: | |
Subject: RE: November 7-8] [
|
| UNCLASSIFIED beé
NON-RECORD b7c
\ —_——= . b7E
\
| ]
|
----- Criginal g@mnm
From: i l
Sent: ursday, er 18, R
To:
Cc:
Subject: November 7-8} ]
UNCLASSIFIED
NON-RECORD
Gents,
|:|from the I:nmmﬂmdmaLUwy will be able to join us in ariousl ._]
on-November 7th-and 8th a |- We-are still waiting for-th L .
| | It should be done on time. If] lgoes well [ Jwill leave us with the| | 'E;
1 Jfor further testing and use. This project is being undertaken by direction ofl | "Maybe BT
he thinks we'll need| b“}::

LI

e-mail me with the | e may be using, so | can send the info
to This will allow them to} Jto-feed our needs. .

We know you will be short handed. If anyone of your team is available please join us. [f not, we'll conduct the|:l

ARG 14

ll '|and provide you with the results.

UNCLASSIFIE

UNCLASSIFIED

JrReY




@‘\.

DATE: 10-12-201&
CLASEIFIED BY oil79 DHMH/ITU

FEAZON: L.4 (L, &}
DECLASSIFY ON: L0-12-2037

From:

| lotp) (FBI)

Sent:

To:

11. 2011 6:51 AM

Subject:

FW: Fleld Request

Request

ALL INFORMATION CONTAIMED
HEREIN I3 UNCLASEIFIED EXCERT

SECR N

REC 268~

068430

WHERE SHOWN 07

-

2.3
b

i o

ST

b7E

From: l

Sen

[OTD) (FBI}
£ Monday, January 10, 2011 11:36 AM

To:
Cc:

Subject:

UN

RE:-Field-Request l [Request

ED

N-RECOR

Thanks

From:

HOTDYZERD
JlH

Ly ray

Sent: 111:34 AM

To:

QTD) (FBI)

Subject:

UN
Q

FW: Field Request
D

Request

N-RECORD

See below

ssA] |

Unii

t Chief

Tracking Technology Unit

Operaitonal fechnology Livision

From: l

J(OTD) (CON)

Sen
To:

Subject: +Held Requ eqLie

t: uary 10. 2011 11:28 AM

SESRET

[ary




~— —

» SPEREL

This is being handled byi ]is being submitted

From: ] foTD) (FBI)
Sent: Monday, January-10,-2011-10:27 AM- |
To: |
Subject: FW! Field Request | Request
Importance: High .
U IED
-REC b3
I
‘ b7C
Do we have anyithing that meets the need b7E
SSA[ |
Unit Chief
Tracking Technology Unit
Operational Technology Division
From: | I(0TD) (FBI) be
Sent: Mandav, January 10,2011 10:09 AM b7cC
To: b7E

CELL/QTD 000841




b3
bé

BT

[ o

Subject: FW: Field Request l |Request
UN IED
-REC

From: |

Sent: Friday, January 07, 2011 3:02 PM

To: IoTD) (FBI)

Subject: Field Requast

],
b3

I was wondering if you could please forward to the ) ifc
b7E

Thanks,

is looking to borrow a As always,
turnaround-is short....

Thanks in advance,

SERRET CELLAOTD 000843

FN




BEeRel

CLASSIFIE

UNCLASSIFIED

UNCYASSIFIED

UNCLASSIFIED

"DERIVED FROM: Multiple Sources
DECLA : 20360111
SECRET//NOFORN |

192

CELLAOTD 0600 B4




ALL THFORMATION CONTAINED

HEREIN L& UHCLASSTIFIED

W

DATE (9-26-2012 BY B5179 DHH/STY
(OTD) (FBI) :
From: L [(OTD) (CON)
Sent: rsday, A 25 2011 8:.49°AM
To: (OTD) (FBI)
Subject: FVV: - UNCLASSIFIED .

Classification: UNCLASSIFIED

From: [(oTD) (FBI) ) 6
Sent: Wednesday, August 24, 2011 4:48 PM bic
To: bTE
Cc: :
Subject: Wi FUNCLASSIFIED
Clagsification: UNCLASSIFIED
Can someone bu and have it sent/shipped td l
l !
From* l
Sent: Tuesday, August 23, :
To:
Cc:
Subject: RE:| t-- UNCLASSIFIED
b
Classification: UNCLASSIFIED }LZC -
I o g I g I R IR I I g O I I I I S I I S I I I S I N I i I I I E R R R R e s b";E

It's a] | Looks like]

| may have it for|:] if you want to

use 3 credit card. Let me know. Thanks.

From: | [(OTD) (CON)
Sent: Tuesday, August 23, 2011 6:41 AM
To:

Cc:

Subject: RE: -~ UNCLASSIFIED

Clagsification: UNCLASSIFIED

[57%




-

He

Can you give us the make/model and how many| IAs much information that is on the iabel| |
l__Llwould help-us determinea replacemgnt.l ]said we are still identifying funds to get the II
From:| |
Sent: Friday, August 19, 2011 6:37 PM
To: b3
Cc: “.‘? -
Subject: RE: -- UNCLASSIFIED bR
Classification: UNCLASSIFIED
Heyl [What does it look like for a new| [We are basically dead in the water right now for|___| and with
th oming up, we want to get the ready to go. Please let me know if you need anything else from
me. Thanks!.
From:| l
Sent: Wednesday, August 17, 2011 1:12 PM
To
cr. =
Subject: RE; --- UNCLASSIFIED Ny
b7C

. b7E

Classification: UNCLASSIFIED
I i could ibuting i in issue- for about
When | noticed the late yesterday, | noted in my [request that we probably need a new
| ]as well. if you guys want to send us al |and hold off on ordering a newl |we can give that a shot
first. Thanks. | |
From:| (OTD) (CON)
Sent: Wednesday, Augnqi' 17, 2011 8:37 AM
To:
Cc:
Subject:l }--— UNCLASSIFIED ,
b3
be

Classification: UNCLASSIFIED 1}3 /u

Hey
l wanted me to check a couple of things with you before we order and ship anotherl | He wanted me to ask
you if your] |He said jn_arder to see thel
[1f your] keeps

then we’ll know for sure that you need a] |

Eo Y

: CELL,0TD 000846




agsification: UNCLASSIFIED

(@]
=

CELLfG?ﬁ 00847

w




DATE: 10-05-2Z012
CLASBIFIED BY 6517% DHMH/STY

REASON: 1.4 (C, &)

(OTD) (FBI)

DECLASSIFY ON: 10O-05-2037
L
From: | loTD) (FBY)
Sent: _Tuesdayv, August 14, 2007 6:57 PM
To: bl
b3
b&
Cce: b7
B7E
| I:Sil Subjeet: T e
¥ ! L4
ALL INFORMATION CONTAINED
SECRET ____— HEREIN IS UNCLASZIFIED EXCEPT
RECORD 268-HQ-10868430 WHERE SHOWH OTHEERD
(5]
bl
B3
h7E




bl

bhTE

o
1oy

@
@

DERIVED FROM: G-3 FB ion Guide G-3, da Counterinielligence Investigations
DECLA ON;-20478
SEGRET™

cELL/aTh 2008t

/

TN

I




ALL IHNFORMATION CONTAINEL

(OTD) (FBI)

HEEEIN I35 UNCLASSIFIED
DATE O%-Zo-z0la BY ©bl79 DMH/STW

From: l koTo) (FBI)

Sent: Monday. Seotember 17, 2007 9:41 AM

To:

Cce:

Subject: RE: Equipment

UNCLASSIFIED
NON-RECORD

Oy L

aali

b7
b7E

This is the | 1) dronned off the first time | came up there td |

This is the lvou were going to check to see if it works with the|

windth and IT.mm_._I
and could enable you to

~=e=Qriginal L8[
From:

Sent: “Monday, September 17, 2007 638 AN

To:

£
L@ o

Subject: RE: Equipment

b3

UNCLASSIFIED
NON-RECORD

bo
B7C

BTE

I"haven't picked one up. Let me see if [:}ransferred onetous:
 I—

—

Did you fransfer to us af

L |

---Orig}naLMﬁsaae—--
From: ]

Sent: 06,2007 2:158
To: | ET

Subject: FW: Equipment

UNCLASSIFIED

NON-RECORD

L]

This sounds like thel |7

gty

g9 ?

PR

[ 'y




Sent: Thursday, September 06, 2007 1?:32 AM
To: .

Subject: Equipment
UNCLASSIFIED

NON-RECORD

Hey[ ]

1o vau have this item?

Thanks,

——1
x4177

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

N




ALL THFOFRMATION CONTAINEL
HEREIN I35 UHCLASHTIFIED

(OTD) (FBI)

DATE 0B-Z6-201d BY 65178 DME/FTW

[ bTD) (FBI)

Fridgay, September 28, 2007 4:25 PM

Your} |

CLASSIFIED
N

CORD

Y
m

Sl W? £ P

Your

However the one

verified, and are ready.

ol el el

[N B B a9 ¢ 3

-]
[Za ]

Thus if you need

If the]

Itthailable. '
you have to lise vourl

|we can configure the

Let us kKnow.

UNCLASSIFIED

o aotd’

gt

-




ALL INFORMATION CONTAINED
h ) HERETIN T3 THCLASSTFIED

DATE 09-27-2012 BY 685178 DHH/STW
[ | (OTD) (EBY)

From: | lOTD) (FBI)
M

Sent: :00 AM
To: OTD) (FBI)

Subject: RE: Yourq | . B2

) b7

LASSIFIED bR

Thel |
Nd [was needed on the|

|
rmed on tha ps required to correct thel lissue .
Whicheve you will be using, you will need to |in addition to this

requirement, you will need td llhavet
for this[ llast Fridav but | am sfill waitina for the delivery of this|

- I will dirg ging on thel ]! called
l Jon his cell phone and Teft him a message that he can pick the

----- Original sssce
From: I

Sent: Monday, October 01, 2007 5:49 AM
To: | 1

Subject: RE: Your'| '|

UNCLASSIFIED b3

NON-RECORD bé
b

b7E

Thanksg .

| will determine which[_]we will use and bring it down when | pick up the

Thanks againP

L1

P.S. The| right?

----- Original Message==«--
From: l EO’ID) (FBD)
Sent: fiday, September 28, 2007 4:25 PM

To: |

Subject: Your| ]

UNCLASSIFIED
NON-RECORD

] b O Ll

el s kenling
)
K3 B

Your| | | verified, and are ready.
However the onel | that we have is not available.

Thus | |you have to use ounI I.l
If th | [ we can configure th |

| I |
Let us know.

o 000612

Al

UNCLASSIFIED

ok




UNCLASSIFIED

~ UNCLASSIFIED

[ %)




ALY INFOEMATION CONTAINED
HEREIN T3 UNCLAZSIFIED

OTD) (FBI)

DATE 09-2%-201s BY 65179 DMH/STW

From: . |

Sent: Monday, September 24, 2007 2:58 PM

To:

GCe:

Subject:

(OTDY(FBI)

=

VRICHHD

=

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

4]

[ saentod

g1 Ty

| had one other issue with m

| Atter thd

]

Apparently the] [doesn't always|

----- Original Q8--==-

From:

Sent: Thursday, September 20, 2007 4:28 PM

To:
Cc:

b3

bé

Subject:

[problems

b7C
BTE

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

| ended up not sending our

0 {rouble e having. | now

and the new

have it working. The problem appears to be that our
| Jnow seems to be working. |informe | |of this solution and | thought you guys

might like to know as well. Our

|and | assume other Divisions should as well.

pre—

L

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

[ty




ALL INFORMATION CONTAINED

(OTD) (FBI)

HERFETN I35 UNCLASSIFIED

DATE 08-27-20L2 BY e5178 DMH/ETW

From:
Sent:

To:
Subject:

I.\Wmmw 2007 3:02 PM

power supply

(OTD) (FBI)

UNCLASSIFIED
NON-RECORD

PR

| | this is the power supply that|

mine online through

| stated that we had to have

| bought

UNCLASSIFIED

[




ALL INFORMATION CONTATIHED
HEREIN I35 UNCLAISTFIED

DATE 08-28-2012 BY o&173 DMH/ITW

cELL oD 000918

Fers

OTD) (FBI)
From: [ | (OGC) (FBI)
Sent: Friday, March 16, 2007 9:04 AM
To:
Cc:
Subject: ié
Attachments: PRITT unknown Aug 16 2006,doc bC
b7E
UNCLASSIFIED
NON-RECORD
Attached is a sample for a PR/TT to use] | I'm happy to speak with the AUSA.
Depending on the circumstances in which the] Jin this case will be most operationally effective] |
b3
b5
b7E
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
| APPROVAL
i B7C




Assistant General Counsel

Science & Technology Law Unit

Engineering Research Facility
Bldg. 27958A Room A-207B

Quantico, Va. 22135
Tel!

Fa
Cel

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

----- Ori'ginal Message-----

-
rrom:|

Sent: Friday, March 16, 2007 6:50 AM

Tayr
[ RV M

- .

UNCLASSIFIED be
NON-RECORD BiC
Hey|

l-hope allis well. | -previously pro ided[ with vaur nony Pen/2703D Qrder for tilizingl |

| to determine i The AUSA apparently
0es not teel comioriable with this order and has suggested. a search warranf.  Would you mind speaking to the

AUSA dire 2 can
l | would think we could use a "search” or "seizure” warrant as long as we were careful on

our verbage. Tl get the AUSA's contact info if you like.

Thanks,

From:{ |
Sent: Thursday, March 15, 2007 4:26 PM
To:| _ ] b3
Subject: RE;| | bé

. B7C
UNCLASSIFIED bTE
NON-RECORD

My AUSA felt that we should get a search warrant since we didn't have any info that| |

Can we use the same technology as part of a search warrant?

—----Ori!ginal Message----- | 20 ﬁgg‘f}w

From:

Sent: Thursday, March 15, 2007 10:13 AM gELL/ Y

b 3
£




To:

Ce:
Subject: RE{ |
’ UNCLASSIFIED
‘ NON-RECORD ‘
| Hey just checking in. be
) B
‘ b7
Are we still planning on thel |? :
Thanks,
Or i CCACID .
From: l
Sent: Wednhesday, Februa :
Tol l
Subject: FW:
UNCLASSIFIED 13

NON-RECORD

L |

lam on| |and my boss has tal ith you aboutl |(see below). We used your

affidavit and sent it to our AUSA in They have been looking at it and | was told that | may
be missing some statutory references. Have you guys ever gotten one of these through
If yes, do you recall the AUSA's name? If they haven't, | am going to give them)

name and number so we can figure this thing out.

Thanks

----- Original Message-----
From:l9

|
Sent: Tuesday, January 30, 2007 3.13 PM
To:| |

Subject: FW] |

UNCLASSIFIED N
NON-RECORD b3

[ ] s

Per our discussion, the "pen" order for using etal to

----- Original Message--=-=
From: |

Sent: Tuesday, January 30, 2007 3:02 PM @ﬁmj
To: il

Cc: g‘gﬁa
Subject: FW] [ £

UNCLASSIFIED

NOMN.RECORD

NVUN*RLOUNLD

w




SSAl l

As per our phone conversation yesterday, the secopd atfachment l llvould be the
appropriate pony. This document has been provided by QGC. Once the "pen
- n signed by the judge, please royte it andThe| to your SAC and CDC
for approval and then provide it t Please place my name on the
[so SSA Knows to assign it fo me. If you provide me with the| | [
can jprior 10 ] iki 3
| am assuming that vour case agent has already subpoenad each of the| to see ;:E
if your | Just checking! : .
Thanks,
----- Original Message-----
From: OGC) (FBI)
Sent: Monday, November 14, 2005 1:15 PM
A0 . |
| | .
Cc | E;
Subject: RE: '| '| 70
L7E
UNCLASSIFIED
NON-RECORD
Attached is a copy of a DRAFT application and order to authorizq | Alsois
—a DRAFT appforder for a combined Pen & 2703(d) order that incorporates authority for use of
. |as well as to |
N
I Original Message-----
‘ Fromg KOGC) (FBI)
| Sent: Monday, November 14, 2005 11:57 AM
1 To:| |
| | |
| Cci| i

Subject: RE:| |

UNCLASSIFIED e
NON-RECORD ; ©

The-attached-includes some edits (use-document/reviewer to-see changes):

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE
FBIWITHOUT PRIOR OGC APPROVAL

Assistant General-Counsel

Science & Technology Law Unit

Engineering Research Facility
Bldg. 27958A Room A-207B
Quantico, Va. 22135

Tel:
Fax

pager

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

4

CELLATD 000921




----- Original Message-----

From:

Sent: Monday, November 07, 2005 8:49 PM

Toj

Ccy

Subject: FW:| |

UNCLASSIFIED
NON-RECORD

We would like fo make this document

lpolicy ASAP. This is our latest draft 1,

after] |provided some input earlie

. Please provide legal guidance to ensure ¢

we have drafted an appropriate SOP for exigent circumstances.[ | b7C

)

From:[_

Sent: Tuesday, October 25, 2005 4:05 PM

. To:l

|
Subject: ?v’*
UNCLASSIFIED oI

NON-RECORD

Please review and provide feedback. We truly need to improve our response

time to an "Exigent Circumstance’

situation. Ithink an SOP

would be a big help.

Thank you,

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

w




UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLA

w
»
i
m
(w]

UNCLASSIFIED

UNCLASSIFIED

L< )]




ALL INFORMATION CONTAINED

(OTD) (EBI) MERETY IS8 UNCLASSIFIED
X P, r A R EEE W] I B N H:z’ P N i) I ¥
From: I |(0GC) (FBI)
Sent: Friday, March 16, 2007 12:46 PM
To:
Cc:
Subject:
UNCLASSIFIED | : e
NON-RECORD bE
BIC
y| | ) . b7E
obviously mv opinion is not necessarilv shared bv other attornevs, buf |
s Original Message-~---
| From:
Sent: Friday, Marc . :
To:
Cc:
Subject: RE: b3
i b5
UNCLASSIFIED bo
. , b7C

NON-RECORD

b7E

[ 1]

| appreciate all your efforts in this matter. | truly see both arquments. However. |

Thanks-again,

[ ]

1

Please provide{:lwith the AUSA's name and phone number so they can work this matter out,

Thanks,

GLL/QTD 000932

iy




Fromj | (OGC) (FBI)

Sent: Fridav, March 16, 2007 8:04 AM
To:

[ |

Subject: RE: b3

UNCLASSIFIED oo
NON-RECORD '

1

Attached is a sample for a PR/TT to usel |l'm happy to speak

with the AUSA.

;%)

WA/ 000934

BTN




PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT

PRIOR OGC APPROVAL

Assistant General Counsel
Science & Technology Law Unit

Engineering Research Facility
Bldg. 27958A Room A-207B

LW T Lo X2 B ¥ o4

l

Fa '
Wy lltlbU Vel, &4 1oJ

Tel

Fax
Cel

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

----- Original Message-----

From: |
Sent: Friday, March 16, 2007 6:50 AM
To:
Cc: .
I | e
Subject: FW pc
BEIE
UNCLASSIFIED
NON-RECORD
Hey
| hope all is well. | previously provided ith your pony Pen/2703D Order for utilizin
The AUSA apparently does not feel comfortable with this arder and has sugaested a
search warrant.  Would vou mind speaking to the AUSA directivl
Twould think we could use a "search” or "seizure" warrant as Jong as we were
careful on our verbage. [I'll get the AUSA’s contact info if you like.
Thanks, .
| p— |
| I
~----0Original Message-—--- ,
From: |
Sent: Thursday, March 15, : ~
Toy ] b3
Subject: RE:| | bé
niC
UNCLASSIFIED b7E
NON-RECORD

My AUSA felt that we should get a search warrant since we didn't have any info tha

Can we use the same technology as part of a search warrant?

CELL/OTD MM

w




From

TN

Sent:

ursdaay, Marc

To:

Cc:

I
Subject: RE: | | 13

hE

UNCLASSIFIED b7C
NON-RECORD b7E

Hey just chiecking in.

Are we still planning on the] |2
Thanks
L1
Or giria{ Message
From |
Sent:-Wednesday; February-21;-2007-5:46-PM
To:| |

Subject: FW:| |

LINCLASSIEIED
UNGLAVDOITICL

NON-RECORD

[ 1]

lamon |and my boss has talked with you about (see below). We .5
used.youra davit and sent it to our AUSA inl ] ey.have been looking at BE

it and | was told that | may be missing some statutory references. Have you guys »7c
ever gotten one of these through If ves, do vou recall the AUSA's L7E

name? |f they haven't, | am going to give them name and number
so we can figure this thing out.

Thanks

From| ]

Sent: Tuesday, January 30, 2007 3:13 PM

Toj |
Subject: FW:| |

s

P S
bé

-y

UNCLASSIFIED e

NON-REGORD BIE

o , . , o [—
Per our discussion, the "pen™ order for usin etal. tof |

.

Pl U Y IQ-{Y) Qﬁn‘qsb

LN

.

N b 4




. Origipal Message-----
From:l |
Sent: [uesday, January 30, :

To

Ccs
Subject: FW:| |

e

UNCLASSIFIED

NON-RECORD

SSA

As per our phone conversation yesterday, the second attachment | 1
would be the appropriate pony. This document has been provided by bé

| Jof OGC. _Once the "pen order" has been signed by the judge, please BIC
route it and the to your SAC and cod ifor approval »7x

OCMA

“and then provide it to Please place my name on the| S0 SSA
knows to assign it to me. if you provnde me with the| | can

] ] (Ji'iui' tq l

I am assuming that your case agent has already subpoenad each of th
to see if your| | Just checking!

hanks,

[ 1

-—---Original Message-----,
NN LT

From; [OGC) (FBI)
Sent: vonday, November 14, 2005 1:15 PM

Gy Lal

=)
o0

To |

[ [

Falor)
Qb

Subject: REEI i

UNCLASSIFIED

NON-RECORD

LAMZAN AL AT AT ANN"A

Attached is a copy of a DRAFT application and order to authonz

I:l Also is a DRAFT appégﬂﬁ:_&gg_ﬁ\bmed Pen &
incorporates authority for use o as well as to

Oyriet l M
urigina !"leba&C

From: [OGC) (FBI)

Sent: er-14.-2005-11:57 AM
To l

cci |
[ |

Subject: RE:| |

UNCLASSIFIED
NON-RECORD

The attached.includes some edits (use documentlre\:lewer fosee
changes).

CELL/OTD 000937

<N




PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE
OUTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL

Assistant General Counsel
Science & Technology Law Unit

Engineering Research Facility be
Bidg. 27958A Room A-207B 77
Quamiﬁﬂ }{a nn4a EBTE
Tel

Fa

pager| |

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL
COUNSE!

----0riginal Message--~-~ l

From: ]
Sent: Monday, November 07, 2005 8:49 PM

T

104

Coeal
C:

C 1

Subject:-FW

FINIC L A QQ}FII:I"\

AN R AT NI T TR LS

NON-RECORD

We would like to make this documem{___lpolicy ASAP. Thisis 3

our latest draft aftell | provided some input earlier. Please

provide legal guidance to ensure we have drafted an appropriate &7

SOP for exigent circumstances.

o1 a)
42X

57 C

----- Original Message-----

Eyrayana
LA LT

Sent: Tuesday, October 25, 2005 4:05 PM

Toz]

Cc: |

ubject:

bé

UNCLASSIFIED
NON-RECORD

bicC
b7E

Please review and provide feedback. We truly need to

improve our response time to an "Exigent Circumstance”
[situation. 1 think an SOP would be a big help.

CELL/GTD 000938

[+

L7




Thank you,

L |

~3 N

{72

oo

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

3

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFU:I)

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

~




ALL INFORMATION CONTATIHEL

Y HEREIN I3 TUNCLASSIFIED
DATE 09-27-2012 BY 65179 DMH/STW
(OTD) (EBI)

From: | |

Sent: Monday, March 19, 2007 10:47 AM
To:

Cc:

Subject

UNCLASSIFIED
NON"RECORD W

- b5
Yes | have heard of th Wmmwmmm% hé
case of this nature tha e

However, it was always suggested and presented to Ito way on the side of caution. | think | can provide you with
some of these presentations if you would like. Please give me a call. thanks

~~~~~ Orjginal Message-----
From: |
Sent: Fri ch 16, 2007 12:24 PM
e
e |

Subject: RE]

b3

b5
UNCLASSIFIED bé
NON-RECORD b7C

bTE

| fullv understand, howeverl |

I [ Please do not misconsfrue my dialog with
you. | appreciate the legal concerns and want our office to fully comply. However, as you well know | have
never felt comfortable with the Bureau's lack of guidance in this matter This unofficial, non written SOP-is
extremely problematic.

1
I have never heard of this SOP. - Can you shed light on this?

Thanks,

| I - 9

[1EY




8

----- Original Message-----

From: |(0GC) (FBI)
Sent: Fridav.March 16. 2007 11:46 AM
To:

Cc

Subject: RE:| |

UNCLASSIFIED

NON-RECORD

r———

L1

[

oo oo
L (W

]
=

[ |
[ aftornevs, butl

From] )

Sent: Friday, March 16, 2007 11:20 AM
To4

el
LWL o |

Subject: RE

UNCLASSIFIED ‘ b3

NON-RECORD b5

LAACAA RSN ATANL A N
be
bicC

b7E

| reci inthi I S, Howe\fer.l |

Thanks again,

1]

Please provideI:}with the AUSA's name and phéne number so they can work this
matter out.

Thanks,

CELLATD B00950

n




~~~~~ Original Message-==--
From: |

Sent: Friday, March 16, 2007 8:04 AM

- .

~Subject: RE: b6
b7C

UNCLASSIFIED BIE
NON-RECORD )

1

Attached is a sample fora PR/TT to usel | I'm

happy to speak with the AUSA.

Depending on the circumstances in which the lin this case will be most
operationally effective | |

;
o

o
] I Lk

pEY

CELL/OTO 000951




PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE

FBI WITHOUT PRIOR OGC APPROVAL

Assistant General Counsel

Science & Technology Law Unit

[oalt vl e ion
doeed 4T (0

o
I O

Engineering Research Facility
Bidg. 27958A Room A-207B
Quantico, Va. 22135

Tel:
Fax

Cell

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

From: |

Sent: Fridav, March 16, 2007 6:50 AM
To

Ccy

Subject: FW:| |

UNCLASSIFIED
NON-RECORD

He){—

oo

-
B3
I
S
—
3/

¥

4

-

¥

| hope all is well. | previously provided] Jwith your pony Pen/2703D Order

B

o

for utilizing
| | The AUSA apparently does not feel

comfortable-with-this-order-and-has suggested-a-search-warrant.—Would-you

mind speaking to the AUSA directly]
1

1
would think we could use a "search” or "seizure” warrant as long as we were

careful on our verbage. I'll get the AUSA's contact info if you like

Thanks,

1

Oriainal-M
12 1

o

From ' |
Sent: Thursday, March 15, 2007 4:26 PM'___

To

] ] O A

R

o

Subject: RE] |

UNCLASSIFIED

NON-RECORD

Niy AUSA felt that we should get a search warrant since we didn't have any info

thaq ]




Can we use the same technology as part of a search warrant?

From:*

T

Sent: Thursday, March 15, 2007 10:13 AM

To:

Cc:

T = I p—

B3
bo
b
b

UNCLASSIFIED

NON-RECORD

b7E

Hey just checking in.

Are we still planning on the|

p

Thanks,

Original Message

From |
Sent: i} February 21, 2007-5:46 PM
To

b3
bé

b7cC

lamon and my boss has talked with you aboutl:] BTE

(see below). We used your affidavit and sent if to our AUSA in
| | They have been looking at it and | was told that | may be
missing some statutory references. Have you guys ever gotten

one of these throughl___| If yes, do you recall the AUSA's
name? [f they haven't, | am going to give them

name and number so we can figure this thing odt.

Thanks

-----Original Message-----

From

Sent: luesday, January 34, 200/ 3213 PM

To

Subject: FW:] i

5
-

CELL/QTD 000953




UNCLASSIFIED

NON-RECORD

| I—

L1

Per or our discussion discussion, the "pen”-order for using let al.

lUI ]--

Original Message

From{
Sent: Tuesday, January 30, 2007 3:02 PM

B
As-per-gur-phone-conversation-yesterday; the-second 6

attachment would be the appropriate pony. This b7C
document has been provided by[ﬂ]of OGC. Once b7E
the "pen order”ha ' i

th to your SAC and CDC for

approval ard then provide it tof Please place my name on

th so SSA| [knows to assign it to me. If
you provide me with thd I can[9 | prior

to] [

| am assuming that your case agent ha
~&ach of the | fo see if your

Just checking!

Thanks,

----- Or‘ainaLMessaamlo
From: GC) (FBD)

Sent: Monday, November 14, 2005 1:15 PM

To: |

bé

Ce:l | B7

=3

i B7E

Subject: RE; l

UNCLASSIFIED

NON-RECORD

Aftached W DRAFT application and order to .

authorize| Also is a DRAFT app/order for

aco 7 03(d) order that incorporates authority for
use o as well as t0 |

----uor’ 1Al Macose1o wwe e
From:' [OGC) (FBI)

Sent: Monday, November 14, 2005 11:57 AM

(<3

-

VELL/QTD Q009

h.
i)




To:| |

I
-
I |

Subject: RE{ |

UNCLASSIFIED
NON-RECORD

The attached includes some edits (use

document/reviewer to see changes).
b3

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR b¢
DISCLOSURE OUTSIDE THE FBIWITHOUT PRIOR  b7C

1 o

OGC APPROVAL PrE

Assistant General Counsel
Science & Technology Law Unit

Engineering Research Facility
Bldg. 27958A Room A-207B

Quantico, Va. 22135
Tel:

Fax
pag|

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF

THE GENERAL COUNSEL

-
Original-Message

From:

Sent: Monday, November 07, 2005 8:49 PM
To:l |

I_Lc: l

Subject: FW: | | b3
&

UNCLASSIFIED biC

NON-RECORD b7E

We would like to make this document| '|
policy ASAP. This is our latest draft after

provided some input earlier. Please provide
legal guidance to ensure we have drafted an

appropriate SOP for exigent circumstances] |

----- Oriaginal Message-----

LELL/0TD 000953

~




Sent: Tuesday, October 25, 2005 4:05 PM
To:

Ceil l

Subject:

UNCLASSIFIED
NON-RECORD

-0 Lar

oo T,

Please review and provide feedback. We

o
1
&= O

truly need to improve our response time 1o an
"Exigent Circumstance]

|
situation. 1 think an SOP would be a big help:

Thank you,

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

e
—
o




UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

w

CELL/OTD 000957




ALL INFORMATION CONTAINEL

LT LT3 g g

DATE Q5-27-2012 BY 65179 DMH/STW
[OTD) (FBI)

From:

Sent:
To:

Monday, March 19, 2007 4.54 PM

Cc:

Subject:

UNCLASSIFIED b2
NON-RECORD ! be

b7E

" No you are right from that prospective we have never ref agents td lin a SOP. NEXT

~~~~~ Original Message-----
From:] |

Sent; Mondav, March 19, 2007 11:57 AM

To"
1R

Cc:

Subject: RE| |

UNCLASSIFIED

MON-RECORD 53

: ' b5
He)1 ; b6
LiC

Hope you are doing well. So.we don't confuse the issues, let's take them one at a time: bIE
The SOP stating thatl l Where
can this SOP be found? Please provide. -
Thanks,

]

I |
----- Origmamfmne-----
From: | o3
Sent: Monday, March 19, 2007 9:47 AM b5
To: b
Cc: b7C

J
T

S

Subject: RE:

UNCLASSIFIED
NON-RECORD

Yes | have heard of the SO is referencing. In previous legal presentation this was presented and
suggested in a case of this nETITEhatl__ ]

——————————————y

[— | However, it was always suggested and presented to

CELL,OTD 000958 )




L_____lto way on the side of caution. | think | can provide you with some of these presentations if you
would like. Please give me a call. thanks

D3

be
b7C

-----Orlainal Message---

From:

Sent: Friday, March 16, 2007 12:24 PM
To

cd

Subject: RE{ !

UNCLASSIFIED

NON-RECORD

5
e

| fully understand, however.i

[ Please do not misconstrue my

dialog with you. | appreciate the legal concerns and want our office to fully comply. However,

as you well know | have never felt comfortable with the Bureau's lack of guidance in-this matter.
This unofficial, non written SOP is extremely problematic.

1

| I—
I have never heard of this SOP....Can.you shed light on this?

Thanks,

[ ]
..... Origi —
From: I (OGC) (FBI) 5

Sent: Friday, March 16, 2007 11:46 AM e
To: b7C

Cc: bR

‘Subject: RE:|

UNCLASSIFIED

NON-RECORD

| I—

I

NN

R\ a®




From |

Sent: Friday, March 16, 2007 11:20 AM
To

SeCd

Subject: RE:

UNCLASSIFIED
NON-RECORD

| appreciate all vour efforts in this matter. | truly see both arguments.
--However;

b5

1

D0

h7C

Thanks again,

Please provide ]with the AUSA's name and phone number so they
can work this matter out.

Thanks,

| m—— Ori[ginal Message-----

From:} [0GC) (FBD)
Sent: Friday, March 16, 2007 8:04 AM

To
(29

- |

b7E

| —
Subject: RE:

UNCLASSIFIED
NON-RECORD

3

LELL/DTD D009




L

Attached is a sample for a PR/TT to usq |

'm_happy to speak with the AUSA.

Depending on the circumstances in which thd lin this case will be

_most operationally effective]

b5
be

B
b7E

cpLL/OTD 000961




PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE

OUTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL

' i £
Assistant General Counsel b6
Science & Technology Law Unit b7
Engineering Research Facility bTE
Bldg. 27958A Room A-207B
Quantico, Va. 22135
Tel
Fax
Cel
SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL
COUNSEL

-----QOriginal Message-----
From{ |
Sent: Friday, March 16, 2007 6:50 AM
To!
Cci
Subject: FW:
UNCLASSIFIED
NON-RECORD
Hey
1
| hope all is well. | previously provide ith your pon
Pen/2703D Order for utilizin
) apparentily does not 1eel comroriable With this Eé
orderand-has-suggested-a-search-warrant.—Would-you-mind bC
speaking fo the AUSA directly, I_?b-i/,E

l | I'would think we could use a "search”
or "seizure” warrant as long as we were careful on our

verbage. {ll get the AUSA's contact info if you like.

Thanks,
]

----- Original Messade-—---

From: !
Serit: Thursday, March 15, 2007 4:26 PM
To:j

Subject: RE}

UNCLASSIFIED
NON-RECORD

Ggﬁ? 62

w

CELL-0TD




My AUSA felt that we should get a search warrant since we
didn't have any info that |

Can we use the same technology as part of a search warrant?

----- QOriginal Message----—

From: |

Sent: Thursday, March 15, 2007 10:13 AM
To:l
Cc:

B3
be

I 2
AN

Subject: RE:] [

UNCLASSIFIED

- NON-RECORD

Hey just checking in.

Are we still planning on the

Thanks,
| p—

----- Original Message----

Sent: Wednesday, February 21, 2007 5:46 PM

To:
Subject: FW:

UNCLASSIFIED

NON-RECORD

[r—

-3 L

I am qnl nd my boss has talked with you
about see below). We usedvaiyr

s s i oxlivy

~J
=MD

affidavit and sent it to our AUSA in| They
have been looking at it and | was told that | may

be missing some statutory references Have
I_mu_guxs ever gotten one of these through

ALIQ A v

]
-)

¥ 1 v ~ ALV [I i
1 IHyco, uv youd recallthe AUSA'S nan

rlf..th.ﬂL.h.aven't, | am going fo give them
1ame and number so we can figure this

"Fing ot

Thanks

Le3]

CELL/OTD 0oonéed




----- Original Message--—-
From: ?_

Sent: Tuesday, January 30, 2007 3:13 PM

To] |

Subject: FW b3
UNCLASSIFIED °le
NON-RECORD
Per our discussion, the "pen" rusing
[ et al. tgi i
----- Original Message-——
From: |
Sent: Tuesday, January 30, 2007 3:02 PM
To:
Cc:
Subject: FW: | |
UNCLASSIFIED
NON-RECORD
QQA' |
‘ SSA| |
\
| As-per-our-phone-conversation yesterday,
’ the second attachment would be the
| appropriatiﬁsu__uﬁm ocument has been
| provided b of OGC. Once the
1 "nen order” has been iudge, b3
| please route it and thei foyour k¢
SAC and CD(] [for approval and f?i

then provide it t Please place my name
on the o SSA knows to

assign it o me. If you provide me with the

| can prior to

I'am assuming that your case agent has
already subpoenad each of the] |

to see if your

r
|

Just checking!

~~~~~ Original Message---—

From |
Sent: Monday, November 14, 2005 1:15 PM

-
10]

Cc]




quject: RE:

UNCLASSIFIED

NON-RECORD

Attached is a cop ication and
order to authorize Also

is a DRAFT app/order for a combined Pen

& 270,3_(51)_Qr_dgr_tb3_t_ipcorporates authority for
use of s well as td ]

----- Original Message--—-

From: |(OGC) (FBI)

Sent: Monday, November 14, 2005

11:57 AM

Toy| |

e | 1

Cci| i b3

Subject: RE:| '| e
b7E

UNCLASSIFIED

NON-RECORD

The attached includes some edits (use

documentireviewer to-see changes).

PRIVILEGED DELIBERATIVE

DOCUMENT - NOT FOR

ISCLOSURE
|

D
OUTSIDE THE FBI WITHOUT PRIOR

LT B 5 g e it

OGC APPROVAL

Assistant General Counsel

Science & Technology Law Unit
Engineering Research.Facility

Bldg. 27958A Room A-207B

Quantico, Va. 22135

Tel:

Fax

pag|

SCIENCE & TECHNOLOGY LAW
UNIT - OFFICE OF THE GENERAL
COLINSF]

NN O L

----- Original Message-----

From: |

Sent: Monday, November 07,
2005 8:45 PM

To:] I

Ccij [

CELLZOTD 000965




Subject: FW:

UNCLASSIFIED
NON-RECORD

We would like to make this

documen policy ASAP.
This is our [atest drait afte

provided some input earlier.
Please provide legal guidance

to-ensure-we-have-drafted-an
appropriate SOP for exigent
circumstances.

From:|

Sent: Tuesday, October 25,
2005 4:05 PM

Toy |

Cdl

o

Subject;:

wded N

oo
R I

UNCLASSIFIED
NON-RECORD

Please review and provide

feedback-—We-truly heed-{o
improve our response time {o an
[ ]

"Exigent Circumstance"L|

| lsituation. |
NK an Would be a big

help.

Thank you,




UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED : CELL /O 000seg

10




ALL TNFORMATION CONTAINED

HEREIN IS5 THCLASSIFIED

(OTD) (FBI ’ DATE 09-27-2012 BY &5179 DMH/STW
From: l
Sent: PM
To: |
Subject: RE:| ]
UNCLASSIFIED
NON-RECORD

The emails below began when my AUSA thought! I B3

ol Re g oy
wd w3 R
e

| foresee using this terlgﬁy now that | know it exists. [n the next couple weeks, | will probably use the PR/TT ora

search warrant to use L'l have my AUSA call you then to ensure that
our order {or affidavit) is correctn reteriing 1o (e lechnigque.

Thanks for all of the info,

----- Original Message-----
From:

Sent: Friday, March 16, 2007 1:24 PM
To:

Cc:

Subject: RE:

UNCLASSIFIED

NON-RECORD

kwn ey

]

| ]

~ed e LY (e

__
o b
rzl

| fully understand, however,|

| Please do not misconstrue my dialog with
you. | appreciate the legal concerns and want our office to fully comply. However, as you well know | have

never felt comfortable with the Bureau's tack of guidance in this matter.— This unofficial, nonwritten SOPis
extremely problematic.

| —

L1

I have never heard of this SOP.  Can you shed light on this?

Thanks,

cpLL/TD 00097

—




“w===Qriginal Message---+-
From{ [(0GC) (FBI)

Sent: Friday, March 16, 2007 11:46 AM
To:

O~
| ¥ O14

Subject: RE:

UNCLASSIFIED ‘ - b3
NON-RECORD b5
bée
’ b7C
| | LTE
-obviously my opinion is not necessarily shared by other attorneys, butl l
~-===Qriginal- ge-=-—-
From: |
Sent: Friday, March 16, 2007 11:20 AM

To:

Subject: RE{ l

.u
'
r

"UNCLASSIFIED
NON-RECORD

]

lanutadale_aﬁmumfmmmsmaﬁauimwmmumm_ﬂmuemrl l

b2
b5
hea

b7
b7E

Thanks again,

]

Please providel with the AUSA's name and phone number so they can work this

matter out.

Thanks,

N

CELL/OTD 000970




-----Original M
From: 0GC) (FBI)

Sent: Friday, March 16, 2007 8:04 AM

To:

C |

Subject: FEE:[ |

UNCLASSIFIED
NON-RECORD

1

Attached is a sample for a PR/TT to use]

| I'm

happy to speak with the AUSA.

Depending on the circumstances in which thel

}in this case will be most

operationally effective

it
3w

o

w

CELL/OTD 000971




PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE
FBI WITHOUT PRIOR OGC APPRCVAL

b5
Assistant General Counsel hfc
Science & Technology Law Unit bIE
Engineering Research Facility
Bldg. 27958A Room A-207B
Quantico, Va. 22135
Tel:
Fax
Cel
SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL
----- Original Message----—
From |
Sent: Friday, March 16, 2007 6:50 AM
To:
Cc:
I
Subject: FW:
UNCLASSIFIED
NON-RECORD
{ hope alli revi rovide with vour pony Pen/2703D Order B7C
tilizing |P7E

| The AUSA apparently does not fe€l

comfortable with-this-order-and-has suggested a search-warrant. —Would-you
rmiadsnaakinn_m_thﬁ AUSA directly | r‘rJ

i
would think we could use a "search” or "seizure" warrant as long as we were

careful on our verbage. _ I'li get the AUSA's contact info if you like.

Thanks,

L |

Or‘]qmam
From: |

Sent: Thursday, March 15, 2007 4:26 PM b3
To:| | bé

Subject: RE] l bic
4 e — b7E
UNCLASSIFIED
NON-RECORD
My arch warrant since we didn't have any info
that |
4 L ARTH ANNOT2
P/ Wi UV ST




Can we use the same technology as part of a-search warran{?

----- Ori

From:*
rront.

i[ginal Message-----

Sent:

Thursday, March 15, 2007 10:13 AM

To:

Cc:

Subject: RE: | |

UNCLASSIEIED
NON-RECORD

Hey just checking in.

Are

we still planning on the! |P

Thanks,

Oyries

Wil fﬁal P’{\.aaaﬁ\u
From |
Sent:-Wednesday, February 21;-2007-5:46 PM

| am on| land my boss has talked with you aboutlm-ST_'l
in

(see below). We used your affidavit and sent it to our

They have been looking at it and | was told that | may be
missing some statutory references. Have you guys ever gotien

e sl
wd wld O (Al
O

one of these through| | If yes, do you recall the AUSA's
name? If they haven't, | am going to give them

name and number so we can figure this thing out.

Thanks

----- Original Message-----
From:

. Sent: Tuesday, January 30, 2007 3:13 PM

To: |

Subject: FW] |

[
4

CELL/OTD 000973




UNCLASSIFIED
NON-RECORD

Per our discussion, the "pen" order for usingl Iet'al.

o .
---Qriginal Message-----

From: _ i
Sent: Tuesday, January 30, 2007 3:02 PM

To:
Cc:

Subject:

UNCLASSIFIED
NON-RECORD

b3

As per our. conversation yesterday, the second hE

attachment] ould be t riate-pony.—This BTC
document has been provided by of OGC. Once b7E
udge

the " ' has been signed by the ] lease route itand
thg 0 your SAC and CDC] |for
approval and then provide it { Please place my name on

the] 50 SSA knows to assign it to me. If
you provide me with the! l! can gprior
to] |

| am assuming that your case agent h,als.alteammmenad_]
each of the| Jto see if you

| | Just checking!

Thanks,

-----Original Message-----
From:i lloGe) (FBI)

Ser_t:_Mgnd_aL_NmLember 14. 2005 1:15 PM
To

Cc:| b3

Subject: RE:] | i? C
BTE

UNCLASSIFIED

NON-RECORD

Attached pplication and order to

Also is a DRAFT app/order for
order that incorporates authority for

as welt as tof |

..... O r i ———
From: l(OGC) (FBI)

Sent: Monday, November 14, 2005 11:57 AM

(22}

CELL/OTD 000974




To:| |
| I

Cci |

Subject: RE:

UNCLASSIFIED
NON-RECORD

The attached includes some ediis (use

document/reviewer to see changes).
b3

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR P¢
DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR ?ig

OGC APPROVAL
1

I
Assistant General Counsel

Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B

Quantico, Va. 22135
Tel:

Fax
pagd

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF

THE GENERAL COUNSEL

"’ﬂrﬂmLMm -----
From |

Sent: Monday, November 07, 2005 8:49 PM

Toi ]
e

= |

Subject: FW:| |
P

" UNCLASSIFIED

NON-RECORD A
b3

We would like fo make this document]_ f‘jﬂ
policy ASAP. This is our latest draft after =

bBIE
provided some input earlier. Please provide
legal guidance to ensure we have drafted an

appropriate SOP for exigent circumstances.

----- Original Message-----

CELL/0TD 000975




Sent: Tuesday, October 25, 2005 4:05 PM
To:

rg_q;l | |

“SUbject:

UNCLASSIFIED
NON-RECORD

Please review and provide feedback. We

truly need to improve our response time to an
"Exigent Circumstance]

situation. 1 think an " SOP would be a big help.

Thank you,

L1

UNCLASSIFIED

UNCEASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

Les]

CELL/OTD 000976




i = ALL THFORMATTON COMNTATINED

HEFEIN I5 UHCLASSIFIED

(OTD) (FBI DATE 02-27-2012 BY G517% DMH/STW
From: | ]
Sent: {Mdne&ﬂﬂw;@ AM
To: (OTD) (FBI)
Subject: RE: Pen Register] l

UNCLASSIFIED
N

ON-RECORD

SIINTINL W UL

Just returned to town and read your helpful messri_xggg. 1 got the faxed warrant information. Thank you so much. | will call

the AUSA and get that done as soon as possible

----- Original Message-—--- .
From: i | _
Sent: Menday, March 19, 2007 2:02 PM b3
To: | be
Subject:  RE: Pen Register] ] B7C
' L7E

UNCLASSIFIED
NON-RECORD
A-few more notes:

1._The order is purely for| |nothing in the order
should mention th | That's not necessary. That's purely Bureau admin and a separate matter.

2. Costs foryou. The first| kosts| | each subsequent | Iis| | Itusedtobe per

3. Research confirms tha

Thanks,
-----Orig"nal Message-----

From: |

Sent: i ch 16. 2007 2:33 PM

To: [ : ]

Sub]e\'..’t: RE:-Pen RCSIDLCII l b 3

UNCLASSIFIED be

NON-RECORD LTE

1

in the court order. M

Just to keep you up-to-date, | have completed the EC and forwarded | cover you. We wi
pursue a court order sometime next week with AUSA{:I'It will have the provision and th

From: L |
Sent: Friday, March 16, 2007 12:57 PM

To:

Ceor

Subject: FW: Pen Register| |

CELL/OTD QOoRYR

-




UNCLASSIFIED
NON-RECORD

HeYIZI ’ b3’

To keep the ball rolling | have provisioned q

| however, do need you to complete a short EC td kas she mentions below) asking her to

_I She has done so already on good faith, but needs
the paper trail. -

Thanks,

]

This way in the event that you need to| |

. (Just complete the note on it that | am already supporting you on this matter,
attach a copy of the Pen/2703 D order, and route through your SSA, ASACISAC,Ig'y:land

S —

} .
I
P.S. |would recommend that you complete a| kequesting possible] |
:
|
|

Just a humble sugestion.

----- QOriginal Messag&ezz-
From: ]

Seni: 73 AM
To:

Subject: RE: Pen Register (CR-2)

(SRR e
wd el R
S

UNCLASSIFIED
NON-RECORD

Hi

| there is no Case ID for] | Just so
that | have a clear understanding, they are requesting pen register, trap and trace and! |
| If this is correct, please let me know and | will

[ [TheTine expires 5/12/07.

SA]| lor SA| | | will need a short EC requesting this line be placed in the

Please e-mail or call on ext. 4221, the phone at my desk is not working.

Thanks,

---=-Original Message-----

) CELL/OTD 00gy79




From: I

Sent: Friday, March 16,2007 6:58 AM
To:
Cc:
Subject: Pen Register} ]
| S——
UNCLASSIFIED
NON-RECORD
b3
Held ] -
¥ l\oll\ll l b 6 C
: i
on.a Pen Register forl b7E

| believe yesterday or "very recently" you went up
ment can vou provide me w

When you have a mo
kn

¥ —

please send to the lso that we can havg

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLEASSIFIED

UNCLASSIFIED

UNCLASSIFIED

ol

D

'Y 000980

LS8




