
MR. ALAN BUTLER 
ELECTRONIC PRIVACY INFORMATION CENTER 
SUITE 200 
1718 CONNECTICUT AVENUE, NW 
WASHINGTON, DC 20009 

U.S. Department of Justice 

Federal Bureau of Investigation 
Washington, D.C. 20535 

July 30,2013 

Subject: STINGRAY/CELL SITE SIMULATOR DEVICES 

FOIPA No. 1182490- 000 

Dear Mr. Butler: 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts 
(FOIPA), Title 5, United States Code, Sections 552/552a. Deletions have been made to protect information which is 
exempt from disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a 
deleted page Information sheet was inserted in the file to indicate where pages were withheld entirely. The 
exemptions used to withhold information are marked below and explained on the enclosed Explanation of 
Exemptions: 

Section 552 Section 552a 

r (b)(1) r (b)(7)(A) r (d)(5) 

r (b)(2) r (b)(7)(B) r 0)(2) 

p (b)(3) P (b)(7)(C) r (k)(1) 

The National Securi~ Act of 1947 r (b)(7)(O) r (k)(2) 

p (b)(7)(E) r (k)(3) 

r (b)(7)(F) r (k)(4) 

p (b)(4) r (b) (B) r (k)(5) 

W (b)(5) r (b)(9) r (k)(6) 

W (b)(6) r (k)(7) 

926 page(s) were reviewed and 504 page{s) are being released. 

p Document(s) were located which originated with, or contained information concerning other Government 
agency(ies) [OGA). This information has been: 

r referred to the OGA for review and direct response to you. 
r referred to the OGA for conSUltation. The FBI will correspond with you regarding this information 

when the consultation is finished. 



r 
In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) [5 U.S.C. § 552 

(b)(7)(E»), this response neither confirms nor denies the existence of your subject's name on any watch lists. 

For your information, Congress excluded three discrete categories of law enforcement and national 
security records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This 
response is limited to those records that are subject to the requirements of the FOIA. This is a standard 
notification that is given to all our requesters and should not be taken as an indication that excluded records 
do, or do not, exist. 

P 
-You have the right to appeal any denials in this release. Appeals should be directed in writing to the Director, Office 
of Information Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 
20530-0001, or you may submit an appeal through OIP's eFOIA portal at http://WWW.justice.gov/oip/efoia-portal.html. 
Your appeal must be received by OIP within sixty (60) days from the date of this letter in order to be considered timely. 
The envelope and the letter should be clearly marked -Freedom of Information Appeal." Please cite the FOIPA 
Request Number assigned to your request so that it may be easily identified. 

r The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of 
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may 
or may not be about your subject(s). Our experience has shown when ident, references usually contain information 
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to 
processing only the main investigative file(s). If you want the references, you must submit a separate request for them 
in writing, and they will be reviewed at a later date, as time and resources permit. 

~ See additional information which follows. 

Sincerely, 

David M. Hardy 
Section Chief 
Recordllnformatlon Dissemination Section 
Records Management Division 

This represents the final interim release of information responsive to your Freedom of Information Act (FOIA) request. 

Enclosure(s) 



EXPLANATION OF EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)( I) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy 
and (8) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the matters 
be withheld from the public in such a manner as to leave no discretion on issue, or (8) establishes particular criteria for withholding or refers to 
particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)( 5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the 
agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or 
information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( 8 ) would deprive a person of a right to a fair 
trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal privacy, ( 0 ) could 
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private 
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 
individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the 
regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

(d)(5) 

G)(2) 

(k)( I) 

(k)(2) 

(k)(3) 

(k)(4) 

(k)(5) 

(k)(6) 

(Ie)(7) 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

information compiled in reasonable anticipation of a civil action proceeding; 

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or 
apprehend criminals; 

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy, 
for example, information involving intelligence sources or methods; 

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege 
under Federal programs, or which would identify a source who furnished information pursuant to a promise that hislher identity would be held 
in confidence; 

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to 
the authority of Title 18, United States Code, Section 3056; 

required by statute to be maintained and used solely as statistical records; 

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment 
or for access to classified information, the disclosure ofwbich would reveal the identity of the person who furnished information pursuant to a 
promise that hislher identity would be held in confidence; 

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he 
release of which would compromise the testing or examination process; 

material used to determine potential for promotion in the armed services, the disclosure ofwbich would reveal the identity oftbe person 
who furnished the material pursuant to a promise that hislher identity would be held in confidence. 

FBIIDO] 
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FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 

Serial Description - Unrecorded Serial 

Total Deleted Page(s) -151 
Page 2 - b3, b4, b6, b7e, b7E 
Page 3 - Duplicate 
Page 4 - Duplicate 
Page 5 - Duplicate 
Page 6 - Duplicate 
Page 7 - Duplicate 
Page 8 - Duplicate 
Page 9 - Duplicate 
Page 10 - Duplicate 
Page 11 - Duplicate 
Page 12 - Duplicate 
Page 13 - Duplicate 
Page 14 - Duplicate 
Page 15 - Duplicate 
Page 16 - Duplicate 
Page 17 - Duplicate 
Page 18 - Duplicate 
Page 21 - Duplicate 
Page 25 - Duplicate 
Page 28 - Duplicate 
Page 36 - b3, b4, b7E 
Page 37 - b3, b4, b6, b7e, b7E 
Page 38 - b3, b4, b7E 
Page 39 - b3, b4, b7E 
Page 40 - b3, b4, b7E 
Page 41 - b3, b4, b7E 
Page 42 - b3, b4, b6, b7e, b7E 
Page 43 - b3, b4, b7E 
Page 44 - b3, b4, b7E 
Page 45 - b3, b4, b7E 
Page 46 - b3, b4, b7E 
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Page 52 - b3, b4, b7E 
Page 53 - b3, b4, b7E 
Page 54 - b3, b4, b7E 
Page 55 - b3, b4, b7E 
Page 56 - b3, b4, b7E 
Page 57 - b3, b4, b7E 
Page 58 - b3, b4, b6t b7e, b7E 
Page 59 - b3, b4, b7E 



Page 60 - b3, b4, b7E 
Page 61 - b3, b4, b7E 
Page 62 - b3, b4, b7E 
Page 63 - b3, b4, b7E 
Page 64 - b3, b4, b7E 
Page 65 - b3, b4, b7E 
Page 66 - b3, b4, b7E 
Page 67 - b3, b4, b7E 
Page 68 - b3, b4, b7E 
Page 69 - b3, b4, b7E 
Page 70 - b3, b4, b7E 
Page 71 - b3, b4, b7E 
Page 72 - b3, b4, b7E 
Page 73 - b3, b4, b7E 
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Page 77 - b3, b4, b7E 
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Page 80 - b3, b4, b7E 
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Page 87 - b3, b4, b7E 
Page 88 - b3, b4, b7E 
Page 89 - b3, b4, b7E 
Page 90 - b3, b4, b7E 
Page 91 - b3, b4, b7E 
Page 92 - b3, b4, b7E 
Page 93 - b3, b4, b6, b7C, b7E 
Page 94 - b3, b4, b6, b7C, b7E 
Page 101 - b3, b4, b7E 
Page 102 - Duplicate 
Page 103 - Duplicate 
Page 104 - Duplicate 
Page 105 - Duplicate 
Page 106 - Duplicate 
Page 107 - Duplicate 
Page 108 - Duplicate 
Page 109 - Duplicate 



Page 110 - Duplicate 
Page 111 - Duplicate 
Page 112 - Duplicate 
Page 113 - Duplicate 
Page 114 - Duplicate 
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'J 
THe HIGHES'r CLASSIFICATION eONTAINED 
HEREIN IS: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 11-30-2012 BY 65179 DMH/STU 

DATE 

OFA 

SECURE, FAX HEADER SHEET 

Tol 
~----------------~ 

UNCLASSIFIED 
SUBJ6CT/COMMENTS: 

PROM: 

" 

THIS FAX CONSISTS OF HEADSR + 4! PAGI;S. 

, L 

b3 
bo 
b7C 
b7E 

PlEASE SIGN THE QOCUMENT RECEIPT BELOW AND FAX BACK T.() EITHER NUMBeR 
~ ABOVE TO AVQID TRACER ACTION. THANK YOU. 

(I'dnfei ifamo). , (S1g"atuf!') 

TtlE HIGHEST CLASSIFICATION CONTAINED 
HERElNIS: 

" 

,. I • • I. 

THIS HEADER SHEET IS UNCLASSIFIED, 



" 

4 Auguut.lOll 

93S Pennsylvania Ave. N.W. 
JBH Bldg Room 6853 
WB!lhingtOn, D.C. 20535 .. 

Attention: 

Subject 

Reference: 

Attachmcntr. 

~'----' 

UNCLASSIFIED 

In RWly ~lease Retcr t ] 
"'---' 

ALL INFORMATION CONTAINE~ 
HEREIN IS UNCLASSIFIED 
DATE 11-30-2012 BY 65179 DHB/STW 

Attached please find the questions relating to the above referenced r:et\uest. Your written resPonses are 
requested byl I 
For IIICImfoaI quadcms P~ _I 1 
or con_ the undersigned " 

. Very tJUly yours, 

UNCLASSIFIED 

b3 
b6 

.b7C 
b7E 



. ' 

" 

• 

b3 
ALL llo1FORMATION CONTAINED b6 

·1 1 
THS HIGHEST CLASSIFICATION CONTAINED 
HEREIN 1$: 

. 

HEREIN IS UNCLASSIFIED b7C 
DATE 11-30-2012 BY 65179 DHH/SnJ b7E. 

DATI 

OFA 

SECURIt FAX HEADER SHEET 

TO:~"" ______ ---IIt---- FROM: 

•• ' "0 

.. 
. ' 

UN~J..ASSIRED • I I 
SUBJECTfCOMMENTS:~ _________________ ...... t-

t, 

• 
. THIS FAX CONSISTS OF ·HEADER + ?- PAG.E.S. 

PLEASE SIGN THI; DOCUMENT RECEIPT BELOW AND FAX BACK TO EITHER NUMBER 
ABOVE TO AVOID TRACER ACTION. ,THANK YOU. 

~ ..-----..;.:. .. _--....., .----------... 

-Jt~ 
- . 

. 
THIS HEADER SHEET IS UNCLASSIFIED 

I 



.-

•••• :,:, ......... -aH1. JtlR.R..- .'1111' , .. ,~ DAlE '" .... -11 ""'11 .......- -.... ****' TIME 15153 ~ 

I'IlDS .. t£/'IORV TRANSMISSION 

FILE KJ.-4BS 

SlN attt. 
NO. 

IJoE-lCUOV STATIa. ~ NO. 
ABBR NO. 

• 

ms HIGHesT ct.AS8IFJCATlDN CONTAINED 
H!REINts: 

,- ****111-

SECURE FAX IGAPER SHeeT 

L.... ____ ...II.,. .... • .. 

DAti 

Of} 

ALL INFORMATION CONTAINED 
HEREm IS UNCLASSIfIED 

b3 
b6 
b7C 
b7E 

TOJL~ __ t---
DATE 11-30-Z012 BY 65179 DHH/STV 

ROM: 

, ' 
" 

, . 

.' 

UNCLAS~ED ' 
SU8JEC1'/COMMENTS:~ 

s, 

£ , THIS fAx-CONSISTS OFHEADSR t 2- PAGli8. , 
PLEAS! SIGN THt! DocUMENT IECEIPT s&t.ow leND t:1cX BACK'ro EmlER NUMBf!R 
ABove TO AVOID TRAc&R ACTION. THANK YOU. 

. . 
.. .' 

THIS HeAOER SHEET IS UNCLASSlFfEDr-_____ ---. 

I 



To: FBI Contracts, Attn:1 

From: 

SubJe 

• 

... 

~/NOFORN/20350708 

~IINOFORN/203S0708 

DECLASSIFIED BY 65179 DMH/STU 
ON 12-03-2012 

b3 
b6 
bie 
b7E 



I\CII\JtYCI\ I, I 

. -, '.448 FEDERAL BuREAU OP INVestIGATION I
, , ,RUIl, I:>, ~UII 

" ,1~~D04 FACSiMILE COVeR SHEET 
-~=-===---=====:='-===:aIII=====-===-====-====-========nECLASSIFIED BY 65179 DMH/Snr ___ - _____________ ........ ~ __ ------ON 12-03-2012 

PQC!D1!NCII 
f Im",edlala r:-. Prterlty 

~ Tap Seel'lt (' Confidential r Sensitive 

TO 

IIiiIjiHi ymha 

L 

...... 

DaTAl'" 
SulQact: 
Please find attached FBI ~rs 'cia... ___ ..... ~UHtIDns far enhllncament und.r existin;Ia... ____ ---' 

Special Handling lIIatructIonsr 
Please _"firm receipt· sfgn thl. page and fax to the UNCLAaS fu: (I altDve (dIG). 

I I e//$"/II 
J ... GSb 'POOh U, LdiriIfiUh'CidCiH FdiWi 
PAX Cover Letter Is wac:laulfled Whan remavml from the afISWarc. 

WAIlNlNG 
tnfomlatfon attulled ~ Che ClIVer sheot rs u.s. Government PtoPertV. It ~u In! I10t the fnblntfed n!dplW Df this Jnt'ormatlDlt dlsclDsure, 
repl'Dlfuctron, distribution, or use 0' this InfarmatIDn II prohlblb!d (SI.USC, I 641). pi ... nctllV the tlriglnatDr ar la;eJ FBI Offlce 
immedJaIBly tD 8"""81 rot prDper d/~PDlltfOn, 

. '. .' '\\. ~
. 

It. ." t 

Page 1 aft FEDERAL BU/{eAU OJ' JNVEmGAnON 



*****~******************************* - COMM. JDURNAL- **************************************** 
FAX MODE = TRANSMISSION 
COM MODE = 408 ASYNCHRONOUS COMPRESSED PROTOCOL 
PAGES = 2 

ALL ~FORKATION CONTAINE» 
HEREm IS UNCLASSIfIED 
DATE 12-01-2012 BY 65179 DHB/S~ 

**********************************************************************************************' 



• 

From: 
Sent: 
to: 
CC: 
SilbJect 

i Tbulidiv, J~;ry 08. 2011 6:1! PM 

~QF6RN 
RECORD 268-HQ·,1068430 

DECLASSIFIED BY 65179 DHB/ST9 
ON 01-06-2013 

As promised, here Is I I Same group of people attended the call. 1..-___________________ --.1 

i 
Froml 
sent: 
To: 
Cc: 
Subject: 

~lNbFORN 
REGORD 268-HQ·1068430 

1 

b3 
b6 
b7C 
b7E 

b3 
b5 
blS 
b7C 
b7E 



• 

b3 
b5 
b6 

~ __________________________________________________________________ ~ b7C 

!;lyring tb~ I b 7 E 
I lana I discussed the fOllowing Issues I nad In fnq 

I'll provide you With"'l _____________ ..... lhappens on tomorrow. 

-CJ 

2 



86/13/2812 15:24 STOU PAGE B1I81 

,AMriNDMENTOF SOUCITATfON/MODIFlCATION OPCONTRACf _n I JAG~ a', p~ 
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TRANSMISSION VERIFICATION REPORT 

~ i u86/13/2B12 15:18 
FAX : 
1a : 
SER. ft : 

DATE. TIME 
FAX NO./NAME 
DURATION 
PAGE(S) 
RESUL.T 

I ::~::h: 5
0

17 1 
MODE .. 

84 
OK 
STANDARD 
ECM 

AMENDMENTOP SOU¢lTATIQNlMODIFleATiON OF CONTRACT 

Mod 2 Jun 13, 2013 
Cl:ltIE IIY 

'. 

ALL IlJFOIUIATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-01-2012 BY 65179 DHH/STi 

I :e::a::i:£l:~-::~g;tiOll 
same as ltd 6. 

WAs1U.Dgton, DC 20536 

e; - Of 

ClOD' 9/22/201:1. 

C lIIaa!IMll\lftlberedsoCdladonbometlCledall1:toftIIllllretft 14.lIIehDw~l\ddalDlJIId/IItdr.,..ofotrm C beoDftlied. C Isnotertllllfld. 

or.lllUltldnlwl_reeelptofdlb~pdonothehOllrucldlltlsped1lecllfldlo~Gf.olMllllld,byOlllGf.IeIIowIng~ 
IJ)lIymmplldn8I*NSIftd ts,1II1I1t\111111111 _ copIesefthe amll\lllnelnl(b)*1.cIamwI __ r-.,itoJthlsmutdllontcmmflcotl1oftheofF.~ 
ar(cJ 8y~lldIIrorlllqlOl'II whidI rndudts. refCfe_ tD the sokIl*tIOftMd III!l!IICImll1t ",",ben. FAft.UR! OFNURACICHOWLIOGr.t1Nl'108I!1I!CSIV&D ATTHElltACI! 
D&SIGNA'I'IDFOR '!He RECePrOJ OFflERSI'IUOlI'RInta HOUR AND DA1t SPECIAE/) MAY IIISVLTIN R!JICnO)I OFYOUlI 0FfIER. Ifbv\llnUe Dfdllsamlmfn\e!lt veurdalre todlenge III Dlfer 
__ ."Bnm~IId1tlflsr;mOfI!lttlIlllkes~tothesollcllrioftlftdthls 

,UdbiJIiffiNdANGXJ4IIiiiiIiAiioNUAIA tn,.a 

11, THJS ITEM ONLY mU&STO MoulFic:AnoN OFCONTRACT510RDERS. 
IT MODIFtESTHECONTRACI'/ORDER NOoAS DESCRIBED IN ITEM 14. 

NO.INnrM 1CIA. 

.. 1Hi ~NUMD!R£1)CONnIACTI()AD!RISMODlPlIiD'RIR!R.ECnM1 ~'IIV&OIANGES 
_1IIMIIIIncr.._ )S!TFOImI!#.lIllM'40PUllSUANT1OlMEAUI1tOIIInOFfAAa.lmlb), 

n 

"»'unding" aDd 430103 "Bilateral n -. -.... . .......... --.-~ ..... -

10 

OudtlllS rhtm!1Ulnllf1/1l§~ 

'- -'-_ ........ 01_..--
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From: 
Sent: 
To: 
Cc: 
Subject: 

Ves 

~miiiJiDiiiDf~6, 2011 4:06 PM 

Re: Award 0 

ALL IHrOIU{ATION COmTAmED 
HEREIN IS UNCLASSIFIED 
DATE 11-30-2012 BY 65179 DHB/S~ 

Are you going to act as th~ TPoe for this task? 

Sent from Dphon, 

On Sep 22, 2011, at 17:e~~I ... ___________________ __11 wrote: . 

> Good Afternoon, 

b3 
b5 
b6 
b7C 
b7E 

> 
> please find I I 
I-~>------~==================~------~ > Also attached isl 

> I..-----------------------------------------~ 
> Let me know if you have any questions IL.l _---I 

~I"'------I 
> Contracting Officer 
> Federal Bureau of Investigation 

. -~IL _____________________________________ __I 

.-, 

1 



r= 

.' 

ALL INFORMATION CONTAINED 
HEREI~ IS UNCLASSIFIED 
DATE 11-30-2012 BY 65179 DHH/STW 

THE HIGHI:Si ClASSIFICATION CONTAINED 
HEmrINIS; 

seCVRE FAX HEADER SHEET 

ro:~,-______ ---..I--__ 
FROM: 

" { 

". 
" 

~~~LASSIFIED ... ..: J 
... 1.1101 Ildl.fMftllt-N IS .. 

-

THIS FAX CONSISTS OF -HEADER + IS 'PAGI;S. 

DA'r 

OPA 

I 

PLEASE SIGN THE' DOCUMENT RECEIPT BELOW AND FAX BACK TO EITHER NUMBER 
ABOVE TO AVOID TRACER ACTION. THANK YOU. _. ' 

I. J. 

THE HIGHEST OLASSIFIOA!ION CONTAINED 
HEREIN IS: U~I A Sos: '*i IlJ ( tC rS 

.. - ... . 

(Date) 

THIS HEADER sHaET IS UNCLASSIF:IED 

. . 
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" 

. 

·1'--------1 
TtfE HIGHeST OLASSIF1MTfON'CONTArNlW . 
HERSH IS: 

ALL IDFORHATIOm CONTAINED 
HEREID IS UNCLASSIFIED 
DATE 11-30-2012 BY 65179 DHHJS~ 

OATt 

OFA 

secURE FAX HEADER SHeET 

: 

,r 

' .. 

UNCLAS$=IED ,nj 
SUBJECT/COMMEN 

, , 

, ' 

f- FROM: 

. 

I , 

. . 
, 

, 
, 

, , THIs FAX CONSISTS OFHEAQg... I q PAGE,S .. 
, 

PLEASE SIGN THE DOCUMENT RSCEIPT BeLOWA*' FAX SACK TO EITHER NUMBER 
ABO 

•• ••• " • _. • t 

llilS HeADER SHEET fS UNCLASSIFISD 

b3 
b6 
b7C 
biE 



6 September 20 11 

935 Pennsylvania Ave. N.W. 
JEHBldg Room 6853 .. 
Washington, D.C. 20535 

AttentiOD: 

Subject 

Remnce: 

Dea~ 

ALL IRFORHATIOM CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 11-30-Z01Z BY 65179 DHB/S~ 

lD Reply Please Refer tof .... _---I 

... 1 _--I:ls:....l;.:pl;;;:B8S:=;:ed:=.;;tD;..su;;;.;;;;;;ibm;;.;,;i;;..t .;;,;th~e attaohed r 
I IIf yOU hkw aM QUe8110HS PJease cODM liD WIIIIIIB tg 1 
Very Respectfully, 

b3 
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... 

uNCLASSIFIEDIlllorOmdal u~~~,,",I ______ --..,.--_...J 

STATEMENT OF WORK ALL mFORHATION CONTAINED 
HEREm IS UNCLASSIFIED 

Program DATE 12-01-2012 BY 65179 DHH/STf.J 

b3 
b6 

ask Order 1 b7C 
b7E 

1 (UIILES) seop ---
1.1 (UIILES) Tasl<Overview 

1.2 (U) Task DelJ~erables 
• (U) Weekiy Status Report (See Section 3.3) 
• (U) System Demonstration at contractor faollity (See Section 3.2) 
• (U) F ec lca S mma . Re ort See Section 3.2 
• (U) 

1.3 (UIILES) Sub Task 1 
(U) The vendor sball perform analysis, modeling and testing to verify the 
capability o~ I This 
requirement sha\l'inolude the following: b3 

b6 

r---------------------------------------~--------~b7C 

ewo pe 0 e 
prototyplng mechanical housings to result In the integration of 

'cal and mechanical improvements into a single package. 

e OnlylLaw Enfo~ement SensUive 

b7E 



UNCLASSlFIED/lFor Official Use OnlylLaw Enforcement Sensitive 
1.4 (iJIILES) Sub Task 2 

(UIILES) The vendor shall produce a prototvPei Ithat 
demonstratesl J 

I IThis requirement shall include: 

a 

b' 

c) (U) The performance spec1cations of deyelooments under this task b3 
shall be in accordance with _ [standards. b 7 E 

1.5 (UIILES) Sub Task 3 
(U/ILES)! 

a) 

b) 

c) 

2 (UIILES) Sub Task Milestones and Requirements 

2.1 (UIILES) Sub Task Milestones 

• (U) The initial kick off meeting shall be held no later than 30 days after 
contract award. 

• (UIILES) The vendor shall conduct a demonstration of the I 
to the CaTR and approved government attendees. The ven~d~o~r~sh~a~II-"'" 
deliver a full report of the conduct of the test with a future 
mitigation/milestone plan based on the test results and follow on work to 
productize. Testing shall be conducted no later than 2 weeks prior to the 
end of the period of performance. 

• :(:U=:T:h~:V;~~~~'=rr::;:::::,~~:~a~:§; I 
I ;emDm ~~~:~~~~t 8:1:1681 a~;o fn"~~~~~~ i~ :uP~~rt ~f ~ritten 
narrative Is acceptable. This report shall be due at the end of the period of 
performance. 

• (U) Transition of dellverables shall be coordinated with the CaTR at the 
end of the period of performance. 

UNCLASSIFIED/IFor Orneia) Use OnlylLaw Enforcement SensUlve 
2 
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" 

• 

UNCLASSlFIED/lFor Omclal Use OnlylLaw Enforcement Sensitive 

2.2 (U) Sub Task Requirements 

• (U) The vendor shall provide .personnel with the requisite knowledge, 
technical background and skills to successfully complete the tasks 
descr" . ot 'mited to: 

o 
o 
o 
o 
o 

3 (U) Requirements 

3.1 Security Standards and Regulations 

(U) Refer tol Ftatement of Work section 2.3 for guidance. 

(U) SECURITY srr~TEME~; This program. all documentation, all associations. all stated 
and Implied requirements and all peraonnel muat adhere to and meet security requirements. 
Any breech of security will result In Immediate termination of the program and possible 
repercussions, both contractual and criminal. All dissemination of the program and contract 
Information must be approved in writing by the COTR, to Include. but not limited to, 
partners, technical and contract Information and personnel. The contractor shall set up 
procedures to Insulate the program procurement or parts and protection of program 
information as agreed upon by the COTR. 

3.2 (U) Contractor Furnished Documentation 

;=U~~=:&:I:Io.:z.:.:.=:==:':::.:.l:Lland testing (as described In Section 2) , 
tatement of Work section 2.6 for any 

~=~=~~:::orr:~. stated in this SOW . 

3.3 (U) Status Reporting 

(U) Refer t~ ptatement of Work Section 3.3 for 
guidance ""'---------"" 

... 
3.4 (U) Formal Meetings 

(U) Refer t~ Istatement of Work Section 3.4 for 
guidance ""'---------

UNCLASSIFIED/lFor Official Use OnlylLaw Enforcement Sensitive 
3 
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UNCLASSIFIED/lFor Omclal Use OnlylLaw Enforcement Sensitive 
3.5 (U) Government Furnished Equipment 

(U) The government does not anticipate the need for any Government Furnished 
Equipment on this task. However, if the additional purchase of equipment is 
required the vendor shall obtain written authorization from the government 
ContractIng Officer prior to any individual purchase equal to or exceeding 
$50,000.00. The Contracting Officer may lower or raise the $50,000.00 threshold 
at his/her discretion. If the CO and COTR approve such a purchase the item shall 
become property of the government, and as such will be maintained in 
accordance to currently existing property accountability procedures. The COTR 
will determine final disposition of any such items at the end of the period of 
performance of tnis task. 

3.6 (U) Period of Performance 

(U) The vendor shall propose the most efficient and cost effective schedule to 
complete this requirement for government consideration. All deliverables and 
milestones are expected to be proposed at their specified date in the above 
deliverable I mIlestone schedule or otherwise adjusted by the vendor and justified. 
Based on the needs of the government and complexity of the requirement, the 
government recommeFlds ~ period no longer than 12 months. This recommended 
period includes 90 days to allow for review, preparation and submission of 
deliverables and closeout activities by government personnel. 

3.7 (U) Place of Performance 

(U) The vendor shall perform all work under this task at the vendor's facilities. 
Therefore the government expects no travel charges. 

4 (U) Contact Information 

4.1 (U) Government Points of Contact 

• Contracting Officer 
I I 

Federal Bureau of Investigation 
Headquarters; Room 6853 
935 Pennsylvania Ave. NW 
Washington pC 20535 

· I:::::rs ~echnlcal Representative 

Quantico. VA 22135 

UNCLASSlFIED/IFor Omclal Use OnlylLaw Enforcement Sensitive 
4 
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interagency Agreemen~L ______ --,I1)istributiOn Yage lot 1 

~1~n~m~n~g~e~n~CY~A~g~r~e~e~m~e~n~~ ________ ~ ____ ~PiRribution 
I ALL FBI INFORHATIOM COMTAINED 
. HEREIN IS UNCLASSIFIED 

Sent: Wednesday, September 14, 2011 5:26 PM DATE 01-06-2013 BY 65179 DHH/STV 

To: I 
::'~mmrts:L ____________________________________________________________ ~ 

Good Afternoon, 

::::bed 'b. floa' men''''' YAmloo of on, Io"'m_cy agmomeol I 
L______ _____ !Feel rree to contact me if you have 

e . 

Thanks, 

Contract Specialist 
Office of Procurement Opell\tlons •. I u.s. Deeartment of Homeland Slrily 

9/1512011 

b5 
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.I ) . . ¥I..~ ... 
TRANSMISSION VERIFICATION REPORT 

DATE, TIME 
FAX f:Il./NAME 
DURATION 
PAGE(S) 
~T 

TIME : 83/84/2811 15'56 NAME : QC!! • 

i.ft 1I J 

""'--_-oJ)' p.a 

AMlNDMENT Of SOIJClTATIONIMOOlPICATlON OF CONTRACT r,c:atmII\vrlDQIRIa. Ji y P7' 

L 

Ie ...... 'W 

09/18/0. 

tJ ""t.6M~'''''''flltllftdll1l_''b'IIIfn'4. 'ftll1lu1llC.""ldw,._ofOr!l/l C II&\lIIOI'.dtll, 0 "IIM~ 
GI~_U.~""'ClIw. ___ .. ranotbr/InJ_Ml""'''II\fI...-.nCll'IaIl/llnfCf,IIt.lSrlllt~1IIOIfttI1I 
Milt ...... ' ... \~,tNfllllldll IIIIIJIIIDIaDftllar~"""'''\IIIlIn'''tiI_,.,''''*~ 

.. 

• I" II 
" PAR 62.:l.6SC.) 8"t.l~ua1 
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• 

.:. 

FILE 1-1).00529 

S1H Cll'tI. -0tE-1tItJCW STATI[Jof NAI£/TB.. NO. 
1-1). FIBBR HIl. 

ea1 a 

...... 1:11111 .... I 1,11=1 1211 .... 11111 .. 1 .. - - ***** - ~ ..... ~~ ... I , .. U,tIM 
ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DA 9 DHB/STW 

THE HtGHEar CLASSIFlCAnON CONTAINED 
HI!R!IHI8: U I Le",s 

" 
SECURE FAX HIiAOI;R SHEET 

TO~ P&OM: 

. , 
C 

I 
C I 

; i 

UNCLASSfl=lED • I r--
C J 

THIS pAx CONSISTS OF "EAgSR + ,~ PA~ • 

OF. 

~ : 

PLEASe SIBN THE'DOCUMENT RECEIPT BeLOW AND PAX BACK TO EIllIERNUMSER 
ave 1'0 :VOID OER ACTION. THANK yOu. . 

. , , 

' . 
. .,t... "' . 
THIS HiADeR SHEET IS UNOLASSIFIED 
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,ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-01-Z012 BY 65179 DHH/S~ 

THE HIGHEST CLASSIFICATION CONTAtNEO 
HEREIN IS: Lt ( {r.s 

SECURE FAX HEADER SHEET 

TO~~ __________________ J; __ _ 
FROM: 

, ' 

t I 

'. 

UNCLASSiFIED . 
SUBJECT/COMMENTS: 

-

, ; 

THIS FAX CONSISTS OF HEADER + I ~ flAG.I;S • 
. 

DATE 

dFA 

I---

PLEASE SIGN THE DOCUMENT ReCEIPT BELOW AND FAX BACK TO EITHER NUMBER 
. SOVE TO VOl ' 

HEREIN IS: U { ','::5 

" 

• J..t , 

THIS HEADER SHEET IS UNCLASSIFIED 

I 
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B9Ael/2B11 11:47 

FD-448 
Reviled 

10-27·2004 

ALL mrORHATIOR COmTAlREJ> 
HEREm IS UNCLASSIFIED 

FEOEAAl BUR.EAU OF INVESTIGATJQN DATE 12-01-2012 BY 65179 DMH/STlJ 
fACSIMILE COVER SHEET 

PRICBJ)ENCI 
r Priority r flouttne 

CLASS1FlCATlON 

(" Top Secret r Secret (' COnfiClenaal (e SensitIVe (' Unc:Jasslfled 

TO I I 

I I 
D;tet 

1 09/02./202.1 I 

FROM 

lrtoom: IN, .... ""r:-

f 
.. 

1 
r 

Name of Office: Number of Pagu; (I~/"IJ covor) 
FB% - Sdenc:e and Technolaav Contracts Unit 

I 
IN.",!!! Number: 

I ·1 1 I 

DETABS 

SubjtcCt l~ r--------------___. 
Pleasa fill" I.Ched lb. "'Vi'" 'arigiraaUy taxed 8/19/11 
underth" 

~--------------------~ 

SpecIal Handling Instructions: . I 
Please confirm receiDt - stgn this page and fax to the UNCLASS fax .. abov ..... __ -.I 

Brief DarzlpllOn of Communication FOiled: 
The f •• a,s the Fax Caver are Unc:lassified,' I Thank you far yaur assistance and 
have a tDod day, ..... --------------' 

WARNVl8 
Infcrmnlcn a\tached to the coyer shut 18 U.s. Government Pro~. U you ate not the Intended ftlCiplem at this Inrotmatlon dlSclosura. 
reprolfuc:tlon. cIlftrIbuIfon,'or use of this Intormadon Is prohibited (Se.use, I ~l). Pl9Ia notify the orlglnator or foeIIl P8l orra 
'Mmedlately to 1Itr.ln,o 10,. propar dlJpOllltIon. 

PD-44B (RevISed 10-27-2004) Pag41011 FEDERAL BUWU OF INVEmGATION 
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~,**,**,*********i**************'**'* - COMM. JOURNAL- **f*'*'**'*******'***"******"******"* 

FAX MaDE = TRANSMISSION 
tOM MODE = 408 ASVNCHRONOUS COMPRESSED PROTOCOL 
PAGES· = 6 

ALL mrOlU£AnON CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-01-2012 BY 65179 DMRJSTU 

""*'****'*"**'*""*****'******************************************************************* 

.. 



FD-448 
Revised 

10-27-2004 

FEDERAL BUREAU OF INVESTIGATION 
FACSIMILE COVER SHEET. . - --

ALL INFOrulATION CONTAlmED 
HEREIN IS UNCLASSIFIED 

PR ECEDENCE DAT! 12-01-2012 BY 65179 DHH/S~ 
r Immediate r Priority 

CLAS SIFICAnON 

(' Top Secret ('" Secret r Co nfldentlal 

Name of Office: 
FBI - Science and Technolog Contracts Unit 
Orl Inator's Name: 

Subject: . ' .. 
Please find attached the revisecd 
undw~~L ______________________ ~ 

TO 

FROM 

D EtAILS 

r Routine 

ti Sensitive , Unclassified 

IFacslmlle Number: Date: 
I I 09/01/2011 

IRoom: Teleghone Number: 

I 

Number of Pages: (Including cover) 
~ 

Number: • Facsimile Number: 

I I 

IOriginallY faxed 8/19/11 

Spedal Handling Instructions: • 
Please confirm receipt - sign this page and fax to the UNCLASS fax # abov~ I 

IThank you ~~r your. assistance and 

"RHlNG W 
Information attached to the cover sheet Is U.s. Government Property 
reproduction, distribution/or use of this Intonnatlon Is prohibited ( 

• If you are not the Intended recipient of this Information disclosure, 
lS.USC, § 641). Please notify the originator or local FBI Ofllce 

Immediately to arrange for proper disposition. . 
I. 

03 
b6 
b7C 

. b7E 

FD-44B (Revised 10-27-2004) Pag e 1 of 1 FEDERAL BUREAU OF INVESTIGATION 



• 

a8/19/2e11 13:12 ......... '-I.a. 

ALL INFORHATIOlil CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-01-2012 BY 65179 DHH/STV 

PD-448 
RevIled 

10·21-2004 

(" Immediate 

('" Tep sec-et I'" Seaet 

FED&RAL BUREAU OF INVES'11GATION 
FACSIMILE COVER ~HEET 

r ROutine 

CLASSIPlCATlON 

r ConffdelltlaJ ~ r UndassiflecJ 

TO I L 
1i ___ ft' n.,; ..... 

Date: "' -I I I 08/19/:&0"2. 

'I'_m. ITeleDhane Number: "'./ 

~ame of Office, Number of Pages: (including cover) 
P81 • Science and Technolagy COntracts Unit 

'N81Ml 

I 
App~, 

Su~ 

P'M .. fimI attach,,' 

, , 

& 

r 

DETIW.S 

s,eclal Handling Instruc:tlon.: uJ 
Please conflrm receipt - sign this page and fax to the UN CLASS fax # abO"I ... __ ...... 

Brfe# Dacrfptlan of mmurilc:acion FaXed: 

,'~ r.aUl'/lber: 

1 
I 

The letter and the 'ax Cover are Unclassffied;'--______ -JmnmolrT ... - ....... --....Ince and 
have a lood de, • 

, WA~G 
InfomtaUOtl .. ched to dte ~ tnaat Is u.s. GovetlUUnc PropeftV. I' you are not the Intended reci~' of U!lIlnformatlOn dlAdOIure, 
ttPrDduetran, dJstrtbutlOn, or use of tNs Infonnatlon rs prohltlRad (la.USC. Ii 641). Pleue ,,"dry the oit,lnll1ll:lr or loca1 FBI Office 
immedla1elv ~ arrange fOr proper dtspccltJon. • 

FD-448 (Revised 10·27-2.004) pege 1 of! 
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FD-448 
Revised 

1'0-27-2004 

r Immediate 

r Top Secret (" Seaet 

Name of Office: 

ALL INFORMATION CONTAINED 
HEIlEIN IS UNCLASSIFIED 
DATE 12-01-2012 BY 65179 DHH/S~ 

FEDERAL BUREAU OF INVESTIGATION 
FACSIMILE COVER SHEET 

PRECEDENCE 
r Priority 

CLASSIFICATION 
r Confidential Cf. Sensitive 

TO 

r Routine 

r Unclasslfled 

Date: 
08/19/2011 

____ ~~------------------~--------------~--------------~~--~------~--------~6 Name of OffIce: Number of Pages: (IncludIng cover) b 7 C 
F.,I ": Science and Technolo V Contracts. Unit 6 b 7 E 

Number: 

" 

DETAILS 
Subject: 
please find athcha4 

I 

Special Handling Instructions: 
Please confirm receipt - sign this page and fax to the UNCLASS fax 1# aboV~L.. ___ -I 

Bile' DesCrIption of Communication Faxed: 
The letter and the Fax Cover are unclasslfled;l rank you for your assistance and 
h"ve a good daVe L... ______________ -1. 

WARNING 
Information attached to the cover sheet Is u.s. Government Property. If you are not the Intended recipient of this Information dIsclosure, 
reproduction, distribution, or use of this Information Is prohibited (lS.USC, § 641). Please notify the origInator or local FBI Office 
Immedlatelv to arrange for proper disposition. 

I 

FD-448 (Revised 10-27-2004) Page 1 of 1 FEDERAL BUREAU OF INVESTIGATlqN 



I 
I From: 

Sent: 

I To: 
Cc: 
Subject: 
Attachments: 

Awardd 

I 

1 20114:Ei8 PM 

Lndef 

ALL INFORMATION CONTAINED 
HElU:IN IS UNCLASSIFIED 
DATE 12-01-2012 BY 65179 DHH/STW 

I 

I 
Good Afternoon, 

Please flnd attache~ 
LI ___________ I ~iease sigh the SF 30 ana return baCk fOr fUll exeeUtiOn. 

Also attachedl ... _______________ --' 

Let me know if you have any questions, 

D 
I I 

Contracting OffIcer 
Federal Bureau of Investigation, 

1 
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AMENDMENT OF SOLIOTATION/MODIFICATJON OF CONTRACT 

Sep 22, 2011 
COD 1.AD 

Federal Bureau of Investigation 
I I Room 6853 

ALL INFORMATION CONTAINED 
HEJU:IN IS UUCLASSIFIED 

935 Pennsylvania Ave. NW 
Washington, DC 2Q535 

Same as Item 6. DATE 11-30-2012 BY 55179 DHB/STU 

.. 
~mm~~~~ _________ b3 
I" b4 

CODE sep 15, 2009 
b6 
b7C 

::::::::::::~~~~~~~~~~~~~~~::::::::::::::~b7E 
CJ lhclbow numbtllCl sclIcImkIn Is amended as set forth In Item 14. The hour.ncJ date specified for II(e/pt ofOffeJs 

Offen must ocIcnowIecIp rece!ptof this amenelmant pdor to the how and date specIIItd In lItll soIldmIIon or ullllUlnded. by one orthe roIlow!ng mcd1Ods: 
(ally completing hems a and 15. and returning • 1 copld bfdle amendment; (b) Byaclcnowledglng rKCIpt oflltls amendment 01\ each copyoflhll offer submhtect 
or (d Byl8pmtelatter or cclegram which inclUdes a"'~ thllOllcltlltian and amendmentllUlllbefl. FAILUREOFYOUR ACICNOWLEDGMENT'IOBE RECEIVED ATTHE PlACE 
DESIGNATEO FOR THE RECEJPrOF OFfERS PRIOR 'IOTHE HOUR AND DATE SI'fCIFlED MAY RESULTIH REJEal0fil OF YOUR OFFER. If by virtue ordll'lmandment your deslteto change an offer 
~~S'=~llb£=R1_lfr..mr.ll,~achtela9ramorlettcrmalcoarerlflftCetothesol1dtlltlorlandthls 

1 i AttOIlflf\Rd ARbAJlllROIlIMtk5f.i DATA 

13. THIS ITEM ONLY APPUESTO MODIFICATION OF CONTRACTS/ORDERS. 
IT MODIFJES THE CONTRAcr/ORDER NO. AS DESCRIBED IN ITEM 14. 

THE ABOVENUMIIERED CONTRACTICRDER IS MODIIIED'IO REFLECTTHE ADMlNlSTRATlVECHANGES 
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