U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 30, 2013

MR. ALAN BUTLER

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE, NW
WASHINGTON, DC 20009

Subject: STINGRAY/CELL SITE SIMULATOR DEVICES
FOIPA No. 1182490- 000
Deaar Mr. Butier:

The enclosed documents were reviewed under the Freedaom of information/Privacy Acts
(FOIPA), Title 5, United States Code, Sections 552/652a. Delations have been mads to protect information which is
exempt from disclosure, with the appropriate exemplions notad on the page next to the excision. |n addition, a
deleted page information sheet was inserted in the file to indicate where pages were withheld entirely. The
exemptions used to withhold information are marked below and explained on the enclosed Explanation of
Exemptions:

Section 552 Saction 552a

™ (bX1) [~ (BHTHA) ™ (d)5)
I (b}2) I (bX7XB) ™ ()2}
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M b)(5) . I (b}9) - k)®)
v (b)(B) ™ {k(7)

926 page(s) were reviewed and 504 page(s) are being released.

v Decument(s) were Jocated which originated with, or contained information conceming other Government
agency(ies) [OGA). This information has been:

I™ referred to the OGA for review and direct response to you.

referred to the OGA for consultation. The FBI will correspond with you regarding this information
when the consultation is finished.



In accordance with standard FBI practice and pursuant to FOIA exemption (b){7){E) [5 U.5.C. § 552
{bM7HEY}), this response neither confirms nor denies the existence of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. 1V (2010). This
response is limited to those records that are subject to the requirements of the FOIA.  This is a standard
notification that is given to all our requesters and shoufd not be taken as an indication that excluded records
do, or do not, exist,

w
tYD!.: have the right to appeal any denials in this release. Appeals should be directed in wriling to the Director, Office
of Information Palicy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C.
20530-0001, or you rmay submit an appeal through OIF's eFOIA portal at http://www justice govipip/efoia-portal.himl.
Your appeal must be received by OIP within sixty (60) days from the date of this letter in order to be considered timely.
The envelope and the letter should be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA
Request Numbaer assigned o your request 50 that it may be easily identified.

= The enclosed material is from the main investigative file(s) in which the subiect(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subjeci(s). Qur experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file{s). if you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

w See additional information which follows.

Sincerely,

Bl

David M. Hardy

Section Chief

Record/inforration Dissemination Section
Records Management Division

This represents the final interim release of information responsive to your Freedom of Infarmation Act (FOIA) request.

Enclosure(s)
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EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specificaily authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B} are in fact properly classified to such Exccutive order;

related solely to the intemal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the matters
be withheld from the public in such a manner a5 to leave no discretion on issue, or {B) cstablishes particular criteria for withholding or refers 1o
particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law 1o a party other than an agency in litigation with the
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy,

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information { A ) could be reasonably be expected to interfere with enforcement proceedings, { B ) would deprive a person of a right to a fair
trial or an impartial adjudication, { C ) could be reasonably expected to constitute an unwarranted invasion of personal privacy, { D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the ¢ase of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, { E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investipations or prosceutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F } could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reparts prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical infarmation and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552z
information compiled in reasonable anticipation of a civil action proceeding;

matcrial reporting investigative efforts pertaining to the enforcement of criminat law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did nat result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source whe fumished information pursuant to a promise that his/her identity would be held
in confidence;

material maintained in cannection with providing protective services to the President of the United Siates or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solcly as statistical records;
investigatory material compiled solely for the purpase of determining suitability, cligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who fumnished information pursuant to a

promise that his/her identity would be held in confidence;

testing or examination materisl used to determine individual guatifications for appointment or promotion in Federal Government service he
release of which would compromisc the testing or examination process;

matcrial used to determine potential for promotion in the armed serviees, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be hetd in confidence.

FBI/DOI]
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Any thoughts?
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FEDERAL BUREAU OF INVESTIGATION
FOIPA

DELETED PAGE INFORMATION SHEET

Serial Description ~ Unrecorded Serial

Total Deleted Page(s} ~ 151
Page 2 ~ b3, b4, b6, b7C, b7E

Page 3 ~ Duplicate
Page 4 ~ Duplicate
Page 5 ~ Duplicate
Page 6 ~ Duplicate
Page 7 ~ Duplicate
Page 8 ~ Duplicate
Page 8 ~ Duplicate

Page 10 ~
Page 11 ~
Page 12 ~
Page 13 ~
Page 14 ~
Page 15~
Page 16 ~
Page 17 ~
Page 18 ~
Page 21 ~
Page 25 ~
Page 28 ~
Page 36 ~
Page 37 ~
Page 38 ~
Page 39 ~
Page 40 ~
Page 41 ~
Page 42 ~
Page 43 ~
Page 44 ~
Page 45 ~
Paga 46 ~
Page 47 ~
Pags 48 ~
Page 49 ~
Page 50 ~
Page 51 ~
Page 52 ~
Page 53 ~
Page 54 ~
Page 55 ~
Page 56 ~
Page 57 ~
Page 58 ~
Page 59 ~

Duplicate
Duplicate
Dupllcate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
b3, b4, b7E

b3, b4, b6, b7C, bTE

b3, b4, b7E
b3, b4, bTE
b3, b4, b7E
b3, b4, b7E

b3, b4, b, b7C, b7E

b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, bTE
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
h3, b4, b7E
b3, b4, b7E

b3, b4, b6, b7C, b7E

b3, b4, b7E

e eted Page
Iicatign(?ee X

XXXXX



Page 60 ~ b3, b4, b7E
Page 61 ~ b3, b4, b7E
Page 62 ~ b3, b4, b7E
Page 63 ~ b3, b4, b7E

Page 64 ~
Page 65 ~
Page 66 ~
Page 67 ~
Page 68 ~
Page 69 ~
Page 70 ~
Page 71 ~
Page 72 ~
Page 73 ~
Page 74 ~
Page 75 ~
Page 76 ~
Page 77 ~
Page 78 ~
Page 79 ~
Page 80 ~
Page 81 ~
Page 82 ~
Page 83 ~
Page 84 ~
Page 85 ~
Page 86 ~
Page 87 ~
Page 88 ~
Page 89 ~
Page 80 ~
Page 91 ~
Page 92 ~

Page 93 ~ b3, b4, b6, b7C, b7E
Page 94 ~ b3, b4, b8, b7C, b7E

b3, b4, b7E
b3, b4, bTE
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E

Page 101 ~ b3, b4, b7E
Page 102 ~ Duplicate
Page 103 ~ Duplicate
Page 104 ~ Duplicate
Page 105 ~ Duplicate
Page 108 ~ Duplicate
Page 107 ~ Duplicate
Page 108 ~ Duplicate
Page 109 ~ Duplicate
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Page 110 ~
Page 111 ~
Page 112 ~
Page 113 ~
Page 114 ~
Page 118 ~
Page 119 ~
Page 120 ~
Page 121 ~
Page 122 ~
Page 123 ~
Page 124 ~
Page 125 ~
Page 126 ~
Page 127 ~
Page 128 ~
Page 129 ~
Page 130 ~
Page 131 ~
Page 132 ~
Page 133 ~
Page 134 ~
Page 135 ~
Page 145 ~
Page 146 ~
Page 147 ~
Page 148 ~
Page 149 ~
Page 150 ~
Page 151 ~
Page 152 ~
Page 153 ~
Page 154 ~
Page 155 ~
Page 156 ~
Page 157 ~
Page 158 ~
Page 159 ~
Page 163 ~
Page 164 ~
Page 165 ~
Page 166 ~
Page 167 ~
Page 170 ~

Duplicate
Duplicate
Duplicate
Duplicate
Duplicate

b3, b4, b8, b7C, b7E

b3, b4, bT7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, bTE
b3, b4, bTE
b3, b4, b7E
b3, b4, b7E

b3, b4, b6, b7C, b7E

b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E

b3, b4, b6, b7C, b7E

b3, b4, bT7E
b3, b4, b7E
b3, b4, b7E
Duplicate
Duplicate
Dupllcate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate

elete Page
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Page 171 ~
Page 172 ~
Page 173 ~
Page 174 ~
Page 176 ~
Page 187 ~
Page 188 ~
Page 189 ~
Page 190 ~
Page 191 ~
Page 192 ~
Page 193 ~
Page 194 ~
Page 195 ~
Page 196 ~
Page 197 ~
Page 198 ~
Page 199 ~
Page 200 ~

Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate
Duplicate



b3
ALL INFORMATION CONTAINED ' bé

HEREIN 13 UNCLASSIFIED b7C
DATE 11-30-2012 BY 65179 DHH/STY bh7E
THE HIGHEST CLASSIFICATION CONTAIRED DATE
HEREIN IS:
OFA|
SECURE FAX HEADER SHEET
TO ~—  FROM:
URCLASSIFIED : | '
. _SUBJEGTICOMMENTS: B

. THIS FAX CONSISTS OF HEADER + &) _PAGES.

PLEASE S{GN THE DOOUMENT RECEIPT BELOW AND FAX BACK TO EITHER NUMBER
ABOVE TO AVQID TRACER ACTION, THANK YOU.

| Printod Naroe). Stgmiturg) {Date)
THE MIGHEST CLASSIFICATION CONTAINED
HEREIN IS: .

o THIS HEADER SHEET IS UNCLASSIFIED




4 Auguot 2011

935 Pennsylvania Ave, N.W.
JEH Bldg Room 6853
Washington, D.C. 20535 ~

UNCLASSIFIED

In Reply Please Refer td

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED

DATE 11-30-2012 BY 65179 DHH/STW

Attention;
Subject:

Refersnce:

Artachments:

Deaf |

Attached pleass find the questions relating to the above referenced request. Your written responses are

requested by

|

For technical questions plu?unmml

or contact the undersigned a

* Very tnuly yours,

Contracts

UNCLASSIFIED

b3
o33

B7C

b7E




, b3
ALL INFORMATION CONTAINED bé

HEREIN IS UHNCLASSIFIED B7C
DATE 11-30-2012 BY 65179 DMH/STW P7E.
THE RIGHEST CLASSIFICATION CONTAINED DATﬂ
HEREIN 18: [
OFA
SECURE FAX HEADER SHEET
TO:__ FROM:‘
UNCGLASSIFIED .
~ SUBJECT/COMMENTS: | .

THIS FAX CONSISTS OF HEADER ¢ 2. PAGES.

PLEASE SIGN THE DOCUMENT RECEIPT BELOW AND FAX BACK TO EITHER NUMBER

. ABOVE TO AVOID TRACER ACTION. .THANK YOU,

HEREIN (S:

%»/4/
@t} ©

THIS HEADER SHEET 1S UNGLASSIFIED

| |




wicopiciciepiacionnke -O0MM.  JOURMAL - DRIE ALG-11-2011 orekk TIME 15153 sobloickecbr

MIDE = MEMORY TRANSMISSION START-RUG~11 15152  END=ALG-11 15:53
FILE HD.=485
SN COM. DE-TOWH  STATION NAME/TEL NO. PAGES DAY b3
N ABBR ND, o bs
. b7C
2001 gapdiir kB1E

ORISR A IRAIICIRORDINOE. e o
T HIGHEST CLASSIFICATION CONTAINED DAT]
HEREN |5:
OFq
ALL INFORMATION CONTAINED
SECURE FAXHFADER SHEET  \veery 15 UNCLASSIFIED
DATE 11-30-2012 BY 65179 DHE/STW
TOr _ o FROM:
%
UNCLASSIFIED -
. SUBJECTICOMMENTS: -
THIB FAX CONSISTS chm :

PLEASE SIGN THE DOGUHENT RECEIPT HELOW ARD FAX BACK TO EITHER NUMBER

ABDVE TD AVOID TRAGER ACTIDN. THANK You, _
52“{ 2{

THIS HEADER SHEET (S UNCLASSIFIED :
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DECLASSIFIED BY 65179 DMH/STu
0N 12-03-2012

To: FBI Contracts, Attn:

From:
b3
b
Subje bC

:PA?Eo b7E

D& DD-254- 8

W//Noronmfzosso'ma




! » AUW, 13 LU gy T REIRICYCR TR TIS e 1
yn FD-d48 FEDERAL BUREAU OF INVESTIGATION
e P  FACSIMILE COVER SHEET
ECLASSIFIED BY 55178 DHH/STW

. - ON 12-03-2012
PRECEDENCE

¢ Immediata C prerty £ Routine
. . CLASBIFICATION
€ Top Seeret @ Seerat " Confidentlal ¢ Sangitiva ¢ unclagsified
TO ’
JEnceimile Nurnhaee . [Datat
08/15/72011
1!&0111:

) - FROM b3
Name pf Officet lNumbarnf 1 (including cover}) DS
PBE - Sclance and Yechnolopy Contracts Unik b7C

E:jﬂ: IRrininaind Yalashang Numbar:  lOtialoatar's Pacsimiia Number: b7E
] |L_-—_

DETAILS

Subjects

Please find attached FEI answers ubstions for anhancament undor existinnr

Spacal Handling TAStrctionss

Please confirm receipt - slgn this page and fax to the UNCLASS fax # above (x1843),

8/rsu

Brie ST T GO T ST YT

FAX Cuver Letter is unclassifiad whan remoavad from the answars.

. WARNING

Informatian hiteched to the cover shest (s U.S. Govemmant . TP yau gre not the intendcd recipleat ef this Information disclosure,

reproduction, distrihution, or usa ¢f this Information 15 prohibited (1B.UBC, § 641), Please notily tha ariginator or lace] FBI Office
immadiztsly to arranga for proper dispostiion.

&

FD-448 (Ravised 10-27-2004) Paghlafl FEDERAL BUREAU QF INVEETIGATION
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ALL INFORMATION CONTAINED

‘ FRX MUDE = TRANSMISSJDN ]
COM MODE = 408 PSYNCHRONOLIS COMPRESSED PROTOCOL HEREIN IS MICLASSIFIED
PAGES = 2 ! DATE 12-01-201Z BY 65179 DMH/STU
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DECLASSIFIED BY 65179 DMH/STW
08 01-08-2013

From:
Sent:
To:
Ce: -
Subject: pn 1212212010 o3
‘ bé
SERRETINOFORN ic
RECORD 268-HQ-1068430 bIE
1 .
As promised, hare is| | same group of peaple
attended the call.
{:]. ) ' b3
bS
bE
b7C
To: = b7E
Ce: ]
Subject: _ [Galon 1272072070
8 OFOR




. b%
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' b7C
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and | aisCil © Tollowing ISsues I ha
I'll provide you with ]happans on tomorrow,




STl PAGE 81/l

86/13/2812 15:24

L

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT ] ]
NSRRI :
Mod 2 ' Jun 13, 2012
-G.m . » \ m - ] T m_ I
;g:;s:%g;um * ALL INFORBATION CONTAINED
Ave. M S8me as Item §. HEREIN IS UNCLASSIFIED
Woghingeon, BC 20538 ' DATE 12-01-2012 BY 65179 DME/STY
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75, VIS ITEM ONLY APPLIES TO MODICATION OF CONTRACTS/GRDERS.
i'l" MODIFEB THE CQWC‘I'MHDER HD. M ﬂlﬁ'ﬂfﬂ!ﬁ m ﬂ'EM 14-

8 THEABQVENUMBERED CUNTWOW“MDNMEDTUMM&WWI chasthengesipoyingolies, =
. mmﬁhﬂ& mr mwmrd.mnrmmmmmmmm

wnpmmchmuuum:n!mﬁumeﬂhademnmmdmmmwuumm&mmmmmwhwmmm
Iype oy pren; [ A AR T Y S I NG AR, (Ao aing

| &{13}1o~

Bl

PMviaLs




- (LT
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MODE = MEMORY TRANSMISSION ) STERT=JIN-14 18811
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STN CO, CNE-TDUCH,  STRTION NAME/TEL NO.
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ENDeJLN=-14- 18112

PRGES - DURATION

pEL P21 BRtERI40

ALL INFORMATION CONTAINED
IN I8 UNCLASSIFIED

_Ji

ATE 12-01-2012 BY 65179 DMH/STV
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TRANSMISSION VERIFICATION REFPORT

TIME : BB H
: qTél.'SIZBIZ 15:18
FAX
JEL
SER. # 3
DATE, TIME .
FAX ND. /NAME
RS
e &
MDDE - STANDARD
ECM
b3
ALL INFORWATION CONTAINED b
HEREIN I3 UNCLASSIFIED bé
DATE 12-01-2012 BY 65179 DMH/STY p7c
b7E

T RS ORRTOR RS -
Med 2 © Jun 13, 2013

Invegtigation
Room 6853 .
ve. NW Samn an Item 6.

waghington, DC 20835

o/22/2011

CODE

TATIORE ™

2} Mhoabove numbersdsofcistion s smended as st forth 1 Teeen 14, The hour 18 date specfed for egsigt of Offers E seasseed, T snoenondre,
Dffers mustacimowlodye raesiat of this cendment priar to the hiour and date speciied i tha solicttation ot & pmanddec), by one of thy fellswing muthods;
by completing fteed & and 13, anvl returming copiesofthe amnendmenty (o) By acknowledging reezipt of this amendmant an aach oxy of tha ofter nbmitmed:s

07(c) By segovpie Inttar of behegromwhicl includes  pefetenes 1o the solcimtion and Amendment pumbers, FAILURE OF YOUR ACKNOWLECSIAENT TO 68 AECEIVED AT THEPLACE
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Sent from IiPhona

I

ALL IHFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED
DATE 11-30~-2012 BY 55179 DMH/STU

From: ‘l_
Sent; 6, 2011 4:06 PM
To:
Ce:

Subject: . Award o

Yes

From:
Sent: : T M
To: -

Subject: Re: Award off

[ 1

Are you golng to act as the TPOC for this task?

On Sep 22, 2011, at J.'?:Gq‘J

wrote:

» Good Afternoon,
>

b3
b3
bé&
B7C
b7E

> Please find |

Also attached is

Let me know if you have any questions ,|:I

Centracting OfFicer

Federal Bureau

VW VWY YV YV VY Y




ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
DATE 11-30-2D012 BY 65179 DHH/S5TW

THE HIGHEST CLASSIFICATION CONTAI ‘ ]
HERE NED DAY
OF.
. b §
SECURE FAX HEADER SHEET oc
) b7E
TO: ]
FROM:

UNCLASSIFIED _

THIS FAX CONSISTS OF HEARER + (3 PAGES.

PLEASE SIGN THE DOCUMENT RECEIPT BELOW AND FAX BACK TO EITHER NUMBER
, ABOVE TD AVOID TRACER ACTION. THANK YOU. .

| (Pritod Name) _ . (STgerature)

THE HIGHEST CLASSIFICATION CONTAINED
HEREINS: {,, o.la 6 ied / &S

THIS HEADER SHEET IS UNCLASSIFIED




SCrTECTaels  LOED rEga 532 & .l [y

ALL INFORMATION COMTAINED
HEREIN IS UNCLASSIFIED -
DATE 11-30-2012 BY 65179 DMH/STV

THE HIGHEST CLASSIFICATION CONTAINED - DATH
HEREIN IS: ‘
OFA
SECURE FAX HEADER SHEET
— oM
UNCLASSIFIED - b
. SUBJECT/COMMEN . b7
: b7E
. . THIS FAX CONSISTS OFHEADER + (49  PAGES.

PLEABE SIGN THE DOB‘IjMENT RECEIPT BELOW AND FAX BACK TO EITHER NUMBER
__ ABOVE TO AVOID TRACER ACTION, YHANK YOU, .

HEREIN IS:

THIS HEADER SHEET IS UNCLASSIFIED




ALL THFORMATION CONTAINED
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6 September 2011 ’ In Reply Piease Refer tol
935 Pennsyivania Ave. NW.
JEHBldg Room 6853 .
Washington, D.C. 20535 E 3
Lr)
b7C
. B7E
Attention;
Subjeot:
Reference:
Attachments:

e ]

| Es pleased to submit the attached

Very Respectfully,
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STATEMENT OF WORK 11 tyromaTIon coNTATNED
b q{(\ DATE 12-01-2012 BY 65175 DHEVSTY
N ” (% Program N
D6
(¥ Task Order 1

1 (U/ILES) SCOP
1.1 (U//LES) Task'Overview

1.2 (U) Task Deliverables

{U) Weekly Status Report (See Section 3.3) _
(U) System Demonstration at contractor facllity (See Section 3.2)
Summary Report (Sea Section 3.2)

1.3 (U//LES) Sub Task 1
e {U) The v all ne
. W2 capabillity of _

5 requirement shall include the following: b3

€ WOTK perio
prototyping mechanical housings to result in the integration of
ical and mechanical improvemants into a single package.

e Only/Law Enforcement Sensitive




1.4 (U/LES) Sub Task 2

UNCLASSIFIED//For Officizl Use Only/Law Enforcement Sensitive

(U/ILES) The vendor shall produce a prototypd ~|that
demonstrates] ]
| |This requirement shall include:
a
b)
c)

(U) The performance speci s of developments under this task
shall be in accordance with standards.

1.5 (U//LES) Sub Task 3

U/LES

a)

b)
c)

2 (U/LES)Sub Task Milestones and Requirements
2.1 (U//ILES) Sub Task Milestones

» (U) The Initial kick off meeting shall be held no later than 30 days after

contract award.
o {(U//LES) The vendor shall conduct a demonstration of the

to the COTR and approved government aftendees. The vendor shall
deliver a full report of the conduct of the test with a future
mitigation/milestone plan based on the test results and follow on work to
productize. Testing shall be conducted no later than 2 weeks prior to the
end of the period of performance.

» (UIILES) The vanclor ghall deliver tothe COTR arep
bility of th
is report shiall not ce an

ough their use in support of written

narrative is acceptable This report shall be due at the end of the period of
performance.

¢ (U) Transition of deliverables shall be coordinated with the COTR at the
end of the period of performance.

UNCLASSIFIED//For Official Use Only/Law Enforcement Sensitlve
2

b3
b7E

b3
b7E




UNCLASSIFIED//For Official Use Only/Law Enforcement Sensitive

2.2 (U) Sub Task Requirements

¢ (U) The vendor shall provide personnel with the requisite knowledge,
techmcai background and skms to successfully complete the tasks

3 (U)Requirements

3.1 Security Standards and Regulations

b3

(U) Referto IStatement of Work section 2.3 for guidance.

{U) SECURITY QTATEMENT: This program, all documsentation, all assoclations, all stated
and Implled requirements and all personnei must adhere to and meet security requirements.
Any breach of securlty will result in immediate termination of the program and possible
rapercussions, both contractual and criminal, All dissemination of the program and contract
information must he approved in writing by the COTR, to Include, but not Hmited to,
partners, technical and contract Information and parsonnel. The contractor shall set up
procedures to Insulate the program procurement or parts and protection of program
information as agreed upon by the COTR.

3.2 (U) Contractor Furnished Documentation

{U) Final re al odeling and testing (as described in Section 2) .
{U) Refer to tatement of Work section 2.6 for any
additional decumentation not exp stated in this SOW.

3.3 (U) Status Reporting

(U) Refer to Statement of Work Section 3.3 for
guidance

i

3.4 (U) Formal Meetings

{U) Refer toL Statement of Work Section 3.4 for

UNCLASSIFIED//For Officlal Use Only/Law Enforcement Sensltive
3




UNCLASSIFIED/For Official Use Only/Law Enforcement Sensitlve
3.5 (U) Government Furnished Equipment

(U) The government does not anticipate the need for any Government Furnished
Equipment on this task. However, if the additional purchase of equipment is
required the vendor shall obtain written authorization from the government
Contracting Officer prior to any indjvidual purchase eqguai to or exceeding
$50,000.00. The Contractihg Officer may lower or raise the $50,000.00 threshold
at his/her discretion. If the CO and COTR approve such a purchase the item shall
become property of the government, and as such will be maintained in
accordance to currently existing property accountability procedures. The COTR
will determine final disposition of any such items at the end of the period of
performance of this task.

3.6 (U) Period of Performance

(U) The vendor shall propose the most efficient and cost effective schedule to
complete this requirement for government consideration. Alt deliverables and
milestones are expected to be proposed at their specified date in the above
deliverable / milestone schedule or otherwise adjusted by the vendor and justified.
Based on the needs of the government and complexity of the requirement, the
gavernment reéommends & period no longer than 12 months. This recommended
period includes 90 days to allow for review, preparation and submission of
deliverables and closeout activities by govemmaent persénnel.

3.7 (U) Place of Performance

(U) The vendor shall perform all work under this task at the vendor's facilities.
Therefore the government expects no travel charges.

4 (U) Contact Information
4.1 (U) Government Points of Contact

Federal Bureau of investigation
Headquarters; Room 6853

835 Pennsylvania Ave. NW
Washinaton, DC 20535

N L;t::_bﬁrs Technical Representative
g .

Quantico, VA 22135

UNCLASSIFIED//For Official Use Only/Law Enforcement Sensitive
4

o131
b7C




Interagency Agreement] Listribution Fage lot |

Interagency Agreement] Ppistribution

ALL FBI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

Sent: Wednesday, September 14, 2011 5:26 PM DATE 01-68-20%13 BY 65179 DMH/STW

To:

Ce:

Attachments:

Good Aftemcon, : ' " b5
bé
b7C

Contract Spaclalist
Office of Procurement Opergtions
U.S. Department of Homeland Security

9/15/2011
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFTED
FEDERAL BUREAU OF INVESTIGATION patr 12.01-2012 BY 65179 DiB/sTw

FD-":? cO SHEET
Revine FACSIMILE COVER SHE
10+27-2004 i
PRECEDENCE
¢ Immediate © Prisrity " Routine
. CLASSIFICATION
" Top Secrct " Secret  Configental & Sengltive ¢ Unclassifled
‘ Ta '
" Date:
09/01/2011 b3
L : lﬁﬂcm: r bé
_ lﬂﬂmﬂwﬂm:'_l— ol
. FROM . I b7E
Neme of Offica; Ammlwr of Pagas: (inciuding covar)
FBI - Sclence and Technelopy Contracts Unit

ﬁ& | _ wﬂumm ama.ﬂﬂﬂlm'iﬂumhm

DETAILS
3

Subject: . . ’
Please ﬂ?mmmed Joriginatly faxed 8718711
under th ] '

Special Handling Instructians: . [
Please confirm receipt ~ sign this page and fax to the UNCLASE fax # eb

Brief Description of Communization Foxed:
The leWT®wd the Fax Cover are Unclassified; | | Thank you for yaur assistance and

have a good day,

WARNING

Infermpnion atteched to the caver sheat is U.S. Govemnmmant Pre » If you are net the intanded reciplent of this Information disclostre,
reproduction, distribtion,er use of this Infarmation Is prohhited (16.USC, § 441). Pisasa natify the originater or local FBL Offica

immedintaly to orrangn for prapar diepasition.

CRussied oy Sfeosgfer % Kuh

FD-448 (Revised 10-27-2004) Pagelofd FEDERAL BUREAU OF INVESTIGATION
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FD-448 FEDERAL BUREAU OF INVESTIGATION

i _ FACSIMILE COVER SHEET .
== = = ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
PRECEDENCE DATE 12-01-2012 BY 65179 DMH/STW
" Immediate ' Prierity " Routlne
CLASSIFICATION _
(" Top Secrat . {~ Secret  Confidential & Sensltive " Unclassifed
Y0
; Date:
_[09/01/2011
r—-‘ Esv_hwbeﬁ
I r
. FROM
Name of Office; ’ WNumber 601’ Pages: (Induding cover) E%
Lu]

FBI - Science and Tachnology Contracts Unit D70

Orl:lnalnr‘s Name: _ lndnlnm.ﬂs‘.'e.lumnne.Tumher: mmm@gmlj Number: T BbIE

DETAILS
Subject: . 1

Please ﬂw loriginally faxed 8/19/11
under th, | .

Speclnl Handling lnstructlons
Pleasea confirm receipt - sign thls page and fax to the UNCLASS fax # abow{

Brief Description of Communication Faxed:
The lettiigiing the Fax Cover ara Unclagsified Thanlk you for your assistancae and
have a pood day. " .

WARNING
Information attached to the cover sheet Is U.S. Government Property. If you are not the intandad rectplent of this Information disclosure,
reproduction, distribution,’or use of thig information Is prohibited {18.USC, § 641). Please natify the originater or local FBI Office
immedlately to errange for proper disposition. .
& -a

FD-448 {Revised 10-27-2004) Page1of 1 FEDERAL BUREAL OF INVESTIGATION
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HEREIN IS UNCLASSIFIED
DATE 12-01-2012 BY 65179 DMH/STW

FD=448 . FEDERAL BUREAU OF INVESTIGATION .

Revigad

1039-2004 FACSIMILE COVER SHEEY

PRECEDENCE
¢ Immediate ¢ Priorhy . T Routina .
CLASSTPICATION
{ Top Seerat I Secret ¢ Confidential  Undassified
™M

Mamanf Afica: . - [Date:
1 0;‘;19/2011.
]mrrn—— Number: N
3

b€
— —=— — bic
Name of Officer : ’ ’ Number of Pages: (including cover) b7E
PBY - Science and Technology Contracts Unit 6
t Rsalnatoetc Yalantnop bumbee: . |Groginator's Fagtimiie Number:

] e DETAYLS

:ppruved T
Sulsiecs! [ -
|. » _l
Special Handling Snstractions: *
Plaase conflrm reteipt -~ sign this page ang fax to the UNCLASS fax # ahwe[:

Freeif all ) -
Brief Desoription of Communication Faxed: %?M- :

The letter and the Fax Cover are Unclagsified; v yov-rovpewrwwoneuince and
havea a good doay. . .

WARNING

Information afychad to the cover SRk |5 LS, Goveramant Property. 1 you are not the interded recipiant of this information dlidosure,
reproduction, distribution, or use of this Infarmation Is prohibited (18,UsC, § §41). Pleasa nodify the orginator or locel FBT Office
immadiately ta amanga for proper dispociion. .

& -

FO-448 {Revised 10-27-2004) ' Pagelofl FEPERAL BUREAU OF INVESTIGATION
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DATE 12-01-2012 BY 65179 DME/STU
FD-448 FEDERAL BUREAU OF INVESTIGATION
e FACSIMILE COVER SHEET
PRECEDENCE |
" Immediale Priority . " Routine
| CLASSIFICATION e
{" Top Secret  seqet ¢ Confidential (¢ Sansitive [ Unclassified
) TO
Nama of Office: Date;
! 08/19/2011
Room: J.Izehnl:mmmh.l
b3
‘ : THROM b
Namae of Offlca: \Number of Pages; {Including cover) bC
FBI - Sclance and Technology Contracts Unit 8 PIE
Eﬁ {fmmmmmmm_mm&m Number:
- DETAILS
Subject: }

Special l-!andﬂng Inéuucuons: 1
Please conflrm receipt - sigh this page and fax to the UNCLASS fax # ahov4

Briaf Description of Communication Faxed:
The ietter and the Fax Cover are Unclassified; Thank you for your assistance and
have a good day.

WARNING

Information attached to the cover shest is U.S. Govemmaent Property. IFf you are not the Intended recipiant of this Information disclosure,

reproduction, distribution, or use of thiz Infermation s prohibited (18.USC, § 641). Flaese notify the originator or local FBI Office

Immediately to arrange for proper disposition.
4 -n

as? ﬁ/\/ﬁ . @Sw

-

=1 ( OBQZ\; ¥

pre

FD-448 (Ravised 10-27-2004) ' Paga1of1 FEDERAL BUREAU OF INVESTIGATION




ALL INFORMATION CONTAIFED
HEREIN IS5 UNCLASSIFIED
DATE 12-01-2012 BY 65179 DMH/3STW

_
From: !
Sent: .86 PM
co b3
Subject: Auﬁ:d_a lbag
. Attachments: b7C
b7E
Good Afternoon,

Please find attachﬂ

Also attached|

- Let me know if you have any questions,

Contracling Officer
Federal Bureau of Investigation, .




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

W THTCTWEDAE [N
Sep 22, 2011

5. SSUED AY CGDE 7-ACMINGVERED BY  (Joiher than Kem 6 CODE T
ALL INFVORMATION CONTAINED

Ixadnml_nm.an_wil Investigation
Room €853 HEREIN IS UNCLASSIFIED

935 Pennsylvania Ave. NW Same as Item é. DATE 11-30-2012 BY 55179 DHH/STO
Washington, DC 20535

bo
CODE |Fnuywcc:‘n5 _ Sep 15, 2009 BIC
1T ATIONS b7E
[ e stiove mambered soicitation s smendod as st foth i tem 14, The heur and dat specified for raceipt of Offers [ semended. [ s noceencea
Offars murt acknowledge recelpe of thls amandment peioe to tha how and date spedfied tn the solicatan or 83 amended, by ene of the follawing methods:
(a)By complating ltems 8 and 15, and returning - coples bf the amendment; (b} By acknowledging recelpt of this amendment on each copy of the offar submibtest

or (<} By separate ietter of talegram which Includes a Tafejenca to tho solidiation and smendment numbars, FAILURE OF YQUR ACKNOAWLEDGMENT TO 8 RECEIVED AT THE PLACE
DESIGHATED FOR THE RECEIPT OF CFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT [N REJECTION CF YCUR QFFER. If by virtur of this amandmeant your delreto change an offer

i%h% ﬁh.% gﬁ &Hz Eu'ﬁﬂﬁ% al}%rwedmh tajegram or lotber rakes referenca ta the selicitation and this

PROFIRATICN DATA H reauind

13. THIS ITEM ONLY APPLIES TO MODIFICATION GF CONTRACTS/ORDERS,

LIS MCI DIFIES THE <0 N‘I"RACT {ORDER NO. AS DESCRIBED INITEM 14.

ND.DHTEHIOA.

B.  THE ABOVENUNMSERED CONTRACT/CADER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES fsuch s changes I paylng office,
. mmpmdmdﬂ!.ﬂ: )S‘:TFOHTHIN“EMM.FURSUANTTOTHEAUTHMOFFMHJMN.

coples to the |ssuing office.

Excapt as previded hereln, all werms and conditlons of the doozmant referenced in fem 9A or 10A, a1 heratefare changed, mmalng unchangad and In full force and effeer.
TyPe ol D 1 T Mypect ol

TSR CONTACTOR OF eI T AT SERED | -
) qj22{ )\

(Sighaturt of persan evihorted (0 950) —
NSN 7540-01-152-8070 STANDARD FORM 30  (rev.10-83)
Previcus edition imusabla ] Prescribed by GSA FAR (48 CFR} 53243
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Sep 21, 2011
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ALL INFORHATION CONTAINED
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To: Finance Attn: | ]

From: Op ; Techinology Division, |

y v Unit
Contact:

Approved By: Eg
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Enclopure{g): (U//FOUO/LES) Reguiation I:] and Statement of
ioxk.

petailes //povosresy L

0 /Fouo/LES) | |

e L 1

UNCLABSIFIED//FOR OFFICYIAL USE ONLY/LAW ENFORCEMENT SENSITIVE

SR




ONCLASSIPIED//FOR OFFICIAL USE ONLY /LAY ENFORCEMENT SENSITIVE

: m: Opevational Tachnoiogy Division,
Tracking Technology Unit
Re: 268-HQ-1 30, 88/08/2012 .

{U//FOUO/LES) The Contracting Officer Teghnical Represen
or this prosurement is Elestronics Enginecer (EE)
and he con be contacted at the Engineering Raaear

Facility, located in Quantico, Virginia, for any questions.

L . : ibdle for ensuring t;hnc[:
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UNCLASSIFIER/ /FOR UFFICIAL USE ONLY/LAW ENFORCEMENT SERSITIVE

: .1 : From: Operational Technology Divislon,
rracking Technology Unit
Re: 268-A0-108BZ30, 0%/06/2011

LEAD (B}
set Lead 1: (Imfo).
- . bé
EINANCE . b7C
b7E
AT WASHEINGTON, DO .
For informatlon only.
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TRANSMISSION VERIFICATION REPORT

TIME & 25;’11'8/2512 15:86

FAX 3
TEL :
SER. # 1
FI-EATENEH;E
DURATION T
PAGE(S) g4
RESIAT 0K ALL INFORHATION CONTAINED
STANDARD HEREIN IS UNCLASSIFIED
- ECM DATE 12-01-2012 BY 65179 DMH/STW
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT " “ i
g, b EL TN | f SUIRECALTON NO 3, ’ L
6/18/3012 -
LT — T. tEn w1
Investigation
Room 6853
wva, N Sama as Item &.
Wasbington, DC 20535

CF CUNTRAGTOR  (No fret, county, S r*'m T

a/15/2008
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] e abewn numbsred setestarion is tmenziod on se2 forth in frem 14, The hour end lsto speciied far ressipt of Offars [ nextenges, [ snoconendea
CHfan mustscknowizdgs recelpt of this amendment g1 to the hotr and date apeciflad In tho seticiation of A Amendad, by ana of the follmwing methods
(aifty completing toms B #ad 15, and retuming ——_Coples oFthe amendvent; (b} By ackwemdedging rereist ofthis amendment an sach cipy chthe affer Fulrmived

amwmmwmmmMWu referants T the soiiestation and amanemant numbers, FAILURE OF YOUR ACKNGWLEBGMENT 700 8E RECETVED AT THE FLACS
DESUINATED FOR THE RECERT GR OFFERS PRIOA TO THEHOUR AND DATE SPECIRED MAY RESULY (N RIUECTION OF YOUR OFFER. (by viruie af this amendment your ceste to chinga an offer

Hoeady b v chang nay be msda by sl s ppovidad cach befesTem o ety abes referunct o the solckation end this

[ o

12. THIS TTEM ONLY APPLIES TO MODIEICATION OF CONTRACIS/ORDERS,

ITMDDIFIES ﬂ'lECONTHACT fORDER ND. AS DBSCHIBED INITEM 14-

NI.".‘.I.\H‘I‘HMUA.

B, THEAROVE NUMBERED CONTRACT/CRUER & MODIFIED TO FEFLECY THE ADMINISTRATIVE CHANGES {sthorchonges Ia paying office
mmdﬂhﬂ:. lmmmm 14, WNWMMGFMG!MR:).

FAR 43.103 “pilataral® N
ORTANT:  Comtractor 7 isnot, lsrequlmdtns!gnth!sdommantandremm 2 coples to the Issuing office,
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 12-03-2012 BY 65179 DMH/STW

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT l"‘“ e
LTI DAIE. 4 (o3 C
6/18/2012
TSSUED B CoBE | ~ [P FOMNGTEEDBY  Wather hanfeme]  CGDE |
Invertigation

Room 6853

Ave. NW Same as Item 6.
Waghington, DC 20835

8/15/2009

COpE . |FJ\CIIJ'I"I" CODE
1L 2

D The tbove numbersd soficlmtion b amenddd as set farth in [tem 14. The hour znd date specfied for rece!pt of Cffars D is extended, D I notextanded,

Cffers must acimowtedas recelpt of ths smandmant p:tunothelwurmdam spacified In the selidtation or as amended, by ene of the fcllawing mathods
(o}8y completing lems Band §5, andratuming coplet of the amendment; {h) By ackmewledging recelpt of this amendment an each copy af the cffer submbtted:
eric) By separate [atter or teleqram which Indudes a mﬁm ta tha solldatien and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT T RE RECEIVED AT THE FLACE

DESIGNATED FOR THE RECEIY OF OFFERS PAIOR TO THE HOUR AND DATE SPECIHED MAY RESULT (N REJECTION OF YOUR OFFER If by yirtue of this amandment your desire to change an offer

:endx Wms%% nwtm cpr.n% I nﬁ?’ﬁﬁ% ledt ﬁ&ﬁd’d wach lagram or leter makes reference 1o the salidtatian and thy
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13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS,
IT MODIF#ES TH! COHTIMCT YORDER NO. AS DESCRIBED INITEM 14.

NDINHHMM

B THEASOVE NUMBERED CONTRACY/URDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES {tuch as changes in poying offtce,
Wﬁm date ot ISEI'FOﬂ'I‘H INTTEM 14, FWUANTTOTHE AUTHORITY OF FAR 43.103&)-

m‘mm

coples to the issiing office.

Extllptuwdedhuelu.a.ﬂtmrumdmnmlamdmdmentnfmdlnlmnmm&u 'ore changed, remaing unichanged pndin full forea and effect.
[RANANF ANGTITLE (3F SIGHER AT 8 D BTl Wafei i PP g5, g -

FIETACCH Managar Contracting Officer
TS CONTRACTOR/OFFERDR TS DATESIGNED | 186. UNIED STATES GF AMERICA TeCTATESGRED
T Slgneae of o cuthortred o SigY TSgnaniecl Cemrocng CHeen
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