U.S. Departmerit of Justice

Federal Bureau of Investigation .
Washington, D.C. 20535

October 3, 2012

MR. ALAN BUTLER

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE, NW
WASHINGTON, DC 20009

Subject: CELL SITE SIMULATOR DEVICES.
FOIPA No. 1182490-000
Dear Mr. Butler: ‘

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, United
States Code, Section 552/5652a. Deletions have been made to protect information which is exempt from disclosure, with
the appropriate exemptions noted on the page next to the excision. In addition, a deieted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are
marked below and explained on the enclosed Explanation of Exemptions:
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1015 page(s) were reviewed and 39 page(s) are being released.

g Document(s) were located which originated with; or contained information concerning other Government
agency(ies) [OGA]. This information has been:

I referred to the OGA for review and direct response to you.

I” referred tothe OGA for consultation. The FBI will correspond with you regarding this information when the
consultation is finished.

r
In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) [ U.S.C. § 552 (b)(7HE)],
_ this response neither confirms nor denies the existence of your subject's name on any waich lists.



For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is
limited to those records that are subject to the requirements of the FOIA. This is a standard notification that is
given to all our requesters and should not be taken as an indication that excluded records do, or do not, exist.

v

EYou have the right to appeal any denials in this release. Appeals should be directed in writing to the Director, Office of
Information Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C.
20530-0001. Your appeal must be received by OIP within sixty (60} days from the date of this letter in order to be considered
timely. The envelope and the letter should be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA
Request Number assigned to your request so that it may be easily identified.

I The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of the
investigation. Our search located additional references, in files relating to other individuals, or matters, which may or may
not be about your subject(s). Our experience has shown when ident, references usually contain information similar to the
information processed in the main file(s). Because of our significant backlog, we have given priority to processing only the
main investigative file(s). If you want the references, you must submit a separate request for them in writing, and they will
be reviewed at a later date, as time and resources permit.
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" See additiona! information which follows.

Sincerely,

Dnbldy

David M. Hardy

Section Chief

Record/Information Dissemination Section
Records Management Division

The enclosed documents represent the first interim release of information responsive to your Freedom of Information Act
(FOIA) request. :
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- EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATESl CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 532b of this title), provided that such statute(A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial infermation obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the .
agency;

personnel and medical files and similar files the disclosure of which would constitute a clearty unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of aright to a fair
trial or an impartial adjudication, { C ) could be reasonably expected to constitute an unwarranted invasion of personal privacy, (D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E } would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F } could reasonably be expected to endanger the life or physical safety of any
individual; ‘

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals; :

information which is currently and properly classified pursuant to an Executive otder in the interest of the national defense ot foreign policy,
for example, information involving intelligence sources or methods; '

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held
in confidence;

maierial maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title, 18, United States Code, Section 3036;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a

promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
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Page 464 ~
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Page 466 ~
Page 467 ~
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Page 474 ~
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Page 479 ~
Page 480 ~
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b3, b4, b7E
b3, b4, b7E
b3, b4, b7E

b3, b4, b7E

b3, bd, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, bd, b7E

b3, b4, b7TE

b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E

b3, b4, b7TE

b3, b4, b7E
b3, bd, b7E
b3, ba, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E

b3, b4, b7E -

b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E

b3, b4, b7E -

1 4.0.0.09.¢.¢.000680000.600000.44
X Deleted Page(s) X
X No Duplication Fee X

X forthis P
SOOI XR

I ONXHXKKXHKXK



FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

. Serial Description ~ Unrecorded Serial

Total Deleted Page(s) ~ 121

Pagez-— b3, b4, b7E
Page 3 ~ b3, b4, b7E
Page 4 ~ b3, bd, b7E
Page 5~ b3, b4, b7E
Page 6 ~ b3, b4, b7E
Page 7~ b3, b4, b7E
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Page 20 ~
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Page 25 ~
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Page 28 ~
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Page 31 ~
Page 32 ~
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Page 39 ~
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Page 47 ~
Page 48 ~
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Page 51~
Page 52 ~
Page 53 ~
Page 54 ~
Page 55 ~
Page 56 ~
Page 57 ~
Page 58 ~
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Page 80 ~
Page 61 ~
Page 62 ~
Page 63 ~
Page 64 ~
Page 65 ~
Page 66 ~
Page 67 ~
Page 68 ~
Page 69 ~
Page 70 ~
Page 71 ~
Page 72 ~
Page 73 ~
Page 74 ~
Page 75 ~
Page 76 ~
Page 77 ~
Page 78 ~
Page 79 ~
Page 80 ~
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Page 82 ~
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Page 84 ~
Page 85 ~
Page 86 ~
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Page 89 ~

b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
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b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
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b3, bd, bTE
b3, bd, bTE
b3, b4, b7E
b3, bd, b7E
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Page 92 ~
Page 93 ~
Page 94 ~
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Page 96 ~
Page 97 ~
Page 98 ~
Page 99 ~
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Page 101 ~
Page 102 ~
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Page 104 ~
Page 105 ~
Page 106 ~
Page 107 ~
Page 108 ~
Page 109 ~
Page 110 ~
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Page 112 ~
Page 113 ~
Page 114 ~
Page 115 ~
Page 116 ~
Page 117 ~
Page 118 ~
Page 119 ~
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Page 121 ~
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b3, bd, b7E
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b3, b4, b7E
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b3, bd, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E

P OO0 00000 044000.00008 004
X Deleted Page(s) X
X No Duplicafion Fee

L N Por this b %
OO OOOOOKNXXK



' Serial Description ~ Unrecorded Serial

Total Deleted Page(s) ~
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Page 5 ~ b3, b4, b7E
Page 6 ~ b3, b4, b7E
Page 7 ~ b3, b4, b7E
Page 8 ~ b3, b4, b7E
Page 9~ b3, b4, b7E

Page 10 ~
Page 11 ~
Page 12 ~
Page 13 ~
Page 14 ~
Page 15 ~
Page 16 ~
Page 17 ~
Page 18 ~
Page 19 ~
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Page 22 ~
Page 23 ~
Page 24 ~
Page 25 ~
Page 26 ~
Page 27 ~
Page 28 ~
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Page 30 ~
Page 31 ~
Page 32 ~
Page 33 ~
Page 34 ~
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Page 37 ~
Page 38 ~
Page 39 ~
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Page 43 ~
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Page 56 ~
Page 57 ~
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Page 62 ~
Page 63 ~
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Page 65 ~
Page 66 ~
Page 67 ~
Page 68 ~
Page 69 ~
Page 70 ~
Page 71 ~
Page 72 ~
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Page 75~
Page 76 ~
Page 77 ~
Page 78 ~
Page 79 ~
Page 80 ~
Page 81 ~
Page 82 ~
Page 83 ~
Page 84 ~
Page 85 ~
Page 86 ~
Page 87 ~
Page 88 ~
Page 83 ~

b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, bTE
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, bd, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
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Page 7 ~ b3, b4, b7E
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Page 24 ~
Page 25 ~
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Page 31 ~
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Page 45 ~
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Page 48 ~
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Page 54 ~
Page 55 ~
Page 56 ~
Page 57 ~
Page 58 ~
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Page 60 ~
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Page 62 ~
Page 63 ~
Page 64 ~
Page 65 ~
Page 66 ~
Page 67 ~
Page 68 ~
Page 69 ~
Page 70 ~
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Page 75 ~
Page 76 ~
Page 77 ~
Page 78 ~
Page 79 ~
Page 80 ~
Page 81 ~
Page 82 ~
Page 83 ~
Page 84 ~
Page 85 ~
Page 86 ~
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Page 89 ~
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Page 115 ~
Page 116 ~
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Page 130 ~
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Page 132 ~
Page 133 ~
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b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, bd, bTE
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E

b3, b4, b7E -

b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, b4, b7E
b3, b4, b7E

b3, b4, b7E -

b3, ba, b7E
b3, b4, b7E
b3, b4, b7E
b3, bd, b7E
b3, ba, b7E

100000040000 000000000.04.0(
X Deleted Page(s) X
X No Duplication Fee X

X  _forthis Page

XXXXXXX

X
b 0.0.0.0.0.0.06600.644



Page 134 ~
Page 135 ~
Page 136 ~
Page 137 ~
Page 138 ~
Page 139 ~
Page 140 ~
Page 141 ~
Page 142 ~
Page 143 ~
Page 144 ~
Page 145 ~
Page 146 ~
Page 147 ~
Page 148 ~
Page 149 ~
Page 150 ~
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Page 152 ~
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Page 155 ~
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CDMA Glossary A-Z

Access Attempt
A sequence of one or more access probe sequences on the Access Channel contairing the same
message. See also access probe and access probe sequence.

" Access Channel

A Reverse CDMA Channel used by mobile stations for communicating to base stations . The
Access Channel is used for short signaling message exchanges such as call originations,
responses to pages, and registrations.

Access Channe! Message
The information part of an access probe conssiteing of the message body, length field, and CRC.

Access Channel Preamble _
A sequence of all-zero frames sent at the 4800 bps rate preceeding an Access Channel message.
It aids the base station receiver in detecting and syncronizing the Access Probe.

Access Channel Request Message
An Access Channet message that is autonomously generated by a mobile station,

Access Channel Response Message
An Access Channel message that is generated fo reply to @ message received from a base station.

Access Channet Slot
The assigned time interval for an access probe. An access channet slot consists of an integer
number of frames. The transmission of an access probe is performed within the boundaries of an
Access Channel slot.

Access Probe
One Access Channel transmission consisting of a preamble and a message. The transmission is
an integer number of frames in length and carries one Access Channel message.

Access Probe Sequence
A sequence of one or more access probes. The transmitted power escalates during an access
probe sequence from 2 prescribed minimum power until acknowledged by the base station, or until
a presribed maxixum power is reached. One or more repetitions of an access probe sequence
constitute an access attempt.

Acknowledgement
A link layer response by a moblle station or a base station confirming that a signaling message was
received correctly.

Aclion time .
The time at which an action implied by a signaling message should take place.

Active set ’
The sef of pilots associated with the CDMA Channels containing Forward Traffic Channels
assigned to a particutar mobile sfation.

Aging . ‘
A mechanism through which the mobile station maintains in its Neighbor Set the pilots that have
been recently sent to it from the base station and the pilots whose drop timers have recently
expired.

A-key ’ .
A concealed 64-bit pattern stored in the mobile station. It is used to generate and update the mobile
station's shared secret data, which is used for authentication. See also authentication and shared
secret data.

Analog Paging Channel
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A forward analog control channel that is used to page mobile stations and send orders,

Analog Voice Channel
A channel on which a voice conversation occurs and on which brief digital messages may be sent
from a base station to a mobile station or from a mobile station to a base station.

Application Layer
The application layer of the IS-95 air interface provides control of the cellular telephone system,
Signaling messages originate and terminate at the application layer. See also Layering, Physical
layer and Link layer.

Area Propatation Modei . ) _
A propagation model in which median transmission loss calculations are based on generalized

characteristics of the area surrounding the transmitter and receiver, as well as the intervening area.

Features such as locatl environment, terrain roughness, building density are used to modify a
median transmission foss equation in order to adopt it to the service area.

Authentication _
A procedure used by base stations o validate a mobile stalion identity at systern access and other
times, and by mobile stations to validate a base station identity when ordered to update the shared
secret data.

Autonomous Registration
A method of registration in which the mobile station registers without an explicit cammand from the
base station.

Base Station ‘
A fixed station used for communicating with mobile stations. Depending upon the context, the term
base station may refer to a cell, a sector within a cell, an MSC, or other part of the cellular system.
it is sometimes used loosely in the standards to mean any land side functionality. See also Mobilg

Switching anter.

BCH Code
See Bose-Chaudhuri-Hocguenghem Code.

BER
: See bit eiror rate.

Bose-Chaudhuri-Hocquenghem Code (BCH Code)
Alarge class of error-correcting cyclic codes. For any positive integers m, m > 3, and t <2, there
is a binary BCH code with a block length n equal to 2™ - 1 and n - k < mt parity check bits, where k
is the number of information bits. The BCH code has a minimum distance of at least 2{ + 1.

m-1

Bit Error Rate (BER) )
Numerically equal to the number of errored bits divided by the total aumber of bits. Care should be
taken when reporting or interpreting "bit error rate” in systems that use encapsulated data or
otherwise add overhead to the payload bits. It is normally not meaningful in the CDMA context
because whole frames are erased, or not, according to the result of the frama quality check. See
Frame Ermor Rate and Message Error Rate.

Blark and burst
The pre-emption of an entire Traffic Channel frame’s primary traffic by signaling traffic or secondary
traffic.

Blocking _
Failure of a telecommunication system to provide service in response to a call attempt, Blocking in
a CDMA system can be due to bard causes, such as lack of a necessary resource, or to soft
causes, such as excessive interference in an air interface.

bps
Bits per second.
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Calling rate
The number of originations per unit tme in a designated service area. See also Erang [oad.

Candidate set-
The set of pilots that have been received by the mobile station with sufficient strength to be
successfully demodulated, but have not been placed in the Active Set by the Base station. See also
Active Set, Neighbor Set, and Remaining Set.

CDMA
‘ See Code Division Multiple Access.

CDMA Channet ‘
The set of channels transmitled between the base station and the mobile stations within a given
CDMA frequency assignment. See also Forward CDMA Channel and Reverse CDMA Chanrnel.

CDMA Channel Number
An 11-bit number identifying the center of the COMA frequency assignment.

CDMA Frequency Assignment
A 1.23 MHz segment of spectrum centered at a discrete frequency identified by the COMA channel
number. The allowable channels are centered on one of the 30 kiHz channels of the AMPS system.

Cell
Loosely, one or more collocated base stations. They can service different angular sectors, different
frequencies, or both.

Cell Site
The physical Jocation of a cell's radio equipment and supporting systems. This term is also used to
refer to the equipment located at the cell site.

CELP ‘ ‘
See Code Excited Linear Prediction

Chip

Informal term used to refer to either a binary element of a spreading sequence, or to the time
interval that it occupies, or 1/1.2288 MHz = 813.8 ns, or, at the speed of light, a distance of cif =
{0.3 m/ns)1.2288 MHz = 244.1 meters.

Channel Coder
A device that adds redundancy lo digital data before transmission for the purpose of reducing the
gnd-to-end error rate, See also Convolutional Coder.

Channel Decoder
A device that performs error corection on coded data by exploiting the redundancy introduced by
the channel coder. See also Viterbi Decoder. :

Clone
A fraudulent subscriber station created by copying a MIN-ESN pair from a legitimate subscriber's
over-the-air transactions,

Code Channel
: One of the orthcgonal subchannels of a CDMA Forward COMA Channel. Code channel zero is the
pilot channel. Code channels 1 through 7 may be assigned 1o either Paging Channels or Traffic
Channels. Code channej 32 may be assigned to either the Sync Channel or to Traffic Channels.

Code Division Multiple Access
A technique for spread-spectrum mulliple access digital communication that creates channels
through the use of noise-like carier waves.

Code Excited Linear Prediction (CELP)
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A technigque of voice coding that makes use of linear prediction filters excited by a stimulus looked
up from a pre-stored table, based on its similarity to the residue from the LPC filter solution,

Code Symbol
A symbol from a finite aiphabet that is the output of an error-correcting-code encoder. Information
bits enter the encoder and code symbols leave the encoder. The alphabet may be binary, or may
have larger dimensionality.

Codec
A combination of encoder and decoder, frequently used in the context of speech codec, meaning
hoth components of the speech coding and decoding process, opsrating in full duplex mode.

Convolutional Cede :
An error-correcting code that is generated by finite-field division of the data sequence, regarded as
a polynomial over a finite field, by a generator polynomial. Such a division resembles a discrete
convelution. /

Coverage Area
A geographicat area in which a maobile will receive satisfactory signal-to-noise ratio {Ex/No} in both
forward and reverse links. Evaluatiod of coverage for a COMA system must take into account the
effects of soft handoff and multipath, as well as signal strength.

CRC
See Cyclic Redundancy Code.

Cyclic Redundancy Cede (CRC)
A class of linear error detecting codes that generate a parity check bits as the remainder of a
polynomial division of the data, regarded as a polynomial, by a generator polynomial. They are
often based on & BCH code, used only for its error detection capability.

Data Burst Randomization
The pseudo-random process that determines which power control groups are transmltted bya
mobile siation when its transmitted bit rate is less than full rate.

dBc ‘
The ratio, in dB, of the sideband power of a signal, measured in a given bandwidth at a given
frequency offset from the same signal, to the totat power of the signal. For a CDMA signal, the
signal power is measured in a 1.23 MHz bandwidth.

dBm
Power measured in dB relative to one milliwatt.

dBwW

Power measured in dB refative to one Watt.

Deinterleaving
The process of unpermuting the symbois that were permuted by an interleaver.

Dim-and-Burst

The process by which primary rate trafﬂc is forced to a lower-than-maximum rate and transmitted
together with signaling or secondary traffic in the same frame.

Distance-Based Registration

An autonomous registration method in which the mobile station registers whenever it enters a celi
whose distance from the celi in which the mobile station fast registered exceeds a given threshold.

Ducting
Guiding of electromagnetic radiation by refraction due to index gradient§ in the atmosphere.

Ep
The energy of an information bit. B, is measured in Joules, or equivalently in Watts per Hertz.
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Effective Antenna Elevation (Base Station)
The height of the radiation center of the base station antenna above the average elevation of the
ground midway between the base station and the mobile, Particular ranges of distance are invoked

by the Federal Communications Commission to define height above average terrain (HAAT) for
various services.

Effective Antenna Elevation (Mobile Station)
The height of the radiation center of the mobile station antenna above the ground.

Effective Isotropic Radiated Power {(EIRP)
The transmitted power multiplied by the antenna gain referenced to an ideal isotropic radiator.

EIRP is larger that ERP in the same direction by the gain of an ideal dipole relative to an isotropic
radiator, which is 2.1 dB.

Effective Radiated Power (ERP)
The transmitted power multiplied by the antenna gain referenced to 2 half-wave dipcle.

EIRP
See Effective Isotropic Radiated Power.

Electroric Serial Number {ESN})

A 32-bit number assigned by the mobile station equipment manufacturer, uniquely identifying the
mobile station equipment.

Encoder Tail Bits

Fixed value bits appended to a block of data in order to flush a convolutional encoder so that it is
left in @ known state. Leaving the encoder in a known state aids the decoding.

Erfang
A dimensionless unit of telephone traffic intensity. It is numerically equal to the calling rate times
the average holding time. it is named for the Norwegian telephone engineer who first popularized
the concept.
Erlang B )
Also calied Lost Calls Clearsd model. A mathematical mode! of telephone traffic blocking in which
blocked calls are not queued. The Erlang B blocking probability for N resources, calling intensity v
Erangs, is o
. v N
F o=
Z:_L‘."l:{k.:
=0
Cf. Erlang C Model and Poisson Blocking Model,
Erlang C
Also called Lost Cafls Delayed model. A mathematical model of telephone traffic blocking in which
blocked calls are queued. It is similar to the Poisson Blocking Model, with which it is sometimes
confused. The Efang C blocking probability for N resources, calling intensity y Erlangs, is
(Neéd to figure out Erlang C Formuta!)
ERF
See Effective Radiated Power.
ESN -
See Electronic Serial Number.
Fade Timer

A timar kept by the mobile station as a measure of Forward Traffic Channel continuity. If the fade
timer expires, the mobile station drops the call.
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FEC : :
See Forward Error Correction
FER
See Frame Eror Rate
Flash
An indication sent an a CDMA Traffic Channel rndncat:ng that the user directed the mobile station to
invoke speciat processing.
Flat Fading

Radio signat fading characteristic of a multipath environment where the delay spread is less than
the reciprocal bandwidth of the signal. Under these circumstances the fading is uniform across the
bandwidth of the signal, and thus is essentially just an amplitude changs. Also known as frequency-
independent fading. Cf. Frequency Selective Fading, Rayleigh Fading, Ricean Fading.

Foreign NID Roamer
A mobile station operating in the same system (SID) but a different network (NID) from the one in
witich service was subscribed. See also Foreign SID roamer.

Foreign SiB Roamer
A mobile station operating in a system (SID} other than the one in which service was subscribed.
See also Foreign NID roamer.

Forward COMA Channel
A CDMA Channel from a base station to mobile stations, The Forward CDMA Channel comprises
one or more code channels that are transmitted on a CDMA frequency assignment using a
particular pilot PN offset. The code channels are dssociated with the Pilot Channel, Sync¢ Channel,
Paging Charnels, and Traffic Channels. Thé Forward CDMA Channel always includes a Pilot
Channel and may include a Sync Channel, up to seven Paging Channels, and up to 63 Traffic
Channels. The fotal number of code channels, including the Pilot Channel, cannot exceed 64.

Forward Error Correction (FEC}
A techniquefori 1mprovmg performance of a dngltal cemmunication channel that applies an enor-
correcting code in the transmitter and performs comection in the receiver without feedback to the
transmitter. "Forward” here refers o the lack of feedback, not the transmission direction.

Forward Traffic Channel
A code channel used to transport service option (usually voice) and signaling traffic from the base
station to the mobile station.

Frame
A basic timing interval in a COMA system. For the Access Channel, Paging Channel, and Traffic
Channels, 2 frame is 20 ms in duration. For the Sync Channei a frame is 80/3 = 26.666 ms in
duration. .

Frame Category
A classification of a received Traffic Channe! frame based upon transmission data rate, the frame

contents {primary traffic, secondary traffic, or signaling traffic), and whether there are detected
errors in the frame.

Frame Erasure Rate
Ratio of erased frames to total frames. Care should be used to distinguish between frame erasure
rate and frame error rate. They are similar, but not identical. Erased frames usually are counted as

errured frames, but not all errored frames are erased, that is, some may be undetected by the
receiver.

Frame Error Rate (FER)

Ratio of errored frames to total frames. For purposes of this calculation, erased frames count as
errored. .
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Frame Offset
A time skewing of Traffic Channel frames from System Time in integer multiples of 1.25 ms. The
maximum frame ofiset is 18.75 ms.

Frame Quality Indicator
The CRC check applied to 9600 bps and 4800 bps Traffic Channel frames.

Frequency Selective Fading
Radio signal fading characteristic of a muitipath environment where the delay spread is greater
than the reciprocal bandwidth of the signal. Under these circumstances the fading is non-uniform
across the bandwidth of the signal. The multipath produces deep notches in the spectrum, and thus
strong distortion of the time-domain signal shape. Cf. Flat Fading, Ravieigh Fading, Ricean Fading.

Fresnel Radius
The radius r of the circle formed by the intersection of the first Fresnel zone w1th a plane
perpendicular fo the fine of sight between the txansmlttmg and receiving antennas. In meters it is
given by

r o= 548 , 4, d, nkmand fin MHz
7l +d3)

Fresnel Zone
1. The region in space between successive ellipsoids of revolution whose foci are the transmitting
and receiving antennas. The ellipscids are defined as the locus of points such that the sum of
distances to the transmitting and receiving antennas differs from the line-of-sight distance by an
interger number of half-wavelengths.

2. The area formed by the intersection of the regions of definition 1 with a plane perpendicular to
the fine of sight between the transmitting and receiving antennas.

CDMA Glossary G-M

Glebal Challenge Procedure
An exchange of information between a mobite station and a base station for the purpose of
authenticating the mobile station identity. The base station broadcasts a challenge and each mobile
station responds with its unique response when performing a system access. Cf. Unigue
Challenge-Response Procedure.

Global Positioning System (GPS) )
A US govemment satellite system that provides location and time information to users. See Navstar
GPS Space Segment f Navigation User Interfaces ICD-GPS-200 for specifications.

GPS
See Globai Positioning System.

Handoff

The act of transferring control of a mobile é.tation from one base station to another, See also Soft
Handoff, Hard Handoff.

Handover
Synonym for Handoff.

Hard Handoff
A handoff characterized by a temporary disconnection of the Traffic Channel. Hard handofis occur
when the mobile station is transferred between disjoint Active Sets, the CDMA frequency
assignment changes, the frame offset changes, or the mobile station is directed from a CDMA
Traffic Channel to an analog voice channel. Cf. Soft Handoff.

Hash Function
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A mathematical function used by the mobile station fo select one out of N available resources. The
hash function ensures statistically uniform use of the resources.

)

Height Above Average Terrain (height AAT)
See Effective antenna elevation.

HLR
See Home Location Register,

Home Location Register (HLR)
The database in a wireless communication network that contains registration and user profile
inforrmation for the system subscribers. .

Home Sysiem
The system which is transmitting a system tdentification (SJD) which is recognized by the mobile
station as its Home SID, normally the system in which service was subscribed (see System

-Identification).

Idle Handoff
The act of transferring reception of the Paging Channe! from one base station to another, when the
mobile station is in the Mobile Station Idle State.

Implicit Registration -
A registration achieved by a successful transmission of an origination or page response on the
. Access Channel,

iMSI
See International Mobile Subscriber Station Identily.

interleaving
The process of reordering code symbols for transmission, inter[eavmg decorrelates channel fading
between adjacent symbols as they enter the decoder, thereby improving the effectiveness of the
code.

International Mobile Subscriber Station ldentity (IMS1)
A methed of identifying stations in the land mobile service as specifed in [TU-T Recommendation

E.212.
KMz

Kilohertz (10° Hertz).

ksps .
Kilosymbols per second (1 0? symbols pet second).

~Layering .

A conceptual structuring of communication protocols. A layer Is defined in terms of its
communnication protocol to a peer tayer in anofher entity, and the services it provides to the next
higher layer in its own entity. .

Layer 1
See Physical layer.

Layer 2
See Link layer. -

Layer 3
See Application layer.

LFSR

See Linear Feedback Shift Register
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Linear FeedbackShift Register (LESR )
A logic circuit that produces pseudo-random binary sequences. They are used to produce the Short
Code and Long Code that are used for spreading and for other purposes in the CDMA system. See
the LESR page for more details.

Linear Predictive Coding
A low bit rate coding technique for analog signal sources, usually speech, that models the
production process by a filter whose parameters change slowly with time. Itis a componant of
CELP cocders. See Code Excited Linear Prediction.

Link Layer
The link layer of the 1S-95 air interface provides for the reliable transmission and reception of
signaling messages, including error detection, partial duplicate detection and loss. See also
Layering, Physical fayer, and Application layer.

Log Normal Distribution
The distribution of a random variable whose logarithm follows a normal distribution. A log-normal
distribution is characterized by two parameter: its median and its standard deviation. The logarithm
radix is often taken as 10, so that both the median and the standard deviaion are conveniently
measured in decibel values, m and s. The density function of such a log- no:ma! variable X is then:

\ 10 INtoglx)~m
B (%) = expy~ .l 5 r
-\-27r1n{20)a}x ] 2g
In the dB measure this is _ .
l (-
Telp) = — E:»’.p{ - =
i NEET o ZpT

where Y = 10 fog X.

Long Code
A maximal length sequence with period 2*-1. A unique phase of the long code identifies each

maobile station. It is used for data scrambling on the Forward COMA Channel, spreading on the
Reverse CDMA Channel, and other purposes. See also Maximal length sequence.

Long Code Mask
A 42-hit binary number that creates the unique long code phase. See also public long code, private
long code, public long code mask, and private long code mask.

LPC
See Linear Predictive Coding.

LSB .
Least significant bit.

Maximal Length Sequence {m-sequence)
A periodic binary sequence of period 2™-1, n a positive integer, with no mternal periodicities and
other curious mathematical properties {Golombl. A maximal length seguence can be generated by
either of two equivalent {inear feedback shift register configurations (see LFSR).

Mcps

Megachips per second (10° chips per second).
MER :

See Message Error Rate
Message

In 18-85, a data structure consisfing of a length field, message body {or payfoad), and CRC for
detection of errors.

Message Error Rate
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Ratio-of errored messages to total messages. This is a concept having limited value because an
errored message may be incomrectly fragmented or coalesced with a nerghborlng message by the
receiver, making the message counts incorrect.

MHz ‘
Megahertz (10° Hertz).

MIN
See Mobile Identification Number.

Mobile Assisted Handoff (MAHO)
A means of initiating handoff based on signal quality measurements performed by the mobile
station and reported to the base station.

Mobile [dentification Number (MIN)
The 34-bit number that is a digital representation of the 10-digit directory number assigned to a
mobile station.

Mobile Station
A subscriber station in the Domestic Public Cellular Radio Telecommunications Service, normally
intended to be used while in motion or during halts at unspecified points. The calegory my include
both true mobile stations, handheld portable stations, fixed stations, and other devices.

Mobile Station Class _
A code that defines mobile station maximum transmitter power, slotted operation capability, and
dual-mode COMAJ/AMPS capability.

Mobile Station Identification Number {(MSIN)
A part of the £.212 IMS] identifying the mobile station within its home network. See ITU-T
Recommendation E.212.

Mobile Switching Center (MSC)
A configuration of equipment designed to provide interconnection services among wirgless
subscriber stations, and between wireless subscriber stations and the public switched telephone
network via one or more base stations under its control.

Mobile Telephone Switching Office (MTSO)
An out-of-fashion synonym for Mobile Switching Center.

Modulation Symbol
A symbol from a discrete alphabet that identifies a unit of modulation. In the Forward CDMA
Channel, the modulation symbols are binary, each one representing one interleaved binary symbol
from the rate 1/2 convolutional encoder. In the Reverse CDMA Channel the modulation symbols
are six-bit entities comprised of interleaved bits from the rate 1/3 encoder; the six bits select one of
the 64-Walsh functions for transmission.

MOS Mean Opinion Score
The result of a subjective voice quality test, often used to compare speech codec algorithms, where
listeners associate a one to five quality score to speech samples. The arithmetic mean for a large
number of samples is the resulting MOS number. Care must be used when comparing MOS scores
taken in different tests, as the results for any particular cohort depend very much on the mix of
algorithms under test.

ms .

Millisecond (107 second).
MSB

Most significant bit.
MSC

See Mobile Switching Center
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MSIN
See Mobile Station Identification Number.

MTSO
See Mobile Telephone Switching Office.

Multiplex Option :
One of the alternative designs of the muitiplex sublayer. Multiplex options permit tailoring such
characteristics as the data rate set, frame structure, frame pariitioning rules, and rate decision rules
for special applications.

Multiplex Sublayer

One of the conceptual layers of the system that multiplexes and demultiplexes primary traffic,
secondary traffic, and signaling. The muitiplex sublayer resides between the physical layer and the
link layer in the conceptual protocol stack,

CDMA Glossary N-S

NAM .
See Number assignment module.

Neighbor Set _ :
‘The set of pilots associated with the CDMA Channels that are probable candidates for handoff.
Normally the Neighbor Set consists of the pilots associated with CDMA Channels that cover
geographical areas near the mobile station. See also Active Set, Candicate Set, and Remaining
Set.

Network

A network is a logical subset of the base staticns in a cellular sysiem, as identified by a SiD. The
network is identified by a unique (SID, NID) pair. A network can be as small or as large as needed,
but must be totally contained within a single system.

Non-Autonomous Registration
A registration method in which the base station initiates registration. See also Autonomous
Registration.

Non-Slotted Mode
An operation mode of the mobile station in which the mobile station continuously monitors the
Paging Channel.

ns
Nanosecond (10°° secend).

Null Traffic Channel Data
One or more frames of 16 '1's followed bu eight '0's sent at the 1200 bps rate. Null traffic channel
data is sent when no service option is active and no signaling message is being sent. Null traffic
channel data serves to maintain the connectivity between the mobile station and the base staticn.

Number Assignment Module
' A set of MiN-related parameters stored in the mobile station. The NAM encapsulate the mobiie
station's network identity. Multiple NAMs are sometimes provided in a mobile stations so that, for
example, the mobile can have local identities in adjoining service areas. Use of the NAM is not
specified in 1S-95, beyond identifying those semi-permanent station numeric indicators that should
be stored in it [1S-95, Appendix F}.

OoLC
See Overicad class.
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Ordered Registration
A registration method in which the base station orders the mobile station to send registration
related parameters.

Overhead Message
A message sent by the base station on the Paging Channel to communicate base-station-specific
and system-wide information to mobile stations.

QOverload Class (OLC)
' The means used to control system access by mobile stations, typically in emergency or other
overloaded conditions. Mobile stations are assigned one (or more} of sixteen overload classes.
Access to the CDMA system can then be controlled on & per class basis by persistence values
transmitted by the base station.

Overload Control
A means to restrict reverse analog control channel accesses by mobile stations. Mobile stations are
assigned one (or more) of sixteen control levels. Access is selectively restricted by a base staz:on
setting one or more OLC bits in the Overload Controf Global Action Message.

Paging ‘
The act of seeking a mobile station in order to detiver an incoming call,

Paging Channel
A forward communication channet used by a hase station to communication to a mobile station
when it is not assigned to a traffic channel.

Parameter-Change Registration
A registration method in which the mobile station registers when certam of its stored parameters
change.

Parity Check Bits
Bits added to a sequence of information bits to provide error detection, correction, or both.

Persistence
A probability measure used by the mobile station to determine i it should transmit in 2 given
Access Channel Slot.

Physical Layer
The part of the communication protoco!l between the mobile station and thebase station that is
responsible for the transmission and reception of data. The physical layer in the transmitting station
is presented a frame by the multiplex sublayer and transforms it into an aver-the-air waveform. The
physical layer in the receiving station transforms the waveform back into a frame and presents at to
the multiplex sublayer abave it

Pilot Channel
An unmodulated, direct-sequence spread spectrum signal transmitted continuously by each COMA
base station. The Pilot Channel allows a mobile station to acquire the timing of the Forward COMA
Channel, provides a phase reference for coherent demodulation, and provides a means for signal
strength comparisons hetween base stations for determining when to handoff.

Pilot PN Sequence
A pair of modified maxima! length PN sequences with period 2'® used to spread the Forward CDMA
Channe! and the Reverse CDMA Channel. Different base stations are identified by different pilot
PN sequence ofisets.

Pilot PN Sequence Ofiset Index
The PN offset in units of 64 PN chips of a pilot, relative to the zero offset pilot PN sequence.

Filot Strength
The ratio of received pilot energy to overall received energy. See alsc EJl.
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PN Sequence.
Pseudonoise sequence. A periodic binary sequence approximating, in some sense, a Bermoulli
{coin tossing} process with equiprobable outcomes.

Point to Point Propagation Model
A propagation model in which median transmlss:on loss calculations are based on specific
characteristics and terrain profile of the path along the great circle between the transmitter and
receiver.

Poisson Blocking Mode!
Alsa called Lost Calfs Held or Mofina model. A mathematical model of telephone traffic blocking in
which blocked calls persist for their normal holding time, even though unserviced. It is similar to the
Erang C blocking model, with which it is sometimes confused. The Poisson blocking probability for
N resources, callinsity y Erdangs, is

Pt Yytin

k= 3741

Power Control Bit '
A bit sent in every 1.25 ms interval on the Forward Traffic Channel to signal the mobile station to
increase or decrease its transmit power.

Power Contral Group
A 1.25 ms interval on the Forward Traffic Channel and the Reverse Traffic Channel. See also
Power Control Bit.

Power-Down Registration
An autonomous registration method in which the mobile station registers on power-down.

Power-Up Ragistration
An autonomous registration method in which the mobile station registers on power-up.

Privacy -
Protection of traffic by means of encryption or other means specifically applied for that purpose.

Propagation Loss
The total reduction in radiant power density between the transmitiing antenna and the receiving
antenna. Propagation loss includes both spreading {free-space difiraction) loss and attenuation
loss. For non-line of sight situations it also includes diffraction loss around obstacles. It does not
include antenna gain or feeder loss. Scmetimes called isofropic propagation loss.

Rayleigh Distribution
The single-parameter probability distribution given by

A - 1 { |

1;
|

or the equivalent density

1
Nn dmtien

r f b
Palr) = ———e::p{ —
20 20
Rayleigh Fading
The deep fading process characteristic of narrowband radio signals in a severe multipath
propagation environment. The probability distribution of complex amplituda tends toward a

bandlimited Gaussian, which has a Rayleigh distribution of amplitude. Cf. Flat Fading, Freguency
Seledtive Fading, Ricean Fading.

Receive Objective Loudness Rating (ROLR)
A perceptually weighted transducer gain of telephone receivers relating electrical excitation from a
reference generator to sound pressure at the earphone. The receive objective loudness rating is
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nomally spe'ciﬁed in dB relative to one Pascal per millivolt. See [EEE Standard 269-1992, IEEE
Standard 661-1978, [TU-T Recommendations P.76 and P.79.

Registration
The process by which a mobile station makes its presence known to a base station to facilitate call
delivery.

Registration Zone
A collection of ene or more base stations treated as a urit when determining whether a mobile
station should perform zone-based registration.

Release
A pracess that the mobile station and base station use fo inform each other of call disconnect.

Reverse CDMA Channel
The CDMA Channel from the mobile stahon 1o the base station. From the base station’s
perspective, the Reverse CDMA Channel is the sum of all mobile station transmissions on a CDMA
frequency assignment.

Reverse Traffic Channel
A Reverse CDMA Channel used to transport user and signaling traffic from a smgie mebile station
to one or more base stations.

Rice {or Ric:an) Distribution
The probability distribution of the amplitude of a signal composed of a steady component plus
independent [[D quadrature Gaussian processes. It is applicable when a signal arrives at a receiver
by both a line of sight path and by mulliple indirect paths. This two- parameter distribution can be

represented as 7
R 7 (r +a) . &
peli) = ;:;;Ei"il-" = Ha|=¥

L2 -

where Ig'is the modified Bessel function of the first kind and order zero and a is the amplitude of the
. steady component. Note that this reduces to a2 Rayleigh distribution for & = 0.

Rician Fading
The fading process characteristic of radic signals when there is a strong line-of-sight signal path
and multple non-direct signal paths. The probability distribution of complex amplitude tends toward
a bandlimited Gaussian with a nonzero mean, which has a Rictan distribution of amplitude. Cf.
Rayleign Fading, Flat Fading, Frequepcy Selective Fading.

Roamer
A mobile station that is operating in a cellular system other than its home system.

ROLR
See Receive Objective L oudness Rating.

Sector v

Normally one angular segment of the coverage area of a cell, served by one base station. Also
usad to denote any non-traditional partitioning of the sewtce area, such one strand of a cabie-
based delivery system.

Service Option
A specific type of user traffic supported by a cellular system. The major service options are speech
codecs, facsimile, and various types of data. Service options may be negotiated between base and
mobile stations during call setup.

Serving MSC

The MSC which currently has the maobile station obtaining service at one of its cell sites within its
coverage area.
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Shared Secret Data{85SD) ‘
A bit pattemn stored in the mokile station and known by the base station. SSD is used to support the
authentication procedures and voice privacy. Shared Secret Data is maintained during power off,

Signal-to-Noise Ratio (SNR)
The dimensionless ratio Ex/(Ng+lo), or energy per bit divided by the nolse- plus—mterference power
spectral density. It is usually stated in dB.

Signaling
The information exchanged between the mobile station and the network, or within the network, for
the purposes of service provision (e.g., connection establishment).

Slot Cycle
A pericdic interval at which a mobile siation operaimg in the slotted mode monitors the Paging
Channel.

Slotted Mode
An operation mode of the mobile station in which the mobile station monitors only seiected time
siots on the Paging Channel when in the Mobile Station idle State. The primary purpose of slotted
~mode is power conservation.

SNR .
See Signal o Noise Ratio.

Soft Handoff ‘
A handoff occurming while the mobile station is in the Mobile Station Control on the Traffic Channel
State. This handoff is characterized by commencing communications with a new base station on
the same CDMA frequency assignment before terminating communications with the old base
station. Cf. Hard Handoff.

Symbol

See Code Symbol.

System [dentification (S1D)
A number uniquely identifying a celtular system

CDMA Glossary T-Z

Timer-Based Registration
A registration method in which the mobile station registers whenever a counter reaches a
predetermined value. The counter is incremented an average of once per 80 ms period.

Time Reference
A reference esiablished by the mebile stafion that is synchronous with the earliest arriving multipath
compenent used for demodulation.

TOLR
See Transmit Objective Loudness Rating.

Traffic Channel
A communication path between a mobile station and a base station used for user and signating
traffic. The term Traffic Channel impiies a Forward Traffic Channel and Reverse Traffic Channel
pair. See also Forward Traffic Channel and Reverse Traffic Channel.

Transmit Objective Loudness Rating (TOLR)

A perceptually weighted transducer gain of telephone transmitters relating sound pressure at the
microphone to voltage at a reference electrical termination. It is normally specified in dB relative to
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one millivoit per Pascal. See IEEE Standard 269-1992, IEEE Standard 661-1979, ITU-T .
Recommendations P.76 and P.79.

Transcoder
A device that transforms s:gnals from one type of digital representation to another.

Unique Chaltenge-Response Procedure
An exchange of information between a mobile station and a base station for the purpose of
authenticating the mobile station identity. The procedure is initiated by the base station and is
characterized by the use of a challenge-specific random number. Cf. Glebal Challenge Procedure.

Visited System
The cellular system that is providing service to a roaming mobile station.

Visitor Location Register (VLR)
The database used by a visited system to maintain information about recently-served roaming
subscribers.

Voice Privacy )
The process by which user voice transmitted over a traffic channel is afforded a modest degree of
cryptegraphic protectlon against air-interface eavesdropping.

Walsh Function, or Walsh Code
One of a set of orthogonal waveforms, based on the Walsh-Hadamard matrices. Walsh functions
are used for two purposes in CDMA, In the forward iink they are used as orthogonai cover to create
independent transmission channels. In the reverse link they are use as orthogonal modulation.

Zone-Based Registration
An autonomous registration method in which the mobile station registers whenever it enters a zone
that is not in the mobile station's zone fist.
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b7C
(Propose
Standard Operating Procedure (SOP) for Case Squads requesting
Cell Phone Tracking assistance during
"Exigent Circumstances"
Definition: Exigent Circumstances - An emergency exists that involves the immediate
danger of death or serious physical injury to a person. Our threshold for utilizing the below
procedure is that the situation demands immediate action to prevent death or serious bodily
injury.
b7E
Step 1. | J
Step 2/ I
b7E
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Step 3.|

Step 4.r

(ELL/0TD G0z618

b7E

b&
b7cC
b7E

b3
k7E



L7E

b7E

Step 5. |
be&
BIc
b7E
Step 6.
b7E
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Step 7.
b7E
Step 8. |
b7E
Step 9.
Step 10.] l
b7E

‘Step 11. |

#** Recommendations: Any case squad that foresees the use of Cell Tracking should:

a. Be familiar with the sample Pen Register/2703(d) Orders.

b. Pro-actively meet with their perspective AUSA’s and discuss the specifics of the
Order. bIE

c. Ensure squad members are familiar with the use of thd en Registers.
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Revision: 1

GSM Cell Phone Tracking For Dummies

~ Prior to tracking, answer the following questions:

l/ZGIZOOf

Lt e

~ 0 0 N &

STEP 1

STEP 2

STEP 3
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b3
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b7E
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STEP 4

STE?P 5

STEP 6

STEP 7
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STEP 8

STEP 9
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b7E

b2

bIE

b3
L7E




Important Reminders:

1.
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Revision: 10/26/2005 be
b7C

CDMA Cell Phone Tracking For Dummies

2
CDMA TECHNOLOGY IS RESPONSIBLE FOR APPROXIMATELY 50% OF THE CELL }gg’E
PHONE BUSINESS IN THIS COUNTRY. THIS APPLIES PRIMARILY TO SPRINT, VERIZON
_ VIRGIN (PREPAID PHONE) AND A FEW OF THE SMALLER CELL PHONE COMPANIES
Prior to tracking, answer the following questions:
1.
2.
3.
4,
5.
b3
6. b7E
7.
8.
9. A X
STEP 1
b3
b7E
STEP 2
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STEP 3

STEP 4

STEPS

STEP 6

STEP 7
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STEP 8

STEP 9
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STEP 10

STEP 11

STEP 12

STEP 13
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Important Reminders

1.

10
11
12
13

ADDED INFORMATION:

TRLATY JeED

b3
b7E

b3
b7E

o]
2o
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From our technology matrix, Sprint and Verizon use CDMA in
addition to many smaller regional operators

®
NATIONWIDE -
TECH __ SERVICE PROVIDERS £
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TDMA/ * cingular:
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L7E

From our technology matrix, Cingular and T Mobile use GSM

technology. In addition, majority of non- U.S. carriers operate
with GSM technologies

NATIONWIDE
TECH SERVICE PROVIDERS
CDMA =2=Sprint, N
TDMA/ X cingular g
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CELLULAR
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The Feds know where you
are right now'

n 2006 carrying a cell phone is as common as carrying your §
1D. When cell phoacs were first introduced to the consumer

murker in 1983, the only people you would see carrying one
were proftssionals like doctors and lawyers and of vourse your veen-
sional drug dealer- this was hack when cell phones were as hig as \
beicks, At thic time these peopie were the only anes wha could aftard the

$3,995 to buy the phonc and the incvitable $1000 cell bill. Today cell
phones themgelves are cheap and the bills are even cheaper and with the
advent ol prapaid coll phones vou don’t even need good eredit anymare.

Why hava cell phones bacomo 40 tably BGcaaaible in ow sotiaty? 15 i eitort to gnhance tha sarvic.
it really ab Aboul corporate compotition beinging dawn the prices ol | es of 911, which requiren all
cal phona plara, that are making cell pronnt 5o cenvoriert and oaey | colliar cariorz 10 bo tbie 1o N
for evpryone 1o get thair hands on'? I you betiove in tho idea of | pinpoint n 911 caller's focatian

Congpiracy Theory Lhen you are more likely 12

bbhu.vu |ha‘l coll phones have besn mnde more Y@ur ceu Ph@ne can

madily avalable % ANYONE bocnuse it benafite

hg brather be used to tﬁ‘acﬂi V@u

Mot Americans carty coll phonss. bul many
may not kngw tha! governmont agontios can even Wheﬂ it is @EIP!
tack a porsong movements trough 1he signas
Ihat amanale lrom heir caff phone,

Boginming in Ocinber nl 2001, tha Federal Sommunications .' 1o within 50 kv 300 ms tees. of thei-location
Commiagion requited celiular csniord 10 make coll phenes Giebol ¢ Collular oporalors ko Verzon Wirakeas
Positioning Syatam® (GPS) enabled, (GPS- A system o salsifles, | and Cingular Wicaless know, within about 300
COMaUErs, AOG raGANSrs (Al is obka to dojermine the lnfitude and | yards, fho location of (hait subacribare whon-
tonghuds ot o randivur o Earth by elzulming 1he fime dillorenca for | ovor o phooe is temed o Evanl Ihe phons it
aignata from dillcrent Batallitze 1o rosoh the racsiver, Bagically some o nol in use i iz commuicaling with ceft phone
2hit that irach exnctly whore you e on oAk This was dona in o Tawer Stan, And It witglesa providor kodps. track

T ARRpERE LU o hutapmmgy o § GRledesh ) T 2% LR
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racking a Cellphone

that thay lum aver localion informaticn when prasamisd :
with a court grder to do g0,

sl lo hnding suspacts, comoborating thaic where:
obauts with witnasg accouns. or helping build a case
fof o wiratap on tha phora.

Tre govemmenl haa routinely used records of cell-
phone talle and caller locationa to show where a
B auapect was at & particulor time, with pooass 1o
thoss reeceds phiainable undar & lowet lagal atare
durd, (Wirsieus spertors keap callphona loca-
tion records foevinying kngths of tiroe, from sew
sl monaths lo yoars)

Bul it in uniear Mow ohan proastulon howe
anked courts for Ine iyt Lo obtain gelkacking
dala a0 A guapect is moving. And Lha govarn-
ment i rot required to report publicly when it
makes auGh raguasts,

Logal expera 3ay thal such iva Iracking
nas lended o happan in dugrtnaificking
cases, o 4 2003 Oho cass, for oxample,
i foderst drug pgents usod cefl Hocking data
to ormat and convic! twa mnn on drug
chargea.

In reeant monthe thera have bean four
roguosin lrom the US, Depanmant of
Juslice to track psopls through their
cell phosas with nol showing proboblo
cauze” {Probable  Cause~
Regronable grounds for bolisl thal an

accused porson may ba ubjoct lo

of tha phona’a posilion a2 il Irpals, Tha opuralons Bave sakd ‘

Arrext o bn innsance of f wimant)

©f the four such hiclions made, judgea in
Mew Yark Tsxas and Murvland demied tha
Depariment ol Justice's wquosts, staling
that the governmonl tacked  stotutgrig!

Cellghones act fike low-power radio lansmitters. By using mulliple coll authoriy 10 ek coll phana lacation withaur
towers 10 measure a signal lransmitied by the phone. providers can  wrcunl,
~deléiming Ihe lucation of that phong with an aceuacy ol abaul 300 yards.

In the Nuw York and Jaxas cosce, Iha
eourls wppravad FBE raquents lor nthar
information kom the wirglens Chrsioe,
including fogs of rumbierm o eall phona user
ealled and recnvad ealle from. Court ordem
ior thot inlarmalion requirg taw enlorcement
agoncian 1o ahow only thut the informatisn
in ralavint 1o an ongowng investigation.

Byt ihe FBI alza 2a0ght cellaita locations,
which the courts anid amontad 1o tha atvil-
ity 1o monltor £ambonc's mownmanta. Tha
dgos ruled thal such information recuires
lrw antorzement to show “probablie cause”
thot a erime has boan or & boing commillad,

But mosl racenlly, on Doc. 20, 2005 a
Jouth judge, in Mow Yark, ruled i the gov-
ernment'a tavor, finding 1hat the L'SA Palriot
Act and lodoml witstupping lewea allow
police ta Imck call phoon sigrals withour showing protabll fouse,

What does this alt menn o you? The botiom ling is this. Tha lech-

" nology in your call phona makes it possibls for the gavemment to
; track your wheroabouls in rasl Fimo. 1f thoy baww the ochnalogy i

would be in your besl Intorost 1o aseurnuy that thoy are using. Whethar
e jugal ahd conclitulional ia of no consequancer de you raally hava
tha money or lime 1o test it. Not only do you need (o watch what you
say on tho Cull phone you need 1o Be mindiul of where you |ake il
You'vs boan warnad.

e, e nfen L ks 33 DRI BAEA L 1E
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