
U.S. Department of Justice

Federal Bureau of Investigation
Washington, D. C. 20535

December 7, 2012

MR. ALAN BUTLER
ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200
1718 CONNECTICUT AVENUE, NW
WASHINGTON, DC 20009

Subject: STINGRAY/CELL SITE SIMULATOR DEVICES

FOIPA No. 1182490- 000

Dear Mr. Butler:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts
(FOIPA), Title 5, United States Code, Sections 552/552a. Deletions have been made to protect information which is
exempt from disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a
deleted page information sheet was inserted in the file to indicate where pages were withheld entirely. The
exemptions used to withhold information are marked below and explained on the enclosed Explanation of
Exemptions:
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1132 pagels) were reviewed and 62 pagels) are being released,

C Document(s) were located which originated with, or contained information concerning other Government
agency(ies) [OGA]. This information has been:

C referred to the OGA for review and direct response to you.
C referred to the OGA for consultation. The FBI wiil correspond with you regarding this information

when the consultation is finished.



C In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) [5 U.S.C. § 552
(b)(7)(E)], this response neither confirms nor denies the existence of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This
response is limited to those records that are subject to the requirements of the FOIA. This is a standard

. notification that is given to all our requesters and should not be taken as an indication that excluded records
do, or do not, exist.

0 yOU have the right to appeal any denials in this release. Appeals should be directed in writing to the Director, Office
of Information Policy (OIP), U.S. Department of Justice,1425 New York Ave., NW, Suite 11050, Washington, D.C.
20530-0001, or you may submit an appeal through OIP's eFOIA portal at http://www.justice.gov/oio/efoia-portal.html.
Your appeal must be received by OIP within sixty (60) days from thE> date of this letter in order to be considered timely.
The envelope and the letter should be clearly marked "Freedom of Information Appeal." Please cite the FOIPA
Request Number assigned to your request so that it may be easily identified.

C The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

R' See additional information which follows.

Sincerely,

David M. Hardy
Section Chief
Recordllnformation Dissemination Section
Records Management Division

This represents the third interim release of information responsive to your Freedom of Information Act (FOIA) request.

EncloSure(s)



EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(b)(l) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest ofnational defense or foreign policy
and (B) are in fact properly classified to such Executive order;

(b)(2) related solely to the internal personnel rules and practices ofan agency;

(b)(3) specifically exempted from disclosure by statute (other than section 552b ofthis title), provided that such statute(A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types ofmatters to be withheld;

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential;

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could be reasonably be expected to interferewith enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, (C) could be reasonably expected to constitute an unwarranted invasion of personal privacy, (D) could
reasonably be expected to disclose the identity of confidential source. including a State, local, or foreign agency or authority or any private
institution which furnished information on a con,fidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

(b)(9) geological and geophysical information and data, including maps, concerning wells.

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a

(d)(5) information compiled in reasonable anticipation ofa civil action proceeding;

0)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

(k)(l) information which is currently and properly classified pursuant to an Executive order in the interest ofthe national defense or foreign policy,
for example, information involving intelligence sources Or methods;

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be held
in confidence;

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority ofTitle 18, United States Code, Section 3056;

(k)(4) required by statute to be maintained and used solely as statistical records;

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity ofthe person who furnished information pursuant to a
promise that his/her identity would be held in confidence;

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Govemmentservice he
release of which would compromise the testing or examination process;

(k)(7) material used to determine potential for promotion in the armed'services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBIIDOJ



FEDERAL BUREAU OF INVESTIGATION
FOIPA .

DELETED PAGE INFORMATION SHEET

Serial Description - Unrecorded Serial

Total Deleted Pagels) - 389
Page 2 - b3, b4, b7E
Page 3 - b3, b4, b7E
Page 4 - b3, b4, b7E
Page 5 - b3, b4, b7E
Page 6 - b3, b4, b7E
Page 7 - b3, b4, b7E
Page 8 - b3, b4, b7E
Page 9 - b3, b4, b7E
Page 10 - b3,b4, b7E
Page 11 - b3, b4, b7E
Page 12 - b3, b4, b7E
Page 13 - b3, b4, b7E
Page 14 - b3, b4, b7E
Page 15 - b3, b4, b7E
Page 16 - b3, b4, b7E
Page 17 - b3, b4, b7E
Page 18 - b3, b4, b7E
Page 19 - b3, b4, b7E
Page 20 - b3, b4, b7E
Page 21 - b3, b4, b7E
Page 22 - b3, b4, b7E
Page 23 ... b3, b4, b7E
Page 24 - b3, b4, b7E
Page 25 - b3, b4, b7E
Page 26 - b3, b4, b7E
Page 27 - b3, b4, b7E
Page 28 - b3, b4, b7E
Page 29 - b3, b4, b7E
Page 30 - b3, b4, b7E
Page 31- b3, b4, b7E
Page 32 - b3, b4, b7E
Page 33 - b3, b4, b7E
Page 34 - b3, b4, b7E
Page 35 - b3, b4, b7E
Page 36 - b3, b4, b7E
Page 37 - b3, b4, b7E
Page 38 - b3, b4, b7E
Page 39 - b3, b4, b7E
Page 40 - b3, b4, b7E
Page 41 - b3, b4, b7E
Page 42 - b3, b4, b7E
Page 43 - b3, b4, b7E
Page 44 - b3, b4, b7E
Page 45 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No Du.p.lication 'Fee X
X for this Page X
XXXXXXXXXXxXXXXXXXXXXXXXX



Page 46 - b3, b4, b7E
Page 47 - b3, b4, b7E
Page 48 - b3, b4, b7E
Page 49 - b3, b4, b7E
Page 50 - b3, b4, b7E
Page 51 - b3, b4, b7E
Page 52 - b3, b4, b7E
Page 53 - b3, b4, b7E
Page 54 - b3, b4, b7E
Page 55 - b3, b4, b7E
Page 56 - b3, b4, b7E
Page 57 - b3, b4, b7E
Page 58 - b3, b4, b7E
Page 59 - b3, b4, b7E
Page 60 - b3, b4, b7E
Page 61 - b3, b4, b7E
Page 62 - b3, b4, b7E
Page 63 - b3, b4, b7E
Page 64 - b3, b4, b7E
Page 65 - b3, b4, b7E
Page 66 - b3, b4, b7E
Page 67 - b3, b4, b7E
Page 68 - b3, b4, b7E
Page 69 - b3, b4, b7E
Page 70 - b3, b4, b7E
Page 71 - b3, b4, b7E
Page 72 - b3, b4, b7E
Page 73 - b3, b4, b7E
Page 74 - b3, b4, b7E
Page 75 - b3, b4, b7E
Page 76 - b3, b4, b7E
Page 77 - b3, b4, b7E
Page 78 - b3, b4, b7E
Page 79 - b3, b4, b7E
Page 80 - b3, b4, b7E
Page 81 - b3, b4, b7E
Page 82 - b3, b4, b7E
Page 83 - b3, b4, b7E
Page 84 - b3, b4, b7E
Page 85 - b3, b4, b7E
Page 86 - b3, b4, b7E
Page 87 - b3, b4, b7E
Page 88 - b3, b4, b7E
Page 89 - b3, b4, b7E

XXX~XXXXXXXXXJQ<XXXXXXX
X Deleted Pagels) X
X No Duplication 'Fee X
X for this Pa e X



Page 90 - b~, b4, b7E
Page 91 - b3, b4, b7E
Page 92 - b3, b4, b7E
Page 93 - b3, b4, b7E
Page 94 - b3, b4, b7E
Page 95 - b3, b4, b7E
Page 96 - b3, b4, b7E
Page 97 - b3, b4, b7E
Page 98 - b3, b4, b7E
Page 99 - b3, b4, b7E
Page 100 - b3, b4, b7E
Page 101 - b3, b4, b7E
Page 102 - b3, b4, b7E
Page 103 - b3, b4, b7E
Page 104 - b3, b4, b7E
Page 105 - b3, b4, b7E
Page 106 - b3, b4, b7E
Page 107 - b3, b4, b7E
Page 108 - b3, b4, b7E
Page 109 - b3, b4, b7E
Page 110 - b3, b4, b7E
Page 111 - b3, b4, b7E
Page 112 - b3, b4, b7E
Page 113 - b3, b4, b7E
Page 114 - b3, b4, b7E
Page 115 - b3, b4, b7E
Page 116 - b3, b4, b7E
Page 117 - b3, b4, b7E
Page 118 - b3, b4, b7E
Page 119 - b3, b4, b7E
Page 120 - b3, b4, b7E
Page 121 - b3, b4, b7E
Page 122 - b3, b4, b7E
Page 123 - b3, b4, b7E
Page 124 - b3, b4, b7E
Page 125 - b3, b4, b7E
Page 126 - b3, b4, b7E
Page 127 - b3, b4, b7E
Page 128 - b3, b4, b7E
Page 129 - b3, b4, b7E
Page 130 - b3, b4, b7E
Page 131 - b3, b4, b7E
Page 132 - b3, b4, b7E
Page 133 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No Duplication Fee X
~x~tliiS Pa e X



Page 134 - b3, b4, b7E
Page 135 - b3, b4, b7E
Page 136 - b3, b4, b7E
Page 137 - b3, b4, b7E
Page 138 - b3, b4, b7E
Page 139 - b3, b4, b7E
Page 140 - b3, b4, b7E
Page 141 - b3, b4, b7E
Page 142 - b3, b4, b7E
Page 143 - b3, b4, b7E
Page 144 - b3, b4, b7E
Page 145 - b3, b4, b7E
Page 146 - b3, b4, b7E
Page 147 - b3, b4, b7E
Page 148 - b3, b4, b7E
Page 149 - b3, b4, b7E
Page 150 - b3, b4, b7E
Page 151 - b3, b4, b7E
Page 152 - b3, b4, b7E
Page 153 - b3, b4, b7E
Page 154 - b3, b4, b7E
Page 155 - b3, b4, b7E
Page 156 - b3, b4, b7E
Page 157 - b3, b4, b7E
Page 158 - b3, b4, b7E
Page 159 - b3, b4, b7E
Page 160 - b3, b4, b7E
Page 161 - b3, b4, b7E
Page 162 - b3, b4, b7E
Page 1~3 - b3, b4, b7E
Page 164 - b3, b4, b7E
Page 165 - b3, b4, b7E
Page 166 - b3, b4, b7E
Page 167 - b3, b4, b7E
Page 168 - b3, b4, b7E
Page 169 - b3, b4, b7E
Page 170 - b3, b4, b7E
Page 171 - b3, b4, b7E
Page 172 - b3, b4, b7E
Page 173 - b3, b4, b7E
Page 174 - b3, b4, b7E
Page 175 - b3, b4, b7E
Page 176 - b3, b4, b7E
Page 177 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No Dup,lication 'Fee X
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Page 178 - b3, b4, b7E
Page 179 - b3, b4, b7E
Page 180 - b3, b4, b7E
Page 181 - b3, b4, b7E
Page 182 - b3, b4, b7E
Page 183 - b3, b4, b7E
Page 184 - b3, b4, b7E
Page 185 - b3, b4, b7E
Page 186 - b3, b4, b7E
Page 187 - b3, b4, b7E
Page 188 - b3, b4, b7E
Page 189 - b3, b4, b7E
Page 190 - b3, b4, b7E
Page 191 - b3, b4, b7E
Page 192 - b3, b4, b7E
Page 193 - b3, b4, b7E
Page 194 - b3, b4, b7E
Page 195 - b3, b4, b7E
Page 196 - b3, b4, b7E
Page 197 - b3, b4, b7E
Page 198 - b3, b4, b7E
Page 199 - b3, b4, b7E
Page 200- b3, b4, b7E
Page 201 - b3, b4, b7E
Page 202 - b3, b4, b7E
Page 203 - b3, b4, b7E
Page 204 - b3, b4, b7E
Page 205 - b3, b4.• b7E
Page 206 - b3, b4, b7E
Page 207 - b3, b4, b7E
Page 208 - b3, b4, b7E
Page 209 - b3, b4, b7E
Page 210 - b3, b4, b7E
Page 211 - b3, b4, b7E
Page 212 - b3, b4, b7E
Page 213 - b3, b4, b7E
Page 214 - b3, b4, b7E
Page 215 - b3, b4, b7E
Page 216 - b3, b4, b7E
Page 217 - b3, b4, b7E
Page 218 - b3, b4, b7E
Page 219 - b3, b4, b7E
Page 220 - b3, b4, b7E
Page 221 - b3, b4, b7E

XXXXXXXXXXXXXXXXXXXXXXXX
X Deleted Pagels) X
X No DU~lication Fee X
YHM~



Page 222 - b3, b4, b7E
Page 223 - b3, b4, b7E
Page 224 - b3, b4, b7E
Page 225 - b3, b4, b7E
Page 226 - b3, b4, b7E
Page 227 - b3, b4, b7E
Page 228 - b3, b4, b7E
Page 229 - b3, b4, b7E
Page 230 - b3, b4, b7E
Page 231 - b3, b4, b7E
Page 232 - b3, b4, b7E
Page 233 - b3, b4, b7E
Page 234 - b3, b4, b7E
Page 235 - b3, b4, b7E
Page 236 - b3, b4, b7E
Page 237 - b3, b4, b7E
Page 238 - b3, b4, b7E
Page 239 - b3, b4, b7E
Page 240 - b3, b4, b7E
Page 241 - b3, b4, b7E
Page 242 - b3, b4, b7E
Page 243 - b3, b4, b7E
Page 244 - b3, b4, b7E
Page 245 - b3, b4, b7E
Page 246 - b3, b4, b7E
Page 247 - b3, b4, b7E
Page 248 - b3, b4, b7E
Page 249 - b3, b4, b7E
Page 250 - b3, b4, b7E
Page 251 - b3, b4, b7E
Page 252 - b3, b4, b7E
Page 253 - b3, b4, b7E
Page 254 - b3, b4, b7E
Page 255 - b3, b4, b7E
Page 256 - b3, b4, b7E
Page 257 - b3, b4, b7E
Page 258 - b3, b4, b7E
Page 259 - b3, b4, b7E
Page 260 - b3, b4, b7E
Page 261 - b3, b4, b7E
Page 262 - b3, b4, b7E
Page 263 - b3, b4, b7E
Page 264 - b3, b4, b7E
Page 265 - b3, b4, b7E

XXXXXXXXXXXXXXXXXXXXXXXX
X Deleted Pagels) X
X No Duplication Fee X .
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Page 266 - b3, b4, b7E
Page 267 - b3, b4, b7E
Page 268 - b3, b4, b7E
Page 269 - b3, b4, b7E
Page 270 - b3, b4, b7E
Page 271 - b3, b4, b7E
Page 272 - b3, b4, b7E
Page 273 - b3, b4, b7E
Page 274 - b3, b4, b7E
Page 275 - b3, b4, b7E
Page 276 - b3, b4, b7E
Page 277 - b3, b4, b7E
Page 278 - b3, b4,b7E
Page 279 - b3, b4, b7E
Page 280 - b3, b4, b7E
Page 281 - b3, b4, b7E
Page 282 - b3, b4, b7E
Page 283 - b3, b4, b7E
Page 284 - b3, b4, b7E
Page 285 - b3, b4, b7E
Page 286 - b3, b4, b7E
Page 287 - b3, b4, b7E
Page 288 - b3, b4, b7E
Page 289 - b3, b4, b7E
Page 290 - b3, b4, b7E
Page 291 - b3, b4, b7E
Page 292 - b3, b4, b7E
Page 293 - b3, b4, b7E
Page 294 - b3, b4, b7E
Page 295 - b3, b4, b7E
Page 296 - b3, b4, b7E
Page 297 - b3, b4, b7E
Page 298 - b3, b4, b7E
Page 299 - b3, b4, b7E
Page 300 - b3, b4, b7E
Page 301 - b3, b4, b7E
Page 302 - b3, b4, b7E
Page 303 - b3, b4, b7E
Page 304 - b3, b4, b7E
Page 305 - b3, b4, b7E
Page 306 - b3, b4, b7E
Page 307 - b3, b4, b7E
Page 308 - b3, b4, b7E
Page 309 - b3, b4, b7E

XXXXXXXXXXXXXXXXXXXXXXXX
X Deleted Pagels) X
X No Duplication 'Fee X
X... f.QfJ!'! 1~.P--,m~n nn)5.xxxxxxxxxxxxxxxxxxxxxxxxx



Page 310 - b3, b4, b7E
Page 311 - b3, b4, b7E
Page 312 - b3, b4, b7E
Page 313 - b3, b4, b7E
Page 314 - b3, b4, b7E
Page 315 - 63, b4, b7E
Page 316 - b3, b4, b7E
Page 317 - b3, b4, b7E
Page 318 - b3, b4, b7E
Page 319 - b3, b4, b7E
Page 320 - b3, b4, b7E
Page 321 - b3, b4, b7E
Page 322 - b3, b4, b7E
Page 323 - b3, b4, b~E
Page 324 - b3, b4, b7E
Page 325 - b3, b4, b7E
Page 326 - b3, b4, b7E
Page 327 - b3, b4, b7E
Page 328 - b3, b4, b7E
Page 329 - b3, b4, b7E
Page 330 - b3, b4, b7E
Page 331 - b3, b4, b7E
Page 332 - b3, b4, b7E
Page 333 - b3, b4, b7E
Page 334 - b3, b4, b7E
Page 335 - b3, b4, b7E
Page 336 - b3, b4, b7E
Page 337 - b3, b4, b7E
Page 338 - b3, b4, b7E
Page 339 - b3, b4, b7E
Page 340 - b3, b4, b7E
Page 341 - b3, b4, b7E
Page 342 - b3, b4, b7E
Page 343 - b3, b4, b7E
Page 344 - b3, b4, b7E
Page 345 - b3, b4, b7E
Page 346 - b3, b4, b7E
Page 347 - b3, b4, b7E
Page 348 - b3, b4, b7E
Page 349 - b3, b4, b7E
Page 350 - b3, b4, b7E
Page 351 - b3, b4, b7E
Page 352 - b3, b4, b7E
Page 353 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X NQ DURlication Fee X
X for tliis PalUl. X
XXXXXXXXXXxxXXXXXXXXXXXXX



Page 354 - b3, b4, b7E
Page 355 - b3, b4, b7E
Page 356 - b3, b4, b7E
Page 357 - b3, b4, b7E
Page 358 - b3, b4, b7E
Page 359 - b3, b4, b7E
Page 360 - b3, b4, b7E
Page 361 - b3, b4, b7E
Page 362 - b3, b4, b7E
Page 363 - b3, b4, b7E
Page 364 - b3, b4, b7E
Page 365 - b3, b4, b7E
Page 366 - b3, b4, b7E
Page 367 - b3, b4, b7E
Page 368 - b3, b4, b7E
Page 369 - b3, b4, b7E
Page 370 - b3, b4, b7E
Page 371 - b3, b4, b7E
Page 372 - b3, b4, b7E
Page 373 - b3, b4, b7E
Page 374 - b3, b4, b7E
Page 375 - b3, b4, b7E
Page 376 - b3, b4, b7E
Page 377 - b3, b4, b7E
Page 378 - b3, b4, b7E
Page 379 - b3, b4, b7E
Page 380 - b3, b4, b7E
Page 381 - b3, b4, b7E
Page 382 - b3, b4, b7E
Page 383 - b3, b4, b7E
Page 384 - b3, b4, b7E
Page 385 - b3, b4, b7E
Page 386 - b3, b4, b7E
Page 387 - b3, b4, b7E
Page 388 - b3, b4, b7E
Page 389 - b3, b4, b7E
Page 390 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No Duplication Fee X
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FEDERAL BUREAU OF INVESTIGATION
FOIPA

DELETED PAGE INFORMATION SHEET

Serial Description - Unrecorded Serial

Total Deleted Pagels) - 218
Page 2 - b3, b4, b7E
Page 3 - b3, b4, b7E
Page 4 - b3, b4, b6, b7C, b7E
Page 5 - b3, b4, b7E
Page 6 - b3, b4, b7E
Page 7 - b3, b4, b7E
Page 8 - b3, b4, b7E
Page 9 - b3, b4, b7E
Page 10 - b3, b4, b6, b7C, b7E
Page 11 - b3, b4, b7E
Page 12 - b3, b4, b7E
Page 13 - b3, b4, b7E
Page 14 - b3, b4, b7E
Page 15 - b3, b4, b7E
Page 16 - b3, b4, b7E
Page 17 - b3, b4, b7E
Page 18 - b3, b4, b7E
Page 19 - b3, b4, b7E
Page 20 - b3, b4, b7E
Page 21 - b3, b4, b7E
Page 22 - b3, b4, b7E
Page 23 - b3, b4, b7E
Page 24 - b3, b4, b7E
Page 25 - b3, b4, b7E
Page 26 - b3, b4, b7E
Page 27 - b3, b4, b7E
Page 28 - b3, b4, b7E
Page 29 - b3, b4, b7E
Page 30 - b3, b4, b7E
Page 31 - b3, b4, b7E
Page 32 - b3, b4, b7E
Page 33 - b3, b4, b7E
Page 34 - b3, b4, b7E
Page 35 - b3, b4, b7E
Page 36 - b3, b4, b7E
Page 37 - b3, b4, b7E
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Overview

b7E

• DOJ's Policy on Cellsite Simulators: Pen Register Device (18 U.S.C. 3127(3))

- BEST PRACTICES
• Emergency Pen Register Authority

- Federal v. State Orders

- Voluntary Disclosures

• Prospective Cell Site Location data
- Distinguished fro~ I

• GPSrrriangulationfrom provider

• Protecting Sensitive Techniques
- Use as evidence

• Loan ofELSUR Policy

- Using State Orders
- Liability-scope of authority

·1 I 2



Old Definition

Pen Register Device:
18 USC 3127(3)·

New Definition

" .,• pen regIster' means a
device which records'
or decodes electronic
or other impulses
which identify the
numbers dialed or
otherwise
transmitted on the
telepbone line to
which such device is
attached....

• "pen register" means a device or
. process which records or decodes
d!alin~, ro!'ting, a~dressing, or
&J!naling mformation
transmitted by an instrument or
facility from which a wire or
electronic communication is
transmitted,provided, however,
that such information shall not
include the contents ofany
communication.. ..

3



New Law: USA Patriot Act

DOJ/CCIPS & OEO:

./~nalinginformation": any non-content information
''transmitted by" a telephone instrument

http://30.100.99.18/oge!usabooklusabooklesis/13esis.htm

4 .
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DOJ Opinion:

»OJ: Pen/Trap orderI b7E

1 ------'

.to use a Pen Register Device to obtain
. "signaling information" transmitted from a
cellular telephone to:

1) Identify a target phone m:
2) Locate aphone

s



__---J~en Register­
BEST PRACTICES

b7E

BEST ,PRACTICES:

Use PRITT order'to authorize use o~ U _
I I' Il

t. authorize installation & useI L,
I -----IJ ~~E

2.

1

Advise ofpotentiall \

3. Will not retain records beyond use to locate target phone

,



Disruption of Service

L--- I·
- 47 U.S.C. § 333 prohibits interference with cellular frequencies

•

- 18 USC 3124: requires that a pen register be implemented with
"minimum ofinterference" to those accorded service-

•

hs
h7E

bS

•



Pur~ IData

b7E

rights & Minimizel ldata
Ipreserve 1st Amendment

'---:-:-:--:::--:;:-:::---:-~=====;-:;--:----I

b5
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Data Retention

• MaintaininglPurging "Pen" data?

·-11· .
•

10

b5
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•

Sensitive Techni~

bs

•

II

bS



bs .
b7E

bS
b7E

Emergency Provision
3125(a)(I)

• DOJ command Center,.!:::1====:::::::::;1
• OED (bUsiness hours~ I
• Emergencies involving:

• Immediate danger ofdeath or serious injury or immediate
threat to a national security interest

• 1 ----,--_1
- MIOG,Part2, 10-10.7.1

-1'--- -

I'-- --,======;-- -----J

12



Alternative authority

!

Consent (18 USC 3121(b)(3))1 I
I -'----------'r
I I

Voluntary Disclosure by Provider (18 USC 2702(c)(4)) : if
provider "reasonably believes that an emergency
involving immediate danger ofdeath or serious physical
injury to any person justifies the disclosure of: "a record·
or other information pertaining to a subscriber or
customer of such service."

13
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I . IFunction vs. .
Location (Tower/Sector) data

.from Provider

b7E

I



· .._-- ... -.~---------------------,

. What is Cell site
location data

• Tower/Sector data: .
1. is generated by the network for network purposes regardless ·of

aLE order.
2. is necessary to Provision .ofService & a call cannot be

processed without it.
3. exists in the network as a RECORD or Other Information

prior to its being obtained by LE.
4. NON-Content data; not substance ofa communication.

5. is delivered only at the beginning and end ofcalls per CALEA
J-Std

16



Obtaining Cell Site Data
. CALEA prohibits collecting location information

"solely pursuant" to a, PRITT- 47 USC
l0029(a)(2)(B) ,

2. 18 USC 2703(d) (Stored Communications Act)

31 I b5

'-;:=1==========-1
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CALEA Delivery of
location data

• Near Real-Time: CALEA (47 USC 1002) requires carriers to
"expeditiously isolates"
- "call-identifying information": includes. cell site information

utilized in processirig calls
- for government access "before, during, or immediately after the

transmission ofa [ ].communication" (Le., in real-time or near
real-time)

• CALEA J-Standard: location information is delivered after
generation ofdata by the carrier's network and use in the
provision ofservice (e.g., c.all origination, Answer, call release)

18



CALEAamended SCA 18 USC
2703(d) ("Transactional Data")

b5
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I·

•

•

Prospective disclosure
. .

. of Cell site data

"

bS



.Guidance

•

• AND Use a PRITT order fori ~__-'-- _

1.1
2, I.....;A·dVl---:·s-e-of;;F1===============

3. Not retainj records

"I,==========:::::;-------J

.2\

hs

h7E
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4th Amendment
Privacy Interest

los
b7E:I

- \ Ir-----------------,lnS"::":nu"'·thL"v=-...M7':ary-=.::11an=-:rd,-44....-;:;2TUTi.S'."43"'5:-,7"'4"4
(1979).

• no legitimate expectation ofprivacy in infonuation knowingly conveyed to a third party
• In re Digital Analyzer found "[n]o logical distinction between telephone numbers called

and a party's own telephone number (or ESN number), all ofwhich are regularly
voluntarily exposed and known to others. 885 F. Supp. at 199 (citing Smith v. Maryland.
442 U.S. 735, 742-45 (1979)).

-I
~=================L-_

-,
r====================L,

bS
b7E
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I

•

•

•

__n ~~ ------~~~-

4th Amendment'
Privacy Interest

I

See Kli!I~{United S13tes, 533 u.s. 27 (2001) (use ofthermal imager to measure heat emitted ftom home
coosti - a search in part because there was no objective·reason fur the home owner to know that a device would
be routinely used to detect and measure heat emitted from his home). .

b5
b7E

b5
b7E

• See. e.g.. United States v. White. 401 U.S. 745, 752 (1971) (plurality opinion) (party
to conversation accepts the risk: that his listener may betray his confidences); Hoffa v.
United States. 385 U.S. 293, 300-03 (1966). .

23



GPS/Ping

-IL..-.;::::======== ---.:..-_--,

-L-~~----------'24
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•

GEOLocatioil Data-E911

b'
b7E
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Court order:· 2703(d)

.. -1 ~will provision for uptQ'--- --l

max. cIiafge .
-I . ILamruaQ:e:

. - 2703(d) order~
I I

I

26
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Increased Investigative Use
.of Technique

·l----I~·
•

b5
b7E
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.Cellular Tracking as
.Evidence

"

b5
b7E



,

Protecting Sensitive
Techniques

• Qualified Government Privilege in Non-disclosure
based on Roviaro v. United States, 353 U.8. 53
(1957): disclosure ofidentity (and testimony) ofinformant.

• Generally technique, typ~ ofdevice, location of install, etc. is
protected

• unless Defense can establish disclosure is necessary to defense, I.e., no
other/adequate means to cross-examine/test evidence; if"so:

• then Balancing ofinterests

-1 ------'
• ~ also Jayroe s. Walker "The qualified privilege to protect sensitive investigative

techniques from disclosure," LEB Vol 69 NO.5 at 26 (May 2000).

I I 30
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LOAN ofELSUR:
STATE Authority

b7E

"



Contact Info:

,'--- -------..J

Assistant General Counsel,

Science &Technology Law.Unit,

Office of the General Counsel

h6
h7c

·DOJ (CCIPS): www.cybercrime.gov .
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