
U.S. Department of Justice

Federal Bureau of Investigation
VVashington, D.C. 20535

December 31,2012

MR. ALAN BUTLER
ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200
1718 CONNECTICUT AVENUE, NW
WASHINGTON, DC 20009

Subject: STINGRAY/CELL SITE SIMULATOR DEVICES

FOIPA No. 1182490- 000

Dear Mr. Butler:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts
(FOIPA), Title 5, United States Code, Sections 552/552a. Deletions have been made to protect information which is
exempt from disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a
deleted page information sheet was inserted in the file to indicate where pages were withheld entirely. The
exemptions used to withhold information are marked below and explained on the enclosed Explanation of
Exemptions:

The National Security Act of 1947

r (b)(1)

r (b)(2)

p- (b)(3)

Section 552

r (b)(7)(A)

r (b)(7)(B)

p- (b)(7)(C)

r (b)(7)(D)

p- (b)(7)(E)
----------- r (b)(7)(F)

-p--ot.-(b-)(-4)------- r (b)(8)

p- (b)(5) r (b)(9)

p- (b)(6)

Section 552a

r (d)(5)

r 0)(2)

r (k)(1)

r (k)(2)

r (k)(3)

r (k)(4)

r: (k)(5)

r (k)(6)

r (k)(7)

:~. 1131 pagels) were reviewed and 157 pagels) are being released.

P- Document(s) were located which originated with, or contained information concerning other Government
agency(ies) [OGA]. This information has been:

r referred to the OGA for review and direct response to you.
P- referred to the OGA for consultation. The FBI will correspond with you regarding this information

when the consultation is finished.



r In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) [5 U.S.C. § 552
(b)(7)(E)], this response neither confirms nor denies the existence of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This
response is limited to those records that are subject to the requirements of the FOIA. This is a standard
notification that is given to all our requesters and should not be taken as an indication that excluded records
do, or do not, exist.

[:'\ou have the right to appeal any deniais in this release. Appeals should be directed in writing to the Director, Office
of Information Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C.
20530-0001, or you may submit an appeal through OIP's eFOIA portal at hltp://www.justice.gov/oip/efoia-portal.html.
Your appeal must be received by OIP within sixty (60) days from the date of this leiter in order to be considered timely.
The envelope and the leiter should be clearly marked "Freedom of Information Appeal." Please cite the FOIPA
Request Number assigned to your request so that it may be easily identified.

r The enciosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or malters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). if you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

r;; See additional information which follows.

Sincerely,

David M. Hardy
Section Chief
Record/Information Dissemination Section
Records Management Division

This represents the fourth interim release of information responsive to your Freedom of Information Act (FOIA) request.

Enclosure(s)



EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(b)(l) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest ofnational defense or foreign policy
and (B) are in fact properly classified to such Executive order;

(b)(2) related solely to the internal personnel rules and practices of an agency;

(b)(3) specifically exempted from disclosure by statute (other than section 552b ofthis title), provided that such statute(A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

(b)(4) trade se~rets and commercial or financial information obtained from a person and privileged or confidential;

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, (C) could be reasonably expected to constitute an unwarranted invasion of personal privacy, (D) could
reasonably be expected to disclose the identity ofconfidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or (F) could reasonably be expected to endanger the life or physical safety of any
individual;

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalfof, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

(b)(9) geological and geophysical information and data, including maps, concerning wells.

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552.

(d)(5) information compiled in reasonable anticipation ofa civil action proceeding;

0)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent,·control, or reduce crime or
apprehend criminals;

(k)(l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, infonnation involving intelligence sources or methods;

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished infonnation pursuant to a promise that his/her identity would be held
in confidence;

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority ofTit!e 18, United States Code, Section 3056;

(k)(4) required by statute to be maintained and used solely as statistical records;

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified infonnation, the disclosure ofwhich would reveal the identity of the person who furnished information pursuant to a
promise that his/her identity would be held in confidence;

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

(k)(7) material used to determine potential for promotion in the anned services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBIJDOJ



FEDERAL BUREAU OF INVESTIGATION
FOIPA

DELETED PAGE INFORMATION SHEET

Serial Description - Unrecorded Serial

Total Deleted Pagels) - 288
Page 2 - b3, b4, b7E
Page 3 - b3, b4, b7E
Page 4- b3, b4, b7E
Page 5 - b3, b4, b7E
Page 6 - b3, b4, b7E
Page 7 - b3, b4, b7E
Page 8 - b3, b4, b7E
Page 9 - b3, b4, b7E
Page 10 - b3, b4, b7E
Page 11 - b3, b4, b7E
Page 12 - b3,b4, b7E
Page 13 - b3, b4, b7E
Page 14 - b3, b4, b7E
Page 15 - b3, b4, b7E
Page 16 - b3, b4, b7E
Page 17 - b3, b4, b7E
Page 18 - b3, b4, b7E
Page 19 - b3, b4, b7E
Page 20 - b3, b4, b7E
Page 21 - b3, b4, b7E
Page 12 - b3,b4, b7E
Page 23 - b3, b4, b7E
Page 24 - b3, b4, b7E
Page 25 - b3, b4, b7E
Page 26 - b3, b4, b7E
Page 27 - b3, b4, b7E
Page 28 - b3, b4, b7E
Page 29 - b3, b4, b7E
Page 30 - b3, b4, b7E
Page 31 - b3, b4, b7E
Page 32 - b3, b4, b7E
Page 33 - b3, b4, b7E
Page 34 - b3, b4, b7E
Page 35 -: b3, b4, b7E
Page 36 - b3, b4, b7E
Page 37 - b3, b4, b7E
Page 38 - b3,b4, b7E
Page 39 - b3, b4, b7E
Page 40 - b3, b4, b7E
Page 41 - b3, b4, b7E
Page 42 - b3,b4, b7E
Page 43 - b3, b4, b7E
Page 44 - b3, b4, b7E
Page 45 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No Duplication Fee X .
X for tliis P_,me X
XXXXXXXXXxxXXXXXXXXXXXXXX



Page 46 - b3,b4, b7E
Page 47 - b3,b4, b7E
Page 4ll- b3,b4, b7E
Page 49 - b3, b4, b7E
Page 50 - b3,b4, b7E
Page 51- b3,b4, b7E
Page 52 - b3,b4, b7E
Page 53 - b3, b4, b7E
Page 54 - b3, b4, b7E
Page 5.5 - b3, b4, b7E
Page 56 - b3, b4, b7E
Page 57 - b3,b4, b7E
Page 58 - b3, b4, b7E
Page 59 - b3, b4, b7E
Page 60 - b3, b4, b7E
Page 61 - b3, b4, b7E
Page 62 - b3, b4, b7E
Page 63 - b3, .b4, b7E
Page 64 - b3, b4, b7E
Page 65 - b3,b4, b7E
Page 66 - b3,b4, b7E
Page 67 - b3, b4, b7E
Page Sll - b3, b4, b7E
Page 69 - b3, b4, b7E
Page 70 - b3, ·b4, b7E
Page 71 - b3, b4, b7E
Page 72 - b3, b4, b7E
Page 73 - b3, b4, b7E
Page 74 - b3, b4, b7E
Page 75.- b3, b4, b7E
Page 76 - b3, b4, b7E
Page 7,7 - b3,b4, b7E
Page 78 - b3,b4, b7E
Page 79 - b3,b4, b7E
Page 80 - b3, b4, b7E
Page 81 - b3, b4, b7E
Page 82 - b3, b4, b7E
Page 8.3 - b3, b4, b7E
Page 84 - b3, b4, b7E
Page 85 - b3,b4, b7E
Page 86 - b3, b4, b7E
Page 87 - b3, b4, b7E
Page 88 - b3, b4, b7E
Page 89 - b3, b4, b7E

XXXXXXXXXXXXXXXXXXXXXXXX
X Deleted Pagels) X
X No Duplication 'Fee Xx. .. fQrJfJi$.J~.<!g!ln. X
XXXXXXXXXXXXXXXXXXXXXXXXX



Page 90 - b3, b4, b7E
Page 91 - b3, b4, b7E
Page 92 - b3, b4, b7E
Page 93 - b3, b4, b7E
Page 94 - b3, b4, b7E
Page 95 - b3,·b4, b7E
Page 96 - b3, b4, b7E
Page 97 - b3, b4, b7E
Page 98 - b3, b4, b7E
Page 99 - b3, b4,b7E
Page 100 - b3, b4, b7E
Page 101 - b3, b4, b7E
Page 1~2 - b3, b4, b7E
Page 103 - b3, b4, b7E
Page 1.04 - b3, b4, b7E
Page 105 - b3, b4, b7E
Page 106 - b3, b4, b7E
Page 107 - b3, b4, b7E
Page 108 - b3, b4, b7E
Page 109 - b3, b4, b7E
Page 110 - b3, b4, b7E
Page 111 - b3, b4, b7E
Page 112 - b3, b4, b7E
Page 113 - b3, b4, b7E
Page 114 - b3, b4, b7E
Page 115 - b3, b4, b7E
Page 116 - b3, b4, b7E
Page 117 - b3, b4, b7E
Page 118 - b3, b4, b7E
Page 119 - b3, b4, b7E
Page 120 - b3, b4, b7E
Page 121 - b3, b4, b7E
Page 122 - b3, b4, b7E
Page 123 - b3, b4, b7E
Page 124 - b3, b4, b7E
Page 125 - b3, b4, b7E
Page 126 - b3, b4, b7E
Page 127 - b3, b4, b7E
Page 128 - b3, b4, b7E
Page 129 - b3, b4, b7E
Page 130 - b3, b4, b7E
Page 131 - b3, b4, b7E
Page 132 - b3, b4, b7E
Page 133 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No Duplication 'Fee X
X for tli is J~_<!ge X
XXXXXXXXXXXXXXXXXXXXXXXXX



Page 134 - b3, b4, b7E
Page 135 - b3, b4, b7E
Page 136 - b3, b4, b7E
Page 137 - b3, b4, b7E
Page 138 - b3., b4, b7E
Page 139 - b3, b4, b7E
Page 140 - b3, b4, b7E
Page 141 - b3, b4, b7E
Page 142 - b3, b4, b7E
Page 143 - b3, b4, b7E
Page 144 - b3, b4, b7E
Page 145 - b3, b4, b7E
Page 146 - b3, b4, b7E
Page 147 - b3, b4, b7E
Page 148 - b3, b4, b7E
Page 149 - b3, b4, b7E
Page 150 - b3, b4, b7E
Page 151 - b3, b4, b7E
Page 152 - b3, b4, b7E
Page 153 - b3, b4, b7E
Page 154 - b3, b4, b7E
Page 155 - b3, b4, b7E
Page 16.6 - b3, b4, b7E
Page 157 - b3, b4, b7E
Page 158 - b3, b4, b7E
Page 159 - b3, b4, b7E
Page 16.0 - b3, b4, b7E
Page 161 - b3, b4, b7E
Page 162 - b3, b4, b7E
Page 163 - b3, b4, b7E
Page 164 - b3, b4, b7E
Page 165 - b3, b4, b7E
Page 16.6 - b3, b4, b7E
Page 167 - b3, b4, b7E
Page 168 - b3, b4, b7E
Page 169 - b3, b4, b7E
Page 170 - b3, b4, b7E
Page 171 - b3, b4, b7E
Page 172 - b3, b4, b7E
Page 173 - b3, b4, b7E
Page 174 - b3, b4, b7E
Page 175 - b3, b4, b7E
Page 176 - b3, b4, b7E
Page 177 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No Duplication Fee X
X for tliisJ'?'!RIL X
XXXXXXXXXXXXXXXXXXXXXXXXX



Page 178 - b3, b4, b7E
Page 179 - b3, b4, b7E
Page 180 - b3, b4, b7E
Page 1.81 - b3, b4, b7E
Page 182 - b3, b4, b7E
Page 183 - b3, b4, b7E
Page 184 - b3, b4, b7E
Page 185 - b3, b4, b7E
Page 186 - b3, b4, b7E
Page 187 - b3, b4, b7E
Page 188 - b3, b4, b7E
Page 1a9 - b3, b4, b7E
Page 1.!l0 - b3, b4, b7E
Page 191 - b3, b4, b7E
Page 1!l2 - b3, b4, b7E
Page 193 - b3, b4, b7E
Page 194 - b3, b4, b7E
Page 195 - b3, b4, b7E
Page 196 - b3, b4, b7E
Page 1~7 - b3, b4, b7E
Page 198 - b3, b4, b7E
Page 199 - b3, b4, b7E
Page 200 - b3, b4, b7E
Page 2111 - b3, b4, b7E
Page 202 - b3, b4, b7E
Page 203 - b3, b4, b7E
Page 204 - b3, b4, b7E
Page 205 - b3, b4, b7E
Page 206 - b3, b4, b7E
Page 207 - b3, b4, b7E
Page 208 - b3, b4, b7E
Page 209 - b3, b4, b7E
Page 210 - b3, b4, b7E
Page 211 - b3, b4, b7E
Page 2.12 - b3, b4, b7E
Page 213 - b3, b4, b7E
Page 214 - b3, b4, b7E
Page 2.15 - b3, b4, b7E
Page 216 - b3, b4, b7E
Page 217 - b3, b4, b7E
Page 218 - b3, b4, b7E
Page 219 - b3, b4, b7E
Page 220 - b3, b4, b7E
Page 221 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagers) X
X No Duplication Fee X
X for tliis Page X
XXXXXXXXXXXXXXXXXXXXXXXXX



Page 222 - b3, b4, b7E
Page 223 - b3, b4, b7E
Page 224 - b3, b4, b7E
Page 225 - b3, b4, b7E
Page 226 - b3, b4, b7E
Page 227 - b~, b4, b7E
Page 228 - b3, b4, b7E
Page 229 - b3, b4, b7E
Page 230 - b3, b4, b7E
Page 231 - b3, b4, b7E
Page 232 - b3, b4, b7E
Page 233 - b3, b4, b7E
Page 234 - b3, b4, b7E
Page 235 - b3, b4, b7E
Page 236 - b3, b4, b7E
Page 237 - b3, b4, b7E
Page 23,8 - b3, b4, b7E
Page 2.39 - b3, b4, b7E
Page 240 - b3, b4, b7E
Page 241 - b3, b4, b7E
Page 242 - b3, b4, b7E
Page 243 - b3, b4, b7E
Page 244 - b3, b4, b7E
Page 245 - b~, b4, b7E
Page 246 - b3, b4, b7E
Page 247 - b3, b4, b7E
Page 248 - b3, b4, b7E
Page 249 - b3, b4, b7E
Page 2~0 - b3, b4, b7E
Page 251 - b3, b4, b7E
Page 252 - b3, b4, b7E
Page 25.3 - b3, b4, b7E
Page 254 - b3, b4, b7E
Page 255 - b3, b4, b7E
Page 256 - b3, b4, b7E
Page 257 - b3, b4, b7E
Page 258 - b3, b4, b7E
Page 259 - b3, b4, b7E
Page 2pO - b3, b4, b7E
Page 261 - b3, b4, b7E
Page 262 - b3, b4, b7E
Page 263 - b3, b4, b7E
Page 264 - b3, b4, b7E
Page 265 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No Duplication Fee X
X for this PaAe X
XXXXXXXXXXXXXXXXXXXXXXXXX



Page 266 - b3, b4, b7E
Page 267 - b3, b4, b7E
Page 268 - b3, b4, b7E
Page 269 - b3, b4, b7E
Page 270 - b3, b4, b7E
Page 271 - b3, b4, b7E
Page 272 - b3, b4, b7E
Page 273 - b3, b4, b7E
Page 274 - b3, b4, b7E
Page 275 - b3, b4, b7E
Page 276 - b3, b4, b7E
Page 277 - b3, b4, b7E
Page 278 - b3, b4, b7E
Page 279 - b3, b4, b7E
Page 280 - b3, b4, b7E
Page 281 - b3, b4, b7E
Page 282 - b3, b4, b7E
Page 283 - b3, b4, b7E
Page 2,84 - b3, b4, b7E
Page 285 - b3, b4, b7E
Page 286 - b3, b4, b7E
Page 21\7 - b3, b4, b7E
Page 2,88 - b3, b4, b7E
Page 289 - b3, b4, b7E

XXXXXXXXXXXXXXXXXXXXXXXX
X Deleted Pagels) X
X No Duplication Fee X
X for this P_<!!l!!_ X
XXXXXXXXXXXXXXXXXXXXXXXXX



FEDERAL BUREAU OF INVESTIGATION
FOIPA

DELETED PAGE INFORMATION SHEET

Serial Description - Unrecorded Serial

Total Deleted Pagels) - 399
Page 2- b3, b4, b7E
Page 3 - b3, b4, b7E
Page 4 - b3, b4, b7E
Page 5 - b3, b4, b7E
Page 6 - b3, b4, b7E
Page 7 - b3, b4, b7E
Page 8- b3, b4, b7E
Page 9 - b3,b4, b7E
Page 10 - b3,b4, b7E
Page 11- b3, b4, b7E
Page 12 - b3, b4, b7E
Page 13 - b3, b4, b7E
Page 14 - b3, b4, b7E
Page 15 - b3, b4, b7E
Page 16 - b3, b4, b7E
Page 17 - b3, b4, b7E
Page 18 - b3, b4, b7E
Page 19 - b3, b4, b7E
Page 2(> - b3, b4, b7E
Page 21 - b3, b4, b7E
Page 22 - b3, b4, b7E
Page 23 - b3, b4, b7E
Page 24 - b3, b4, b7E
Page 25 - b3, b4, b7E
Page 26 - b3, b4, b7E
Page 27 - b3, b4, b7E
Page 28 - b3, b4, b7E
Page 29 - b3, b4, b7E
Page 30 - b3, b4, b7E
Page 3~ - b3, b4, b7E
Page 32 - b3, b4, b7E
Page 33 - b3, b4, b7E
Page 34 - b3, b4, b7E
Page 35 - b3, b4, b7E
Page 36 - b3, b4, b7E
Page 37 - b3, b4, b7E
Page 38 - b3, b4, b7E
Page 39 - b3, b4, b7E
Page 40 - b3, b4, b7E
Page 41 - b3, b4, b7E
Page 42 - b3, b4, b7E
Page 43 - b3, b4, b7E
Page 44- b3, b4, b7E
Page 45 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No Dup.lication Fee X
X for tliis P_C!Q!'! )L __
XXXXXXXXXxxxxxxxxxXXXXXXX



Page 46 - b3, b4, b7E
Page 47 - b3, b4, b7E
Page 48 - b3, b4, b7E
Page 49 - b3, b4, b7E
Page 50 - b3, b4, b7E

. Page 51 - b3, b4, b7E
Page 5~ - b3, b4, b7E
Page 53 - b3, b4, b7E
Page 54 - b3, b4, b7E
Page 5~ - b3,b4, b7E
Page 56 - b3, b4, b7E
Page 57 - b3, b4, b7E
Page 58 - b3, b4, b7E
Page 59 - b3, b4, b7E
Page 60 - b3, b4, b7E
Page 61 - b3, b4, b7E
Page 62 - b3, b4, b7E
Page 6~ - b3,b4, b7E
Page 64 - b3,b4, b7E
Page 65 - b3, b4, b7E
Page 66 - b3, b4, b7E
Page 67 - b3, b4, b7E
Page 68 - b3, b4, b7E
Page 69 - b3, b4, b7E
Page 70 - b3, b4, b7E
Page 71 - b3, b4, b7E
Page 72 - b3, b4, b7E
Page 73 - b3, b4, b7E
Page 74 - b3, b4, b7E
Page 75 - b3, b4, b7E
Page 76 - b3, b4, b7E
Page 77 - b3, b4, b7E
Page 78 - b3, b4, b7E
Page 79 - b3, b4, b7E
Page 80 - b3, b4, b7E
Page 81 - b3, b4, b7E
Page 82 - b3, b4, b7E
Page 83 - b3, b4, b7E
Page 84 - b3, b4, b7E
Page 85 - b3, b4, b7E
Page 86 - b3, b4, b7E
Page 87 - b3, b4, b7E
Page 88 - b3, b4, b7E
Page 89 - b3, b4, b7E

xxxxxxxxxxxxxxxxxxxxxxxx
X Deleted Pagels) X
X No DURlication Fee X
X for tliis J?<!g!!.. n • X
XXXXXXXXXXXXXXXXXXXXXXXXX



Page 9.0 - b3, b4, b7E
Page 91 - b3, b4, b7E
Page 92 - b3, b4, b7E
Page 93 - b3, b4, b7E
Page 94 - b3, b4, b7E
Page 9;5 - b3, b4, b7E
Page 9~ - b3, b4, b7E
Page 97 - b3, b4, b7E
Page 98 - b3, b4, b7E
Page 9.9 - b3, b4, b7E
Page tOO - b3, b4, b7E
Page 101 - b3, b4, b7E
Page 1,02 - b3, b4, b7E
Page 1,03 - b3, b4, b7E
Page 104 - b3, b4, b7E
Page 105 - b3, b4, b7E
Page 106 - b3, b4, b7E
Page t07 - b3, b4, b7E
Page 108 - b3, b4, b7E
Page 109 - b3, b4, b7E
Page 110 - b3, b4, b7E
Page 111 - b3, b4, b7E
Page U2 - b1, b3, b7E
Page 113 - b1, b3, b7E
Page 116 - b1, b3, b4, b7E
Page 117 - b1, b3, b4, b7E
Page 118 - b1, b3, b4, b7E
Page 119 - b1, b3, b4, b7E
Page 120 - b1, b3, b4, b7E
Page 121 - b1, b3, b4, b7E
Page 122 - b1, b3, b4, b7E
Page 123 - b1, b3, b4, b7E
Page 124 - b1, b3, b4, b7E
Page 125 - b1, b3, b4, b7E
Page 126 - b1, b3, b4, b7E
Page 127 - b1, b3, b4, b7E
Page 128 - 1>1, b3, b4, b7E
Page 129 - b1, b3, b4, b7E
Page 130 - b1, b3, b4, b7E
Page 131 - b1, b3, b4, b7E
Page 132 - b1, b3, b4, b7E
:>age 133 - b1, b3, b4, b7E
:>age 134 - b1, b3, b4, b7E
:>age 135 - b1, b3, b4, b7E
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Page 1~6 - b1, b3, b4, b7E
Page 137 - b1, b3, b4, b7E
Page 138 - b1, b3, b4, b7E
Page 139 - b1, b3, b4, b7E
Page 140 - b1, b3, b4, b7E
Page 141 - b1, b3, b4, b7E
Page 142 - b1, b3, b4, b7E
Page 143 - b1, b3, b4, b7E
Page 144 - b1, b3, b4, b7E
Page 145 - b1, b3, b4, b7E
Page 146 - b1, b3, b4, b7E
Page 147 - b1, b3, b4, b7E
Page 148 - b1, b3, b4, b7E
Page 149 - b1, b3, b4, b7E
Page 150 - b1, b3, b4, b7E
Page 151 - b3, b4, b7E
Page 1p2 - b3, b4, b7E
Page 1$3 - b3, b4, b7E
Page 162 - b3, b5, b7E
Page 163 - b3, b5, b7E
Page 165 - b3, b4, b7E
Page 166 - b3, b4, b7E
Page 167 - b3, b4, b7E
Page 1~8 - b3, b4, b7E
Page 169 - b3, b4, b7E
Page 170 - b3, b4, b7E
Page 171 - 1>3, b4, b7E
Page 172 - b3, b4, b7E
Page 173 - b3, b4, b7E
Page 174 - b3, b4, b7E
Page 175 - b3, b4, b7E
Page 176 - b3, b4, b7E
Page 177 - b3, b4, b7E
"age 178 - b3, b4, b7E
"age 179 - b3, b4, b7E
Page 180 - b3, b4, b7E
"age 1~1 - 1>3, b4, b7E
"age 182 - b3, b4, b7E
"age 183 - b3, b4, b7E
"age 184 - b3, b4, b7E
"age 185 - b3, b4, b7E
"age 18~ - b3, b4, b7E
"age 187 - b3, b4, b7E
"age 1813 - b3, b4, b7E
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Page 1~9 - b3, b4, b7E
Page 190 - b3, b4, b7E
Page 191 - b3, b4, b7E
Page 192 - b3, b4, b7E
Page 193 - b3, b4, b7E
Page 194 - b3, b4, b7E
Page 195 - b3, b4, b7E
Page 196 - b3, b4, b7E
Page 19.7 - b3, b4, b7E
Page 198 - b3, b4, b7E
Page 199 - b3, b4, b7E
Page 200 - b3, b4, b7E
Page 201 - b3, b4, b7E
Page 2(}2 - b3, b4, b7E
Page 2P3 - b3, b4, b7E
Page 204 - b3, b4, b7E
Page 205 - b3, b4, b7E
Page 206 - b3, b4, b7E
Page 2P7 - b3, b4, b7E
Page 2P8 - b3, b4, b7E
Page 209 - b3, b4, b7E
Page 210 - b3, b4, b7E
Page 211 - b3, b4, b7E
Page 212 - b3, b4, b7E
Page 213 - b3, b4, b7E
Page 214 - b3, b4, b7E
Page 215 - b3, b4, b7E
Page 216 - b3, b4, b7E
Page 217 - b3, b4, b7E
Page 218 - b3, b4, b7E
Page 219 - b3, b4, b7E
Page 220 - b3, b4, b7E
Page 221 - b3, b4, b7E
Page 222 - b3, b4, b7E
Page 223 - b3, b4, b7E
Page 22~ - b3, b4, b7E
Page 225 - b3, b4, b7E
Page 226 - b3, b4, b7E
Page 227 - b3, b4, b7E
Page 228 - b3, b4, b7E
Page 229 - b3, b4, b7E
Page 230 - b3, b4, b7E
"age 231 - b3, b4, b7E
Page 232 - b3, b4, b7E
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Page 233 - b3, b4, b7E
Page 234 - b3, b4, b7E
Page 235 - b3, b4, b7E
Page Z36 - b3, b4, b7E
Page 237 - b3, b4, b7E
Page 238 - b3, b4, b7E
Page 239 - b3, b4, b7E
Page 240 - b3, b4, b7E
Page 241 - b3, b4, b7E
Page 242 - b3, b4, b7E
Page 243 - b3, b4, b7E
Page 244 - b3, b4, b7E
Page 245 - b3, b4, b7E
Page 246 - b3, b4, b7E
Page 247 - b3, b4, b7E
Page 248 - b3, b4, b7E
Page 249 - b3, b4, b7E
Page 2pO - b3, b4, b7E
Page 2!S1 - b3, b4, b7E
Page 252 - b3, b4, b7E
Page 2.53 - b3, b4, b7E
Page 2.54 - b3, b4, b7E
Page 255 - b3, b4, b7E
Page 2p6 - b3, b4, b7E
Page 257 - b3, b4, b7E
Page 258 - b3, b4, b7E
Page 259 - b3, b4, b7E
Page 2pO - b3, b4, b7E ­
Page 21)1 - b3, b4, b7E
Page 262 - b3, b4, b7E
Page 263 - b3, b4, b7E
Page 21)4 - b3, b4, b7E
Page 265 - b3, b4, b7E
Page 21)6 - b3, b4, b7E
Page 2~7 - b3, b4, b7E
Page 26.8 - b3, b4, b7E
Page 269 - b3, b4, b7E
Page 27.0 - b3, b4, b7E
Page 271 - b3, b4, b7E
Page 272 - b3, b4, b7E
Page 273 - b3, b4, b7E
Page 274 - b3, b4, b7E
Page 275 - b3, b4, b7E
Page 276 - b3, b4, b7E
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Page 277 - b3, b4, b7E
Page 2'7i8 - b3, b4, b7E
Page 2;1i9 - b3, b4, b7E
Page 280 - b3" b4, b7E
Page 2,81 - b3, b4, b7E
Page 2!l2 - b3, b4, b7E
Page 2/l3 - b3, b4, b7E
Page 2!l4 - b3, b4, b7E
Page 285 - b3, b4, b7E
Page 286 - b3, b4, b7E
Page 287 - b3, b4, b7E
Page 288 - b3, b4, b7E
Page 289 - b3, b4, b7E
Page 2!f0 - b3, b4, b7E
Page 291 - b3, b4, b7E
Page 292 - b3, b4, b7E
Page 2~4 - b3, b7E
Page 295 - b3, b7E
Page 2~6 - b3, b7E
Page 291 - b3, b7E
Page 2~8 - b3, b7E
Page 299 - b3, b7E
Page 300 - b3, b7E
Page 3P,1 - b3, b7E
Page 302 - b3, b4, b7E
Page 3p3 - b3, b4, b7E
Page 304 - b3, b4, b7E
Page 305 - b3, b4, b7E
Page 306 - b3, b4, b7E
:>age 307 - b3, b4, b7E
:>age 308 - b3, b4, b7E
:>age 309 - b3, b4, b7E
:>age 310 - b3, b4, b7E
:>age 311 - b3, b4, b7E
:>age 3~2 - b3, b4, b7E
:>age 313 - b3, b4, b7E
:>age 314 - b3, b5, b6, b7C, b7E
:>age 315 - b3, b4, b7E
:>age 316 - b3, b4, b7E
'age 317 - b3, b4, b7E
'age 31:8 - b3, b4, b7E
'age 31'9 - b3, b4, b7E
'age 320 - b3, b4, b7E
'age 321 - b3, b4, b7E
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Page 322 - b3, b4, b7E
Page 323 - b3, b4, b7E
Page 324 - b3, b4, b7E .
Page 3.25 - b3, b4, b7E
Page 3,:16 - b3, b4, b7E
Page 3.27 - b3, b4, b7E
Page 3!28 - b3, b4, b7E
Page 329 - b3, b4, b7E
Page 330 - b3, b4, b7E
Page 331 - b3, b4, b7E
Page 332 - b3, b4, b7E
Page 333 - b3, b4, b7E
Page 3~4 - b3, b4, b7E
Page 3~5 - b3, b4, b7E
Page 336 - b3, b4, b7E
Page 3~7 - b3, b4, b7E
Page 338 - b3, b4, b7E
Page 339 - b3, b4, b7E
Page 340 - b3, b4, b7E
Page 341 - b3, b4, b7E
Page 342 - b3, b4, b7E
Page 343 - b3, b4, b7E
Page 3'14 - b3, b4, b7E
Page 345 - b3, b4, b7E
Page 3116 - b3, b4, b7E
Page 347 - b3, b4, b7E
Page 348 - b3, b4, b7E
P;lge 349 - b3, b4, b7E
Page 3~0 - b3, b4, b7E
Page 31)1 - b3, b4, b7E
Page 31)2 - b3, b4, b7E
Page 353 - b3, b4, b7E
Page 31)4 - b3, b4, b7E
Page 355 - b3, b4, b7E
Page 356 - b3, b4, b7E
Page 3p7 - b3, b4, b7E
Page 358 - b3, b4, b7E
Page 359 - b3, b4, b7E
Page 360 - b3, b4, b7E
Page 361 - b3, b4, b7E
Page 362 - b3, b4, b7E
Page 363 - b3, b4, b7E
Page 364 - b3, b4, b7E
Page 365 - b3, b4, b7E
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Page 366 - b3, b4, b7E
Page 367 - b3, b4, b7E
Page 368 - b3, b4, b7E
Page 3.69 - b3, b4, b7E
Page 370 - b3, b4, b7E
Page 371 - b3, b4, b7E
Page 372 - b3, b4, b7E
Page 373 - b3, b4, b7E
Page 374 - b3, b4, b7E
Page 375 - b3, b4, b7E
Page 376 - b3, b4, b7E
Page 377 - b3, b4, b7E
Page 378 - b3, b4, b7E
Page 379 - b3, b4, b7E
Page 3.80 - b3, b4, b7E
Page 3$1 - b3, b4, b7E
Page 3~2 - b3, b4, b7E
Page 383 - b3, b4, b7E
Page 384 - b3, b4, b7E
Page 38.5 - b3, b4, b7E
Page 3~6 - b3, b4, b7E
Page 387 - b3, b4, b7E
Page 38.8 - b3, b4, b7E
Page 389 - b3, b4, b7E
Page 390 - b3, b4, b7E
Page 391 - b3, b4, b7E
Page 392 - b3, b4, b7E
Page 393 - b3, b4, b7E
Page 394 - b3, b4, b7E
Page 395 - b3, b6, b7C, b7E
Page 396 - b3, b6, b7C, b7E
Page 401 - b3, b4, b6, b7C, b7E
Page 402 - b3, b4, b6, b7C, b7E
Page 403 - b3, b4, b6, b7C, b7E
Page 4(l4 - b3, b4, b6, b7C, b7E
Page 405 - b3, b4, b6, b7C, b7E
Page 41ll- b3, b6, b7C, b7E
Page 420 - b3, b6, b7C, b7E
Page 432 - b3, b6, b7C, b7E
:>age 4~3 - b3, b6, b7C, b7E
:>age 434 - b3, b6, b7C, b7E
:>age 437 - b3, b6, b7C, b7E
:>age 4~8 - b3, b6, b7C, b7E
:>age 439 - b3, b6, b7C, b7E
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Page 440 - b3, b6, b7C, b7E
Page 441 - b3, b6, b7C, b7E
Page 442 - b3, b6, b7C, b7E
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FEDERAL BUREAU OF INVESTIGATION
FOIPA

DELETED PAGE INFORMATION SHEET

Serial Description - Unrecorded Serial

Total Dllieted Pagels) - 287
Page 2- b3, b6, b7G, b7E
Page 3- b3, b6, b7G, b7E
Page 4- b3, b6, b7G, b7E
Page 5 - b3, b6, b7G, b7E
P.age 6 - b3, b6, b7G, b7E
Page 7 - b3, b6, b7G, b7E
Page 8- b3, b6, b7G, b7E
Page 9;- b3, b6, b7G, b7E
Page 10 - b3, b6, b7G, b7E
Page 11- b3,b6, b7G,b7E
Page 12 - b3, b6, b7G, b7E
Page 1:3 - b3, b6, b7G, b7E
Page 14 - b3,b6, b7G, b7E
Page 15 - b3, b6, b7G, b7E
Page 16 - b3, b6, b7G, b7E
Page 17 - b3, b6, b7G, b7E
Page 18 - b3, b6, b7G, b7E
Page 19 ~ b~, b4, b6, b7G, b7E
Page 20 - b:3, b4, b7E
Page 21 - b3, b4, b7E
Page 22 - b3, b4, b7E
Page 23 - b3, b4, b7E
Page 24 - b3, b4, b7E
Page 25 - b3, b4, b7E
Page 26 - b3, b4, b7E
Page 27 - b3, b4, b7E
Page 28 - b3, b4, b7E
Page 29 - b3,b4, b7E
Page 3.0 - b3, b4, b7E
Page 31 - b3, b4, b7E
Page 32 - b3, b4, b7E
Page 33 - b3, b4, b7E
Page 34 - b3, b4, b7E
Page 35 - b3, b4, b7E
Page 36 - b3, b4, b7E
Page 37 - b3, b4, b7E
Page 38 - b3, b4, b7E
Page 39 - b3, b4, b6, b7G, b7E
Page 40 - b3, b4, b6, b7G, b7E
Page 41- b3, b4, b7E
Page 42 - b3, b4, b7E
Page 43 - b3, b4, b7E
Page 44 - b3, b4, b7E
Page 45 - b3, b4, b7E
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Page 46 - b3, b4, b7E
Page 47 - b3, b4, b7E
Page 48 - b3, b4, b6, b7C, b7E
Page 50. - b3, b6, b7C, b7E
Page 5i1- b6, b7C, b7E
Page 52 - b5, b6, b7C
Page 53 - b3, b6, b7C,b7E
Page 514 - b6, b7C, b7E
Page 55 - b5, b6, b7C
Page 5,~ - b5, b6, b7C
Page 6? - b3, b4, b7E
Page 6~ - b3,b4, b7E
Page 64 - b3, b4, b7E
Page 65 - b3, b4, b7E
Page 66 - b3, b4, b7E
Page 67: - b3, b4, b7E

,

Page 6,8 - b3, b4, b7E
Page 69 - b3, b4, b7E
Page 70 - b3, b4, b7E
Page 71 - b3, b4, b7E
Page 72 - b3, b4, b7E
Page 73 - b3, b4, b7E
Page 74 - b3, b4, b7E
Page 75 - b3, b4, b7E
Page 7p - b3, b4, b7E
Page 7'1- b3, b4, b7E
Page 7~ - b3, b4, b7E
Page 79 - b3, b4, b7E
Page 80. - b3, b4, b7E
Page 81- b3, b4, b7E
Page 82, - b3, b4, b7E
Page 83 - b3, b4, b7E
Page 84 - b3, b4, b7E
Page 85 - b3, b4, b7E
Page 86 - b3, b4, b7E
Page 87 - b3, b4, b7E
Page 88 - b3, b4, b7E
Page 8~ - b3, b4, b7E
Page 90. - b3, b4, b7E
Page 91- b3, b4, b7E
Page 92' - b3, b4, b7E
Page 93 - b3, b4, b7E
Page 94' - b3, b4, b7E
Page 95 - b3, b4, b7E
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Page 96 - b3, b4, b7E
Page 97 - b3, b4, b7E
Page 98 - b3, b4, b7E
Page 99 - b3, b4, b7E
Page 100 - b3, b4, b7E
Page 101 - b3, b4, b7E
Page 11)2 - b3, b4, b7E
Page 1q3 - b3, b4, b7E .
Page1Q4 - b3, b4, b7E
Page 105 - b3, b4, b7E
Page 106 - b3, b4, b7E
Page 107 - b3, b4, b7E
Page 1p8 - b3, b4, b7E
Page 1(i19 - b3, b4, b7E
Page 110 - b3, b4, b7E
Page 111 - b3, b4, b7E
Page 11.2 - b3, b4, b7E
Page 11,3 - b3, b4, b7E
Page 11:4 - b3, b4, b7E
Page 115 - b3, b4, b7E
Page 116 - b3, b4, b7E
Page 117 - b3, b4, b7E
Page 118 - b3, b4, b7E
Page 119 - b3, b4, b7E
Page 120 - b3, b4, b7E
Page 121 - b3, b4, b7E
Page 122 - b3, b4, b7E
Page 123 - b3, b4, b7E
Page 124 - b3, b4, b6, b7C, b7E
Page 125 - b3, b4, b7E
Page 1~6 - b3, b4, b7E
Page 127 - b3, b4, b7E
Page 128 - b3, b4, b7E
Page 129 - b3, b4, b7E
Page 130 - b3, b4, b7E
Page 131 - b3, b4, b7E
Page 13.2 - b3, b4, b7E
Page 133 - b3, b4, b7E
Page 134 - b3, b4, b7E
Page 135 - b3, b4, b7E
Page 136 - b3, b4, b7E
Page 137 -b3, b4, b7E
Page 138 - b3, b4, b7E
Page 139 -:- b3, b4, b7E
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Page 140 - b3, b4, b7E
Page 141 - b3, b4, b7E
Page 142 - b3, b4, b7E
Page 143 - b3, b4, b7E
Page 1,*4 - b3, b4, b7E
Page 145 - b3, b4, b7E
Page 1,46 - b3, b4, b7E
Page 147 - b3, b4, b7E
page 148 - b3, b4, b7E
Page 149 - b3, b4, b7E
Page 1~0 - b3, b4, b7E
Page 151 - b3, b4, b7E
Page 15~ - b3, b4, b6, b7C, b7E
Page 15.3 - b3, b4, b6, b7C, b7E
Page 154 - b3, b4, b7E
Page 155 - b3, b4, b7E
Page 1~6 - b3, b4, b7E
Page 1~7 - b3, b4, b7E
Page 158 - b3, b4, b7E
Page 1p9 - b3, b4, b7E
Page 1~0 - b3, b4, b7E
Page 1$1 - b3, b4, b7E
Page Hi'2 - b3, b4, b7E
Page HI:3 - b3, b4, b7E
Page 164 - b3, b4, b7E
Page 165 - b3, b4, b7E
Page 1~6 - b3, b4, b6, b7C, b7E
Page 167 - b3, b4, b7E
Page 168 - b3, b4, b7E
Page 169 - b3, b4, b7E
Page 170 - b3, b4, b7E
Page 17i1 - b3, b4, b7E
Page 17:2 - b3, b4, b7E
Page 173 - b3, b4, b7E
Page 174 - b3, b4, b7E
Page 175 - b3, b4, b7E
Page 176 - b3, b4, q7E
Page 177 - b3, b4, b7E
Page 292 - b3, b6, b7C, b7E
Page 293 - b3, b4, b7E
Page 294 - b3, b4, b7E
Page 295 - b3, b4, b7E
Page 2~6 - b3, b4, b7E
Page 297 - b3, b4, b7E
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Page 2~8 - b3, b4, b7E
Page 299 - b3, b4, b7E
Page 3.00 - b3, b4, b7E
Page 301 - b3, b4, b7E
Page 3\)2 - b3, b4, b7E
Page 303 - b3, b4, b7E
Page 304 - b3, b4, b7E
Page 305 - b3, b4, b7E
Page 306 - b3, b4, b7E
Page 3p7 - b5, b6, b7C, b7E
Page 309 - b5
Page 310 - b5
Page 311 - b5
Page 312 - b5
Page 313 - b5
Page 314 - b5
Page 3.1!5 - b5
Page 316 - b5
Page 317 - b5
Page 318 - b5, b6, b7C
Page 319 - b5, b6, b7C
Page 320 - b5, b6, b7C
Page 321 - b5
Page 322 - b5
Page 323 - b5
Page 32:4 - b5
Page 32~ - b5
Page 326 - b5
Page 327 - b5
Page 3:!8 - b5
Page 329 - b5, b6, b7C
Page 330 - b5, b6, b7C
Page 352 - b1, b3, b5, b6, b7C, b7E
Page 353 - b1, b3, b5, b6, b7C, b7E
Page 354 - Duplicate
Page 355 - Duplicate
Page 35;6 - Duplicate
Page 357 - Duplicate
Page 358 - Duplicate
Page 359 - Duplicate
Page 360 - Duplicate
Page 3111 - Duplicate
Page 3112 - Duplicate
Page 363 - b5, b6, b7C, b7E
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Page 364 - bS, b6, b7C, b7E
Page 36S - Duplicate
Page 3Ei6 - Duplicate
Page 367 - Duplicate
Page 3.68 - Duplicate
Page 3$9 - Duplicate
Page 3,,0 - Duplicate
Page 371 - Duplicate
Page 372 - Duplicate
Page 373 - Duplicate
Page ;388 - bS
Page 389 - bS,

Page 3~0 - bS
Page 3~1 - bS
Page 392 - Duplicate
Page 3~3 - Duplicate
Page 3~4 - Duplicate
Page 39S - Duplicate
Page 39,6 - bS
Page 397 - bS
Page 3~8 - bS
Page 399 - bS
Page 400 - bS
Page 401 - bS
Page4Q2 - bS
Page 40,3 - bS
Page 40,4 - bS
Page 40'S - bS
Page 408 - Duplicate
Page 40.9 - Duplicate
Page 4~0 - Duplicate, .
Page 4~ 1 - Duplicate
Page 4~2 - Duplicate
Page 413 - Duplicate
Page 41~ - Duplicate
Page 415 - Duplicate
Page 416 - Duplicate
Page 417 - Duplicate
Page 41·8 - Duplicate
Page 419 - Duplicate
Page 420 - Duplicate
Page 42.1 - Duplicate
Page 422 - Duplicate
Page 423 - Duplicate
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Page 4124 - Duplicate
Page 4125 - Duplicate
Page 4;30 - b5, b6, b7C, b7E
Page 436 - b5, b6, b7C
Page 437 - b5, b6, b7C
Page 4;38 - b5, b6, b7C, b7E
Page 4;39 - b5, b6, b7C, b7E
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Here's the applicable policy: the MIOG (OTD section pertaining to GPS) provides the following guidance:

16-4.8.13 Tracking and Location Information - Evidentiary Considerations (TTU) (See MIOG,
Part 2, 16-2.12 (3).) .. " .
(1), Tracking and locationinfonnatio~· Imay in fact
constitute ev.idep.ce in a number of investigative scenarios. See MIOG, Part 2,10-10.8. Hence, such tracking
and location infonilation when evidential in nature should be maintained in an appropriate evidence
envelope within the IA or IE section of a case file or within the Bulky Evidence Room. (TTU)
(2) Since tracking and location infonnation may constitute evidence in a number of investigative scenarios,
it is important that careful consideration be given to field offic~ . personnel becoming involved

. in the operation oftracking/locating devices, and in the downloading and cham of custody of
tracking/locating infonnation, with respect to the potential for being called to testify as a witness at trial (see
FBI policy 04 I. Accordingly, consultation with the field office ChiefDivision Counsel
(CDC) is warranted. Also see MIOG, Part 2, 10-9.8.1(2)(c) and 10"10.16. (TID)
87

bS
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(4) Expert witnesses are available from the Operational Technology ~lvl~ion .:.O:";:;jg Research Facility, Quantico,
Virginia, for media analysis and,court testimony regarding authenticit and other associated matters.
These normally become points of question·at pretrial hearings. It is a we -es;a~ IS e act that media recordings and other
technically collected evidence are admissible in COUl:!. On the basis of current case law, the government can introduce
reco~~~ng media solely on the testimony of the Agent(s) who monilnr~ "nrl , 'h" . .. 1 Ih"An"nl ""n
identi the.voice1s\ and 'eoHfu'rdh" ~" .. ;nfth": . .1

l.-aPPl~IR5il ...JINormaIlY, the Agent who slgns,the

1 Ib7E
. for a court-ordered intercept will be c?lIed as a witness at a suppression hearing _
I See MIOG, Part 2, 16-7.2.2, 16- 3.1.6 (7).)

(5)1(, in an unusual circumstanca, the government's case mandates a disclosure ofFBI technical operations, equipment
or technique, the problem should be first brought to the attention of the ChiefDivision Counsel who will determine the
disclosure and the reasons. Alternatives to disclosure will be sought and ifno resolution is possible which would protect
FBI technical concems, then notification should be made to FBIHQ, Operational Technology Division, Electronic '
Surveillance Technology Section, so a final decision can be mage in conjunction with the appropriateFBIHQ investigative

(iViSions. ' "

Hope this is helpM, "
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

ILA"'-SS"'is~t-an~t~G~e-n-e-ra~1 Counsel
Science & Technology Law I,Init
Engineerino Research Facilit

SCIENCE & TECHNOLOGY LAW UNIT OFFICE OF THE GENERAL COUNSEL

2

CELL/OlD 006118
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HEREIN IS UNCLASSIFIED
DATE 10-04-2012 BY 6S179/dmh/scp/as

The United States Court ofAppeals for the Eleventh Circuit in United States v. Van Horn, 789
F.2d 1492(11th Cir.), cert. denied, 479 U.S. 854 (1986), recognized a qualified gove=ent
privilege not to disclose sensitive investigative techniques. The pourt opined:

We recognize a qualifed government privilege not to disclose sensitive
investigative techniques in Roviaro v. UIiited States; 353 U.S. 53, 77 S.Ct. 623, 1 L.Ed.2d
639 (1957), the Supreme Court acknowledged the existence ofan "informer's privilege."
The Court stated that the government has a privielge to withhold the identity ofpersons
who furnish information ofviolations of law to the police, reasoning that the privilege
furthered effective law enforcement by encouraging citizens to come forward with
relevant information, 353 U.S. at 59,77 S. Ct. at 627...

We hold that the privilege applies eql,lally to'the nature and location of electronic
surveillance equipment. Disclosing the precise locations where surveillance devices are
hidden or their precise specifications will educate criminals regarding how to protect
themselves against police surveillance. Electronic surveillance is an important tool of
law enforcement, and its effectiveness should not be unnecessarily compromised.
Disclosure of such information will also educate persons on how to employ such
techniques themselves, in violation ofTitle III. (789 F.2d at 1507 to 1508). .

The privilege Will only give,way ifthe Defendant can show a need for the information. 789 F.2d
at 1508. To meet this burdeI), a defendant must establish that the information sought "is relevant
and helpful to the defense ofthe accused, or is essential to a fair determination ofa cause."
Roviaro v. United States, 353' U.S. 53, 77 S.Ct. 623, 1 L.Ed.2d 639 (1957). The court must then
weigh the defendant's need for the information against the government's interest in non­
disclosure and the policies underlying the privilege. This case-by-case balancing process is
necessarily ad hoc. However, in general, the courts applying the investigative techniques
privilege have held that where the defendant has access to evidence from which a jury can
determine the accuracy and validity of the surveillance equipment and techniques, the defendant
has no need for the information. See, M., United States v. Van Horn, 789 F.2d at 1507-08
(concealed microphone in 'office, location and means of concealmeI)t not disclosed because
defendant had alternative way to challenge voice identification through the tapes
themselves);United States v. Harley, 682 F.2d 1018 (D.C. Cir. 1982); United States v. Garey,
2004 WL 2663023 (M.D.Ga. 2004)(defendarit sought nature and technical details of device used
to determine geographical location of cellular phone, because phone allegedly used in making
threatening calls had been seized from defendant's residence it confirmed the accuracy ,of the
geographic surveillance and defendant had the means to challenge the accuracy ofthe analysis
used to link that phone to the criminal conduct). In contrast, ifthe defendant has no alternative
means to examine the validity and accuracy of the surveillance, the balance will tend to shift in
favor of disclosing the information to enable the defense to make his case. See, M., United
States v. Foster, 986 F.2d 541, 543 (b.C. Cir. 1993) (defendant sought location ofobservation
post: officer's observation ofdrug transaction was key evidence implicating defendant;
surveillance not taped,or photographed, so no alternative evidence for jury to examine to
determine whether surveillance post provided clear view from which officer could make accurate

CELL/OID 006120 '
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identification of defendant).

In this case, the Government has a qualified privilege to maintain the confidentialitv of
the technology and techniques used in the investigation of this case~ I

L.,."."""'""'=--=.,,,..=-.....,..=~,..,....,"""""';-:::-:....,..._-;---:-:;...JI, ~S~ee"M., United States v. Harley, 682
F.2d 1018 (D.C. Cir. 1982); United States v. Angiuilo, 847 F.2d956, 982-84 (Is Cir. 1988);

, United States v. Fernandez, 797 F.2d 943, 952-53 (11thCir. 1986).

November21,2005 .
C:\Documents and Settin~OCal Settings\Temporary Internet Files\ContentOutlook\RU81ZRKC\protectingsensitive
techniques20051212.wpd

bS
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....--------------------==--=-====--------,
b6
b7e

Subject: FW: US Supreme Court Approved Changes to the Federal Rules of Criminal Procedure 5, 6,
32.1,40,41, and 58

UNCLASSIFIED
NON-RECORD

Further follow-up: the attached. contains the actual amendment for Rule 'l1-on warrants for "tracking devices"

--Original M 1 I
From: ~aoa;iWiwii:iijii5:21i1iu::22:~ ...:_ __,
Sent: r
To: r I

b6
b7C

RE: US Supreme Court Approved Changes to the Federal Rules of Criminal Procedure S, 6, 32.1, 40, 41, and 58
1
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'UNCLASSIFIED
NON-RECORD

Folks,

Attached are the Amendments to Criminal Rules 5,6,32.1,40,41, and 58 as approved by the
US Supreme Court in April 2006, which took effect on December 1,2006, along with an excerpt
of the "Report of the Advisory Committee on Criminal Rules," RE these Rules.

CriminaLRules_App' Combined_CR_Rep
roved....US_Sup... art_Rules.pdf

CELL/Glb GG6123
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•Subject: Clian~es w me t-eaeraJ KUJes or Lrlmlnal proceaure

UNCLASSIFIED
NON-RECORD

Ladies and Gentlemen,

Attached are the amendments to the Federal Rules of Criminal Procedure as approved by the
Judicial Conference (see www.uscourts.gov website) along with an excerpt of the "Report of the
Advisory Committee on Criminal Rules," and, for your edification, a document and chart that
describes the rulemaking process.

As always, please forward to appropriate personnel.

b6
b7C

« File: Chang?s_to_F:ederal_Rules_Criminal~Procequre.pdf»
» « File: Federal Rulemaking.doc »

UNCLASSIFIED .

UNCLASSIFIED

UNCLASSIFIED

. .
« File: Excerpt_CR.pdf

3
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AMENDMENTS TO THE FEDERAL
RULES OF CRIMINAL PROCEDURE

Rule 5. Initial Appearance

*****

(c) Place of Initial Appearance; Transfer to

Another District.

*****

(3) Procedures in a District Other Than Where

the Offense Was Allegedly Committed. If the

initial appearance occurs in a district other than

where the offense was allegedly committed, the

following procedures apply:

*****

(C) the. magistrate judge must' conduct a

preliminary hearing if required by Rule 5.1;

ctlLt010 006m



•

2 FEDERAL RULES OF CRIMJNAL PROCEDURE'

(D) the magistrate judge must. transfer the

defendant to the district where the ·offense

was allegedly committed if:

(i) the government produces the warrant,

a certified copy of the warrant, or a

reliable electronic form of either; and

*****

Rule 6. The Grand Jury

*****

'(e) Recording and Disclosing the Proceedings.

* * * * *"

.(3) Exceptions.

*****

(D) An attorney for the government may

disclose any grand-jury matter involving

foreign intelligence,' counterintelligence (as

defined in 50 U.S.C. § 401a), or foreign



•

FEDERAL RULES OF CRIMINAL PROCEDURE 3

'intelligence information (as defined in'Rule

6(e)(3)(D)(iii» to any federal law'

enforcement, intelligence, protective,

immigration, national ,defense, or national

security official to assist the offici8J.

receiving the information ill the

performance of that official's duties. An

attorney for the government may also

disclose any grand-jury matter involving,

within the United States or elsewhere, a

thr~at of attack or other grave hostile acts of

a foreign power or its agent, a threat of

domestic or international sabotage or

terrorism, or clandestine intelligence

gathering ,activities by an intelligence

service or network of a foreign power or by

its agent, to any appropriate federal, state,

CELl/DiD 006127



4 FEDERAL RULES OF CRIMINAL PROCEDURE'

state subdivision, indian tribal, or foreign

government official, .for the purpose of

preventing or responding to such threat or

activities.

(i) Any official who receives iilformation

under Rule 6(e)(3)(D): may use the

inform!'ltion only as necessary in the

conduct of that person's official duties

subject to any limitations on the

unauthorized disclosure of such

information. Any state, state

subdivision, Indian tribal, or foreign

government official who receives

information under Rule 6(e)(3)(D) may

use the info;rmation only in a manner

consistent with any guidelines issued

CELL/DID 006128



FEDERAL RULES OF CRIMINAL PROCEDURE 5

by the Attorney General and the

Director of National Intelligence.

*****

(7) Contempt. A knowing violation of Rule 6, or of

·any guidelines jointIY issued by the AttorneY

General and the Director of National Intelligence

under Rule 6, may be punished as a contempt of

court.

*****

Rule 32.1. Revoking or Modifying Probation or
Supervised Release

(a) Initial Appearance.

*****

(5) Appearance in a District Lacking

Jurisdiction. If the person is arrested or

appears in a district that does not have

CELL/01D 006129



6 FEDERAL RULES OF CRIMINAL PROCEDURE

jurisdiction to conduct a revocation hearing, the

magistrate judge must:

*****

@) if the alleged violation did not occur in the

district of arrest, transfer the person to the

district that has jurisdiction if:

(i) the government produces certified

copies of the judgment, warrant, and

warrant application, or' produces copies

of those certified documents by reliable

electronic means; and

(n) the judge finds that the person is the

same person named in the warrant,

*****



•

FEDERAL RULES OF CRlJ.IlUNAL PROCEDURE 7

Rl:!le 40. Arrest for Failing to Appear in Another
District or for Violating Conditions of Release Set
in Another District

(a) In General. A person must be taken without

unnecessary delay before a magistrate judge in the

district of arrest if the person 'has been arrested

under a warrant issued in another district for:

(i) failing to appear as required by the terms of that

person's release under 18 U.S.C. §§ 3141-3156 or

by asubpoena; or

(li) violating conditions of release set m another

district.

*****

Rule 41. Search and Seizure

(a) Scop~ and Definitions.

*****

(2) Definitions. The following definitions apply

under this rule:

tELL/GiG 0061~1



8 FEDERAL RULES OF CRIMINAL PROCEDURE

****.*

(D) "Domestic terrorism" and "interna#onal

terrorism" have the meanings set out in 18

U.S.C. §o2331.

(E) "Tracking device" has the meaning set out in

18 U.S.C. § 3117(b).

(b) Authority to Issue a Warrant. At the reOquest of a

federal law enforcement officer or an attorney for the

government:

(1) a magistrate judge with authority in the district

- or if none is reasonably available, a judge of a

state court of record in the district - has

authority to issue a warrant to search for and

seize a person or property located within t):le

district;

(2) a magistrate judge with authority in the district

has authority to issue a warrant for a: person or

CELl/OlD 006132
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FEDERAL RULES OF CRIMINAL PROCEDURE 9

property outside the district if the person or

property is located within. the district when the

warrant is issued but might move or be moved

outside the' district before the warrant is

executed;

(3) a magistrate judge - in an investigation of

domestic terrorism or international terrorism ­

with lluthority in any district in which activities'

related to the terrorism may have occurred has

authority to issue a warrant for a person or

property within or outside that district; and

(4) a magistrate judge with authority in the district

has authority to issue a warrant to install within

the district a tracking device; the warrant may

authorize use of the device to track the

movement of a person or property located within

the district, outside the district, or both.

tELL/OlD 006133
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*****

(d) Obtaining a Warrant.

(1) In 'General. After receiving an affidavit 'or

other information, a magistrate, judge - or if

authorized by Rule 41(b), a judge of a state court

of record - must issue the warrant if there is

probable cause to search for and seize a person

or property or to install and use a tracking

device.

*****

(3) Requesting a Warrant by Telephonic or

Other Means.

(A) In General. A magistrate judge m'ay issue a

warrant based on information '

comm,micated by telephone or other reliable

electronic means.



FEDERAL RULES OF CRIMINAL P.ROCEDURE 11

(B) Recording Testimony. Upon learning that

an applicant is requesting a warrant under

Rule 41(d)(3)(A), a magistrate judge must:

(i) place under oath the applicant and any

person on whose testimony' the

application is based; and

(n) make a verbatim record of the

conversation with a suitable recording

device, if available, or by a court

reporter, or in writing.

*****

(e) Issuing the Warrant.

(1) In General. The magistrate judge or a judge of

a state court of record must issue the warrant to

an officer authorized to execute it.

(2) Contents of the Warrant.

ctlLtOW OOM~5



12 FEDERAL RULES OF CRIMJNAL PROCEDURE·

(A) Warrant to Search for and Seize a Person or

Property. Except for a tracking-device

warrant, the warrant must ideI).tlly the

person or property to be searched, identify

any person or property to be seized, and

designate the magistrate judge to whom it

must be returned. The warrant must

co=and the officer to:

(i) execute the warrant within a specified

time no longer than 10 days;

(ii) execute the warrant during the·

daytime, unless the judge for good

cause expressly authorizes execution at

another time; and

(iii) return the warrant to the magistrate

judge designated in the warrant.

(B) Warrant for a Tracking Device. A tracking-

CEll/OlD 006m



FEDERAL RULES OF CRIMINAL PROCEDURE 13

device warrant must identify the person or

property to be tracked, designate the

magistrate judge to whom it must be

returned, and specify a reasonable length of

time that the device may be used. The time

must not exceed 45 days from the date the

warrant was issued. The court may, for

good cause, grant one or more extensions for

a reasonable period not to exceed 45 days

each. The warrant must command the

officer to:

(i) complete any installation authorized by

the warrant within a specified time no

longer than 10 calendar days;

(li) perform any installation authorized by

the warrant during the daytime, unless

the judge for good. cause expressly

muo,1l 0061'37
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authorizes installation at another time;

and

(iii) rl"turn. the wanant to the judge

designated in the warrant.

(3) Warrant by Telephonic or Other Means. If a

magistrate judge decides to proceed under Rule

41(d)(3)(A), the following, additional procedures

apply:

(A) Preparing a Proposed Duplicate Original'

Warrant. The applicant must prepare a

"proposed duplicate original warrant" and

must read or otherwise' t,ansmit the

contents of that docum~nt verbatim to the

magistrate judge.

(B) Preparing an Original Warr.ant. If the

applicant reads the contents of the proposed

duplicate' original warrant, the magistrate

CELL/DiD 006138
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FEDERAL RULES OF CRIMINAL PROCEDURE 15

judge must !,nter those contents into an

original warrant. If the applicant transmits

.the contents by reliable electronic means,

that transmission may serve as the original

warrant.

(0) Modification. The magistrate judge may

modi:f)T the original warrant. The judge

must transmit any modified warrant to the

applicant by reliable electronic means under

Rule 41(e)(3)(D) or direct the applicant to

modi:f)T the proposed .duplicate original

warrant accordingly.

(D) Signing the Warrant. Upon determining to

issue the warrant, the magistr!l,te judge

must immediately sign the original warrant,

enter on its face the exact date and time it is

issued,. and transmit it by reliabie electronic

CELl/OJ\) OOM 39
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means to the applicant or direct the

applicant to sign the judge's name OIl the

duplicate original warrant.

(f) Executing and Returning the Warrant.

(1) Warrant to Search for and Seize a Person or

Property.

(A) Noting the Time. The officer executing the

warrant must enter on it the exact date and

time it was executed.

(B) Inventory. An officer present during the

execution of the warrant must prepare and

verify an inventory of any property seized.

The officer must do so in the presence of

another officer and the person from whom,

or from whose premises, the property was

taken. If either one is not present, the

officer must prepare and verilY the·



FEDERAL RULES OF CRIMINAL PROCEDURE 17

inventory in the presence of at least one

other credible person.

(0) Receipt. The officer executing the warrant

must give a copy of the warrant and a

receipt for the property taken to the person

from whom, or from whose premises, the

property was taken or leave a copy of. the

warrant and receipt at the place where the

officer took the property.

(D) Return. The officer executing the warrant

must promptly return it.- together with a.

copy of. the inventory - to the magistrate

judge designated on the warrant. The' judge

must, on request, give a copy of the

inventory to the person from whom, or from

whose premises, the property was taken and

to the applicant for the warrant.

CEll/OiD 006141
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(2) Warrant for a Tracking Device.

(A) Noting the Time. The officer executing a

tracking-device warrant must enter on it the

exact date and time the device was installed

and the period during which it was used.

(B) Return. Within 10 calendar days after the

use of the tracking device has ended, the

officer executing the warrant must retUrn it

to the judge designated in the ·warrant.

(C) Service. Within 10 calendar days after the

use of the tracking d,evice has ended, the

officer executing a .tracking-device warrant

must serve a copy of the warrant on the

person who was tracked or whose property

was tracked. Service may be accomplished

by delivering a. copy to the person who, or

whose property, was tracked; or by leaving a

CELl/OiD 006m
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copy at the person's residence or usual place

of abode with an individual of suitable age

and discretion who resides at that location

and by mailing a copy to the person's last

)mown address. Upon request of the

government, the judge may delay notice as

provided in Rule 41(£)(3).

(3) D~layed Notice. Upon the government's

request, a magistrate judge - or if authorized by

Rule 41(b), a judge of a state court of record ­

may delay any notice required by this rule if the

delay is authorized by statute.

*****

Rule 58. Petty Offenses and Other Misdemeanors

*****

(b) Pretrial Procedure.

**"***

CELL/OIG 006143
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(2) Initial Appearance. At the defendant's initial

appearance on a petty offense or other

misdemeanor charge, the magistrate judge must

inform the defendant ofthe following:

*****

(G) any right to a, preliminary hearing under

Rule 5.1, and the general circumstances, if

any, under which the defendant may secure

pretrial release.

*****

CELL/OiD 006144
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To: Hon. David F. Levi, Chair
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JERRY E. SMITH
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From: Hon. Susan C. Bucklew, Chair
Advisory Committee .on Federai Rules of Criminal Procedure

Subject: Report of the Advisory Committee on Criminal Rules

Date:

T.

May 17, 2005

Introduction

The Advisory Committee on Federal Rules of Criminal Procedure met on
April 4-5, 2005 in Charleston, South Carolina and took action on a number of
proposed amendments to the Rules ofCriminal Procedure.

** * * *.

II. Action Items - Overview

First, the Committee considered two public comments to the following
rules:

• Rule 5, Initial Appearance, Proposed AmendmeI1t Regarding Use of
Electronic Means to transmit Warrant.

• RuIe 32.1, Revoking or Modifying Probation or Supervised Release;
Proposed Amendment Regarding Use .0fElectronic Means to TranSmit
Warrant.

• Rule 40, Arrest for Failing to Appear in Another District; Proposed
Amendment to Provide for Authority to Set Conditions for Release.

CElL/OlD 006\45
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• Rule 41, Search and Seizure; Proposed Amendment Concerning Use of
Electronic Means to Transmit Warrant.

• Rule 58, Petty Offenses and Misdemeanors; Proposed Amendment to
Resolve Conflict with Rule 5 Concerning Right to Preliminary Hearing.

• Rule 41. Search and Seizure; Previously Approved Amendment
Concerning Tracking Device Warrants.

As noted in the following discussion, the Advisory Committee proposes that
amendments to Rule 6 be approved by the Committee and forwarded to the Judicial
Conference without being published for comment.

Second, the Committee considered technical and conforming amendments to
the following rule:

• Rule 6, The Grand Jury.

As noted in the following discussion, the Advisory Committee proposes that this
amendment be forwarded to the Judicial Conference.

III. Action Items-~ecommendations to Forward' Amendments to the
Jndicial Conference

At its Jime 2004 meeting, the Standing Committee approved the publication
ofproposed amendments to Rules 5, 32.1, 40, 41, and 58. The comment period for
the proposed amendments was closed on February 15, 2005. The Advisory
Committee received two comments on the proposed amendments, and several
suggestions from the Style Committee. The Committee made only minor changes
as proposed by the Style Committee, and it recommends that all of the proposed
amendments be forwarded to the Judicial Conference for approval and transmitted
to the Supreme Court. The following discussion briefly summarizes the proposed
amendments.

Ct.Ll/OiD 006146
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1. ACTION. ITEM-Rule 5, Initial Appearance, Proposed
'Amendment Regarding Use of Electronic Means to
Transmit Warrant. .

The amendment to Rule 5 is intended to permitthe magistratejUdge to accept
a warrant by reliable electronic means. At present, the rule requires the government
to produce the original warrant, a certified copy of the warrant, or a facsimile copy
ofeither of those documents. The amendment reflects the availability of improved
technology, which makes the use of electronic media as reliable and efficient as
using a facsimile. Theterm "electronic" is used to provide S0111e flexibility, allowing
for further technological advances in transmitting data. Ifelectronic means are used,
the rule requires that the means be "reliable," and leaves the ~efinition of that term
to a court or magistrate judge at the local level. The Advisory Committee received
two comments on the published amendment. FederalPu1,>lic Defender Frank
Dunham wrote that the rule should make clear that "non-certified electronic copies"
are not reliable electronic means. Th~ Fed~r;il Magistrate Judges Association
expressed its support for the'rule as drafted'.

Following consideration of the comments, the Committee unanimously
approved the amendment; as published.

Recommendation-TheAdvisoryCommittee recommends that the amendment
to Rule 5 be approved andforwarded to the Judicial Conference.

2. ACTION ITEM-Rule 32.1, Revoking or Modifying
Probation or Supervised Release; Proposed Amendment
Regarding UseofElectronicMeans to TransmitWarrant.

This amendment to Rule 32..1 permits the magistrate judge to accept a
judgment, warrant, and warrant application by reliable electronic means. It parallels
similar changes to Rule 5, reflecting the same enhancements in technology. As in
Rule 5, what constitutes "reliable" electronic means is left to a court or magistrate
judge to determine as a local matter. The Committee received only one comment on
the published amendment, in which the Federal Magistrate Judges Association
expressed its s1,lpport for the change.
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Following consideration of the comment, the Committee unanimously
approved the amendment, as published (with a minor change recommended by the
Style Committee).

Recommendation-TheAdvisory Committee recommends that the amendment
to Rule 32.1 be'approved andforwarded to the Judicial Conference. .

3. A~TION ITEM-Rule 40, Arrest for Failing to Appear in
Another District; Proposed Ame~dment to Provide for
Authority to Set Conditions for Release.

This amendment to Rule 40 is intended tofill a perceived gap in the rule
related to persons who are arrested for violating the conditions ofrelease in another
district. It authorizes the magistrate judge in the district where the arrest takes place
to set conditions of release. The amendment makes itclear that the judge has this
auth9rity not only in cases where the arrest takes place because offailure to app.ear
in another district, but also for violation of any other condition of release. The
Committee received only one comment on the published amendment, in which the
Federal Magistrate Judges Association expressed its support for the change.

Following consideration of the comment, the Committee unanimously
approved the amendment, as published (with a minor change recommended by the
Style Committee). .

Recommendation-TheAdvisoryCom";'ittee recommends that the amendment
to Rule 40 be approved andforwarded to the Judicial Conference.

4. ACTION ITEM-Rule 41, Search and Seizure; Proposed
Amendment Conceming Use of Electronic Means to
Transmit Warrant.
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This amendment to Rule 41 authorizes magistrate judges to use reliable
electronic I\leans to issue warrants. This parallels ·similar changes to Rules 5 and
32.l(a)(5)(B)(i), allowing the use of improved technology, and leaving what
constitutes "reliable" electronic means to a court or magistrate judge to determine as
a local matter. The Committee received only one comment ori the published
amendment, in which the Federal Magistrate Judges Association expressed its
support for the change.

Following consideration of the comment, the· Committee unanimously
approved the amendment, as published.

Recommendation-TheAdvisory Committee recommends thatthe amendment
to Rule 41 be approved andforwarded to the Judicial Conference.

5. ACTION· ITEM-Rule 58, Petty Offenses and
Misdemeanors; ProposedAmendment to Resolve Conflict
with Rule 5 Concerning Right to Preliminary Hearing.

Rule 58(b)(2) governs the advice to be given to defendants at an initial
appearance on a misdemeanor charge. The amendment eliminates a conflict with
Rule 5.l(a) concerning a defendant's entitlement to a preliminary hearing. Instead
of attempting to define in this rule when a misdemeanor defendant may be entitled
to a Rule 5.1 preliminary hearing, the rule is amended to direct the reader to Rule
5.1. The Committee received only one comment on the published amendment, in
which the Federal Magistrate Judges Association expressed its support for the
change. .

Following consideration of the comment, the Committee unanimously
approved the amendmellt, as published.

Recommendation-TheAdvisory(:ommittee recommends.that the amendment
to Rule 58 be approved andforwarded to the Judicial Conference.
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6. ' ACTIONITEM-Rule41. Search and Seizure; Previously
Approved Amel.ldment Concerning Tracking Device
Warrants.

An amendment to Rule 41 which would provide ,procedures for tracking
device warrants was recommended, published for public comment, reviewed by the
Advisory Committee, and approved by the Stsnding Committee at its June 2003
meeting for submission to the Judicial Conference. However, subsequent to that
meeting the Department ofJustice requested additional time to review the proposal.
At the April 2005 meeting of the Advisory Committee, Ms. Rhodes stated that the
Department had completed its review of the amendment and had' no further
recommendations for changes to it. In light ofthe,clarification ofthe Department's
position, there is no longer any need to defer submission to the Judicial Conference.

The rule and committee note as approved by the Standing Committee at its
June 2003 meeting, including changes proposed by the Style Committee, are
submitted again for consideration.

Recomment;fation-TheAdvisory Committee recommends that the amendment
to Rule 41 be approved andforwarded to the Judicial Conference.

7. ACTION ITEM-Rule 6. The Grand Jury; Technical and
Conforming,Amendments.

This amendment 'makes technical changes to. the language added to Rule 6
by the Intelligence RefoI'!I\ and Terrorism Preve~tionAct of2004, Pub.L. 108-458,
Title VI, § 6501(a), 118 Stat. 3760, in order to bring the new language into
conformity with the conventions introduced in the general restyling ofthe Criminal
Rules. No substantive change is intended.

The Advisory Committee unanimously approved the proposal as a technical
and conforming amendment, for which no publication and comment period would
be necessary.
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Recommendation-The Advisory Committee recommends that the technical
and coriformtng amendment to Rule 6 be approved andforwarded to the Judicial
Conference.

** * **

tElltOi~ 006151



ALL INFOR!lATION GOlfTAII~D

HEREIN IS UJ,GLA55IFIED
DATE 10-04-2012 BY 65179/dmh/.tp/a.

PROPOSED AMENDMENTS TO THE
FEDERAL RULES OF CRJJ.VnNAL PROCEDURE*

Rule 5. Initial Appearance

1 *****

2 (c) Place of Initial Appearance; Transfer to Ano~ber

3 District.

4 *****

5 (3) Procedures in a District Other Than Where the

6 Offense Was Allegedly Committed. If the initial

7 appearance occurs in a district other than where

8 the offense was allegedly' committed, the

9 following procedures apply:

10 * * * * *
11 (C) the magistrate' j\ldge must conduct a

12 preliminary bearing ifrequired by Rule 5.1

13 Sf Rule 58(13)(2)(0);

*:N"ew material is underlined; matter to be omitted is lin~d. through.
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14 (D) the m~gistrate judge must transfer the

15 defendant to the' district where the offense

16 was allegedly committed if:,

17 (i) the government produces the warrant,

18 a certified copy of the warrant, it

19

20

21

22

fassimile sf either, or ethel'

aj'lj3roj3riata a reliable electronic form

of either; and

*****

COMMITTEE NOTE

Subdivisions (c)(3)(C) and (D). The amendment to Rule
5(c)(3)(C) parallels an amendment to 'Rule 58(b)(2)(G), which in
turn has been amended to remove a conflict between that ruie and
Rule 5.1(a), concerning the right to a preliminary hearing.

Rule 5(c)(3)(D) has been amended to permit the magistrate
judge to' accept a warrant by reliable electronic means. Currently,
the rule requires the government to produce .the original warrant, a
certified copy of the warrant, or a facsimile copy of either of those
documents. This amendment parallels similar changes to Rules
32.1(a)(5)(B)(i) and 41. The reference to a facsimile version ofthe
warrant was removed because the Committee believed that the
broader term "electronic form" includes facsimiles.
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The amendment reflects a number of significant
improvements in technology. First, more courts are noW equipped
to receive filings by electronic means, and indeed, some courts
encourage or require that certain documents be filed by electronic
means. Second, the technology has advanced to the state where
such filings could be' sent from, and ·received at, locations outside
the courthouse. Third, electronic media can now proville improved
quality of transmission and security measures. In short, iii a
particular case, using electronic media to transmit a document
might be just as reliable and efficient as using a facsimile.

The term "electronic" is used to provide some flexibility to
the rule and make allowance for further technological advances in
transmitting data.

The rule requires that if electronic means are to be used to
transmit a warrant to the magistrate judge, that the means used be
"reliable." While the rule does not further define that term, the
Committee envisions that a court or magistrate judge would make
that determination as a local matter. In deciding whether a
particular electrcnic means, or m.edia, would be reliable, the court
might consider first, the expected quality and clarity of the
transmission. For example, is it possible to read the contents of the
warrant in its entirety, as though it were the original or a clean
photocopy? Second, the court may consider whether security
measures are available to insure that the 'transmission is not
compromised. In this regard, most courts are now equipped to

. require that certain documents contain a digital signature, or some
other similar system for restricting access. Third, the court may
consider whether there are reliable means of preserving the
document for later use.
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Changes Made After Pnblication and Comment

The Committee m~de no changes in, the Rule and
Committee, Note as published. It considered and rejected the
suggestion that the rule should refer specifically to ,non-certified
photocopies, believing it preferable to allow the definition of
reliability to be resolved at the local level. The, Committee Note
provides examples of the factors that would bear,on reliability,

* * * * *

Rule 6. The Grand Jury

1 *****

2 (e) Recording and Disclosing the Proceedings.

3 *****

4 (3) Exceptions.

5 .*****
6 (D) An attorney for the government may

7 disclose any grand-jury matter involving

8 foreign intelligence, counterintelligence (as

9 defined in 50 U.S,C. § 401a), or foreign

10, intelligence information (as defmed in Rule

CELl/OlD 006155
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1.1 6(e)(3)(D)(iii)) to any federal law

12 . enforcement, '. intelligence, protective,

13 immigration, national defense, or national

14 security official to assist the official

15 receiving the information il). the

16 performance of that official's duties. An

17 attorney for the government may also

18 disclose any grand,:jury matter involving,

19 within the United States or elsewhere, a

20 threat of attack or other grave hostile acts of

21 a foreign power or its agent, a threat of

22 domestic or international sabotage or

23 terrorism, or clandestine intelligence

24; gathering activities by an intelligence

25 service or network of a foreign power or by.

26 its agent, to any appropriate federal PeeleraI,

27 state8tate, state8tate subdivision, Indian

CELL/OlD 006156
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28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

FEDERAL RULES OF CRlMINAL PROCEDURE

tribal, or foreign government official, for

the purpose of preventing or responding to

such threat or activities.

(i) Any official who receives infonnation

under Rule 6(e)(3)(D) may use the

infonnation only as necessary in the

conduct of that person's official duties

subject to any limitations on the

unauthorized disclosure of such

infonnation. Any stateSMe, stateSMe

subdivision, Indian tribal, or foreign

government official who receives

infonnation under Rule 6(e)(3)(D)

may use the infonnation erilif

eeHsistem with sllsll gllidelmes as the

,'.tEeme)' G8Heral and the Direeter ef

National Imel.ligeflee shall jeiHtJ)'
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46

47

48

49

50

51

52

53

54

55

FEDERAL RULES OF CRlMINAL PROCEDURE 7

issll& only in a manner consistent with

any guidelines issued by the Attorney

General and the Director of National

Intelligence.

*****

'(7) Contempt. A knowing violation of Rule 6, or of

any guidelines jointly issued by the Attorney

General and the Director ofNational Intelligence

pllfsuam te under Rule 6, may be punished as a

contempt of court.

*****

COMMITTEE NOTE

Subdivision (e)(3) and (7). This amendment makes
technical changes to the language added to Rule 6 by the
Intelligence Reform and Terrorism Prevention Act of 200,4, Pub.L.
108-458, Title VI, § 6501(a), 118 Stat. 3760, in order to bring the
new language iitto conformity with the conventions introduced in
the general restyling of the Criminal Rules. No substantive change
is intended.
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Rule 32.1. , Revoking or Modifying Probation or
Supervised Release

1 (a) Initial Appearance.

2 *****

3 (5) Appearance,in a District Lacking Jurisdiction.

4 If the person is arrested or appears in a district

5 ' that does not have jurisdiction to conduct a

6 revocation hearing, the magistrate judge must:

7 *****

8 (B) if the alleged violation did not occur in the

9 district of arrest, transfer the person to the

10 district that has jurisdiction if:

11

12

13.

14

15

(i) the government produces certified

copies of the judgment, warrant, and

warrant application. or produces

copies of those certified documents by

reliable electronic means; and

CtLlIOTO 006159
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16

17

18
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(ii) the jud&e finds that the person is the

same person named in the warrant.

*****

COMMITTEE NOTE

Subdivision (a)(5)(B)(i). Rule 32.l(a)(5)(B)(i) has been
amended to permit the magistrate judge to accept a judgment,
warrant, and warrant application by reliable electronic means.
,Currently, the rule requires the government to produce certified
copies of those documents. This amendment parallels similar
changes to Rules 5 and 41.

The amendment reflects a number of significant
improvements in technology. First, receiving documents by
facsimile has become very commonplace and many courts are now
equipped to receive filings by electronic means, .and indeed, some
courts encourage or require that certain documents be filed by
electronic means. Second, the technology has advanced to the'state
where such filings could be sent from, and received at, locations
outside the courthouse. Third, electronic media can now provide
improved quality of transmission and security measures. In short,
in a particular case, using electronic media to transmit a document
might be just as reliable and efficient as using a facsimile.

.The term "electronic" is used to provide some flexibility to
. the rule and make allowance for further technological advances in

transmitting data.' The Committee envisions that the term
"electronic" would include use offacsimile transmissions.

The rule requires .that if electronic means are to ·be used to
transmit a warrant to the magistrate judge, the means used be

CELltOill- 006~60
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"reliable." While the nile does not further define that term, the
Committee envisions that a court or magistrate judge would make
that determination as a local matter. In deciding whether a
particular electronic means; or media, would be reliable, the court

, might consider first, the expected quality and clarity of the
transmission. For example, is it possible to read the contents of the
warrant in its entirety, as though it were the original or a clean'
photocopy? Second, the court may wish to consider whether
security measures are available to insure that the transmission is
not compromised. In this regard, most courts are now equipped to
require that certain documents contain a digital signature, or some
other similar system for restricting access. Third; the court may
consider whether there are reliable means of preserving the
document for later use.

Changes Made After Publication and Comment

The Committee made minor, clarifying changes in the
published- rule at the suggestion of the Style Comrriittee.

*****

Rule 40. Arrest for Failing to Appear in Another
District or for Violating Conditions of Release Set .in
Another District

1 (a) IR GeReI'a!. If a persoR iSllffesteei \meier II Wllffllllt

2 issueel ill llflother Elislr1et fur failillg to appear as

· -----~~-

3 requires s;)' ilie terms ofiliat persOll's release 8flser 18'
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U.S.C. §§ 3141 3156 sr b:y a sa!ljJssna the persen

5 lH1>st be taken 'I\'ithsm a1meeessllfj' ael&)' sefer. a

6 magistrate jliage in the aistriet sf th. ~st,

7 (a) In GeneraL A person must be taken without

8 unnecessary delay before a magistrate judge in the

9 district of arrest if the person has been arrested under

10 a warrant issued in another district for:

11

12

13

14

15

16

(j) failing to appear as required by the terms of that

person's release u?der 18 U.S.C, §§ 3141-3156

or by a subpoena; or

(Ii) violating conditions of release set in another

district:

*****

COMMITTEE NOTE

Subdivision (a). Rule 40 currently refers only to a person
arrested for failing to appear in another district, The amendment is
intended to fill a perceived gap in the rule that a magistrate judge
in the district of arrest lacks authority to set release conditions for a
person arrested only for violation of conditions of release. See,
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e.g., United States v. Zhu, 215 F.R.D. 21, 26 (D. Mass. 2003). The
Committee believes that it would be inconsistent for the magistrate
judge to be empowere4 to· release an arrestee who had failed to
appear altogether, but not to release one who only violated
conditions of release in a minor way. Rule 40(a) is amended to
expressly cover not only failure to appear, but also violation of any
other condition of release.

Changes Made After. Publication and Comment

The Committee made minor clarifying changes in the
published rule at the suggestion ofthe Style Committee.

*****

Rule 41. Search and Seizure

1 (a) . Scope and Definitions.

2 *****

3

4

5

6

7

8

(2) Definitions. Th.e following definitions apply

under this rule:

*****

(D) "Domestic terrorism" and "international

terrorism" have the meanings set out in 18

V.S.C: § 2331.
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9 (E) "Tracking device" has the meaning set out

10 in 18 U.S.C. § 3117(b).

11 (b) Authority to Issue a Warrant. At the request of a

12 ' federal law enfor~ement officer or an'attorney fOr the

13 government:

14 (1) a magistrate judge with authority in the district

15 - or if none is reasonably available, a judge of a·

16 state court of record in the district - has

17 authority to issue a warrant to search for and

18 seize a person or property located within the

19 district;

20 (2) a magistrate judge, with authority in the district ,

21 has authority to issue a warrant for a person or

22 property outside the district if the person or

23 property is located within the district when the

24 warrant is issued but might inove or be moved

tr.\1/Q1Q M()'64
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(d) Obtaining a Warrant.

FEDERAL RULES OF CRIMINAL PROCEDURE

outside the district before the warrant is

executed; ami

domestic terrorism or international terrorism fas

ElefineEl ill 18 U.S.C. § 2331) having - with

authority in any district in which activities

related to the terrorism may have occurred, HlllY'

has authority to issue a warrant for a person or

property within or outside that district~; and

(4). a magistrate judge with authority in the district

has authority to· issue a warrant to install within

the district a tracking device; the warrant may

authorize use of the device to track the

movement of a person or property located within

the district, outside the district, or both.

in an investigation of(3) a magistrate judge

14

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41
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42 (1) P}'obll!Jle Caw.;e In General. After receiving an

43 affidavit or other information, a magistrate j1,ldge

44 - or if authorized by Rule 4ICb), er ajudge.ofa

45 state court of record =must issue the warrant if

46 there is probable cause to search for and seize a

4'7 person or property or to install and use a tracking

48 device al'laer Rale 41(0),

49 *****

50 (3) Requesting a Warrant by Telephonic or Other

51 Means.

52 (A) In General. A magistrate judge may issue a

53 warrant based on information

54 communicated by telephone or other

55 reliable electronic means. £ljlj3rej3riate

56 meaRS, iRemaiRg faesimile traasmissiel'l.
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58

59

60

61

62

63

64

65

66

67

68

69

70

71

72
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(B) Recording Testimony. Upon learning that

an applicant is requesting a warrant under

Rule 41Cd)C3)CA), a magistrate judge must:

(i) place under oath the applicant and any

person on whose testimony the

application is based; ahd

(Ii) make a verbatim record of the

conversation with a suitable recording

device, if available, or by a court

reporter, or in writing.

*****

(e) Issuing the Warrant.

(1) In General. The magistrate judge or a judge of a

state court of record must issue the warrant to an

officer authorized to execute it.

(2) Contents ofthe Warrant.

CELL/Ql~ QQ6~67
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(A) Warrant to Search for and Seize a Person

or Property. Except for a tracking-device

warrant, +-1he warrant must identify the

person o~ property to be searched, identify

any person or property to be seized, and .

designate the magistrate judge to whom it

must be returned. The warrant must

command the officer to:

(A1ill execute the warrant within a specified

time no longer than 10 days;

~ili} execute the warrant dUring the daytime,

unless the judge for good cause expressly

authorizes execution at another time; and

~(iii) return the warrant to the magistrate judge

designated in the warrant

(B) Warrant tor a Tracking Device. A tracking­

device warrant must identify the person or

CELL/OTD 006168
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90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

105
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property to be tracked, designate the

magistrate judge to .whom it must be

returned, and specify a reasonable length of

time that the device may be used. The time

must not exceed 45 days from the date the

warrant was issued, The court may, for

good cause, grant one or more extensions

for a reasonable period hot to exceed 45

days each. The warrant must command the

officer to:

en complete any installation authorized

by the warrant within a specified time

no longer than 10 calendar days;

(ii) petform any installation authorized by

the warrant during the daytime, unless

the iudge for good cause expressly
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106

107

108

109

110

111

112

113

114

115

116
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authorizes .installation at"another time;

and

. (iii) return: the warrant to the judge

designated in the warrant.

(3) Warrant by Telephonic or Other Means. If a

magistrate judge decides to proceed under Rule

41(d)(3)(A), the following. additional procedures

apply:

(A) Preparing a Proposed Duplicate Original

Warrant. .The applicant must prepare a

"proposed duplicate original warrant" and

must read Or otherwise transmit the

contents of that document verbatim to the

magistrate judge.

(B) Preparing an Original Warrant. If the

applicant reads the contents of the proposed

duplicate original warrant. the +he

CELLiOiD 006170
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123

124

125

126

127

128

129

130,

131

132

133

134

135

136

137

138

139
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magistrate judge must enter the those

contents ef the :[3re:[3eseel elu:[3lisate eriginal

warram: into an original warrant. If the

applicant transmits the contents by reliable

electronic means, that transmission may

serve as the original warrant.

(C) Modifications, The magistrate judge may

modify the original warrant. The judge

must transmit any modified warrant to the

applicant by reliable electronic means under

Rule 4l(e)(3)(D) or direct the applicant to

modifY 'the proposed duplicate original

warrant accordingly. In that sase. the jllege

mIlst alse meei'!3' the erigillal warraat.

(D) Signing the Orighlfil WsI1'tmt alld the

D1ij9lieate Original Warrant Upon

determining to issue the warrant, the

CELl/OTD 006171
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140 magistrate judge must immediately sign the

141 original warrant, enter on its face the exact·

142 date and time it is issued, apd transmit it by

143 reliable electronic means to the applicant or

144 direct the applicant to sign the judge's name

145 on the duplicate original warrant,

146 (f) Executing and Returning the Warrant.

147 (1) Warrant to Search for and Seize a Person or

148 Property.

149 f!1(A) Noting the Time. The officer executing the

ISO warrant must enter on .IT its fuse the exact date

151 and time it is Yl!!§. executed.

152 (21(B) Inventory. An officer present 'during the

153 execution of the warrant must prepare and

154 verify an inventory of any property seized.

155 The officer must do so in the presence of

156 another .officer and the person from whom, or
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158
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160
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172

173
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from whose premises, the property was taken.

If either ·one is not present, the officer must

prepare and verify the inventory in the

presence of at least one other credible person.

f.B(C) Receipt. The officer executing the warrant

must;-W give a copy of the warrant and a

receipt for the property taken to the person

from whom, or from whose premises, the

property was taken; or (B11eave a 'copy of the

warrant and receipt at the place where the

officenook the property.

f41(D) Return. . The officer executing the warrant

must promptly return it - together with a

copy of the inventory - to the magistrate

jUdge designated on the warrant. The judge

must, on request, give a copy of the inventory

to the person from whom, or from whose
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premises, the property was taken and to the

applicant for the warrant.

(2) Warrant for a Tracking Device.

fA) Noting the Time. The officer executing a

tracking-device warrant must enter on it ·the

exact date and time the device was installed

and the period during which it was used.

ill) Return. Within 10 calendar days after the

use of the· tracking device has ended, the

officer executing the warrant must return it

to the judge designated in the warrant.

eC) Service, Within 10 ca1end~ days after the

use of the tracking device has ended. the

officer executing a trackinfl-device warrant

must serVe a copy of the warrant on the

person who was tracked or whose property

was tracked. Service may be accomplished
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*****

that location and by mailing a copy to the

a copy at the person's residence or usual

person's last known address, Upon request

Upon the government's

of the government. the judge may delay

notice as provided in Rule 41(f)(3),

place of abode with· an individual of

suitable age and· discretion who resides at

whose property, was tracked; or by leaving

by delivering a copy to the. person who, or

request, a magistrate judge - or if authorized by

Rule 4Hb), a judge of a state court of record -

may delay any notice required by this rule if the

delay is authorized by statute,

(3) Delaved Notice,
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COMMITTEE ~OTE

The amendments to Rule 41 address three issues: first,
procedures for issuing tracking device warrants; second, a
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provision for delaying any notice required by the rule; and third, a
provision pennitting a magistrate judge to use reliable electronic
means to issue warrants.

Subdivision (a).. Amended Rule 41(a)(2) includes two new
definitional provisions. The first, in Rule 41(a)(2)(D), addresses
the definitions of "domestic terrorism" and "international
terrorism," te~ms used in Rule 41(b)(2). The second, in Rule
41(a)(2)(E), addresses the definition of "tracking device."

Subdivision. (b). Amended Rule 41(b)(4) is a new
provision, designed to address the use of tracking devices. Such
searches are recognized both by statute, see 18 U.S.C. § 3117(a)
and by caselaw, see, e.g., United States v. Karo, 468 U.S. 705
(1984); United States v. Knotts, 460 U.S. 276 (1983). Warrants
may be required to monitor tracking devices when they are used to
monitor persons or property in areas where there is a reasonable
expectation of privacy. See, e.g., United States v. Karo, supra
(although no probable. cause was required to .install beeper,
officers' monitoring of its location in defendant's home raised
Fourth Amendment concerns). Nonetheless, there is no procedural
guidance in current Rule 41 for those judicial officers who are

. asked to issue tracking device warrants. As with traditional search
warrants for persons or property, tracking device warrants may
implicate law enforcement interests in multiple districts.

The amendment provides that a magistrate judge may issue
a warrant, if he or she has the authority to do so in the district, to
install and use a tracking device; as that term is defined in 18
U.S.C. § 3117(b). The magistrate judge's authority under this rule
includes the authority to pennit entry into an area where there is a
reasonable expectation of privacy, installation of the tracking
device, and maintenance. and removal of the device. The
Committee did not intend by this amendment to expand or contract
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the definition of what might constitute a tracking device. The
amendmerit is based on the understanding that the device will
assist officers only in tracking the movements of a person or
property. The warrant may authorize officers to track the person or
property within the district of issuance, or outside the district.

Because the authorized tracking may involve more than one
district or state, the Committee believes that only federal judicial
officers should be authorized to issue this type of warrant. Even
where officers have no reason to believe initially that a person or
property will move outside the district of issuance, issuing a
warrant to authorize tracking both inside and outside the district
avoids the necessity of obtaining multiple warrants if the property
or pe~son later crosses district or state lines.

The amendment reflects the view that if the officers intend
to install or use the device in a constitutionally protected area, they
must obtain judicial approval to do so.)f, on the other hand, the
officers intend to install and use the device without implicating any
Fourth Amendment rights, there is no need to obtain the warrant.
See, e.g., United States v. .Knotts, supra, where the officers' actions
in installing and following tracking device did not amount to a
search under the Fourth Amendment.

Subdivision. (d). 'Amended Rule 41(d) includes new
language on tracking devices. The tracking device statute, 18
U.S.C. § 3117, does not specify the standard an applicant must
meet to install a tracking device. The Supreme Court has
acknowledged that the standard for installation of a tracking device
is unresolved, and has reserved ruling on the issue until it is
squarely presented by the facts of a case. See United States v.
Karo, 468 U.S. 705, 718 n. 5 (1984). The amendment to Rule 41
does not resolve this issue or hold that such warrants may issue
only on a showing of probable cause. Instead, it simply provides
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that if probable cause is shown, the magistrate judge must issue the
warrant: And the warrant is only needed if the device is installed
(for example, in the trunk of the defendant's car) or monitored (for
example, while the car is in the defendant's garage) in an area in
which the person being monitored has a reasonable expectation of
privacy.

·Subdivision (e). Rule 4I(e) has been amended to permit
magistrate judges to use reliable electronic means to issue
warrants. Currently, the rule makes no provision for using such
media. The amendment parallels similar changes to Rules 5 and
32.l(a)(5)(B)(i).

The amendment recognizes the significant improvements in
technology. First, more counsel, courts, and magistrate judges now
routinely use facsimile transmissions of docurrients. And many
courts and magistrate judges are now equipped to receive filings by
electronic means. Indeed, some courts encourage or require that
certain documents be filed by electronic means. Second, the
technology has advanced to the state where such filings may be
sent from, and received at, locations outside the courthouse. Third;
electronic media can now provide improved quality of
transmission and security measures. In short, in a particular case,
using facsimiles and electronic media to transmit a warrant cap. be
both reliable and efficient use ofjudicial resources.

The term "electronic" is used to provide some flexibility to
the rule and make allowance for further technological advances in
transmitting data. Although facsimile transmissions are not
specifically identified, the Committee envisions that facsimile
transmissions would fall within the meaning of"electronic means."

While the rule does liot impose any special requirements on
use of facsimile transmissions, neither does it presume that those
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transmissions are reliable. The rule treats all electronic
transmissions in a similar fashion. Whatever the mode, the means
used must be "reliable." While the nile does not further define that
term, the Committee envisions that a court or magistrate judge
would make that determination as a local matter. In deciding
whether a particular electronic ~eans, or media, would be reliable,
the court might consider first, the expected quality and clarity of
the transmission. For example, is it possible to read the contents of
the :v;arrant in its entirety, as though it were the original or a clean
photocopy? Second, the court may consider whether security
measures are available to insure that the transmission is not
compromIsed. In this regard, most courts are now eqUipped to
require that certain documents contain a digital signature, or some .
other similar system for restricting. access. Third, the court may
consider whether there are reliable means of preserving the
document for later use.

. Amended Rule 41(e)(2)(B) is anew provision intended to
address the contents of tracking device warrants. To avoid open­
ended monitoring of tracking devices, the revised rule requires the
magistrate judge to specify in the warrant the length of time for
using the device. Although the init:i<ll time stated in the warrant
may not exceed 45 days, extensions or time inay be granted for
good cause. The rule further specifies that any installation of a
tracking device authoriz.ed by the warrant must be made within ten
calendar days and, unless otherwise provided, that any installation
occur during daylight hours.

Subdivision (f). Current Rule 41(£) has been completely
revised to accommodate new provisions dealing with tracking
device warrants. First, current Rule 41(£)(1) has been revised to
address execution and delivery of warrants to search for and seiz.e
a person or property; no substantive change has been made to that
provision. New Rule 41(£)(2) addresses execution and delivery of
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tracking device warrants. That provision generally tracks the
structure of revised Rule 41(f)(l), with appropriate adjustments for
the particular requirements of tracking device warrants. Under
Rule 41(f)(2)(A) the officer must note on the warrant the time the
device was installed and the period dUring which the device was
used. And under new Rule 41 (f)(2)(B), the officer must return the
tracking device wap-ant to the magistrate judge designated in the
warrant, within 10 calendar da~s after use ofthe device has ended. '

Amended Rule 41(f)(2)(C) addresses 'the particular
problems of serving a copy of a tracking device warrant on the
person who has been tracked, or whose property has been tracked.
In the case of other warrants; current Rule 41 envisions that the
subjects of the search typically know that they have been searched,
usually within a short period of time after the search has taken
place. Tracking device warrants, on the other hand, are by their
natUre covert intrusions and can he successfully used only when
the person being investigated is unaware that a tracking device is
being used. The'amendment requires that the officer must serve a
copy, of the tracking device warrant on the person within 10
calendar days after the tracking has ended. That service may be
accomplished by either ,personally serving the person, or both by
leaving a copy at the person's residence or, usual abode and by
sending a copy by mail. The Rule also provides, however, that the
officer may (for good cause) obtain the court's permission to delay
further service of the warrant That might be appropriate, for
example, where the owner of the tracked property is undetermined,
or where the officer establishes that the investigation is ongoing
and that disclosure of the warrant will compromise that

'. investigation.

Use of a tracking device is to be distingUished from other
continuous monitoring or observations ·that are governed by
statutory provisions or caselaw. See Title IlI, Omnibus Crime
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·Control and Safe Streets Act of 1968, as amended by Title I of the
1986 Electronic Communications Privacy Act, 18 U.S.C. §§ 2510­
2520; United States v. Biasucci, 786 F.2d 504 (2d Cir. 1986)
(video camera); United States v. Torres, 751 F.2d 8.75 (7th Cir.
1984) (television surveillance).

Finally, amended Rule 41(f)(3) is a neW" provision that
permits the government to request, and the magistrate judge to·
grant, a delay in any notice required in Rule 41. The amendment is
co-extensive with 18 U.S.C. § 3·103a(b). That new provision,
added as part of the Uniting and Str~ngthening America by
Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism (USA PATRIOT) Act of 2001,. a~tli.orizes a court to
delay any notice required in conjunction with the issuance of any
search warrants. .

Changes Made After Publication and Comment

The Committee agreed with the NADCL proposal that the
words "has authority" should be inserted in Rule 41 (c)(3); and (4)
to parallel similar language in Rule 41(c)(1) and (2). The
Committee also considered, but rejected, a proposal from NADCL
to completely redraft Rule 41(d), regardIng the finding of probable
cause. The Committee also made minor clarifying changes in the
Committee Note.

*****
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Rule 58. Petty Offenses and Other Misdemeanors

1 *4***

2 (b) Pretrial Procedure.

3 *****

4 (2) Initial Appearance. At the defendant's initial

5 appearance on a petty offense or other

6 misdemeanor charge, the magistrate judge must

7 inform the defendant of the following:

8 *****

9 (G) if the e!efene!ant is liele! in cHsteely Ilfie!

10 eliargeEl with a mise!emellfier ether thllfi a

11 j3etty offense, the any right to a preliminary

12· hearing under Rule 5.1, and the general

13 circumstances, if any, under which the

14 defendant may secure pretrial release. .

15 * * ** *
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COMMITTEE NOTE

Subdivision (b)(2)(G). Rule 58(b)(2)(G) sets out the
advice to be given 'to defendants at an initial appearance on a
misdemeanor charge, other thart a petty offense. As currently
written, the rule is restricted to those cases where the defendant is
held in cust9dy, thus creating a conflict and some confusion when
compared to Rule 5.l(a) concerning the right to a preliminary
hearing. ' Paragraph (G) is incomplete in its description of the
circumstances requiring a preliminary hearing. In contrast, Rule
5.1(a) is a correct statement of the law concerning the defendant's
entitlement to a preliminary hearing and is consistent with 18
U.S.C. § 3060 in this regard. Rather than a\tempting to define, or
restate, in'Rule 58 when a defendant may be entitled to a Rule 5.1
preliminary hearing, the rille is amended to direct the reader to
Rule 5.1. '

Changes Made After Publication and Comment

The Committee no changes to the Rule or Committee note
after publication. '

*****
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AMENDMENTS TO THE FEDERAL
RULES OF CRThfiNALPROCEDURE

Rule 11. Pleas

*****

(b) Considering and Accepting a Guilty or Nolo

Contendere Plea.

. (1) Advising and· Questioning the Defendant.

Before the court accepts a plea of guilty or nolo

. contendere, the defendant may be placed under

oath, and the court must address the defendant

personally in open court. During this address,

the court must inform. the defendant of, and

determine that the \iefendant understands, the

following:

*****

(M) ill determining a sentence, the co1.irt's

obligation to calculate the applicable
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sentencing-guideline range and to consider

that range, possible departures under the

Sentencing Guidelines, and other sentencing

factors under 18 U.S.C. § 3553(a); and

* * * *.*

Rule 32. Sentence and Judgment

*****

(d) Presentence Report.

(1) Applying the Advisory .Sentencing

Guidelines. The presentence report must:

(A) identify all applicli-ble guidelines· and policy

statements of the Sentencing Commission;

(B) calculate the defendant's offense level and

criminal history category;

(C) state the resulting sentencing range and

kinds of sentences available;

(D) identify any factor relevant to:

ttLL/Oi!> 006137
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(i) the appropriate kind of sentence, or

(li) the appropriate sentence· within the

applicable sentencing range; and

(E) identify any basis for departing from the

applicable sentencing range.

(2) Additional information. The presentence

report must also contain the following

information:

(A) the defendant's history and characteristics,

including:

(i) any prior criminal record;

(li) the defendant's financial condition; and

(iii) any circumstances affecting the

defendant's behavior that may be

helpful in imposing sentence or in

correctional treatment;
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(3) verified information, stated in a

nonargument;3.tive style, that assesses the

financial, social, psychological, and medical

impact on any individual agaillst whom the

offense has been committed;

(C) when appropriate, the nat1:U'e and extent of

nonprison programs and resources available

to the defendant;

(D) when the law provides for restitution,

information sufficient for a restitution order;

(E) if the court orders a study under 18 U.S.C.

§ 3552(b), any resulting report and

recommendation; and

(II) any other information that the court

requires, including information relevant to

the factors under 18 U.S.C. § 3553(a).

*****
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Rule 35. Correcting 'or Reducing a Sentence

*****

SubstantialforSentence, (b) Reducing a

Assistance.

(1) In General. Upon the government's motion

made within one year of sentencing, the court

may reduce a sentence if the defendant, after

sentencing, provided substantial assistance ill

investigating or prosecuting another person.

*****

Rule 45. Computing and Extending Time

*****

(c) Additional Time After Certain Kinds of Service.

Whenever a party must or may act within a specified

period after service and service is made in the

manner provided under Federal Rule of Civil
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Procedure 5(b)(2)(B), (0), or (D), 3 days are added

after the period would otherwise expire under

subdivision (a).

Rule 49.1. Privacy Protection For Filings Made
with the Court

(a) Redacted Filings. Unless the court orders

otherwise, in an .electronic or paper filing with the

court that contains an individual's social-security

number, taxpayer-identification number, ·or birth

date, the name of an individual known to be a minor,

a financial-account number, or the home address of

an individual, a party or nonparty making the filing

may inchide only:

(1) the last four digits of the social-security number

and taxpayer-identification number;.

(2) the year of the individual's birth;

(3) the minor's initials;

CELL/oro 006191



·-

FEDERAL RULES OF CRIMINAL PROCEDURE· 7

(4) the last four digits of the financial-account

number; and

(5) the city and state ofthe home address.

(b). Exemptions from the Redaction Requirement.

The redaction requirement does not apply to· the

following:

(1) a financial-account number or real property

address that identifies ~he property allegedly

subject to forfeiture in a forfeiture proceeding;

(2) the record of an administrative or agency

proceeding;

(3) .the official record of a state-court proceeding;

(4) the record of a court or tribunal, if that-record

was not subject to the redaction requirement

when originally filed;

(5) afiling covered by Rule 49.1(d);
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(6) a· pro se filing in an action brought under 28

U.S.C. §§ 2241, 2254, or 2255;

(7) a court filing that is related to a criminal matter

or investigation and that is prepared before the

filing of a criminal charge or is not filed as part

of any docketed criminal case;

(8) an arrest or search warrant; and

(9) a charging document and an affidavit filed in

support of any charging document.

(c) Immigration Cases. A filing in an action brought

under 28 U.S.C. § 2241 that relates to the petitioner's

immigration rights is governed by Federal Rule of

Civil Proced11Xe 5.2.

(d) Filings Made Under Seal. The court may order

that a filing be made under seal without redaction.

The court may' later' unseal the filing or order the
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person who made the filing to file a redacted version

for the public record.

(e) Protective Orders. For good cause, the court may

by order in a case:

(1) require redaction of additional information; or

(2) limit or prohibit a nonparty's remote electronic

access to a document filed with the court.

(f) Option for Additional Unredacted Filing Under

Seal. A person making a redacted filing may also file

an unredacted copy under seal. The court must retain

the unredacted copy as part ofthe record.

(g) Option for Filing a Reference List. A filing that

contains redacted information may be filed together

with a reference list that identifies each item of

redacted information and specifies an appropriate

identifier that uniquely corresponds to each item

listed. The list must be filed under seal and may be
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amended as of right. Any reference in the case to a

listed identifier will be construed to refer to the

corresponding item of information.

(h) Waiver of Protection of Identifiers'. A person

waives the protection of Rule 49.1(a) as to the

person's own information by filing it without

redaction and not under seal.

[Model Form for Use in 28 U.S.C. § 2254 Cases
Involvh1,g a Rule 9 Issue under Section 2254 of Title
28, United States. Code]

(Abrogated.)

. tl.l.LJ010 006195



DAVID F. LEVI
CliAJl

PI'TER G. McCABE
SECflETAIlY

ALL INFOR!{kTION COlrTAINED
HEREIN IS UNCLAS~IFIED

DATE 10-04-2012 BY 65179/dmh!stp!as
COMMIITEE ON RULES OFPRACTICEAND PROCEDURE

OFTtiE

JUDICIALCONFERENCE OF11iE UNITED STATES
WASHINGTON.0.C.20544

CHAIRS OF ADVISORY COMMITTEES

CARL E. STEWART
APPELlA1ERULES

THOMAS S. ZILLY
BANKRUprcyRUL£S

To:

From:

Hon. David F. Levi, Chair
Standing Committe~ on Rules of Practice and Procednre

Hon. Susan C. Bucklew, C~alr
Advisory Committee on Federal Rules of Criminal Procedure

LEE H. ROSENTHAL
CIV\~RULES .

SUSAN C. BUCK~EW
CRIMlNAl.RULES

JERRY Eo SMITH
EVIDENCERULES

SUbject: Repprt of the Advisory Committee on Criminal Rules

Date: May 20, 2005 (revised July 20, 2006)

I. Introduction

The Advisory Committee on Federal Rules ofCriminal ProcedUre ("the Committee") met
on April 3-4, 2006 in Washington, D.C. and took action on a number ofproposed amendments to
the Rules of Criminal Proce4ure. The Draft Minutes ofthat meeting are attached.

This report addresses anumber ofaction items: approval ofpublished Rules 11, 32, 35, 45,
and 49.1. for transmission to the Judicial Conference; approval ofproposed amendments to Rules
29 and 41 for publication and'comment; and approval ofthe time computation t~mplateJor eventual
publication. In addition, the Committee has several information items·to bring to the attention of
the Standing Committee, most notably continued discussion ofa draft amendment to Rule 16.

II. Action Items-Recommendations·toForward Amendments to the Judicial C.onference

1. ACTION ITEM-Rule 11. Pleas; Proposed' Amendment Regarding
Advice to Defendant Under Advisory Sentencin.g Guidelines.

This amendment ispart ofapackageofproposals required t6 bring the rules into conformity
.with the Supreme Court's decision in United States v. Booker, 543 U.S. 220 (2005). Booker held
that the pl'ovisions ofthe federal sentencing statute that make the Guidelines mandatory violate the
Sixth Amendment right to jury trial. With these provisions excised, the Sentencing Reform Act
''makes the Guidelines effectivelyadvisory,"and "requiresasentencingcourt to considerGuidelines
ranges,·see 18 U.S.C.A. § 3553(a)(4) (Supp.2004), but it permits the court to tailor tlie sentence in
light of other statutory concerns as well, see § 3553(a) (Supp.2004)." 543 U.S. at 222. Rule
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II (b)(M) incorporates this analysis into the information provided to the defendant at the time ofa
plea ofguilty or nolo contepdere. ,.

There weremanypubliccomments received on this and the otherBooker amendments. The
Sentencing Commission state,d that the amendmant tracked the approach the Commissionbelieves
to be implicit inBooker, but it suggested thet the word "calculate" be replaced with,"determine and
calculate." Other comments suggested that the amendment gave the Guidelines greaterprominence
thaIi warranted,under,Booker, insufficiently emphasizing the remaining sentencingfactors set forth
in 18 U.S.c. § 3553(a). There was extensive discussion ofthe public comments and an additional

, concern, raised at themeeting, that the amendmentmight be read as requiring a complete'guideline
calculation in every case. That would be inconsistent with cases such as United States v. Crosby,
397 F.3d·103 (2nd Cir. 2005). Crosby recognized that the district courts would ''normally'' have to '
determine the applicable guideline range. Id. at Ill. However, in some cases the court may
Conclude that it is unnecessaryto resolve aparticularguideline issuebecause statutoryfactors under
3~53(a) require,a variance that moots the guideline issue. Id. at 112. Consideration.was given to
adding areference to, Crosby in the note, but this effort was ultimately abandoned because ofthe
difficulty crafting a statemeJ;lt thatwouldbe consistent with the varying approaches in the circuits.

The Committee agreed that the function ofthe rule is to advise a defendant who is 'pleading
guilty of the manner in which the court W111 determine the defendant's sentence. Thepublished
language captures the approach taken by most courts after Booker. Here, and in the otherBooker
amendments, the Committee agreed to delete from the Committee Note a reference to the Fifth
Amendment requirement ofproofbeyond a,reasonable doubt from the d~criptionofBooker.

Recommendation-TheAdvisory Committee recommends thlll theproposed amendment
to RuII! 11 be approved aspublished andforwarded to the Judicial Conference.

2. ACTION ITEM-Rule 32, Sentencing and JUdgment; Proposed
AmendmentRegardingNotice to DefelldantUnderAdvisorySentencing
Guidelines.

These amendments adapt two subdivisions ofthe Rule 32 to U,nited States, v. Booker, 543
U.S. 220 (2005), which directs courts to consider not only information rel~vant to the Sentencing
Guidelines, but also information relevantto the statutoryfactors listed in 18 U.S.C. § 3553(a). The
Committee is proposing amendments only to subdivisions (d) and (h), which govern presentence
reports and notice of possible departures. As noted below, the Committee has withdrawn the
proposed amendment to subdivision (k) because of legiSlative activity that occurred after the
approval ofthe amendments for publication and commenl

Subdivision (d) Subdivision,(d) of the rule establishes the requirements for presentence
reports. Italreadyrequires that the reportinclude theapplicable Guidelines'andinformationrelevant
to the guideline calculations. The amendment adds the requirement that the report include

2
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infonnationrelevant to thestatutory criteria\Ulder §3553(a). However; in lightofthe difficullythat
the probation office may have in detennining thescope oftheinfonnation that would be relevant to
the broad statutory criteria \Ulder § 3553(a), the proposed amendment requires that infonnation
relevant to the statut~ry criteria be included onlywhen required by the court.

The 90mmittee received critical comments from the Federal Public Defenders and the
National Association of Criminal Defense Lawyers who saw the published amendment as
improperly givingprimacyto the Guidelines·in the sentencingprocess. Theyalso urged that therule
address individually each of the sentencing factors under 3553(a) and that the rule be revised to
require the probation .office. to collect all information relevant to each of the statutory factors.
Additionally, theysuggestedthatthe titleoftheheadingshouldbeamended to referto the"advisory"
character of the·Guidelines.

The Committee agreed that the heading should be revised to refer to the Guidelines as
"advisory," and with that change it approved theam~dment as published. The Committee felt the
publishedlangu!1ge accuratelyreflects theapproachmostcourtsaretakingafterBooker, and itavoids
placing an open-ended and unmanageable obligation oil the probation office.

Inthe CommitteeNoteaccompanying theamendmentto this subdivi~ion andsubdivision:(h),
the Cominittee also deleted the Fifth Amendment from the description ofthe Booker decision.

Subdivision (h). The Standing Committee approvedpublication ofan amendment to Rule
32(h) to conform to the Supreme Court's decision in United States Y. Booker, 543 U.S. 220 (2005).
The purpose of Rule 32(b) is to avoid \Ulfair surprise to the parties in the sentencing process.
Corrently, it requires notice that the court is consieJering deP.arting from the Guidelines on the basis
offactorsnot identified in thepresentencereport orpleadings. Theproposed amendmentstated that
the court must provide this notice wheil it is considering either a departure or a non-guideline
sentencebased upon the factors in 18 U.S.C. § 3553(a) on thebasis ofa gro\Uld not identified in the
presentence report or prehearing submission~. .

The public coinments to the published draft revealed several ambiguities in the language.
The languagewas intexpreted by some as overlybroad (requiring notice whenever the court'intends
to rely on a non-guideline factor) and byothers as too narrow (requiring no notice when a factorhas
been identified for one purpose, but the parties are unaware that the court is considering it for a
wholly different purpose). Given the potential for misintexpretation, the Committee'aireed that a
modification of the published language was needed, and it \Ulanirnously accepted the alternative
language proposed by the Sentencing Commission.

After discussion at the Standing Committee ofrecent decisions taking various approaches
to the question whether notice must be given, the proposed amemhl).ent to subdivision (b) was
withdrawn to permit further study.

3
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. Subdivision (k). The Standing Committee also approved the publication of a proposed
amendmep.t to subdivision (k).intendi:d to standardize the collection ofdata regarding post-Booker
sentencing by requiring all courts to ent~ their judgments, including the statement ofreasons, on
forms prescribed by ·the Judicial Conference. This provision, which provoked considerable
controversy, was withdrawn by the Conunittee in lightofthe ensctmentof§ 735 ofthe USA Patriot
improvement and Reauthorization Act, which amended 28 U.S.C. §' 994(w). The amended statute.
requires the chiefjudgeofeach district to provide the Sentencing Commission with an explanation
ofeach sentence including"the writtenstatementofreasonSfonn issuedby the ~udicial Conference
and approve,<! by the United States Sentencing Conunission." The Criminal Law Committee
withdrew its request for an amendment to Crimjnal Rules, and theAdvisory Committee concluded
that an amendment to s1!bdivision (k) was no longer necessary.. .

Recommendation-The Advisory Committee recommends tJ,gt theproposed amendmelit
to Rule S2(d) be approved aspublished andforwarded to the Judicial Conference.

3. ACTION ITEM-Rule 35, Correcting or Reducing Sentence; Proposed
Amendment Regarding Elimination of Reference to Mandatory
Sentencing Guideline~•.

This amendmentconformsRule35(b)(1 )(B) to the SupremeCourt's decision in UnitedStates
v. Booker, 543 U.S. 220 (2005), holding that the Guidelines are advisory, rather than mandatory.
Therole currentlystates that the courtmayreduce a sentenceif "reducingthe sentence accordswith
the Sentencing Commission's guidelines and policy statements." Although the Guidelines do not
currently include provisions governing the correction ofsentences under Rule 35, the amendment
removes the role's language that seems, on its filce, to be inconsistent with the decision in Booker.

130ththeSentencingCommission and theNational AssociationofCriminalDefenseLaWYers
(NACDL) suggested changes in either the amendmentor thenote. Afterdiscussion, the Committee
decided not to alter the amendment. Inessence, the proposed changes introdi!ced additional issues
that were not part of the amendment as published. NACDL suggested that given the advisory
characterofthe Guidelines, it is no longerappropriatefor the role to require that themotionbemade
by the govenunent, since powerful evidenceofcooperation should lie considered under 18 U.S.C.
§3553(a) even in the absence ofsuch amotion. The language ofthe role, however, was enacted by
Congress. Even if the Committee had the authority to delete this requirement under the Rules
Enabliog Act, it could not do so without publishing such an amendment for publie comment: The
Sentencing Commission raised the question whether the Booker remedial opinion is applicable to
thepost-sentencing context. It-suggested that the <;:omtteeNotebe amended to address this issue.
The Committee unanimously declined to introduce the n~w language to the Note, or otherwise to
alter the role as published for public conunent. (The only exception was the agreement to eliminate'
the reference to the Fifth Amendment in the description ofthe Booker decision in this Note, as well
as the notes accompanying the other Booker amendments.)
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Recommendation-The Advisory Committee recommends that the proposed amendment
to Rule 35 be approved aspublished andforwarded to the Judicial Conference.

4. ACfION ITEM-Rule 45, Computiug and Extending Tillie; Proposed
Amendment Regarding Computation of Additional Time for Service. '

This amendment ,has its origins in an amendnient' to Civil Rule 6 that clarifies the
computation ofthe additional time provided when service is Iliade by mail, leaving with the clerk
ofcourt, or electronic means under Civil Rule 5(b)(2)(B), (C), or (0). The'amendment ofthe Civil
Rule became effective on December 1, 2005. The proposed amendment to Rule 45 tracks the
language of the civil rule. '

The Committee received only one comment on the proposed amendment, which consisted
ofa stateinent ofstrong approval for the change. Without objection the Committee approved the
amendment ofRule 45.

RecommendatiOn-The Advisory Committee recommends that the proposed am,!ndment
to Rule 45 be approvedaspublished andforwarded to the Judicial Conference.

5. ACTION ITEM-Rule 49.1, Privacy Protections, for Fi1ings Made with .
the Court; Propose!! Rule to Implement E-Govemment Act.

This new rule, which is based upon the conunon template developed by Professor Daniel
Capra, implements the E-Government Act. It differs from the conunon provisions in several
respects, including thepartial redactionofan indivi!lual's homeaddresses (whichreflects thespecial
concerns ofwitnesses·and victims in criminai cases) and an exemption from redaction for certain
information needed for forfeitures. Rule 49.1 also deletes the template provisions relating to social
security and immigration cases, which are exclusively civil. Theproposed rule includes provisions
regarding actions under 28 U.S.C. §§ 2254, 2255, and 2241. Although these actions are also
technically civil, theAdvisoryCommittee concluded itwas appropriate to refer to them in Rule49.1
because they are,govemed byprocedural rules recentIyrestyled by the Criminal Rules Committee..

The e-government rules, includirtg Rule 49.1, geoerated extensive public comment. A
subcommittee reviewed thepublic comments and considered the advice ofProfessor Capra and the
reporters for the other conunittees prior to the Committee's April meeting.

Manyofthe public comments dealt with considerations common to all ofthe e-government
rules, and the Committee sought to incorporate the common changes recommended by Professor
Capra after consultation with all ofthe reporters. These included(l) l,lsing of the term "iIidividual"
rather than "person" throughout the rule, (2) clarifying that the responsibility for redaction lies with
the person making the filing, (3) rewording the exemption from redaction for information necessary

5
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· .
to identifY property subject to forfeiture, so that it is clearly applicable in ancillary proceedings
related to forfeiture, and (4) rewording the exemption from redaction forjudicial decisions that were
not subject to redaction when originallyfiled.

TheCommitteealso discussed·theprovisions for filing underseal andprotective orders. The
provisions, which were common to all of the e-government rules, were the topic of considerable'
commentary from the public and members ofthe Committee. The Committee ultimately endorsed
a change in the provision onprotective orders, and weunderstand that languagemaybe adopted by
the other advisory colllllrittees. The discussion focused on the difference between the standards for
sealing and those for protective orders, which were not parallel in the amendment as published for
comment. Protective orders were authorized only "[i]f necessary to protect .private or sensitive
information," while no similar restriction is placed on sealing. The Committee was satisfied with
the explanation that the standard for sealing is well established, and there should be no effort to
restate that standard in Rule 49.1. The Committee concluded, .however, that the provision for
protective orders should be modified to incoIporate the more flexible standard for the issuance of
protective ordllfS set forth in Civil Rule 26(c), which employs thephrase"[fjorgood cause sho\iVIl."
The Committeeamendedsubdivision «I) to incorporate'this language, and ProfessorCapra said that
he would bring this change to the attention ofthe other advisory committees. After tlie Committee
meeting all ofthe reporters agreed to recommend language based on this change to" Rule 49.1, but
to shorten the phrase to "causeshown." TIlls phrasing is.used elsewhere in the Criminal Rules, so
we have conformed Rule 49.1 as.well to "cause shown." (Note that this provision is now found in
(e) due to the renumbering following the addition ofa n!lw subdivision (c) reg~ding immigration
cases; the new subdivision is discussed below.)

Other issues addressed in the public comments and Committee discussion were specific' to
Rule 49.1 or bear most·heavily on that rule.

Several issues related to information identifYing individuals, particularly date ofbirth and
social security number. After consultation with CACM staffand Professor Capra, the Committee
was persuaded that the current rule reflects a careful balancing ofinterests" and itdeclined to make
anychanges. It thus rejected the request ofbackground screeners, whourged that the pubiic record
in criminal cases should inciude full identifying information, such as date ofbirth, in order to aid
private criminal records searches. Italso rejecteda suggestionfrom within the Committee that even
the disclosure ofthe last four digits ofan individual's social securitynumbermight create a danger
ofbreaqhes ofprivacy or identity theft. The Committee was informed that CACM had considered
theprivacyand security issues relatingto social security numbers, and hadbasedtherulepermitting
disclosure ofthe last four digits on the practice ofthe S?cial Security Administration.

Several issues concerned actions under 18 U.S.C. §§ 2254; 2255, and 2241, which as noted
above are covered by both Civil Rule 5.2 and Criminal Rule 49.1.

CACM and the National Association of Criminal Defense Lawyers (NACDL) expressed
concern that a categorical exemption from redaction for filings in proceedings under 18 U;S.C.
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§§ 2254, 2255, and 2241, was unnecessarilybroad. TheCommittee's rationale for exempting these
actions was its conclusion that, as apractical matter, thepro seplaintiffs who:lile such actions will
not generally be aware of the redaction requiretpenls. To meet the oveIbreadth objection, the
Committee decided to res1rict the exemption to filings by·pro se plaintiffs in these actions. The
Committee declined, however, to eliminate the exemption entirely. It rejected the suggestion that
it would be sufficientmerelyto relax the application ofthe redaction requirements in the caseofpro
se filings. Ifthe rule as a technical mattm:reqJ:!ires redaction in the caseofpro se filings, there could
be adverse legal consequences for pro se plaintiffs who failed to redact sensitive information. Ifa
pro se filing under §§ 2254, 2255, and 2241 contains unredacted information that raises security
concerJ.lS, the court can issue, a ,protective order.

Subsequentto theAdvisoryCommitteemeeting,ProfessorCooperraisedanadditional issue
regarding ac;tions tinder 18.U.S.C. §·2241 raising immigration claims. Without going into great
detail, the issue that emerged con~ed efforts under Rule 5.2 to mesh the special considerations
attendant to immigration cases (including limitedremote access) with the considerations applicable
to actions under §§ 2254, 22ss,.and2241. All ofthe reporters agreed that it was importantto apply
the same stlindards to all 2241 cases involving immigration rights. Rather than import additional
provisions into Rule 49.1 io deal with such cases, the reporters agreed that it would be prefenible to
deal with 2241 cases involving immigration rights ex.clusively under Rule 5.2. Accordingly,
subdivision (c) was added to provide that such cases are governed ex.clusively by Rule 5.2. Since
this change was needed to prevent apotential conflict with some or all ofthe provisions in Rule 5.2
governingimmigrationclaims, it seemed to fall well within the authority that the Committee agreed
to give to Judge Bucklew and the reporter.

CACM objected to the categorical exemption from redaction in Rule 49.1 (b)(8), (9), and
(10), for chargingdocuments, affidavits illsupportofcharging documepts, arrestor searchwarrants,
and filings prepared before the filing of a criminal charge that is not part of a docketed case.' ill

. CACM's view, redaction of specific private or sensitive infunnation should be sufficient The
Committee reviewed the.reasons for its original decision to exempt these filings, particularly the
importance ofparticularityand identification in documents such as arrest orsearch warrants. Also,
the public has a right to know with some specificity who has'been charged with acriminal offense
or where asearch was executed. After discussion, the Committee agreed without objection to retain
the exemptions as published. '

CACM also expressed strong concern that Rule 49.1 as pilblished did not protect the
confidentiality ofagrandjuryforeperson's name, because it exempts charging documents from the
redactionrequirement Disclosureofa grandjuror's name, CACM noted, was inconsistent with its
policy ofprotecting the privacy ofjurors. Although the pUblished draft includes the CACM policy
in the Committee Note, the policy would require sealing on a case by case basis, which CACM:
deemed insufficient. In discussing this issue, the Committee noted that the petit jury verdict forms
present a similar issue, since they are also signed by the foreperson. . .
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The Committeeconsidered an amendment to thepublishedrulethatwouldhaveredacted.the
foreperson's name andsubstituted thatperson's initials. Afterextended discussion ofthepro1;llems
posedby requiring redaction, theCommittee concluded that the rule should be recommended to the
Judicial Conference as published, though the concerns :raised by CACMmaywammt further study.
Several considerations weighed against requiring redaction at this time. Someofthe concerns were
practical in nature, given the importance ofhaving an original signed version of the documents
initiating a' criminal prosecutioJ;l and recording the verdict in the public record. Although it might
be possible to have two versions ofthese d0ClllI!ents; one signed and filed under seal and the other
merely initialed and filed in the public record, it was unclear exactly how th~ would work.
Moreover, that procedure had not been the subject of notice and public comment. Committee.
members also expressed concern about an anonymous system ofjustice. Under Rule lO(a)(l) the
court must ensure that the defenctmt has a copy of the signed grand jmy indictment at the time of
amlignmenl Rule 6(f) provides for the return ofa grand jmy indictment in open court, and there
was support for the view that absent 'specific findings the pUblic should be 'entitled to see any .
document filed in opeIi court. Giv\ID the complexity of the issue, the Committee thought that it
wouldbe qesirable to have a study to determine whetherpublic disclosure offoreperson signatures
has caused significantproblemsbeforeproposing anewrule requiringredactionofeverygrandjury
indictment and everypetit jmy verdict form.

Finally, theCommitteeclarifiedtherelationshipbetweentheCACMpolicystatement, which
was included in the cOmmittee Note as published, and the rule itself. At Professor Capra'8

.' suggestion, the Committee Note was revised to state more clearly that when the rule itselfdoes not
exempt the materials listed in the CACM policy statement from disclo~U!e, privacy and law
enforcement concerns are to be accommodaied through the sealing and.protective order provisions
ofthe rule:

ProfessorCapraalso asked theCommittee to givethechair andreportertheauthorilYtoworle
with their counterparts on the otheradvisorycommittees to worleout anylast-minutewording issues
and to bring all of the e-govenunent roles into agreement as far as possible.'

Recommendation-The Advisory CommitJee recommends that'proposed Rule 49.l'be
approved, as modifiedafterpublic comment, andfomarded to the Judicial Conference.

***** .

8
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• I,
ALL INFORMATION CONTAI~mD

HEREIN IS Ul,CLASSIFIED
DATE 10-04-2012 BY 65179/dlllh/stp/as,

PROPOSED AMENDMENTS TO THE FEDERAL
RULES OF CRIMINAL PROCEDuRE·

1 Rule 11. Pleas

z ****~

3 (b) Consider~g and Accepting a' Guilty or Nolo

4' Contendere Plea.

5 . (1) Advising and Questioning the Defendant. Before

6 the-coW"! accepts a pleaofguilty ornolo contendere,

7 the defendant may be placed under oa~ and the,

8 courtmust address the defendant personallyin open

9 court. During this address, the coW"! must inform

10 the defendant of, and- deterinine that the defendant .

11 understands, the following:

13 (M) indeterminingasentence, thecoW"!'sobligation

14 to caleu1atethe applicable sentencing-guideline

15 range apply the SClllcnclllg Guidelines, and the

·New material is underlined; matter to be omitted is lined through.
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2 FEDERAL RULES OF CRIMINAL PROCEDURE

16 . coml's disClcnoll to dcpml nom those

17 gttidelincs Wldet SOlliC ehcu;rl1stanccs and to

18 consider that range, possible departures under

.'

19 the SentencingGuidelines, andothersentencing

20 .factors under 18 U.S.C. § 3SS3(a); and

21 * ** * *
COMMITIEE NOTE

Subdivision (b)(1)(M). The amendment conforms Rule ~ l'
to the Supr~eCourt'sdecision in·UnitedSlates v. Booker, 543 U.S.
220 (2005). Bookerheld that the provision ofthe federal sentencing
statute thatmakes theGuidelines mandatory, 18 U.S.C. §3553(b)(1),
violates the Sixth Amendment right-to jury irial. With this provision
severed and excised, the Coul'\ held, the Sentencing Refonn Act
''makes the Guidelines effectively advisory," and "requires' a
sentencing court to consider Guiiielines ranges, see 18 U.S.C.A
§ 35S3(a)(4) (Supp.2004), but it pennits the court to tailor the
sentence in light of other statutory concerns as well, see § 3553(a)
(Supp. 2004)." ld. lit 245-46. Rule II (b)(M) incorporates this
analysis iilto the information provioed to the defendant at the time of
a plea ofguilty or nolo contendere. .
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. FEDERAL RULES OF CRIMINAL PROCEDURE 3

CHANGES MADE TO PROPOSED AMENDMENT
RELEASED FOR PUBLIC COMMENT

No changesweremadeto thetextoftheproposed amendment
as released for public comment. One change was made to the
Committee note. The reference to the FifthAmendment was deleted
from the description ofthe Supreme Court's decision in Booker.

*****

Rule 32. Sentence and JUdgment

1 *****

. 2 (d) Presentence Report.

3 (1) ApplyingtheAdvisorvSentencing Guidelines. The

4 presentence report must:

5 (A) identify all applicable guidelines and policy

6 statements ofthe Sentencing Commission; .

7 (B) calculate the defendant's offense level and

8 criminal history category;

'J (C) statetheresultingsentencing rangeand kinds of

lO sentences available;

11 (D) identify any factor relevantto:

CELL/OTD 006206
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12 (i) the appropriate kind ofsentence, or

13 (ii) the appropriate sentence within the

14 applicable sentencing range; and

15 (E) identify any basis for departing from the

16 applicabl~ sentencing range.

17 (2) Additional Information. The presentence report

18 .must also contain the following information:

19 (A) the defendant's history an!! characteristics,. .

20 including: .

21 (i) any prior criminal record;

22 (ii) th~ defendant's financial c~n~lition; and

23 (iii)anycircumstances affecting thedefendant's

24 behavior that may be helpful in imposing

25 sentence or in correctional treatment;

26

27

28

(B) verified inforplation, stated in a

nonargumentative style, that assesses the

financial, social, psychological, and medical



29

30

31

32

33

34

35

36

37

38

39

40

41

42
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impact on any individual against whom the

offense has been committed;

(C) when appropriate, the nature and extent of

nonprison programs arid resources available to

the defendant; ,

(D) when the law provides for restitution,

information sufficient for a restitution order;

(E) if the court orders' a study under 18 U.S.C.

§ 3552(b), any resulting report and

recommendation;, and
, ,

(F) any other information that the .court requires,

including infOrmation relevant to the factors

nnder 18 U.s:C. § 3553(a).

*****

CO:MMITI'EE NOTE

· ,

Subdivision (d). Theamendmentconforms Rule32(d) to the
Supreme Court's decision in United States v. Booker, 543 U.S. 220
(2005). Booker held that. the proVision of the federal sentencing

tEll/010 006208



6 FEDERAL RULES OF CRIMINAL PROCEDURE

statute thatmakes the Guidelinesmandatory, 18 U.S.C. §3553(b)(1),
violates the Sixth Amendment right to jurytrial. With this provision
severed and excised, the Court held, the Sentencing Refonn Act
"makes the Guid.elines effectively a4visory," and "requires a
sentenlling court to consider Guidelines ranges, see 18 U.S.C.A.
§ 3553(a)(4) (Supp.2004),. but it permits. the court to tailor the
sentence in ~ight ofother statutoI)' concerns as well, see § 3553(a)
(Supp.2004)."· ld. at 245-46. Amended subdivision(d)(2)(F).makes
clear that the court can instruct the probation office to gather and
.include in the' presentence report any information relevant to the
factors articulated in § 3553(a). The rule contemplates that a request
can be made eitherby the court as a whole requiring infonnation
affecting all cases or a class ofcases, or by an individual judge in a
particul;u- case. .

CHANGES MADE'TO PROPOSED AMENDMENT
RELEASED FOR PUBLIC COMMENT

The COl1llllitteerevised the textofsubdivision(d) in response,
to public comments. In subdivision '(d), the Committee revised the
title to include the word "Advisory" in order better tQ reflect the
guidelines' role under the Booker decision, It withdrew proposed

, subdivisions (Ie) and (h).

Proposed subdivision(h) woulilhaveexpandedthesentencing "
court's obligation to give notice to the parties when it intends to rely
on groWlds not identified in either the presentence report or the
parties' submissions. The amendmentwas intendedto respond to the
courts' expanded discretion under Booker. In light of a number of
recent decisions in·the lower courts considering the proper scope of

tl.U.101b 006209
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this obligation in light of Booker, the proposed amendment was
withdrawn for further study.

Subdivision (k), which would have required that courts use a
specified judgnient and statement of reasons form,. was withdrawn
becauseofthepassage of§ 735 ofthe USA Patriot Improvement and
Reauthorization Act. This legislation amended 28 U.S.C. § 994(w)
to impose a statutory requirement' that sentencing information "for
each case be provided on "the written statement of reasons fotm
issued by the Judicial Conference and approved by the United States
Sentencing Commission." The Criminal Law Committee, which had

. previously requested that the unifoIDl collection of sentencing
information be addressed by an amendment· to the rules, withdrew
that request in light ofthe enactmll!lt ofthe statutory requirement.

Finally, here-as" in the other Booker ru1es-the Committee
deleted the reference in the CommitteeNote to the FifthAmendment
from the description ofthe Supreme Court's decision in Booker.

**:***

Rule 35. Correcting or Reducing a Sentence

1 * ****

2 (b) Reducing a Sentence for Substantial Assistance.

3 (1) In GeneraL Upon the goveinment's motion made

4 Within one year ofsentencing, the courtmay reduce

5 a sentence ifr the defendant. after sentencing,

ttlL/010 OOb1.\O
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6 provided substantial assistance in investigating or

7 . prosecuting another person.

8 (A) tile dcfcndmtt, aftCl sentencing; ptO ~ idcd

9 substantial· assistance in bi9cstigating 01

10 plosccuting anotbct pCISOD, and

11

12

13

14

(D) 1edaeing the sentcnce aceoLdS ~ ith the

SentencingCouunission'sgtrldetincs2i1idpolicy

slaleInClrts.

****.

COMMITTEE NOTE

Subdivision (b}(I).' The amendlnent confonnsRule 35(b)(I)
to the Supreme Court's decision in UnitedStates v. Booker, 543 U.S.
220 (2005). Tn Booker the Court held that the provisionofthe federal
sentencing statute that makes the Guidelines lUandatory, 18 U.S.C.
§ 3553(b)(1), violates the Sixth Amendnientright tojury trial. With
this provision severed and excised, the Court held, the Sentencing
Refonn Act ''makes ·the Guidelines effectively advisory," and
"requires a sentencing court to consider Guidelines ranges, see 18
U.S.C.A. § 3553(a)(4) (Supp.2004), but it permit's the court to tailor
thesentence in lightofother statutoryconCerns as well, see § 3553(a)
(Supp.2004)." ld. at245-46. SubdiVision (b)(I)(B)has been deleted
bOO1!use it treats the guidelines' as mandatory.
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CflANGES MADE TO PROPOSED AMENDMENT
.RELEASED FOR PUBLIC COMMENT .

No changes weremadeto the textoftheproposed amendment
as released for public comment, but one change was made in the
Committee Note. Here--'as in the other Booker rules-the
Committee deleted the reference to the Fifth Amendment from the
description ofthe Supreme Court's decision in Booker.

*.* * * *

Rule 45. Computing and Extending Time

1 *****
Z (c) Additional Time After Certain Kinds of Service.

3 When these ral:es permit or reqaite Whenever a party

4 mustormayto act within a specifiedperiod aftera IlVlice

5 01 a papa has been SCI ~ed on that pilI!' service and

6 service i~ made in f!1e manner provided 11Ilder Federal

7 Rule ofCivil Procedure 5(b)(ZllB), (C). or (D), 3 days

8 are added after to the period woul~ otherwise expiie

9 under subdivision fa) if sOI ... ic, oecws in the lildtlllCi

10 ptp'ided undCl FedClal Rille of Ci~i1 Proeedllle

11 5(bJ(2)EB), (6), or (D).

t\.\.\./Q1Q 006'1.rl
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. COMI\HTTEE NOTE

Subdivision (c). Rule 4~(c) is amended to removeanydoubt
as to the method for extending the time to respond after service by
mail, leavingwith theclerkofcourt, electronicmeans, orothermeims
ctmsented to by the party served. This amendment parallels the
changeinF.alRuleofCivilProcedure6(e). Threedaysareadded
after the prescribed period otherwise expires under Rule 45(a).
Intennediate Saturdays, Sundays, and legal holidays are includ¢ in
counting these added three days. If the third day is a Saturday,
Sunday, or legal holiday, the last day to act is the next day that is not
a Saturday, Sunday, or legal holiday. The effect ofinvoking the day
that the rule would otherwise expire under Rule 45(a) can be
illustrated by assuming·that the thirtieth day ofa thirty-dayperiod is
a Saturday. Under Rule 45(a) the period expires on the next day that
is not a Sunday orlegal holiday. Ifthe following Monday is a legal
holiday, und~Rule 45(a) the period expires onTuesday. 'Three days
are then added- Wedoesday, Thursday, and Fridayas the third and
final day to actunless that is a legal holiday. Ifthe prescribed period
ends on a Friday, the three added days are Saturday, Sunday, and
Monday, which is the third and final day to act unless it is a legal
holiday. IfMonday is a legal hOliday, the next day that is not a legal
holiday is the third and final day to act.

Application ofRule 45(c) to a period that is less than eleven
days can be illustrated by a paper that is served by mailing on a
Friday: Ifteri days are allowed to respond, intermediate Saturdays,
Sundays, imd legal holidays are excluded in determining when the
period expires under Rule 45(a). If there is no legal holiday, the
period expires on the Friday two weeks after the paper was mailed.
The three added Rule 45(c) days are Saturday, Sunday, and Monday,
which is the third and final day to act unless it is a legal holiday. If
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Monday is a legal holiday, the next day that is not a legal holiday is
the final day to act

CHANGES MADE 1'0 PROPOSED AMENDMENT
RELEASED FOR PUBLIC COMMENT

No change was, made in the rule as published for public
comment

*****

Rule 49.1. Privaey Protection For Filings Made with the
Court

!!!l Redacted Filings. Unless the court orders otherwise, in

2 an electronic or paper filing with the court that contains

3 an individual's social-secmitv, nUIilber, taxpayer-

4 identification number. Of birth .date. the name of an

5 individual known to be' a minof, a financial-account

6 number, Of the home address ofan indjvidual, a partyor

7 nonparty making the filing may include only:

8 ill the last fOUf digits ofthe social-seCurity number and

9 taxp~yer-identification number;

,
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10 ill. the year ofthe individual's birtli:

II m"the minor's initials:

12 ill.. the last four digits ofthe financial-account mnnber:

13 and

14 .ffil the city and state ofthe home address._

IS ® Exemptions from the Redaction Requirement. The

16 redaction-requirement does not apply to the following:

17 ill a financial-account nmnber or real property address

18 that identifies the property allegedly subject to

19 forfeiture in a forfeiture proceeding:

20 ill the record of an administrative or agency

21 proceeding;

22 ill the official record ofa state-court proceeding;

23 Ml the record of a court or tribuna!, if that record was

24 not subject to the redaction reouirement when

2S originally filed;

26 .@ a filing covered by Rule 49. J(d):

tELl/OlD 006215

------'-----_._-



FEDERALRULES OF CRIMINAL PROCEDURE 13

27 ffil a pro se filing in an action brought under 28 U.S.C.

28 552241, 2254. or 2255:

29 ill a court filing that is related to a criminal matter or

30 investigation and thatis prepared before the filing of

31 a criminal charge or is not filed as part of any

32 docketed criminal case:

33 @ an arrest or search warrant; and

34 ill a charging. document and an' affidavit filed. in

35 support ofany charging document

36' @ ImmierationCases. A filin.g in an action broughtunder

37 28 U.S.C. 5 2241 that relates to the petitioner's

38 immigration rights is governed by Federal Rule ofCivil

39 Procedure 5.2.

40 .un Filings Made, Under'Seal. The court may order that a

41 filing be made under seal without redaction. The court

42 .maylaternnseai the filing or order th"l perSon who made

43 the filing to file a redacted version for the public record.

cm/Oi~ 000216
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44 frl Protective- Orders. For good cause. the court may by

'45 order in a case:

46 ill -require redaction ofadditional infonnation: or

47 ill limit or prohibit a nonparty's remote electrouic

48 access to a document filed with the court.

49 ill Option for Additional Unredacted FiJi!>g Under Seal.

50 A -person making a redacted filing may also file an

51 unredacted copy under seal. The court must retain the

- 52 unredacted copy as part ofthe record.

53 fI:l Option for Filing a Reference List. A filing that

54 contains redacted information maybe filed togetherwith

55 a reference list that identifies each item of redacted

56 information and" specifies an appropriate identifier that --

57 uniquelycorresponds toeach itemIisted:The list must be

58 filed under seal and may be amended as of right. Any

59 reference in the case to a listed identifier will be

muo,\) 006217
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60 construed to refer to the corresponding item of

61 information.

62 f!!} Waiver of Protection ofldentifiers. A person waiveS

63 the protection of Rule 49.1 fa) as to the person's own

64 information by filing it without redaction and not under

65 seal.

COMMIlTEE NOTE

The rule is adopted in compliance with section Z05(c)(3) of
the E-Govemment Act of 2002, Public Law No. 107-347. Section
205(c)(3) requires the Supreme Court to prescribe rules ''to protect
privacy and securitY concerns relating· to electronic filing of
documents and the public availability . .. of documents filed
electronically." The rule goes further than the E-Govemment Act in
regulating paper filings even when they are "not converted to
electronic form. But the numberoffilings that remain in paper furm
is certain to diminish over time. Mostdistricts scan: paper filings into
the electronic case file, where they become available to the public in
the same way as documents initially filed in electronic form. It is
electronic availability, not the form ofthe initial filing, that raises the
privacy and security concerns addre~sed in the E-Govemment Act.

The rule is derived from and implements the policy adopted
by the Judicial Conference in September 2001 to address the privacy
concerns resulting from public access to electronic case files. See
http://www.privacy.iJscourts.govlPolicy.htm. TheJUdicial Conference
policy is that documents in case files "generally should be made

CELL/OiD 00621&
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available electronically to the same extent they are available at the
courthouse, provided that'certain "personal data identifiers" are not
included in the public file.

While providing for the public filing of some information,
such as the last four digits ofan account number, the rule does not
intend to establisha presumptionthatthis information never couldor
should be protected. For example, 'it may well be nece~3IY in

.individual cases to'prevent remote accessbynonparties to anypart of
an .account number or social security number. It may also be
necessary to protect infonuation not covered by the redaction
requirement-suchasdriver's licensenumbersand alien registration
numbers - in a particular case. In such caSes, protection may be
sought under subdivision (d) or (e). Moreover, the Rule does not
affect the protection available under other rules, such as Criminal
Rule 16(d) and Civil Rules 16 and 26(c), or under other sources of
protective authority. .

Parties must remember that any personal information not
otherwise protected by sealing or redaCtion will be made avmlable
over the internet Counsel shOuld notify clients ofthis fact so that an
infonueddecisionmaybemadeonwhatinformationis to beincluded
in a document filedwith the court.

The clerk is not required to review documents filed with the
court for compliance with this rule. The responsibility to redact
filings rests with counsel and thepartyornonpartymaking thefiling.

Subdivision'(e) provides that the court can o,der in a
particular case mo~e extensive redaction than otherwise required by
the Rule, where necessary to protect against disclosure to nonparties
of sensitive or private infonuation. Nothing in this subdivision is
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intended to affect the limitations on sealing that are otherwise
applicable to the court. '

Subdivision (t) allows a person who makes a redacted filing
to file an unredacted document under seal; TIris provision is derived
from section205(c)(3)(iv) oftheE-Government Act.Subdivision (g)
allows the option to file a register of redacted information. TIlls
provision is derived from section 205(c)(3)(v) of the E-Govemment
Act, as amended in 2004.

In accordancewith the E-Government Act, subdivision (t) of
the rule' :refers to "redacted" information. The term ''redacted'' is
intended 'to govern a filing that is pi:epared with abbreviated
identifiers in the first instance, as weil as a filing in which a personal
identifier is edited after its preparation.

Subdivision (h) allows aperson to waive theprotections 'ofthe
rule as to that person's ownpersonal information byfiling it unsealed
and in unredacted form. One maywish to waive theprotection ifit is
determined that the costs of redaction outweigh the benefits to
privacy. ~f a person files an unredacted identifier by mistake, that
pe.rson may seek relief from the court. . ,

Trial exhibitsare subject totheIedactionrequirementsofRule
49.1 to the extent they are filed with the court. Trial exhibits that are
not initially filed with the courtmust be redacted in accordance with
the rule if and. when they are filed as part of an appeal or for other
reasons.

TheJudicial Conference Committeeon CourtAdministration
, and Case Management has issued "Guidance fllr Implementation of
the Judicial Conference Policy on Privacy and Public Access to
Electronic, Criminal Case Files" (March 2004). This document sets

tEll/01~ 006220
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out limitations on remote electronic access to certain sensitive
materials in criminal cilses. It provides in part as follows:

Thefollowing docwnents shallnotbeincluded
in the public case file and should not be made
available to 1;hepublic at thecourthouse orvia remote
electronic access:

• unexecutedsummonses orwarrants of
any kind (e.g., search warrants, arrest
warrants);

• pretrial bail or presentence
investigation reports;

• statements ofreasons in the judgment
ofconviction;

• juvenile records; ,
• documents containing identifying

information about jurors,or potential
jurors;

• financial affidavits filed in seeking .
representation pursuant to the'
Criminal Justice Act;

• ex parte requests for authorization of
investigative, expert or other serviCIlS
pursuant to the Criniinal.Justice Act;
and

• sealed !iocuments (e.g., motions for
downward departure for substantial
assistance, plea agreements indicating
cooperati?n). .

To the extent that the Rule does not exempt these materials from
disclosure, the privacy and law enforcement concerns implicated by

tELl/om 006221
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the above docmnents .in criminal cases can l?e accommodated under
the rule through the sealing provision of subdivision (d) or a
protective order provision ofsubdivision (e).

CHANGES MADE TO PROPOSED AMENDMENT
RELEASED FOR PUBLIC COMMENT

.. Nmnerous'changes were made in the rule after publication in
response to the public comme)lts as well as continued consultation
among the reporters and chairs of the advisory committees as each
committee reviewed its own rule.

Anumber ofrevisions were made in all ofthe e-government
rules. These include: (1) using of the term "individual" rather than
"'person" where possible, (2) clarifying that the responsibility for
redaction lies with the person making the filing, (3) rewording the
exemption from redaction for information necessary to identifY
property subject to forfeiture, so that it is clearly applicable in
ancillary proceedings related to forfeiture, and (4)' rewording the
exemption from redaction forjudicial dt;cisions that werenot subject
to redaction when originally filed•. Additionally, some changes of a
technical or stylistic nature (involving matters such as hyphenation
and the use of"a" ~r "the") were made to achieve clarity.as well as
consistency among the various e-government rules.

Two changes were made to theprovisions concerningactions
under §§ 2241, 2254, and 2255, which the published rule exempted
from the redaction requirement First, inresponsetocriticism that the·
original eXemption was unduly broad, the Committee limited ·the
exemption to pro se filings in ·these actions. Second, a new
subdivision (c) was added to provide that all actions under § 2241 in
which immigrationclaims weremadewould begovern,ed exclusively.
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. by Civil Rule 5.2. This change (which was made after the Advisory
Coll1!cIlitteemeeting) was deeIJied necessary to ensureco!1sistency in
the treatmentofredactionimdpublic access torecords in immigration
cases. The addition ofthe new subdivision required renumbering of
the subdivisions·designated as (c) to (g) at the time ofpublication.

The provision governing protective orders was revised to
employ the flexible "cause shown" standard that governs PIQtective
orders under the Federal Rules ofCivil Procedure. .

Finally, language was added to the Note clarifYingtheimpact
of the CACM policy that is reprinted in the Note: if the materials
en\!IDerated in the CACM policy are not exempt from disclosure
under the rule, the sealing and protective orderprovisions ofthe rule
are applicable. .

*****
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The federal rules govern procedure, practice, and evidence in the federal courts.
They set forth the procedures for the conduct of court proceedings and serve as a
pattern for the procedural rules adopted by many state court systems.

Authority

The Congress has authorized the federal judiciary to prescribe the rules of practice,
procedure, and evidence for the federal courts, subject to the ultimate legislative
right of the Congress to reject, modify, or defer any of the rules. The authority and
procedures for promulgating rules are set forth In the Rules Enabling Act. 28 U.S.C.
§§ 2071-2077. .

The Judicial Conference of the United States is also required by statute to "carry on a
continuous .study of the operation and effect of the general rules of practice and
procedure." 28 U.S.C. § 331. As part of this continuing obligation, the Conference is
authorized to recommend amendments and additions to the rules to promote:

• simplicity in procedure,
• fairness in administration,
• the just d.etermination of litigation, and
• the elimination of unjustifiable expense and delay.

The Rules Committees

The Judicial Conference's responsibilities as to rules are coordinated by its
Committee on Rules of Practice and Procedure, commonly referred to as the
"Standing Committe!,!." 28 U.S.C. § 2073(b). The Judicial Conference has authorized
the appointment of five adVisory committees to assist the Standing Committee,
dealing respectively with the appellate, bankruptcy, civil, criminal, and evidence
rules. 28 U.S.C. § 2073(a)(2). The Standing Committee reViews and coordinates the

. recommendations of the five adVisory committees, and it recommends to the Judicial
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Conference proposed rules changes. "as may be necessary to maintain consistency
and otherwise promote the interests of justice." 28 U.S.C. § 2073(bl:.

The Standing Committee and the advisory committees are composed of federal
judges, practicing lawyers, law professors, state chief justices, and representatives
of the Department of Justice. Each committee has a reporter, a prominent iaw .
·professor, who is responSible for coordinating the committee's agenda and drafting
appropriate amendments to the rules and explanatory committee notes.

The Assistant Director for Judges Programs of the Administrative Office of the United
States Courts currently serves as secretary to the Standing Committee, coordinates
the operational aspects of the rUles process, and maintains the records of the
committees. The Rules Committee Support Office of the Administrative Office
provides the day to day administrative and legal support for the secretary and the
committees.

Open Meetings and Records

Meetings of the rules committees are open to the public and are widely announced.
All records of the committees, including minutes of committee meetings, reports of
the committees, suggestions and comments submitted by the public, statements of
Witnesses, transcripts of public hearings, and memoranda prepared by the reporters,
are public and are maintained by the secretary. Copies of the rules and proposed
amendments are available from the Rules Committee Support ·Office. The proposed
amendments are also published on the Judiciary's website
<http:\\www.uscourts.gov>.

HOW THE RULES ARE AMENDED

The pervasive a.nd substantial impact of the rules on the practice ·of law in the federal
courts demands exacting and meticulous care in drafting rule changes. The
rulemaking process is time consuming and involves a minimum of seven stages of
formal comment and review. From beginning to end, it usually takes two to three
years for a suggestion to be enacted as a rule.

The process, however, may be expedited when there is an urgent need to amend the
rules.

All interested individuals and organizations are prOVided an opportunity to comment
. on proposed rules amendments and to recommend alternative proposals. The.

comments received from this extensive,and thorough public examination are studied
very carefully by the committees and generally improve the amendments. The
committees actively encourage the submission of comments, both positive ·and
negative, to ensure that .proposed amendments have been considered by a broad
segment of the bench and bar.
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STEP 1. INITIAL CONSIDERATION BY THE ADVISORY COMMITTEE

Making suggestions for changes

Proposed changes in the rules are suggested by judges, clerks of court, lawyers,
professors, governmen~ agencies, or other individuals and organizations. They are
considered in the first instance by appropriate advisory committees (appellate,
bankruptcy, civil, criminal, or eVidence). Suggestions for changes, additions, or
deletions must be submitted in writing to thEi,secret;3ry, who acknowledges each
letter and distributes it to the chair of the Standing Committee and the chair and
reporter of the advisory committee.

The reporter normally analyzes the suggestions arid makes appropriate
recommendations to the advisory committee. The suggestions from the public and
the recommendations of the reporter are placed on the advisory committee's ag<;nda
and are normally discussed at its next meeting. The advisory committees usually
meet twice a year in the spring and fall, and they also conduct business by telephone
and correspondence.

Consideration of suggestions

In considering a suggestion for a change in the rules, the advisory committee may
take several courses ?f action, including:

1. Accepting the suggestion, either completely or with modifications or limitations;

2. Deferring action on the suggestion or seeking additional information regarding its
operation and impacti

3. Rejecting a suggestion because it does not, have merit or would be inconsistent
with other rules or a statutei or

4. Rejecting a suggestion because, althougn it may be meritorious, it simply is not
necessary or important enough to warrant the significant step of an amendment to
the federal rules.

The secretary is required, to the extent feasible, tp advise the person making a
suggestion of the action taken on it by the advisory committee.

Drafting Rules Changes

CEll/OTD 006226
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W!1.en an advisory committee decides initially that a particular change in the rules
would be appropriate, it normally asks its reporter to prepare a draft amendment to
the rules and an explan"tory committee note. The draft amendment and committee
note are discussed and voted upon at a committee meeting.

The Standing Committee has a style subcommittee that works with the respective
advisory committees in reviewing proposed amendments to ensure that the rules are
written in clear and consistent langlJage. In addition, the reporter of the Standing
Committee and the reporters of the five advisory comrnitteE;!s are encouraged to
work together to promote clarity and consistency among the various sets of federal
rules. '

STEP ;!. PUBLICATION AND PUBLIC COMMENT

Once an advisory committee votes initially to recommend an amendment to the
rUles, it must obtain the approval of the Standing Committee, or its chair, to pUblish
the proposed amendment for public comment. In seeking publication, the advisory
committee must explain to the Standing Committee the reasons for its proposal,
including'any minority or separate views.

After publication is approved, the secretary arranges for printing and distribution of
the'proposed amendment to the bench and bar, to publishers, and to the general
public. More than 10,000 persons and organizations are on the mailing 'list, including. .

• federal judges and other federal court officers,
• ,United States attorneys,
• other federal government, agencies and officials,
• state chief justices,
• state attorneys general,
• legal pUblications,
• law schools,
• bar associations, and
• interested lawyers, individuals, and organizations requesting distribution.

In order to promote public comment, the proposed amendments are sent to points of
contact that have been established with 53, state bar associations.

The pUblic is normally given Qmonths to comment in writing to the secretary
regarding the proposed amendment. In an emergency, a shorter time period may be
authorized by the Standing Committee.

During the 6-month comment period, the advisory committee schedules one or more
public hearings on the proposed amendments. Pers'ons who wish to appear and
testify at the hearings are required to contact the secretary at least 3D, days before
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the hearings.

STEP 3. CONSIDERATION OF THE PUBLIC COMMENTS AND FINAL APPROVAL

BY THE ADVISORY COMMITTEE

At the conclusion of the public comment period, the reporter is required to prepare a
summary of the written comments received from the public ai1d th~ testimony
presented at the hearings. The advisory committee then takes a fresh look at the
proposed rule changes in light of the written comments and testimony.

If the advisory committee decides to make a substantial change in its proposal, it
may provide a period for additional public notice and comment.

Once the aqvisory committee deCides to proceed in final form, It submits the
proposed amendment to the Standing CommitteI'! for approval. Each_ proposed
amendment must be accompanied by a separate report summarizing the comments
received from the pUblic a,nd explaining any changes made by the adVisory
Gommittee following the original publication. The advisory committee's report must
also include minority views of any members who wish to have their separate views
recorded.

STEP 4. APPROVAL BY THE STANDING ~OMMITTEE

The Standing Committee considers the final recommendations of the adVisory
committee and may accept, reject, or modify them. If the Standing Committee
approves a proposed rule change, it will transmit it to the Judicial Conference with a
recommendation for approval, accompanied by the advisory committee's reports and
the Standing Committee's own report explaining any modifications it made. If the
Standing Committee makes a modification that constitutes a substantial change from
the recommendation of the adVisory committee, the proposal will normally be
returned to the adVisory committee With appropriate instructions.

STEP 5. JUDICIAL CONFERENCE APPROVAL

The Judicial Conference normally considers proposed amendments to the rules at its
-September session each year. If approved by the Conference, the amendments are
transmitted promptly to the Supreme Court. '

STEP 6. SUPREME COURT APPROVAL
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The Supreme Court has the authority to prescribe the federal rules, subject to a
statutory waiting period. 28 U.S.C. §§ 2072, 2075. The Court must transmit
proposed amendments to Congress by May 1 of the year in which the amendment is
to take effect. 28 U.S.C. §§ 2074, 2075.

STEP 7. CONGRESSIONAL REVIEW

The Congress has a statutory period of at least 7 months to act on any rules·
prescribed by the Supreme Court. If the Congress does f.lot enact legislation to
reject, modify, or defer the rules, they take effect as a matter of law on December 1.
28 U.S.C. §§ 2074, 2075.

SUMMARY OF PROCEDURES

H_ •••••• _ ••_ • _ _.

... ' ' .. J\,:,tio_n .... no _. ,

, .H. __.~ ..,,
l .• .

STEP 1 '

• Suggestion for achange in the rules.
(Submitted in writing to the secretary.)

• ,Referred by the secretary to the appropriate
advisory committee.

• CO,nsidered by the advisory committee.

• If approved, the advisory committee seeks
authority from the Standing Committee to
cjrculate to bench and bar for comment.

STEP 2

• Public comment period.

• Public hearings.

At any time.

Promptly after r.eceipt.

Normally at the next
committee meeting.

Normally at the same meeting
or the next committee
,meeting.

6 months.

During the public commeht
period.

STEP 3
• Advisory committee considers the amendment About one ortwo months aftel

afresh in light of public com'ments and testimony the, close of the comment
at the hearings. period.'

• Advisory committee approves amendment' in About one or two months aftel
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final form and transmits it to the Standing
Committee.

SSTEP 4
• Standing Committee approves amendment, with

or without revisions, and recommends approval
by the Judicial Conference.

SSTEP 5
• Judicial Conference approves amendment and

transmits it to the Supreme Court.

the close of the comment
period.

Normally at its June meeting.

Normally at its September
session.

SSTEP 6
• The Supreme Court prescribes the amendment. By May 1.

SSTEP 7
• Congress has statutory time period in which to By December 1.

enact legislation to reject, modify, or defer the
amendment.

• Absent Congressional action, the amendment
becomes law.

CELL/OTD 006230 .
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE
19/92/299511/03/2006

To: All Field Offices Attn: SAC
CDC

Date:

From: Office of the General Counsel
Investigative~L~a~w~u~n~l~'t~ ,
Contact: SSAI I

Approved By:

'b6
b7C

Drafted By:

Case ID *: 66F-HQ-1085159 (pending)

Title,: PROPOSED AMENDMENT TO RULE 41
FEDERAL RULES OF CRIMINAL PROCEDURE
EFFECTIVE DECEMBER 1, 2006

Synopsis: To advise field offices of a proposed amendment to
Rule 41 of the Federal Rules of Criminal Procedure, which
addresses procedures for issuing tracking device warrants, and is
effective December 1, 2006, absent Congressional action to the
contrary.

Details: Effective December 1, 2006, and absent Congressional
action tq the contrary', Rule 41 of the Federal Rules of Criminal
Procedure will be amended to reflect the following procedures for
issuing tracking device warrants:

Rule 41(a) Scope and Definitions will include the following
definition:

I Contact with the Office of.Congressional Affairs has revealed that there is not any
Congressional Action pending,as ofthe date of this communicatioIl, that would affect this '
provision and therefore it appears, likely that this amendment will take effect on December 1,
2006..
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To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-I085159, 11/03/2006 '

(E) "Tracking device" has the meaning set out in 18 U.S.C.
§31l7(b).2

Rule 41(b) Authority to Issue a Warrant, will be amended to
include the following:

(4) a magistrate.judge with authority in the district has
authority to issue a warrant to install within the district a
tracking device; the warrant may authorize use of the device to
track the movement of a person or property located· within the
district, outside the district, or both.

Rule 41(dJ Obtaining a warrant, will be amended to read as
follows (amended language has been italicized and underlined) :

(1) In General. After receiving an affidavit or other
information, a magistrate judge-or if authorized by Rule 41(b) a
judge of a state court of record-must issue the warrant if there
is' probable cause to search for and seize a person or property Q£
to install and use a tracking device.

Rule 41.(e) (2) Contents of the. Warrant, will be amended to read as
follows (amended language has been italicized and underlined) :
(A) Warrant to Search for and Seize a Person or Property. Except
for a tracking-device-warrant, the warrant must identify the
person or property to be searched, identify, any person or
property 'to be seized, and designate the magistrate jUdge to whom
it· must be returned. The warrant must command ,the officer to:

(i) execute the warrant within a specified time no
longer than 10 days; ,
(ii) execute the warrant during the daytime, unless
the judge 'for good cause expressly authorizes
execution at another time; and
(iii) return the warrant to the magistrate judge
designated in the warrant.

(B) Warrant for a Tracking Device. A tracking-device warrant
must identifv the person or. property to be tracked. designate the
magistrate judge' to whom it must be returned. and specify a
reasonable length of time that·the device· may be used. The time
must not exceed 45 days from the date the warrant was issued.
The court may. for good cause, grant one or more extensions for a
reasonable period not to exceed 45 days ea·ch. The warrant must
command the officer to:

2A "tracking device" is defined to me'!Jl "an electronic or mechanical device which
permits the trackingof the movement ofa pe,son or object." 18 U.S.C. § 3117(b).

2
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To: All Field Offices From.: Office of the General Counsel
Re: 66F-HQ-1085159, 11/03/2006

(iJ complete any installation authorized by the
warrant within a specified time no longer than 10
calendar days;
(ii) perform any installation authorized by the
warrant during the daytime. 'unless the fudge fbr
good cause expressly authorizes installation at
another time; and
(iii) return the warrant to the judge designated in
the warrant.

Rule 41(f) Executing and Returning the warrant, will be amended
as follows (amended language has been italicized and underlined) :

(1) Warrant to Search for and Seize a Person or Property.
(A) Noting the Time. The officer executing the warrant must enter
it on the exact date and time it was executed.
(El Inventory. An officer present during the execution of the
warrant must prepare and verify an inventory of any property
seized. The officer must do so in the presence of another
officer and the person from whom, or from w40se premises, the
property was taken. If either one is not present, the 'officer
must prepare and verify the inventory in the presence of at least
one other credible person.
(e) Receipt. The officer ~xecuting the warrant must give a copy
of the warrant and a receipt for the property taken to the person
from whom, or from whose premises, the property was taken or
leave a copy of the warrant and receipt at the place where the
officer took the property.
(D) Return. The officer executing the warrant must promptly return
it-together with a copy of the inventory-to the magistrate jUdge
designated on the warrant. The jUdge must, on request, give a
copy of the inventory to the person. from whom, or from whose
premises, the property was taken and to the. applicant for the
warrant.

(2) Warrant for a Trackina Device.
(A) Noting the Time. The officer executing a tracking-device
warrant must enter on it the exact date and time the device was
installed and the period during which it .was used.
(B) Return. Within 10 calendar days after the use of the
trackinqdevice has ended. the officer executing the warrant must
return it to the fUdge designated in the warrant.
(e) Service. Within 10 calendar days after the use of the
tracking device has ended. the officer executing a tracking
device warrant must serve .a copy of the warrant on the person who
was tracked or whose property was tracked. SerVice may be
accomplished. by delivering a COPy to the person who. or whose
property. was tracked; or by leaving a copy'at the personts

3
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To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-108S1S9, 11/03/2006

residence or usual place of abode' with an individual of suitable
age and discretion who resides at that location and by mailing a
copy to the person's last known address. Upon request 'of the
government. the jUdge may delay notice as provided in Rule
41 (n (3 I .

(3) Delayed Notice. Upon the government's request, a magistrate
judge-or if authorized by Rule 41 (bl. a Judge of'a state court of
record-may delaY any notice required by this rule if the delay is
authorized by statute.

Proposed amendments to the Advisory Committee Notes
state that the Committee "did not intend by this amendment to
expand or contract the definition of what might constitute a
tracking device," See F.R.Crim.P 41(b) advisory committee's note.
The Advisory Committee indicated that the changes to Rule 41(b)
were intended to provide procedural guidance for judicial
officers who were asked to issue tracking device warrants, The
Committee Notes indicate' that the amenq.ment "reflects the view
that· if the officers intend to install or use the device in a
constitutionally protected area, they must obtain judicial
approval to do so. If, on the other hand, the officers intend to
install and use the device without implicating any Fourth
Amendment rights, there is no need to obtain a warrant." Id. The
Committee Notes also recognize th<;'l.t :).8 U.S.C. § 3117, "does not
specify the standard an applicant must meet to install a tracking
device" and state that the "amendment to Rule'41 does not resolve
this issue or hold that such warrants may issue only on a showing
of probable cause. Instead, it simply provides that if probable
cause is shown, the magistrate judge must issue the warrant."
See F.R.Crim.P 41{d) advisory committee's note.

INVESTIGATIVE LAW UNIT ANALYSIS:
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To: All Field Offices From: Office of the General 'Counsel
Re: 66F-HQ-·1085159, 11/03/2006
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To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-1085159, 11/03/2006
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To: All Field Offices From: Office of the General qounsel
Re: 66F-HQ-1085159, 11/03/2006
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To: All Field Offices From:- Office of the General Counsel
Re: 66F-HQ-1085159, 11/03/2006
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To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-1085159, 11/03/2006

Any questions regardiIJr"'a---J..t.ub.J..i"",s--'"r""aJ..tJ..tJ::pJ..T should
the Investigative Ll'" ITn; tJ ,_ Ior the
Technology Law Unit

'--------

LEAD(s):

Set Lead 1: (Action)

ALL RECEIVING OFFICES

Please distribute to appropriate. personnel.
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ALL INFORMATIOn CONIAINED
HEREIN IS UlICLASSIFIED
DATE 10-04-2012 EY 65179/dmh/.tp/a.

FEDERAL BUREAU 9F INVESTIGATION

Precedence,. ROUTINE Date: .11/03/2006

To: All Field Offices Attn: SAC
CD.C

b6
b7C

I
(pending)

Drafted By: IL...- --'

~ase ID #: 66F-HQ-1085159

Title: PROPOSED AMENDMENT TO RULE 41
FEDERAL RULES OF CRIMINAL PROCEDURE
EFFECTIVE DECEMBER 1, 2006

Synopsis: To advise field offices of a proposed amendment to
Rule 41 of the Federal Rules of Criminal Procedure, which
addresses procedures for issuing tracking device warrants, and is
effective December 1, 2006, absent Congressional action ·to the
contrary.

Details: Effective December 1, 2006, and absent Congressional
action to the contraryl, Rule 41 of the Federal Rules of Criminal
Procedure will be amended to reflect the following procedures for
issuing tracking device warrants:

Rule 41(a) Scope and Definitions will include the following
definition:

(E) "Tracking device" has the meaning set out in 18 U.S.C.
§3117 (b) .z

I Contact with the Office of Congressional Affairs has revealed that there is not any
Congressional Action pending as ofthe date ofthis communication that would affect this
provision and therefore it appears likely that this amendment will take effect on December I,
2006.

2A "tracking device" is defined to mean "an electronic or mechanical device which
permits the tracking of the movement ofa person or object." 18 U.S:C. § 3117(b).
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To: All Field Offices From: Office of the' General Counsel
Re: 66F-HQ-1085159, 11/03/2006

Rule 41(b) Authority to Issue a Warrant, will be amended to
include the following:

(4) a magistrate judge with authority in the district has
authority to issue a warrant to install within the district. a
tracking device; the warrant may authorize use of the device to
track the movement of a person or property located within the
district, outside the district, or both.

Rule 41(d) obtaining a Warrant, will be amended to read as
follows (amended language has been italicized and underlined) :

(1) 'In General. After receiving an affidavit or other
information, a magistrate jUdge-or if authorized by Rule 41(b) a
judge of a state court of record-must issue the warrant if there
is probable cause to search for and seize a person or property Q£
to install and use a tracking device.

Rule 41(e) (2) Contents of the Warrant, will be amended to read as
follows (amended language haS been it~licized and underlined) :
(A) Warrant to Search for and Seize a Person or Property. Except
for a tracking-device-warrant, the warrant must identify the
person or property to be searched, identify any person or
property to be seized, and designate the magistrate judge to whom
it must be returned. The warrant must command the officer to:

(i) execute the warrant within a specified time no
longer than 10. days;
(ii) execute the warrant during the daytime, unless
the judge for good cause expressly authorizes
execution at another time; and
(iii) return the warrant to the magistrate judge
designated in the warrant.

(B) Warrant for a Tracking Device. A. tracking-device warrant
must identify the person or property to be tracked, designate the
magistrate judge to whom it must be returned, and specify a
reasonable length of time that the device may be used. The time
must not exceed 45 days from the date the warrant was issued.
The court may, for good cause, grant one or more extensions for a
reasonable period not to exceed 45 days each. The warrant must
command the officer to:

(i) complete any installation authorized by the
warrant withi:n a specified time no longer than 10
calendar days:
(iii perform any installation authorized by the
warrant during the daytime, unless the judge for
good cause expressly authorizes installation at
another time: and
(iii) return the warrant to the judge designated in
the warrant.

2
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To: All Field Offices From: 'Office of the General Counsel
Re: 66F-HQ-I085159, 11/03/2006

Rule 41(fl Executing and Returning the Warrant, will be amended
as follows (amended language has been italicized and underlined) :

(1) Warrant to Search for and Seize a Person or. Property •.
(A) Noting the Time. The officer executing the warrant must enter
it on the exact date and time it was executed.
(B) Inventory. An pfficer present during the execution of the
warrant must prepare and verify an inventory of any property
seized. The officer must do so in the presence of another
officer and the person from Whom, or frOm whose premises, the
property was taken. If either one is not present, the officer
must prepare and verify the inventory in the,presence 9f at least
one other credible person. .
(e) Receipt. The officer executing the warrant must give a copy
of the warrant and a receipt for the property taken to the person
from whom, or from whose premises, the property was taken or
leave a copy of the warrant and receipt at the place where the
officer took the property. .
(D) Return. The officer executing the warrant must promptly return
it-together with a copy of the inventory-to the magistrate judge
des'ignated on the warrant. The judge must, on request, give a
copy of the inventory to the person from whom, or from whose
premises, the property was taken and to the applicant for the
warrant.

r2 I Warrant for a Tracking Device.
rA) Noting the Time. The officer executing a tracking-device
warrant must enter on it the exact date and time the device was
installed and the period during which it was used.
rB) Return. Within 10 calendar days after the use of the
traCking. device has ended. the officer executing the warrant must
return it to the judge designated in the warrant,.
rei Service. Within'10 calendar days after the use of the
tracking device has ended, the officer executing a tracking
device warrant must serve a copy of the warrant on the person who
was tracked or whose property waS tracked. Service may be
accomplished by delivering a copy to the person who, or whose
property, was tracked; or by leaving a copy at the person's
residence or usual place of abode with an individual of suitable
age and discretion who resides· at that location and bv mailing a
copy to the person's last known address. Upon request of the
government, the jUdge may delay notice as provided in Rule
41 rfl r3 I . .

(3) Delayed Notice. Upon the government's request. a magistrate
jUdge-or if authorized by Rule 41rbl, a jUdge of a state court of
record-may delay any notice required by this rule if the delay is

, authorized by statute.

3
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To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-1085l59, 11/03/~006

proposed amendments to the Advisory Committee Notes
state that the, Committee "did not intend by tr,is amendment to
expand or contract the definition of what might constitute a
tracking device." See F.R.Crim.P 4l(b) advisory committee's note.
The Advisory Committee indicated that the changes to Rule '41 (b)
were intended to provide procedural guidance :eor jUdicial
officers who were asked to issue tracking device warrants. The
Committee Notes indicate that the amendment "reflects the view
that if the officers intend to install or use the device in a
'constitutionaliy protected area, they must obtain judicial
approval to do so. If, on the other hand, the officers intend to
install and use the device without implicating any Fourth
Amendment rights, there is no need to obtain a warrant." Id. The
Committee Notes also recognize that 18 U.S.C. § 3117, "does not
specify the standard an applicant must meet to install a tracking
device" and state that the "amendment to'Rule 41 does not resolve
this issue or hold that such warrants may issue only on a showing
of probable cause. Instead, it simply provides that if probable
cause is shown, the magistrate jUdge must issue the warrant."
See F.R.Crim.P 4l(d) advisory committee's note.

INVESTIGATIVE LAW UNIT ANALYSIS:
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To: All Field Offices From: Office of the General ~ounsel

Re: 66F-HQ-1085159, 11/03/2006

CElVOlD 006284

b5

b5



To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-1085159, 11/03/2006
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To: All Field Offices From: Office of the General-Counsel
Re: 66F-HQ-1085159, 11/03/2006
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To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-1085159, 11/03/2006
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Any questions regardi~",g........t"'b",j"'S'-"J"g....t...t...,e""rl... should
the Investigative L'rW lJnitL _ lor the
Technology Law unitL
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To: All Field Offices From: Office of the General Counsel
Re: 66F-HQ-1085159, 11/03/2006

LEAD (s) : .

Set Lead 1: (Action)

ALL RECEIVING OFFICES

Please distribute to appropriate personnel.
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H
Briefs and Other Related Documents
U.S. v. GarciaC.A.7 (Wis.),2007.0nly the Westlaw
citation is currently available.

United States Court of Appeals,Seventh Circuit.
UNITED STATES ofAmerica, Plaintiff-Appellee,

v.
Bernardo.GARCIA, Defendant-Appellant.

No. 06-2741.

Argued Jan. 10,2007.
Decided Feb. 2, 2007.

Background: Following denial of his motibn to
suppress, 2006 WL 1601716; defendant was
convicted ill the United States District Court for the
Western District of Wisconsin, Barbara B. Crabb. J.,
of crimes relating to the manufacture of
methamphetamine. Defendant appealed.

Holding: The Court of Appeals, Posner, Circuit
Judge, held that there was no search or seizure under
Fourth Amendment when police placed GPS tracking
unit underneath defendant's vehicle.

Affirmed.

ill Searches and Seizures 349 oCw:>124

;H2 Searches and Seizures
349Il Warrants

349kl23 Form and Conll'nts of Warrant;
, Signature

349kl24 k. Particularity or Generality and
Overbreadth in General. Most Cited Cases
Under the Fourth Amendment, a warrant must
descnbe with particularity the object of the search or
seizure and must be supported both by an oath or
affirmation and by' probable cause. U.S.C.A.
Const.Amend. 4.

ill Searches and Seizures 349 oCw:>101

d12. Searches and Seizures
349Il Warrants

349klOI k. In General. Most Cited Cases
The warrant requirement forces the police to make a
record before the search, rather than allowing them to

ALL INFORIIATION co~rrAIloED
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conduct the search without prior ,investigation in the
expectation that if the search is fruitful a
rationalization for it will not be difficult to construcl,
working backwards. U.S.C.A. Const.Amend.4.

mSearches and Seizures 349 oCw:>21

349 Searches and Seizures
3491 In General

349kl3 What Constitutes Search or'Seizure
349k21 k. Use of Electronic Devices;

Tracking Devices or "Beepers.". Most Cited Cases
There was no search or seizure within meaning of
Fourth Amendment when police placed a global

. positioning system (GPS) tracking unit underneath
bumper of vehicle driven by defendant; device did

• not affect vehicle's driving qualities, did not draw
power from vehicle's engine or battery, did not take
up rOomihat might otherwise have been occupied by
passengers or packages, did not alter vehicle's
appearance, and police could follow a car around or
observe its route by means of cameras or satellite
imaging without it being a search. U.S.C.A.
Const.Amend. 4. '

Appeal from the United States District Court for' the
Western District of Wisconsin. No. 05-CR-155-C­
Barbara B. Crabb, ChiefJudge.

David Reinhard, Office of the United States
Attorney, Madison, WI, for Plaintiff-Appellee.
Patrick J. Stangl. Stangl Law Offices, Madison, WI,

. for Defendant-Appellant.

Before POSNER, MANION, and SYKES. Circuit
Judges.
POSNER, Circuit Judge.
*1 The defendant appeals from his conviction for,
crimes relating, to the manufacture of
methamphetamine. The oqly issue is whether
evidence obtained as a result of a tracking device
attached to his car should have been suppressed as
the frnit of an unconstitutional search.

The defendant had served time for methamphetamine
offenses. Shortly after his release from prison, a
person who was a lmown user of meth reported to
police that the defendant had brought meth to her and
her husband, consumed it with them, and told them
he wanted to start 'manufacturing meth again.

© 2007 ThomsonlWest. No Claim to Orig. U.S. Govt. Works.
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Another person told the police that the defendant had
bragged that he could manufacture meth in front of a
police station without being caught A store's security
video system recorded the defendant buying
ingredients used in making the drug.

From someone else the police learned that the
defendant was driving a borrowed Ford Tempo. They
went looking for it and found it parked on a pUblic
street near where the defendant was staying. The
police placed a GPS (global positioning system)
"memory tracking unit" undemeath the rear bwnper
of the Ford. Such a device, pocket-sized, battery·
operated, commercially available for a couple of
hundred dollars (see, e.g., Vehicle-Tracking,
IncOIporated, "GPS Vehicle Tracking with the
Tracking . Key,'" www.vehicle- .
tracking.comlproductslTracking·Key.htmL visited
Jan. 21, 2007), receives and stores satellite signals
that indicate the device's 10catioIL So when the pOlice
later retrieved the device (presumably when the car
was parked On a public street, as the defendan\ does
not argue that the retrieval involved a trespass), they
were able to learn the car's travel history since the
installation ofthe device. One thing they learned was
that the car had been traveling to a large tract ofland.
The officers obtained the consent of the tract's owner
to search it and they did so and discovered equipment'
and materials used in the manufacture ofmeth. While
the police were on the property, the defendant arrived
in a car that the police searched, finding additional
evidence.

The police had not obtained a warrant authorizing
them to place the GPS tracker on the defundant's c.ar.
The 'district judge, however, found that they had had
a reasonable . suspicion that the defend'1Jlt was
engaged in criminal activity, and she ruled that
reasonable· suspicion was all they needed for a lawful
search, although she added that they had liad
probable cause as well. The defendant argnes that
they needed not only probable cause to believe that
the search would tum up contraband or evidence of
crime1 but also a warrant. The government argues
that they needed nothing becanse there was no search
or seizure within the meaning of the Fourth
Amendment.

Illill The Fourth AmendIilent forbids unreasonable
searches and seizures. There is nothing in the
amendment's text to suggest that a warrant is required
in order to make a search or seizure reasonable. All
that the amendment says about warrants is that they
must describe with particularity the object of the
search Or seizure and must be supported both by an

Page 2

oath or affirmation and by probable cause, which is
understood, in the case of searches incident to
criminal investigations, to mean probable c~use that
the search will tum up contraband or evidence of
crime. Zurcher·v. StanfOrd Daily, 436 U$'. 547, 554­
55, 98 S.C!. 1970, 56 L.Ed.2d 525 (978). The
Snpreme Court, however, has created a presumption
that a warrant is required, unless infeasible, for a
search to be reasonable. E.g., United States v. Leon.
468 U.S. 897, 913-14 (984); Mincey v. Arizona, 437
U.S. 385, 390, 98 S,C!. 2408, 57 L.Ed.2d 290 (1978);
Henry v. UnUed States, 361 U.S. 98, 100, 80 S.C!.
168, 4 L.Ed.2d 134 (1959); see Nicholas v. Goard.
430 F.3d 652,; 678 (2d Cir.2005). "Although the
framers of the Fourth Amendment were more fearful
tl1at the warrant would protect th~ police from the
citizen's tort suit through operation of the doctrine of
official innnunity than hopeful \hat the warrant would
protect the citizen 'against tlie police, see [Telford]
Taylor, two Studies in Constitutional Interpretation
23-43 (1969), and although the effective neutrality
and independence of magistrates in ex parte
proceedings for the issuance of search warrants may
be doubted, there is a practical reason for requiring
warrants where feasible: it forces the police to make a
record befOre the search, rather·than allowing them to
conduct the search without prior investigation in the
expecta;ion that if the search is fruitful a
rationalization for it will not be difficult to construct,
working backwards." United.States v. Mazzone, 782
F.2d 757, 759 (7th Cir.19862. But of courSe the
presumption in favor of requiring a warrant, or for
that matter the overarching requirement of
reasonableness, does not come into play unless there
is a search or seizure within the meaning of the
Fourtli Ainendment.

*2 ill The defendant's contention that by attaching
the memory tracking device the police seized his car
is untenable. The device did not affect the car's
driving qnalities, did not draw power from the car's
engine or battery, did not take up room that might
otherwise have been occupied by passengers or
packages, did not even alter the carls appearance, and
in short did not "seize"the car in any intelligible
sense of the word, But was there a search? The
Supreme Court has held that the mere tracking of a
vehicle on public streets by means ofa sirnilarthough
less sophisticated device (a beeper) is not a search.
United States v. Knotts. 460 U.S. '276, 284-85, 103
S,Ct. 1081, 75 L.Ed.2d 55 (983). But the Court left
open the question whether installing the device in the
vehicle converted the subsequent trackjng into a
search.fd. at 279 n. 2: see also United States v. Karo,
468 U.S. 705, 713-14, 104 S.Ct. 3296, 82 L.Ed.2d·

© 2007 ThomsonlWest. No Claim to Orig. U,S. Govt. Works.
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530 Cl9841. The cowts of appeals. have divided over
the question. Compare United States v. McIver. 186
F.3d 1119, 1127 (9th Cir.1999l. and United States v.
Pretzinger. 542 F.2d 517, 520 (9th Cir.1976) (per
curiam), holding (and United States v: Michael 645
F.2d 252. 256 and n. II (5th Cir.198J) (en banc), and
United States v. Bernard 625 F.2d 854, 860-61 (9th
Cir.1980), intjmating) that there is no search, with
United States v. Bailey. 628 F.2d 938, 944-45 (6th
Cir.l980): United States v. Shovea. 580 F.2d 1382,
1387-88 ClOth Cir.19781, and United States v. Moore.
562 F.2dI06. 110-12 Clst Cir.1977l. hottling the
contrary. Several of the cases actually take
intermediate positions, such as requiring reasonable
suspicion rather than probable cause (a possible
interpretation of Michael), or probable cause but no
warrant-Shovea and Moore: This court has not
spoken to the issue.

If a listening device is attached to a person's phone,
or to the phone line outside the premises on which
the phone is located, and phone conversations are
recorded, there is a search (and it is irrelevant that
there is a trespass in the first. case but not the second),
and a warrant is required. But if police follow a car
around; or observe its route by means of cameras
mounted on lampposts or of satellite imaging as in
Google Earth, there is no search. Well, but the
tracking .in this case was by satellite. Instead of
transmitting images, the satellite transmitted
geophysical coordinates. The only difference is that
in the imaging case nothing touches the 'vehicle,
while in the case at hand the tracking device does.
But it is a distinction without any practical difference.

There is a practical difference lurking here, however:
It is the difference between, on the one hand, police
trying to follow a car in their own car, and, on the
other hand, using cameras (whether mounted on
iampposts or in satellites) or GPS deVices. In other
words, it is the difference between the old
technology-the technology ofthe internal combustion
engine-and newer technologies (cameras are not new,
of course, hut coordinating the images recorded by
thousands of such cameras is). But GPS tracking is
on the same side of the divide with the surveillance
cameras and the satellite imaging, and ifwh~t they do
is not searching in Fourth Amendment terms, neither
is GPS tracking..

*3 This carmot be the end of the analysis, however,
because the Supreme Court has insisted, ever since
Katz v. United States. 389 U.S. 347, 88 S.Ct. 507, 19
L.Ed.2d 576 CJ967), that the meaning of a Fourth
Amendment search must change to keep pace with
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the march of science. So the use of a thermal imager
to reveal details of the interior of a home that could
not otherwise be discovered without a physical entry
was held in Kyllo v. United States. 533 U.s. 27. 34,
121 S,Ct. 2038, ISO L.Ed.2d 94 (2001), to be a
search within the meaning ofthe Fourth Amendment.
But Kyllo does not help' our defendant, because his
case unlike Kyllo is not one in which technology
provides a substitute for a form of search
unequivocally governed by the Fourth Amendment.
The substitute here is for an activity, namely
following a car on a public street, that is.
unequivocally not a search within the meaning of the
amendment. . ,

But while the defendant's efforts to distinguish the
GPS case from the satellite-imaging and lamppost­
camera cases are futile, we repeat our earlier point
that there is a difference (though it is not the
difference involveo in Kyllo) between all three of
those situations On the one hand and following
suspects around in a car on the other. The new
technologies enable, as the old (because of expense)
do not, wholesale surveillance, One can imagine the
police affixing GPS tracking devices to thousands of
cars at random, recovering the devices, and using
digital search techniques to identify suspicious
driving patterns. One can even imagine a law
requiring all new cars to come equipped with the
device so that the government can keep track of all
vehicular moveinent in the United States. It would be
premature to mle that such a program of mass
surveillance could not possibly raise a question under
the Fourth Amendment-that it could not be a search
because it would merely'be an efficient alternative to .
hiring another 10 million police officers to tail every
vehicle on the nation1s roads.

Of course the amendment cannot sensibly be read to
mean. that police shall be no more efficient in the
twenty-first century than they were in the eighteenth.
United States v. Knot/s, supra, 460 U.S. at 283-84.
There is a tradeoff between security and privacy, and
often it favors security. Even at the height of the
"Warren Court," the Court held over a strong dissent
by Justice Brennan that the planting of an undercover
agent in a criminal gang does not become a search
just because the agent has a transmitter concealed on
his person, even though the invasion of privacy is
greater when the suspect's worq,s'are recorded and not
merely recollected. Lopez v. United States. 373 U.S.
427,439,83 S.Ct. 1381, 10 L.Ed:2d 462 11963l. '

Yet Chief Justice Warren, while concurring in the
judgment in Lopez, remarked "that the fantastic

© 2007 ThomsonlWest. No Claim to Orig. U,S. Gov!. Works.
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advances in the field of electronic communication
constitute a great danger to tl1e privacy of the
individual; that indiscriminate use of such devices in
law enforcement raises grave constitutional questions

. under the Fourth and Fifth Amendments; and that
these considerations impose a heavier responsibility
on this Court in its supervision of the fairness of
procedures in the federal court system." ld. at 441.
These "fantastic advances" continue, and are giving
the police access to surveiliance techniques that are
ever cheaper and ever more effective. Remember the
beeper in Knotts? "Officers installed a beeper inside
a five-gallon container of chloroform '" [and]
followed the car in which the chloroform had been
placed, maintaining contact by using both visual
surveillance and a monitor which received the signals
sent from the beeper." United States v. Knotts. supra,
460 U.S. at 278. That was only a modest
improv~ment over fonowing a car by means of
unaided human vision.

*4 Technological progress poses a threat to privacy
by enabling an extent of surveillance that in earlier
times would have been prohibitively expensive.
Whethet and what kind of restrictions should, in the
name of the Constitution, be placed On such
surveillance when used in routine criminal
enforcement are momentous issues that fortunately
we need not try to resolve in this case. So far as'
appears, the police of Polk County (a rural county in
northwestern Wisconsin), where the events of this
case unfolded, are not engaged in mass surveillance.
They do GPS tracking only when they have a suspect
in their sights. They had, of course, abundant grounds
for suspecting the defendant. Should government
someday decide to institute programs of mass
surveillance of vehicular movements, it will be time
enough to decide whether the Fourth Amendment
should be interpreted to treat such surveillance as a
search. Cf. Zurcher v. Stanford Daily. suo/a. 436
U.S. at 566.

Affirmed.

C.A.7 (Wis.),2007.
U.S. v. Garcia
-- F.3d ----, 2007 WL 286534 (C.A.7 (Wis.»
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(2) THE USE OF FBI ELECTRONIC SURVEILLANCE EQUIPMENT'IN JOINT CASES WHERE STATE :AND
LOCAL LAW, ENFORCEMENT AGENCIES OBTAINED AUTHORITY FOR ITS USE {SEE MIOG, PART 2, 1.0­
1.0.3 (8}.) (RCU)

I (a) A JOINT CASE, for purposes of this section, is an investigation in which there
exists significant FB~ interest in the subject or subjects of a local investigation
and substantial FBI investigative reso~rces have been utiiized and/or will be utilized
in the planned investigation with the local agency. (ReU)

I {b) FBIHQ authority MUST be obtained prior to any use of FBI e1ectronic surve~11ance

equipment or personnel in furtherance of any. order or authority' obtained by state or
local law enforcement agencies. Shoufd approval be granted tor such use, the pertinent
local or state order or, authority MUST contain specific language authorizing FBI
participation and specifying whether the assistance is for installation, ~on~toring,

or whatever is re<;[Uired. (RCU)

I (c) In requesting FBIHQ authority, the field office is to set forth the following
information: (ReU)

I 1.. A synopsis of the investigation conducted to date by FBI and the local agency
involved, to include the date the FBI
[ case was opened, as well as when the joint investigation was initiated. (RCU)

I 2. the specific SAC comments as to the value of the assistance to the FBI
invest~gation and extent of federal control
lover local ,electronic surveillance. (RCU).

I 3. the exact nature of eqUipment to be utilized and technical assistance r~quired,

and whether the equipment is on
I hand in the requesting division. (RCU) b7E

I 4. the specific comments of th~ las to the complexity of the
'equipment and the ability of the
I local agency to properly utilize technical equipment requested. (RCU)

[ 5. that the local agency has valid legal authority under state or local law to
conduct the electronic
I surveillance for which equipment will be utilized, to include citation of the
specific statute; (RCU)

[ 6. tha~ the Chief Division Counselor' the Assistant U.S. ~ttorney has reviewed the
affidavits and orders to be
I filed and concurs in their sufficiencYi and, (RCO)

I 7. that FBI policy in limiting disclosure as set forth in Part 2, Sections 1.0-1.0.1.3
and 10-10.16, of this manual, will
I be honored in any subsequent local proceed~ngs. (ReU)

2



I The above information is to be provided by appropriate communication to the
attention of the Operational Technology Division, as well as to either the Criminal
Investigative Division or th9 . • I as appropriate. (ReU) b7D

(d) Any reqUest for FBI assistance in the execution of a locally obtained court order
which require~ lWill be handled
separately andL-w~i~£~'1--r-e-gu--i~r-e--s-~~'gn--7i~f7i-c-an~t~j~u-s~t-i~f~~~·c-a-t~~7·o-n--.-=E~m-e-r--gencyrequests for such

I assistance are to be discouraged and likely will NOT be approved. (ReU)

b3
b5
b6
b7C
b7E

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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ALL INFORMATION·CONTAIMED
HEREIN IS UNCLASSIFIED

"---- f'
Subject: Loan of ELSUR

SENSITIVE BUT UNCLASSIFIED
NON·RECORD

h5

62-3.3 Policy
(~) Upon receipt of requests for investigation from local or state law enforcement
agencies involving matters in which there is' no FBI jurisdictional interest, the FBI's
cooperative role will be limited to the acquisition of records or informa~ion from the
criminal files of local or state law enforcement agencies or records of
nongovernmental organizations and concerns and other governmental agencies.

(a) Records or information are defined as material normally available to law
enforcement agencies which can be obtained without a court order ..
(b) When obtaining material outlined above, disseminatiqn authority must be obtained
from that agency providing the records/information, when appropria.rt::e::.:... ~__~
(2) In addition to record aatherinN and dissemination not~~·~n~ve 1 ,I

b7E

-T4jLrOme.5l:l.c--por-l.ce .c-ooperat~on matters recel.ved l.n thefl.eld should be opened on an
individual case basis, the subject of the record indexed to the general indices,
resulting disclosures recorded in accordance with Privacy Act requirements and
maintained in acco~dance with existing instructions pertaining to the destruction of
field office files and records, MAOP, Part II, 2-4.5.
(5) SACs may approve use o~ FBI resources on behalf of loca~ and state agencies
providing such action falls within the abov.e guidelines. No communication need be

1
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forwarded to FBIHQ advising of the initiation of a Domestic Police Cooperation
investigation.

(6) Name check requests for a review of pertinent information contained in our central
records system received by FBIHQ from authorized state and local criminal justice
agencies will be I processed by thelExecutive Agencies'Disseminationlunit,
Inforrnati6n!Management Division, in accordance with MAOP, Part II,9-3. , Completed
responses will be returned to the respective field offic~ which covers the territory
of the submitting agency for appropriate disseminatiqn.
(7) Domestic Police Cooperation cases are not to be opened in the "field for the
purpose of conducting foreign inquiries through Interpol. All state and local law
enforcement agencies in the United'States have direct access to the United States
National Central Bureau (USNCB), Interpol, by mail or via the National Law Enforcement
Telecommunications System (NLETS). T~e USNCB mailing address is: Interpol, u.s.
Department of Justice, Washington, D.C. ,20530. The NLETS ORI is TlDCIN:rERO/O/. 11

This authority appears to also be codified by Regulation at 28 CPR O.85(j)

See also Part I, Section 184-1 Investigative Authority

2) Under DOl guidelines, the FBI's role 'in Domestic Police Cooperation, see this manual, Part I, Section
§b entitled "Domestic Poliqe Cooperation," is limited to: (1) FBI record checks; (2) record checks of other
governmental agencies, nongovernmental organizations and concerns; (3) record checks of criminal files of

. local or state law enforcement agencies; (4) verifying the location ofan individual whose interview is
desired by local authorities; and (5) acting in a liaison capacity be¥en local Jaw enforcement agencies to b5

facilitate one agency handling the jnvestigatiye reQlIests 9f anotherL ' I b7EI ' J .

(g) No Federal Bureau of Investigation personnel may be used to install the equipment orparticipate in
the surveillance, unless deemed necessary and authorized by the Director or his designee. This restriction
does not prohibit maintenance and ofthe equipment when not installed.

the AG Order also expressly states that
i The Director may delegate his authority to a designated representative (not lower than an appropriate

Headquarters-level Section Chief} to approve loans of electronic SUrVeillance equipment to state and local
law enforcement agencies

2
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(2) THE'USE OF FBI ELECTRONIC SURVEILLANCE EQUIPMENT IN JOINT CASES WHERE
STATE AND LOCAL LAW ENFORCEMENT AGENCIES OBTAINED AUTHORITY FOR ITS USE
(SEE MIOG, PART 2, 10-10.3 (8).) (RCU)

I (a) A JOINT CASE, for purposes of this section, is an investigation in
which-there exists significant FBI interest in the subject or subjects of
a local investigation and sUbstant~al FBI investigative resources have
been utilized and/or will be utilized in the planned investigation with
the local agency. (RCU)

I (b) FBIHQ authority MUST be obtained prior to any use of FBI electronic
surveillance equipment or pe~sonnel i~ furtherance of any order or
authority obtained'by state or local law enforcement agencies. Should
approval be granted for such use, the pertinent local or state ord~r or
authority MUST contain specific ~anguage authorizing FBI participation and
specifying whether the assistance is for installation, monitoring, or'
whatever is required. (ReU) .

1 (c) In requesting FBIHQ authority, the field office is to set forth the
following information: (RCU)

4

CEll/OlD 006380

b5
b6
b7C
.~7E



communication to
well as to eitjer

I J.. A synopsis of the investigation conducted to date by FBI and the
local agency involved, to include the date the FBI
I case was opened, as well as when the joint investigation was initiated.
(RCU)

I 2. the specific SAC comments as to the value of the assistance to the
FBI investigation and extent of federal control
lover local electronic surveillance. (RCU)

I 3. the exact nature of equipment to be utilized and teChnical assistance
required, and whether the equipment is on
"I hand in the requesting division.. (RCU)

1 4. the specific comments of thel las to the
complexity of the equipment and the ability of the

". I local agenqy to properly utilize technical equipment requested. (Reo)

I 5. that the local agency has valid legal authority under state or local
law to conduct the electronic
I surveillance for which equipment will be util~zed, to include citation
of the specific statute;" (RCU)

I 6. that the Chief Division Counselor the Assistant U.S. Attorney has
reviewed the affidavits and orders to be .
I filed and concurs in their sufficiencYi and, (ReU)

I 7. that FBI policy in limiting disclosure as set forth in Part 2,
Sections 10-10.13 and 10-10.16, of this man~al, will
I be honored in any subsequent local proceedings. (RCU)

I The above information is to be provided by appropriat~

the atte~tion of the OperationaL TeChnOL0

97
Division, as

the Criminal Investigative Division or theL .
as appropriate. (RCU)

(d) Any request for FBI assistance in the execution of a localI
court order which,require
will be handled separately"Lsa~n~~w~~~"~r~e~gu~'~~r~e~"Qs~~~gn~~~~~c~a~nnF~~~~~~"",-~

Emergency requests for such
I assistance are to be discouraged and likely will NOT be approved. (ReD)

"
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UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED .

SENSITIVE BUT UNCLASSIFIED
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ALL INFORMATION CO}rrAI}mD
HEREIN IS UNCLASSIFIED
DATE 10-04-2012 BY 65179/dmh/stp/as

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: All Field Offices Attn: SAC
CDC

Date: 03/06/2007

Case ID #: 333-HQ-1551350

From: Office of the General Counsel
Investigative-=L~a~w~u~n~l~'t=- ~ ,
Contact: SS4

Approved By: I
===========;-----'

Drafted By: 1 ldem

(Pending)

Title: AMENDMENT TO RULE 41
FEDERAL RULES OF CRIMINAL PROCEDURE
EFFECTIVE DECEMBER 1, 2006

Synopsis: To advise field offices of an amendment to Rule 41 of
the Federal Rules of Criminal Procedure, which addresses
procedures for issuing tracking device warrants, and became
effective December 1, 2006.

Details: Effective December 1, 2006, Rule 41 of the Federal
Rules of Criminal Procedure was amended to reflect procedures for
issuing tracking device warrants (copy is attached). Amendments
to the Advisory Committee Notes state that the Committee "did not
intend by this amendment to expand or contract the definition of
what might constitute a tracking device." See F.R.Crim.P 41(b)
advisory committee's note. The Advisory Committee indicated that
the changes to Rule 41(b) were intended to provide procedural
guidance.for jUdicial officers who were asked to issue tracking
device warrants. The Committee Notes indicate that the amendment
"reflects the view that if the officers intend to install or use
the device in a constitutionally protected area, they must. obtain
judicial approval to do so. If, on the other hand, the officers
intend to install and use the device w~thout implicating any
Fourth Amendment rights, there is no need to obtain!,- warrant."
Id. The Committee Notes also recognize that 18 U.S.C. § 3117,
"does not specify the standard an applicant must meet to install
a t·racking device" and state that the "amendment to Rule 41 .aoes
not resolve this issue or hold that such warrants may issue only
on a showing 'of probable cause. Instead, it simply provides that
if probable cause is shown, the magistrate judge must issue the
warrant." See F.R.Crim.P 41(d) advisory committee's' note.

CELL/DID 006384
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To: All Field Offices From: Office of the General Counsel
Re: 333-HQ-1551350, 03/06/2007

INVESTIGATIVE LAW UNIT ANALYSIS,

tEll!OlD 00!385
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To: All Field Offices From: Office of the General Counsel
Re: 333-HQ-1551350, 03/06/2007

~ personnel before employing
~rticular case. .

ap electronic tracking device

b7E

Any questions Eegrdina this ID;Jer may b7 directed
Investigative Law u~ -,. r the Sc~ence and
Technology Law unit ____
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To: All Field Offices From:. Office of the General Counsel
Re: 333-HQ-l55l350, 03/06/2007

Federal Rules of Criminal Procedure, Rule 41

(a) Scope and Definitions.

(1) Scope. This rule does not modify any statute regulating
search or seizure, or the issuance and execution of a search
warrant in spec'ial circumstances.

(2) Definitions. The following definitions· apply under this
rule:

(A) "Property" includes documents, books, papers, any other
tangible objects, and information.

(B) "Daytime" means the hours between 6:00 a.m. and 10:00 p.m.
according to local time.

(C) "Federal law enforcement officer" means a government agent
(other than an attorney for the government) who is engaged in
enforcing the criminal laws and is.within any category of
officers authorized by the Attorney General to request a search
warrant.

(D) "Domestic terrorism" and "international terrorism'" have the
meanings set out in 18 U.S.C. § 2331.

(E) "Tracking device" has the meaning set out in 18 U.S.C.
§3117(b).'

(b) Authority to Issue a Warrant. At the request of a federal
law enforcement. officer or. an attorney for the government:

(1) a magistrate judge with authority in th~ district - or if
none is reasonably available, a.judge of a state court of record
in the district - has authority to issue a warrant to search for
and seize a person or property located within the district;

(2) a magistrate judge with authority in the district has
authority to issue a warrant for a person or property outs.ide the
district if the person or property is located within the district
when the warrant ~s issued but might move or be moved outside the
district before the warrant is executed; and

4 A IItracking device II is defined to mean "an electronic or~ mechanical
deviCE? which permits the tracking of the movement of a person or object. II 18
U.S.C. § 3117 (b) .

6
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To: All Field Offices From: Office of the General Counsel
Re: 333-HQ-1551350, 03/06/2007

(3) a magistrate jUdge - in an investigation' of 'domestic
terrorism or international terrorism - with authority in any
district in which activities related to the terrorism may have
occurred has authority to issue a warrant for a person or
property within or outside that·district; and

(4) a magistrate jUdge with authority in the district has
authority to issue a warrant to'install within the district a
tracking device; the warrant may authoriz'e use of the device to
track the movement of a person or property located within the
district, outside the district, or both.

(c) Persons or Property Subject to Search or Seizure. A warrant
may be issued for any of the,following:

(1) evidence of a crime;

(2) contraband, fruits of crime, or other items.illegally
possessed;

(3) property d~signed for use, intended for use, or used in'
committing a crime; or

(4) a person to be arrested or.a person who is unlawfully
restrained.

(d) Obtaining a Warrant .

. (1) In General. After receiving an affidavit or other
information, a magistrate judge - or if authorized by Rule 41(b)
a jUdge of a state court of record-must issue the warrant if
there is probable cause to search for and seize a person or
propert~ or to install and use a tracking device.

(2) ReqUesting a Warrant in the Presence' of a Judge.

(A) Warrant on an Affidavit. When a federal law enforcement
officer or an attorney for the government presents an affidavit
in support of a warrant, the jUdge may require the affiant to
appear personally and may examine under oath the affiant and any
witness the affiant produces.

(B) Warrant on Sworn Testimony. The judge may wholly or
partially dispense with a written affidavit and base' a warrant on
sworn testimony if. doing so is reasonable under the
circumstances.

(c) Recording Testimony. Testimony taken in support of a warrant
must be recorded by a court reporter or by a suitable recording

7
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To: All Field Offices From: Office of the General Counsel
Re: 333-HQ-155l350, '03/06/2007

device, and the judge must file the transcript or'recording with
the clerk, along with any affidavit.

(3) Requesting a Warrant by Telephonic or Other Means.

(A) In General. A magistrate judge may issue a warr~nt based on
information communicated by telephone or other reliable
electronic means.

(B) Recording Testimony. Upon learning that an applicant is
requesting a warrant under Rule 41 (d) (3) (A), a magistrate Judge
must: '

(i) place under oath the applicant and any person on whose
testimony the application is based; and

(ii) make a verbatim record of the conversation with a
suitable recording device, if available, or by a court reporter,
or in writing.

(C) Certifying Testimony. The magistrate judge must have any
recording or court reporter's notes transcribed, certify the
transc~iption's accuracy, and file a copy of the record an~ the
transcription with the clerk. Any written verbatim record must
be signed by the magistrate judge and filed with the clerk.

(D) Suppression Limited. Absent a finding of bad faith, evidence
obtained from a warrant issued under Rule 4l(d) (3) (A) is not
subject to suppression on the ground that issuing the warrant in
that manner was unreasonable under the circumstances.

(e) Issuing the Warrant.

(1) In General. The magistrate judge or a jUdge of a state court
of record must issue the warrant to an officer authorized to
execute it.

(2) Contents Of the Warrant.

(A) Warrant to Search for' and Seize a Person or Property. Except
for a tracking-device warrant, the warrant must identify the
person or property to ,be searched, identify any person or
property to be seized, and designate the magistrate judge to whom
it must be returned. The warrant. must command the officer to:

(i) execute the warrant within a specified time no
longer than 10 days;

8

CELl/Om 006391



If a magistrate judge
the following

To: All Field Offices From: Office of the General Counsel
Re: 333-HQ~1551350, 03/06/2007

(ii) execute the. warrant during the daytime, unless the
judge for good cause expressly authori~es execution at another
time; and

(iii) return the warrant to the magistrate judge designated
in the warrant.

(B) Warrant for a Tracking Device. A tracking-device warrant
must identify the person or prop~rty to be tracked, designate the
magistrate judge to whom it must be. returned, ~nd specify a
reasonable length of time that the device may be used. The time
must not exceed 45 days from the date the warrant was issued.
The court m.ay, for good cause, grant one or· more extensions for a
reasonable period not to exceed 45 days each. The warrant must
command the officer to:

(i) complete any installation authorized by the warrant
within a specified time no longer than 10 calendar days;

(ii) perform any installation authorized by the warrant
during the daytime, unless the jUdge for good cause expressly

.authorizes' installation at another time; and

(iii) return the warrant to the judge designated in the
warrant.

(3) Warrant by Telephonic or Other Means.
decides to' proceed under Rule 41(d) (3) (A),
additio~al procedures apply:

(A) Preparing a Proposed Duplicate Original Warrant. The
applicant must prepare a "proposed duplicate original warrant"
and must read or otherwise transmit the contents of that document
verbatim to the magistrate judge.

(B) Preparing an Original Warrant. If the applicant reads the
.contents of the proposed duplicate original warrant, the
magistrate judge must enter those contents into an original
warrant. If the applicant transmits the contents by reliable·
electronic means, that transmission may serve as the original
warrant.

(C) Modification. The magistrate jUdge may modify the original
warrant. The judge must transmit any modified warrant to the
applicant by reliable electronic means under Rule 41(e) (3) (D) or
direct the applicant to modify.the proposed duplicate original
warrant accordingly.

9
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To: All Field Offices From: Office of the General Counsel
Re: 333-HQ-1551350, 03/06/2007

(D) Signing the Warrant. upon determining to issue the warrant,
the magistrate judge must immediately sign the original warrant,
enter on its face the exact date and time it is issued, and
transmit it by reliable electronic means to the applicant or
direct .the applicant to -sign the jUdge's name on the duplicate
original warrant.

If) Executing and-Returning the Warrant.

(1) Warrant to Search for and Seize a person-or Property.

(A) Noting the Time. The officer executing the warrant must enter
it on the exact date and time it was executed.

(E) Inventory. An officer present during the execution of the
warrant must prepare and verify an inventory of any -property
seized. The officer must do so in the presence of another
officer and the person from whom, or ;from whose premises ,_ the
property was taken. If either one is not present, the officer
must prepare and verify the inventory in the presence of at least
one other cr-edible person.

(C) Receipt. The office~ executing the warrant must give a copy
of the warrant and a receipt for the property taken to the person
from whom, or from whose premises, the property was taken or
leave a copy of the warrant and receipt at the place where the
officer took-the property.

(D) Return. The officer executing the warrant must promptly
return it-together with a copy of the inventory-to the magistrate
judge designated on the warrant. The judge must, on request,
give a copy of the inventory to the person from whom, or from
whose premises, the property was taken and t9 the applicant for
the warrant.

(2) Warrant for a Tracking Device.

(A) Noting the Time. The officer executing a tracking-device
warrant must enter on it the exact date and time the device was
installed and the period during wpich it was used.

(E) Return. Within 10 calendar days after the use of the
tracking device has ended, the officer executing the warrant must
return it to the judge designated in the warrant. -

(C) Service. Within-10 calendar days after the- use of the
tracking device has ended, the of_ficer executing a tracking
device warrant must serve a copy of the warrant on the person who

10
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To: All Field Offices From: Office of the General Counsel
Re: 333-HQ-1551350, 03/06/2007

was tracked or whose property was tracked. Service may be
accomplished by delivering a copy to the person who, or whose
property, was tracked; or by leaving a copy at the person's
residence or usual place of abode with an individual of suitable
age and discretion who resides at that location and by mailing a
copy to the person's'last known address. Upon request of the
government, the jUdge may delay notice as provided in Rule
41(f)(3).

(3) Delayed Notice. Upon the government's request, a magistrate
judge-or if authorized by Rule 41(b), a judge of a state court of
record-may delay any'notice requir~d by this rule if the delay is
authorized by statute.

,(g) Motion to Return Property. A person aggrieved by an unlawful
search and seizure of 'property or by the deprivation of property
may move for the property's return. The motion must be filed in
the district where the property was seized. The court must
receive evidence on any factual issue necessary to decide the
motion. If it grants the motion, the court must return the
property to the movant, but ,may impose reasonable conditions to
protect access to the property ,and its use in later proceedings.

(hl Motion to Suppress. A defendant may move to suppress'
evidence in the court where the trial will occur, as Rule 12
provides.

(il Forwarding Papers, to the Clerk. The magistrate judge to whom
the warrant is returned must attach to the warrant a copy of the
return, of the inventory, and of all other related papers and
must deiiver them to the clerk in the dis~rict where the property
was seized.

LEAD(S) :

Set Lead 1: (Action)

ALL RECEIVING OFFICES
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To: .All Field Offices From: Office of the General Counsel
Re: 333-HQ-~55~350, 03/06/2007

Please distribute to appropriate personnel .

••
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Per your request. ...

o
b6
b7C

The policy verbage reads:

Title 47 United States Code- TELEGRAPHS, TELEPHONES, AND RADIOTELEGRAPHS

CHAPTER'5~WIREOR RADIO COMMUNICATIONS

SUBCHAPTER 11I--SPECIAL.pROVISIONS RELATING TO RADIO

Pari I-General Provisions

Sec. 333. Willful or malicious Interference

No person shall Willfully or maliciously interfere with or cause interference to any radio communications of any station
licensed or authorized by or under this chapter or operated by the United States Govemment.

.

SENSITIVE BUT UNCLASSIFIED
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