
From: Berger, Laura 
Sent: 10 Mar 2011 23:40:44 +0000 
To: 'Beringer, Ashlie';'Roya ll, M. Sean' 
Cc: Mohapatra, Manas 
Subject : Facebook; FTC draft complaint and proposed consent agreement; 
complaint appendices to follow 
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Hi Ashlie and Sean, 

Please confirm receipt of the attached draft complaint and proposed consent agreement. I wi ll 
send the appendices to the draft complaint momentarily. As we discussed during our call this 
afternoon, Cora, Manas, and I would like to speak with you next week in more detail about these 
documents. Please confirm one or more dates and times when you are available. 

Best, 

Laura 

Laura D. Berger, Attorney 
Federal Trade Commission 
Division of Privacy and Idenlity Protection 
202.326.2471 (v) 

CONF ID ENTIAL ITY WARNING: Thi s emai l may contain confidential or privileged infonnation and is 
for the sol e use of the intended recipient. If you believe that you may have received this email in error, 
please destroy all copies of the email and any attachments, and notify the sender immediately. Thank you. 
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UN ITED STATES OF AMERI CA 
FEDERAL TRADE COMM ISSION 

COMMISS IONERS: 

III the Matter of 

FACEBOOK, INC., 
a corporation , 

and 

MARK ZUCKERBERC, 

Jon Leibowitz, C hll irmlln 
William E. Kovncic 
J . T homas Rosch 
Edith Ramirez 
Julie Brill 

individually and as a founder, officer, 
and owner of FACE BOOK, INC. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

--------------------- ) 

COMPLAINT 

DOC KET NO. 

DRAFT 

The Federal Trade Commission, having rcason to be lieve that Facebook, Inc. , a 
corporation, and Mark Zuckerberg, individually and as a founder, officer, and owner of 
Faccbook, Inc. ("Respondents") have vio lated the Federal Trade Commission Act ("FTC Act") 
and it appearing to the Commission that th is proceeding is in the public interest, a lleges: 

I. Respondent Facebook, lnc. ("Facebook"), is a privately·owned, Delaware corporation 
with its principal office or place of business at 1601 S. California A venue, Palo Alto, 
Californ ia, 94304. 

2. Respondent Mark Zuckerberg ("Zuckerberg") founded Facebook and has been its CEO 
and the company's largest shareho lder fro m approx imately 2004 until the present. He 
also is the company 's President, controls the appointment of a majori ty of its Board of 
Di rec tors ("Board"), and serves on the Board. Individua lly, or in concert with others, he 
has fonnu lated , direc ted, participated in, contro ll ed, or had authority to control , the 
pol icies, acts, or practices of Facebook, including the polic ics, acts, or practices alleged 
in this complaint, and has had knowledge of those practices. 

3. The acts and practices of Respondents as a lleged in thi s complain t have been in or 
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affect ing commerce, as "commerce" is defined in Section 4 of the FTC Act. 

fACE BOOK'S BUSINESS I'RACfICES 

4. Since at least 2004, Facebook has operatcd www.facebook.com. a social networking 
websi te. Users of the site create online profiles. which contain content about them such 
as their name, interest groups they join, the names of other users who are their " fri ends" 
on the site, photos albums and videos they upload, and messages and comments they post 
or receive from their friends. Users also may add conten t to other users' profi les, by 
sharing photos, sending messages, or posting comments. As of Jan uary 20 11 , Facebook 
had approximate ly 600 million users. 

5. Since approximately August 2006, Facebook has operated the Facebook Platform, a set 
of tools and programming interfaces that enables third parti es to develop, run, and 
operate software applications, such as games, that users can interact willi online 
("Platform Applications"). 

6. Facebook obtains revenue by placing third-party advert isements on its site and by selling 
Facebook Credits, a virtual currency that it offers on its website and through retail 
outlets. The company also has obta ined revenue from fees paid by app licants for its 
Verified Apps program, described below. In 2009, the company had revenues of 
approx imately $777.2 million. 

fACEBOOK'S COLLECfION AND STORAGE OF USER INFORMATION 

7. Facebook has co llected extensive "profile information" about its users, including, but not 
limited 10: 

a. mandatory information that a user must submit to register with the site, including 
Name, Gender, and Birthday; 

b. optional information that a use r may submit, such as: 

1. Pro file Picture ; 
II . Hometown; 
III . Interested in (i.e., whether a user is interested in men or women); 
IV. Looking for (i.e. , whether a user is looking for fri endship, dating, a 

re lationship, or networking); 
v. Relationshi ps (e.g., marital or other relationship status and the names of 

family members); 
VI. Poli tical and Religious Views; 
VII. Likes and Interests (e.g.. activities, interests, music, books, or movies that 

a user likes); and 
VIII. Education and Work, (e.g. , the name of a user's high school, college, 

graduate school , and employer); 
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c. othcr informat ion that is based on a user's activitics on the site over time, such as: 

I. a Fricnds List (i.e .. a list of users with whom a user has become "Friends" 
on the site); 

11. Pages (e.g., any web page on Facebook 's web site, be longing to an 
organization, brand, interest group, ce lebrity, or other en ti ty, that a use r 
has cl icked an onl ine button to " like"); 

III . Photos and Videos, including any that a user has uploaded or been "tagged 
in" - (i.e., identificd by a user such that his or her name is di splayed when 
a user "hovers" over the likeness); and 

IV. messages that a user posts and comments made in response to other users' 
content. 

This profile infonnation becomes part of the user' s online profile, which can be 
accessible to others, as described below. 

8. Facebook has stored users' profile in fonna tion on a computer network that it controls. It 
has assigned to each user a User Identification Number ("User ID"), a persistent, unique 
number that Platfo rm Applications and others can use to obtain certain profil e 
informat ion from Facebook. 

9. Platfonn Applications access user profile infonnat ion in two main instances. First, 
Platform Applications that a user authorizes can access the user's profi le infonnation. 
Second, if a user's "Friend" authorizes a Platfoml Application , that App licat ion can 
access certain of the user's profile infonnation, even if the user has not authorized that 
Application. 
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FACE BOOK'S PRI VACY SETTINGS 
(Cou nt I) 

10. Faccbook has provided its users with a "Privacy Sett ings" Page, the same or similar to 
the one depicted be low. Among other things. thi s page has contained a "Profi le" tab, 
with accompanying text that has stated " (cJont ro l who can sec your profi le and personal 
informat ion," 

Q Privacy 

.1 prorlle • 
COI"Itrd Q QI1 ~ 'IO<S :lflI~ .rd persor'IIII i'lfurna'JO'l. 

Search . 
CortrQl..-ho...., ~ .. ch fIJI' \9,1 • ..cheM 'f'JUC«I~ CQI'\:ac~. 

lIews feed and Wal . 
COI"I:rd WI Star'II!S abaut you ~I ~ :0 ~,.". ...-oi'>e .-.d to \ ..... herICif' Phs Fftdf. 

C1¢ Applica t ions . 
QtIjJ Control >In.t nknrwol;lOnlS l"'..w.Ie :O~1lOnS you use an F6CI!OOQlo;, 
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11. When users have clicked on the "Prolile" tab, Facebook has directed them to a Profile 
Privacy Settings Page, the same or similar to the one depicted below, which has 
confirmed that users could "[c]ontrol who can see your profile and related information." 
For each category depicted, users could click on a drop-down menu and restrict access to 
specified users, e.g., "Only Friends," or " Friends of Friends." 

JiIo Privacy ~ Profle 

'''Wi Con~c:t lnlo m .aoo.. I 
Control who C~ see '(0411 prQlie.,.-,c (~<ed ..,form"o:.on.;"';1 ~ ~ .. :.ons ~.., order:.o dlqe 5e:m;. fur 
eppkatlons. 

1 Profile 

2 BII§kinfo 

3 Personal lmQ 

4 Statui U~atC1i 

5 PhotMTa\l\lrdofV.,.. 

7 Yide<>$la\lgrd <>tYall 

8 F~nds 

YJ3UPMtJ 

10 

11 [ducation I nfo 

1 2 Won. Info 

• 
• 
• 
• 
• 

""''''''''' 
Only Fnend. 

CWy Friend. 

Only friends 

"" '""'" '" ." . . 
6 Ed.:Photo~. Pt"·bey Set:...;. 

• ""''''''''. y , 

• Only Frier"o:Is y , 

0FrJO!f1ds~YpC)S::QmvWall 9 .J. 

• Only !'roe<>ds y 

• Only Fnends y . ": 

• ""'''''''''. y , p 

8m-.1..·. C:raI 
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12. Although the precise language and interface have changed over time, Facebook has 
continued to provide Pro fil e Pri vacy Settings that it states altow users to "control who 
can sce what [they] share" by specify ing who can access such information, e.g., "Only 
Friends" or "Friends of Friends." (Append ix 1). 

13. By enabl ing users to specify who can access various categori es of their profile 
infonnation, e.g., "Only Friends," "Friends of Friends," Facebook has communicated that 
its Profile Privacy Settings enable users to restri ct access to such information exclusively 
to the audience the user selects. 

14. None of the pages described in Paragraphs 10-12 have di sclosed that a user's choice to 
restri ct hi s or her profi le information through Profile Privacy Settings to "Only Friends" 
or "Friends of Friends" would be limited. Despite thi s fact , in many instances, Facebook 
has made profile information that a user chose to restri ct to "Only Friends" or "Friends of 
Friends" accessible to any Platform Applications that the user's Friends have used. 

IS. Facebook 's Privacy Settings Page and Profile Privacy Settings Page have included links 
to "Applications," "Apps," or "Applications and Websites" that, when clicked, have 
taken users to a page containing "Friends' App Settings," which would allow users to 
restrict the information that App lications used by their Friends could access. 

16. However, the links to "Applications," "Apps," or "Applications and Websites" have 
failed to signal that a user's choices to restrict profile information through Profile Privacy 
Settings have been limited. For example, the language alongs ide the Applications link, 
depicted in Paragraph 10, has stated, "[clontTOI what infonnation is available to 
applications you use on Facebook." (Emphasis added). Thus, users who do not 
themselves use app lications would have had no reason to click on this link, and would 
have concluded that their choices to restrict profile information through their Profile 
Privacy Settings were complete and effective. 

Count 1 

17. As described in Paragraphs 1 0-14, Facebook has represented, express ly or by 
implication, that, through thei r Profile Privacy Settings, users can restrict access to their 
profile information to specific groups, such as "Only Friends" or "Friends of Friends." 

18. In truth and in fact , in many instances, users could not restrict access to their profi le 
information to specific groups, such as "Only Friends" or "Friends of Friends" through 
their Profile Privacy Setti ngs. Instead, such infom13tion could be accessed by Platfonn 
Applications that their friends used. Therefore, the representation set forth in 
Paragraph 17 was, and is, false or misleading. 
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DECEMBER 2009 1'RI VAC Y CHANGES 
(Cou nts 2 and 3) 

19. On approximate ly November 19,2009. Facebook changed its privacy policy to designate 
certain user information as "publicly available:' On approx imate ly December 8, 2009. 
Facebook implemented the changes referenced in its new policy ('"the December Privacy 
Changes") to automati cally make public certain infommtion that users previously had 
prov ided. Among other things, Facebook designated evel)' user' s Name, Profi le Picture, 
Gender, Friends List, Ne tworks, Current City, and Pages as "publicly avai lable 
info rmat ion" or -' PAL" Following the December Privacy Changes, Facebook users could 
no longer restrict access to infomlation designated as PAl using their Profil e Privacy 
Settings or Friends' App Settings. All prior user choices to restrict aceess to thi s 
information through Profile Privacy Settings or Fri ends' App Settings were overridden. 

20. Before December 8, 2009, users could, and did , use the ir Pro file Privacy Settings to limit 
access to their Profile Picture, Gender, and Friends List. For example, on or about 
December 5, 2009, approximately 378 million users had restricted their "Profile Picture" 
and "Gender" to "Only Friends." 

2 1. Before December 8, 2009, users could, and did , usc thei r Friends' App Settings to restrict 
Platfo rm Applications' access to their PAl. For example, as of November 2009, 
approx imately 586,241 users had used these settings to prevent Platfo rm Appl ications 
from accessing any of their profile information, includi ng their Name, Profil e Picture, 
Gender, Friends List, Pages, Current City and Networks. Other users had used their 
Friends' App Settings to limit the ava il ability of one or more categories of this 
infomlation to Platfonn Applications. 

22. Until approx imately December 8, 2009, Facebook also provided users with a separate 
Pages Privacy Setting to prevent users who were not their Friends from viewing a full 
li sting of all of their Pages ("Pages List"). Using thi s setting, a user could hide that they 
" li ked" a particular political party or religious organi zation. Users could, and did, usc 
thi s setting to restrict access to their Pages List. Following the December Privacy 
Changes, Facebook users no longer could restri ct such access to their Pages List, and all 
prior user choices to restrict access to their Pages List thro ugh thi s setting were 
overridden. 

23. To implement the December Privacy Changes, Facebook required each user to cl ick 
through a multi- page notice, known as the Privacy Wizard, which was composed of: 

a. an introductory page, which announced: 

We' re making some changes to give you more contro l of your in fo rmation 
and help you stay connected. We ' ve simplified the Privacy page and 
added the ability to set privacy on everything you share, from status 
updates to photos. 
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At the same time, we're helping everyone find and connect with each 
other by keeping some infonnation - like your name and current city
publicly ava ilable. The next step wilt gu ide you through choosing your 
privacy settings. 

b. privacy update pages, which required each use rs to choose, via a series of radio 
buttons, between new privacy sett ings that Facebook " recommended" and the 
user's "Old Settings," for ten types of profile information (e.g., Photos and 
Videos of Me, Birthday, Family and Relationships, ere.), and which stated: 

and 

Facebook's new, simplified privacy settings give you more control over 
the information you share. We've recommended settings below, but you 
can choose to app ly your old settings to any of the fie lds. 

c. a confirmation page, which summarized the user's updated Privacy Settings. 

(See Privacy Wizard screenshots, Appendix 2). 

24. The Privacy Wizard did not di sclose that users no longer could restrict access to their 
newly-designated PAL via their Privacy Settings, Friends' App Settings or Pages Privacy 
Settings or that their existing choices to restrict access to such information via these 
settings would be overridden. For example, the wizard did not disclose that a user's 
existing choices to share his or her Profile Picture, Gender, and Friends List with "Only 
Friends" would be overridden, and that this information would be made accessible to the 
public. 

25. The information that Facebook failed to disclose as described in Paragraph 24 would 
have been material to Facebook users. 

26. Facebook's designation of PAl caused harm to users, including, but not limited to, threats 
to their health and safety, and un-consented to revelation of their affiliations. Among 
other things; 

a. certain users were threatened by stalkers or abusive fonner spouses, who were 
able to infer their locale, based on the locales of their Friends (e.g., their Friends' 
Current City informat ion) and of the organizations reflected in their Pages; 

b. a user's Pages List became vis ible to anyone who viewed the user's profi le, 
thereby exposing potentially controversial pol itical views or other sensitive 
infomlation to third parties - such as prospective employers, government 
organizations, or business competitors - who sought to obtain personal 
information about the user; 
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c. each user's Friends List became visib le to anyone who viewed the user's profi le, 
thereby exposi ng potentially sensitive arti liations, that could. in tum, reveal a 
user's political views, sexual orientation, or business relat ionships, to th ird parties 
- such as prospective employers, govemment organizations, or business 
competitors - who sought to obtain personal in fo rmat ion abou t the user: and 

d. each user's Profile Photo became accessible to all other users, including any user 
who navigated to the user's pro file, thereby revea ling potent ially embarrassing or 
political images to third parties whose access users previously had restricted. 

Counl 2 

27. As described in Jla rngnlph 23, Facebook has represented, expressly, or by impl icat ion, 
that its December Privacy Changes provided users with "more control" over their 
information, includ ing by allowing them to preserve their "Old Settings," to protect the 
privacy of their pro file infonnation. 

28. As described in Pa rag raph 24, Facebook fa iled to di sclose, or fail ed to disclose 
adequately, that , fo llowing the December Privacy Changes, users could no longer restrict 
access to their Name, Profile Picture, Gender, Friends List, Pages, or Networks. 
Facebook also fai led to di sclose, or failed to di sclose adequately. that the December 
Privacy Changes overrode existing user privacy settings that restricted access to a user's 
Name, Pro file Picture, Gender, Friends List, Pages, or Networks. These facts would be 
material to consumers. Therefore, Facebook' s failure to adequate ly disclose these fac ts, 
in light of the representation made, was, and is, a deceptive act or practice. 

Coun t 3 

29. As descri bed in Paragraphs 19-24 and 26, by designating certain user profi le 
infonnation publicly ava ilable that previously had been subject to privacy settings, 
Facebook materiall y changed its promises that users could keep such information private. 
Facebook retroactively applied these changes to personal infomlat ion that it had 
previously collected from users, without their infonned consent, in a manner that has 
caused or is likely to cause substantial injury to consumers, is not outweighed by 
countervail ing benefi ts to consumers or to competition, and was not reasonably avoidable 
by consumers. This practi ce was, and is, an un fai r act or practice. 

SCOPE OF PLATFORM APPLICATIONS' ACCESS TO INFORMATION 
(Count 4) 

30. Facebook has disseminated or caused to be di sseminated numerous statements to users 
stating that Pial form Applications they usc will access only the profile informat ion these 
appl ications need to operate, including, but not limited to: 

a. the following statement, which appeared wi thin a dialog box that each user must 
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cl ick through before using a Platfonn Applicat ion for the first time: 

Allowing [name of Applicationl access will let it pull your profile 
information, photos. your friends · info. and other content that it 
requires to wo rk. 

(See Authori zat ion Dialog box, Appendix 3); and 

b. the following additional statements on www.f.1eebook.com: 

I. Applications you use will access your Facebook in fonllation in order for 
them to work. 

(See Facebook Privacy Settings: What You Share, Appendix 4); and 

11. When you aut hori ze an applicat ion, it will be able to access any 
informat ion associated with your account that it requires to work. 

(See Facebook Privacy Settings: How Applications Interact With Your 
Infonnation, Appendix 5). 

31. Contrary to the statements sel forth in Paragraph 30, in many instances, a Platform 
App lication could access profile information that was unrelated to the Application' s 
purpose or unnecessary to its operation. For example, a Platfo rm Appl ication with a 
narrow purpose, such as a qui z regarding a te levision show, in many instances could 
access a user 's Relationship Status, as we ll as the uri for every photo and video that the 
user had uploaded to Facebook's web si le, despite the lack of relevance of thi s 
information to the application. 

Count4 

32. As set forth in Paragraph 30, Facebook has represented, expressly or by implication, 
that it has provided each Platform Application access to only such user profile 
information as the App lication has needed to operate. 

33. In truth and in fact , as described in Paragraph 31 , from approximately August 2006 until 
July 20 10, in many instances, Facebook has provided Platform Applications unrestricted 
access to user profile infonnation that such Applicat ions have not needed to operate. 

FACE800K'S DISCLOSURE OF USER INFORMATION TO ADVERTISERS 
(Count 5) 

34. Facebook has d isplayed advertisements ("'ads·') from third-parties C- Platfonn 
Adverti sers") on its web site. 

10 
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35. Facebook has allowed Plal lonn Advertisers to target their ads ("Platform Ads") by 
requesting that Facebook di splay them to users whose profile infonnation reflects certain 
"targeted traits," including, but not limited to: 

a. location (e.g. , ci ty or state), 

b. age, 

c. sex, 

d. birthday, 

e. " Interested in" responses (i.e. , as described in Paragraph 7(b), whether a uscr is 
interested in men or women), 

f. Relationship Status, 

g. Likes and Interests, 

h. Education (e.g. , level of educat ion, current enrollment in high school or college, 
affiliation with a particular college, and choice of major in college), and 

I. name of employer. 

36. Facebook has disseminated or caused to be disseminated numerous statements that it 
does not share infonnation about its users with advertisers, including; 

a. Facebook may use infonnat ion in your profile without identifying you as an 
individual to thi rd parties. We do this for purposes such as ... personalizing 
advertisements and promotions so that we can provide you Facebook. We believe 
this benefits you. You can know morc about the world around you and, where 
there are advertisements, they ' re more likely to be interest ing to you. For 
example, if you put a favorite movie in your profile, we might serve you an 
advertisement high lighti ng a screening of a similar one in your town. But we 
don't te ll the movie company who you are. 

(See Facebook Privacy Pol icy, November 26, 2008, Appendix 6, at FB0000005). 

b. We don't share information with advert isers without your consent .. . We allow 
advertisers to choose the characteristics ofuscrs who will see their advertisements 
and we may use any of the non-personally idenli fiable attributes we have 
col lected (inc luding information you may have decided not to show other users, 
such as your birth year or other sensitive personal information or prefe rences) to 
se lect the appropriate audience for those advertisements. For example, we might 
use your interest in soccer to show you ads for soccer equipment, but we do not 
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tell the soccer equipment company who you are ... Even though we do not share 
your information with advertisers withou t your consent, when you cl ick on or 
otherwise interact with an advertisement, there is a possibility that the adverti ser 
may place a cookie in your browser and note that it meets the criteria they 
se lected. 

(See Facebook Privacy Po licy, November 19, 2009, Appendix 7, at FBOOOOOI6-17). 

c. We do not give yo ur content to advert isers. (See Facebook Statement of Rights 
and Responsibi lities, May 1, 2009, Appendix 8, at FB0000076). 

d. Still others asked to be opted-out of having thei r information shared with 
adverti sers. This reflects a common misconception about adverti sing on 
Facebook. We don't share your informat ion with adverti se rs unless you tell us to 
([e.g. ,] to get a sample, hear more, or enter a contest). Any assert ion to the 
contrary is false. Period ... we never provide the ad vertiser any names or other 
information about the people who are shown, or even who click on, the ads. 

(See Facebook Blog, http://blog.facebook.comlblog.php, "Respond ing to Your 
Feedback," Barry Schnitt, April 5, 2010, Appendix 9). 

e. We never share your personal information with adverti sers. We never se ll yo ur 
personal information to anyone. These protections are yours no matter what 
pri vacy settings you use; they app ly equally to people who share openly with 
everyone and to people who share with only select friends. 

The only information we provide to advertisers is aggregate and anonymous data, 
so they can know how many people viewed their ad and general categories of 
information about them. Ultimately, thi s helps advertisers better understand how 
we ll thei r ads work so they can show better ads. 

(See id. , "The Role of Advertising on Facebook," Sheryl Sandberg, July 6, 2010, 
Appendix 10). 

37. Contrary to the statements set forth in Pantgrllph 36 (ll)-(d), in many instances, 
Facebook has shared information about users with Platform Advertisers by identi fying to 
them the users who clicked on their ads and to whom those ads were targeted. 
Speci fically, from at least September 2008 until May 26, 2010, Facebook designed and 
operated its web site such that, in many instances, the User ID for a user who clicked on a 
Platform Ad was shared with the Plat form Adverti ser. 

38. As a resul t of the conduct describe.d in Pantgntph 37, Platform Advertisers could take 
simple steps to get detailed infonnation about individual users. For example, a Platfoml 
Advertiser could use the User ID to: 
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a. access the user' s profi le page on www.faccbook.com. to obta in hi s or her real 
name and other P AI; 

b. combine the user' s rea l name with: 

1. any targeted traits used fo r the ad the user clicked (e.g. , if the ad targeted 
23-year-old men who were " Interested In" men and " Ii ked" 3 prescription 
drug, the advertiser could ascribe these traits to a speci fic user); and 

II . informat ion about the user' s visi t to the advert ise r' s website, includ ing: 
the lime and date of the visit , the pages viewed, and time spent viewing 
the ad (collectively, "browsing information"); and 

c. over time, combine the information described in subparts (3) - (b) wi th targeting 
traits related to additional ads or other informat ion about the user's browsing 
acti vities across the web. 

39. In addition, contrary to the statements set forth in Paragr:tph 36, Facebook has shared 
infomlation about users with third part ies that advertise on certa in Platform Appl icat ion 
web sites ("Application Advertisers"), by identi fying to them the speci fic users who 
visited these applications. Specifi call y, at various times relevant to this Complaint, when 
a user visited certain Platform App lications, Facebook di sclosed the user' s User ID, in 
plai n tex t, to any Application Advert iser that displayed an ad on the appl icat ion's web 
page. 

40. As a result of the conduct described in Paragr:tph 39, Application Advert isers could take 
simple steps to get detailed informat ion, similar to that descri bed in Pa r:tgraph 38(3), 
(b)(ii), and (e), regarding the user and hi s or her activities on any Pial form Appl ication 
web site where the advertiser displayed an ad. 

CountS 

4 1. As set forth in Paragraphs 36, Facebook has represented, express ly or by implication, 
that Facebook does not provide advert isers with infonnat ion about its users. 

42. In truth and in fact , as described in Paragraphs 37-40, Facebook has provided 
advertisers with informat ion about its users. Therefore, the representation set forth in 
Paragraph 41 was, and is, fa lse or misleading. 

FACEBOOK'S VERIFIED API'S PROGRAM 
(Count 6) 

43. From approximately May 2009 until December 2009, Facebook operated a Verified Apps 
program, through which it designated certain Platfonn Applicati ons as "Facebook 
Verified Apps" (hereinafter, "Verified Apps''). 
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44. Facebook provided each Verified App with preferential treatment compared to other 
Platfonn Applications, including, but not limited to: 

a. a Veri lied Apps badge, the same or similar to the badge depicted below. for 
di splay on the application's profile page on www.facebook.com; 

n.._~._ 

A.PPk:.a1U'1, Poi§If'9 ,.~', 
fe'..-e¥o' fUJ VU5Mll'r' wer 
t'~~. 

b. a green check mark alongside the Platform Application's name, and higher 
ranking among search results, on www.facebook.com and within Facebook's 
Application Directory. 

45. To apply forthe Verified Apps badge, a Platform Application deve loper paid Facebook a 
fee of $375, or $175 for a student or nonprofit organizat ion. Facebook awarded the 
badge to approximately 254 Platform Applications. 

46. Facebook has disseminated or caused to be disseminated statements to consumers 
conveying that it has taken steps to verity the security of Veri fied Apps, compared to the 
security of other Platform Applications, including; 

a. the Verified Apps badge, described in Paragraphs 44(a); 

b. the Verified Apps green check mark, descri bed in Paragraph 44(b); and 

c. the following statement on its website: 

I. 2) Application Verifica tion Facebook is introducing the Application 
Verification program which is designed to offer extra assurances to 
help users identify applications they can trust -- applications that are 
secure, respectful and transparent, and have demonstrated 
commitment to compliance with Platform policies. 

(See Press Release "Facebook Expands Power of Platform Across the Web and 
Around the World" (July 23, 2008), Appendix II , at FBOOOl686 (latter emphasis 
added» ; and 
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II . What are Verified Applications? 

Verified app lications have passed a detai led Facebook rev iew to confirm 
that the user experience they provide complies with Facebook policies. 
Verified Applications have committed to be transparent aboul how they 
work and wi ll respect you and your friends when they send 
communication on your behalf. 

What is the green check mark next to some applicat ions? 

Appl ications that choose to participate in Facebook's Applic:ltion 
Verification Program receive a green check mark when they pass 
Faceook's detailed review process. The review process is designed to 
ensure that the application complies with Facebook policies. In 
addition, Verified applications have committed to be transparent about 
how they work and will respect you and your friends when they send 
communication on your behalf. 

(See Facebook Help Center, FAQs, Appendix 12 (emphases added)). 

47. Contrary to the statements set forth in Paragraph 46, before designat ing a Platform 
Application as a Verified App, in many instances, Facebook took no steps to verify either 
the security of the Application's website or the security the application provided forthe 
user information it collected. 

48. Contrary to the statements set forth in Paragraph 46, once it awarded the Verified Apps 
badge, Facebook took no steps to verify either the security of a Verified Application 's 
website or the security the application provided for the user information it collected, 
beyond such steps as it may have taken regarding any other Platform Application. 

Count 6 

49. As set forth in Paragraph 46, Facebook has represented , express ly or by implication, 
that Facebook has permitted a Platform Application to display its Verified Apps badge 
when Facebook's review of the security of such App lications has exceeded its review of 
the security of other Platfo rm Applications. 

50. In truth and in fact, as described in Paragraphs 47 and 48, in many instances Facebook 
has permitted a Platrorm Applicat ion to display its Verified Apps badge when its review 
of the application's security has not exceeded its review of other Platrorm Applications. 
There rore, the representation set rorth in Panlgraph 49 was, and is, raise or misleading. 
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FACE BOOK 'S DI SCLOSURE OF USER PU OTOS AND VIDEOS 
(COUllt 7) 

51. Facebook has collected and stored vast quantities of photos and videos that its users 
upload, including, but not limited to: at least one such photo from approximately ninety
nine percent of its users, in total, and more than 100 million photos and 415,000 videos 
from its llsers, collectively, every day. 

52. Facebook has stored users' photos and videos such that each one is assigned a Content 
URL - a uniform resource locator that specifics its location on Facebook 's servers. 
Facebook users and Platfonn Applications can obtain the Content URL for any photo or 
video that they view on Facebook ' s web site by, for example, right-cl icking on it. If a 
user or Application further disseminates this URL, Facebook will "serve" the user's 
photo or video to anyone who cl icks on the URL. 

53. Facebook has disseminated or caused to be disseminated statements communicating that 
a user can restrict access to hi s or her profile infonnation - including, but not limited to, 
photos and videos that a user up loads - by deleting or deactivating his or her user 
account. Such statements include: 

a. Deactivating or deleting your account. If you want to stop using your account 
you may deacti vate it or delete it. When YOll deactivate an account, no user will 
be able to sec it, but it will not be deleted . . . When you delete an account, it is 
permanently deleted from Facebook . ... 
Backup copies. Removed and deleted information may persisl in backup copies 
fo r up to 90 days, but wil l not be avai lable to others; 

(See Facebook Privacy Policy, November 19, 2009, supra Appendix 7, at FB0000019); 

b. To deactivate your account, navigate to the "Settings" tab on the Account Settings 
page. Deactivation will remove your profile and content associated with your 
account from Facebook. In addition, users will not be able to search for you or 
view any of your infonnat ion. 

(See Faeebook Uelp Center, FAQ 13015, Appendix 13); 

and 

If you deactivate your account , your profile and all infomlation associated with it 
arc immediately made inaccessible to other Facebook users. 

(Sre id. , FAQs 13016 and 15663, Appendices 14& 15). 

16 

epic.org 000017EPIC-18-03-20-FTC-FOIA-20181019-FTC-FB-Additional-Communications-2011



54. Contrary to the statements sel forth in P~lragruph 53, Facebook continues to display 
users ' photos and videos to anyone who accesses Facebook's Content URLs for them, as 
desc ribed in Jl ~lr;l gr:.lph 52, even after such lIsers have deleted or deacti vated their 
accounts. 

Count ? 

55. As set forth in Pa ragr aph 53, Facebook has represented, expressly or by implication, 
that after a user has deleted or deact ivated hi s or her accoun t, Facebook does not provide 
third parties with access to their profile information, including any photos or videos that 
the user has uploaded. 

56. In truth and in fac t, as described in Paragraph 52, in many instances, Facebook has 
provided third parties with access to users' profi le information - specifically photos or 
videos thal a user has uploaded - even after the user has deleted or deactivated hi s or her 
account. Thcrefore, the representation set forth in I'~lragraph 53 was, and is, fa lse or 
mislead ing. 

U.S.-EU SAFE HARBOR FRAM EWO RK 
(Count 8) 

57. The U.S. -EU Safe Harbor Framework provides a method for U.S. companies to transfer 
personal data outside of Europe that is consistent with the requirements of thc European 
Union Data Protection Directive ("Direct ive"). The Di rective sets forth European Union 
("EU") requirements for privacy and the protection of personal data. Among other 
things, it requi res EU Member States to implement legislation that prohibits the transfer 
of personal data outside the EU, with exceptions, un less the European Commission 
("EC") has determined that the recipient jurisdiction's laws ensure the data's protection. 
This determination is commonly referred to as meeting Ihe EU's "adequacy" standard. 

58. To sati sfy the EU's adequacy standard for certain commercial transfers of personal data, 
the U.S. Department of Commerce ("Commerce") and the EC negotiated the U.S. -EU 
Safe Harbor Framework, which took effect in 2000. The Safe Harbor is a voluntary 
framework that allows U.S. companies to transfer personal data lawfully from the EU to 
the U.S. To join the Safe Harbor, a company must self-certify 10 Commerce that it 
complies with seven Safe Harbor privacy princip les and re lated requirements that have 
been deemed to meet the EU's adequacy standard. 

59. The Safe Harbor privacy principles, issued by Commerce on Ju ly 2 1,2000, include the 
following: 

NOTICE: An organization must inform individuals about the purposes for which 
it col lects and uses information about them, how 10 contact the organization with any 
inqulTlcs or complaints, the types of third parties to which it discloses the 
information, and the choices and means the organization offe rs individua ls for 
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limiting its use and disclosurc. This notice must be provided in clear and conspicuous 
language when individuals are first ask cd to provide personal infonnation to the 
organization or as soon thereafter as is practicable, but in any cvent before the 
organization uses such in/annation fo r a purpose other than that for which it was 
originally collected or processed by the transferr ing organizat ion or di scloses it for 
the fi rst time to a third party. 

CHOI CE: An organization must offer individuals the opportunity to choose (opt 
out) whether their personal information is (a) to be disclosed to a third party or (b) 
to be used for a purpose that is incompatible with the purpose(s) for which it was 
originall y collected or subsequently authori zed by the individual. Individuals must 
be provided with clear and conspicuous, read ily available, and affordable 
mechanisms to exerci se choice. 

60. From at least May 10,2007, until the present, Facebook has maintained a current se lf
certification to Commerce and has appearcd on the list of Safe Harbor companies on the 
Commerce website. Pursuant to its sel f-certification, Facebook has transferred data 
collected from its users in the EU to thc United States for processing. 

61. From approximately May 2007 until November 19, 2009, Facebook stated in its Privacy 
Policy that it "participate[s] in the EU Safe Harbor Privacy Framework as set forth by the 
United States Department ofCommercc." Similarly, from approximately November 19, 
2009 until the present, Facebook has stated on the Commerce website that it "adheres to 
the US Safe Harbor Framework developed by the U.S. Department of Commerce and the 
European Union." 

Count 8 

62. As described in Paragraphs 60-61 , Facebook has represented, expressly or by 
implication, that it has compl ied with the US Safe Harbor Privacy Principles, including 
the principles of Notice and Choice. 

63. In truth and in fact, as described in Paragraphs 11-42 and 51-56, in many instances, 
Facebook has not adhered to the US Safe Harbor Privacy Principles of Notice and 
Choice. Therefore, the representation set forth in Paragraph 62 was, and is, false or 
misleading and constitutes a deceptive act or practice. 

64. The acts and practices of Respondents as alleged in this complaint constitute unfair or 
deceptive acts or practices, in or affecting commerce, in vio lation of Section 5(a) of the 
Federal Trade Commission Act. 

THEREFORE, the Federal Trade Commission Ihis _ day of ______ , 201 1, 
has issued thi s complaint against Respondents. 

18 

epic.org 000019EPIC-18-03-20-FTC-FOIA-20181019-FTC-FB-Additional-Communications-2011



By the Commission. 

Donald S. Clark 
Secretary 
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UN ITED STATES OF AMERICA 
FEJ)ERAL TRAJ)E COMM ISSION 

III 'h e Malter oj 

FACEBOOK. INC.. 
" corporation, 

and 

MARK ZUCKERBERG. 
indiv idually, :lnd as a founder, officer, 
and owner of FACEHOOK, INC. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

FILE NO: 

AGREEMENT CONTA INING 
CONSENT ORDER 

The Federal Trade Commission has conducted an investigation of certain acts and 
practices of Faccbook, Inc. ("'Facebook") and its principa l, Mark Zuckerberg (collect ively 
"proposed Respondents"). Proposed Respondents, having been represented by counsel, are 
willing to enter into an agreement containing a consent order reso lving the all egations contained 
in the attached draft complaint. Therefore, 

IT IS HEREBY AGREED by and between Facebook, its duly authorized officers, Mark 
Zuckcrbcrg, individually, and counsel fo r the Federal Trade Commission that: 

1. Proposed Respondent Facebook is a Delaware corporation wi th its principal office or 
place of business at 1601 S. California Avenue, Palo Alto, Cali fornia, 94304. 

2. Proposed Respondent Mark Zuckerberg ("Zuckerberg") is the founder, president, and 
chief executive officer of Facebook and its largest shareholder. Individually or in concert 
wi th others, he formulates, directs, or controls the po li cies, acts, or practices or Facebook 
and has knowledge of those practices. His principal place of business is the same as 
Facebook 's. 

3. Proposed Respondents admit all the j urisdictional racts set rorth in the draft complaint. 

4. Proposed Respondents waive: 

A. any further procedural steps; 

B. the requirement that the Commission 's decision con ta in a statement of findings of 
fact and conclusions of law; and 

C. all rights to seek judicial review or otherwise to challenge or contest the validity 
or the order entered pursuant to thi s agreement. 
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5. This agreement shall not becomc part oflhc public record of the proceeding unless and 
unti l it is accepted by the Commiss ion. If thi s agreement is accepted by the Commission. 
it, together with the draft complaint. will be placed on the public record for a period of 
thirty (30) days and infonnation about it publicly re leased. The Commission thereafter 
may either withdraw it s acceptance or thi s agreement and so noti fy proposed 
Respondents, in which event it will take such action as it may consider appropriate, or 
issue and serve its complaint (in such form as the circumstances may require) and 
dec ision in disposition of the proceeding. 

6. This agreement is for settl ement purposes only and docs not constitute an admission by 
proposed Respondents that the law has been vio lated as all eged in the draft complaint , or 
that the facts as alleged in the draft complaint, other than the jurisdictional facts, arc true. 

7. This agreement contemplates that , if it is accepted by the Commiss ion. and if such 
acceptance is not subsequently wi thdrawn by the Commission pursuant to the provisions 
of Section 2.34 of the Commission 's Rules, the Commiss ion may, without further notice 
to proposed Respondents, ( I) issue its complaint corresponding in form and substance 
wi th the attached draft complaint and its decision containing the fo llowing order in 
di sposition of the proceeding, and (2) make infonnat ion about it pUblic. When so 
entered, the order shall have the same force and effect and may be altered, modified, or 
set aside in the same manner and within the same time provided by statute for other 
orders. The order shall become final upon se rv ice. Delivery of the complaint and the 
decision and order to proposed Respondents' address as stated in this agreement by any 
means specified in Sect ion 4.4(a) of the Comm ission 's Ru les shall constitute service. 
Proposed Respondents waive any right they may have to any other means of service. The 
complaint may be used in construing the tenns of the order, and no agreement , 
understanding, representation, or interpretation not contained in the order or the 
agreement may be used to vary or contradict the terms of the order. 

8. Proposed Respondents have read the draft complaint and consent order. Proposed 
Respondents understand that they may be li ab le for civil penalties in the amount provided 
by law and other appropriatc relicf for each vio lation of the order after it becomes fi nal. 

ORDER 

DEFINITIONS 

For purposes of thi s order. the following definiti ons shall apply: 

I. Unless otherwise specified , "Corporate Respondent" shall mean Faccbook, its successors 
and assigns. " Indi vidual Respondent" means Mark Zuckerberg. " Respondents" means 
the Corporate Respondent and Indi vidual Respondent, individually, co llect ive ly, or in 
any combination. 

2. "Covered entity" shallmcan any business ent ity that Indi vidual Respondent controls, 
directl y or ind irec tly, which collects. handles. or stores personal informat ion. 

3. "Colllmercc" shull be defined as it is defined in Section 4 o rthe Federal Trade 
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Commission Act, 15 U,S,c. § 44. 

4. " Platform developer" shall mean any entity other than Corporate Respondent that has 
developed. operated. or con tro ll ed a Platform application. 

5, " Platfonn application" shall mean any software that may <lccess information or 
functionality from Corporate Respondent through a set of too ls and programming 
interfaces provided by Corporate Respondent, includ ing, but not limited to, the Facebook 
Platform. 

6. "Advertiser" shaH mean any entity other than Corporate Respondent that submits an 
advertisement to Corporate Respondent for di splay on Corporate Respondent's website 
or on a Platform application. 

7. "Clear(ly) and prominent(ly)" shall mean: 

A in textual communications (e.g. , printed publications or words displayed on the 
screen of a computer or mobile device), the requ ired d isclosures are of a type, 
size, and locat ion sufficiently noticeab le for an o rdinary consumer to read and 
comprehend them, in print that contrasts highly wi th the background on which 
they appear: 

B. in communications d isseminated orally or through audible means (e.g., radio or 
streaming audio), the required d isclosures are deli vered in a volume and cadence 
sufficient for an ordinary consumer to hear and comprehend them; 

C. in communications disseminated through video means (e.g. , television or 
streaming video), the required disclosures are in writing in a fonn consistent with 
subpart (A) of this definition and shall appear on the sc reen for a durat ion 
sufficient for an ordinary consumer to read and comprehend them. and in the 
same language as the predominant language that is lIsed in the communication; 
and 

D. in all instances, the requ ired disclosures: ( 1) arc presented in an understandable 
language and syntax; and (2) include nothing contrary to, inconsistent with, or in 
mitigation of any other statements or di sc losures provided by Respondent. 

8. " Personal infonnation" shall mean individually identifiable information from or about an 
individual consumer includ ing, but no t lim ited to: (a) a first or last name; (b) a home or 
other physical address, including street name and name of c ity or town; (c) an email 
address or other on line contact infomlation, such as an instant messaging user identifier 
or a screen name; (d) a mob ile or other telephone number; (e) date o f birth; (I) Internet 
Protocol (" I!>") address, L1ser 10 , device ID, or other persistent iden tifier; (g) gco locati on 
infonnation; or (h) any infommtion combined with any o f (a) through (g) above, 
including but not limited to , age, gender, li st or friends, educational or employment 
info rmation, religious or pol itica l views or affi li at ions. marita l or other re lationship 
status, infonnation that is created, posted , or otherwise shared by a consumer on any of 
Respondents' websites (e.g., status updates, photos, videos, notes or messages), or 
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behavioral info rmation. including information abou t a consumer's online browsi ng 
behavior. 

9. ··Privacy sellings" shall include any control or selling provided by Respondents that 
allows a consumer to restrict access to or di splay ofll is or her personal infonnation. 

10. ·'Thi rd party" shall mean any indi vidual or entity other than: (I) Respondents; or (2) a 
service provider of Respondents that : (i) uses or rece ives personal infomlat ion collected 
by or on behalf of Respondents for and at the direction of Respondents and no other 
ind ividua l or entity; (ii) docs not di sclose the personal infomlation, or any individually 
iden tifiable infonnation derived from such personal infonnation, to any individual or 
entity other than Respondents; and (iii) docs not usc the personal informat ion for any 
other purpose; or (3) any ent ity that uses personal information only as reasonably 
necessary: (i) to comply with applicable law, regu lat ion. or legal process, (ii ) to enforce 
Corporate Respondent 's or any covered ent ity 's tenns of use. or (ii i) to detect. prevent, or 
mitigate fraud or security vulnerabili ties. 

I. 

IT IS ORDERED that Respondents, and their officers, agents, representati ves, and 
employees, di rectly or through any corporation, subsidiary. division, website, or other device, in 
connection wi th the offering of any product or service, in or affec ting commerce, shall not 
misrepresent in any manner, expressly or by implication, the extent to which they maintain and 
protect the pri vacy, confidentiality, securi ty, or integrity of personal infonnation, including, but 
not limited to: 

A. the extent to which a consumer can control the privacy of any personal 
infonnation; 

B. the extent to which they make or have made personal infonnation accessible to 
third parties; 

C. the manner in which they use or have used personal infomlation; 

D. the steps they take or have taken to verify the privacy and security protect ions 
that any third parly provides; 

E. the extent to which they make or have made personal infonnat ion accessib le to 
any third party following de letion or tenn ination of a consumer's account with 
Respondents or during such time as a consumer's account is deacti vated or 
suspended; and 

F. the exten t to which they arc a member 01; adhere to, comply with, arc cert ified by, 
arc endorsed by, or otherwise participate in any privacy, security. or any other 
compliance program sponsored by the government or any third party. including. 
but not limited 10 , the U.S. · EU Safe Harbor Framework. 
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II. 

IT IS FURTHER ORDERE[) that Respondents, and their officers, agen ts, 
representat ives, and employees, di rectly or through any corporalion, subsidiary, division. 
webs ite, or other de vice, in connect ion with the o ffering of any product or service, in or affecting 
commerce, shall provide clear and prominent not ice and obtain affirmative express consent from 
a consumer ( I) before providing a Platfoml application that a consumer uses for the first lime 
with access to that consumer's personal information, and (2) before providing such a Platfoml 
applicat ion with access to new types ofpersonai inrannation about that consumer. Such notice 
and consent shall : 

A. appear separate and apart frolll any "privacy policy," "data usc pot icy," 
"statement o f ri g hIs and responsibilities" page, or other similar document, and 

8. clearly and prominent ly di sclose the specific types of personal infonnation the 
application has the ability to access and the name of the application. 

III. 

IT IS F URTH En. ORDERED that Respondents, and their offi cers, agents, 
representatives, and employees, directly or through any corporation, subs idiary, division, 
websi te, or other device, in connection with the offe ring of any product or service, in or affecting 
commerce, prior to any new or additional sharing ofpersonai information with any thi rd party 
that is a change from the sharing practices di sclosed to conswners at the time such information 
was collected or stored , shall : 

A. separate and apart from any "privacy policy," "data use policy," "statement of 
rights and responsibili ties" page. or other similar document, clearly and 
prominently disclose: ( I) that the consumer's personal information will be 
disclosed to one or more third part ies, (2) the identity or specific categories of 
such third parties, and (3) how such sharing const it utes a change from prior 
sharing practices; and 

B. obtain affinnat ive express consent from the consumer to such sharing. 

IV. 

IT IS FURT H ER ORDERED that Respondents, and their officers, agents, 
representat ives, and employees, direc tly or through any corporation, subsid iary, di vision, 
website, or other device. in connection with the o ffering of any product or se rvice, in or afTecting 
commerce, shall , no later than 60 days afte r the date of se rvice of thi s order: 

A. implement procedures reasonably designed to ensure that: ( I) personal 
infonnation is deleted from servers under Respondents' contro l within a 
reasonable period of time not to exceed 30 days after a consumer has deleted such 
in fo rmation or deleted or term inated hi s or her account , unless Respondents are 
otherwise requi red by law 10 retain the information; and (2) personal informat ion 
cannot be accessed by any third party during suc h time as the consumer has 
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deactivated or suspended his or her account or during the time period set forth in 
pan ( I), above; and 

B. exercise reasonable oversight to prevent unauthorized access to personal 
infonnation by or through any Platfonn developer. 

v. 

IT IS FURTH ER ORDERED that Respondents shall , no later than the date of service 
of thi s order, establ ish and implement, and thereafter maintain , a comprehensive privacy 
program for Corporate Respondent and any covered entity that is reasonably designed to: ( I) 
address privacy risks related to the development and management of new and ex isting products 
and services for consumers, and (2) protect the privacy and confidentiali ty of personal 
information. Such program, the content and implementation of which must be documented in 
writing, shall conta in privacy controls and procedures appropriate to Corporate Respondent' s or 
the covered en tity's size and complexi ty, the nature and scope of Corporate Respondent 's or the 
covered entity' s activ ities, and the sensitivity of the personal infonnation, including: 

A. the designation of an employee or employees to coordinate and be responsible 
for the privacy program. 

B. the identification of reasonab ly foreseeable, material risks, both intemaJ and 
ex ternal , that could result in the unauthorized collect ion, usc, or disclosure of 
personal infonnation, and an assessment of the sufficiency of any safeguards in 
place to control these risks. At a minimum, this privacy risk assessment should 
include consideration of ri sks in each area of relevant operation, including, but 
not limited to: ( I) employee training and management, including training on the 
requirements of thi s order, and (2) product design, development, and research. 

C. the design and implementation of reasonable privacy controls and procedures to 
address the ri sks identified through the pri vacy ri sk assessmcnt, and regular 
test ing or monitoring of the effectiveness of those privacy controls and 
procedures. 

D. the development and use of reasonable steps to select and retain service providers 
capable of appropriately protecting thc privacy of personal infornlation they 
receive from Corporate Respondent or the covered entity, and requiring service 
providers by contract to implement and maintain appropriate privacy protect ions. 

E. the evaluation and adjustment of Corporate Respondent 's or the covered ent ity's 
privacy program in light of the results of the testing and moni toring required by 
subpart C, any material changes to Corporate Respondent's or the covered 
entity's operations or business arrangements, or any other circumstances that 
Corporate Respondent or the covered entity knows or has reason to know may 
have a material impact on the eOec ti veness of its privacy program. 
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VI. 

IT IS FURT HER ORD ERED that, in connection with their compliance with Part Vof 
th is order, Respondents shall obtain initia l and biennial assessments and rcports (,'Assessments") 
fo r Corporate Respondent and any covered ent ity from a qualified , objective, independent 
thi rd-party professional , who uses procedures and standards generally accepted in the profession. 
A person qualified to prepare such Assessments shall have a minimum o(three (3) years of 
experience in the field of privacy and data protection. All persons conduct ing such Assessments 
and preparing such reports shall be approved by the Assoc iate Di rector fo r Enforcement, Bureau 
of Consumer Protection, Fede ral Trade Commission, Washington, D.C. 20580. in hi s or her so le 
di scretion. The report ing period for the Assessments shall cover: ( 1) the first one hundred and 
eighty ( 180) days after service of the order for the initial Assessment, and (2) each two (2) year 
period thereafter for twenty (20) years after service of the order for the biennial Assessments. 
Each Assessment shall : 

A. set forth the spec ific privacy controls that Corporate Respondent or the covered 
entity has implemented and maintained during the reporting period; 

8. explain how such privacy contro ls are appropriate to Corporate Respondent 's or 
the covered entity's size and complex ity, the nature and scope of Corporate 
Respondent 's or the covered entity's acti vit ies, and the sensiti vi ty of the personal 
infonnation; 

C. explain how the privacy controls that have been implemented meet or exceed the 
protections required by Part V of this order; and 

D. cert ify that the privacy controls are operating wi th suffic ient effecti veness to 
provide reasonab le assurance to protect the privacy of personal information and 
that the contro ls have so operated throughout the reporting period. 

Each Assessment shall be prepared and completed wi thin sixty (60) days after the end of the 
reporting period to which the Assessment applies. Corporate Respondent and any covered entity 
shall provide the initial Assessment to the Assoc iate Director fo r Enforcement, Bureau of 
Consumer Protection, Federal Trade Commission, Washington , D.C. 20580, withi n ten (1 0) days 
after the Assessment has been prepared. All subsequent biennia l Assessments shall be retained 
by Respondents ull til the order is terminated and prov ided to the Assoc iate Director of 
Enforcement within ten (10) days ofrequesl. 

VII. 

IT IS FURT H ER OR()ERE D that Respondents shall pay xxx to the Federal Trade 
Commission, as follows: 

A. prior to or concurrently with the execut ion of this order. Respondents shall 
transfer the amoun t speci fied in this Part to their undersigned counsel, who shall 
hold the sum in esc row fo r no purpose other than payment to the Commission. 

B. within fi ve (5) days of en try of th is o rder, counsel for Respondents shall transfer 
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the sum to the Commission by elect ronic fund s trans fe r in accordance with 
instructions provided by a representati ve of tile Commission. 

C. in the event of any default in payment , interest shall acc rue. computed pursuan t 10 

28 U.S.C. § 1961, from the dale of default to the date o f payment. 

D. all funds paid 10 or received by the Commission pursuanllo thi s Part shall be 
deposited into a fund administered by the Commission or ils agent. In the event 
that direct rest itution to consumers is who ll y or part ia lly impracticable or funds 
remain after restitution is completed, the Commission may apply any remaining 
funds for such other equitable reli ef (including consumer information remedies), 
as it determines to be reasonably related to Respondents' pract ices as alleged in 
the complaint. Any funds not used for such equitable relief will be deposited with 
the United States Treasury as disgorgement. Respondents shall have no right to 
challenge the Commiss ion ' s choice ofremedies under thi s Part. Respondents 
shall have no right to contest the manner of di stri bution chosen by the 
Commiss ion. 

E. Respondents relinquish all dominion, control, and title to the funds paid to the 
fu llest extent pennitted by law. Respondents shall make no claim to or demand 
return of the funds, direct ly or indirectly, through counsel or otherwise. 

F. thi s order for equitable monetary re liefi s sole ly remedial in nature and is not a 
fine, penalty, punitive assessment , or forfeiture. 

VIII . 

IT IS FURTHER ORDERED that Respondents shall maintain and upon request make 
ava ilable to the Federal Trade Commission for inspection and copying, a print or eleetTonic copy 
of: 

A. for a period of five (5) years from the date of preparation or di ssemination, 
whichever is later, all wide ly di sseminated statements thai descri be the extent to 
which Corporate Respondent or any covered entity maintain and protect the 
privacy, security and confidentia lity of any personal informat ion, including, but 
not li mited to, any statement related to a change in any webs ite or service 
controlled by Corporate Respondent or the covered entity that relates to the 
privacy, security, and confidentia lity of personal information, with all materials 
rel ied upon in making or disseminating such statements; 

B. for a period of fi ve (5) years from the date received, all consumer complaints 
directed at Corporate Respondent or a covered entity, or forwarded to Corporate 
Respondent or a covered entity by a third party, that relate to the conduct 
prohibited by thi s order and any responses to sllch complaints; 

C. for a period of ri ve (5) years from the date received, copies of all subpoenas and 
other communications with law enforcement entities or personnel, if such 
communications raise issues that relate 10 Corporate Respondent 's or a covered 
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entity's compliance with the provisions of thi s order; 

D. for a period of fi ve (5) years from the date received, any documents, w·hether 
prepared by or on behalf of Corporate Respondent or a covered en ti ty that 
contradict , qual ify, or call into quest ion Corporate Respondent 's or the covered 
enti ty's compliance with thi s order; 

E. for a period of fi ve (5) years from the date of preparation or disseminat ion, 
whichever is later, each materially different document relating to Corporate 
Respondent 's or a covered entity' s anempt to obtain the affirmative express 
consent of consumers referred to in Parts II and ill above, and copies of sample 
documents demonstrating such consent; and 

F. for a period oftive (5) years after the date of preparation of each Assessment 
required under Part VI of this order, a ll materi als reli ed upon to prepare the 
Assessment, whether prepared by or on behalf of Corporate Respondent or a 
covered entity including but not limited to all plans, reports, studies, reviews, 
audits, audit trails, policies, training materials, and assessments, for the 
compl iance period covered by such Assessment. 

IX. 

]T ]S FURTHER ORDERED that Respondents shall deli ver copies of the order as 
directed below: 

A. Corporate Respondent must deliver a copy of thi s order to (1 ) all current and 
future principals, officers, direc tors, and managers, (2) all current and future 
employees, agents, and representatives having responsibi lities relating to the 
subject matter of th is order, and (3) any business enti ty resulting from any change 
in structure set forth in Part XL Corporate Respondent shall de liver thi s order to 
such current personnel wi thin thirty (30) days after se rvice of th is order, and to 
such future personnel within thi rty (30) days after the person assumes such 
posi tion or responsibilities. For any business entity resulting from any change in 
structure set forth in Part XI, deli very shall be at least ten (10) days prior to the 
change in structure; 

B. Individual Respondent, for any covered enti ty, must deliver a copy of th is order to 
(1) all principals, offi cers, di rectors, and managers of that business, (2 ) all current 
and future employees, agents, and representatives oflhat business having 
responsibilities relating to the subject matter of this order, and (3) any business 
entity resulting from any change in structure set forth in Part XI. Individual 
Respondent shall deli ver this order to such current personnel within thirty (30) 
days after service of this order, and to such future personnel wi thin thirty (30) 
days after the person assumes such posit ion or responsibilities. For any business 
entity resulting from any change in structure set forth in Part XI, deli very shall be 
at least ten ( 10) days prior to the change in structure; 

C. for any business that collects, maintains, or stores personal informat ion from or 
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about consumers, where Individual Respondent is no t a controlling person o f the 
business, but he otherwise has responsibility , in whole or in part, for developing 
or overseeing the implementation of po licies and procedures to protect the 
privacy, security, confidentiality, o r integrity o f personal in fo rmation co llected 
from or abou t consumers by the business, Individua l Respondent must delive r a 
copy of this order to all principa ls and managers of such business before engaging 
in such conduc t; and 

D. Respondents must secure a s igned and dated statement acknowledging receipt o f 
thi s order, wi thin thirty (30) days of deli very. from all persons rece iving a copy o f 
the order pursuant to thi s Part . 

X. 

IT IS FURTHER ORDERED that Individual Respondent for a period o f ten (1 0) years 
from the date of entry of thi s order, sha ll noti fy the Commission of the following: 

A. any changes in Indi vidual Respondent's residence, maili ng address, and or 
telephone numbers, within ten (10) days o f such a change; 

B. any changes in Individual Respondent' s business or employment status (including 
self-employment), and any changes in hi s ownership in any business entity, 
within ten (10) days of such a change. Such notice shall include the name and 
address of each business that Individua l Respondent is affiliated with, employed 
by, created or form s, or perfo rms services for; a detailed description of the nature 
of the business or employment ; and a detailed description of the Individual 
Respondent' s duties and responsibilities in connection with such business or 
employment ; and 

C. any changes in Individual Respondent 's name or use o f any aliases or fictitious 
names, including "doing business as" names. 

Unless otherwise directed by a representative of the Commission, all notices required by thi s 
Part shall be sent by ove might courier (not the U.S. Postal Service) to the Associate Director of 
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600 Permsylvania 
Avenue N W, Washington, D.C. 20580, with the subject li ne In Ihe mailer of Facebook, Inc. and 
Mark Zuckerberg, FTC File No. [ ]. Provided. however, that in lieu o f overnight courier, 
noti ces may be sent by fi rst-class mail , but only if an electronic version of any such notice is 
contemporaneously sent to the Commission at Debrief(a)ftc.gov. 

" 

XI. 

rT IS FURTHER ORDERED that Respondents shall notify the Commission at least 
thirty (30) days prior to any change in Corporate Respondent or any covered entity that may 
a ffect compliance obl igations aris ing under thi s order, includ ing, but not limited to, a d issolution, 
ass ignment, sale, merger, or other action that would resu lt in the emergence o f a successor 
corporation; the creation or disso lutio n o f a subsidiary, parent, or a ffi li ate that engages in any 
acts or practices subject to thi s order; the proposed filing of a bankruptcy petiti on; o r a change in 
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either corporate name or address . Provided, however, that, with respec t to any proposed change 
in the corporation abou t which Respondents learn less than thirty (30) days prior to the date such 
ac tion is to take place, Respondents shall notify the Commiss ion as soon as is practicable after 
obtai ning such knowledge. Unless otherwise directed by a representat ive of the Commission, all 
notices required by this Part sha ll be sent by overnight courier (not the U.S . Posta l Service) to 
the Associate Director of Enforcement, Bureau of Consumer Protection, Federal Trade 
Commission, 600 PelUlsylvania Avenue NW, Washington, D.C. 20580, wi th the subjec t line /n 
the malter of Facebook, Inc. and Mark Zuckerberg, FTC File No.[ ]. Provided. however, that 
in lieu of overnight courier, notices may be sent by first-class mai l, but only if an electronic 
version of any such notice is contemporaneous ly sent to the Commission at Debri ef@ftc.gov. 

XII. 

IT IS FURTHER ORDERED that Respondents within sixty (60) days after the date of 
service of thi s order, shall each file with the Commission a true and accurate report, in wri ting, 
setting forth in detail the manner and fonn of their own compliance with thi s order. Within ten 
(10) days of receipt of written notice from a representat ive of the Commiss ion, they sha ll submit 
add itional true and accurate written reports. 

XIII. 

This order will tenninate twenty (20) years from the date of its issuance, or twenty (20) 
years from the most recent date that the United States or the Federal Trade Commission files a 
complaint (with or without an accompanying consent decree) in federal court all eging any 
violation of the order, whichever comes later; provided, however, that the filing of such a 
complaint will not affect the duration of: 

A. any Part of this order that terminates in fewer than twenty (20) years; and 

B. thi s order if such complai nt is filed aftcr the order has tcrminated pursuant to thi s 
Part. 

Provided,furrher, that if such complai nt is dismissed or a federal court rul es that Respondent(s) 
did not violate any provision of the order, and the dismissal or ru ling is ei ther not appealed or 
upheld on appeal, then the order wi ll teminate according to thi s Part as though the complaint 
had never been filed, except that th is order will not lermi nate between the date such complaint is 
filed and the later of the deadline for appealing such di smissal or ruling and the date such 
di smissal or ruling is upheld on appeal. 

Signed thi s ___ dayof ________ , 20 11. 

F ACE BOOK, fNC. 

By: 
[ IN' '''SE'''R:;-;l~' N:7AC"M=E];----------

Facebook, Inc. 
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APPRO VED: 

MANEESHA MlTHAL 
Associate Director 
Division of Privacy and Identity Protection 

DA VID C. VLADECK 
Director 
Bureau of Consumer Protection 

By::~ ~~~~~~~~~~ __ ___ 
MARK ZUCKERBERG, individually and as 
Chief Executive Officer, Faccbook, Inc. 

FEDERAL TRADE COMMISS ION 

LAURA D. BERGER 
CORA TUNG HAN 
MANAS MOHAPATRA 
Counsel for the Federal Trade Commission 

CHRISTOPHER N. OLSEN 
Assistant Director 
Division of Privacy and Identity Protection 
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From: 
Sent: 
To: 
Cc: 
Howard;Li, Daniel Y. 

Beringer, Ashlie 
5 Apr 2011 06:49:30 +0000 
Berger, Laura 
Han, Cora Tung;Mohapatra, Manas;Royall, M. Sean;Mellon, Scott 

Subject : Revised draft consent order -- correct version 
Attachments: 4-4-2011 FB Draft Order - Redline.pdf, 4-4-2011 FB Draft Order -
Clean. pdf, 4-4-11 - Ltr to l Berger.pdf 

l aura -

Attached is the revised language we discussed (clean and red linej, together wit h related 
correspondence. Again, we request that you and your team delete without reviewing the 
materials that I sent earl ier, which were early versions that were not authorized and mistaken ly 
generated by our word processing department. 

We look forward to discussing this with you later th is week after you have had an opportunity to 
review these materials. 

Best regards, 
Ashlie 

Ashlie Beringer 

GIBSON DUNN 

Gibson. Dunn & Crutcher l LP 
1881 Page Mill Road, Palo Alto , CA 94304-1211 
Tel +1 650.849.5219 . Fax +1650.849.5019 
ABeringer@gibsondunn.com • www.gibsondunn.com 

This message may contain confidential and privileged information. If it has been sent to 
YOli in error, please reply to advise the sender of the error and then immediate ly delete 
thi s message. 
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GIBSON DUNN 

CONFIDENTIAL SETTLEMENT COMMUNICATION 

April 4, 2011 

Via Electronic Mail 

Laura D. Berger, Esq. 
Federal Trade Commission 
601 New Jersey Avenue, NW 
Mail Stop NJ-8122 
Washington, DC 20001 

Re: Draft Consent Agreement Received March 10.2011 

Dear Laura: 

Gibson. Dunn & Crutcher LLP 

1881 Pa~ Mill Road 
Palo Alto, CA 94304-1211 

Tel 650.849.5300 
www.gibsondunn.com 

S. Ashlie Beringer 
Direct: 650.849.5219 
Fax: 650.849.5019 
ABeringer@gibsondunn.com 

Client C 30993-00008 

As we have discussed, we are enclosing various revisions to the draft consent agreement 
received March 10,2011 , which we hope will assist in advancing our discussions concerning 
the potential for a negotiated resolution in this matter. 

b)(4); (b)(3):6(f) 

With that background in mind, Facebook has worked diligently to develop language to 
enable the parties to find common ground on the proposed consent order. As is clear from 

Brussels · Century City · Dallas ' DenV{!r ' Oubai • Hong Kong · London ' Los Angeles · Munich ' New York 
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GIBSON DUNN 

Laura D. Berger, Esq. 
April 4, 2011 
Page 6 

(b)(4); (b)(3):6(f) 

We look forward to continuing our discussions and working diligently to explore a potential 
agreement around the revised concepts reflected in the attached draft. 

Very bUly '/1rs, / 

~ Vk4"e 
S. Ashlie Beringer 

SAB/ln 
Enclosure 

b)(4); (b)(3):6(f) 
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From: Berger, Laura 
Sent: 20 Apr 2011 17:44:30 -0400 
To: Berger, Laura; 'Beringer, Ashlie';'U, Daniel Y.';'Roya ll, M. Sean' 
Cc: Han, Cora Tung;Mohapatra, Manas 
Subject : Facebook; FTC settlement negotiations 
Attachments: Facebook staff proposed order to counsel 04 20 ll.pdf, Facebook staff 
proposed order to counsel REDLINE 04 20 11.pdf 

Hi Ashlie and Sean, 

Attached please find a staff-proposed , revised order and a red line, comparing it to the version we 
sent to you on March 10, 2001. This proposal seeks to address key concerns that you have 
raised during these negotiations. As with the earlier version, this proposal is for settlement 
purposes only, and does not limit or reflect the scope of reliefthat the Commission may seek if we 
are unable to reach a settlement. Further, as we've discussed, we can recommend these 
revisions on ly to the extent that you accept, in all significant respects, the remaining relief set 
forth in the attached proposa l. 

Please note that the status of our request for disgorgement is unchanged from when we spoke 
last Thursdav: we are awa itina information from vou to exolain the basis for our statement to 
b)(6) 

b)(6) Based on our conversation with you 
last Thursday, we understand that you are workmg to provide thiS InformatIOn and wi ll get back to 
us shortly. Please let us know, at your earliest convenience, when you expect to provide it. 

You will find that the attached proposal mirrors the proposal that we described to you in detail 
during our conversation last Thursday. We would like to speak with you regarding the likelihood 
of an agreement to the major provisions reflected in the proposal in the near future. Per our brief 
ca ll yesterday, and my emai l from earlier today (below), are you available to speak on Friday, 
April 22, between 12 and 2 pm Pacific? Further, per my earlier request (below), please let us 
know when you are available for a brief ca ll regarding the extension of time to negotiate that you 
have requested. 

Thank you both for your cooperation in this matter. We look forward to hearing from you. 

Best, 

Laura 

Laura D. Berger, Attorney 
Federal Trade Commission 
Division of Privacy and Idenlity Protection 
202.326.2471 (v) 

CONF ID ENTIAL ITY WARNING: Thi s emai l may contain confidential or privileged information and is 
for the sol e use of the intended recipient. If you believe that you may have received this email in error, 
please destroy all copies of the email and any attachments, and notify the sender immediately. Thank you. 
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From: Berger, Laura 
Sent: Wednesday, April 20, 2011 4:30 PM 
To: Beringer, Ashlie; Li, Daniel Y.; Royall, M. Sean 
Cc: Han, Cora Tung; Mohapatra, Manas 
Subject: quick phone call 

Hi Ashlie and Sean, 

Are you two free for a quick phone call today? We are ready to send you the proposed 
order language, would like to speak with you briefly in advance regarding the extension of 
time to negotiate. 

Best, 

Laura 

Laura D. Berger, Attomey 
Federal Trade Commission 
Division of Privacy and Identity Protection 
202.326.2471 (v) 

CONF ID ENTIALITY WARNING: This email may contain confidentia l or privileged 
information and is for the sole use of the intended recipient. If you believe that you may have 
received this emai l in elTor, please destroy all copies of the email and any attachments, and notify 
the sender immediately. Thank you . 

From: Berger, laura 
Sent: Wednesday, April 20, 2011 1:59 PM 
To: Beringer, Ashlie; Royall, M. Sean 
Cc: Han, Cora Tung; Mohapatra, Manas 
Subject: Friday call 

Hi Ashl ie and Sean, 

Following up on your call yesterday aftemoon, I wanted to confirm a time to meet on 
Friday. Would 12-2 pm Pacific work for you on Friday? 

As I mentioned yesterday, we believe we will be able to share a revised staff-proposed 
order, as well as news regarding an extension of the negotiation time period, later today. 

Best, 

Laura 

Laura D. Berger, Attorney 
Federal Trade Commission 
Division of Privacy and Identity Protection 
202.326.2471 (v) 

CONF ID ENTIALITY WARNING: This emai l may contain confidential or privileged 
information and is for the sole use of the intended recipient. [fyou believe that you may have 
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received this email in error, please destroy all copies of the email and any attachments, and notify 
the sender immediately. Thank you. 
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UNITED STATES OF AMERICA 
FEDERAL TRADE COMMISSION 

) 
III the Matter of ) 

) FILE NO: 
) 

FACE BOOK, INC., ) AGREEMENT CONTAINING 

acorpoSoTAFF PROPOTSAL 
The Federal Trade Commission has conducted an investigation of certain acts and 

practices of Facebook, Inc. ("Facebook"). Proposed Respondent, having been represented by 
counsel, are willing to enter into an agreement conta ining a consent order resolving the 
all egations contained in the attached draft complaint. Therefore, 

rT IS HEREBY AGREED by and between Facebook, its duly authorized officers, and 
counsel for the Federal Trade Commission that: 

1. Proposed Respondent is a Delaware corporation with its principal office or place of 
business at 1601 S. California Avenue, Palo Alto, Cali fornia, 94304. 

2. Proposed Respondent admits all the jurisdictional facts set forth in the draft complaint. 

4. Proposed Respondent waives: 

A. any further procedural steps; 

B. the requirement that the Commission ' s decision contain a statement of findings of 
fact and conclusions of law; and 

C. all rights to seek judicial review or otherwise to challenge or contest the validity 
of the order entered pursuant to this agreement. 

5. This agreement sha ll not become part of the public record of the proceeding unless and 
until it is accepted by the Commission. If this agreement is accepted by the Commission, 
it, together with the draft complaint, will be placed on the public record for a period of 
thirty (30) days and infonnation about it publicly released. The Commission thereafter 
may either withdraw its acceptance of this agreement and so notify proposed Respondent, 
in which event it will take such action as it may consider appropriate, or issue and serve 
its complaint (in such form as the circumstances may require) and decision in disposition 
of the proceeding. 
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6. This agreement is for settlement purposes only and does not constitute an admiss ion by 
proposed Respondent that the law has been violated as alleged in the draft complaint, or 
that the facts as all eged in the draft complaint, other than the jurisdictional facts, are true. 
Proposed Respondent expressly denies the allegations set forth in the complaint, except 
for the jurisdictional facts. 

7. This agreement contemplates that, if it is accepted by the Commiss ion, and if such 
acceptance is not subsequently withdrawn by the Commiss ion pursuant to the provisions 
of Section 2.34 of the Commission' s Rules, the Commiss ion may, without further noti ce 
to proposed Respondent, ( I ) issue its complaint corresponding in fonn and substance 
with the attached draft ci~aint and its decision contain in the fO Il0A"der in 

~~i ae~e 'n ,an!D~ out ~iC' he~o 
n ed the ~h the me.&~~ an a a r , 0 ·fi e ,or 

se as i e m t e same manner an withm the same time proVI ed y statute or ot ler 
orders. The order shall become final upon service. Delivery of the complaint and the 
decis ion and order to proposed Respondent's address as stated in thi s agreement by any 
means specified in Section 4.4(a) of the Commission' s Rules shall constitute service. 
Proposed Respondent waives any right it may have to any other means of service. The 
complaint may be used in construing the terms of the order, and no agreement, 
understanding, representation, or interpretation not contained in the order or the 
agreement may be used to vary or contradict the tenns of the order. 

8. Proposed Respondent has read the draft complaint and consent order. Proposed 
Respondent understand that they may be liable for civil penalties in the amount provided 
by law and other appropriate relief for each violation of the order after it becomes final. 

ORDER 

DEFINITIONS 

For purposes of this order, the following definitions shall apply: 

1. Unless otherwise specified, "Respondent" shall mean Facebook, its successors and 
assigns. For purposes of Parts I, n, and HI of this order, "Respondent" shall also mean 
Facebook acti ng directly, or through any corporation, subsidiary, division, website, or 
other device. 

2. "Commerce" shall be defined as it is defined in Section 4 of the Federal Trade 
Commission Act, 15 U.S.c. § 44. 

3. "Clear(ly) and prominent(ly)" shall mean: 

A. in textual communications (e. g., printed publications or words displayed on the 
sc reen of a computer or mobile device), the required disclosures are of a type, 
size, and location sufficiently noticeable for an ordinary consumer to read and 
comprehend them, in print that contrasts highly with the background on which 

2 
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they appear; 

B. in communications disseminated orally or through audible means (e.g., radio or 
streaming audio), the required disclosures are delivered in a volume and cadence 
sufficient for an ordinary consumer to hear and comprehend them; 

C. in communications disseminated through video means (e .g., television or 
streaming video), the required disclosures are in writing in a form consistent with 
subpart (A) of this definition and shall appear on the screen for a duration 
sufficient for an ordinary consumer to read and comprehend them, and in the 
same languFs the predominant language that is used in the communication; 

S 'ranees, J:qnl~RQ1~QSAI,fable 
language and syntax; and (2) include nothing contrary to, inconsistent with, or in 
mitigation of any other statements or disclosures provided by Respondent. 

4. "Personal information" shall mean individually identifiable infonnation from or about an 
individual consumer including, but not limited to: (a) a first or last name; (b) a home or 
other physical address, including street name and name of city or town; (c) an email 
address or other online contact infonnation, such as an instant messaging user identifier 
or a screen name; (d) a mobile or other telephone number; (e) photos and videos; (f) 
Internet Protocol ("IP") address, User fD or other persistent identifier; (g) physical 
location; or (h) any information combined with any of (a) through (g) above. 

5. "Privacy setting" shall include any control or setting provided by Respondent that allows 
a consumer to restrict access to or display of his or her personal information. 

6. "Third party" shall mean any individual or entity other than: (1) Respondent ; or (2) a 
service provider of Respondent that: ( i) uses or receives personal information collected 
by or on behalf of Respondent for and at the direction of Respondent and no other 
individual or entity; (ii) does not disclose the personal information, or any individually 
identifiable information derived from such personal information, to any individual or 
entity other than Respondent ; and (iii) does not use the personal information for any 
other purpose; or (3) any entity that uses personal information only as reasonably 
necessary: (i) to comply with applicable law, regulation, or legal process, (ii ) to enforce 
Respondent 's terms of use, or (iii) to detect, prevent, or mitigate fraud or security 
vulnerabilities. 

I. 

IT IS ORDERED that Respondent, and its officers, agents, representatives, and 
employees, in connection with the offering of any product or service, in or affecting commerce, 
shall not misrepresent in any manner, expressly or by implication, the extent to which it collects, 
uses, stores, discloses or permits access to personal information, including, but not limited to: 

3 
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C. the steps Respondent takes or has taken to veri fy the privacy and security 
protections that any third party provides; 

D. the extent to which Respondent makes or has made personal infonnation 
accessible to any third party following deletion or tennination of a consumer' s 
account with Respondent or during such time as a consumer's account is 
deactivated or suspended; and 

E. the extent to which Respondent is a member of, adheres to, complies with, is 
certi fied by, is endorsed by, or otherwise parti cipates in any privacy, security, or 
any other compliance program sponsored by the United States government or any 
third party, including, but not limited to, the U.S.-EU Safe Harbor Framework. 

II. 

IT IS FURTHER ORDERED that Respondent, and its officers, agents, representatives, 
and employees, in connection with the offering of any product or service, in or affecting 
commerce, prior to any new or additional sharing of a consumer's personal information with any 
third party that is a change from ( 1) any privacy setting in effect fo r the consumer; or (2) the 
sharing practices di sclosed to the consumer at the time the infonnation was collected, shall : 

A. clearly and prominently di sclose, separate and apart from any "privacy policy," 
"data use policy," "statement of rights and responsibilities" page, or other similar 
document: ( 1) the categori es of personal information that will be di sclosed to 
such third parties, (2) the identity or spec ific categories of such third parties , and 
(3) how such sharing constitutes a change from prior shari ng practices; and 

B. obtain affinnati ve express consent from the consumer to such sharing by having a 
consumer select between at least two options, each of which is equally clearl y and 
prominently disclosed, and at least one of which enables the consumer to prevent 
the new or additional sharing of his or her information. 

III. 

IT IS FURTHER ORDERED that Respondent, and its officers, agents, representatives, 
and employees, in connection with the offering of any product or service, in or affec ting 
commerce, shall , no later than sixty (60) days after the date of service of thi s order implement 
procedures reasonably des igned to ensure that personal information cannot be accessed by any 
third party from servers under Respondent 's control after a consumer has deleted such 
infonnation or deleted or terminated his or her account, or during such time as a consumer has 
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IT IS FURTHER ORDERED that Respondent shall , no later than the date of service of 
thi s order, estab li sh and implement, and thereafter maintain, a comprehensive privacy program 
that is reasonably designed to (I) address privacy risks related to the development and 
management of new and existing products and services for consumers, and (2) protect the 
privacy and confidentiality of personal infonnation. Such program, the content and 
implementation of which must be documented in writing, shall contain controls and procedures 
appropriate to Respondent ' s size and complexity, the nature and scope of Respondent ' s 
activities, and the sensitivity of the personal information, including: 

A. the designation of an employee or employees to coordinate and be responsible 
for the privacy program. 

B. the identification of reasonably foreseeable, material risks, both internal and 
external, that could result in Respondent's unauthorized collection , use, or 
disclosure of personal information and an assessment of the suffic iency of any 
safeguards in place to control these ri sks. At a minimum, thi s privacy risk 
assessment should include consideration of risks in each area of relevant 
operation, including, but not limited to: (I) employee training and management, 
including training on the requirements of thi s order, and (2) product design, 
development, and research. 

C. the design and implementation of reasonable controls and procedures to address 
the risks identified through the privacy risk assessment, and regular testing or 
monitoring of the effecti veness of those controls and procedures. 

D. the development and use of reasonable steps to se lect and reta in service providers 
capable of appropriately protecting the privacy of personal information they 
receive from Respondent and requiring service providers, by contract, to 
implement and maintain appropriate privacy protections. 

E. the evaluation and adjustment of Respondent ' s privacy program in light of the 
results of the testing and monitoring required by subpart C, any material changes 
to Respondent's operations or business arrangements , or any other circumstances 
that Respondent knows or has reason to know may have a material impact on the 
effectiveness of its privacy program. 

v. 

IT IS FURTHER ORDERED that, in connection with their compliance with Part IV of 
thi s order, Respondent shall obtain initial and biennial assessments and reports ("Assessments") 
from a qualified, objective, independent third-party professional, who uses procedures and 
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standar81k accepled in ~he rofess ion. A person qualified 10 pr~SUCh Assessments 

shall ha i iI ~n fl!e ( ars~~nAlfi)cCri\ a~, ala;;oleclion. 
All peL 11" sel te n II t . c As ssm .1 a~¥S~o t5 a ro ed by 
the Associate Irector or nforcernent, ureau 0 onsurner Protection , ederal ra e 
Commission, Washington, D.C. 20580, in his or her sole discretion. The reporting period for the 
Assessments shall cover: (1) the first one hundred and eighty ( 180) days after service of the 
order for the initial Assessment, and (2) each two (2) year period thereafter for twenty (20) years 
after service of the order for the biennial Assessments. Each Assessment shall: 

A. set forth the specific privacy controls that Respondent has implemented and 
maintained during the reporting period; 

B. explain how such privacy controls are appropriate to Respondent' s size and 
complexity, the nature and scope of Respondent's activities , and the sensitivity of 
the personal information; 

C. explain how the privacy controls that have been implemented meet or exceed the 
protections required by Part IV of this order; and 

D. certify that the privacy controls are operating with sufficient effectiveness to 
provide reasonable assurance to protect the privacy of personal information and 
that the controls have so operated throughout the reporting period. 

Each Assessment shall be prepared and completed within sixty (60) days after the end of the 
reporting period to which the Assessment applies. Respondent shall provide the initial 
Assessment to the Associate Director for Enforcement, Bureau of Consumer Protection, Federal 
Trade Commission, Washington, D.C. 20580, within ten (10) days after the Assessment has been 
prepared. All subsequent biennial Assessments shall be retained by Respondent until the order is 
terminated and provided to the Associate Director of Enforcement within ten ( 10) days of 
request. 

VI. 

IT IS FURTHER ORDERED that Respondent shall pay xxx to the Federal Trade 
Commission, as follows: 

A. prior to or concurrently with the execution of thi s order, Respondent shall transfer 
the amount specified in thi s Part to their undersigned counsel, who shall hold the 
sum in esc row for no purpose other than payment to the Commission. 

B. within five (5) days of entry of this order, counsel for Respondent shall transfer 
the sum to the Commiss ion by electronic funds transfer in accordance with 
instructions provided by a representative of the Commission. 

C. in the event of any default in payment, interest shall accrue, computed pursuant to 
28 U.S.C. § 1961 , from the date of default to the date of payment. 
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SD. ~:I;lds:illif~~ili.g~fA~~~pa~ll~ ;~ent .latO~d i, tl to c su I S~' P~ I n geA lie ,n nds 
renln."er restitution is comp ete , the Commission may appQ remaming 
funds fo r such other equitable relief(including consumer infonnation remedies), 
as it determines to be reasonably related to Respondent 's practi ces as alleged in 
the complaint. Any funds not used fo r such equitable relief will be depos ited with 
the United States Treasury as di sgorgernent. Respondent shall have no right to 
challenge the Commiss ion's choice of remedies under thi s Part. Respondent shall 
have no right to contest the manner of distribution chosen by the Commiss ion. 

E. Respondent relinquishes all dominion, control , and title to the funds paid to the 
fullest extent permitted by law. Respondent shall make no claim to or demand 
retum of the fund s, directly or indirectly, through counsel or otherwise. 

VlI. 

IT IS FURTHER ORDERED that Respondent shall maintain and upon request make 
available to the Federal Trade Commiss ion for inspection and copying, a print or electronic copy 
of: 

A. for a period of three (3) years from the date of preparation or di ssemination, 
whichever is later, all widely di sseminated statements that describe the extent to 
which Respondent maintains and protects the privacy, security, and 
confidentiality of any personal in formation, including, but not limited to, any 
statement related to a change in any website or service controlled by Respondent 
that relates to the privacy of personal in formation, with all materi als relied upon 
in making or di sseminating such statements; 

B. for a period of six (6) months from the date received, all consumer complaints 
directed at Respondent or forwarded to Respondent by a third party, that relate to 
the conduct prohibited by thi s order and any responses to such complaints; 

C. for a period of fi ve (5) years from the date received, any documents, prepared by 
or on behalf of Respondent, that contradict, quali fy, or call into question 
Respondent 's compliance with thi s order; 

D. for a period of three (3) years from the date of preparation or di ssemination, 
whichever is later, each materially diffe rent document relating to Respondent's 
attempt to obtain the affirmative express consent of consumers referred to in Part 
II above, and copies of sample documents demonstrating such consent ; and 

E. fo r a period of three (3 ) years afte r the date of preparation of each Assessment 
required under Part VI of this order, all materials relied upon to prepare the 
Assessment, whether prepared by or on behalf of Respondent, including but not 
limited to all plans, reports, studies, reviews, audits, audit trails, policies, training 
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IT IS FURTHER ORDERED that Respondent shall deli ver copies of the order as 
directed below: 

A. Respondent must de li ve r a copy of thi s order to (I) all current and future 
principals, officers, directors, and managers; (2) all current and future employees, 
agents, and representatives having supervisory responsibilities relating to the 
subject matter of thi s order, and (3) any business entity resulting from any change 
in structure set forth in Part lX. Respondent shall deliver thi s order to such 
current personnel within thirty (30) days after service of this order, and to such 
future personnel within thirty (30) days after the person assumes such position or 
responsibilities. For any business enti ty resulting from any change in structure set 
forth in Part IX, delivery shall be at least ten ( 10) days prior to the change in 
structure; 

B. Respondent must secure a signed and dated statement acknowledging receipt of 
thi s order, within thirty (30) days of de livery, from all persons receiving a copy of 
the order pursuant to this Part. 

IX. 

IT IS FURTHER ORDERED that Respondent shall notify the Commission at least 
thirty (30) days prior to any change in Respondent that may affect compliance obligations 
arising under thi s order, including, but not limited to, a dissolution, assignment, sale, merger, or 
other action that would result in the emergence of a successor corporation; the creation or 
di ssolution of a subsidiary, parent, or affiliate that engages in any acts or practices subject to thi s 
order; the proposed filing of a bankruptcy petition; or a change in either corporate name or 
address. Provided, however, that, with respect to any proposed change in the corporation about 
which Respondent learns fewer than thirty (30) days prior to the date such action is to take place, 
Respondent shall notify the Commission as soon as is practicable after obtaining such 
knowledge. Unless othetwise directed by a representative of the Commission, all notices 
required by thi s Part shall be sent by overnight courier (not the U.S. Postal Service) to the 
Associate Director of Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 
600 Pennsylvania Avenue NW, Washington, D.C. 20580, with the subject line In the Matter of 
Facebook. Inc., FTC File No.[ ]. Provided, however, that in lieu of overnight courier, notices 
may be sent by first-class mail , but only if an electronic version of any such notice is 
contemporaneously sent to the Commission at Debrief@ftc.gov. 

x. 

IT IS FURTHER ORDERED that Respondent, within sixty (60) days after the date of 
service of this order, shall file with the Commiss ion a true and accurate report, in writing, setting 
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forth in detail the manner and form of their own compliance with thi s order. Within ten (10) 
days ofE£'liPiJi"writ\n ~"Ejt a ;osE)i\foi\~QI,spAdeITshall 
submit ~i0t.l ~.Fu~wnt¥reft V r V ~ fiL 

XI. 

This order will terminate twenty (20) years from the date of its issuance, or twenty (20) 
years from the most recent date that the United States or the Federal Trade Commission fil es a 
complaint (with or without an accompanying consent decree) in federal court alleging any 
violation of the order, whichever comes later; provided, however, that the filing of such a 
complaint will not affect the duration of: 

A. any Part of thi s order that terminates in fewer than twenty (20) years; and 

B. thi s order if such complaint is filed after the order has terminated pursuant to thi s 
Part. 

Provided, further , that if such complaint is dismissed or a federal court rules that Respondent did 
not violate any provision of the order, and the dismissal or ruling is either not appealed or upheld 
on appeal , then the order will terminate according to thi s Part as though the complaint had never 
been filed, except that this order will not terminate between the date such complaint is filed and 
the later of the deadline for appealing such di smissal or ruling and the date such di smissa l or 
ruling is upheld on appeaL 

Signed this ___ day of ________ , 2011. 

F ACE BOOK, [Nc. 

By: 
[[N·~SE~R~T~N~A~M~EJ~-----------------

Facebook, Inc. 

By:======~~~~~ ____ _ 
MARK ZUCKERBERG, individually and as 
Chief Executive Officer, Facebook, inc. 
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APPROVED: 

MANEESHA MITHAL 
Associate Director 
Division of Privacy and Identity Protection 

DA VID C. VLADECK 
Director 
Bureau of Consumer Protection 

LAURA D. BERGER 
CORA TUNG HAN 
MANAS MOHAPATRA 
Counsel for the Federal Trade Commiss ion 

CHRISTOPHER N. OLSEN 
Ass istant Director 

Division of Privacy and Identity Protection 
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UNITED STATES OF AMERICA 
FEDERAL TRADE COMMISSION 

) 
III the Matter of ) 

)----~ __ ~FILE NO: 

~~~~~-----~)--~ FACE BOOK, [NC., ) 

:,:'PSTf .. FF p~o~~eG 
MAIU( ZUCI(ERBERG, ) 
indi"idually, and a!l a foundc., office I , ) 
and Ohller ufFACEBOOI(, fN€. )a corporation.) CONSENT ORDER 

) 

The Federal Trade Commission has conducted an investigation of certain acts and 
practices of Facebook, Inc. ("Facebook") alld it~ pI ilieipal, Mal k Zuckelbel g (colletti vel)' 
"PI opo~ed RC~polldellt5"). Proposed Respondents, having been represented by counsel , are 
willing to enter into an agreement containing a consent order reso lving the allegations contained 
in the attached draft complaint. Therefore, 

rT IS HEREBY AGREED by and between Facebook, its duly authori zed officers, Mark 
Zuckerberg, individually, and counsel for the Federal Trade Commission that: 

I. Proposed Respondent Facebook is a Delaware corporation with its principal office or 
place of business at 1601 S. California Avenue, Palo Alto, California, 94304. 

2. Ploposed Respol1del1t Malk ZliekelbCig ("ZllekCi bel g") is tiIc fOlll1del , plCsidel1t, al1d 
ebief execttti~e officer of Facebook alld its lar gest sbar ebolder. llldi ~ idttally or ill corlcer1 
~ itll otllels, lie for r1lttlates, dirccts, or cOlltrols tile policies, acts, or pr acticcs of Faccbook 
and ha~ kno~ledge oftho~e praetiee~. lIi~ principal place ofbu~inc~~ i~ the Mi11:C a~ 

Faccbook's. 

2. Proposed Respondents admit~ all the jurisdictional facts set forth in the draft complaint. 

4. Proposed Respondents waive~: 

A. any further procedural steps; 

B. the requirement that the Commission's decision contain a statement of findings of 
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fact and conclusions of law; and 

C. all rights to seek judicial review or othelWise to challenge or contest the validity 
of the order entered pursuant to thi s agreement. 

5. This agreement sha ll not become part of the public record of the proceeding unless and 
until it is accepted by the Commiss ion. If this agreement is accepted by the Commiss ion, 
it, together with the draft complaint, wi ll be placed on the public record for a period of 
thirty (30) days and infonnation about it publicly released. The Commi ssion thereafter 
may either withdraw its acceptance of this agreement and so noti fy proposed 

~7al~1t'j(~1;1t~~f)~o~e;eX~y~: or 
e 10 111 It n o h pro edl . V V ~ rt. 

6. This agreement is for settlement purposes only and does not consti tute an admission by 
proposed Respondent~ that the law has been violated as alleged in the draft complaint, or 
that the facts as all eged in the draft complaint, other than the jurisdictional facts, are true.= 
Proposed Respondent expressly denies the allegations set forth in the complaint. except 
fo r the iurisdictional facts. 

7. This agreement contemplates that, if it is accepted by the Commiss ion, and if such 
acceptance is not subsequently withdrawn by the Commiss ion pursuant to the provisions 
of Section 2.34 of the Commission' s Rules, the Commission may, without further noti ce 
to proposed Respondent~, ( I) issue its complaint corresponding in fonn and substance 
with the attached draft complaint and its decision containing the following order in 
di spos ition of the proceeding, and (2) make information about it public. When so 
entered, the order shall have the same force and effect and may be altered, modified, or 
set aside in the same manner and within the same time provided by statute fo r other 
orders. The order shall become final upon service. Delivery of the complaint and the 
decision and order to proposed Rcspondcnts'Respondent's address as stated in this 
agreement by any means spec ified in Section 4.4(a) of the Commiss ion's Rules shall 
constitute service. Proposed Respondents wai ve~ any right theyi!; may have to any other 
means of service. The complaint may be used in construing the tenns of the order, and 
no agreement, understanding, representation, or interpretation not contained in the order 
or the agreement may be used to vary or contradict the terms of the order. 

8. Proposed Respondents have~ read the draft complaint and consent order. Proposed 
Respondents understand that they may be liable for civil penalties in the amount provided 
by law and other appropriate relief fo r each violation of the order after it becomes final. 

ORDER 

DEFINITIONS 

For purposes of this order, the following definitions shall apply: 
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I. Unless otherwise specified, "Crhpolate Respolldellt""Respondent" shall mean Facebook, 
its successors and assigns. " individual Respondent" means Malk Zncketbetg. 
"Respondents" I1leans the Corporate Respondellt alld Illdiv idual Respolldellt, 
individttally , collectively, or ill any combination. 

2. "Coveted entity" shall mean any business entity that individual Respondent eontlols, 

2. 

4. 

5. 

6. 

3. 

dir ectly or irldi:r ectly , wldch collects, harldlcs, or stores per sorlal illfor r1ratioriFor purposes 
of Parts I. n. and m of thi s order. "Respondent" shall al so mean Facebook acting 
directly. or through any corporation. subsidiary. division. website. or other device. 

"Platforl1l developer " shalllueall allY wtity other than Corpolate Respondwt that has 
developed, operated, or eorltiolled a PlatMllH application. 

"Platfolm app lication" shalllllean any softwale that may access infolmation 01 

ftlllctiorlality flollr COl pOI ate Respondwt tlnouglr a set of tools and prograllll1ring 
illtelfaees plovided by COlpor ate Respolldellt, illcludillg, but IIOt lil1rited to, tile Faeebook 
Platfonn. 

"Advertiser " shalll1lean allY wtity OtllC! than COl pOI ate Respondent that subnrits an 
advertiser11ent to COlpolate Respondent for di splay orl Corporate Resporldellt's website 
or on a Platfon11 application. 

"Clear(ly) and prominent(ly)" shall mean: 

A. in textual communicat ions (e.g. , printed publications or words di splayed on the 
screen ofa computer or mobile device), the required di sclosures are ofa type, 
size, and location sufficiently noticeable for an ordinary consumer to read and 
comprehend them, in print that contrasts highly with the background on which 
they appear; 

B. in communications di sseminated orally or through audib le means (e.g., radio or 
streaming audio), the required di sclosures are delivered in a volume and cadence 
sufficient for an ordinary consumer to hear and comprehend them; 

C. in communications di sseminated through video means (e .g. , television or 
streaming video), the required disclosures are in writing in a form consistent with 
subpart (A) of this definition and shall appear on the screen for a duration 
sufficient for an ordinary consumer to read and comprehend them, and in the 
same language as the predominant language that is used in the communication; 
and 

D. in all instances , the required di sclosures: ( 1) are presented in an understandable 
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language and syntax; and (2) include nothing contrary to, inconsistent with, or in 
mitigation of any other statements or disclosures provided by Respondent. 

4. "Personal information" shall mean individually identifiable information from or about an 
individual consumer including, but not limited to: (a) a first or last name; (b) a home or 
other physical address, including street name and name of city or town; (c) an email 
address or other online contact infonnation, such as an instant messaging user identifier 
or a screen name; (d) a mobile or other telephone number; (e) date ofbiltbphotos and 
videos; (f) Intemet Protocol erp" ) address, nUser ID, device fD, or other persistent 
identifier; (g) geo\oeation iliFolinationphysicallocation; or (h) any infonnation combin ed 

~~ 
~f(al.through ( abov 

c..:~~' :"'l 
:E '"1. : 'I ' ~I ,'I' ' ;r~ , :.a:: :I ~' '.;J 7:.);,. '':/..' , , 

, 

pboto~, ~ ideo~, liote~ 01 l1le~~age~), 01 bella~ iOlal ilifol111ation, iliclttdi;;g ilifollllatioli 
abottt a eOIi~ttl1lel '~ oillilie blo~ ~illg bebav iot. ~ 

5. "Privacy settings" shall include any contro l or setting provided by Respondents that 
allows a consumer to restrict access to or display of his or her personal information. 

, 

6. "Third party" shall mean any individual or entity other than: (1) Respondents; or (2) a 
service provider ofRespondent~ that: (i) uses or receives personal information collected 
by or on behalf of Respondents for and at the direction of Respondent~ and no other 
individual or entity; (ii) does not disclose the personal information, or any individually 
identifiab le information derived from such personal information, to any individual or 
entity other than Respondents; and (iii) does not use the personal infonnation for any 
other purpose; or (3) any entity that uses personal information only as reasonably 
necessary: (i) to comply with applicable law, regulation, or legal process, (ii) to enforce 
Corporate Respondent's or an)' cOvered entit)"~ terms of use, or (iii) to detect, prevent, or 
mitigate fraud or security vu lnerabi lities.-

I. 

IT IS ORDERED that Respondents, and theiTits officers, agents, representatives, and 
employees, dileetl), 01 t1i1ottgb all)' eOlpolatioll, ~ttb~idial)' , di~i~ioli, web~ ite , 01 oHlel deviee, in 
connection with the offering of any product or service, in or affecting commerce, shall not 
misrepresent in any manner, express ly or by implication, the extent to which the)' maintain and 
pioleet the piivaey, confidentiality, seemily, 0 1 iillegtity ofit collects, uses, stores, discloses or 
permits access to personal information, including, but not limited to: 

A. the extent to which a consumer can control the privacy of any personal 
information; 

B. the extent to which theyRespondent make~ or ha"ItC~ made personal information 
accessib le to third parties; 
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It 

c. 

c. 

D. 

the manner in which they lI~e or have used personal information, 

the steps theyRespondent take~ or have~ taken to verify the privacy and security 
protections that any third party provides; 

the extent to which theyRespondent make~ or have~ made personal information 
accessible to any third party following deletion or tennination ofa consumer's 
account with Respondent~ or during such time as a consumer's account is 
deacti vated or suspended; and 

the exten~~o :~hi'lillty 'leRes ~ndent is a!m:m~A~dh;r~~~ to, i~ 
arti ~ n..fP1-ivac sec an 0 er ~a c r 0 ered 
y t e nlte States govemment or any 1lf party, mclu II1g, ut not IlTiited to, 

the U.S.-EU Safe Harbor Framework. 

IT IS FURTHER ORDERED that Resr8f1tients, BAd their officers, agents, 
representatives, and employee!!: , directly or through any corporation, subsidiary , division, 
website, or othel device, ill connection with tbe offelillg of allY plodllet or selViee, ill 01 affecting 
COIIIl1ICI ce, shall plO~ ide c1eal alld pi oillinell! Ilotice alld obtaill affill,.ati ve expl ess conser.! flol,. 
a COIIStl'ller (I) beMle plovidillg a Platfolm application that a COnStllllCi tlses fOI the ftlst til,le 
with access to that consumer's personal information, and (2) before providing sllch a PlatMnn 
application with access to new types ofpeiSonal inMlluation abollt that conSUIllet. Such notice 
<'lIld COIISCilt shall. 

A. appear separate and apart from any "privacy policy ," "data usc policy ," 
"statement of lights alld responsibilities" page, 01 othCi similal docliment, and 

8. clearly and plol1linCiltly disclose the specific types oFpersollal inMlI1latiol1 the 
application has the ability to access and the name of the applicatioll. 

lit. 

IT IS FURTHER ORDERED that Respondent~, and theirits officers, agents , 
representatives, and employees , dilectly 01 tll10ugh any cOlpola!ion, subsidialY, division, 
website, 01 other do ice, in connection with the offering of any product or service, in or affecting 
commerce, prior to any new or additional sharing of a consumer's personal information with any 
third party that is a change from ( I) any privacy setting in effect for the consumer; or (2) the 
sharing practices disclosed to the consumers at the time mchthe information was collected-or 
:<toTed, shall : 

A. clearly and prominently disclose, separate and apart from any " privacy policy," 
"data use policy," "statement of ri ghts and responsibilities" page, or other s imilar 
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S ~~:t':~Gd I hat I 

.i.e ~..f1p I C ca gon 
constitutes a change from prior s 

B. obtain affinnati ve ex press consent from the consumer to sllch sharing by hav ing a 
consumer select between at least two options, each of w hich is equall y clearl y and 
prominently disclosed, and at least one of which enables the consumer to prevent 
the new or additional sharing of hi s or her informati on. 

WH. 

rT IS FURTHER ORDERED that Respondents, and tfteirits officers, agents, 
representati ves , and employees , diICCliy 01 t1nough ally corporation, subsidiat y, di vision, 
~ebs ite , 01 otllel do ice, in connection with the offering of any product or service, in or affecting 
commerce, shall , no later than ~60J days after the date of service of this order. 

---AAc. --jmplement procedures reasonably des igned to ensure that:-ft} persona l 
information is del etedcannot be accessed by any third party from servers under 
RespolldCllts' Respondent' s control ~i tlLiIl a leaso ll able peliod of tillie Hot to 
exeeed 30 da)'~ after a consumer has deleted such informati on or del eted or 
terminated hi s or her account, liilless RespOildCillS ale otllel ~ ise lequiled by la ~ 
to letaill tlte illM1l11atioll , alld (2) pelsollal iH folillatioll ea llilot be accessed b)' all)' 
tlti ld palt)'or during such time as the~ consumer has deacti vated 01 suspellded hi s 
or her account or during the time pcriod set fo rth in part ( I ), abo vc , and 

B. exel cise leasollable o ve ls igltt to ple vClit ullautitol ized access to pel sOllal 
iH follllatioll b)' 01 tlnouglt a ll)' Platrollll dev elopCl . 

'r. 
,except as required by law or where necessary to protect the Facebook website or its users from 
fraud or ill egal activity. 

rT rs FURTHER ORDERED that Respondents shall, no later than the date of service 
of thi s order, establi sh and implement, and thereafter maintain, a comprehensive privacy 
program fOI COipolale Respondent aud any cov cl cd cUlily that is reasonably des igned to: ( 1) 
address privacy ri sks related to the development and management of new and ex isting products 
and services for consumers, and (2) protect the privacy and confidentiality of personal 
informati on. Such program, the content and implementation of which must be documented in 
writing, sha ll contain pli vacy contro ls and procedures appropriate to COlpolale Respondent 's or 
tlte co veled eutity's size and complexity, the nature and scope of COl pOt ate Respondent's or-the 
co ve ted eutit), 's activiti es, and the sensitivity of the personal informati on, including: 

A. the des ignation of an employee or employees to coordinate and be responsible 
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fort~,e rivr,rFram. 
S'Ii .:pn f easl! s abl ,~ Iri I n~ external, ( at cou result In ~:Q, s una.QSa!&, use, or 

disclosure of personal information; and an assessment of the sufficiency of any 
safeguards in place to control these ri sks. At a minimum, this privacy ri sk 
assessment should include consideration of risks in each area of relevant 
operation, including, but not limited to: (I) employee training and management, 
including training on the requirements of this order, and (2) product design, 
development, and research. 

C. the design and implementation of reasonable pi i v3CY controls and procedures to 
address the risks identified through the privacy risk assessment, and regular 
testing or monitoring of the effectiveness of those privacy contro ls and 
procedures. 

D. the development and use of reasonable steps to se lect and retain service providers 
capable of appropriately protecting the privacy of personal information they 
receive from COl pOI ate Respondent 01 tbe co~eled eMit)' , and requiring service 
providers~ by contract~ to implement and maintain appropriate privacy 
protections. 

E. the evaluation and adjustment of COl pOI ate Respondent ' s 01 tile co~eled elitit)"~ 
privacy program in light of the results of the testing and monitoring required by 
subpart C, any material changes to Corporate Respondent's or the COvered 
Clllily'~ operations or business arrangements, or any other circumstances that 
COl pOI ate Respondent 01 tile coveled elltity knows or has reason to know may 
have a material impact on the effectiveness of its privacy program. 

Vt. 

IT IS FURTHER ORDERED that, in connection with their compliance with Part ¥TV 
of this order, Respondent~ shall obtain initial and biennial assessments and reports 
("Assessments") tol COl pOI ate Re~polidelit alid aliy coveled elitity from a qualified, objective, 
independent third·party professional , who uses procedures and standards generally accepted in 
the profession. A person qualified to prepare such Assessments shall have a minimum of three 
(3) years of experience in the field of privacy and data protection. All persons 
cOlidl1ctillgselected to conduct such Assessments and plepalillgprepare such reports sha ll be 
approved by the Associate Director for Enforcement, Bureau of Consumer Protection, Federal 
Trade Commiss ion, Washington, D.C. 20580, in his or her so le discretion. The reporting period 
for the Assessments sha ll cover: (1) the first one hundred and eighty ( 180) days after service of 
the order for the initial Assessment, and (2) each two (2) year period thereafter for twenty (20) 
years after service of the order for the biennial Assessments.- Each Assessment shall : 
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A . set forth thPFfiVpontrOIS that Respondent or the eo « red 

S~}'iI I n da Bne) t ep iSer1\ T 
. exp~\V sue privacy cont-!t~e appropnate to Q,-!rerft,s or 

the covered entity'!!: size and complex ity, the nature and scope of Corporate 
Respondent's 0 1 the coveted eiltity's activ ities, and the sens itivity of the personal 
infonnation; 

C. exp lai n how the privacy contro ls that have been implemented meet or exceed the 
protections required by Part ¥IV of this order; and 

D. certify that the privacy controls are operating with sufficient effectiveness to 
provide reasonable assurance to protect the privacy of personal information and 
that the controls have so operated throughout the reporting period. 

Each Assessment shall be prepared and completed within sixty (60) days after the end of the 
reporting period to which the Assessment applies. Corporate Respondent and any covered entity 
shall provide the initial Assessment to the Associate Director for Enforcement, Bureau of 
Consumer Protection, Federal Trade Commission, Washington, D.C. 20580, within ten (10) days 
after the Assessment has been prepared. All subsequent biennial Assessments sha ll be retained 
by Respondents until the order is tenninated and provided to the Assoc iate Director of 
Enforcement within ten (10) days of request. 

Vlt. 

IT IS FURTHER ORDERED that Respondents shall pay xxx to the Federal Trade 
Commission, as fo llows: 

A. prior to or concurrent ly with the execution of this order, Respondents shall 
transfer the amount specified in this Part to their undersigned counse l, who shall 
hold the sum in escrow for no purpose other than payment to the Commiss ion. 

B. within five (5) days of entry of this order, counsel for Respondents shall transfer 
the sum to the Commiss ion by electron ic funds transfer in accordance with 
instruct ions provided by a representative of the Commission. 

C. in the event of any default in payment, interest shall accrue, computed pursuant to 
28 U.S.C. § 1961 , from the date of default to the date of payment. 

D. all funds paid to or received by the Commission pursuant to this Part shall be 
deposited into a fund administered by the Commission or its age nt. In the event 
that direct restitution to consumers is who lly or partially impracticab le or funds 
remain after restitution is completed, the Commission may app ly any remaining 
funds fo r such other equitable relief (including consumer infonnation remedies), 
as it detennines to be reasonably related to Respondents'Respondent's practices 
as all eged in the complaint. Any funds not used for such equitable relief wi ll be 
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f,
e osited with the United States Treesur as disgor ement. Respondent~ shall 

S a e rigl t DngftDn' sio'SJiJ 0 ~iesAdefi~art 
es nt s af!Mve Irg~ tes Ira leT ai~ C os 1 by 

t e omrnlSSJOfl.-

E. Respondent:'; relinquishes all dominion, control , and title to the funds paid to the 
fullest extent permitted by law. Respondents sha ll make no claim to or demand 
return of the funds, directly or indirectly, through counsel or otherwise. 

F. this order for equitable monetary relief is so lely remedial in nature and is not a 
fine, penalty, punitive assessment, or forfeiture. 

rT IS FURTHER ORDERED that Respondents shall maintain and upon request make 
availab le to the Federal Trade Commission for inspection and copying, a print or electronic copy 
of: 

A. for a period offtovethree (51l years from the date of preparation or dissemination, 
whichever is later, all widely disseminated statements that describe the extent to 
which COI'porate Respondent or any covered entity maintain~ and protect~ the 
privacy, securitY3 and confidentiality of any personal information, including, but 
not limited to, any statement related to a change in any website or service 
controll ed by Corporate Respondent or tire covCled entity that relates to the 
privacy, security , and confidentiality of personal infonnation, with all materials 
relied upon in making or disseminating such statements; 

B. for a period offtovesix (56) yearsmonths from the date received, all consumer 
complaints directed at Corpomte Respondent or a covered entity , or fOlwarded to 
COipt"hate Respondent 01 a eovCied entity by a third party, that relate to the 
conduct prohibited by this order and any responses to such complaints; 

C. for a period offi\le (5) yeats ftOll l tile date recei\led, copies of all subpoell<'1s atld 
Nltel eoniillUnications with law enfoleelllent entities 0 1 pelsollilcl, if such 
COlnrllUrlicatiorls laise issues dlat I elate to Corporate Respondent' s 01 a co~eled 
elltity's compliallce with tile provisions oftlris ordel, 

C. for a period of five (5) years from the date received , any documents, whetlrel 
prepared by or on behalf of Corporate Respondent 01 a coveled elltity~ that 
contradict, qualify, or call into question COlpol ate Respondent ' s or tile cOveled 
entity's compliance w ith this order; 

D, for a period offtovethree (51l years from the date of preparation or dissemination, 
whichever is later, each materially different document relating to COl pOI ate 
Respondent ' s or a covered entity ' s attempt to obtain the affirmative express 
consent of consumers referred to in Parts nand m 1! above, and copies of sample 
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documents demonstratiIli" consent- and 

S rA~liee( y - rt teoQ t, elL 
l essment requlled un er paR~I?'all mate£~pon to 

prepare the Assessment, whether prepared by or on behalf of Corporate 
Respondent 0 1 a co vered ciltity~ including but not limited to all plans, reports, 
studies, reviews, audits, audit trails, policies, training materials, and assessments, 
for the compliance period covered by such Assessment. 

IT IS FURTHER ORDERED that Respondents shall deli ver copies of the order as 
directed below: 

A. COlpOl<'lte Respondent must deliver a copy of thi s order to (1) all current and 
future principals, officers, directors, and rnanagers;~ (2) all current and future 
employees, agents, and representatives having superv isory responsibilities 
relating to the subject matter of thi s order, and (3) any business entity resulting 
from any change in structure set forth in Part *FIX. COl pOI ate Respondent shall 
deliver thi s order to such current personnel within thirty (30) days after service of 
thi s order, and to such future personnel within thirty (30) days after the person 
assumes such position or responsibilities . For any business entity resulting from 
any change in structure set forth in Part *fIX, deli very shall be at least ten ( 10) 
days prior to the change in structure; 

B. Illdividual Respolldent, for ally eovCled entity , IIIUst delivCl a COpy of this oldcl to 
(1) all plincipals, officel s, directol s, alld manager s of that business, (2) all CUllwt 
alld future erHployces, agwts, and representatives of that busilless ha vi ng 
responsibilitics relating to the subject mattcr of this order, and (3) any busincss 
elltity resultillg from ally ehallge ill sliucture set folth ill PaIt Xl. Illdividual 
Respondent shall delivCi this o.dCi to such emlent personnel within thilty (30) 
days afte. ser v iee of this 01 de. , alld to such future per SOllliei within thilty (30) 
dayS aftel the pelSO l1 assmllcs such position 01 lespolls ibilitics. FOI ally business 
elltity result illg flom any ehallge ill Sliuctme set folth ill PaIt Xl, delivCly sha ll be 
at least ten (10) dayS pi iOI to the challge ill sti ucture, 

C. for any business that co llects, maintains, or StOioeS personal infoi'ination from or 
about conSliillClS, whCle Illdividual Respolldellt is not a cOlltro llillg PCiSOIl of the 
business, but he other wise has respollsibility, in whole 01 in pa(1, fol doe\oping 
01 o vclsccing the i(lIplelllcntatioll ofpolicics alld ploeedu(es to PIOtCCt the 
pri vaey , sceurity , eonfidcntial ity, or intcgrity of personal il1fonnation collected 
flom or about eOiiSliiller s by the business, IlIdividual Respolldent must delivCl a 
COpy o[this Older to all P( incipals alld (llallag" s of such business before wgaging 
ill such conduct, alld 

D. RespondentsRespondent must secure a s igned and dated statement acknowledging 
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IT IS FURTHER ORDERED Ihal I"di<idual Reopo"de"I fa. ape. iod or Ie" (16) 
yea. s fr o ill the date of en .. y of this 01 del , shallnotifj the COilliuinioll of the folloh iug. 

A. ally changes in Indifidual Respondent's residence, mailing add.cn, and o. 
telephone numbeu, hithin ten (18) days ofsuch a change, 

B. ally change!!: iii llidhidual Respondent's business OJ employmelit status 
(inciudiiig sclf-cmplojiIicnt), aud ally changes iii his Uhlie. ship iii auy 
busincn entity, hithill ten (18) days ofsuch a change. Such notice shall 
include the lian.c and add. us of each bosinus that llidi tidual Rupondcl1t is 
affiliated "'ith, cmplo) cd b), (I catcd o. fOllin, o. PCI fOlIllS SCI "ices fOi , a 
detailed desc. iption of the natol e of the business o. employment , and a 
detailed descliptioll ufthe Indhidnal Respondent's dutic§ and 
le§poluibilitiu ill eonnedion nith §ueh bu§illt§§ 01 emploYllIent, and 

C. any changc§ in Indifidual Rc§pondcnt'§ namc 01 uu of any alia§c§ 01 
Actitiou§ namc§, including " doing bu§inc§§ a§" namc§. 

Unless otlltl wist dil eded by a I epi estlltathe of the COllll11issiOlI, all noticts I tquil td by 
thi§ Palt §hall bc §cnt by OfCI night COUi iCI (not thc U.S. Po§tal SCI ficc) to thc A§§ociatc 
Oil cdol of Enfol ccmcnt, BUI cau of COluumcl PI otcction, Fcdcl al TI adc Comminion, 666 
Pennsylvania Avenue N'A', lNaskington, D.C. 20580, ,"{itk the subjeet line h ' tilt' ~"uHe" &/ 
Flleebook, lire. IIIId Afttrk Zltekerberg, FTC File No. I I. Pro¥ided, however, tkat in lieu of 
OfCI night COUI iCI , noticc§ llIay bc §cnt by AI §t-cla§§ mail, but only if an clcchonic fCI §ion 
of any §uch noticc b contcmpol3ncou§ly §cnt to thc COlllllli§§ion at Dcblicf@ftc.gOf . 

IT IS FU RT HER ORDERED that Respondent:'> shall notify the Commiss ion at least 
thirty (30) days prior to any change in C OlPOl<'lte Respondent Ol all)' eoveIed elltit)' that may 
affect compli ance obligations arising under thi s order, including, but not limited to, a dissolution, 
assignment, sale, merger, or other action that would result in the emergence of a successor 
corporation; the creation or d isso lution of a subsidiary, parent, or affi liate that engages in any 
acts or practices subject to thi s order; the proposed filing of a bankruptcy petition; or a change in 
either corporate name or address. Provided, however, that, with respect to any proposed change 
in the corporation about w hich Res pondent! leam~s fewer than thirty (30) days prior to the 
date such action is to take place, Respondent:'> shall notify the Commiss ion as soon as is 
practicable after obtaining such knowledge . Unless otherwise directed by a representative of the 
Commission, all notices required by thi s Part shall be sent by overni ght courier (not the U.S. 
Postal Service) to the Assoc iate Director of Enforcement, Bureau of Consumer Protection, 
Federal Trade Commission, 600 Pennsylvania Aven ue NW, Washington, D.C. 20580, with the 
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subject liue-JIl the mMattli?Facebaak. Illc. . . 
Provid I e , tl\ iu e {ilemiJi):;Qr,£oti\;a 
only i f n ct niMLo 0 4fsllCh.Fic~~p( 
Debrie if , c.gov. 

XH, 

. FTC Fi le No.[ ~ 
e s t~rsv\!~ss .ai~, but 
Iy 'L0)tfim IS on at 

IT IS FURTHER ORDERED that Respondent., within sixty (60) days after the date of 
service of thi s order, shall-eaeh file with the Commiss ion a true and accurate report, in writing. 
setting forth in detail the manner and fonn of their own compliance with thi s order. Within ten 
(10) days ofreceipt of written notice from a representative of the Commission, theyRespondent 
shall submit additional true and accurate written reports. 

XIH. 

This order will terminate twenty (20) years from the date of its issuance, or twenty (20) 
years from the most recent date that the United States or the Federal Trade Commission files a 
complaint (with or without an accompanying consent decree) in federa l court all eging any 
violation of the order, whichever comes later; provided, however, that the filing of such a 
complaint will not affect the duration of: 

A. any Part of thi s order that terminates in fewer than twenty (20) years ; and 

B. thi s order if such complaint is filed after the order has terminated pursuant to thi s 
Part. 

Provided, Jurther, that if such complaint is dismissed or a federal court rules that RespondentW 
did not violate any provision of the order, and the dismissal or ruling is either not appealed or 
upheld on appeal , then the order will terminate according to thi s Part as though the complaint 
had never been filed, except that this order will not terminate between the date such complaint is 
filed and the later of the dead line for appealing such dismissal or ruling and the date such 
di smissal or ruling is upheld on appeal. 

Signed this ___ day of ________ • 2011. 

F ACE BOOK. INC. 

By: 
[1N·~SE~R~T~N~A~M~El~------------------

Facebook, Inc. 
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APPROVED: 

MANEESHA MITHAL 
Assoc iate Director 
Division of Privacy and Identity Protection 

DA VID C. VLADECK 
Director 
Bureau of Consumer Protection 

Chief Executive Officer, Facebook, inc. 

FE DERAL TRADE COMMISSION 

LAURA D. BERGER 
CORA TUNG HAN 
MANAS MOHAPATRA 
Counsel for the Federal Trade Commission 

CHRI STOPHER N. OLSEN 
Ass istant Director 
=Division of Pri vacy and Identity Protection 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Matties, Deborah J. 
12 May 2011 22:31:05 -0400 
JDL 
Lupovitz, Joni;DeLorme, Christine Lee 
Fw: Confidential letter from Facebook 
Leibowitzltr.pdf 

Jon - Sean Royall, who you met this week at the Leon Max meeting, asked me to send this letter 
to you. In it h)(d) ' (h)(~H,m 

b)(4) ; (b)(3):6(f) 

I will respond to him that I received it and transmitted it to you. Let me know if there is anything 
else you want me to convey. 

Should I send this to Will Tom? 

-- Debbie 

From: Royall, M. Sean [mailto:SRoyall@gibsondunn.com] 
Sent: Thursday, May 12, 2011 09:54 PM 
To: Matties, Deborah J. 
Subject: Confidential letter 

Hi, Deborah. 

The attached letter to Chairman Leibowitz concerns the Commission's privacy-related 
investigation of Facebook. Could you provide it to the Chairman for me? I wi ll also have a hard 
copy delivered tomorrow. 

Thanks, 

Sean 

M. Sean Royall 

GIBSON DUNN 

Gibson. Dunn & Crutcher LLP 

1050 Connecticut Avenue 
NW. Washington , DC 20036 
Tel 202.955.8546 • Fax 202.530.9337 

2100 McKinney Avenue 
Dallas, TX 75201-6912 

Tel +1 214.698.3256· Fax +1214.571.2923 

SRoyall@gibsondunn.com • www.gibsondunn.com 
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From: Royall, M. Sean 
Sent: 
To: 

20 May 2011 03:31:50 +0000 
Mithal, Maneesha;Berger, l aura 

Cc: Scal ia, Eugene;Beringer, Ashlie 
Subject : Facebook White Paper 
Attachments: Via deck ltr (May 19, 2011).pdf, Facebook White Paper (May 19, 
2011).pdf, Facebook White Paper Appendix (May 19, 2011).pdf 

Maneesha and laura, 

On behalf of Facebook, I am attaching a white paper and associated appendix, and a related 
cover letter. I spoke briefly today with David Vladeck, who suggested that I email these 
documents to you for distribution within the Commission. Hard copies wi ll be delivered 
tomorrow morning. 

Regards, 

Sean 

M. Sean Royall 

GIBSON DUNN 

Gibson, Dunn & Crutcher l lP 

1050 Connecticut Avenue 
NW. Washington. DC 20036 
Tel 202.955.8546 • Fax 202.530.9337 

2100 McKinney Avenue 
Dallas, TX 75201-6912 

Tel +1 214.698.3256· Fax +1214.571.2923 

SRoyall@gibsondunn.com • www.gibsondunn.com 

This message may contain confidential and privileged information. If it has been sent to 
YOli in error, please reply to advise the sender of the error and then immediate ly delete 
thi s message. 
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GIBSON DUNN 

CONFIDENTIAL AND PROPRI ETARY 
RULE 408 SETTLEMENT MATERI AL 

May 19, 2011 

VIA ELECTRONIC AND OVERNIGHT MAIL 

David C. Vladeck, Esq. 
Director, Bureau of Consumer Protection 
Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, D.C. 20580 

Re: Facebook, I flc. 

Dear Mr. Vladeck: 

Gibson, Dunn & Crutcher LLP 

2100 McKinney Aw;nue 

Dallas, TX 75201 -6912 

Tel 214.698.3100 

www.gibsoodunn.com 

M. Sean Royall 
Direct: +1214.698.3256 
Fax: +1 214.571.2923 
SRoyall@9ibsondunn.com 

As you know, Facebook for more than a year has been acti ve ly working with the Bureau of 
Consumer Protection Staff to respond to the Commission's Civil Investigati ve Demand and 
various supplemental in fo rmation requests, and to explore the potenti al for a voluntary 
reso lution of various claims and remedial demands asserted in the Staffs draft compla int and 
proposed consent order. For a period of sixty days concluding earli er thi s week, Facebook 
and its counse l engaged in detail ed di scussions and negoti ations with Staff, hoping to arri ve 
at an agreement on mutually acceptable terms by which thi s matter could be resolved. 
Despite diligent efforts, these Staff·l evel di scuss ions did not yield any final agreement. 
Facebook beli eves the di scuss ions were fruitful in many respects and was prepared to 
continue the process, but the Company's request to extend the negoti ation peri od was denied. 

We understand Staff is now preparing a complaint recommendation that will be forwarded to 
your offi ce upon completion, and that we will have the opportunity thereafter to meet with 
you. Facebook looks forward to interacting directly with you and other senior Bureau 
reoresentati ves and remains committed to investi g:atin g: oossible oaths to settlin g: thi s matter. 
(b)(4); (b)(3):6(f) 

At Staff' s urging, we have until now large ly refrained from commenting upon the merits of 
the underlying claims, or the legal underpinnings of the proposed relief. Yet at thi s juncture 

BrllSSels • Century City ' Dallas' Denver ' Dubai • Hong Kong ' london ' los Angeles' Munich ' New York 
Orange County · Palo Al to ' Pafis . San Ffancisco . 530 Paulo ' Singapore ' Washington, D.C. 
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GIBSON DUNN 

David C. Vladeck, Esq. 
May 19,2011 
Page 2 

CONFIDENTIAL AND PROPRIETARY 
RULE 408 SETTLEMENT MA TERl AL 

we believe it would be productive for the Bureau to consider Facebook's views on these 
issues, which have been set forth in some detail in the attached white paper. You and your 
colleagues may well disagree with many points made in thi s white paper, but it would be 
immensely helpful to li S, as we proceed with senior· level discuss ions, to hear your thoughts 
and reactions. Perhaps you will persuade us to adopt different views on certain important 
issues, or we might succeed in persuading you. Either way, an open, substantive dialogue on 
key issues could help bridge the gaps that remain between our respective positions, and we 
hope you will accept the invitation to engage with us at that leve l. 

Sincerely, 

M. Sean Royall 
MSRljlw 

Attachments 

cc: Eugene Scalia, Esq. 
Ashlie Beringer, Esq. 
Maneesha Mithal , Esq. 
Laura Berger, Esq. 

101080584-1 
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FEDERAL TRADE COMMISSION 

WASHINGTON, D.C. 20580 

THE CHAIRMA~ 

M, Sean Royall , Esq, 
Gibson, Dunn & Crutcher LLP 
2100 McKinney Avenue 
Dallas, TX 75201 -6912 

Dear Mr, Royall: 

June 7, 2011 

This responds to your May 12, 2011 letter concerningl(b)(4); (b)(3):6(f) I 
!b)14)' Ip)13)'6(f) , I I 
appreciate your bringing these concerns to my attention. 

(b)(4); (b)(3):6(f) 

As someone who worked here Sean ou know that we have a hi hi 
profess io n a I staff "b,-,)c.-( 4,,-) ;';7(",b )"(3",),,,: 6",( f!...) ____ -,--_~---,,___---,-,_______,--.--_ 
Nevertheless, I am mindful of the concerns you have raised , and have taken 
appropriate action to address them. 

Again , I appreciate your bringing this matter to my attention . 

epic.org 000066EPIC-18-03-20-FTC-FOIA-20181019-FTC-FB-Additional-Communications-2011



From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 
Importance: 

Nishiguchi, lorraine 
25 Aug 201118:18:05 +0000 
Berger, laura 
Olsen, Christopher;Han, Cora Tung;Beringer, Ashlie;Royall, M. Sean 
Facebook, Inc. 
l. Berger Itr.pdf 
High 

Attached is correspondence addressed to you from S. Ashlie Beringer, dated August 25, 2011, 
regarding Facebook, Inc. Please contact me if you have any questions or concerns. Thank you. 
Lorraine Nishiguchi 
Legal Secretary 

GIBSON DUNN 

Gibson, Dunn & Crutcher LLP 
1881 Page Mil Road. Palo Alto. CA 94304-1211 
l(b)(6) I 
Irb)(6) 1° www.gibsondunn.com 

This message may contain confidential and privileged information. If it has been sent to 
you in error, please reply to advise the sender of the error and then immediately delete 
thi s message. 

epic.org 000067EPIC-18-03-20-FTC-FOIA-20181019-FTC-FB-Additional-Communications-2011



GIBSON DUNN 

CONFIDENTIAL 

August 25, 2011 

VIA ELECTRONIC MAIL 

Laura Berger, Esq. 
Federal Trade Conunission 
601 New Jersey Avenue, NW 
Mail Stop NJ-8122 
Washington, DC 2000 I 

Re: Facebook, Inc. 

Dear Laura: 

Gibson, Dunn &. Crutcher LlP 

1881 Page Mill Road 

Palo Allo, CA 94304·1211 
TeI6SO.849,53O(l 

www.gibson(lunn.com 

S. Ashlie Beringer 
Direct: +1 650.849.5219 
Fax: +, 650.849.5019 
ABeringer@gibsondunn.com 

Client 30993-00008 

This responds to your email of August 24, 2011 . We were surprised by your recent 
statement that Staff sees no point in continued settlement negotiations, particularly given the 
significant progress we have recently made resolving several of the remaining key issues 
with the draft consent order. We also did not understand your decision to cancel our 
scheduled meeting yesterday with Jim Kolun. We requested that meeting because we 

(b)(4); (b)(3):6(f) 

Brussels ' Century Ci ty · Dallas ' Denver · Dubai • Hong Kong ' london ' Los Angeles · Munich ' New York 
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GIBSON DUNN 

Laura Berger, Esq. 
August 25, 2011 
Page 4 

b)(4); (b)(3):6(f) 

b)(4); (b)(3):6(f) IWe are happy to address these issues at the Bureau 
Ulrector level, to the extent that :statt believes the continued discussion of these points would 
be futile. 

Sine 

S. Ashlie Beringer 

SAB/ln 

cc: Christopher Olsen, Esq. 
Cora Han, Esq. 
M. Sean Royall, Esq. 

101139571.1 
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From: Berger, Laura 
Sent: 13 Sep 201118:33:23 +0000 
To: Beringer, Ashlie (ABeringer@gibsondunn.com) 
Cc: Li, Daniel Y. (DLi@gibsondunn.com);Han, Cora Tung;Mohapatra, Manas;Royall, 
M. Sean (SRoyall@gibsondunn.com) 
Subject: Facebook, Inc.; Response to your August 25th letter 
Attachments: SCAN8269_000.pdf 

Hi Ashlie, 

Please find attached a letter responding to your August 25th letter. 

Best, 
Laura 
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\...ilura O. Berger 
Al10mey 
Division of Priv~cy am] Identily Prolectinn 

VIA ELECTRONIC MAIL 

S. Ashlie Beringer 
Gibson, Dunn & Crutcher LLP 
1881 Page Mill Road 
Palo Alto, CA 94304-1211 

Re: Faeebook. Inc. 

Dear Ashlie: 

UNITED STATES OF AMERICA 

FEDERAL TRADE COMMISSION 
WASHINGTON, D.C. 20580 

September 13, 2011 

Direct Dial: 202.326.2471 
Fax: 202.326.3062 
E-mail: Ibcrgerill!tc.gov 

I am writing in response to your letter dated August 25, 2011, regarding our mutual 
efforts to reach a voluntary settlement of allegcd law violations by your client Facebook Inc , , 
("Facebook").I(b)(4); (b)(3):6(f) 
(b)(4); (b)(3):6(f) 

On AUQust 23. 2011. vou stated thattb)(4); (b)(3):6(f) 
b)(4); (b)(3):6(f) 

willin ness to concede these g p omts, and we had made conceSSlOns III res oosc. -Wealscuss p 
these requirements, and Facebook's responses to them, below. 

Your position is reflected in the offer that you emailed tn us on August 23. 2011 ("final Facebook 

ofTer"), and in your August 25th letter (collectively, "Facebook's responses"). 
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b)(4); (b)(3):6(f) 

Your letter is certainly correct that we have made substantial progress in addressing 
outstanding issues in these negotiations. Although we are moving ahead with our complaint 
rcconm1endation, we welcome the opportunity for further progress within the parameters 
outlined above. 

Sincerely, 

~~.~Y' 
Laura D. Berger 

-4-
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From: 
Sent: 
To: 
Cc: 
Sean;li, Daniel Y. 
Subject: 
Attachments: 

Hi Laura -

Beringer, Ashlie 
20 Sep 2011 21:08:42 +0000 
Berger, Laura 
Olsen, Christopher;Han, Cora Tung;Mohapatra, Manas;Royall, M. 

Response to your September 13, 2011 letter 
9-20-11ltr to L Berger.pdf 

"m forwarding a response to your September 13, 2011 letter. Let me know if you'd like to 
arrange a time to follow up on these issues once you've had an opportunity to review this 

internally. 

Best, 
Ashlie 
Ashlie Beringer 

GIBSON DUNN 

Gibson, Dunn & Crutcher LLP 
1881 Page Mill Road, Palo Alto, CA 94304-1211 
Tel +1 650.849.5219 ' Fax +1650.849.5019 
ABeringer@gibsondunn.com • www.gibsondunn.com 

This message may contain confidential and privileged information. If it has been sent to 
you in error, please reply to advise the sender of the error and then immediately delete 
this message. 
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GIBSON DUNN 

CONFIDENTIAL SETTLEMENT COMMUNICATION 

September 20, 2011 

Via Electronic Mail 

Laura D. Berger, Esq. 
Federal Trade Commission 
601 New Jersey Avenue, NW 
Mail Stop NJ-8122 
Washington, DC 2000 I 

Re: Facebook, Inc. 

Dear Laura: 

Gibson, Dunn & Crutcher LlP 

1881 Page MIll Road 

Palo Alto, CA 94304-1211 

Tel 650.849.5300 

www.gibsonaunn.com 

S. Ashlie Beringer 
Direct 650.849.5219 
Fax: 650.849.50j9 
ABerioger@gibsoodunn,com 

Client C 30993-00008 

Thank you for your letter of September 13, 2011. We wanted to clarify and respond to a few 
points raised in your letter, before outlining a possible path forward given the respective 
positions outlined in our recent correspondence. 

(b)(4); (b)(3):6(f) 

Brusse ls · Century CIty ' Dallas ' Denver' Duba, • Hong Kong · London · Los Angeles' MUnich · New York 

Orange County· Palo Alto· Paris' San FranCISCo ' S~ Paulo ' Smgapore' Washmgton, D.C. 
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GIBSON DUNN 

Laura D. Berger, Esq. 
September 20, 201 1 
Page 4 

b)(4); (b)(3):6(f) 

We believe It would be productive to explore the potent ial to resolve the few, but important, 

b)(4); (b)(3):6(f) We are avai lable to discuss these issues 
~u"""'e"r"w"I""""arrrr,o"r"w=1 hT"'e"'''u''re~a"'U~I~re"'c~' oor·,T1r..!preferable) at your convenience. 

Very ,r ~y yours, 

S 
S. Ashlie Beri nger 

SAB/ln 

cc: Cora Han, Esq. 
Chris Olson, Esq. 
M. Sean Royall, Esq. 
(via electronic mail) 

1011 53989.1 

epic.org 000075EPIC-18-03-20-FTC-FOIA-20181019-FTC-FB-Additional-Communications-2011




