Case 1:18-cv-00942-TJK Document 18-6 Filed 06/14/19 Page 1 of 178

Exhibit 5

Case 1:18-cv-00942-TJK Document 18-6 Filed 06/14/19 Page 2 of 178

UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

W. Ashley Gum
Assistant General Counsel
Office of General Counsel

Direct Dial: 202-326-3006
Fax: 202-326-2477
E-mail: wgum@ftc.gov

October 12, 2018
BY ELECTRONIC MAIL
Alan Butler
Senior Counsel
Electronic Privacy Information Center
1718 Connecticut Ave., N.W. Suite 200
Washington, D.C. 20009
(202) 483-1140 x103
butler@epic.org
Re:

Electronic Privacy Information Center v. Federal Trade Commission,
Civil Action No. 18-942 (D.D.C.)

Dear Mr. Butler:
I have enclosed the Federal Trade Commission’s production of documents and
information in accordance with the July 26, 2018 Joint Status Report (“JSR”) in the
above-captioned matter. This material represents 175 partially redacted pages of
material responsive to the final category of EPIC’s initial FOIA request (FTC FOIA
No. 2018-00666) (i.e., “All records of communications between the FTC and
Facebook regarding the Facebook Assessments.”).
As you review this material, please note that some documents reflect
redactions requested or made by Facebook and PriceWaterhouseCoopers, the
auditor that prepared the Facebook Assessments (collectively, “Submitters”). The
FTC remains engaged in discussions with these Submitters regarding the scope and
applicability of the laws governing confidentiality of materials obtained by the
agency. See, e.g., 15 U.S.C. § 46(f). To the extent that these discussions reveal
unsupported redactions, the FTC will furnish EPIC with unredacted documents,
after providing statutorily prescribed notice to the Submitters of its intent to
disclose them.
Given the current posture of the above-captioned matter, please address any
questions or concerns to the FTC’s attorney of record, Mark Nebeker. You can
reach Mr. Nebeker at:
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W. Mark Nebeker
Assistant United States Attorney
Civil Division
555 4th Street, N.W.
Washington, DC 20530
(202) 252-2536
Sincerely,
/s/ W. Ashley Gum
cc:
Mark Nebeker, Assistant United States Attorney (letter only; by e-mail to
Mark.Nebeker@usdoj.gov)
Lisa Gomes, Attorney, Office of General Counsel (letter only; by e-mail to
lgomes@ftc.gov)
Mark Brier, Attorney, Office of General Counsel (letter only; by e-mail to
mbrier@ftc.gov)

2
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From:

Sent:
To:

Cc:
Subject:
Attachments:

Beringer, Ashlie
2 Nov 2011 23:50:32 +0000
Berger, Laura
Han, Cora Tung;Mohapatra, Manas;U, Daniel Y.
Signature pages
[Untitled[.pdf

Hi Laura "m forwarding Facebook's signatures on the final consent order, and I will forward the original
signatures to you by mail once I have them. As we discussed, I would be grateful if someone
could notify us once the Commission has approved the order and before this becomes part of
the public record.
Thanks again for your patience and professionalism throughout this process. We are pleased
that we were able to conclude an agreement with Staff and look forward to a productive
relationship in the years ahead.
Best,
Ashlie
Ashlie Beringer

GIBSON DUNN
Gibson , Dunn & Crutcher llP
1881 Page Mill Road. Palo Alto . CA 94304-1211
Tel +1 650.849.5219 ' Fax +1650.849.5019
ABeringer@gibsondunn.com • www.gibsondunn .com

This message may contain confidential and pri vileged information. If it has been sent to
you in error, please reply to advise the sender of the error and then immediately del ete
this message.
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UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION

In the Matter 'o f

)
)
)

F ACEilOOK, INC.,
a corporation.

)
)
)
)

FILENO:
AGREEMENT CONTAINING
CONSENT ORDER

The Federal Trade Commission has conducted an investigation of certain acts arid
practices ofFacebook. Inc. ("Facebook". Proposed Respondent, baving been represented by
counSel. is wjlling to enter into an agreement containing a conseDt order resolving the allegations
contained in the attached draft complaint. Therefore.
IT IS HEREBY AGREED by and between Facebook, its duly authorized offi=, and

counsel for the.Federal Trade Commission that:

t.

Proposed Respondent is a Delaware corporation with its principa1 office or place of
business at 1601 S. California Avenue, Palo Alto, California, 94304.

2.

Proposed Respondent.admits all the jurisdictional facts set forth in the draft complaint.

4.

Proposed Respondent waives:

5.

A.

any further procedural steps;

B.

the.requirement that the Commission's decision contain a statement of findings of
fact and conclusions of law; and

C.

all rights to seekjudiciaJ review or otherwise to challenge or contest the validitY
of the order entered pursuant to this agreement

This agreement shall not become part of the public record of the proceeding unless and
until it is accepted by the Commission. If this agreement is accepted by the Commission.
it, together with the draft complaint, will be.placed on the public record for a period of
thirty (30) days and infonnation about it publicly released. The Commission thereafter
may either withdrawJts acceptallce of this agreement and so notify proposed Respondent,
in which event it will take such action as it may consjder appropriate, or issue and serve
its complaint (in such fonn as the circwnstances may require) and decision in disposition
of the proceeding.
.
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6.

This agreement is for settlement purposes only and does not constitute an admission by
proposed Respondent that the law has been violated as alleged in the draft complaint. or
that ·the facts as alleged in the draft complaint. other than the jurisdictional facts, are true.
Proposed Respondent expressly denies the allegations set forth in the complaint, except
for the jurisdictional facts.
.

7.

This agreement contemplates that, if it is accepted by the Commission, and if such
acceptance is not subsequently withdrawn by the Commission pursuant to the provisions
of Section 2.34 of the Commission's Rules, the Commission may, without further notice
to proposed Respondent, (I) issue its complaint corresponding in fonn and substance
with ¢e attached draft complaint and its decision containing the following order in
disposition of the proceeding. and (2) make infonnation about it public. When so
entered. the order shall have the same force and effect and may be altered, modified, or
set aside in the same manner and within the same ti.n)e provided by statute for other
orders. The order shall become final upon service. Delivery of the complaint and the
decision and order to proposed Respondent's address as stated in this agreement by any
means specified in Section 4.4{a) of the Commission's Rules shall constitute service.
Proposed Respondent waives any right it may have to any other means of service. The
complaint may be used in construing the tenns of the order, and no agreement.
. understanding, representation, or interpretation not contained in the order or the
agreement may be used to vary or contradict the terms of the order.

8.

Proposed Respondent has read the draft complaint and consent order. Proposed
Respondent understands that it may be liable for civil penalties in the amoupt provided by
law and other appropriate reHeffor each violation of the order after it becomes final.

ORDER
DEFINITIONS
For purposes of this order, the following definitions shall apply:
1.

Unless otherwise speCified, "Respondent''' shall mean Facebook, its successors and
assigns. For purposes of Parts I, n, and m of this order, "Respondent" shall also mean
Facebook acting directly, or through any corporation, subsidiary, division, website, or
other device.

2.

''Commerce'' shall be defined as it is defined in Section 4 of the.Federal Trade
Commission A~, 15 U.S.c. § 44.

3.

"CIear(ly) and prominent(ly)" shall mean:
A.

in textUal communications (e.g., printed publications or words displayed on the
screen of a computer or mobile device), the. required disclosures are of a type.
size, and location sufficiently noticeable for an ordinary consumer to read and
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comprehend them, 4t print that conttasts highly with the background on which
they appear;
.
B.

in communications disseminated orally or through audible means (e.g., radio or
streaming audio), the required disclosures are delivered in a volume and cadence
sufficient for an ordinary consumer to bear and comprehend them;

c.

in communications disseminated through video means (e.g., television or
streaming video), the required disclosures are in writing in a form consistent with
subpart (A) of this definition and shall appear on the screen for a duration
sufficient for an ordinary consumer to read and comp~hend them, and in the
same language as the predominant language that is used 10 the communication;
and ·

D.

in all instances, the required disclosures: (l) are presented in an understandable
language and syntax; and (2) include nothing COl).ttary to, inconsistent with, or in
mitigation of any statement contained·within the disclosure or within ·any
docwnent linked to or referenced therein.

4.

"Covered information" shall mean infonnation from or about an ~dividual consumer
including, but not limited to: (a) a first or last name; (b) a home or other physical address,
including street name and name of city or town; (c) an email address or other online
contact infonnation, such as an instant messaging iJser identifier or a screen name; (d) a
mobile or other telephone number; (e) photos and videos; (f) 41temet Protocol ("IP")
address, User ID or other persistent identifier; (g) physical location; or (h).any
information combined with any of (a) through (g) above.

5.

''Nonpublic user information" shall mean covered infonnation that is restricted by one or
more privacy setting(s).

6.

"Privacy setting" shall include any control or setting provided by Respondent that allows
a user to restrict which individuals or entities can access or view covered infonnation.

7.

"Representatives" shall mean Respondent's officers, agents, servants, employees,
attorneys, and those persons in active concert or p8rtlcipation with them who receive
actual notice of this Order by personal serv~ce or otherwise.

8.

"Third party" shall mean any individual or entity that uses or receives covered

information obtained by or on behalf of Respondent, other than: (1) a service provider of
Respondent that (I) uses the covered information for and at the direction ofRespendent
and no other individual or entity and for no other purpose; and (ii) does not disclose the
covered information, or any individually identifiable infonnation ~erived from such
covered infonnation, except for, and at the direction of, Respondent, for the purpose of
providing services requested by a user ·and for no other purpose; or (2) any entity that-.
uses the covered information only as reasonably necessary: (i) to comply with applicable
law, regulation; or legal process, (ii) to enforce Respondent's terms of use, or (iii) to
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detect. prevent. or mitigate fraud or security vulnerabilities.
9.

"User" shall mean an identified individual from whom Respondent has obtained
information for the purpose of providing access to Respondent's products and services.

I.
IT IS ORDERED that Respondent and its representatives, in connection with any
prOduct .or service, in or affecting commerce, shall not misrepresent in any manner, expreSsly or
by implication, the extent to which it maintains the privacy or security of covered infonnation, .
including, but not limited.to:

A.

its collection or disclosure of any covered information;

B.

the extent to which a consumer can control the privacy of any covered
information maintained by Respondent and the steps a consumer must take to
impl~ment such controls;

c.

the extent to whicb Respondent makes or bas made covered informatio.n
accessible to third parties;

D.

the steps Respondent takes or has taken to verify the privacy or security
protections that any third party provides;

E.

the extent to which Respondent makes or has made covered information
accessible to any third party fonowing deletion or termination of a user's account
with Respondent or during such time as a user' s 'account is deactivated or
suspended; and

F.

the extent to which Respondent is a member ot adheres to, complies with, is
certified by, is endorsed by, or otherwise participates in any privacy, security, or
any other compliance program sponsored by the government or any third party,
including. but not limited to, the U.S.-EU Safe Harbor Framework.
D.

IT IS FURTHER ORDERED that Respondent and its representatives, in connection
with any product or service, in or affecting commerce, prior to any sharing of a user's
nonpublic user information by R~spOndent with any third party, which materially exceeds the
restrictions imposed by a user's privacy setting(s), shall:
A.

clearly and prominently disclose to the user, separate and apart from any "privacy
poLicy," "data use policy," "statement of rights and responsibilities" page, or other
similar docwnent: (1) the categories of nonpublic user information that will be
disclosed to such third ~es, (2) the identity or specific categories of such third
parties, and (3) that suc~ sbaring exceeds the restrictions imposed by the privacy
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setting(s) in effect for the user; and
B.

obtain the user's ~ve express consent.

Nothing in Part II will (1) limit the applicability of Part I of this order; or (2) require Respondent
to obtain affirmatiye express consent for sharing of a user's nonpublic user infonnation initiated
by another user authorized to access such information, provided that such sharing does not
materiaUy exceed the restrictions imposed by a user's privacy setting(s). Respondent may seek
modification of this Part pursuant to 15 U.S.C. §45(b) and 16 C.F.R. 2.51(b) to address relevant
developments that affect compliance with this Part, including, but not limited to, technological
changes and changes in methods of obtaining affinnative express consent. ,

m.
IT IS FURTHER ORDERED that Respondent and its representatives, in
connection with any product or service, in or affecting commerce, shall. no later than sixty (60)
days after the date of service of this order, implement procedures reasonabJy designed to e~re
that covered information cannot be accessed by any third party from servers under Respondent's
control after a reasonable period of time, not to exceed thirty (30) days, from the time that the
user has deleted such infonnation or deleted or terminated his or her account, except as required
by law or where necessary to protect the Facebook website:or'its users from -fraud or illegal
activity. Nothing in this paragraph shal,! be construed to require Respondent to restrict access to '
any copy of a user's covered information that has been posted to Respondent's websites or
services by a user other than the user who deleted such information or deleted or terminated such
account.
IV.
'IT IS FURTHER ORDERED that Respondent shaU, no later than the date of service of
this order. establish and implement, and thereafter maintain, a comprehensive privacy pr6gram
that is reasonably designed to (1) address privacy risks related to the development and
management of new and existing products and services for consumers, and (2) protect
privacy and confidentiality of covered information. Such program, the content and
impiementation.ofwhich muSt be documented in writing, shall contain controls and procedures
appropriate to ;Respondent's size and complexity, the nature and scope of Respondent's
.
activities. and the sensitivity of the covered information. includin~:

the

A.

the designation of an employee or employees to coordinate and be responsible for
the privacy program.

B.

the identification of reasonably foreseeable, material risks, both internal and
external, that could result in Respondent's unauthorized collection. use, or
disclosure of covered information and an assessment of the sufficiency of any
safeguards in place to control these risks. At a minimum, this privacy risk
assessment should include consideration of risks in each: area of relevant
operation, including. but not limited to: (1) employee training and management,
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including training on the requirements of this order, and (2) product design,
dev.elopment, and research.
C.

the design and implementation of reasonable controls and procedures to address
the risks identified through the privacy risk assessment, and regular testing or
. monitoring of the effectiveness of those controls and procedures.

D.

the dev.elopment and use of reasonable steps to select and retain service providers
capable of appropriately proteciing the privacy of covered infonnation they
receive from Respondent and requiring servi~ providers, by contract, to
implement and maintain appropriate privacy protections for such covered
information.
.

E.

the evaluation and adjustment of Respondent's privacy program in light of the
results of the te~ting and monitoring required by subpart C, any material changes
to Respondent's operations or business arrangements, or any other circumstances
that Respondent knows or has ~n to know may have a material impact on the
effectiveness of its privacy program.

v.
IT.IS FURTHER ORDERED that, in connection with its compliance with Part IV of
this order, Respondent shall obtain initial and biennial assessments and reports ("Assessments")
from a qualified, objective, independent third-party professional, who uses procedures and
standards generally accepted in the profession. A. person qualified to prepare such Assessments ·
shall have a minimum of three (3) ·years of experience in the field of privacy and data protection.
All persons selected to conduct sucli Assessments and prepare such reports shall be approved by
the Associate Director for Enforcement, Btireau of Consumer Protection, Federal Trade
Commission, Washington, D.C. 20580, in his or her sole discretion. Any decision not to approve
person selected to conduct such Assessments shall be accompanied by a writing setting forth in
detail the reasons for denying such approval. The reporting period for the Assessments shall
cover: (1) the first one hundred and eighty (180) days after service of the order for the initial
Assessment, and (2) each two (2) year period thereafter for twenty. (20) years after service of the
order for the biennial Assessments. Each Assessment shaH:

a

A.

set forth the specific privacy controls that Respondent has implemented and
maintained during the reporting period;

B.

explain how such privacy controls are appropriate to·Respondent's size and
complexity, the nature and scope of Respondent's activities, and the sensitivity of
the covered inforritation;

C.

explain how the privacy controls that have been implemented meet or exceed the
protections required by Part IV of this order; and

D.

certify that the privacy controls are operating with sufficient effectiveness to
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provide reasonable assurance to protect the privacy of covered information and
that the controls have so operated throughout the reporting period.
Each Assessment shan·be prepared and completed within sixty (60) days after the end of the
reporting period to which the Assessment applies. Respondent shall provide the initial
Assessment to the Associate Director for Enforcement, Bureau of Consumer Protection, Federal
Trade Commission, Washington; D.C. 20580, within ten (10) days after the Assessment has been
prepared. All subsequent biennial Assessments shall be retained by Respondent until the order is
terminated and provided to the Associate Director of Enforcement within ten. (1 0) days of
request.
VI.

IT IS FURTHER ORDERED that Respondent shall tp.aintain and upon request make
available to the FederaJ Trade Commission for inspection and copying, a print or electronic copy
of.
A.

for a period of three (3) years from the date of pr~tion or dissemination,
whichever is later, all widely disseminated statements by Respondent or its
representatives that describe the extent to which Respondent maintains and
protects the privacy. security, and confidentiality of any covered information, .
including, but not limited to, any statement related to a change in any website or
service controlled by Respondent that relates to the privacy o~ such infonnation,
·along with all materials relied upon in making such statements. and a·copy of
each materially different privacy setting made available to users;

B.

fOTa period of six (6) months from the date received, all consumer complaints
directed at Respondent or fOlWarded to Respondent by a third party, that relate to
the conduct prohibited by this order and any responses to such com.plaints; .

C.

for a period offive (5) years from the date received, any documents. prepared by
or ali behalf of Respondent, that contradict. qualify. or call into question
Respondent's compliance with this order;

D.

for a period of three (3) years from the date of preparation or disSemination,
whichever is tater, each materially different document relating to Respondent's
attempt to obtain the consent of users referred to in Part n above, along with
documents and infonnation sufficient to show each user's consent; and documents
sufficient to demonstrate, on an aggregate basis, the number of users for whom
each such p.rivacy setting ~as in effect at any time Respondent has attempted to
obtain and/or been required to obtain such consent; and

E.

for a period of three (3) years after the date of preparation of each Assessment
required under Part V of this order, all materials relied upon to prepare the
Assessment. whether prepared by or on behalf of Respondent. including but not
limited to all plans, reports, studies, reviews, audits, audit trails, policies, training
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materials, and assessments. for the compliance period covered by such
Assessment
VB.
IT IS FURTHER ORDERED that Respondent shall deliver a copy of this order to (I)
all current and future principals, officers, directors, and managers; (2) current and future
employees, agents. and representatives having supervisory responsibilities relating to the subject
matter of this order, and (3) any business entity resulting from any change in structure set forth in
Part VDI. Respondent shall deliver this order to such current personnel within thirty (30) days
after service o(this order, and to such future personnel within thirty (0) days after the person
assumes such position or responsibilities. For any business entity resulting from any change in
structure set forth in Part VIII. delivery shall be at least ten (10) days prior to the change in
structure.

all

VIII.

IT IS FURTHER ORDERED that Respondent shall notify the Commission within
fourteen (14) .days of any chailge in Respondent that may affect compliance obligations arising
under this order. including, but not limited to, a dissolution, assignment, sale. merger. or other
action th8t would result in the emergence of a successor corporation; the creation or dissolution
of a subsidiary, parent, or affiliate that engages in any acts or practices subject to this order; the
proposed filing of a bankruptcy petition; or a change in either corporate name or address. Unless
otherwise directed by a representative of the Commission, all notice;s required by this Part shall
be sent by overnight courier (not the U.S. Postal Service) to the Associate Director of
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania
Avenue NW, Washington, D.C. 20580, with the subject line In (he Matter ofFacebook, Inc. ,
FTC File No.[ ]. Provided, however, that in lieu of overnight courier, notices may be'sent by
first-class mail, but only if an electronic version of any such notice is contemporaneously sent to
the; Commission at Debrief@ftc.gov.

IX.
IT IS FURTHER ORDERED that Respondent, within ninety (90) days after the date of
service of this order, shaH file with the Commission a trUe and accurate report, in writing, setting
forth in detail the manner and form of their own compliance with this order. Within ten·(lO)
days of receipt of written notice from a representative of the Commission, Respondent shall
submit additional true and accurate written reports.

x.
This order will temiinate twenty (20) years from the date of its issuance, or twenty (20)
years from the most recent date that the United States or the Federal Trade Commission files a
. complaint (with or without an accompanying consent decree) in federal court alleging .any
violation of the order, whichever comes later; provided, however, that the filing of such a
complaint will not affect the duration of:
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A.
B.

any Part .of this order that terminates in fewer than twenty (20) years; and
this order if such complaint is filed after the order has terminated pursuant to this

Part.
PruvUMd,jurlher, that if such complaint is dismissed or a federal court rules that Respondent did
Dot violate any provisioo. of the order; and the dismissaJ or ruling is either.DOt appealed or upheld
OD appeal, then the order will terminate according to this Part as though the complaint had never
been filed, except that this order will not terminate between the date such complaint is filed and
the later of the deadline for appealing such dismissal or ruling and the date such dismissal or
ruling is upheld on appeal.
Signed this _ _ _ day of _ _ _ __ _~. 201 1.

FACEBOOK, INC.

By:

S.~
S. ASIILIE BERINGER .

Gibson, Dunn & Crutcher l.LP

Counsel for Facebook, Inc.

"---:-2.

r

~./~)

Gibson, Dwm & Crutcher LLP
Counsel for Faceboo~ Inc.

TIIEODORE W. ULLYOT .
Genetal. Counsel

Faceboolc. Inc.

FEDERAL TRADE COMMISSION.

LAURA D. BERGER
Counsel for the Federal Trade Commission

CORA ruNG HAN

Counsel for the Federal Trade Commission

MANAS MOHAPATRA
.CoWlsel for the Foderal Trade Commission
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APPROVED:.

MANEESHA MITHAL
Associate Director
Division of Privacy and Identity Protection

DAVID C. VLADECK

Director
Bureau of Consumer Protection

CHRISTOPHER N. OLSEN
Assistant Director
Division of Privacy and Identity Protection
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CONFIOEHTIA~

April 22. 2013
VIA EMA IL AND FEDERAL EXPRE_SS

JAmes A. Kohm Esq.
AssociRle Director for the Division of Enforcement
Bureau of Consumer Protection
Fedeml Trade Commission
600 I'cnnsylvania A\cnuc. N.W.
Washington. DC 20850
Re:

In r~

Fuc~book.

Inc..

rrc Docket No. C....065

Dear Mr. Kohm:
In accordance \\ith Pan V of the Decision and Order entered in In r~ facebook. Docket
No. C4365 (Jul) 27. 2012) rFTC Order-). enclosed please find a copy orthe assessment and
repon ("AsscsMnenC). prepared b} a qualified. objccli\c. indepcndentlhird-pan} professional
("Indepenck:nl ASSl.--sson. examining lhe suffieienq of lhe ]'ri\"OC) controls that Facebook
maintained during the period from Augusl 15.201210 February II. 2013. We arc plcased thai
the Assesslllent concludes that our Privacy Program was operating em'elh cl} througoout the
reponing period. This conclusion is based on an exhausthe c;.;amination of our program.
conducted in accordAncc with allL'Station standards established b} the American Institutc of
Certified Public Aceounlnnls rAICPA").
The Fllcebook I'rinty Ilrog..-a m
I)rivac), is ccntral to C\ 1.'1) thing \\e do al Faccbook. Since OUT founding less than Il
decade ago. \\c ha\ I.' worked to develop pmctices and procedures IMt ensurc Ihat peoplc's
personal infommtion is safe. secure. and used in accordance with their sharing scttings and
choices. Our privac) cHarts TCCei\ed a substantial boost in 2011 Ilnd 2012. "hen the Dala
Protection Commissioner ("DPC') in IrelAnd. \\here Fatebook's internationAl headqllllners is
IOCRled. undertook the first major gO\ emmenta] TCvie\\ of an internet company's compliance
with European data protection la\\. That TC\'ic\\ resulted in two comprchensi\e audit reports that
documentcd Filecbook's controls. addressed and rejected a number of mispcrceptions about how
Facebook approaches printC} , and identified areas \\here we can continue to impro\·e. Facebook
Ireland. Ltd" continues to work closely with the DPC to ensure ongoing compliance with EU
pri\at} and data protcction la\\.
The Privacy Progmm reflected in the allacbt.-d Assessment built upon our work with the
Irish OPC. In dc\eloping our program. we \\enl bc}ond the general requiremcnts sct out in
Section IV of the FTC Order and lc\eraged the Generally Accepted Pri\3C} Principles
\601 WlIow~, Ml'IIIII PMI!, CMIfomIa Mn5

650.5.0.«XI 1M

650.541.4801 ' IIX
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("GAPP"), a comprehensive framework created by the AICPA and Canadian Institute of
Chartered Accountants. The GAPP framework is the most comprehensive standard for priV:lcy
programs, derived from ten internationally-recognized information principles, including notice,
choice and consent. access obligations. and limitations on the use. retention. disposal, and
diselosure of personal infornlation. We used the GAPP principles and criteria as a guide in
developing Ollr own company-specific privacy assertions and controls. Key features of our
program include: (a) the designation of rcsponsible employees. including an cxpericnced Privacy
Governance Team. (b) comprehensive awareness and training for all employees, appropriate to
their job functions, (c) considcration of privacy issues throughout the development process (i.e.,
"privacy by design'"). (d) robust security for privacy controls. (e) safeguards for Platfoml
developers. (f) screening and contractual obligations for service providers, and (g) assessment
and integration of acquisitions.
We also have invested in building innovative tools that provide people with control over
the sharing of their information. Our Per-Object Privucy controls and Granular Data Permissions
model. for exumple, enable users to choose, at Ihe time of sharing. Ihe specific audience for each
piece of content they share and 10 have direct visibility into Ihe infommlion aVllilnble to
applications they usc. Likewise. our Data Use Policy presents layered content. practical
headings and screenshots to help uscrs undcrstand how the infonn:t\ion Ihey provide is uscd and
shared. We havc strengthened existing control~. like Activity Log. which allows people to son.
review. delete or hide the things they post on Facebook . In addition, we continue to luunch new
controls. such as our privacy shortcuts. which arc located at the tOp of most pages on Facebook
and allow users to quickly access key settings and easily visit their main settings page. We
believe these tools demonstrate our commitment to achieving the balance users want between
sharing infonnation quickly and easily while 1l111intaining lIppropriate privacy and control.
Intlcpendent Asses.mlcn'
Thc attached report is a comprehensive assessment of our Pri\'lIcy Progmm. II documents
our assertions and controls and. for cacho describes the testing procedures used to gauge \\hethcr
the control was operating elTcctively. The Assessment also idcntifies areas where control desi 'n
and/or opermin ' elTectiveness clln continue to improve. This report follow~( b) ( 4) "

(b)(4); (b)(3):6(f)
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l(b)(4); (b)(3):6(f)
At Fncebook, we put privacy at the core of our mission. The attached Assessment
renflimls ollr commitment to implementing meaningful and effective privacy and security
comrols. While the Assessment reflects ollr years of privacy and security innovation nnd
expertise. we view this commitment as ongoing. We will continue to work to meet the changing
and evolving needs of our users and \0 put user privllcy and security at the cenler of everything
we do. The Privacy Program - lind the Asscssmenl - provide a clear. positive framework lor
Fnccbook \0 move forward in this pursuit.

• • •
HClluest ror Confidentiality

Pursuant to 16 c.r.R. § 4. 1O(aX2), we have enclosed two versions or the AS5Cssmcnl - a
confidential version thai contains highly confidcntiul Faccbook and Independent Assessor
commercial and trade secret information, and a non-conlidential version that redacts such
inf0n11ation.
The redacted text contains detailed tradc secret infomlation regarding the design and
tesling of the Fllccbook Privacy Program. We bclie\'c thaI release of the redacted information
would place user information at ri sk, as it would revenl detailed infonllution regllrding Ihe
specific strengths nl\d possible limitations of the Facebook Pri vacy Program to hackers and othcr
third parties that may attempt to infiltrate our systcm in the future. Furthermore. public
disclosure of this information would place both Facebook and thc Independent Assessor at a
competitive disadvantage vis-a-vis competitors. who could IISC thc informntionlO mimic
Faeebook's industry-leading development processes or the Independent Assessor's proprietary
testing protocols.
For these rellsons. we respeclfully requeslthat the Commission Ireat Ihc redacted
infonnation as confidential and nOI subject to the Freedom of Infonnation Act. pursllllJllto 5
U,S,c. § 552(b)(4),

• • •
We hope that you find the infomlUlion above and Ihe enclosed Assessment infomlative.
Please do nOI hesitate 10 eontael us should yOll have any questions.
Sincerely.
, L.<."'....A

(1, J.

c:..

Michael Richter
Chief Privacy Officer. Product

h.- /I I:;
r-

'I"~gan
E' rln

Chief Privacy Officcr. Policy

1601 Willow RoM, Menlo Pari<, (allfom~ 9~5
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April 22. 2013
VIA EMAIL AND FEDERAL EXPRESS
James A. Kohm Esq.
Associate Director for the Division of Enforcement
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylv!lllia Avenue. N.W.
Washington. DC 20850
Re:

In re FlIcebook. Inc.. FTC Docket No. C-4365

Dear Mr. Kohm:
In accordance with Part V of the Decision and Order entered in In re Facebook. Docket
No. C-4365 (July 27. 2012) ("FTC Order"). enclosed please fioel a copy of the assessment and
report C"Assessment"). prepared by a qualified. objective. independent third-party professional
("Independent Assessor"). examining the sufficiency of the pri\'acy controls that Faccbook
maintained during the period from August 15.2012 to Februar) II. 2013. We arc pleased that
the Assessment concludes that our Pri\'acy Program was operating effectively throughout the
reporting period. This conclusion is based on an exhaustive examination of our program.
conducted in accordance with attestation standards established by the American Institute of
Certified Public Accountants ("AI CPA ").
The Facebook Pri\'lIcy Program
Privacy is central to ever)·thing we do at Facebook. Since our founding less than a
decade ago. we have worked to develop practices and procedures that ensure that people's
personal infonnation is safe. secure. and used in accordance with thcir sharing settings and
choices. Our privacy efforts received a substantial boost in 201 1 and 2012. when the Data
Protection Commissioner ("DPC') in Ireland. where Faccbook's international headquarters is
located, undertook the first major governmental review of an internet company 's compl iance
with European data protection law. That review resulted in two comprehensive audit reports that
documented Facebook's controls. addressed and rejected II number of misperceptions about how
Facebook approaches privacy. and identified areas \\'here we can continue to improve. Facebook
Ireland. Ltd .. continues to work closely with the DPC to ensure ongoing compliance with EU
privacy and data protection law.
The Privacy Program reflected in the attached Assessment built upon our work wilh the
Irish DPC. In developing our program. we \\enl beyond the general requirements set out in
Section IV of the FTC Order and lewraged the Generally Accepted Privacy Principles
1601 Willow Road,.-..to Pari<, c.tlfomLa Ml25
650 ....3.4800 ttl 650 .... 3.4801 - lax
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('·GAPP"). a comprehensh'e framework created by the AICPA and Canadian Institute nf
Chanercd Accountants. The GAPP framework is the most comprehensive standard for privacy
programs. derived from ten internationally-recognized infonnation principles. including notice.
choice and consent. access obligations, and limitations on the use. retention, disposal, and
disclosure of personal infornlation. We used the GAPP principles and criteria as a guide in
developing our own company-specific privacy assenions and controls. Kcy features of our
program include: (a) the designation of responsible employees. including an experienced Privacy
Governance Team. (b) comprehensive awareness and training for all employees. appropriate to
their job functions. (c) consideration of privacy issues throughout the development process (i.e ..
"privacy by design"). (d) robust security for pri\'ocy controls. (e) safeguards for Platfonn
developers. (f) screening and conlrnctual obligations for service providers. and (g) assessment
and integration of acquisitions.
We also have im'ested in building innovative tools thnt provide people with control over
the sharing of their infonnation. Our Per-Object Privacy controls and Granular Data Pernlissions
model. for example. enable users to choose. at the time of sharing. the specific audience for each
piece of content they share and to ha\e direct visibility into the infonnation available to
applications they usc, Likewise. OUT Data Use Policy presents layered content. practical
headings and screenshots to help uscrs understand how the infom13tion they provide is used and
shared. We have strengthened existing controls. like Acti\ity Log. ",hich allows people to son.
review. delete or hide the things they post on Facebook. In addition. we continue to launch ne\\
controls. such as our privacy shonculS. which are located at the top of most pages on Faccbook
and allow uscrs to quickly access key settings and easily visit their main scuings page. We
believe these tools demonstrate our commitment \0 achieving the balance users want between
sharing infonnation quickly and easily "'hile maintaining appropriate privacy and control.
Independent Assessment
The auached report is a comprehensive assessment of our Privacy Program. It documents
our assenions and controls and. for each. describes the testing procedures used to gauge whether
thc control was operating effecti \>ely. The Assessment also identifies areas \\here control desi!!.n
and/or operating effcctiveness can conlinue 10 improve· l(b)( 4) ; (b )(3):6(f)

b)(4); (b)(3):6(f)
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l(b)(4); (b)(3):6(f)
At Facebook. we put privacy at the core of our mission. The attached Assessment
reallimls our commitment 10 implementing meaningful and effective privacy and security
controls. While the Assessment reflects our years of privacy and se<:uril)' innovation and
expertise. we view this commitment as ongoing. We will continue to work to nleet the ch:anging
and evolving needs of OUT users and to pul user privacy and security at the ccnlerOr c\'crything
we do. The Pri vacy Program - and the Assessment - provide a clear. positive framework for
Facebook \0 move forward in this pursuit

•••
Request ror Confidentiality

Pursuant to 16 C.F.R. § 4.10(a)(2). we have enclosed h\o versions Oflhl' Assessment - a
confidential version that contains highty confidential Facebook and Independent Assessor
commercial and trade secret information, and a oon-confidential version that redacts such
infonnation.
The redacted Icxl contains detail~d trade secret infonnation regarding the design and
testing of the Facebook Privacy Program. W~ believe that release of the redacted infonnation
would place user infonnation at risk. as it would reveal detailed infonnation regarding the
speci fic strengths and possible limitations of the Facebook Pri vacy Program to hackers and other
third parties that may attempt to infiltrate our system in the future. Funhennore. public
disclosure of Ihis information would place both Facebook and the hldependenl Assessor 01 a
compeliti\'e disadvantage \·is-a-viseompetitors. \\ho could usc the information to mimic
Facebook's industry-leading development processes or the Independent Assessor's proprietary
lesling protocols.
For these reasons. we respectfully request that the Commission treat the redacted
infomlDtion as confidential and not subject to the Freedom of lnfonnation Act. pursuant to 5
U.S.C. § 552(bX4).

•••
We hope that you find the information above and the enclosed Assessment informative.
Please do nol hesitate to contact us should you ha\e any questions.
Sincerely.
, I..< ~--...R

!l• ....L..

';.....f,(~

t::;:.

Michael Richter
Chief Privacy Officer. Product

Erin Egan
Chief Privacy Officer. Policy
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From :
Sent:
To :
Subject:
Attachments:
[Redacted J.pdf

DEbrief
24 Apr 2013 15:09:46 -0400
Koss, Laura;Kim, Reenah
FW: In the Matter of Facebook, Inc., FTC Docket No. C-4365
Facebook Assessment and Report.pdf, Facebook Assessment and Report

I will place this into the database.
Leslie

From: Edward Palmieri [mailto:l(b)(6)
Sent: Monday, April 22, 2013 10: 15 PM
To: DEbrief
Cc: Colin Stretch; Daniel Li
Subject: In the Matter of Facebook, Inc., FTC Docket No. C-4365
To the Associate Director of Enforcement:
On beh alf of Facebook, Inc., we are submitting the attached assessment and report, prepared by a qualified,
objective, independent third-party professional pursuant to Part V of the Decision and Order, served on
Facebook on August 15, 2012.
Please do not hesitate to contact me should you have any questions .
Regards,
Edward Palmieri
Associate General Counsel, Privacy

edward palmieri I associate general counsel, privacy I facebook legal

k~b~)~(~6~)________---,

NOTICE : This email (including any attachments) may contain infor mation that is private, confidential, or protected by
attorney-client or other pr ivilege. Unless you ar e the intended recipient, you may not use, copy, or retransmit the email or
its contents.
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April 22, 2013

VIA EMA IL AND FEDERAL EXPRESS
James A. Kohm Esq.
Associate Director for the Division of Enforcement
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, N.W.
Washington, DC 20850
Re:

In re Facebook, Inc. , FTC Docket No. C-4365

Dear Mr. Kohm:
In accordance with Pan V of the Decision and Order entered in In re Facebook, Docket
No. C-4365 (July 27 , 2012) ("FTC Order"), enclosed please find a copy of the assessment and
report ("Assessment"), prepared by a qualified, objecti ve, independent third-party professional
(" Independent Assessor"), examining the sufficiency of the privacy control s that Facebook
maintained during the period from A ugust 15, 2012 to February 11 , 2013. We are pleased that
the Assessment concludes that our Privacy Program was operating effectively throughout the
reporting period. This conclusion is ba sed on an exhaustive examination of our program,
conducted in accordance with attestation standards established by the American In stitute of
Certified Public Accountants ("AICPA").

The Facebook Privacy Program
Pri vacy is central to everything we do at Facebook. Since our founding less than a
decade ago, we have worked to develop practices and procedures that ensure that people 's
personal information is safe, secure, and used in accordance with their sharing settings and
choices. Our pri vacy efforts recei ved a substantial boost in 2011 and 2012 , when the Oata
Protection Commi ssioner ("OPC") in Ireland, where Facebook 's international headquarters is
located, undertook the first major governmental review of an internet company 's compliance
with European data protection law. That rev iew resulted in two comprehensive audit reports that
documented Facebook's controls , addressed and rejected a number ofmisperceptions about how
Facebook approaches pri vacy, and identified areas where we can continue to improve. Facebook
Ireland, Ltd., continues to work closely with the OPC to ensure ongoing compliance with EU
privacy and data protection law.
The Privacy Program reflected in the attached Assessment built upon our work w ith the
Iri sh OPe. In developing our program, we went beyond the general requirements set out in
Section IV of the FTC Order and leveraged the Generally Accepted Privacy Principles
1601 Willow Road, Menlo Park, California 94025
650.5.004800 - tel
650 .54304801· fax
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("GAPP"), a comprehens ive framework created by the AICPA and Canad ian lnstitute of
Chartered Accountants. The GAPP framework is the most comprehensive standard for pri vacy
programs, derived from ten internationall y-recogni zed information principles, including notice,
cho ice and consent, access ob ligations, and limitations on the use, retention , di sposa l, and
di sc losure of personal infonnation. We used the GAPP principles and criteria as a guide in
developing our own company-specific pri vacy assertions and controls. Key features of our
program include: (a) the designation of respon sible emp loyees, including an experienced Privacy
Governance Team, (b) comprehensive awareness and training for all employees, appropriate to
their job functions, (c) consideration of pri vacy iss ues throughout the development process (i.e.,
"pri vacy by design"), (d) robust security for privacy controls, (e) safeguards for Platform
developers, (f) screening and contractual obligations for service providers, and (g) assessment
and integration of acq ui sitions.
We also have in vested in building innovative tool s that provide people with contro l over
the sharing of their information. Our Per-Object Privacy controls and Granular Data Perm issions
model , for example, enable users to choose, at the time of sharing, the specific audience for each
piece of content they share and to have direct vis ibility into the information avai lable to
app li cations they use. Likewise, our Data Use Policy presents layered content, practical
headings and screenshots to help users understand how the information they provide is used and
shared. We have strengthened ex isting controls, like Activity Log, which all ows people to sort,
rev iew, delete or hide the things they post on Facebook. In add ition, we continue to launch new
controls, such as our pri vacy shortcuts, which are located at the top of most pages on Facebook
and allow users to quickl y access key settings and easil y visit their main settings page. We
believe these tool s demonstrate our commitment to achieving the balance users want between
sharing information quickly and easily wh ile maintaining appropriate pri vacy and contro l.
Independent Assessment

The attached report is a comprehensive assessment of our Privacy Program. It documents
our assertions and controls and, for each, describes the testing procedures used to gauge whether
.
the control was operating effectively. The Assessment also identifies areas where
and/or operating effectiveness can continue to improve. This report follows l(b)(4); (b)(3):6(f)
(b)(4); (b)(3):6(f)

1601 Willow Road, Menlo Park, California 94025
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[b)(4) ; (b)(3):6(f)

At Facebook, we put privacy at the core of our mi ssion. The attached Assessment
reaffirms our comm itment to implementing meaningful and effective privacy and security
contro ls. While the Assessment reflects our years of privacy and security innovation and
experti se, we view thi s commitment as ongo ing. We will cont inue to work to meet the changing
and evolving needs of our users and to put user privacy and security at the center of everything
we do. The Pri vacy Program - and the Assessment - provide a clear, positi ve framework for
Facebook to move fOlWard in thi s pursuit.

• • •
Request for Co nfidentiality
Pursuant to 16 C.F.R. § 4.1 O(a)(2), we have enclosed two versions of the Assessment - a
confidential version that contains highly confidential Facebook and Independent Assessor
commerc ial and trade secret information, and a non-confidential version that redacts such
information.
The redacted text contains detailed trade secret information regarding the design and
testing of the Facebook Privacy Program. We beli eve that rel ease of the redacted information
wou ld place user infonnation at ri sk, as it would revea l detailed information regarding the
specific strengths and poss ible limitations of the Facebook Pri vacy Program to hackers and other
third parties that may attempt to infiltrate our system in the future . Furthermore, public
di sclos ure of thi s information would place both Facebook and the Independent Assessor at a
competitive disadvantage vis-a.-vis competitors , who could use the information to mimic
Facebook's industry-leading development processes or the lndependent Assessor's proprietary
testing protocols.
For these reasons, we respectfull y request that the Comm ission treat the redacted
information as confidentia l and not subject to the Freedom of Information Act, pursuant to 5
U.S.c. § 552(b)(4).

• • •
We hope that you find the information above and the enclosed Assessment informati ve.
Please do not hesitate to contact us should you have any que stions.
Sincerely,
. y'''' J,-..t!

(I.. ~

Michae l Richter
Chief Pri vacy Officer, Product

gMEi--Erin Egan
Chief Pri vacy Officer, Policy

1601 Willow Road, Menlo Park, California 94025
650.543.4801· fax
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Independent Assessor's
Report on Facebook's
Privacy Program
Initial Assessment Report
For the period August 15,
February 11, 2013

2012

to

• including the Report of Independent Accountants, contain

~~;~;~;:~:~:'::::;:
~~ that shall be protected from
accordance with the U.S. Trade Secrets Act

~

and Exemption 4 of the U.S. Freedom of Information Act (FOIA). The document
constitutes and reflects work oerformed or information obtained by
_ _ _ _ , in our capacity as independent assessor for Facebook,

~cebook. Inc,'s Order. The document contains proprietary
information, trade secrets and confidential commercial information of our firm and

Facebook. Inc. that is privileged and confidential. and we expressly reserve all rights with
respect to disclosures to third parties. Accordingly, we request confldentiallreatmenl
under FOIA, the U.S. Trade Secrets Act or similar laws and regulations when requests
are made for the report or information contained therein or any documents created by the
FTC containinq information derived from the report. We further request that written notice
be given to.
and Facebook, Inc. before distr bution of the information in the report (or
copies ther~o others, including other govemmental agencies, to afford our firm and
Facebook. Inc. with the right to assert objections and defenses to the release of the
information as permitted under FOIA or other similar applicable law or regulation, except
when such distribution is already required by law or regulation . This report is intended
solel y for the information and use of the management of Facebook, Inc. and the U.S.
Federal Trade Commission and is not intended to be and should not be used by anyone
other than these specified parties.
HIGHLY CONFIDENTIAL
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Introduction
Facebook, Inc. and the Federal Trade Commission ("Ie) entered into Agreement
Containing Consent Order File No: 0923184 ("the Order"), which was served on August 15,
2012.

Part IV ofthe Order requires Facehook to establish and implement, and thereafter
maintain, a comprehensive privacy program that is reasonably designed to (1) address
privacy risks related to the development and management of new and existing products and
services for consumers, and (2) protect the privacy and confidentiality of covered
information.
Part V of the Order requires Facebook to obtain initial and biennial assessments and reports
("''',"",;men'':l from a '
.
independent third-party professional, who uses
in the profession. Facebook engaged
perform the initial assessment.
As described on pages 6-13, Facebook established its privacy program by implementing
privacy controls to meet or exceed the protections required by Part IV of the Order. As

described on pages 14-17,.
performed inquiry, observation, and inspection/examination
procedures to assess the eTrect'iveness of the Facebook privacy controls implemented to
meet or exceed the protections required by Part IV of the Order du ring the first 180 day
period ended February 11, 2013, and our conclusions are on pages 4-5.

Use Of disclosure 01 data contained on this page is subject to the restriction on the title page 01 this report.
HIGHLY CONFIDENTIAL
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Report of Independent Accountants
To the Management of Facebook, Inc.:
We have examined Management's Assertion, that as of and for the 180 days e nded February
11, 2013 (the "Reporting Period"), in accordance with Parts IV and V of the Agreement
Containing Consent Order (the "Order") Vvith an effective date of senrice of August 15, 2012,
between Facebook, Inc. (" Facebook ~ or "the Company") and the United States of America,
acting upon notification and authorization by the Federal Trade Commission eyre"), the
Company had established and implemented a comprehensive Privacy Program, as described
in Management's Assertion ("the Facebook Privacy Program~), based on Company-specific
criteria, and the privacy controls were operating with sufficient effectiveness to provide
reasonable assurance t o protect the privacy of covered information and that the controls
have so operated throughout the Reporting Period.

The Company's management is responsible for the assertion.
express an opinion based on our examination .

Our responsibility is to

Our examination was conducted in accordance v.ith attestation standards established by the
American Institute of Certified Public Accountants and accordingly, included examining, on
a test basis, evidence supporting the effectiveness of the Facebook Privacy Program as
described above and performing such other procedures as we considered necessary in the
circumstances. We believe that our examination provides a reasonable basis for our
opmlon.
We are not responsible for Facebook's interpretation of, or compliance with, information
security or p rivacy~related laws, statutes, and regulations applicable to Facebook in the
jurisdictions within which Facebook operates. We a re also not responsible for Facebook's
interpretation of, or compliance with, information security or privacy~related self~regulatory
frameworks. Therefore, our examination did not extend to the evaluation of Facebook's
interpretation of or compliance v.ith information security or p ri vacy~related laws, statutes,
regulations, and privacy~ related self-regulatory frameworks with which Facebook has
committed to comply.
In our opinion, Facebook's privacy controls were operating with sufficient effectiveness to
provide reasonable assurance to protect the privacy of covered information and that the
controls have so operated throughout the Reporting Period, in all material respects as of
and for the 180 days ended February 11, 2013, based upon the Facebook Privacy Program
set forth in Management's Assertion.

Use Of disclosure 01 data conlained on this page is subject to the restriction on the title page 01 this report.
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This report is intended solely for the information and use of the management of Facebook
and the United States Federal Trade Commission and is not intended to be and should not
be used by anyone other than these specified parties.

San Jose
April 16, 2013

Use Of disclosure 01 data conlained on this page is subject to the restriction on the title page 01 this report.
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facebook
Facebook's Privacy Program Overview
Company Overview
Founded in 2004, Facebook's mission is to give people the power to share and make the
world more open and connected. Facebook has been working on privacy since its inception
and consistently strives to enhance various elements of its internal privacy programs. For
example, Facebook now has a Priva(:y Cross-Functional (~XFN~) internal team (comprised
of experts with a range of privacy expertise) that vets and reviews products during the
development cycle and before launch. Facebook also created two new corporate officer
roles- Chief Privacy Officer, Product and Chief Privacy Officer, Policy-who a re charged
with ensuring that Facebook's commitments are reflected in all of its activities.
Facebook supports its mission by developing useful and engaging tools that enable people to
connect, share, discover, and communicate with each other on mobile devices and
computers. Facehook's products include News Feed, Timeline, Platform, Graph Search,
Messages, Photos and Video, Groups, Events, and Pages. These products are available
through Facehook's website, Facebook.com . They are also accessible through certain
Facebook mobile applications or "apps", including Facebook, Camera, Messenger, Pages,
and Poke. Versions of Facebook's mobile apps are available for multiple operating systems,
such as iOS and Android operating systems. These products and services allow people all
over the world to share, and communicate with each other in new and innovate ways,
connecting people in ways not possible before these tools were offered.
Facebook Platform ("Platform") is a set of development tools and application programming
interfaces ("APTs") that enable developers to build their own social apps, websites, and
devices that integrate with Facebook. The Facebook's Developer Operations team is focused
on supporti ng successful applications, driving platform adoption, and mai ntai ning the user
experience through developer education and policy e nforcement. The Platform Principles
that Facebook imposes on all developers are: (1) Create a great user experience (Build social
and engaging applications; Give users choice and control; and Help users share expressive
and relevant content); and (2) Be trustworthy (Respect privacy; Don't mislead, confuse,
defraud, or surprise users; and Don't spam - encourage authentic communications) .
Additionally, Facebook's Statement of Rights and Responsibilities and Platfonn Policies
outline a variety of developer obligations, including those around privacy, such as providing
notice and obtaining consent for certain data uses and restrictions on sharing user
infommtion.
Most products and services Facebook offers are free. Facebook is able to do this by
providing value for marketers, including brand marketers, small and medium-sized
businesses, and developers. Facebook offers a unique combination of reach, relevance,
social context , and e ngagement. Marketers can also use Facebook's analytics platform,
Facebook Ad Analytics, to understand and optimize the performance of their campaigns.
In addition to Facebook created products and services, Facebook acqui red Instagram on
August 31, 2012. instagram is a photo sharing service that enables users to take photos,
apply digital filters to the photos, share them with others, and comment on photos posted
by themselves or by others. At the time of acquisition, Instagram had approximately 13
employees. During the reporting period subsequent to the acquisition, lnstagram was
Use or disclosure of data contained on this page is subject to the restriction on the title page of this report.
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facebook
available on the web at Instagram.com and as an app on the iOS and Android operating
systems.
Facebook Privacy Program Scope
Facebook designed the Privacy Program to accomplish two primary objectives: (a) to
address privacy risks related to the development, management, a nd use of new and existing
products; and (b) to protect the privacy and confi dentiality of the information Facebook
receives from or about consumers. Facebook leveraged the Generally Accepted Privacy
Principles ( ~ GAPP ~) framework, set forth by the American Institute of Certified Public
Accountants ("AICPA~) and Canadian Institute of Chartered Accountants ("CICA"), to
define company-specific criteria for the foundation of the Facehook Privacy Program.
The GAPP framework is globally recognized as a leading and comprehensive standard for
privacy programs.
The ten GAPP principles, which are derived from internationally recognized information
practices, a re as follows:
1. Manage m ent . The entity defines, documents, communicates, and assigns
accountability for its privacy policies and procedures.

2. No tice. The entity provides notice about its privacy policies a nd procedures and
identifies the purposes for which personal infonnation is collected, used, retained,
and disclosed.
3. Ch oice and consent. The entity describes the choices available to the individual
and obtains implicit or explicit consent with respect to the collection, use, and
disclosure of personal information.
4. Collection. The e ntity collects personal information only for the purposes
identified in the notice.
S. Use. r e tention. a nd disposal. The entity limits the use of personal infomlation
to the purposes identified in the notice and for which the individual has provided
implicit or explicit consent. The entity retains personal infonnation for only as long
as necessary to fulfill the stated purposes or as required by law or regulations and
thereafter appropriately disposes of such infonnation.
6. Access. The entity provides individuals with access to their personal information
fo r review and update.
7. Disclosure to third p a rties . The entity discloses personal infonnation to third
parties only for the purposes identified in the notice and with the implicit or explicit
consent of the individual.
8. Secu r ity fo r p rivacy. The entity protects personal infomlation against
unauthorized access (both physical and logical).
9. Quality. The entity maintains accurate, complete, and relevant personal
information for the purposes identified in the notice.
to. Monitoring a nd e nforcement. The entity monitors compliance with its
privacy policies and procedures and has procedures to address privacy related
complaints a nd disputes.
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The following is a brief description of the Facebook Privacy Program.
Facebook has designated a team of employees who are directly responsible for the Facebook
Privacy Program (the "Privacy Governance Team~) . Facebook's Chief Privacy Officer,
Product leads the Privacy Governance Team. Other team members include the Chief
Privacy Officer, Policy; Chief Security Officer, Associate General Counsel, Privacy; Associate
General Counsel , Privacy and Product; Associate General Counsel, Advertisi ng and Product;
and Associate General Counsel, Regulatory. While the Chief Privacy Officer, Product
provides leadership responsibility for coordinating the Privacy Program, the entire Privacy
Governance Team and many employees (includi ng e ngineers, product managers, etc.) are
responsible for various aspects of the Privacy Program and playa crucial role driving and
implementi ng decisions made by the Privacy Governance Team. Of particular note are the
Privacy Program Managers who work directly under Chief Privacy Officer, Product. This
team is embedded in the product organization and is responsible for : (1) engaging closely
with legal, policy, and other members of the Privacy XFN Team to d rive privacy decisions;
(2) coordinating and presenting privacy issues to the Privacy XFN Team; and (3)
maintaining records of privacy decisions and reviews.
A central aspect of Facebook's Privacy Program is a continuous assessment of privacy risks.
As part of this risk assessment process, members of the Privacy Governance Team work
with relevant Facebook stakeholders, including representatives of Facebook's Privacy,
Engineering, Security, Internal Audit, Marketi ng, Legal, Public Poli(:y, Communications,
Finance, Platfornl Operations, and User Operations teams, to identifY reasonably
foreseeable, material risks, both internal and external, that could result in the unauthorized
collectio n, use or disclosure of covered information. This process is enriched by input from
the Chief Privacy Officer, Policy and her team, which engage with industry stakeholders and
regulators and integrate external feedback into Facebook's program.
The team considers risks in each relevant area of operation, including governance, product
design, and engineering (including product development and research) , user operations
(including third-party developers), advertising, service providers, employee awareness a nd
training, employee management, and security fo r privacy. The team also considers the
sufficiency of the safeguards in place to control the identified risks. Through this process,
Facebook has documented reasonably foreseeable material risks to user privacy and has put
in place reasonable privacy processes and controls to address those risks.
As part of Facebook's on-going privacy risk assessment process, Facebook holds an annual
"Privacy Summit ~ of relevant stakeholders, including key representatives from the Privacy
XFN Team. The Privacy XFN Team includes representatives from each major segm ent of
Facebook, including Facebook's Privacy, Public Policy, Legal, Marketing, Product,
Engineering, Security, a nd Communications teams. Attendees of the annual Privacy
Summit review and update the privacy risk assessment, focusing on significant material
risks identified by the Privacy Governance Team. Attendees evaluate those privacy risks in
light of changing internal and external threats, changes in operations, a nd changes in laws
and regulations. Attendees also examine the sufficiency of existing privacy controls in
mitigating those risks, as well as new potential risks. Finally, attendees engage in discussion
around ways to imp ~ormed by the Privacy XFN Team. The last Privacy
Summit occurred on _ _
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As indicated above, Facebook's Privacy Governance Team, led by the Chief Privacy Officer,

Product is responsible for the design, implementation, and maintenance of the Privacy
Program, which is documented in written policies and procedures. Highlights of the
program are detailed below.
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Privacy and Security Awareness Activities
Facebook communicates Privacy and Security awareness matters to new and existing
employees and tailors such communications according to role and responsibility. For
example, as part of its regular training for new project managers, Facehook trains project
managers about the privacy program and key privacy considerations during the product
development cycle. This training involves representatives from the Privacy XFN Team
presenti ng to the project managers (the Privacy XFN process covers those directly involved
in the development and management of new products, enhancements to existing products
and services for consumers, as described below under ~Prod uct Design, Development and
Research Activities). As a further example, engineers at Facebook spend their fi rst six weeks
in bootcamp, an immersive, cross-functional orientation program. During bootcamp,
engineers are instructed on the importance of privacy and security at Facebook, along with
their obligations to protect user information as it relates to their roles and responsibilities.
Similar group-specific trai nings are held for other constituents in the Company (e.g., user
operations).
Facebook also holds "Hacktober" annually in October. Hacktober is a month-long event
intended to increase employee privacy and security awareness. A series of simulated
security threats (e.g., phishing scams) are presented to employees to determine how the
employees would respond . If employees report the security threat, they receive a reward,
such as Facebook-branded merchandise. If the security threat goes unreported, or if
vul nerability is exploited, the employees undergo furthe r education and awareness.
To further promote recognition and understandi ng of privacy issues and obligations among
all Facebook employees, Facebook recently deployed, in addition to initiatives described
above, a computer-based privacy training program to all employees. This training provides
an overview of applicable privacy laws and Facebook's privacy commitments. All new
employees are now required to complete the privacy training within 30 days of employment,
while all existing employees are required to complete the privacy training annually.
Facebook employees are quizzed on their understanding of Facebook's privacy practices
during the training.
Product Design. Development. and Research Activities
The Privacy XFN Team considers privacy from the earliest stages in the product
developm ent process (i.e., "privacy by design"). The Chief Privacy Office r, Product and his
team spearhead this review and lead a number of key fun ctions and responsibilities. First,
as described above, employees, including engineers, product managers, content strategists,
and product marketing managers, are educated on Facebook's privacy framework. This
education includes an overview of Facebook's processes and corresponding legal
obligations, and may involve other members of the Privacy XFN team, such as Privacy and
Product Counsel.
Second, the Chief Privacy Officer, Product and his team host weekly reviews of key productrelated decisions and material changes to Facebook's privacy framework, which are
attended by members of the Privacy XFN Team. The Chief Privacy Officer, Product and his
team also review all new product proposals and any material changes to existi ng products
from a privacy perspective and involve the Privacy XFN Team for broader review and
feedback. The impact of privacy principles such as notice, choice, consent , access, security,
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retention, deletion, and disclosure are considered as part of this review. Product launches
are added to the Privacy Launch Calendar to ensure on-going review and consideration of
privacy issues by the Privacy XFN Team throughout the development process. Members of
the Privacy XFN Team also communicate back to their respective teams on issues covered in
the weekly reviews. This review process helps ensure that privacy is considered throughout
the product development process, and maintains consistency on privacy issues across all
Facebook products and services.
The following products, available on the platfomls and devices indicated, are included in the
scope of Facebook's Privacy Program and the Order:
Facebook: Facebook.com (internet/web), m.facebook.com, iDS, Android, Facebook
fo r Every Phone, Facebook for Blackberry, Facebook for Windows;
Messenger: iDS, Android;
Camera: iDS;
Pages Manager: iOS, Android;
Poke: iOS; and
lnstagram: lnstagram .com (internet/web), iDS, Android.
Facebook Platform
Platfonn applications and developers are required to comply \vith, and are subject to,
Facebook's Statement of Rights and Responsibilities, Platform Principles, and Platform
Policies. These terms a nd policies outline a variety of privacy obligations and restrictions,
such as limits on an application's use of data received through Facebook, requirements that
an application obtain (."Qnsent fo r certain data uses, and restrictions on sharing user data.
Facebook's Platform privacy setting and Granular Data Permissions ("GOP") process allows
users to authorize the transfer of Facebook user information to third-party applications.
Monitori ng controls a re in place to detect material misuse of the Platform (e.g., user
complaints, third-party applications that do not have active privacy policy links).
Security for Privacy
Facebook has implemented technical, physical, and administrative security controls
designed to protect user data from unauthorized access, as well as to prevent , detect, and
respond to security t hreats and vulnerabilities. Facebook's security program is led by t he
Chief Security Officer ("CSO") and supported by a dedicated Security Team. As mentioned
above, the CSO is a key and active member of the Privacy Governance team . Facebook's
security and privacy employees work closely on a n on-going basis to protect user data and
Facebook's systems.
Monitoring Activities
In order to ensure that the effectiveness of its controls and procedures are regularly
monitored, Facebook has designated an "owner" for each of the controls included in the
Privacy Program. Facebook utilizes the annual Privacy Summit to monitor the effectiveness
of controls and procedures in light of changing internal and external risks. In addition,
members of Facebook's Legal team periodically review the Privacy Program to ensure it,
including the controls and procedures contained therein, remains effective. These Legal
team members also will serve as point of contacts for control owners and will update the
Privacy Program to reflect any changes or updates surfaced.
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Service Providers
Facebook has implemented controls vvith respect to third-party service providers, including
implementing policies to select a nd retain service providers capable of appropriately
protecti ng the priva(:y of covered information received from Facebook.
Facebook's Security team has a process for conducting due diligence on service providers
who may receive covered information in order to evaluate whether their data security
standards are aligned with Facebook's commitments to protect covered information. As part
of the due diligence process, Facebook asks prospective service providers to complete a
security architecture questionnaire or vendor security questionnaire to assess whether the
provider meets Facebook's functional security requirements to protect the privacy of user
data. Based upon the service provider's responses to the vendor security questionnaire and
other data points, Facebook's Security team deternlines whether further security auditing is
required. Facebook partners with an outside security consulti ng firm to conduct security
audits, which may include testing of the service provider's controls, a vulnerability scanning
program, a web application penetration test, and/or a code review for security defects. The
security consulting fi rm reports its findings to Facebook, and Facebook requires that the
prospective service provider fix critical issues before being on-boarded. Depending on the
sensitivity of Facebook data shared with the service provider and other factors, Facebook
may require that the service provider undergo a periodic or random security and/or privacy
audit.
Facebook also has a contract policy (the "Contract Policy"), which governs the review,
approval, and execution of contracts for Facebook. Facebook's pre-approved contract
templates require service providers to implement and maintain appropriate protections fo r
covered information. Facebook reviews contracts that deviate from the pre-approved
templates to help ensure that contracts with applicable service providers contain the
required privacy protections. Facebook Legal documents review of any such contracts
through formal approval prior to contract execution.
Monitoring
Facebook's Privacy Program is designed with procedures fo r evaluating and adjusting the
Privacy Program in light of the results of testing and monitoring of the program as well as
other relevant circumstances. As mentioned above, Facebook's annual Privacy Summit is
designed to identifY, discuss, and assess compliance with privacy policies and procedures,
and applicable laws and regulations, as well as identifY new or changed risks and
recommend responsive controls. The Privacy XFN Team assesses risks and controls on an
on-going basis through weekly meetings a nd review processes. Members of Facebook's
Legal team support the Privacy Program and serve as points of contact for all relevant
control owners to communicate recommended adj ustments to the Privacy Program based
on regular monitoring of the controls fo r which they are responsible, as well as any internal
or external changes that affect those controls. Additionally, the Privacy Governance Team
regularly discusses the Privacy Program in the context of various product and operational
discussions. During these discussions, the effectiveness and efficiency of the Privacy
Program are considered and reviewed and, when appropriate, adjustments are made to
maintain a strong program.
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Facebook also continuously evaluates acquisitions for inclusion in the Privacy Program,
based on the nature ofthe acquisition (e.g., talent or people, intellectual property, product
o r infrastructure), Specifically, Facebook takes steps, as appropriate, to in tegrate
acquisitions into the Privacy Program and reviews products and features developed by
acquisitions with the same level of rigor applied to Facebook's products and services. The
acquisitions in the current Reporting Period were primarily talent acquisitions, except for
Instagram. Instagram's people, product, and supporting infrastructure were acquired on
August 31, 2012.

Facebook assessed the privacy risks associated with Instagram's people, process, and
technology upon acquisition. In comparison to Facebook, Instagram has significantly fewer
users, employees, a nd p roducts. As descri bed in the Company Overview above, Instagram's
products focus on photo taking, filte ring, and sharing. From a privacy perspective,
Instagram users have one binary choice - to make all photos private or all photos public by
setting the ~Photos are Private" on/off slider. Once p rivate, the user approves a ny
"follower~ requests. After obtaining ap proval, the follower can access posted photos and
related comments. The Privacy XFN Team also was involved in reviewing Instagram's
January 19, 2013 privacy policy update.
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Privacy Assessment Approach
_

Assessment Standards

Part V of the Order requires that the Assessments be performed by a qualified, objective,
independent third-party professional, who uses procedures and standards generally
accepted in the profession. This report was issued by.
under professional standards
which meet these requirements.
As a public accounting firm, .
must comply with the public accounting profession's
technical and ethical standa~which are enforced through various mechanisms created by
the American Institute of Certified Public Accountants ("AICPA"). Membership in the
AlCPA requires adherence to the Institute's Code of Professional Conduct. The AICPA's
Code of Professional Conduct and its enforcement are designed to ensure that CPAs who are
members of the
I · , clients,
and ~~~

In performing this assessment,.

complied with all of these Standards.
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Independence

•

is independent with respect to the Standards required fo r this engagement.

~sessor Qualifications

team members with
the Assessor role for the

_

Assessment Process Overview
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Assessment of Part IV A, B, C, D and E, of
The tables in section "Facebook's Privacy Program: Assertions, Control Activities and"
Tests Performed and Results~ of this report describe the scope of Facebook's Privacy
Program referenced in the Management Assertion on pages 77 78. Facebook established its
privacy program by implementing privacy controls to meet or exceed the protections
required by Part IV of the Order. The table also includes_
inquiry, obselVation, and
inspection/examination test procedures to assess the effectiveiiess of Facebook's program
and test results."
fi nal conclusions are detailed on pages 4-5 of this document.
4

A. Set forth the specific priva('"y controls that r espondent has implemented and
maintained during the reporting period.
As depicted within the table on pages 21-76, Facebook has listed the privacy controls that

were implemented and maintained during the reporting period.

B. Explain how such privacy controls are appropriate to respondent's size and
complexity, the nature and scope of respondent's activities, and the sensitivity
of the covered information.
Based on the size and complexity of the organization, the nature and scope of Facebook's
activities, and the sensitivity of the covered information (as defined in by the order),
Facebook management developed the company-specific criteria (assertions) detailed on
pages 77-78 as the basis for its Privacy Program. The management assertions and the
related control activities are intended to be implemented to address the risks identified by
Facebook's privacy risk assessment.

C. Explain how the privacy controls that have been imple m e nted meet or
exceed the protections required by Part IV of the Order.
As summarized in the Facebook's Privacy Program on pages 6-13, Facebook has
implemented the following protections:
A. Designation of an emplovee or emplovees to coordinate and be responsible for
the privacy program.
As described above, Facebook has designated a team of employees to coordinate and
be responsible for the Privacy Program as required by Part IV of the Order. As
described on pages 21-23 (Management's Assertion A), .
performed test
procedures to assess the effectiveness of the Facebook pnvacy controls implemented
to meet or exceed the protections required by Part IV of the Order.
B. The identification of reasonably foreseeable. material risks. both internal and
external. that could result in Respondent's unauthorized collection. use. or
disclosure of covered inforn13tion and an assessment of the sufficiency of any
safeguards in place to control these risks. At a minimum. this privacy risk
assessment should include consideration of risks in each area of relevant operation,
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including, but not limited to: ( 1) employee training and management. including
training on the requirements of this order, and (2) product design. development.
and research.
As described above, Facebook has identified reasonably foreseeable, material risks,
both internal and external, that could result in Facebook's unauthorized collection,
use, or disclosure of covered information, and assessed the sufficient')' of any
safeguards in place to control these risks as requirei b Part IV of the Order. As
described on page 24 (Management's Assertion B),
performed test procedures
to assess the effectiveness of the Facebook privacy con rols implemented to meet or
exceed the protections required by Part IV of the Order.
C. The design and implementation of reasonable controls and procedures to address
the risks identified through the privacy risk assessment. and regular testing or
monitoring of the effectiveness of those controls and procedures.
As described above, Facebook has designed and implemented reasonable controls
and procedures to address the risks identified through the privacy risk assessment,
and regular testing or monitoring of the effectiveness of those controls and
procedures as required by Part IV of the Order. As described on pages 25-65
(Management's Assertions C, D, E, F, and G),.
performed test procedures to
assess the effectiveness of the Facebook privacy controls implemented to meet or
exceed the protections required by Part IV of the Order.
D. The development and use of reasonable steps to select and retain service
providers capable of appropriately protecting the privacy of covered infonn ation
they receive from Respondent and requiring service providers. by contract. to
implement and maintain appropriate privacy protections for such covered
information.
As described above, Facebook has developed and implemented reasonable steps to
select and retain service providers capable of appropriately protecting the privacy of
covered information they receive from Fat'ebook as required by Part IV of the Order.
Facebook also includes temlS in contracts with service providers requiring that such
service providers implement and maintain appropriate ~t'Y protections. As
described on pages 66-70 (Man agement's Assertion H), .
performed test
procedures to assess the effectiveness of the Facebook pflvacy controls implemented
to meet or exceed the protections required by Part IV of the Order.
E. The evaluation and adjustment of Respondent's privacy program in light of the
results of the testing and monitoring required by subpart C. any material changes
to Respondent's operations or business arrangements. or any other circumstances
that Respondent knows or has reason to know may have a material impact on the
effectiveness of its privacy program.
As described above, Facebook has evaluated and adjusted its Privacy Program in
light of the results of the testing and monitoring required by subpart C within Part
IV of the Order, any material changes to Facebook's operations or business
arrangements, or any other circumstances that Facebook knows or has reason to
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I),.

know may have a mate rial impact on the effectiveness of its privacy program as
required by Part IV ofthe Order. As described on pages 71-76 (Management's
performed test procedures to assess the effectiveness of the
Assertion
Facebook privacy controls implemented to meet or exceed the protections required
by Paragraph IV of the Order.

D. Certify that the privacy controls are operating 'w ith sufficient effectiveness
to provide reasonable assurance to protect the privacy of covered information
and that the controls have so o perated throughout the reporting period.
Assessment Process Overview section above, .
performed its
. Privacy Program in accordance with AICPAAttestation
assessment
Standards. Refer to pages 4-5 of this document for "
conclusions.
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Management's Assertion
The management of Facebook represents that as of and for the 180 days ended February 11,
2013 n he Reporting Period~), in accordance with Parts IV a nd V of the Agreement Containing
Consent Order ("The Order"), with a service date of August 15, 2012, beh'leen Facebook, Inc.
("the Company~) and the United States of America, acting upon notification and authorization
by the Federal Trade Commission rITC"), the Company had established and implemented a
comprehensive Privacy Program, ("the Facebook Privacy Program"), based on Company specific
criteria (described in paragraph two of this assertion); and the privacy controls were operating
with sufficient effectiveness to provide reasonable assurance to protect the privacy of covered
information and that the controls have so operated throughout the Reporting Period.
The company specific criteria ("assertions~) used as the basis fo r Facebook's Privacy Program
are described below. The below assertions have corresponding controls on pages 21-76 .
Assertion A - Responsibility for the Face bo ok Priva cy Pro gram , which is
"Facebook has designated an employee or employees to coordinate and be responsible
for the privacy program."
Assertion B - P rivacy Risk Assessme nt, which is " Facebook has identified reasonably
foreseeable. material risks, both internal and external, that could result in Facebook's
unauthorized collection, use, or disclosure of covered information and an assessment of the
sufficiency of any safeguards in place to control these risks. This privacy risk assessment
includes consideration of risks in areas of relevant operations, including, but not limited to:
(1) employee t raining and management, including training on the requirements of this order,
and (2) product design, development, and research."
Asse rtion C - Privacy a nd Security Aw a r e n ess, which is "Facebook has a privacy and
security for privacy awareness program in place which is defi ned and documented in privacy
and security for privacy policies. The extent of communications to employees is based on
their role and responsibility and may include internal communications th rough various
channels, training, and the Privacy Cross-Functional ("XFN") team process. "
Assertion D - Notice, Ch oice, Conse nt, Collection a nd Access, which is
"Facebook provides notice about its privacy policies and procedures and terms of service
to users which identifies the purposes for which personal information is collected and
used, describes the choices available to users, obtains implicit or explicit consent, collects
personal information only fo r the purposes identified in the notices and provides users
with access to their personal information fo r review and update."
Asse rtion E - Us e, Ret e ntio n , Dele tion and Quality, which is " Facebook limits the
use of personal information to the purposes identified in the notice and for which the
individual has provided implicit or explicit consent. Facebook retains personal
infomtation for as long as necessary to provide services or fulfil the stated purposes or as
required by law or regulations a nd thereafter appropriately disposes of such information.
Facebook maintains accurate, complete, and relevant personal information for the
purposes identified in the notice."
1601 Willow Road, Menlo Park, California 94025
65°.543.4800 - tel 65°.543.4801 - fa.x
Use or disclosure of data contained on this page is subjecl to the restriction on the titte page of this report.
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Assertion F - Security for Privacy, which is "Facebook protects personal
information of users against unauthorized access. ~
Assertion G - Third-party developers, which is ~ Facebook discloses personal
information to third-party developers only for the purposes identified in the notice and
with the implicit or explicit consent of the individual. ~
Assertion H - Service Providers, which is "Facebook has developed and used
reasonable steps to select and retain service providers capable of appropriately
protecting the privacy of covered infonnation they receive from the Company and
requiring service providers, by contract, to implement and maintain appropriate privacy
protections for such ('Overed information ."
Assertion I - On-going Monitoring of the Privacy Program, which is "Face book
evaluates and adjusts the Company's privacy program in light of the results of
monitoring activities, any material changes to the Company's operations or business
arrangements, or a ny other circumstances that the Company knows or has reason to
know may have a material impact on the effectiveness of its privacy program."
Facebook, Inc.

By' _ _ _ _ _ _ _ _ _ _ _ _ __
Edward Palmieri
Associate General Counsel, Privacy
Facebook, Inc.

By' _ _ _ _ _ _ _ _ _ _ _ _ __
Daniel Li
Product Counsel
Facebook, Inc.

1601 Willow Road, Menlo Park, California 94025
650.543-4800 - tel 650.543-4801 - fax
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Appendix A - Assessment Interviews Summary
The primary Facebook individuals intenriewed b~ as a part of the above Assessment
procedures, include, but are not limited to, those'iridividuals listed in the table below.
TItle

Team

Chief Privacy Officer, Product

Privacy

Chief Privacy Officer, Policy

Public Policy

VP & Deputy General Counsel

",,,I

Associate General Counsel, Privacy

Legal

Privacy & Product Counsel

Legal

Lead Contracts Man ager

1..eg.1!

Compliance Associa te

Legal

Privacy Program Manager

Identity

Specialist, Use r Operatio ns

User Operations

Engineering Manager

Engineering

Software Engineer

Engineering

Developer Policy Enforcement Manager

Developer Operations

Platform Operations Analyst

Developer Operations

Chief Security Officer

Security

Manager, Information Security

Security

Policy and Operations Analyst

Security

Securi ty Manager, Incident Resporu;e

Security

Mobile Program Manager

Mobile Partner Management

Recruiting Process Manager

Human Resources

US Data Center Operations Di rector

Infrastructure

Group Technical Program Manager

Infrastructure

Engineering Manager (fomlerly lnstagram
ChiefTech nology Officer)

l nstagram - Engineering

User Operations Manager

Instagram - User Operations

Product Manager

Instagram - Product Management

Use or disclosure of data contained on this page is subject to the restriction on the title page of this report,
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From:

Sent:
To:

Cc:
Subject:
Attachments:

Edward Palmieri
26 Ju1 2013 22:02:53 +0000
Koss, Laura;Kim, Reenah
Daniel Li
In the Matter of Facebook, Inc., FTC Docket No. C-4365
FB FTC Assessment Letter + Exhibits.pdf

Dear Laura and Reenah:
As discussed, we have prepared some additional information and materials to assist in your review of
our Assessment.
Please do not hesitate to contact me should you have any questions.
Regards,
Edward Palmieri

(b
- ,),(,_6,) _ _ _ _ _ _ _---'
edward palmieri I associate general counsel, privacy I face book legal 1L:.

NOTICE: This email (including any attachments) may contain information that is private, confidential, or
protected by attorney-client or other privilege. Unless you are the intended recipient, you may not use, copy, or
retransmit the email or its contents.
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Kim, Reenah
From:
Sent:
To:
Subject:

Koss, Laura
Monday, September 09, 2013 8:47 AM
Kim, Reenah
FW: Facebook Compliance

Laura Koss
Senim AtLorncy
Federal Trade Commission I Division of Enforcement
600 PellHsyivdnia Ave., N.W. I Mail Drop M··8102B I Washington DC 20580
t: 202.126.2H90 I f: 202.326.1.558 Ilkosj).@ftc.. gQY

From: Beringer, S. Ashlie [mailto:ABexJl1ger@gibsondunn.com]
Sent: Friday, September 06, 2013 2:20 PM
To: Kohm, James A.
Cc: Koss, Laura
Subject: RE: Facebook Compliance
JimI had planned to write to Laura today following her voicemail to me to confirm that Facebook does not object to staff
contacting Facebook directly regarding the consent order, but requests that I be copied on all communications.

With respect to your questions, I would like to set up time early next week to discuss these issues and to ensure that
staff has complete and accurate information on these points. Please note that Facebook is not rolling out the new policy
today, as you suggested.
I am available to speak on Tuesday between 1-4 ET, so let me know if there is some time in that window that works for
you.

Best regards,
Ashlie
Ashlie Beringer

GlBSONDUNN
Gibson, Dunn & Crutcher LLP
1881 Page Mill Road, Palo Alto, CA 94304-1211
Tel +1 650.849.5219' Fax +1 650.849.5019
ABeringer@gibsondunn.com • www.gibsondunn.com

From: Kohm, James A. [mailto:JKOHM@ftc.qov]
Sent: Friday, September 06,2013 6:11 AM

To: Beringer, S. Ashlie
Cc: Koss, Laura
Subject: Facebook Compliance

1
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Pursuant to the Facebook Order please provide the following information.
1.
Under the old Data Use Policy Statement (as of September 5, 2013) Facebook users can use a setting that allows
them to "pair socia l actions with ads" for "No one" or "Only my friends." If a user has chosen the "No one" setting, will
the user have to do anything to maintain this setting aft~changes to the Data Use Policy Statement and the
Statement of Rights and Responsibi lities go into effect? ~

2.
Under the proposed changes, will users be required to reset any privacy settings to ensure that settings they
selected l E jring of their name/profile picture/and other user content information-is not shared beyond their current

,

settings? (b)(5
3.
The old Data Use Policy Statement, Facebook states "We do not share any of your information with advertisers
(unless, of course, you give us permission) . As described in this policy, we may share your information when we have
y I entlTles 'lou or com b"me d"It Wit" h ot her "mformation so t hat it no lonper
remove d from It anyt h"mg t hat persona lI"d
personally identifies you. The proposed policy states l(b)(4); (b)(3): 6(f)

b)(4); (b)(3): 6(f); (b)(5)

The highlighted portion of the ro osed policy appears to be a change on its face. In other words, Faceb

b)(4); (b)(3): 6(f); (b)(5); Duplicate
I
IIf so, the change appears to implicate Paragraph II of the Order. If you contend that the change doe
b)(4);
implicate the Order please explain why.

\"1\" 1

If you would prefer that we communicate directly with Facebook, please let us know in writif)S. It appears that
Facebook intends to roll out the new policy today, thus it is imperative that we clarify the answer to uestion 3
immediately or your client may be in violation of the order.

b)(5)

James Kohm
Associate Director Enforcement
Federal Trade Commission

This message may contain confidential and privileged information. Ifil has been sent to you in error, please
reply to advise the sender of the error and then immediately delete this message.

2
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DEbrief
From:

Megan Alvarez ~ ( h \l R \

Sent:

Monday, October 07, 2013 8:09 PM
DEbrief

To:

Cc:
Subject:

Edward Palmieri; Daniel Li
In the Matter of Facebook, Inc., FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Mobile Technologies, Inc., and will continue to operate Mobile Technologies Inc. as a
wholly-owned subs idiary of Facebook, Inc. The corporate address for Mobile Technologies Inc. is 2595 Interstate Drive,
Su ite 103, Ha rrisburg, County of Dauphin, PA 17110.
Regards,

Megan Alvarez

kb)(6)

I Privacy Counsel I Facebook Legal

I

NOTICE: This email (including any attachments] ma y contain informa ti on that is private, confidenti al, or protected by attorney-client
or ot her privilege. Unless you are the intended recip ient. you may not use, copy, or retransmit the email or its contents.
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DEbrief

=-==_-'

Megan Alvarez .kb::;)",(,,6o,)
Friday, November 08, 2013 6:13 PM
DEbrief

From:
Sent:

To:

Edward Palmieri; Daniel Li
In the Matter of Facebook, Inc., FTC Docket No. C-4365

Cc:
Subject:

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Onavo Mobile ltd., and will continue to operate it as a wholly-owned subsidiary of
Facebook, Inc. The corporate address for Onavo Mobile ltd. is Abba Hillel Silver 16, Ramat Gan, 52506, Israel.
Rega rds,

Me an Alvarez

Privac Counsel

Facebook legal

(b)(6)
NOTICE: This email (including any attachments] may contain informa tion that is private, confiden ti al, or protected by attorney-cl ient
or ot her privilege. Unless you are the intended recip ient, you may not use, copy, or retransmit the email or its contents.
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DEbrief

Sent:

Megan Alvarez kb )(6)
Friday,

To:

DEbrief

Cc:

Edward Palmieri; Daniel Li
In the Matter of Facebook, Inc .. FTC Docket No. C-4365

From:

January ~03~.~2~OL14L3~.C55"'P"
M ---~

Subject:

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired SportStream Inc" and will continue to operate it as a wholly-owned subsidiary of
Facebook, Inc. The corporate address for Sport$tream Inc. is 1601 Willow Road, Menlo Park, CA 94025.
Rega rds,

1 (~)(6n) Alvarez

I

privacy Counsel

I

Facebook I

ral

NOTICE: This email (induding any attachments~ may contain informa tion that is private, confiden ti al, or protected by attorney-d ient
or oth er privilege. Unless you are the intended recip ient, you may not use, copy. or retransmit the email or its contents.
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DEbrief

Sent:

Megan Alvarez I(b )(6)
Sunday, March O~9~
, 2f,O~1~4'-3"21;o;PM"----'

To:

DEbrief

Cc:

Edward Palm ieri; Daniel Li
In the Matter of Facebook, Inc FTC Docket No. C-4365

From:

Subject:

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notif ies the Comm ission that
it ha s acq uired little Eye Labs. The company will con t inue to operate as a wholly-owned subsidiary of Facebook, Inc. under
the corporate name liberty Acquisition Sub II, llC, w ith the corpora te address of 1601 Wil low Road, Menlo Park, CA 94025.
Rega rds,

Me an Alvarez

Privac Counsel

Facebook Legal

(b)(6)
NOTICE: This email (including any attachments! ma y contain informa ti on that is private, confidenti al, or protected by attorney-cl ient
or oth er privilege. Unless you are the intended redp ienl, you may not use, copy, or retransmit the email or its contents.
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DEbrief
Megan Alvarez I(b )(6)
Friday, April 25, '\
20~la4~9~O<6"A;:;M'-----'

From:
Sent:

To:

DEbrief

Cc:

Edward Palmieri; Daniel Li
In the Matter of Facebook, Inc .. FTC Docket No. C-4365

Subject:

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Prot oGeo Oy, and wi ll continue to operate it as a wholly-owned subsid iary of Facebook,
Inc. The corporate address for ProtoGeo Oy is 5a lomonkatu 17 A, Helsinki, 00100 Finland.
Rega rds,
Me an Alvare

Priva

Counsel

Facebook Legal

(b)(6)
NOTICE: This email (induding any attachments~ may contain informa tion that is private, confiden ti al, or protected by attorney-d ient
or oth er privilege. Unless you are the intended recip ient, you may not use, copy, or retransmit the email or its contents.
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DEbrief
From:
Sent:
To:
Cc:
Subject:

Megan Alvarez I(b )(6)
Wednesday, July.~O~2f,2~O~1'4 "8'-45'A;;;M"----'
DEbrief
Edward Palmieri; Jenny Hall
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Oirector of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Pryte OY, and will continue to operate it as a wholly-owned subsidiary of Facebook,
Inc. The corporate address for Pryte OY is Erottajankatu llA20, 00130 Helsinki Finland.
Rega rds,

M epQ Alva rez I prj vaor Co1!mel I Face book Legal

l(b)(6)

I

NOTICE : This email (including any attachments~ may contain information that is private, confiden ti al, or protected by attorney-cl ient
or other privilege. Unless you are the intended recip ient, you may not use, copy, or retransmit the email or its contents.
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DEbrief
From:

Sent:
To:

Cc:
Subject:

Jenny Hall ~kb~
)(:,6";)===7
Th ursday, July 31, 2014 8:32 PM
DEbrief
Edward Palmieri; Megan Alvarez
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15.2012. Facebook. Inc. hereby notifies the
Commission that it has acquired Oculus YR, Inc. and will continue to operate it as a wholly-owned subsidiary
of Facebook. Inc. The corporate address for Oculus is 2711 Centervi lle Road, Suite 400. Wilmington, DE

19808.
Regards,
Jenny Hall I Privacy Counsell Facebook Legal

l(b)(6)

I

NOTICE: This email (including any attachmentsl may contain informa ti on that is private, confident ial, or protected by attorney-cl ient
or other privilege, Unless you are the intended recip ient, you may not use, copy, or retransmit the email or its contents.
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DEbrief
From:
Sent:
To:

Cc:
Subject:

Megan Alvarez I(b )(6)
Thursday, Augus~t~2'8.~2;;O"1"4'4'
:1'8'P'M'-----'
DEbrief
Edward Palmieri; Jenny Hall
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Oirector of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired liveRail, Inc. and will continue to operate it as a wholly-owned subsidiary of Facebook,
Inc. The corporate address for liveRail, Inc. is 1601 Willow Road, Menlo Park, CA 94025.
Regards,

Megan Alvarez I Privacy Counsel I Facebook Legal

l(b)(6)

I

NOTICE : This email (including any attachmeng~ may contain information that is private, confidential, or protected by attorney-client
or other privilege. Unless you are the intended redp ient, you may not use, copy, or retransmit the email or its contents.
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DEbrief
From:
Sent:

Megan Alvarez I(b )(6)
Monday, Octob'~
''''"Oi-.'20*lO'""lOOCA
MM
" ---'

To:

DEbrief

Cc:

Edward Palmieri; Jenny Hall
In the Matter of Facebook, Inc FTC Docket No. C-4365

Subject:

To the Associate Oirector of Enforcement:
Pursuant t o Part VIII of t he Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired What sApp Inc. and will continue to operate it as a who lly-ow ned subsidiary of
Facebook, Inc. The corporate address for WhatsApp Inc. is 1601 Willow Road, Menlo Park, CA 94025.
Regards,
Me gan Alya rez I pri vacy Counsel I Facebook legal

l(b)(6)

I

NOTICE : This email (induding any attachments~ may contain informa tion that is private, confiden ti al, or protected by attorney-dient
or oth er privilege. Unless you are the intended recip ient, you may not use, copy, or retransmit the email or its contents.
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DEbrief

I

From:

)'''Y H,II l(b)(6)

Sent:
To:

Monday, April 06, 2015 12:34 PM
DEbrief
Edward Palmieri; Megan Alvarez
In the Matter of Facebook, Inc FTC Docket No. C-4365

Cc:
Subject:

To the Associate Director of Enforcement:
Pursuam to Part VlIl of the Decision and Order, served on August 15, 201 2, Facebook. Inc. hereby notifies the
Commission that it has acquired The Find. Inc. and will continue to operate it as a wholly-owned subsidiary of Facebook.
Inc. The corporate addres, (or TheFind. Inc. is 1601 Willow Road. Menlo Park. CA 94025.
Regards.

Jenn y Hal! I fac ebook I Lead Privacy Counsel

kb)(6)

I

NOTtCE: This ~m:lil (iocluding any attachment,) may contain information that is privm~. confIdentiaL or protected by attOfTley-elient or OIher
pri' il cge. Unlc,; you are the mtcndcd re.:ipient. you may not U!.C. copy. or retransmit the emaIl or It> contents.
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UN ITED STATES OF AMERICA

FED ERAL TRADE COMMISS ION
600 Pennsylvania A venue NW
WAS HINGTON, D.C. 20580

Laura D, Koss

Bureau of Consumer I'rot~ction
Divislon of Enforcement . Mailstop CC·9528
Direct Dial: (202) 326·2890

April 2 1, 20 15

via

Us. and electronic mail ~(b)(6 )

Mr. Edward Palmieri
Associate General Counsel , Privacy
Facebook, Inc.
1299 Pennsylvania Avenue N.W.
Suite 800
Washi ngton, DC 20004
Re:

In the Malter ofFacebook Inc., Docket No. CA 365

Dear Mr. Palmieri:
",-=,----,T-",hank you for the information Facebook provided in an April 16, 2015 cal l regarding the
b )(4);

t

I

t b)(4); (b)(3 ): 6(f)

As you know Part I of the Order addresses mi srepresentati ons regardi ng the extent to
which Facebook maintains the privacy and securi ty of covered information, includi ng, but not
limited to, its co llection of any covered information. The above l aJ!g!l ~ does not ~ ar to be
deceptive under Part I so long asl(b)(4); (b)(3 ): 6(f)
b)(4); (b)(3 ): 6(f)

We appreciate your communicating proactively with us regarding Facebook' s new
products and services and wanled to share these concerns in light ofFacebook's.Order.

Case 1:18-cv-00942-TJK Document 18-6 Filed 06/14/19 Page 118 of 178
Apri l 2 1, 20 15
page 2

If you have any questions, please do not hesi tate to contact me at (202) 326-2890 or
Reenah Kim at (202) 326-2272.

Sincerely yours,

'7 (,L-----'""---~

J Rccnah
aurs L.Koss
Kim
D.

Attorneys
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From :
Sent:
To :
Cc :
Subject:
Attachments:

Koss, Laura
4 Jun 2015 16:34:40 -0400
Edward Palmieri

l(b)(6)

IKim, Reenah

":L~e':'tt:-e'-r:-t-o--:F-ac-e-:b-o-o-;-k-,J'-U-n-e-4'-,-=2"0::-1"5-"

Ltr to FB re Assessment (4june201S).pdf

Dear Ed,
Please see the enclosed letter. Please contact us with any questions.
Rega rds,
Laura
Laura Koss
Senior Attorney
Federal Trade Commission I Division of Enforcement
600 Pennsylvania Ave., N.W. I Mail Drop CC-95281 Washington DC 20580
t: 202.326.2890 I f: 202.326.2558 I lkoss@ftc.gov
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UNITED STATES OF AMERICA

FEDERAL TRADE COMM ISS ION
600 Pennsylvania Avenue NW
WASHlNGTON, D.C. 20580

laura D. Kos>
Burea u of Consum er Protecti on
Division of Enforcement. Mailstop CC-9S28
Direct Dial: (202) 326·2890

June 4, 2015
via electronic mai/l"'(b"'),,(6,,)'---_---'

Mr. Edward Palmieri
Assoc iate General Counsel, Pri vacy
Facebook Legal
11 55 F. Street, NW Suite 475
Washington , DC 20004
Re:

III the Matter ofFacebook, Inc., Docket No. C-4365

Dear Mr. Palmieri :
Thank you for the Assessment dated April 13, 20 15 ("April 2015 Assessment" or
"Assessment"). We write seeking clarifi cation regarding the scope of thi s Assessment with
respect to Facebook 's acquired entiti es and affiliates.
As you know, Part IV of the Order requires Facebook to establi sh, impl ement, and
maintain a comprehensive privacy program that is reasonably des igned to ( I) address pri vacy
ri sks related to the development and management of new and ex isting products and services, and
(2) protect the pri vacy and confidenti ality of covered information . Part V requires Facebook to
obtain third-party Assessments which, among other things, expl ain how Facebook's specifi c
pri vacy controls are appropriate to it s size and complex ity, the nature and scope of it s acti viti es,
and the sensiti vity of covered information, as well as explain how the implemented pri vacy
control s meet or exceed Part IV 's required protection s.
As Facebook acknowledges in its " Privacy Program Overview" prefacing the
Assessment, "achi ev ing the objectives of the Pri vacy Program in volves taking a hard look at the
privacy practices of any entities acquired by Facebook." (p. 8 of the Assessment). Facebook
states that it "assesses whether its integration of acquired companies effects any material change
to Facebook's operat ions or bu siness arrangement s or has a material impact on the effectiveness
of Facebook's Pri vacy Program ." It notes that where an acqui siti on effects a chan ge to Facebook
operations or impacts the effectiveness of its Privacy Program, Facebook makes adjustments to
ensure the program achi eves its objectives: "( 1) to address privacy ri sks related to the
development and management of new and existi ng products and services for Facebook
consumers and (2) to protect the ri vac and confidenti al it of information from or about an
individual Facebook consumer.'(b)(4); (b)(3):6(f)
b)(4); (b)(3):6(f)
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Though Pri cewaterhou seCoopers LLP's ("PwC") cover leiter 10 the Assessment notes
that Facebook made acquisitions during the Reporting Period (February 12, 2013 to February 11 ,
2015 ), it states it excl uded "any independentl y operated affi liates" from the Assessment. Despite
Facebook's assertions, PwC's report does not demonstrate whether and how Facebook
addressed the impact of acqu isitions on its Privacy Program. For example, the report does n OI
mention any of th e entities acquired during the reporting period such as Atlas and WhatsApp much less indicate whether and how Facebook assessed the acqui sition 's effect on Facebook's
operations and Pri vacy Program, made adjustments to address any assoc iated pri vacy ri sks, or
subjected any aspect of the acqui siti on to its pri vacy controls. Furthermore, PwC's April 22,
20 13 Assess ment for Facebook ex plicitl y addressed lnstagram I (which Facebook had acquired
during the August 15, 20 12 to February II , 20 13 reporting period 2) - whereas the 2015
Assessment does not mention Instagram at all.
To ensure the completeness of the Assessment , we request that PwC verify in detail the
extent to which its 20 15 Assessment covered, for each entity Facebook acquired during the
reporting period, whether and how Facebook addressed the acquisition 's impact on its Pri vacy
Program.
If you have any questions, pl ease do not hesitate to contact me at (202) 326-2890 or
Reenah Kim at (202) 326-2272.

Sincerel y yours,

s/Laura D. Koss
Reenah L. Kim
Attorneys
cc:

Carolyn C. Holcomb
Pricewaterhou se Coopers LLP
l(b)(6)

I

See, e.g" 20 13 PwC Assessment at pp. 25, 27, 32, 34-4 1,43-44, 46, 50-52, 59-60, 64, 66, 73-

75 .
In its December 18, 2012 letter to FfC staff, Facebook stated that although it "operates
Instagram as a separate brand with distinct product and services," Facebook and lnstagram have
" integrated bus iness operations (which will continue to be further integrat ed over time)." It also
stated that Facebook has "direct control over In stagram's business operations."
2
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From :
Sent:
To :
Cc :
Subject:

Kim, Reenah
8 Jul2015 17:43:10 +0000
Edward Palmieri;Koss, Laura

l(b)(6)
RE : Letter to Facebook, June 4, 2015

Ed - Just following up. When can we expect to see a response to our June 4 letter?
Thanks,
-Reenah

Reenah L. Kim
Federal Trade Commission
Bureau of Consumer Protection I Division of Enforcement
600 Pennsy lvania Avenue NW I Mailstop CC-9528 I Washington, DC 20580

1:202.326.22721f:202.326.3197 1rkim l@ftc.gov

From : Edward Palmieri

Sent: Monday, June 15, 2015 9:46 AM
To: Koss, Laura; Kim, Reenah
Cc:i(h\(6\
Subject: Re: Letter to Facebook, June 4, 20 15
Dear laura and Reenah:
I wanted to send you a quick note to let you know that Joe and I (and our teams) met last week to pull
together a plan for reviewing our materials and responding to your letter. I'll be in touch and please don't
hesitate to contact me if you have any questions.

Best,
EP
From: e p <Ii....h,u\ll(6l \_--:-,.
l
Date: Thursday, June 4, 2015 at 8:26 PM
c.",g"
o"
v >~=_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _--,
To: "lKOSS@ftc .gov" <"LK"O":S"S"@=ft"
Cc: "Kim, Reenah" <rki m1 @ftc.gov>, '~Kb",):;;(6,,)'-,-_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _----,
Subject: Re: letter to Facebook, June 4, 2015

Thank you. We will review with Pwc.

On Jun 4, 2015, at 4:45 PM, 'kOJb,L)!C(6..)'---_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _---'lwrote:
Laura ,
Please note that Joe DiVito (not me), copied above, is the PwC Partner on the Facebook
FTC Assessment.
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Thank you.
Carolyn
Carolyn C. Holcomb
PwC I Partner

l(b)(6)
PricewaterhouseCoopers LLP
1075 Peachtree Street. Atlanta. Georgia 30309
htto:/lwwwpwc.comlus

From:
"Koss. Laura" <LKOSS@ftc.QOV>
To:
Edward Palmieri lIh \la\
I
Cc:
Carolyn C . HolcombIOSIABASIPwC@Americas-US. "Kim. Reenah" <rkim1@ftC_90v>
Oate:
06/04/201504:34 PM
Subject:
Letter to Facebook, June 4. 2015

Dear Ed,
Please see the enclosed letter. Please contact us with any questions.
Regards,
Laura
Laura Koss
Senior Attorney
Federal Trade Commission 1 Division of Enforcement
600 Pen nsylvania Ave. , N.W. 1 Mail Drop CC-95281 Washington DC 20580
t : 202.326.2890 1 f: 202.326.2558 I lkoss@ftc.gov

The information transmitted, including any attachments, is intended only for the person or
entity to which it is addressed and may contain confidential and/or privileged material. Any
review, retransmission, dissemination or other use of, or taking of any action in reliance upon,
this information by persons or entities other than the intended recipient is prohibited, and all
liability arising therefrom is disclaimed. If you received this in error, please contact the sende r
and delete the material from any computer. PricewaterhouseCoopers LLP is a Delaware li mited
liability partnership . This communication may come from PricewaterhouseCoopers LlP or one
of its subsidiaries.
<Ltr to FB re Assessment (4june201S) .pdf>

Case 1:18-cv-00942-TJK Document 18-6 Filed 06/14/19 Page 124 of 178

From :
Sent:

Edward Palmieri
9 Jul 2015 16:01:22 +0000
Kim Reenab'Kass I aJl[a

To :

l(b)(6)

Cc:

I

Re: Letter to Facebook, Ju ne 4, 2015

Subject:
Reenah,

Thank you vel)' much for your patience.
We have been working with PwC to determine the m ost appropriate format for the response,
whic h we expect w ill encompass separate lette rs com in g from both PwC and Facebook. We w ill
send you the response very soon.
Best,
Edward

edward palmieri I director, assoc iate general counse l - privacy & regulatory I lace book legal

.1("b,,)("'6:L)_ _ _ _ _---'

From: <Kim>, Reenah <rkim1@ftc.goY>
Date: Wednesday, JU' 8, 2015 at 1:43 PM
To: e p ~(b)(6)"Koss, l aura" <lKOSS@ftc.goy>

1

Cc:

l(b)(6)

SUDJect: RE: Letter to Facebook, June 4, 2015

Ed - Just following up. When can we expect to see a response to our June 4 letter?
Thanks,
-Reenah

Reenah L. Kim
Federal Trade Commission
Bureau of Consumer Protection I Division of Enforcement
600 Pennsylvania Aven ue NW I Mail stop CC-9528 I Washington, DC 20580
1:202.326.22721f:202.326.3197 1rkim l @ ft c.gov

From : Edward Palmieri
Sent: Monday, June 15, 2015 9:46 AM
To: Koss. Lau ra: Kim . Reenah

Cc:irb)(6)
Subject: Re: Letter to Facebook, June 4, 2015
Dear laura and Reenab:
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I wanted to send you a quick note to let you know that Joe and I (and our teams) met last week to pull
together a plan for reviewing our materials and responding to your letter. I'll be in touch and please don't
hesitate to contact me if you have any questions.
Best,
EP

From: e p i",
(b,!,)(",6L
) _:-:-'.
Date: Thursday, June 4, 2015 at 8:26 PM
To: "lK055@ftc.gov" <"LKC'0~S,;S",@"f"tc",.g,,0"lv",>=:c-_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _--,
Cc: "Kim, Reenah" <rkim1@ftc.gov>, Kb)(6)
Subject: Re: letter to Facebook, June"4' ," 2 " O " 1 " ' S - - - - - - - - - - - - - - - - - - - - - '
Thank you. We will review with Pwc.

On Jun 4, 2015, at 4:45 PM,

L~b_)_(6_)_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _____'rrote:

Laura ,
Please note that Joe DiVito (not me), copied above, is the PwC Partner on the Facebook
FTC Assessment.

Thank you.
Carolyn
Carolyn C. Holcomb
PwC I Partner

l(b)(6)
Pricewaterhousecoopers LLP
1075 Peachtree Street. Atlanta. Georgia 30309
http://www.pwc.comius

To:
From:
Cc:
Date:
Subject:

-;'ii""20,i5-04:i4'~$~~;====:::JIKim.
i Reenah " <rkiml@ftc.gov>
Leiter to Facebook, June 4, 2015

Dear Ed,

Please see the enclosed letter. Please contact us with any questions.
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Regards.
Laura

Laura Koss

Senior Attorney
Federal Trade Commission I Division of Enforcement
600 Pennsylvania Ave., N.W. I Mail Drop CC~9528 1 Washington DC 20580
t: 202.326.2890 I f: 202.326.2558 I Ikoss@ftc.gov

The information transmitted, including any attachments, is intended only for the person or
entity to which it is addressed and may contain confidential and/or privileged material. Any
review, retransmission, dissemination or other use of, or taki ng of any action in reliance upon,
this information by persons or entities other tha n the intended recipient is prohibited, and all
liability arising therefrom is disclaimed. If you received this in error, please contact the sender
and delete the material from any computer. PricewaterhouseCoopers LLP is a Delaware li mited
liability partnership. This communication may come from PricewaterhouseCoopers LLP or one
of its subsidiaries.
<Ltr to FB re Assessment (4june201S).pdf>
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From :
Sent:
To :
Cc :
Subject:
Attachments:

Edward Palmieri
14 Jul2015 19:20:19 +0000
Koss, LaurajKim, Reenah

l(b)(6)

I

Re: Letter to Facebook, June 4, 2015
FB Letter plus PwC to FTC 07142015.pdf

CONFIDENTIAL

Dear Laura and Reenah:
Please see our response letter (which includes PwC's reply).
Please let us know if you have any questions.
Best,
Edward

edward palmieri I director, assoc iate Reneral counse l -

pr i ~acv & reRulatory I lace book leRal ~1(Eb~)((j6r)L=====::::J

From: <Koss>, Laura <LKOSS @ftc.gov>
Date: Thursday, June 4, 2015 at 4:34 PM

To, e pl(b)(6)

I

ccJb)(6)
<rkim1@ftc.gov>
Subject: Letter to Facebook, June 4, 2015

Dear Ed,
Please see the enclosed letter. Please contact us with any questions.
Regards,
Laura
Laura Koss
Senior Attorney
Federal Trade Commission I Division of Enforcement
600 Pennsylvania Ave., N.W. I Mail Drop CC-95281 Washington DC 20580
t: 202.326.2890 I f: 202·326.25581 Ikoss@ftc.gov

I"Kim, Reenah"
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DEbrief
From:
Sent:

Megan Alvarez j(b )(6)
Sunday, April 17'" '
2o.'"6~7{,:O"30P'M'-----'

To:

DEbrief

Cc:

Edward Palmieri; Jenny Hall
In the Matter of Facebook, Inc FTC Docket No. C-4365

Subject:

To the Associate Oirector of Enforcement:
Pursuant to Part VIII of th e Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Masquerade Technologies, Inc, and will continue to operate it as a wholly-owned
subsidiary of Facebook, Inc. The corporate address for Masquerade Technologies, Inc. is

1601 Willow Road, Menlo Park,

CA 94025.
Regards,
Me an Alvarez I Associate General Counsel, Privacy I Facebook Lega l

(b)(6)
NOTICE : This email (including any attachments~ ma y contain informa tion that is private, confiden ti al, or protected by attorney-cl ient
or oth er privilege. Unless you are the intended redp ient, you may not use, copy, or retransmit the email or its contents.
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DEbrief
From:
Sent:
To:

Cc:
Subject:

Gabe ledeen Vb)(6)
Friday, June 03~,¥
20~1~6~7~3~9~PMCC----'
DEbrief
Edward Palmieri; Megan Alvarez
In the Matter of Facebook, Inc .. FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August IS, 2012, Facebook, Inc. hereby notifies the Commission that
it has acquired Two Big Ears ltd. and will con tinue to opera te it as a wholly-owned subsidiary of Facebook, Inc.
Correspondence for Two Big Ears Lt d. sent by mail may be directed to 1601 Willow Road, Menlo Park, CA 94025.
Rega rds,
Gabe ledeen I Privacy (ounsel I Facebook legal
NOTICE: Th is emai l (indud ing anV attachments) maV (onta in information that is private, confidential, Of prot ected
privilege. Unless Vou are the intended recipient, Vou maV not use, cOj)V, Or retransm it the email or its contents.

bv attorn ev-client or other
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DEbrief
From:

Megan Alvarez 4(h \( R \

Sent:

Wednesday, October 12, 2016 12:26 PM
DEbrief
In the Matter of Facebook, Inc., FTC Docket No. C-4365

To:
Subject:

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Nascent Objects and will continue to operate it as a wholly-owned subs idiary of
Facebook, Inc. Correspondence for Nascent Objects may be directed to 1601 Willow Road, Menlo Park, CA 94025.
Regards,
Megan Alvarez

I Associate General Counsel, Privacy I Facebook legal

l(b )(6 )
NOTICE: This email (including any attachments! may contain informa tion that is private, confidential, or protected by attorney-tlient
or ot her privilege. Unless you are the intended recip ient, you may not use, copy, or retransmit the email or its contents.
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DEbrief
From:
Sent:

To:
Subject:

Megan Alvarez kb )(6)
Wednesday,

Oc'to~b~'"'<12~,~2~OC16'""12C,2C6CpCM-,--J

DEbrief
In the Matter of Facebook, Inc., FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant to Part VIII of t he Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies t he
Commission that it has acquired mLed, Ltd. and w ill continue to operate it as a wholly-owned su bsidiary of Facebook,
Inc. Correspo ndence for mLed, Ltd. may be directed to 1601 Willow Road, Menlo Park, CA 94025.
Regards,
Me an Alvarez

Assoc iate General Counsel, Privacy

I Facebook legal

(b)(6)
NOTICE : This email (including any attachments! may contain informa t ion that is private, confidential, or protected by attorney-tlient
or ot her privilege. Unless you are t he intended recip ient, you may not use, copy, or retransm it the emai l or its contents.
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DEbrief
From:
Sent:
To:

Cc:
Subject:

Jenny Hall l ( h \f ~ \
Wednesday, December 07, 2016 2:39 PM
DEbrief
Edward Palmieri
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Oirector of Enforcement:
Pursuant to Part VIII of the Oecision and Order, served on August IS, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Faciometrics LLC and will continue to operate it as a wholly-owned subsidiary of
Facebook, Inc. The corporate address for Faciometrics LlC is 1601 Willow Road, Menlo Park, CA 94025.
Regards,
Jenn y Hall I facebook I Associate General Counsel, Privacy

l(b)(6)

I

NOTICE: This ~mail (iocludins any attachment,) may contain infomJalion lMt is JII1"at~, confidential. or prot""ted by attOlMj' -dient or other
jlIwikgc_ Unlc;s you are the Intended recipient. you may not usc, copy. or retransmit the emaIl or It> contcnts_
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DEbrief
From:
Sent:
To:

Cc:
Subject:

Vb

Megan Alvarez
)(6)
Tuesday, Decem~b"'"'~2~
7.':200016;-;-1012'-;:PM::----'
DEbrief
Edward Palmieri
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired The Eye Tribe ApS and will continue to opera te it as a wholly-owned subsidiary of
Facebook, Inc. The corporate address for The Eye Tribe ApS is Amagerfaelledvej 56, 34, 2300 Kobenhavn S, Denmark.
Regards,
1 ( ~rt6) Alyarez I Assoc iate General CQunsel r VaCY I Facebook Lega l

NOTICE : This email (induding any attachments~ may contain information that is private, confiden ti al, or protected by attorney-dient
or oth er privilege. Unless you are the intended recip ient, you may not use, copy, or retransmit the email or its contents.
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DEbrief
From:
Sent:
To:

Cc:
Subject:

Vb

Megan Alvarez
)(6)
Tuesday, Decem~b"'"'~2~
7.':200016;-;-1012'-;:PM::----'
DEbrief
Edward Palmieri
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired The Eye Tribe ApS and will continue to opera te it as a wholly-owned subsidiary of
Facebook, Inc. The corporate address for The Eye Tribe ApS is Amagerfaelledvej 56, 34, 2300 Kobenhavn S, Denmark.
Regards,
1 ( ~rt6) Alyarez I Assoc iate General CQunsel r VaCY I Facebook Lega l

NOTICE : This email (induding any attachments~ may contain information that is private, confiden ti al, or protected by attorney-dient
or oth er privilege. Unless you are the intended recip ient, you may not use, copy, or retransmit the email or its contents.
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From :
Sent:
To :

Cc:
Subject:

Edward Palmieri
1 Jun 2017 20:57:16 +0000
Kim, Reenah

l(b)(6)
Re: FTC-Facebook - letter re 2017 Assessment

Reenah,
Thank you for your email/letter. We will review and be in t ouch.
Best,
Edward

edward palmieri I director and associate general counsel. privacy I facebook legal I ep@fb.com

From : "Kim, Reenah" <rkiml@ ftc.gov>

Date: Thursday, JUn e.r;;1~,-;:2"O.::1,7 .::at=-4c::"'O'9c.P"M'---_ _ _ _ _ _ _ _--,
To: Edward Palmieri l(b)(6)
Kb)(6)
Subject: FTC-Face book - l etter re 2017 Assessment

Please see enclosed.
Best regard s,
-Reenah

Reenah L. Kim
Federal Trade Commission
Bureau of Consumer Protection I Di vision of Enforcement
600 Pennsy lvania Avenue NW I Mailstop CC-9528 I Washington, DC 20580
1:202.326.22721f:202.326 .3197 1rkim I@ ft c.gov
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From:
Sent:

To:

Kim, Reenah
1 Jun 2017 20:09:43 +0000
Edward Pa Imieri lr7.
rb"')"'r6"'):="----------------,

Subject:
Attachments:

FTC-Facebook - Letter re 2017 Assessment
2017-06-01 Ltr to FB re 2017 Assessment & acquisitions. pdf

Please see enclosed.
Best regards,
-Reenah

Reenah L. Kim
Federal Trade Commission
Bureau of Cons umer Protection I Di vision of Enforcement
600 Pennsylvania Avenue NW I Ma ilstop CC-9528I Washington, DC 20580
1:202.326.22721 f:202.326.3197 1rkim l @ftc.gov
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United States o f America
FEDERAL TRADE COMMISS ION
WASHI NGTON , DC 20580

Reenah L Kim
Bureau OfConsumcr Pro~cction
Division Of EnfoKcmen\
600 Pennsylvania Avenue NW. CC-9528
Washing~on. DC 20580
(202) 326-2272 (phone)
rkim I@ftc.gov(email)

June 1,20 17
VIA ELECTRONIC AND U,S, MAIL
Mr. Edward Palmieri l(b)(6)
Director and Assoc iat"e"G"e-'-n"e-r-:-al'C=o--'unsel, Privacy
Facebook, Inc.
11 55 F Street NW, Suite 475
Washington DC 20004
RE:

III /he Maller of Facebook, IIIC., Docket No. C-4365

Dear Mr. Palmi eri:
Thank you for the Assess ment dated April 12, 20 17 ("April 20 17 Assessment" or
"Assess ment"). We write seeking clarification regarding the scope of thi s Assessment with
respect to Facebook's acquired entiti es and affili ates.
Part IV of the Order requires Facebook to establish, implement , and maintain a
comprehensive privacy program that is reasonabl y designed to ( I) address privacy ri sks related
to the development and management of new and existing products and services, and (2) protect
the privacy and confidentiality of covered information. Part V requires Facebook to obtain thirdparty assessments which, among other things, ex pl ain how Facebook's spec ific pri vacy controls
are appropriate to its size and compl ex ity, the nature and scope of its acti vities, and the
sensiti vity of covered information, as well as explain how the implemented privacy control s meet
or exceed Part IV's required protecti ons.
The cover letter to the 20 17 Assessment by PricewaterhouseCoopers LLP (" PwC") notes
that Facebook made acqui sitions during the Reporting Period, and states that it excl uded "any
independentl y operated affiliates" from the Assessment. As you may recall , when PwC made a
simil ar statement in its cover letter to the assess ment dated April 13, 20 15 ("2015 Assessment"),
we sent a letter seeking clarification on the extent to whi ch the 2015 Assessment covered
whether and how Facebook addressed the impact of acqui sitions on its Pri vacy Program. Based
on the responses we received from you and PwC in separate letters dated Jul y 14, 20 15, we
understand that , as part of its Assessment, PwC nonetheless considered the impacts of
acquisitions on Facebook's Privacy Program, and that when an acqui sition was integrated into a
Privacy Program process or control , it became subject to testing by Pwc.
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Based on Facebook's previous submiss ions, we understand that during the two-year
Reporting Period covered by the 2017 Assessment Februa 12, 2015 throu h Februar 11,
2017 Facebook made the followin ac uisitions: b 4 · b 3 :6 f
b)(4); (b)(3):6(f)
We
write 10 con lfITI that, as part 0 the 2017 Assessment, Pw likew ise evaluated whether and how
Facebook's acquisitions during this Reporting Period impacted it s Privacy Program.
In the "Pri vacy Program Overview" which prefaces the 2017 Assessment, Facebook
asserts that it designed its Privacy Program to accomplish two primary objectives: ( I) to address
privacy ri sks related to the development, management, and use of new and ex isting products, and
(2) 10 protect the information Facebook receives from or about users. Facebook states that it has
impl eme nted numerous procedures ("control s") to effectuate these objectives which include
"assessing impact on the Pri vacy Program from acquisitions." For example, Facebook 's Privacy
Governance Team convenes to discuss the privacy risks associated with newly acquired
companies. Moreover, Facebook's Privacy Cross-Functional ("XFN") team routinely rev iews
new products or features that incorporate newl y acquired technology, and assesses th e associated
risks and control s. As part of the Privacy XFN process and annual pri vacy summit, Facebook
addresses key privacy issues relevant to acquired and affiliate entities, such as data sharing and
integration.
We understand that, as part of its assessment, PwC tb)(4) ; (b)(3):6(f)
(b)(4); (b)(3):6(f)

Pl ease let us know promptly if our understanding of how PwC's 2017 Assessment
addressed and evaluated the impact of acquisitions on Facebook's Privacy Program (as described
above) is in any way incorrect or incomplete. Additionally, please notify us if Facebook
acquired any entiti es during the Reporting Period that are not referenced above.
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Page 3
Sincerely,

Reenah L. Ki m

cc:

Joseph V. D iV ito, Jr.
Pri cewalerhouseCoopers LLP

l(b)(6)

I
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From:
Sent:
To :
Cc:
Subject:

Edward Palmieri
15 Jun 2017 16:32 :43 +0000
Kim, Reenah;Berger, l aura
Rob Sherman;Jack Yang
Confidentia l Facebook Update

CONFIDENTIAL

Dear laura and Reenah:
Rob and I wanted to see if you are free to meet sometime on June 29th or 30 th . We would like
to discuss a few updates and also introduce you to Jack Yang (cc-ed here). Jack just joined us
and will be based in our Menlo Park office. Jack is taking over for me (on the lega l side; Rob will
continue to represent the Policy team) as I am transitioning to a new role at FB (more to co m e
on that in our meeting). We can also provide an update on the letter we are preparing in
response to your inquiry regarding ou r 2017 Assessment by Pwc.
As always, thank you for your time and j ust let us know what works for you.
Best,
Edward

edward palmieri I director and associate general counsel, privacy I facebook legal.l!b
"-ll)(,,6:L
) _ _---'
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From:
Sent:
To :
Cc:
Subject:

Jack Yang
24 Jul2017 19:45:52 +0000
Kim, Reenah
Rob Sherman;Edward Pa lmieri
Re: FTC - 2017 Assessment by PwC

Reenah :
Thanks for reaching out. Coordinating reviews w ith PWC have taken a little
longer than expected. We should be getting you a respo nse by the end of this
week. If there' s anything which impacts that timing, I'll let you know ASAP.
Jack Yang
AGC & Head of Privacy
Facebook

fb)(6)
From: "Ki m, Reenah" <rkiml @ftc.gov>

Dale: Monday" July 24, 2017 al 1:5 1 PM
To: Jack Yang ~b)(6)
Cc: Rob Sherman ~(h\(6\
I Edward Palmieri K",b:L)(,,6:L)_ _---'
Subject: FTC - 20 17 Assessment by PwC

I

Jack - Following up on Ed's email last month (below) , when can we expect to receive a written
response to our letter regarding the 2017 assessment by PwC? Please g ive me an update when
you can.
Thanks,
-Reenah

Reenah L Kim
Federal Trade Commission
Bureau of Consumer Protection I Di vision of Enforce ment
600 Pennsylvania Aven ue NW I Mail stop CC-9528 I Washington, DC 20580
1:202.326.22721f:202.326.3197 I rkim l @ftc.gov

From: Edward Palmieri
Sent: Thursday, June 15, 2017 12 :33 PM
To: Kim, Reenah; Berger, Laura
Cc: Rob Sherman; Jack Yang
Subject: Confidential Facebook Update
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CONFIDENTIAL

Dear Laura and Reenah:

Rob and I wanted to see if you are free to meet sometime on June 29th or 30 th , We would like
to discuss a fe w updates and also introduce you to Jack Yang (cc-ed here). Jack just joined us
and will be based in our Menlo Park office. Jack is taking over for me (on the lega l side; Rob will
continue to represent the Policy team) as I am transitioning to a new role at FB (more to come
on that in our meeting). We can also provide an update on the letter we are preparing in
response to your inquiry regarding our 2017 Assessment by Pwc.
As always, thank you for your time and just let us know w hat w orks for you.

Best,
Edward

edward palmieri

I director and associate general counsel,

privacy

I face book legal IL(b_)c.(6_)_ _---'
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From:
Sent:
To:

Cc:
Subject:
Attachments:

Jack Yang
28 Jul2017 18:53:48 +0000
Kim, Reenah
Joe DiVito
Response FTC-Face book - Letter re: 2017 Assessment
2459_001.pdf, Facebook - PwC Response to FTC Inquiry Letter FINAL July 28

20l7.pdf

Reenah:
As we discussed, please find attached Facebook's written response to your letter
dated June 1, 2017 regarding Facebook's April 2017 assessment. We have further
attached a supporting letter prepared by PWC on this matter.
Please feel free to contact me if you have any questions regarding the foregoing.
Thank you very much.
Jack Yang
AGe & Head of Privacy
Facebook

650 304-7526
b)(6)
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DEbrief
From:
Sent:

To:

Cc:
Subject:

Gabe ledeen kb)(6)
Tuesday, August 01. 2017 2:59 AM
DEbrief

I

Jack Yang; ly Tran
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant t o Part VIII of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Fayteq AG, and will cont inue to operate it as a wholly-owned subsidiary of Facebook,
Inc. Correspondence fo r Fayteq AG sent by mail may be directed to 1601 Willow Road, Menlo Park, CA 94025.
Regards,
Gabe ledeen I Privacy Counsel I Facebook legal
NOTICE: This email (including any attachmentsl may contain informa ti on that is private, confidenti al, or protected by attorney-client
or other privilege, Unless you are the intended recip ient. you may not use, copy, or retransmit the email or its contents.
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DEbrief
From:
Sent:
To:
Cc:
Subject:

Gabe ledeen kb)(6)
Monday, Augu""~2~1~
. 2~O"l'7'7'~39'P"M;7
DEbrief
Jack Yang; ly Tran
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant to Part VIII of th e Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Jack Mobile, Inc., and will continue to operate it as a wholly-owned subsidiary of
Facebook, Inc. Correspondence for Jack Mobile, Inc. sent by ma il may be directed to 1601 Willow Road, Men lo Park, CA
94025.
Regards,
Gabe ledeen I Privacy Counsel I Facebook legal
NOTICE: This email (including any attachments! may contain information that is private, co nfidential, or protected by attorney-client
or oth er privilege. Unless you are the intended redp ien\. you may not use, copy, or retransmit the email or its contents.
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From :
Sent:
To :
Cc :
Subject:

Charles Proctor
8 Nov 2017 14:02:00 -0800
DEbrief
Jack Yang;Gabe l edeen; l y Tran
In the Matter of Facebook, Inc., FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pu rsuant to Part VI II of the Decision and Order, served on August 15, 2012, Facebook, Inc. hereby
notifies the Commission that it has acquired Five Industries, Inc., and will continue to operate it as a
wholly-owned subsidiary of Facebook, Inc. Correspondence for Five Industries, Inc. sent by mail may be
directed to 1601 Willow Road, Menlo Park, CA 94025.
Regards,
Charles
Charles Proctor I Privacy Counsel l Facebook
NOTICE: This email (including any attachments) may contain information that is private, confidential, or protected by attorneyclient or other privilege. Unless you are the intended recipient, you may not use, copy, or ret ra nsmit th e email or its contents.
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DEbrief
l(b )(6 )

I

From:

Charles Proctor

Sent:

Wednesday, November 08, 2017 5:02 PM
DEbrief

To:
Cc:
Subject:

Jack Yang; Gabe Ledeen; Ly Tran
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant to Part VIII of the Decision and Order, served on August IS, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Five Industries, Inc" and will continue to operate it as a w holly-owned subsid iary of
Facebook, Inc. Correspondence for Five Industries, Inc. sent by mail may be directed to 1601 Willow Road, Menlo Park,
CA 94025.
Regards,
Charles
Charles Proctor l Privacy Counsel l Facebook
NOTICE: Th i' email (includ ing any attachmenhl may conta in information that i'private, confidential, Of protected by attorney-client or other
Unles, you are the intended recipient, you may not use, cOjIY, Or retransm it the email Or it, content"

privi l eg~.
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From :
Sent:
To :

Cc:
Subject:

Jack Yang
18 Jan 2018 16:16:08 +0000
Kim, Reenah;Berger, l aura
Rob Sherman
Re: Update ofTB H Terms and Conditions/Privacy Policy

Reenah :
Thanks for the quick respon se on your commitments and schedule. We're really
sorry for the short notice . Internal approvals and last -minute changes to the
notice made the timing of thi s less than ideal.
Would it make sense for us to set a time to chat about this at your convenience
next week? We can always cancel that call if you decide it's not needed.
Also wondering if you and Laura would have time to meet in the month of
February? If so, is there a week that work better for you and Laura?
Thanks much in advance.
Jack

From: "Kim, Reenah" <rkim1 @ ftc.gov>
Date: Thursday, January 18, 2018 at 6:37 AM
To: Jack Yang <yangj @ fb.com>, "Berger, l aura" < lBERGER @ftc.gov>

Cc: Rob Sherman l(b)(6)

I

Subject: RE: Update of TBH Term s and Conditions/Privacy Policy

Jack - Th is is very short notice. We will need time to rev iew, and I don 't know that we' ll be able
to align schedu les for a ca ll as soon as today (we' re not available tomorrow).
-Reenah

Reenah L. Kim
Federal Trade Commission
Bureau of Consumer Protection I Division of Enforce ment
600 Pennsy lvania Aven ue NW I Mailstop CC-9528 I Washington, DC 20580

t:202. 326.22721f:202.326.3197 1rkim1 @ftc.go v
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From: Jack Yang [mailtd(b)(6)
Sent: Thursday, January"'l"'S",2"'O::-lS=9:"'23~AM
To: Kim, Reenah; Berger, Laura
Cc: Rob Sherman
Subject: Update of TBH Terms and Conditions/Privacy Policy

Reenah and Laura:
As you may recall, in late October, 2017, Facebook acquired Five Industries, Inc.,
the maker of the TBH (a messaging app directed at high school age students),
described https://tbhtime.com/. We've attached our notice to the FTC regarding
this acquisition. TBH is available only to persons in the United States.
(b)(4); (b)(3) :6(f)

Please let us know if you'd like to find time for a call to answer any questions you
may have. If you'd like to discuss this, it would be ideal to find time today or
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Friday since the team would like to move ahead with this update either this week
or next week.
Jack & Rob
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From:
Sent:
To:
Cc:
Subject:
Attachments:

Jack Yang
18 Jan 2018 14:22:31 +0000
Kim, Reenah;Berger, laura
Rob Sherman
Update of TBH Terms and Conditions/Privacy Policy
In the Matter of Facebook, Inc., FTC Docket No. C-4365

Reenah and Laura :
As you may recall, in late October, 2017, Facebook acquired Five Industries, Inc.,
the maker of the TBH (a messaging app directed at high school age students),
described https://tbhtime.com/' We've attached our notice to the FTC regarding
this acquisition. TBH is available only to persons in the United States.
(b)(4); (b)(3):6(f)

Please let us know if you'd like to find time for a call to answer any questions you
may have. If you'd like to discuss this, it would be ideal to find time today or
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Friday since the team would like to move ahead with this update either this week
or next week.
Jack & Rob
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From:
Sent:
To:

Cc:
Subject:

Kim, Reenah
22 Jan 2018 13:03:28 +0000
'Jack Yang';Rob Sherman
Berger, l aura
RE : Update of TBH Terms and Conditions/Privacy Policy

Jack and Rob - I have a number of questions for you about this , and I think that Laura may have
questions as we ll. However, as you're probably aware, due to the recent govemment shutdown,
we are prohibited from working until Congress restores appropriations to the FTC. I will contact
you to follow up once normal govemment operations resume.
Regards,
-Reenah

Reenah L. Kim
Federal Trade Commission
Bureau of Consumer Protection I Division of Enforcement
600 Pennsylvania Avenue NW I Mailstop CC-9528 I Washington, DC 20580
1:202.326.22721f:202.326.3197 1rkim l @ ftc.gov

From: Jack Yang [mailto:kb)(6)

Sent: Thursday, January ~18","'2"O"1"8-:1-;-1:-::1"6~AM
To: Kim, Reenah; Berger, Laura
Cc: Rob Sherman
Subject: Re: Update of TBH Terms and Conditions/ Privacy Policy

Reenah:
Thanks for the quick response on your commitments and schedule. We're really
sorry for the short notice . Internal approvals and last-minute changes to the
notice made the timing of this less than ideal.
Would it make sense for us to set a time to chat about this at your convenience
next week? We can always cancel that call if you decide it's not needed.
Also wondering if you and Laura would have time to meet in the month of
February? If so, is there a week that work better for you and Laura?
Thanks much in advance.
Jack
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From: "Kim, Re ena h" <rkiml@ftc.gov>
Date: Thursday, January 18, 2018 at 6:37 AM
To: Jack Yang kb)(6)
I "Berger, laura" <LBERGER@ftc.gov>
Cc: Rob Sherman j(b)(6)
1
Subject: RE: Upd ate of TBH Terms and Conditions/Privacy Policy

Jack - This is very short notice. We will need time to rev iew , and I don't know that we'll be able
to align schedules for a call as soon as today (we're not available tomorrow).
-Reenah

Reenah L. Kim
Federal Trade Commission
Bureau of Consumer Protection I Division of Enforcement
600 Pennsy lvania Avenue NW I Mailstop CC-9528 I Washington, DC 20580
t:202.326.22721f:202.326.3197 1rkim l @ftc.gov

I

From: Jack Yang [mailtgf:b)(6)
Sent: Thursday, January 18, 20189:23 AM
To: Kim, Reenah; Berger, Laura
Cc: Rob Sherman
Subject: Update of TBH Terms and Conditions/Privacy Policy

Reenah and Laura :
As you may recall, in late October, 2017, Facebook acquired Five Industries, Inc .,
the maker of the TBH (a messaging app directed at high school age students),
described https://tbhtime.com/' We've attached our notice to the FTC regarding
this acquisition . TBH is available only to persons in the United States .
b)(4) ; (b)(3):6(f)
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(b)(4); (b)(3):6(f)

Please let us know if you'd like to find time for a call to answer any questions you
may have. If you'd like to discuss thi s, it would be ideal to find time today or
Friday since the team would like to move ahead with thi s update either thi s week
or next week.
Jack & Rob
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From :

Sent:
To :

Cc:
Subject:
Attachments:

Jack Yang
31 Jan 2018 21:00 :36 +0000
Kim, Reenah
Berger, Laura;Rob Sherman
Re: Update ofTB H Terms and Conditions/Privacy Policy
TBH Terms Update. pdf

Facebook Confidential
Reenah:
In anticipation of our meeting tomorrow, please find attached the slides. Look
forward to chatting w ith yo u tomorrow.
Jack Yang
AGC & Head of Privacy
Facebook, Inc.

tb)(6)

From : "Ki m, Reenah" <rkiml @ftc.gov>

Date: Monday, January 29,2018 at 5:20 AM
~ob she rman lc(b-,-)(,--6,-) _ _ _ _ _--'
To: Jack Yang Kb)(6)
Cc: "Berger, Laura" <LBERGER@ftc.gov>
Subject: RE: Update of TBH Term s and Conditions/Privacy Policy

Yes 1030 this Thursday (Feb I) works fo r me.
Thanks,
-Reenah

Reenah L. Kim
Federal Trade Commission
Bureau of Consumer Protection I Di vision of Enforce ment
600 Pennsylvania Aven ue NW I Mailstop CC-9528 I Washington, DC 20580

t:202. 326.22721f:202.326.3197 1rkim l @ftc.gov

From: Jack Yang [maiitoKb)(6)
,,--'
Sent: Friday I January 26,"2"'0"1"'8'-:4"':0"':6-;;CPM
To: Kim, Reenah; Rob Sherman
Cc: Berger, laura
Subject: Re: Update of TBH Terms and Conditions/Privacy Policy
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Reenah:
Was able to coordinate with Rob on availability. Would lO :30AM-ll:OOAM next
Thursday work for you?
Jack Yang
AGe & Head of Privacy
Facebook, Inc .
fb)(6)
From: "Kim, Reenah" <rkiml@ftc.gov>
Date: Thursday, January 25, 2018 at 8:10 AM

To: Jack Yang Kb)(6)

==______--,

IRob Sherman 1"'(b:L)(>..:6cc)_ _ _ _ _----'

Cc: "Be rger, Laura " <LBERGER@ftc.gov>
Subject: RE: Update of TBH Terms and Conditions/Privacy Policy

I'm generally available for a call on Thursday or Friday of next week (Feb 1-2) before 5p
Eastern.
Thanks,
-Reenah

Reenah L. Kim

Federal Trade Commission
Bureau of Consumer Protection I Division of Enforcement
600 Pennsy lvania Avenue NW I Mailstop CC-9528 I Washington, DC 20580
1:202.326.22721f:202.326 .3197 1rkim l @ftc.gov

From: Jack Yang [maiitoK b )(6)
Sent: Wednesday, January 24, 2018 4:57 PM
To: Kim, Reenah; Rob Sherman
Cc: Berger, Laura
Subject: Re: Update of TBH Terms and Conditions/Privacy Policy

Reenah:
Thanks for your voicemail. If possible, it would be great to have a call next week
while Laura is travelling. If you'd like to suggest some times for next week, Rob
and I will arrange our schedules accordingly.
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We.ll ensure we get you the materials you requested below in advance of the call.
Th anks much in advance.
Jack Yang
AGC & Head of Privacy
Facebook, Inc .
fb)(6)
From: "Kim, Reenah" <rkiml@ftc.gov>
Date: Wednesda , Januar 24,2018 at 11:19 A~Mo,.,,,,"""_ _ _ _ _---,

To: Jack Yang b)(6)
Rob Sherman fb) (6)
"-'-'-'----------'
Cc: "Berger, La ura " <lBERGER@ftc.gov>
Subject: RE: Update of TBH Terms and Conditions/Privacy Policy

Thanks for your message. We're not available on Friday, so I'm trying to confirm whether
tomorrow would work instead.

In the meantime, a few points:
b)(4 ); (b)(3):6(f)

4. I've seen the October 16,2017 post on the tbh website (tbh,com/news) regarding the
acquisition. Were any other representations made to tbh users regarding the acquisition
and, if so, in what format?
-Reenah

Reenah L. Kim
Federa l Trade Commission
Bureau of Consumer Protection I Division of Enforcement
600 Pennsylvania Avenue NW I Mailstop CC-9528 I Washington, DC 20580
t:202.326 .22721f:202.326 .3197 I rkim I@ ft c.gov
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From: Jack Yang [mailtdo:b)(6)
7 i3,-'-2,rOITI"S"l7"l:O"3npOlMr
Sent: Tuesday, January-'2

To: Kim, Reenah; Berger, Laura
Cc: Rob Sherman
Subject: Re: Update of TSH Terms and Conditions/Privacy Policy

Reenah & Laura:
Thanks for your e-mail. We hope this week's events didn't cause too much
disruption. We were wondering whether you might have time on Thursday or
Friday to speak on tbh? We're happy to adjust our schedules to meet at your
convenience. However, I do know that we are definitely available during the
following times :
Thursday 3-3:30PM EST; and
Friday 1l-1l:30AM EST.
Thanks very much in advance. Look forward to speaking with you.
Jack Yang
AGe & Head of Privacy
Facebook, Inc.

From: "Kim, Reenah" <rkiml@ftc.gov>
Date: Monday, January 22,2018 at 5:04 AM

r,

To: Jack Yang kb)(6)
Rob shermanIL(b-'.)(.c.6.c.)_ _ _ _ _---'
Cc: "Berger, Laura" <LBERGER@ftc.gov>
Subject: RE: Upda te of TSH Terms and Conditions/Privacy Policy

Jack and Rob - I have a number of questions for

yOli

about this , and I think that Laura may have

questions as we ll. However, as you're probably aware, due to the recent govemment shutdown,

we are prohibited from working until Congress restores appropriations to the FTC. I will contact
you to follow up once normal government operations resume.
Regards,
-Reenah
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Reenah L. Kim
Federa l Trade Commi ss ion
Bureau of Consumer Protection I Division of Enforcement
600 Pennsylvania Avenue NW 1Mailstop CC-9528 1Washington, DC 20580
t:202.326.22721f:202.326 .3197 1rkim I@ftc.gov

From: Jack Yang [~b)(6)

I

Sent: Thursday, January 18, 2018 11:16 AM
To: Kim, Reenah; Berger, Laura
Cc: Rob Sherman
Subject: Re: Update of TBH Terms and Conditions/Privacy Policy

Reenah:
Thanks for the quick response on your commitments and schedule. We're really
sorry for the short notice. Internal approvals and last-minute changes to the
notice made the timing of this less than ideal.
Would it make sense for us to set a time to chat about this at your convenience
next week? We can always cancel that call if you decide it's not needed .
Also wondering if you and Laura would have time to meet in the month of
February? If so, is there a week that work better for you and Laura?
Thanks much in advance.
Jack

From: "Ki m, Reenah" <rkim1@ftc.gov>
Date: Thursday, January 18, 2018 at 6:37 AM
To: Jack YangVhHIl)
I "Be rg er, Laura " <LBERGER@ftc.gov>
Cc: Rob Sherman l(b)(6)
Subject: RE: Update of TBH Term s and Conditions/Privacy Policy

I

Jack - This is very short notice. We will need time to review, and I don't know that we'll be able
to align schedules for a ca ll as soon as today (we're not available tomorrow).
-Reenah
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Reenah L. Kim
Federa l Trade Commission
Bureau of Consumer Protection I Division of Enforcement
600 Pennsylvania Avenue NW 1Mailstop CC-9528 1Washington, DC 20580
t:202.326.22721f:202.326.3197 1rkim I@ftc.go v

From: Jack Yang [ mailtokb )(6)
Sent: Thursday, January 18, 20189:23 AM
To: Kim, Reenah; Berger, Laura
Cc: Rob Sherman
Subject: Update of TBH Terms and Conditions/Privacy Policy

Reenah and Laura:
As you may recall, in late October, 2017, Facebook acquired Five Industries, Inc .,
the maker of the TBH (a messaging app directed at high school age students),
described https://tbhtime .co m/. We've attached our notice to the FTC regarding
this acquisition. TBH is available only to persons in the United States.
(b)(4); (b)(3):6(f)
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l(b)(4); (b)(3):6(f)

Please let us know if you'd like to find time for a call to answer any questions you
may have. If you'd like to discuss this, it would be ideal to find time today or
Friday since the team would like to move ahead with this update either this week
or next week.
Jack & Rob
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DEbrief
From:
Sent:
To:

Cc:
Subject:

Charles Proctor jrb)(6)
Monday, March ofus~,~
20~1~8'3"S"O'PM
"---'
DEbrief
Jack Yang; Ly Tran
In the Matter of Facebook, Inc FTC Docket No. C-4365

To the Associate Director of Enforcement:
Pursuant to Part VIII of th e Decision and Order, served on August 15, 2012, Facebook, Inc. hereby notifies the
Commission that it has acquired Confirm Inc., and will continue to operate it as a wholly-owned subsidiary of Facebook,
Inc. Correspondence for Confirm Inc. sent by mail may be directed to 1601 Willow Road, Menlo Park, CA 94025,
Regards,
Charles

Charles Proctor l Privacy Counsel l facebook
NOTICE: Th i' email (includ ing any attachmenhl may conta in information that i' private, confidential, Of protected by attorney-client or other
Unles, you are the intended recipient, you may not use, cOjIY, Or retransm it tile email Or it, content"

privi l eg~.
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