OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

‘MAY 08 2013

Ms. Ginger McCall

Electronic Privacy Information Center
1718 Connecticut Avenue, NW

Suite 200

Washington, D.C. 20009

Reference: DF-2012-00090; EPIC v. ODNI, Case # 1:12-cv-01282-JEB
Dear Ms. McCall:

This serves as a supplemental response to item 2 of your 15 June 2012 letter to the Office
of the Director of National Intelligence (ODNI), wherein you requested, under the Freedom of
Information Act (FOIA):

Training materials used to “ensure that [ | personnel use the datasets only for
authorized NCTC purposes and understand the baseline and enhanced
safeguards, dissemination restrictions, and other privacy and civil liberties
protections they must apply to each such dataset;”

As subsequently negotiated with the Department of Justice, you revised your request and
limited it to only records related to the revised National Counterrorism Center (NCTC) Attorney
General Guidelines of March 2012, and to documents that are final and not pre-decisional or
deliberative in nature.

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as amended.
ODNI has reviewed the four previously released documents responsive to item 2 and have
determined that additional information in document number C05956002 titled “Data Access and
Use” containing 66 pages (enclosed) can be released in segregable form with deletions made
pursuant to FOIA Exemptions (b)(1), (b)(2), (b)(3), and (b)(6).

Exemption (b)(1) protects information which is currently and properly classified in
accordance with Executive Order 13526. Exemption (b)(2) protects records that relate solely to
internal personnel rules and practices of an agency. Exemption (b)(3) protects information that is
specifically covered by statute. In this case, the applicable statutes are the National Security Act,
as amended, which protects information pertaining to intelligence sources and methods; and the
Central Intelligence Agency Act of 1949 U.S.C. § 403g, as amended, which protects, among other
things, the names and other identitying information of ODNI personnel. Exemption (b)(6)
protects information the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy.

The ODNI regulation governing administrative appeals is set forth in 32 C.F.R. Section
1700.13. This regulation states that no appeal shall be accepted if the information in question is
the subject of pending litigation in federal courts.
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If you have any questions, please call the Requester Service Center at (703) 874-8500.
Smcerely,
\—45 ) A @/—"4
ach ine Winns )ﬁ
Acting Chief, Information and Data Management Group

Enclosures
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Data Accass and Use

The Data Access and Use Course will equip Nationat Counterterrorism Center (NCTC) staffwith 8 @.rndauonal understanding of the
authorities and role of the Centar in the Integration of data for the purpose of identifying terrorism Infdrmation and the ryles and
regulations gaveming the access, retention, use énd dissemination of that data.

Upon complsting this course, you will be able to:

« Dafina US Parsons (USP) (from Exscutive Ordar (E0) 12333] and terrorism Information (rom the Intslligence Reform and
Terrorism Prevantion Act (RTPA))

Identify and locate NCTC's Data Catalog as the source of rules and guldance for the ac¢ess, retention, use and dissemination of
each dataset . -

Distinguish betwaan the ¢os and donls of accessing, using, and disseminating terorism and nen-terrorism information under
NCTC authortties

Locate data rules associated with varlous data sets using the NCTC Data Catalog

Identify the appropriate resources for quastions related to data use and information sharing within NCTC

For move formation on navigating through the course, ciick the bitton below; otherwise, click the rigit arrow to bagin.

How to Take This Course
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NCTC Mission and Authorities
in this lasson, you will be introducad to the misslan and authorities
of NCTC lo access data, induding USP data, for the purpose of
determining whathe it is terrorism information.
Upon compieting this lesson, you will be able to:
Dasaribe NCTC's mission and authorities
Dascribe NCTC's authority to access and use data
Describe the process by which data is accessed and acquired 1}

(dentify the policy that dictates the level of accass that NCTC
petsonnel receive

{dentify the authorities by which NCTC personnel use data

I

LESSON TITLE: NCTC's Missien and Authorities
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Establishment of the National Counterterrorism Center

The lmell Reform and Tesrorism Prevention Act (IRTPA) codified the creation of the National cwnllﬂenmism Center on Augusi 27,
118 of the National Security Ad of 1847, as amended by IRTPA, outlines NCTC's role.

Click on each button to learn moro about the various facets of NCTC's role.

Aty Zing e 1 Egicing S 4t Sirs Opeationgl Pl

Conle A and Shenen WKeo P Bank X > ntedt LG

LEGSON TITLE: NCTC's Migaicn and Authorities
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Establishment of the National Counterterrorism Center

Tho lnle(llgme Reform and Terrorlsm Prevention Ad (IRTPA) codified the creaticn of the National Countesterrorism Center on August 27,
118 of the Nationa! Security Act of 1847, as amendsd by IRTPA, outlines NCTC's rola.

Cllck on each button to lsarn more about the various facets of NCTC's role.

Analbyzinng rad egeaing L Stalege Cpeiationan Planag

Setve as central end shared knowladge bankcn known and suspeded terrorisis and
international terror groups, as well as thelr goals stmtegbs. capabifities, and networks
of contacts and suppbn.

’ anlid ml Shacsd spoeicdge Bank B

LESSON TITLE: NCTC's Mission and Autharities
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Establishment of the National Counterterrorism Center

The Iniell Reform and Terrorism Prevention Adt (IRTPA) codified the creation of the National Counterteirorism Center on August 27,
2004. Se 119 of the National Security Act of 1847, a3 amended by IRTPA, outlines NCTC's role.

Click on each button to learn more about the various facets of NCTC's role.

Ay ring and Intagiaing Siratage Operaitonal Plarnmng

Serve as central and shared knbwfpdyo barikon known and suspected tarrorists and
intemational tetrer groups; as weil a8 thelr goals; stratagies, capabilities, and networks

of contects and support.

Cunledd o Bhard Vo linige Bank el Ui
J $4

LESSON TITLE: NCTC's Mission and Authorities
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Establishment of the National Counterterrorism Center

The Intelii Reform and Terrorism Pravention Act (IRTPA) codified tha creation of the Naﬁmal Ownlenerwdsm Center on August 27,
2004. S 119 of the National Security Act of 1847, as amended by IRTPA, culiines NCTC's fole.

Click on each button to learn more about the varfous facets of NCTC's role.

Analyziog and 1etegrating L . Sl Gperationral Placnag

Cﬁuclt stmefnd o Nﬁ P,ﬁcmff'mrﬂ f!T %?lﬁv’i,ﬂets‘gll‘tlegmﬁn all nstrurnenls gf
nationa 1, Including diplomatic, finandal, mi ntelligence, and securl
and lawmreeﬂmpcﬁwtﬁsm cl

Cohead ot Bhearet] b
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Establlshmem of the National Counterterrorism Center

" The intell Reform and Temrorism Prevention Adl (IRTPA) codified the creation of the National Counterterrorism Center on August 27,
2004. S 119 of the Nationa! Security Act of 1947, as amended by IRTPA, oulfines NCTC's role.

Click on each bution to learn more about tha various facets of NCTC'sltole.

Analysing ned iugianny Sieslegc Cpuiionat Plannng

Ensure agencies have’
wnppon fytoox.
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NCTC Mission and Authorities
The NCTC missicn is to lead our nation's effort to combat terrorism at

home and abroad by anslyzing the thraat, sharing that information with our
p?wmonm, and Integrating all instruments of national power 10 @nsure unity
c

To enabta that mission, NCTC has access to
determine whether these datasets contaln . Whether
you are part of the Office of the Birector of Nationa! Inteiligence (ODNI)

cadre, a %Elm or assignaa to NCTC, or a contracter, you will have
access o data. y

There are several documents which give NCTC Is a

uthulz to access

terrorism data, non-tefrarism data, and US P 5 data. Click on each

3%“' to the right to leam more about these ments and the autharities
convey.

Only NCTC's Information Sharing Program and Policy Office (ISPPO) Is
nulmlzedmmgoﬁmem!odataoraoqb%lsttmofdmmonbehalf e e e of Uedest i
of NCTC. Data provided to NCTC may only be accepted with notification to Lo ""l ol U" Gistzrting
ISPPO. 0L

LESSON TITLE: NCTC's Mission and Authorities
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Executive Order 12333 (EO 12333)
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‘{ Headquarters (C1A) Regulation 7-1 and MCTC Attorney General Guidelines (HR 7-1 and
MCTC AG Guidelines)
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Memorandum of Understanding (MOU)
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The Privacy Act of 1974

Ancther factor in shaping NCTC's use and dissemination of USP
data Is the Privacy Act of 1974, which establishes protections and
rmdum for the malntenance, use, and dissemination of an
ndividual's identifying infarmation.

OTE: There is additional and mandatary training on the Privacy

cf of 1974. To enrall in the course, go to uLeam and search for
(Need link provided)

LESSON TITLE: NCTC's Mission and Authorities
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Knowledge Chack

Which of the following give NCTC its authorities to access terrorism data, non-terrorism data, and US Persons data?
Choaose ail that apply and select SUBMIT.

1A HSPD-8

T1B. HSPD-24

! JC.EO 12333
ZJO.HRT-1

_JE.NCTC AG Guldelines

SUBMIT

LESSON TITLE: NCTC's Miseion and Authorities
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Knowledge Check

Tha Privecy Act of 1974 establishes protections and procedures for @9 maintenance, use, and dissemination of information that could be used
to identify an Individual.

Select True or False and select SUBMIT.

@A True
{J B. False

That's right

The Privacy Ad 6f 1974 establishes protections and procedures for the maintenancs, use, and dissemination of Information that could be used
to identify and [ndividual.

LESSON TITLE: NCTC's Missgion snd Authorities
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Knowledge Check

NCTC's mission is to lead our naticn's effort to combat terrorism at home and stiroad by analyzing the threal, sharing that information with our
partners, and integrating all instruments of national power to ensure unity of effort

Select True or False and select SUBMIT.

® A. True
 B. False

That's rightt
NCTC's mission Is to lead our nation's effort ta combat terrorism at home and abroad by analyzing the threat, sharing that Information with our
partners, and Integrating all instruments of naticnal powe to ensure unity of effort

LESSON TITLE: NCTC's Misaion and Authorities
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Knowledge Check

What is the agreement between govemnment arganizations for the purpose of identifying the data being shared, the purpose of sharing that dala,
any protewgngs or conditions far mssmy the data (training, retention time, deletions, etc.), and the ngelhod for feeg rpos 9

Select the comedt response and selact SUBMIT.
. A. HSPD-6
« B. EO 12333
® C.MOU
U D.HR7-1

That's rightt
A Memorandum of Understanding (MOU) I8 an agreemani batwaen govemnmant organizations for the purpose of identifyin g the data tmlngme

shared, Ihe (p ﬂgmso of sharing that data, any protections or conditions fot accessing the data (tralning, retention ime, d 3, efc.), and
msthod for

LESBON TITLE: NCTC's Mission and Authorities
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intreduction to NCTC Mission and Authorities

You have completed the lasson on NCTC's Mission and Authoritias.
in this tesson, you were introduced to the mission and authorites of
NCTC to integrate and share terrorism information and to access
USP data and data that can be related to tefrorism.,

in the next lasson, you'll leam some of the rules of the road for
hardling data here at NCTC.

Remember, there are links to EO 12333 and HSPD-§ in the
Resources sedtion of this course.

£y N
\:»‘7.1!1 SO

LESSON TITLE: NCTC's Mission and Autharities
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Rules of the Road (®)3)
In this lesson, you wili tearn that NCTC has lts cwn regulations and
?uldollms for accessing, using, retaining, and disseminating data
ourlld tgn NCTC sysmn:w&;lu? will lqﬂ?d mmlass g{ ﬁa road that
8 as 8 ata, Foreign
iw s:wy:tullmce Act (i information. and operational data
Upon completing this lesson, you will ba able to:
Describe tha rules for accessing data cn the NCTC systams
Identify Information In the Data Catalog

Oefine USP Data

Describe the rutas for use of operationa! data

on NCTC CONNECT

LESSON TITLE: Rules of the Road
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Rules of the Road # 1:

You aro subject to RCTC data handling guidetines

Each a within the IC has regulations for handllngTits data.
NCTC [z noex if you are accessing data at NCTC, you are

subjeci to the NCTC dntayg:’mdllnq uidelines for the datasets you
accass regardless of your agency affilistion as ODNI cadre, datailas.
or contractor. However, if you are an amaeat NCTC
ng your own agency home systems, you fi
agency rules.

For examplg.mlf &m a %IA detailee to NCTC and you ?&em o
m@nq ata anNCTC s , you must
NCTC gu e I

your home

delings for using, retaining, andhyisseminating that data
{not the CIA guldelines).

LESSON TITLE: Rules of the Road
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Rules of the Road # 2:

8 ﬂcnluweddeﬂmsuwdaodw&hu ific datasets are
Io?gdhmm Data Catalog poc

To halp you easily locale and understand these guidalines, NCTC has
established the NCTC Data Catalog. it Is a one-stop resource for all of the
rules associated with the use, retention, and dissemination of each of the
datasets shared with the Center.

The NCTC Data Catalog identfief the datasets NCTC acquires and the
conditicns and rules for esch dataset as outlined in its respective MOU,
HR 7-1, or the NCTC AG Guidetines.

For axample, there may be spedific limitaticns on the way NCTC can use a
dataset or specific raining requirements for all perscnnel who receive
access 0 a certain dataset

LESSON TITLE: Rulas of tha Road
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Rules of the Road # 3:

Review the Data Catalog prior to accessing any new dataset
Prior to accessing any new dataset, you should review the NCTC
Data Catalog to understand howtho information is to te accessed,
used, retainad, and disseminated

You can find tha Data Catalog by gaing to

AT e Dy smm

R

S

ca

it for your future reference. Take a look at the types of information
found in the catalog.

o~ p D
Ll VoLl

Later in the lagson, we will practice t&ﬂng spedfic information in the
NCTC Data Catalog.

R ot

LESSON TITLE: Rules of the Road
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Rules of the Road #4
Understand how to handle USP Data

£012333 dafines a US Person (usm as a US citizen, an alien known
by the inleliigence element to be a permanent resident
aflen, an unincorporated assodiation substantially composed of US
citizens or permanant resident aliens, or a corporation incorporated in
the US, except for a corporation direcled and controlled by a foreign
govemment or governments.

This definition of USP inciudes mare than fust US ditizens with US
birth certificates/passporis. itincludes lega Trmanem residents and

US corporations and associstions.

There are | considerations for the handling of USP data. For
example, all USP, refugee and asylum-seeker data deemed
unrelgted to terrorlsm must be within 18 months of receipt or
In accordance with MOU requiremaents, whichaver is soonest. The 18-
month period stems from the presumption that this is the earliest time
atwhich a refugee could attain USP status.

Also, USP data should NEVER ba sent via email or saved to - o
personal drives. 5 United Stales

of mericd

LESSON TITLE: Rules of the Road




C05956002

Ao . s 1 D et ey v

DATA ACCESS AND USE

BOIAL ORI H

0" (b)(1)
(bX3)

Rules of the Road #5

(U‘ The F n intelligence Surveitlance Act (FISA)is an Ad to

a onic survalllance and/or physical search to obtain
foreign intelligence Information. FISA information refers to all data
and content acquired pursuant to the Act

(U[) When the collected data has been redacted. it is referred to as
minimized FISA information.

LESSON TITLE: Rules of ths Read
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Rules of the Road # 6
Appropriate Handling of Operationa! Traffic or Unfinished/Finished inteiligence

In an effort to coordinate finished intelil }FiNINTEt) drafts and share Pursuit leads with Other Govemment (OGA), NCTC
} ‘tl"gloﬂsm Bulletin (PCB/NTB) and the Homeland Update/Pursuil lisls. These lisls are created
NCTC DiPresidential Support and Production Group, and thevNCTc DUPursuit Group

|
The Presidential Daily ational
y agency and are maintsined and updated by

respactively.

NCTC personnel may not provide or discuss information related to operations or unfinished intelligence with OGA employees cutside NCTC
unless that OGA is a direct reciplent of the sama Intelligence from the originating agency, or appraval has been secured from the originating
agency to provide such information.

Click on aach of the bultens below to leam more about the rules associated with different types of intelligence reporting.

LESEON TITLE: Rules of the Road
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Knowledge Check
The EO 12333 definition of a US Person indudas legal petmanent residents and US corporations or associations.

Select the commedt response and select SUBMIT.

® A.Trua
L B.False

That's rightt

€0 12333 definas a3 US Parson as a US citizen, an allen known by the Intelligence element concemed to be a anent resident alien, an

unincorporated association substantially compased of US citizens or parmanent resident aliens, or 8 corporation incorporated in the US, except
for 3 corporation directed and oonlrollez by a??elgn govemmant or govemmants. cep

LESSON TITLE: Rules of the Road




C05956002

PR P WY SR IRy

Al aurzer conbrab i UTHICALSE B O getapt shiony goeinn s o athen

DATA ACCESS AND USE

TEATIONAL COUN T RTERRROINSL LRI MENU | GLOSSARY ‘ RESOURCES

Knowledge Check
if you are a C!A datatles to NCTC and you ere accessing ClA data through an NCTC system, you should foliow the guidelines of your home
agency.
Salect True or False and select SUBMIT.
JA.Trus
© B.False

That's rightt
Evp& 1|hough you 8re a CIA detallee 10 NCTC and you are accessing CIA data, you are using an NCTC system and must follow tha NCTC
guidefinas.

LESSCN TITLE: Rules of the Road
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Knowledge Check

Which of the following are data rules that apply to USP data, non-temrorism information, or operational traffic?
Choose all that apply and select SUBMIT.

M A. Never email USP dala

8. Never disseminate non-terrorism information

<) C. Email USP data only if it constitutes terrorism information

0. Do not sava data to your personal drives or desidop

] €. Share operational traffic only with individuals from NCTC of the originating sgency

R

Incorrect.

You should never email USP data, disseminate non-terrarismn data or save any data to your personal drive or desktop. In addition, operational
data should not be further disseminated to anyane without prior authorization the originating agency.

LESSON TITLE: Rules of the Road
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Knowledge Check fﬁ;gg

Locate the rules for the |tngestin the Data Catalog.
Which of the following types of trainlng armulmd for mbﬂy«l are an analyst?

Choosae all that apply and select SUBMIT.

T A. Overview of E012333
[ 8.[_|Femiiarization - The Itustrated Edition

@c[  Fundamentsls Yralning
71 0. Privacy Act Training

That's rightt

[in.jﬁl you are required to thFamlllarimlbn - The lllustrated Edition and th[

LESSON TITLE: Rules of the Road
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Knowledge Check
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T (b)(1)
(b)(3)

Select the comedt response and select SUBMIT.

o D. Al of the above
¢ E. Nona of tha above

susmIT

LESSON TITLE: Rules of the Road
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Knowledge Check

Locate the rules for the Amival and Departure Information Systemt (ADIS) in the Data Catalog.
Vhich of the following rules applbsDt?ADIS‘l ysiem ADIS) 9

Select the carvect rasponse and seledt SUBMIT.

O A. DSOP can access ADIS data
 B. AllADIS data must be deleted wihin 180 days
O C. ADIS data that is determined to be terroriam hﬁormat%can be ratalned for no more than 180 days

\J 0. Al ADIS data relaled 1o USP. refugees, and asylum seekers must be defoted within 180 days If it
does not constitute terrordsm information

suBmMIT

LESSCN TITLE: Rulas of the Road




C05956002

’ N
DL B IR I R T A

Al s pondont i UL ARSI Y s vl gntisgn anasond s iin

DATA ACCESS AND USE

A TONEAL GOt BT RO T I . GLOSSARY | REBCURCES

Knowledge Check
Which of the following agencies have data sharing agresments with NCTC?
Choose all that apply and dick SUBMIT.

TA.FBI
") B. DOT
cC.DHS
J0.CA
1 E. None of the above

SUBMIT

LESSON TITLE: Rules of the Road
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What does this mean for you?

?II of the data access and use policies and guidelines that we have leamed about today can be boiled down to a few simple dos and don'ts
or you.

Click on each button befow to review the dos and don1s of accessing and using data at NCTC. Additionally. if you are a member of the
Directoriate of Cperational Support (DOS) or the Pursull Group, dick on the applicable bution on the right to 3 practical example of data
access and use policies In action.

NOTE: A printable job aid af this Informnation Is available in the Resources saction.

Pursuit
Group

LESSON TITLE: Rules of the Road
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Seek guidance on information sharing questions
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Directoriate of Operational Support (DOS)

The (’dang Isan exam&l:lme a Temrorlsm Spot Report was vrritten about a USP thought o have ties o Intemational terrorism
infomation. The information later was determined NOT to be terrorism Information, and the Spot Report had to be recalled.

Click the button betow 1o read the initial report.

LESEON TITLE: Rules of tha Raad/D0S
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Rules of the Road
You have completed the lesson on Rules of the Road.

In this lasson you leamed that NCYC has ils own regulations and
uidetines for accessing, using, retaining, and disseminating data
ound on NCTC systems. You afso learned the specific rules of the
road that almly to W datasets such as USP data, FISA data,
and cperational trafiic.

Remember, thare are several helpful links located in the Resources
Section, induding a printable job aid of the Data Access and Use
Rules of the Road.

Click next to complate the courge post-test.

LESSON TITLE: Rules of the Road
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Pursuit Group

A °reasonable and articulable suspidon” is the legal standard by
which the NCTC anglyst can datermine whethar data constitules
terrorism information, which means NCTC may retain that USP data.

Only a CT analyst can determine whether data constitutes terrorism
Information.

The “reasonable and articulable suspicion® requires assentially two
olomants:

+ The analyst must be able to explain the *math” (logic) on their
analysis and how they amived at their conclusion. This Is the
articulsble portion of the standard. I

The “math” or analysis must be prudent to the avera
ceuntenetrottsmd anslyst Thisis the reasonable of the
standard.

The totality of the facts - even if the facts individually appeat innocent
in nature - is considered callectively and should lead a sensible
person fo follow the analyst's logic and reasoning.

oy e
Thera is no requirement that the analyst's wisdom be rock sclid or Rpppoosl
Infa‘glhla. In fadt, it Is expected to change as new informationcomes + =% 77 T ¢ e
to light

LESSON TITLE: Rules of the Read /Pursuit Group




€05956002

AL conrre contant i UEETASSIE 1D, dxceet whieti gnn oo ehisisd albesise

DATA ACCESS AND USE

HATIOHEAL ORI 21 P20 G R . MENU WY ! REHOURCES
1

Pursult Group

When reviowing data, a Pursult Group analyst must make two basic determinations:
» Isthisa USP?
+ Does this data constitute temorism information?

The answers {0 thase questions datermine the extent to which the data can be retained. The matrix below was developed to ald Pursuit Group
analysts in applying the approgriate retenton rutes. Examine the matrix and comesponding key before continuing to the next stide.

I

Termrorism Information
No

Key:
€ R = Rebin dats

€ = expunge after 180 days, or 90 days
for CLASP (lost or stolen passport
derived data)

+ &= additional investigation or transfes
is likely warranted to rescive the
question (7}

LESSON TITLE: Rules of the Road/Pursuit Group




R I

Al vamsy Cconbentis WHCLASSE LD, gioep wheie poron marked cthy

DATA ACCESS AND USE

HATIOHAL COWRTE HCL RO

Pursuit Group Knowledge Check

Set@ofm an %r‘i? polawe 'fg:mponds to one of the boxes within the matrix. Review each scenario (by hovering your mouse over the bution) to

» Igthisa US Person?
« Doas this constitute terrorism information?

Basad on your answers to those two questions, click and drag each scenatio {o the portion of the malrix il represents. You are stro
mmgeyﬂopm out the M[Lg_g{_s&ggfmlommygotm this knowledge cmk P nly

Tarrerism information

Yes No 2 i Oata/Feedback

Roll over a scanario to the right of the
matrix far further detalls. Click and drag
the scenario 1o the portion of the matrix it
represents

LESSON TITLE: Rules of the Road/Pursuit Group
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Pursuit Group Knowledge Check
gglm s?:g%rg m ’?g:rmponds to one of the boxes within the matrix. Reviaw each scanario (by hovering your mouse over the bulton) to

+ Isthis a US Parson?
« Doas this constitute terrorism information?

Based onywranmstoﬂmetmquesibns click and d scenario toﬁmpomonof the malrix it represents. You are strongly
encouraged 0 tho USP Chagt Shoof” prior 1o complating s Irowiedge check

Terrorism Information

Data/Feedback
Roll over a scenario io the right of the
matrix for further delails. Click and drag
the scenario to the portion of the matrix it
represents

LESEON TITLE: Rules of the Road/Pursuit Group
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Rules of the Road
You have completed the lesson on Rules of the Road.

In this Iasson you lsamed that NCTC has its own regulations and

uldelinas for accessing, using, retaining, and disseminating data
ound on NCTC systems. You also leamed the spedific rulas of the
roadd that 3 ply'to fic datasels such as USP dats, FISA data,
gn al .

Remember, there are several helpfulIlnks located in the Resources
Section, including a printable job aid of the Data Access and Use -
Rules of the Road.

Click next to complete the course post-lest.

LESSON TITLE: Rules of the Rozd
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Question 1 of 12

Which documents give NCTC its authorities to access terrcrism dala, non-terrorism data, and US Persons data?
Choase all that apply and seled SUBMIT,

i J A. HSPD-6
_1B. HSPD-24
4 C.EO 12333
JD.HR71

. E. NCTC AG Guldelines

SUBMIT

LESSON TITLE: Post Test
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Question 2 of 12
What are tha varicus facets of NCTC's role?
Choase all that apply and select SUBMIT.

_JA. Analyzing and Intagrating ail inlelligence possessed or acquired by the USG pertaining to terrorism and CT.

_J 8. Conduct strategic operationd planning for CT activities, integrating all instruments of natlonal power, including
diplomatic, financial, miitary, etc.

] C. Serves as central and shared knowledge bank on known and suspected lerrorists and internationat terror groups.

_1D. Ensure agencies have appropriate access to and receiva dl-source intefligence support nacessary to execute CT
plans or perwm Independent, atamative analysis.

_] E. Direct the collection activities of partner organizations and IC agencies

LESSON TITLE: Post Test
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Question 3 of 12

Which policy document establishes protections and procedures for the malntenance, use, and dissemination of information that could bo used to
identify an fndividual?

Choose the best answer and selecd SUBMIT.
W APrivacy Act of 1974
< BEO 12333

1 C.OMB Memomndum
s D.None of the above

suBMIT

LESSON TITLE: Post Test
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Question 4 of 12
True or False: NCTC's mission is lo lead our nation's effort to combat tefrorism at home by consatidating terrorism Information.

w A. True
 B.False

SUBMIT

LESSON TITLE: Post Teat
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Question 5 of 12

Which of the foliowing is an agreement betwaen govemment organizations for the pu of identifying the data being shared, lhepmgaseof
sharing that data, any prot 5 or conditions for aooasslng?t?dafs (tralning, retention time, w:t‘ly;'lg elc.), and lma9 maethod for feedback?

Select the correct responsae and select SUBMIT.

\ A. Homeland Security Presidential Directive (HSPD)
v B. Execitive Order (EO)

v C. Headquarters Regulation (HR)

« D. Memorandum of Undersianding (MOU)

»SUBMIT

LESSON TITLE: Post Tost
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Question 7 of 12

True or False: If you are a CIA detatlee to NCTC and you are accessing CIA data through an NCTC system, you should follow NCTC guidetines
rather than the guldelinas of your horme agency.

o A . True
 B. False

SUBMIT

LEGGON TITLE: Past Test
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Question 8 of 12
Wwhal rules apply to USP data, non-temrcrism information, or operational traffic?
Choose all that apply and select SUBMIT.

J A. Never email USP dat

"_1B. Never disseminale morism information

.1 C. Share operational trafiic only with individuals from NCTC or the ariginating agency

.} D. Dissemination of oparatianal dala requires prior authorizalion from the originating agency

sSuBmIT

LESSON TITLE: Post Tast
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Question 9 of 12

Locate the rules for acords in the Data Catalog and answer the following:
NCTC is not required to nofify the Jnthe event NCTC Identifies terrarism information ln[i_—yewd.

Selact the best response and select SUBMIT.

WA True k
) B. False

SUBKIT

LESSON TITLE: Post Tast
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Question 10 of 12
Locate the rulas for the Advance Passenger Information System (APIS) in the Data Catalog. How is NCTC allowed to use APIS data?
Select the best response and select SUBMIT.

\ A. To determine If APIS ¢ s Include USP Informetion.

. B. To analyze APIS remg::r counterintelligence purposes.
v C. To train NCTC analysts cn pattems relded to purposes.
' D None of the above

susmiIT

LESSON TITLE: Post Test
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' (b)}{(1)
Question 11 of 12 (b)(3)

WteMIubs formal in the Data Catalog.
Arathere any restrictions

Select the comect response and select SUBMIT.

+_ A. No restriction with appropriate dearances, training, and in accordance with NCTC's Role-Based Access policy
1 B. Eight DI personnel only with a need fo access USP data

w C. Nomore than 15 users will have access at any givan ime

1 D. Only NCTC 1G and MS access this data.

suBMIT

LESSON TITLE: Post Test
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Question 12 of 12

Which of the following agencies have data sharing agreements with NCTC?
Selact tha corract responsa(s) and salact SUBMIT.

U A.CA

« B.0HS

C.FBI

U D. None of the above
« E. All of the above

SUBMIT

LESSON TITLE: Post Test
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Data Access and Use

The Data Access and Use Course will aquip National Countarierrorism Center (NCTC) staff with a foundational undarstanding of the
authorities and rofe ofthe Centar in the integration of data for the purpose of identifying tarrorism information and the rules and
regutations governing the access, retention, use and dissemination of that data,

Upon campleting this course, you will be able to:

« Dafing US Persons (USP) {from Exstutive Order (EO) 12333} an] terrorism information [rom the intelligence Reform and
Temorism Prevention Act (RTPA))

Identity and Jocate NCTC's Dala Catalog as the source of rules and guidance for the access, relention, use and dgissemination of
each dalaset

Distinguish between the dos and donls of accessing, using, and disseminating terrorism and non-terrorism Infosmation under
NCTC authorities

Locate data rules associated with various data sels using the NCTC Data Calalog

\dentify the appropriate resources for guestions related o data use and information sharing within NCTC

For more inforimation on navigating through the course, click the histon hetow; otlierwise, cick thie right arrow 1o hegin.

How to Take This Course
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EO 12333

HSPD-6

MOU implementing HSPD-8 S

Addendum B o the MOU
implementing HSPD-6

Rules of the Road

Acronym List

USP "Cheat Sheet"




