OFFICE OF THE DIRECTOR OF NATIONAL INTELLIC
ASHINGTON, DO 20511

Ms. Ginger McCall

Electronic Privacy Information Center
1718 Connecticut Avenue, NW

Suite 200

Washington, D.C. 20009

Reference: DF-2012-00090; EPIC v. ODNI, Case # ]_:12-cv-01282-_3EB
Dear Ms. McCall:

This serves as an interim response to your 15 June 2012 letter to the Office of the
Director of National Intelligence (“ODNI"), wherein you requested, under the Freedom of
Information Act (“FOIA™):

I. The guidelines and mechanisms for the correction or documentation of
“inaccuracy or unreliability of [ ] information, and suppliement incomplete
information to the extent additional information becomes available;”

2. Training materials used to “ensure that [ ] personnel use the datasets only for
authorized NCTC purposes and understand the baseline and emnhanced
safeguards, dissemination restrictions, and other privacy and civil liberties
protections they must apply to each such dataset;”

3. Any information or documentation related to a&mse, misuse, or unauthorized
access of datasets acquired by NCTC (as indicated by the monitoring, recording -
and auditing described im Section (C)(3)(d)(3)).

4. Written determinations by the Director of NCTC or designee regarding
“whether enhanced safeguards, procedures, and oversight mechanisms are
needed.” . '

As subéequentiy negotiated with the Department of J ustiée, you revised your request and limited
it to only records related to the revised NCTC AG Guidelines of March, 2012, and to documents
that are final and not pre-decisional or deliberative in nature.

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as amended.
With respect to item 1, The ODNI was unable to locate any information responsive to your
request. -

With respect to item 2, four responsive documents were located and they are being
released in segregable form with deletions made pursuant to FOIA Exemptions 1, 2, 3, and/or 6;
5U.S.C. 552 §§ (b)(1), (b)(2), (b)(3), and (b)(6).

With respect to item 3, please be advised that responsive material was located by the
ODNI and is currently under review, and is being coordinated with other government agencies.




- We will provide a final response to this portion of your request once our reviews and external
coordinations have been completed. S ' :

With respect to item 4, the ODNI was unable to locate any information responsive to
your request. :

Exemption 1 protects information which is currently and properly classified in

. accordance with Executive Order 13526. Exemption 2 protects recerds that relate solely to
internal personnel rules and practices of an agency. Exemption 3 protects information that is
specifically covered by statute. In this case, the applicable statutes are the National Security Act
of 1947, as amended, 50 U.S.C. § 403-1, which protects information pertaining to intelligence
sources and methods, and the Central Intelligence Agency Act of 1949, 50 U.S.C. § 403g, as

“amended, which protects, among other things, the names and other identifying information of
personnel. Exemption 6 protects information the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy.

The ODNI regulation'govenﬁng administrative appeals is set forth in 32 CFR § 1700.13.
This regulation states that no appeal shall be accepted if the information in question is the subject

of pending litigation in federal courts.

o Sincerely,

John F: Hackett : :
Chief, Information and Data Management Group



JFEICE OF THE DIRECTOR OF NATIONA LINTELLIGENCGE
WASHINGTON, DXC 20511

Ms. Ginger McCall

Electronic Privacy Information Center
1718 Connecticut Avenue, NW

Suite 200 ’
Washington, D.C. 20009

Reference: DF-2012-00091; EPIC v. ODNI, Case # 1:12-cv-01282-JEB
Dear Ms. McCalj:

This responds to your 14 June 2012 letter to the Office of the Director of National
Intelligence (“ODNI”), wherein you requested, under the Freedom of Information Act (“FOIA™),
“1. Terms and Conditions and related documents, as described in Section (B)(2)(a) of the
NCTC Guidelines; and 2. All documents related to disputes between department and
agency heads and DNI, as described under Section B)2)(d) of the NCTC Guidelines.” As
subsequently negotiated with the Department of Justice, you revised your request and limited it
to only records related to the revised NCTC AG Guidelines of March, 2012, and to documents
that are final and not pre-decisional or deliberative in nature.

Your request was processed in accordance with the FOIA, SUS.C. § 552, as amended.
The ODNI was unable to focate any information Tesponsive to your request.

The ODNI regulation governing administrative appeals are set forth in 32 CFR §1700.13.
This regulation states that no appeal shall be accepted if the information in question is the subject
of pending litigation ir federal courts. :

Sincerely,

John F. Hackett
Chief, Informatior_; and Data Management Group



GFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE

WASHINGTON, DO 20511

Ms. Ginger McCall

Director, Electronic Privacy Information Center
1718 Connecticut Aveniue, NW ‘

Suite 200

Washington, D.C. 20009

Reference: DF-2012-00092; EPIC v. ODNI, Case # 1:12-cv-01282-JEB

Dear Ms. McCaii:

This responds to your 15 June 2012 letter to the Office of the Director of National
Intelligence (“ODNI”), wherein you requested, under the Freedom of Information Act (“FOIA™),
“lalny guidelines or legal memoranda discussing NCTC’s understanding and
interpretation of the following standards used in the NCTC Guidelines discussed above:
‘reasonably believed to constitute terrorism information,’ ‘reasonably believed to contain
terrorism information,” and ‘likely to contain significant terrorism information.” As
subsequently negotiated with the Department of Justice, you revised your request and limited it
to only records related to the revised NCTC AG Guidelines of March, 2012, and to documents
that are final and not pre-decisional or deliberative in nature.

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as amended.
The ODNI was unable to locate any information responsive to your request.

The ODNI regulation governing administrative appeals are set forth in 32 CFR §1700.13.
This regulation states that no appeal shall be accepted if the information in question is the subject
of pending litigation in federal courts.

Sincerely,

John F. Hackett ‘
Chief, Information and Data Management Group
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UNCLASSIFIED//FOtE~_

Department of Justice
Office.of Public Affairs |
FORIMMEDWATERELEASE ~ ‘Wednesday, March 24, 2010

State Department Employee Sentenced for Iflegally
Accessing Confidential Passport Files.

A Staté Department énT.pijd5iée was seiteneed today to 12 months of probation for illegally aecessing

more than 60 confidential passpoft application fles, Asistant Atfotney Gerieral Lantiy A. Brevér of the

Criminal Division announeed. Debra Ste Brown, 47, of Oxen Hill, Md,, was dlso ordered by US.

Magistrate Judge. John M. Facelola in the Distriet.of Columbia to perform 56 hours of community

service, Brown pleaded guilty on Dec. 11, 2000, toa one-count criminal information:charging her with
mumuthonzcd Computer aceess. ‘

UNCLASSIFIED/FOtHE-
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*To provide an overview of NCTC authorities

*This training:
— Supplements the IC-wide USP training

—Complements and Privacy Act training

The procedures descnbed here do not not appiy to NCTC
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Module ijéctives s

At the end of this presentation, participants will be able

to:

®

(-]

Describe NCTC’s mission

Identify NCTC’s authorities and its legal and policy framework
Define NCTC collection authority under E.0. 12333

Define “terrorism.information” under IRTPA

Describe NCTC’s ability to access, acquire, retain, and disseminate
information under HR 7-1 and the new AG-DNI Guidelines

Identify the different tracks for access to information under the AG-DNI
Guidelines
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NCTC’s Mission

 To serve as the primary organization in the USG for
analyzing and integrating all intelligence possessed and
acquired by the USG pertaining exclusively to terrorism
and counterterrorism, excepting exclusively domestic
terrorism and counterterrorism

« To serve as the central and shared knowledge bank on
known or suspected terrorists |

» To conduct strategic operational planning for
counterterrorism activities

7 UNCIASSIFIEDAFL
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Sources of NCTC’s Authorities

e Executive Order 12333, as amended
 National Security Act of 1947, as amended

° |RTPA, 2004

L7 UNCLASSIFIED//FGS
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Legal and Policy Framework
o E.O.12333 requires each IC element to have procedures
implementing authorities '

e ClA’s HR 7-1 “Law and Policy Governing the Conduct of
intelligence Activities” (as adopted by ODNI/NCTC)

o Guidelines for Access, Retention, Use, and Dissemination
by the National Counterterrorism Center and Other
Agencies of Information in Datasets Containing Non-
Terrorism Information (2012 Guidelines)

ion (Policies 3. & 4)
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NCTC Avuth;oﬁrify Overview

s NCTC can receive and analyze all terrorism information
possessed by the USG |

> HR 7-1 provides authority for retention, use, and
dissemination of USP information that is terrorism
information

> NCTC may receive or access non-terrorism datasets and
exclusively domestic terrorism data to determine if they
contain international terrorism information (per AG-DNI
Guidelines)
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RIS

.

= Acquisition - How does NCTC get the data?

o NIM/ISPPO leads the acquisition process

e Acquisition, retention, and dissemination are
controlied by two documents:

— HR7-1
— 2012 Attorney General — DNI Guidelines
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Acquisition - Which Guidelines Control?
Datasets composed of terrorism information will
presumptively be covered by HR 7-1 |

Dataset “inherently USP in nature” will presumptively be
covered by the 2012 Guidelines

Determination made based on:
— where it was gathered from
— direct knowledge of the records in the database, or

— by reasonable implication based on the type of activity that resulted in
the collection of the data

Determination made by ISPPO in consultation with NCTC Legal

nd the Cwnl Libemes and Privacy Offscer (CLPO}

. UNCLASSCFEED//FOUu
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2012 AG-DNI Guidelines Overview
* The 2012 AG-DNI Guidélines permit:

— NCTC to access or acquire US Person information for
the purpose of determining whether the information is
reasonably believed to constitute terrorism
information

— To retain US Person information when it is reasonably
believed to constitute terrorism information
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 Broad meaning of “terrorism information” (IRTPA)

— Existence, organization, capabilities, plans, intentions,
vulnerabilities, means of finance or material support,
or activities of foreign or international terrorist groups
or individuals, or of domestic groups or individuals
involved in transnational terrorism

— Threats posed by such groups or individuals
— Groups or individuals reasonably believed to be

assisting or associated with such groups
— Includes WMD information ‘
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How does NCTC get the data under
the AG-DNI Guidelines?

Track 1: Role-based Access

Access to datasets containing non-terrorism information

Access essentially the same as that of employees of the data
holder

Once information is identified as terrorism information, NCTC
may retain and use for authorized purposes

US Person information that is not terrorism information will
be purged from NCTC systems
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How does NCTC get thé:dkata under

the AG-DNI Guidelines?
Track 2: Queries Performed by Other Agencies

Data provider retains custody and control of the data
— Performs searches at the request of NCTC
— Queries must be based on terrorism data-points

— Queries should be reasonably expected to return terrorism
information results |

— Terrorism information discovered through this process may
be retained and used for authorized purposes
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RORISM.

How does “CfTC' get the data under
the AG-DNI Guidelines?

Track 3: Data set replication/Ingestion
» NCTC may acquire and replicate portions or the entirety of
datasets when necessary to identify the information that
constitutes terrorism information
— Reasonable efforts to mark USP information

— USP information may be retamed and assessed for up to five years

— Subject to agreements with data providers, other restrictions
— Subject to baseline safeguards, possibly enhanced safeguards

— USP information that is terrorism information may be used for NCTC
purposes, as outlined under the Guidelines

uwcmswnsvﬁsuw R T e



Track 3 - Dataset Replication/Ingestion (cont’d)

* These datasets are maintained in restricted-access
repositories and: ‘

— Are subject to monitoring, recording, and auditing
requirements
* Tracking of logons/logoffs

° Tracking of queries executed
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Track 3 - Baseline Safeguards

|* Queries are conducted solely to identify information
that is reasonably believed to constitute terrorism
information

° Queries shall be designed to minimize the review of
information about US Persons that does not
constitute terrorism information

° Once terrorism information is identified:
° Retain, use and disseminate in accordance with NCTC authorities

¢ Adhere to any data handling requirements attached to the dataset
in which the terrorism information was identified .

G Baeasseplguo s W T e T
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Track 3 - Enhanced Safeguards

» The Director of NCTC -- in consultation with
ODNI/OGC and ODNI/CLPO -- decides whether
enhanced safeguards are warranted for a given
dataset / |

e Types of enhanced safeguards include:

' — Additional procedures to restrict searches, access or
dissemination

— Use of privacy-enhancing technologies

ONCUSSEDUROU e e L

vy
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" Dissemination of USP Information
Under Track 1,2, and 3

° Reasonably appears to be Tl or necessary to understand or
assess TI

¢ NCTC may disseminate US person information to the IC and
foreign or international entities

— In support of FBI and DHS to other federa! (Title 50), state,
local, tribal entities




05956033 | |
' |FED/FOR OFFTCTATUSE-GMNEY-

NTERTERRORISM

& 25 A

Dissemination

(cont’d)

> Dissemination of non-Tl for a limited purpose (to assess if

Tl)
—  Must consult with ISPPO and Legal

+ Dissemination of a bulk dataset or significant portion

UNCLASSIFE

D/FOR OFFTe! ONLY h



C05856033

o 2012 AG-DNI Guidelines include enhanced controls, audit
procedures, and monitoring

— NCTC must conduct periodic reviews of compliance,
including spot checks, reviews of audit logs, etc.

— NCTC must report “significant failures” to comply with
‘applicable requirements | |

— NCTC must prepare a comprehensive annual compliance
report
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Compliance, Oversight, and Reporting (cont’d)

. USP information erroneously obtained by NCTC will be
promptly removed from NCTC systems unless otherwise
prohibited by law

e NCTC cannot access, retain or disseminate USP information
solely for the purpose of monitoring the exercise rights
protected by the Constitution or other laws
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Data Covered by HR 7-1

» USP Information that is acquired by means other than through the
methods described in the AG-DNI Guidelines are governed by HR 7-1
Guidance for CIA Activities within the United States

e For retention and dissemination purposes HR 7-1 distinguishes
between information about USPs and USP Identity information

. Two Requireménts to Disseminate Idéntity information outside the IC:
— |s it foreign intelligence?
— Is the identity information necessary to understand or assess the
intelligence? ‘

seqrer

s
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Questions?
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How to Find NCTC Lméga?

Satged

- T (b)(2)
(B)3)

- B ()
(b)(3)

4 =T (b)(2)
(0)(3)

T (b)(6)
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AL COUNTERTERRORISM GE

Lo

QPN

Refresher: Definition of US Person

Text of EO 12333 IS IS NOT
A United States citizen... One born in the US or Foreign citizen; Visa
naturalized as a citizen; holder

includes dual citizen

...an alien known by the intelligence
element concemed to be a
permanent resident alien...

Green card holder; where
“known” with due
diligence

Student visa holder;
most immigrants
(asylee or refugee)

...an unincorporated association
substantially composed of United
States citizens or permanent
resident aliens...

Not-for-profit group or
social club with USP
majority

Not-for-profit group or
social club where USPs
are not majority

...a corporation incorporated in the

United States, except a corporation

directed and controlled by a foreign
government or governments.

US legal corporation. US
legally established
subsidiary of a foreign

(non-gov't) corporation.

Foreign corporation or
foreign gov't
directed/controlied.

ASSPESIFGUD. L
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12333 and NCTC Coliection

REMEMBER:
“OVERTLY OR THROUGH PUBLICLY AVAILABLE SOURCES”

— Remember Undisclosed Participation rules...

— Apply similar rules for on-line registration as conference
registration

— Qvert means you must disclose ODNI affiliation when interacting
with US Persons on-line to obtain information

— Publicly available means information that is published or
broadcast for public consumption, accessible on-line or otherwise
to the public, or is available to the public by subscription or
purchase
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Undisclosed Participation
Per EO 12333:

— No one acting on behalf of an element of the IC may
join or otherwise participate in any organization in the
US on behalf of any element of the IC without
disclosing their intelligence affiliation to appropriate
officials of the organization :

— Prohibited from influencing the activity of the
organization or its members

o Applies to participation in the US |
* Must disclose if required as a condition of attendance.
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12333 and NCTC Use of the Internet

REMEMBER:
“OVERTLY OR THROUGH PUBLICLY AVAILABLE SOURCES”

Web Searches/Data Aggregation/Social Sites
— Must be services that are generally available to the public

« Still requires terrorism predicate
* Must be cognizant of Cl and operational concerns
° What browser.are you using?

* Cannot use classified information for search terms

e May not use alias/pen names |

¢ May not obscure IC affiliation to register and view
information not otherwise available to the general public
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> May not browse for information based on the exercise of |
constitutionally protected rights

o Remember that HR 7-1 rules for retention and dissemination
of USP information apply to collected publicly available
information
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UNCLASSIFIED

< Outside of the Inteiligence Community (“IC”), there are many additional
oversight mechanisms that provide for transparency:

— Legal process/burdens of proof ~and - court review (less likely to have “state secrets”
defense at their disposal)

— access by the public {(and media) to records, including through redress mechanisms
— independent watchdog organizations, public advocacy groups, etc.
— Congress {i.e., not limited to the traditional intel Comniittees)

) ECRECY ! , L . TRANSPARENCY
- There are Iimita_tin.ns‘on what - . The “eivil i [ ction infras >
© the government can disclosé. : proxy for trangparency. It is this interrelationship

between legal requirements, guidelines, compliance
RN ) o standards, and oversight that ensures the

) -'°f'“,te!_"§°”"fe sou‘rqes‘and methpd‘s_)_!_._ R Intelilgence Community operates in 2 manner that
- Lo ol L protects privacy and civif liberties.

(essential for theiprotection . -

tae R " S Lo

“We ali share in the responsibility to ensure that our efforts to combat terrorism adhere to the laws and
policies that protect the privacy and civil liberties of Americans, 1 appreciate your commitment to fulfill
o that responsibility.” :

__NCTC Director Mott O,

UNCLASSIFIED
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UNCLASSIFIED

US Person Protections

The key mechanisms for the protection of civil liberties and privacy within the IC émanate .

from 2 primary sources: Executive Order {“EO"”) 12333 and the Prlvacy Act. You'll be recelvmg
detailed training on both in the near future.

. For now, just be aware that:

FO 12333 and the Privacy Act are designed to preserve the privacy of US Persons (“USPs),
and to ensure that we protect and preserve each USP’s constitutionally protected rights

In order to implement EQ 12333, each IC entity adopts Attorney General Guidelines
(AGGs)

At NCTC we have 2 sets of AGGs ; CIA's AGGs {applied to terrorism datasets) and
NCTC’s own AGG’s {applied to datasets provided by non-IC USG agencies)

Some of our mission partners require us to extend USP Protection to non-USPs

these requirements should be highlighted for you within the contekt of your work
with such a dataset

UNCLASSIFIED
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UNCLASSIFIED

HBeTty and privacy-consid
~ in data access

As part of our counter-terrorism {“CT") mission we acquire and analyze data for many sources.
Some of this data comes from non-IC agencies, |ike the Depts. of Homeland Securlty & State

— people engaging in every day activities, like traveling on a plane or applying for a passport
— We often refer to these as “non-terrorism datasets”

There are a number of privacy and civil liberties considerzaticns implicated when we ingest this
data (sometimes referred to as concerns about “Big Data”)

— potential for “mission creep,” data obsolescence, and misuse/abuse/theft of data
— Americans also have a general level of discomfort with the IC holding their data

Ability to demonstrate that we diligently follow our privacy and civil fiberties protections is critical
to earning and retaining the trust of the American people/oversight entities/mission partners

So long as we malntain this trust, we continue to have access to this critical data

~ {fwe lose that trust we risk losing access to the data

UNCLASSIFIED
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UNCLASSIFIED

First Amendment Issues

- A core CL/P protection is that our focus on an individua! cannot be based solely on the exercise of 2
constitutional right, such as a person’s first amendment right to free speech

° it's therefore helpful to ask 2 questions when looking &t speech: )
1)} Why are we focused on this individual? For example, we're interested in this person because.....
a) s/he is donating to a charity associated with terrorism;
b) s/he is communicating with someone as part of an ongoing plot to conduct an attack
c) s/he is a known associate of a known or suspected terrorist (“KST"}

2) Why is the speech relevant to this focus?
a) e.g., speech demonstrates this person’s knowledge that the charity funnels $ for terrorism
b} e.g., speech shows that the person is directing the individual to commit an act of imminent violence
) e.g., speech.demonstrates familiarity with, or access to, the KST

¢ So long as the underlying focus of our analytic judgment/action is based on more than just the protected speech
itself, than it is permissible to use that speech ‘

UNCLASSIFIED
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UNCLASSIFIED

Compliance

° Compliance {and comp!ianbe incidents reviews) are normal parts of the oversight process
and necessary to preserve/earn the public’s trust

° Compliance incidents may be:
- one-off occurrences (e.g., 2 typo in a database query caused by simple human error); or

- ongoing occurrences (e.g., unauthorized personnel having access to an NCTC information
technology system)

° ' We have regular compliance obligations — such as spot checks, audits and reporting
AN
° Compfiance is designed to: “trust and verify” and to correct mistakes and fix broken processes
.0 If we have zero {0) compliance incidents it means either:

- we’re not checking, or
- our compliance oversight processes are broken

UNCLASSIFIED
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UNCLASSIFIED

“CLPO Take-Away
Terrorists target the US because of our ideals, our freedoms and our

constitutional way of life

Your mission is to prevent terrorists from assailing these very ideals
through the conduct of physicai attacks

CLPOs mission is to ensure that in preventing these attacks, we don’t

" unintentionally infringe on the very constitutional rights that we are trying

to protect

— Thus, our job is to help you spot potentiai issues, and tackle chalienges
you encounter, so that together we can ensure the.safety of our
homeland and our way of life

At the end of the day, we all have the very same vision/mission

| UNCLASSIFIED
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UNCLASSIFIED

UNCLASSIFIED
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PA101: Privacy Act

Safeguarding Personal Information
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introduction and Overview

To condue! ts business, the Federa Govemment, induding the
Inteliigance Community (IC}, calleds, matntains and discloses
ir;formaw shout American dtizens and permanent resident
alens.

In 1874, Lhe Privacy Act was established to pratect these
individuals' rights with regard lo how the govemnment uses the
infarmation it callecls about them.

Upon completing this course, you wilt be shieto:

+  Describe how the Privacy Ad of 1974 prolects individuals'
fighls regarding informmation coteded, malnlained and
disdosed aboui them by he Federsl Govemnmenl

«  Dafine Personally icentiiable infrmation (PH1) and haw it is
proteded
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MENU ' GLOSSARY  RESDURCES

Module Selection
Seled a link fo. begin,




GlossarylAcronym List
Roll aver underined terms to view 2 definilion of the Lem.

AG = Alipmey Generdl
CLPO = Civl Liberties and Privacy Office

CT = Counlerterroism
DMT = Dala Management Team

€0 = Executive Ordee

FISA = Foreign ntefiigence Surveifance Act

FOIA = Freadom of Information Act

HHS = Depariment of Heaith ard Human Bervicas
IC = Intelfigence Communty

ISE = informafion Sharing Envimnment

1SSH = information Systems Secirity Managar
NCTC = National Counterlemarisim Center

NCTCASPPO = Watinal Saunterdemuism Centeriniormation Sharing Program Policy Offica

PA = Privacy Adl

Pl = Persorely Identifisble Information
SORN = System of Records Nolice
5C = Specl Security Cenler

SSN = Social Securty Number

TI = Terrorism information

USP = United States person
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UNELASSIFIED

Intreduction and Objectives

The word “orivacy” is not used anywhere in the Constiltian, However, the
Constitution has been interpreded by the courts 1o provide severs!
congtitutunzlly profected rights that refledt privasy-relateq inferests tfor
eiampia the Fourth Amendrrrent’s right to be sectre In our homes and
passessions). :

There-are many facets lo privagy. Here, we will consider privacy to be the
j  abilily to controf what the govamment knows about us,

In adeition to the Gonstitubiznal prolections of privacy, there ate many

o different laws that protect the “privacy” of clizens or odher members of e
public. This lesson addresses protections for individuals “information
privacy," Specifically, wer will discuss [imitations on the Federal
.Governd_ + mfnl's calleciion and handling of information from er aboaut
individuais.

Upen completing lhis lesson, you will be able 1o;

Identify the principal authcrities that IC professionals should he
familiar with rafating to infarmation privacy

LESSON TITLE: Oserview of Privacy
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MENU | GLOSSARY | RESOURCES

As stewards of dala, you néed to be aware of the principa! legal and Exeaitive-lave! protedicns for Information privacy thal govam our
actens 23 federal employses. Two of the primary sources af lhese cbigaions are:

+ The Privacy Ad of 1574

+ Executive Order (O} 12323 (cavered in seperate irafning)

Click on each document for additinel detsils an protecion of information,

LESSOM TITLE: Gyervew of Privacy
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MERU | GLOSSARY | RESOURCES

Why is Information Privacy Important?

Complying with infomation p_rivac'y"awted.ims fasters usl ffam
Ine public, our misslosi paitners and other stakeholders that we are
properly using ang prolecting the dala that they provids lo us,

Trust is ailical to gur efforts to pratedt national security. Without
trus! in duir IC institutions, processes ang eadars, wa risk ksing
access to dala and authonties vital fo sccomplishing cur naticnat
security mission.

LESSON TITLE: Ovierviest bl. Pivacy
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MENU g GLOSSARY | RESCURCES

Yo have campleted the lessen, Ovarview of Privacy. In this lesson,
you were infroduced to e principal lagal and Executivedeve)

§  authorifes remrding the protection of information abaut U.8.
Pergans (USP}.

The nextlesson explares The Privacy Act of 1974 in detail.

LESSON TTILE: Qverview of Privicy
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=
Infroduction & Overview

The Fiivecy A of 1974 pravides the Ferenal Govermment with nuies for
udllecting and handling infommalion about individuals {defired by te Ad as ?

AOVERVIEW OF T35
'HE PRIVACY ACT OF |

U.8. dfizens and Iegal mmanafi fesidants), In addition, tha Privacy Ad
affords these indéviduals cértain dghls, which are gesignad o proted their

; privacy and haid the govemnment accountabile (or how It wses their data.

Upan complating this lesson, you will be able te:
» |denlify the purpose of the Privacy Ad
+  Ideniify wher the Privacy Ad applies
+  Desaribe the protections the Privacy Act afierds individuals

LESSON TITLE: What s the Privbey Act?

| GLOSSARY ; RESOURCES
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), SAFEBUARDING ERSONAL INFORMATION o

COUNTERT) 5 CENT : MEI\IU% GLOSSARY | RESDUACES

S
The Privacy Act

Prior lo enactment of the Frivacy Ad in 1074, Iﬁem were instances when some few enforcement and Intelligence agencies inappropriately
collecled 2nd used information abaut U.S, dizens,

: The purpase of the Privacy Ad i to;

+ Profect against {llegal secret clectinon of records by the govemment
+ Govem collecian, maintenance and discosure of infarmalicn abami individuals
+ The Privany A doss not applg to slatistcal or aggregate information where the indivicual cannot ba ideniified, such as census
data or data callected for 3 Slalistical analysis

+  Provide substentive fights o individuals

LESSON TITLE: What is'the Privacy Act?
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B Whoiis Protected?
The Privacy Act prowides protection 1o an “individual,” who is defined as a:
;. Livig human hieing {nol deceasad)
* US, ciiizen or permanan resident alien
* NOJE: Be glert Lo styations when an “individual” may alsa be acing as a business (2., Alax Accountant runs Alex Accountant, -
LLC}. in those sibatons contast NCTC Lega! for furher guidance,
¥ Compare this defirition of 24 *individual” under the Privacy Act with the definition of a *U.S. Person” under EO 12333, who Is defined ag a;

+ WS, dlizen or permanent eesidant alien,

+ Unincarporaled associatian subslantialty composed of U,S. clizens or permanent resident aliens, or

+ Corparation incorporaled in the U.S, exospt for @ comporation directed and.conkralled by a foreign govemmerit or governments

LESBON TME; What is the Privacy Act?
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What is a System of Records Motice?

You have leamed that the Privacy Ad'a plizs when 3 gavenment agaw(‘l:diecls information fram. a7 sbou. individuals and then
reirigves hose secords by Lhe individual's name or ather unique persanal idainier,

This cumulztve collection af records Is faiown as a Privecy A *yslem of Records.” Begause a primary goa! of the Privacy Adt is lo
inform individuals about fow the govemment uses their infarmatian, the Privacy Act raquires Federal agencies to provide public notice

¥ about how ey 2dminister thase *Systems of Records,” Notice is provided lhraugh 8 “System of Recort's Notice™ or "SCRN” that is

pulished in the Federal Register. The SORN describes the existence, ype (2.0, whather medical, pérsonne, finandial, etc. ) and purpose
?L the records, ang the “routine uses™ for which information from the record can be shared extemnat o the agency without the censen! of
the individual.

Select the link 16 view a sample NCTC SORN

LEGSOM TITLE: What Is the Privacy Aft?
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Collection of Records

Under the Privacy Adt, sgences Must folkew these: guidelines whert collecin
information amihdivi uals” 0

» * Cellect the informatn direcly from i Individual, when feasiie;

+ Provige individua's with a *Privacy Ad Statement” at the time of
collealion (i.e., notie of the egal autharty under which the govermment is
cailedting the infomation and how the govenment inlends 1o Use that
Infermation),

» Gallet oniy te minimum amount of information nacessary to
accomplish the agenty’s purpose.

“Thera are sxamplions from these requirements whan resords are colfscted
for autherzed investigatory and nationat secunty pupases. il en agoncy uses
an exemplion, thal exampiion is refarenced in the putfished SORN for the

§  records to which the exemplion appies.

Seted the link 1o view a sample Privacy Adl Staterment

LESSOR TLE: Whabis the Privacy Act?
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Maintenance of Regords

When rnaintéining records abaut individuals under the Privacy Ad. agencias
generally must
v Keep timely, refavant, acturate and complete records
« Permit record subfects lo;
+ Access recards
+ Amend records

+ Qblain information about when and ta whom his or her records have
been disciosed

+ Keep no recards {hat are based solsly upon the exercisa of First
Amendmenl rights

HOTE: There are examplions from these requirements when reconds are
maintainéd for authadzed investigatory and natiorial sacurity purpases.

DISCLOSURE

LEGEON TITLE: Whiat is the Privacy AGtY
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individuals’ Access to Records
The Privacy Ad dictates thal agancies mu_s'l establish procedures for

b individuals %o loliow lo gain actess to their recards. In genara, individugls
have the right of access to records about lhemselves. However, ifrecards have

been callected for an investigatery or national sequrty purpase, the govemment
agency may be exempt from the fequizerent of providing the individual with
ac0ess to his or her recerds (50 25 not ic "tip” e subjed about the
investgatory or national security imerest), The SORN provides public notice
about whether tha agency has invoked any such exemptions.

Fer additional information abaul how ar whether individuals can gain access 1o

records aboul themsalves, consull NCTC Legal or the NCTC Civil Liberties and
8 Privacy Office (CLPO). :

LESSON TILE: What i the Privacy Act?"

MENU
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Disclosure or Dissemination of Records

Agencies may only disclose o disseminate Pﬁv Ad records (malniained in
2 Syslem ol Recorys) oulside Ihe agency in the following dreumstancss:

+ With the consent of the record subject

« Forihe tyelve excented disdasiras authorized in subsection {biof the
Privaty Act These hwelve disdosures are exceptions to the "consent
ruks™ {atiove} and generally permill disclosures 19 named agencies or
govemment enties for purpases limited to execubon of their statutory
responsibilifes ﬁe.g., disciosure of records Lo the NaSonal Archives and
Reconds Administration for audi of compliance with recerds
management requitements).

‘When permitted by a publishad “rautine use”, A “routing use” is an
explanation of bow tha agency requiarly shares dats il mainlains in 2
Privacy Ad System of Records with enttiss oulside the agency. The
agemh:r provides nofice of thes “routine uses” when il publishes its
SORN. An example raufine use might anlail disdosure to the
Department of Justize of information redating to ongelng litigation.

Seled lhelir;k for & 2ample of soutine uses fom the QDN Privery Ad B
Requlation. . i uiE %
ACCESS

LESSON TITLE: What is the Privacy-Act?

DISCLOSURE
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Penaltizs znd Resulis
émpbyees can be charged with a misdemeanar, subjed 1o 2 $5.000 fir if they:

+ Wilfully disciose Prlmcy Ad protected materlal by any means to any
persan or agency not entibied Lo receive it

+ Willilly maintain a System of Racords withaut meeting the SORN
publicaion sequirement

 Wilkully reg;esi or ofitain any record conceming 2n individuai frem an
agency under false pretenses

Agencies may be proqibited from using and sharing recards compited in 2
System of Records If they o not peiSlish 2 SORN.

LESSON TMLE; Whit s e Fifvany Act?
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You have completed the lession, Whatis tha Priveey Act? The Frivacy Ad prolects against iagal sacrel colecion of information by the
gavemman; govems callection, mizintenance and disciosure or dlssamination of that information; and affords substantive rights (notice,
consent, access and lega) right of sation) le the individuals about whom the information is collecled, maintained end administered. It also

prescrities penalties fof violaling lhese protectons.

R The naxt lesscan will Iook at Perscnally iderdifiabile Informatian (Il in mare detail.

LESSON TITLE: Wiat is e Privacy Aot
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Introduction and Overview

Techhotogy enables Federal agencles Lo malntain a great deal of
information abaut individuals. The collection and cansdlidation of this
Infermatian by the gavemment is a legitmte privacy cancem for
Ameficans, and wa have a spedal duly I protedt such infarmatien fram
{oss and misuse.

R is your responsibity to undarstand the sensitivity of personal
information and mb;mrxfes that govem its collection ang use,

Upon completing this lasson, you will be able to:
+  identify protection far Personally dentifiable informatian (PIl)
+ Listexpedations for handiing PIl

LEGSON TTTLE: What is FI?

GLOSSARY }

RESCURCES
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B The term Pl s dafiried in OMB Mermarancum M-07-16 as:
", information whichcan b used lo distingerigh o frece an individual’s idenily, guch as
their name, sodal seainly number, biomalis records, ek, alons ar when combined
willi athar parsonel aridentifying infarmalion which is lvked of linkabie to & spedifc
mdividea!, such as dale, place of birth, malhers maiden name, efc.”

In essence, PIfis amy biographic or descriplive data tat, alone or in sombinaton with other data, can identify an individual either directly {by
name;) ot indiredly {.e., zan be used to Agure cul the ideniity df the person being described),

Because Privacy Ad records - by definiion - are refriaved by unique personal idantifiers, all Privacy Act Systems of Records canlain P,

LESSON TTILE: Wiidt i§ Fif?
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E Pl versus Privacy Act-Protected Records

Systams of Records (1.6, because Mey are ot refriaw

unique personal idenifier), gfre&y miay st cantain P, To the extent
that these coliections of records contain Pl they myst be
protected.

Even 1mug[h some cotlecions of recards are not Privag Ad
bya

Examps; Corsider @ dalshase wifh he names of i anglysts,
their education and credenlials. The database 15 quariad by area
of experiise, such as "China andlysis” or sacurty
cfists. Because lhe query relrsves ilomation by area of
expeitiss, and aol by urijue parsonal idessifier, the rekimed
infommation was hat mamtained in & System of Records and thus
s not covered by the Frivaty Acl. Nanathefess, because the
rtumed information does cantsin analysts’ names and reistad
biographical informaticn - which is PIT - wa must protact ths Pl
accordingly.
$o, Privacy Act records cortzin PR but not 2l records

contzining P are protected by the Rrivacy Act.

LESSON TITLE: Wht is Pir?

WENU | GLOSSARY | RESOURCES
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Hew Should PAl be Pratected?

Various OME Policy Memoranda requine federal agences toensure the pralection of PY through appropriate adniinistrative, lechnizal and
physical safequards. i

" These safeguards fmil ecards sccess lo only those who havean authetized puipose. ‘They also protedt against threals or hazards 1o the

secuity o integtity of the Pil, which ceuld 1e<Ult In harm, emieSrassmen, inconveniance or unfairméss (o any individuat about wham te

b Infrmation pertains.

Many IC personna! mistakenly befieve that the cassifisd emvironment in which we work is, in lseff, protective of Pil. Not necessarily so. For
axample, even in a secure environment, i is improper to leave a spreadstieet of pames with 3SNs o medical information epen to general view
{e.g., leaving a paper containing S5Ns on 2 conference room tablg viewable by all afendees).

As a practical matier, many of ourintemat security procedures ler handling sensitive infrmaton afready affard protection for PII.

NOTE: Any time thal an employes greates of downioads axtracts from databases holding sensliive PI, the employes will need to ensure that
thls P is tracked apd propesty protected. Far more specifc guidance an protections, contad NCTC Legal or, NCTC CLPQ.
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=
Reporting Breaches of Pl

Iﬁ order o ,D:revent the harms hat can potentially fesult from unauthorized disciosure of PIl or sensitive ﬁll,.itia_i[npmmnl that actuét o
suspected breaches or compromises of data akaut individuals bs reporied to the ODNI CLFO, per OONI instruckion B.02, Managing Areaches
of Rersondlly identifiale infarmation, . . Co .

+ Individdals who fail to safeguard PH as required by law, requtation or policy - o fil to repont known or suspacted loss of contrdl or
unauthorized disdosure of Pl - may be subjedt Io discplinary ackion, regardiess of wheler the faiure resuits in aiminal prosecition, dvil
penalties, or sanctions under applable law.

Upan receipt of a report of agual or suspested breath, the ODNI CLPO wil convene an Incldent response team b0 Investigate the
crcumstances.

HOTE: Other mandztory ODM! reporting requirements may apply (.9, reposting computer security events and incidents to ODMI

Information Systems Security Manager ISSH), reporting unauthonized disclosures of classHied information te QDM Special Sacurity
Cenger (SSC), sic.).

LESSON TITLE: What jis fii? -
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What is the information Sharing Environment {ISE)?

The infermation Sharing Environment (1SE) is 3 framework creaited for sharing and ints%rr‘a;'dnp lemmarism information betwaen difiarent levels ;:f
govemmant, the private sector and forelgn partrers in 8 manner that protedts privazy ights. avil libsries and ather kegal rights of individuals,

+ Creature of the IRTPA (secion $015), concelved to help "tonned the dots”

+  Builds on Executive Order 13288, which requires agandas possessing/acquiring terrarism informatin to provide that information lo other
agendes with autharized countertemarism finctons

The ISE is NOT a single dalabase, syslem o repositery! Il is a framesork of policies, procedures and technology.

LESSOM TITLE: What is FiI?
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What are the ISE Privacy Guidelines?
+ Presidentially-mandated Guldelirm.mal estabilsh a care set of principlas Mat ensure coﬁugtent velting af *prolecied infermation” within
the ISE thraugh the adopéion of best practices designed fo proted individuals’ infamatian privaty and il iherties.

+ Protedeq informatan indudes USFinfermation, but may also be broadsr, According io the Privacy Guicelines, infarmation
{nay be designated as subjed 1o YSE Infarmalin privecy proteciions by Execuive Order, intemational agreement cr ather tegal
ngirumenL

Same of the cora privacy and chit !Ibaﬁia:s yFotections indude: procedures o prevent, identify and cored. emors in shared
infrmation; measures to safeguard ISE information; procadures fof recelving and addressing complaints relatad to tne
sharing of protected infammation; and prodedures for zeviawingiverifying complianse with The agency ISE policy and responding
| violalions. :

+ The Guidelines require all entifes thal parlicipate inthe ISE 1o develop ar information handling poficy consistent with the Guidetines.

+ The ODNIs implementing policy is DN ISE Privaty Instruction - 80.06 (September 2003}

LESSAN TITLE: What ls:60?




C05956031

What does the [SE mzan to you?
.+ NCTCI5a partaf tve ISE and perates tncer ODNI Privety Insiuction B3.05
+ The care ISE proledians thal mosl directy afed your work indlisd ensuring,
+ Infammation you mesiveddisseminatehas somea indicatton of reflablity (or lack thereof)
+ that data you handie is refisble and up 1o dats, to the extent feasible

. faml#griéy;{im the NCTC process for carecting emors (whether the ermor was discavered by you, orby the agensy thal provided
you lhe data)

. appr_updale handling and prolejcﬁm of| munalii-idenliﬁipg information (PlI) inthe qau
»  Ifyou have additonal questons cn bre 'SE, you can contact NGTC CLPO al LN Group Alla

AEGS0N TITLE: What is FE7
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Yair héve completed the lassen, What is Persanally idemifiable
Information. (v this lessont you have leamed fo recognize Fil and
sansitive P4 and lo apprediats the remifications of unautherized
discosure of Pil.

Yeu ean nerw identify scme of the technical, adminlstrative, and
physicil safeguards thet agedies implement to protect Pli, and
understand tha impartance of repasting spills of PII.

The mext kesson will cover the requiternents and limitaficns of the
Privacy Ac.

LESSON TITLE: What is Pir?
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Introduction and Overview

As you have Iearmﬁ. the Privacy Ad emblisl:as requirements and
prhibiticns that agendies must when cdllecting, maintaining and
disdoslrig or disseminating information abaut individuals.

AlINCTC employees must be Famiilar with these requirements and
prchibittons, 5o as nol o viclale s Ac inadvertently,

Upan completing this lassen, you will be able to:
« [genily those requirerments or prahibilions of the Privacy Ad that

miziy apply lo you personaly as you perfomm your dayo-day duliss
ang respmsi_hiliﬁes
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Your Responsibiltes Under the Privacy Act
Yau have severa responsibilfes under the Privacy Adt reated ko fre fflowing:

* Maintenance of records
« " Access o recards

«  Disclosure ar fssemination of records
«  Intagrity of recards: .

+ Training

LESSON TITLE: Privacy:Act: Reqiiremnems and.Limitations
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Maintain oniy retevant records necessary to accomplish a required agency mission,
» ForNCTC, lhese must relate to the Counterlemarism{(CT} mission

Guzrd agains! creating a System of Records for veich.a SORN ha's not been putlished.

Example: i an analyst collécts publicly availabie dormation abaul Individuals fram the infemat and stores tha saarch resuils by the sifyeefs’
unigug persoral idenlifiers, this may constitute 3 hew Syslem of Recards. However, I fhe analyst compiles & soreedsheel from NCTC's
existing dala heldings, M arder o 3o his analysis of B data, this is ot likely going to be & new System of Records. Of course, 1 tis data
comes Irorm an sﬂﬁny System of Records, b spesdshest i considered derived from that System of Records and enould be proteded 35
Privacy Act micrmalion.

HOTE: f you have any questions, please contact NCTC Legal or NCTC CLPO.

-Protect 8l Privacy Ad reconds recelved,

+ Baaware that Privagy Act records recetved from ancther a oy will gdther be incorporated o an existing OBMNI or NCTC System of
Recards, or may constitute 2 ew Syslem of Reaards for which ODNI or RGTC would publish & new SORN.

LESSON TITLE: Brivacy Act fegpiirements A0 Liniitstiors
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Your Responsibilities Under the Privacy Act
faintenance of Records {continued) :

Watch far records describing First Amengment adivitiee!
+ NCTC may rgl maintain such infrmation unloss:

+ Asiatie perrils, .
« The subjed individual cenasnts, o
' 2& authorized law enforcermant or intalligance adtivity supparts

+ NCTC should et maintain any secerd in TICE (or other NCTC
database) regarding 2n *ingividual’s exercise of protecied activity

{e.g., religian, expression, assodatin, elc.), wilh no apparent basis.

+ For examipse, colfedinig the names of Indlviduals solely
begause-thay spake ata raily in supﬁcﬂ of ra. vice collecting
those names becanse they ere inviied 1o speak by a knaun
TIDE subjec

ii you have 2y concams, Conticl HCTC Legal or HCTC cLPg for
qadancd.

LESSON TITLE: Privacy BetiRaquinaments and:Limitations
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Your Responsibiliies Under the Privacy Act - Access to Records
Ensure needs-hased access by analysts to NCTC records,
+ Ananalyst must have a laqiﬁm'aje need for tha record in the perfarmarce of his or her dues .
v Brawsing o glhar uroffial yse of recizds (e.0., searches bassd on persanal Interesl or undffidal request of anathar} is prohibited by
NCTC palisy. Such condud mightalso vialale the Privacy Ad.
Ensurs appropriale 2ccess by individuals to recards maintained about them,
+ OCNI's Privacy Ad Regulation desaibss hew individuals may request 2coess to records that pestain ta them

» Such raquests for access are ofien submitled a$ Privacy Adt o Freedom: of Infermation Ad (FCiA) Requests
+ Forward all such requests or inguiries far records (o NCTC Legat

LEBSON TLE: Prtuacy Act Abquitements:dnd. itations -
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Your Responsibilities Under the Privacy Act -
‘Disclosiire or Dissemination of Recards

Privacy At records may be disclosed o disseminated as foltows:

: « With the cansent of the individual record subject

- + In aocordance with fyelve axcepled d Histed in subsestion
(byof the-Privacy Ad Thesa twelve disclosures are excaptions 1o the
"cansent rule” (spave} and generally permil disclosures to named
agancies of gevemmen entities for purposes limited to execition of
Hair-statutory responsibilltias (¢.9., disciosure of records to the
Nationa Archives and Records Adménistraion for audit of
comgiliance with records managernant requirements).
I accardance with established ODNI rautins Uses Set forth in

Sedion 1711.31 of the QDN Privacy Act Regulation

Do nol disclose or disseminate, Infough.any means, any information from
a Privacy Ac, System of Racords, lo any persen o anfity (ficuding ofhar
govemmen! enlies) withaut consent, 3 Spacifis rutne use, or a slatatary
exception, This prahibilion on disdosures includes oral, written and
eledrahnlc disciasures.

+ Al disdosiires or disseminations must be made through official
channals using approved matheds. "

« Thee 5 no “National Securlty” exemption from thess Bmitations
on sharing records

LESSON TITLE: Srivacy Act Regilirempnts 31, Umitdtions
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