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1.0 INTRODUCTION
1.1 Background

The Department of Homeland Security (DHS) Transportation Security Administration (TSA) has
a need for an Advanced Imaging Technology (AIT) system with Automatic Target Recognition
(ATR) capabilities that eliminate the need for an Image Operator (I0) station. The system
specified in this document is intended to satisfy this need by identifying the requirements’
existing AIT units, that have already satisfied the requirements of the AIT Procurement
Specification, must meet.

1.2 Scope

This Functional Requirements Document (FRD) establishes the addmonal pcrfomxance design,
m ufacturm and verxﬁcauon -

1.3 System Description

An AIT system with ATR capabllmes isa passenger screemng technology whlch uses imaging

~ Requirements are denotec

This FRD establishes the additional technical requlrements for an AIT w1th ATR An AIT
system is a walkftluouglh sensor that is used at B3, 49.U.5:6

Y 49U 1A4h) JPrior to being scanned by the ATT ys em,
passengers will have been requested to fully divest all articles in their possession.

Wz e U ég;,,« PR

14 Definitions

The following terms were used in this document.

Term o = Definition |

Al'l System . The combined performance of the AIT system, including the ;
i_operator in the loop. o |

Anomaly | Anyundivested objects includingseed US.E§Aalr) T ,

under 49 CFR parts 15 and 1520. No part of this record may
IR parts |5 and 1520, except with the written permission of the
yific Sccretary of Transportation, Unauthorized release may result in civil penalty

Administrator of the ‘Dmuponalion Secnrlty Admtmstmn 00,8
is govemned by 5 U.S.C. 552 and 49 CFR parts 15 and 1520.

or other action. For U.S. government agencics, -i S
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L Term Definition ]

: Man-in-the-loop ! ethod of detecti t es ation ty

| .

| Officer to render a decision as opposed to software based :

| algorithm detection. ?
Shall | Bold italic “shalls” are regui

|

AIT systems must mee ?

Screening Operator (SO) The Transportatlon Security Ofﬁcer responsnblc for scanning !
and reviewing the passenger’s avatar image during the AIT 7'

; screening process.
i Transportation Security | Formerly known as Screeners or Operators, TSOs are TSA ;
i Officer (TSO) personnel who operate the airport security checkpoint and conduct |

_security screening of all persons and objects entering a secure area.

WARNING: This recard contains Sensitive Security Information #31 s controlled under 49 CFR parts 15 and 1520. No part of this record may
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2.0 APPLICABLE DOCUMENTS

2.1 General

The documents listed in this section are referenced in this specification. While every effort has
been made to ensure the completeness of this list, document users are cautioned that they must
meet all requirements of this specification, whether or not the applicable references are listed.
The followmg specifications, standards, handbooks, documents, and drawings of the exact
revisions listed below form a part of this specification to the extent noted herein; if a revision is
not shown, then the version in effect at the time of contract award shall govern.

2.2 Government Documents

Reference Cq . : . Title - ]

AIT Procurement PROCUREMENT SPE

Specification . IMAGING TECHNOLOGY (AIT) FOR CHECKPOINT
i+ QPERATIONS, Version 2.11.
49 Code of Federal ! TSA: dirport Operator Security: Air Carriers and Commercial

Regulations (CFR), Part | Operators: Current Screeners, October 1, 2006.
CFR 1544.403
49 CFR, Part 1544.405 TSA: Airport Operator Security: Air Carriers and Commercial
Operators: New Screeners: Qualifications of New Screening ;
Personnel, October 1, 2006. ;

23 Non-Government Documents

There are no non-government documents associated with this FRD.

24 Order of Precedence

In the event of a conflict between the text of this document and the references cited herein, the

text of this document takes precedence. Nothing in this document, however, supersedes national
and state laws and regulations unless a specific exemption has been obtained.

be dnsclosed to persons without a “nced to know™, as k SIEFR ans 15 and 1520, except with the written pcnmssion of the
Administrator of the Tmspommon Security :-.'-,‘." or thc Secretary of Tnmponauon Unautherized releasc may result in civil penalty
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3.0 REQUIREMENTS
3.1 System

3.1.1 Detection/Imaging
3.1.1.1 System Detection

The Concept of Operations for an AIT system with ATR functionality will remove the IO review
from the screening scenario. The AIT with ATR will scan a passenger, analyze the image data
obtained from the scan for potential threats, and present possible threat locations on a
representative human figure. The AIT with ATR functionality will perform the scanning of
passengers dwested accordmg to the current TSA divestiture rules, B3 A9SC-§ T4}

SR 1

| The AIT system w1th ATR fhnctxonallty shall (l)hbé

The AIT system with ATR ﬁmchonahty shall (6Ldetect the esence of &/

%11§r 1

[5_3. 9USCH

Administrator of the Transportation Security Admm' trati
or other action. For U.S. government agencies, pub > dig®

§7ed under 49 CFR parts 1S and 1520. No part of this record may
15 and 1520, except with the written permission of the

urclsgovemedbys U.S.C. 552 and 49 CFR parts 15 and 1520.
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31116 | Representatwe Human Figure

The AIT system with ATR functionality shall (10) provide at least the two (2) gray-scale

representative human figure images shown in Figure 1. This is in order to present scanning

results to the screening operator, one of the ‘nt view” and one of the “back view.” The
all (11) 2 14(1 _

ow™, as defined in 49 CFR parts 15 and 1520, except with the written permission of the
iop%curity Administration or the Secretary of Transportation. Unauthorized release may result in civil penalty
nt agencies, public disclosure is goverved by 5 U.S.C. 552 and 49 CFR pars 15 and 1520.
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3.1.1.1.7 Visual Indicators

When an anomaly is detected, the AIT system with ATR functionality shall (14) indicate the
loca n of the mahes with an anom

aly location indicator on the representative human figure

The anomaly locauon indicator shall (15) be at least one yellow ﬁlled box with a red border on
E _. 5 AT |

WARNING: This record contains Sensitive Security lnfo ----- fon lhat is controlled under 49 CFR parts 15 and 1520. No parn of this record may
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(b)(3) and 49 USC 114(r)

8
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3.1.13 System Operator Station Display Menitor

The SO Station shall (21) include one or more flat panel color displays for viewing the
representative human figure images. The display monitors shall (22) be of sufficient size to
display the full representative human figure images, defined above in section 3.1.1.1.6,

(5)(3), 49 UsC 114(n) '

The SO Station shall (79) provide a means to clear the scan results from the representative
human figure images by pressing a clear button at the SO Station.

B3:.49U.S.C. §1.14(r)

[Place Holder for removed shall (24)]
[Place Holder for removed shall (25)]
[Place Holder for removed shall (26)]
[Place Holder for removed shall (27)]

[Place Holder for removed shall (28)]

WARNING: This record contains Sensitive Security Js#Brmation that is controlled under 49 CFR parts 15 and 1520, No part of this record may
be disclosed to persons without a “need to know” g defined in 49 CFR parts 15 and 1520, except with the written permission of the
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3.11.5 System Status Visual and Audible Indicators

The AIT system with ATR functionality shall (35) display on the SO monitor, at a minimum, the
following:

e Pasunt. |
The passenger count shall (36) be displayed continuously and clearly while the system is

powered on and/or idle. The Passenger Count display shall (37) have at least six (6) digits in
order to provide a count from 0 to 999999.

counts defined above 8

@defined in 49 CFR parts 15 and 1520, except with the written permission of the
Administrator of the Transportation Security Ag#flinistration or the Secretary of Transportation. Unauthorized releasc may result in civil penalty
or other action. For U.S. government agengi®s, public disclosure is governed by 5§ U.S.C. 552 and 49 CFR parts 15 and 1520.
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4.0 VERIFICATION

To verify production units comply with the requirements in this Procurement Specification,
acceptance testing will be performed. Acceptance testing includes three separate test events:
First Article Test & Evaluation (FAT&E), Factory Acceptance Test (FAT), and Site Acceptance
Test (SAT). Unless otherwise specified within this document, verification within these test
events will be accomplished through inspection, test, demonstration, and analysis on an AIT
system that is representative of the approved production design that has been placed under
configuration control. The OEM is required to provide the necessary support to the Government
during FAT&E, FAT and SAT.

4.1 Test and Evaluation

Use of the test and evaluation process will assure that an AIT system has met the requirements of
the AIT Procurement Specification, associated interface requirements and control documents,
and algorithm description. Requirements verification will be performed in accordance with the
Contract Statcment of Work (SOW) and this Procurement Specification. All testing will be
conducted according to Government-approved test plans, test cases, and test procedures and will
be witnessed by an authorized Government representative.

4.1.1 Acceptance Testing

Acceptance testing includes three separate test events: First Article Test & Evaluation (FAT&E),
Factory Acceptance Test (FAT), and Site Acceptance Test (SAT). These tests focus on technical
conformance.

Configuration Description

Production systems intended for deployment are used in acceptance testing.

Test and Evaluation Objective
AIT system requirements are simply re-verified during acceptance testing, with the goal of

ensuring that the systems being delivered by the OEM for deployment meet the same level of
performance as systems qualified through DT&E and OT&E.

4.1.1.1 First Article Test and Evaluation

A First Article Test and Evaluation (FAT&E) is performed, as directed by the Government, on
the first production model. Hardware components, supporting modules, and functional and
performance specifications are verified by a Contractor either by witnessing test conduct or
reviewing data from in-house testing at the OEM factory site. A baseline Functional
Configuration Audit and Physical Configuration Audit is performed by the TSA Configuration
Management group to establish configuration control of the unit under test.

4.1.1.2 Factory Acceptance Test

The Contractor will conduct a Factory Acceptance Test (FAT) at the factory on each system
prior to delivery. FAT will verify that cach system is manufactured to the Government-approved
product baseline, that each system complies with technical contract requirements, and that no

13
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defects from the manufacturing process exist. FAT generally will test a subset of the
requirements tested during FAT&E.

4.1.1.3 Site Acceptance Test

The Contractor will conduct a Site Acceptance Test (SAT) at the site on each system prior to its
placement into operation. SAT is performed on all AIT systems once they are installed at their
final airport locations to verify that the system is properly installed and configured, and that no
defects remain from the transportation and installation processes. SAT follows the same test

process used during FAT.
4,12 Continuous Asscssment

The Government will perform continuous assessment of fielded AIT systems to verify
operational effectiveness, suitability, reliability, and availability of the equipment. Continuous
assessment will include collection of data from fielded AIT systems for the purpose of assessing
field performance over time.

4.2 Verification Methods

All AIT development will undergo test and evaluation to verify that the AIT meets system
specification requirements. The verification methods (analysis, demonstration, inspection, and
test) described below are mandatory for AIT requirements verification. These sections define the
type of verification utilized in the Verification Requirements Traceability Matrix (VRTM).

4.2.1 Analysis
4.2.1.1 Hardware
Hardware analysis will encompass any or all of the following:

(b) Similarity analysis is a method applied to end-items or components that are identical
in design and manufacturing processes to end-items or components that have
previously been qualified to equivalent or more stringent requirements. This method

can be applied to Commercial Off-The-Shelf/non-developmental item (COTS/NDI)

equipment for the same manufacturer's models, based on the manufacturer's
engineering spccifications. For COTS/NDI equipment, the use of manufacturer's
published materi ain test conformance information relating to materials __

14
1o29ffation that is controlled under 49 CFR pans 15 and 1520. No pant of this record may
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(c) Validation of records analysis is a method of verification wherein manufacturing
records are used to verify the compliance of concealed construction features or
processes of manufacturing (e.g., Contractor items). This method will be applied to
COTS equipment for the same manufacturer's models based upon the manufacturer's
engineering specifications.

42.1.2 Software

Software analysis will encompass the processing of accumulated results and conclusions to
provide proof that the verification of requirements has been accomplished. The analytical results
may be composed of interpretation of existing information or derived from lower level tests,
demonstrations, analyses, or examinations.

422 Demonstration
The demonstration method of verification is used to indicate a general "pass/fail" condition.

42.2.1 Hardware

Hardware demonstration will determine, by observation, the qualitative characteristics of end-
item or component properties. Demonstration will require no special test equipment or
instruction to verify characteristics such as operational performance, human engineering features,
service, access features, and transportability.

4,22.2 Software

Software demonstration will determine compliance with requirements (e.g., the proper response
at a site as a result of a specified interrogation or command to be processed by the program)
through observation of functional operation. Demonstration will be used primarily for activities
where data gathering is not appropriate, such as display image verification.

423 Inspection
4.2.3.1 Hardware

Inspection of hardware will comprisc verifying physical charactcristics to determine compliance
with requirements without the use of special laboratory equipment, procedures, items, or
services. Inspection will verify workmanship, physical condition, construction features, and
document or drawing compliance. For COTS/NDI hardware, use of manufacturer's published
materials that contain test conformance information such as commercial reliability test data,
safety regulations, or other Government standards and licensing, as applicable, are acceptable.

423.2 Software

Inspection will consist of an examination that comprises review of software source and object
listings to verify compliance with software documentation, technical requirements, coding
standards, and verification of the implementation of required algorithms.

15
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424 Test
4.24.1 Hardware

Hardware tesun will verify hardware performance durmg or aﬁer the controlled apphcatlon of
functional B4-3FU. 516 § M4 5

calibrated and kept in proper workmg condmon Any test hardware or software used will be
documented, validated, and kept under configuration control.

4242 Software

Software testing will employ technical means, including evaluation of functional operation by
use of special equipment or instrumentation, sofiware and/or simulation techniques, to determine
compliance of the system with requirements. Data derived from software testing will be reduced
for analysis of software and system performance under the test specified. Test equipment
required for verification will be calibrated and in proper working condition. Any test hardware
or software will be documented, validated, and under configuration control.

4.3 Verification Requirements Traceability Matrix

The Verification Requirements Traceability Matrix (VRTM) shown in Table [ is a subset of the
full VRTM used for testing. The VRTM defines the verification method to be used to validate
each AIT specification requirement. Table I indicates the verification method for FAT, FAT&E
and SAT in order to validate production units comply with each specification requirement.
Formal verification tests will encompass the following range of conditions, when applicable:

WARNING: This record contains Sensitive riPinformation that is controlled under 49 CFR parts 15 and 1520. No part of this record may
be disclosed to persons without a “need to kng# i i issi
Administrator of the Transportation Securji# dministration or the Secretary of Transportation. Unauthorized release may result in civil penalty
or other action. For U.S. govemnment agfcies, public disclosure is govemned by § U.S.C. 552 and 49 CFR parts 15 and 1520.
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Table 1: Verification Requirements Traceability Matrix

Paragraph | Paragraph |

SAT | Remarks !

e }FAT&E F

-~ Number
] i 3.1.1.1
2 3011
3 } 3.1.1.1
i
4 {31111
5 t3.0.1.1.2
6 1 31113
7 . 31114
|
8 3.1.1.14
9 | 3.11.15
|
10 3.1.1.1.6
11 3.1.1.1.6
12 3.1.1.1.6
13 | 3.LLL6
14 P3.1.1.1.7

17

IWARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this record may
be disclosed to persons without a “need to know”, as defined in 49 CFR parts 15 and 1520, except with the written permission of the
Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized relcase may result in civil penalty
or other action. For U.S. government agencies, public disclosure is govemed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520.



~Paragraph |  Paragraph |

" Req.:# | Number e | FATGE | | _SAT | Remarks [
15 | 31117 FUET

16 I 3.1.1.1.7
|
1
17 3.1.1.1.7
18 3.1.1.1.7

19 | 3.11LL7

20 1 31121
j

77 3.1.1.2.1

78 3.1.1.2.2

21 I 3113

22 P3.1.13

$
79 3.1.13
|
23 | 3.1.131
80 | 3.1.13.1
24 I 3.1.13.2

25 i 3.1.1.3.2

26 P3.1.1.3.2

27 L3132

28 P 3.1.13.2

29

be disclosed o persons withoat a "need to knggs® as defincd in 49 CFRpam. 15 and 1520, except with the writien permission of the
Administrator of the Transportation Securj@A dmmnstranen or the Sccretary of Transportation. Unauthorized release may result in civil penalty
or other action. For U.S. government agfficies, public disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520.



Paragraph | Paragraph

FAT&E | FAT l SAT | Remarks
‘f‘%‘ : S 155 I AT

Req. # Number Title
30 3114 [POAIYSCER

31 bo3.1.14

32 {30114 P

33 3.1.14

34 | 3114

35 1 3LLS
{

36 | 3115
i
|

37 . 3115
!

38 i 3.1.15
|

39 1 3116
|
!

0 | 3116

ji7information that is controlled under 49 CFR parts 15 and 1520. No part of this record may
be disclosed to persons without a “nced to kngp#, as defined in 49 CFR parts 15 and 1520, except with the written permission of the
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, ! ‘Paragraph
Req. # Number
{
|
4] 3.1.1.6
42 3116
43 i 3.1.1.6
|
|
4 i 3116
|
{
45 b 3.1.1.6
46 3.1.1.7
47 . 3.1.1.7
i
!
48 <3117
49 i 3.1.1.7
|

ation that is controlled under 49 CFR parts 15 and 1520. No part of this record may
? cd in 49 CFR parts 15 and 1520, except with the written permission of the
Administrator of the Transportation Sccurity Ags? ation or the Secretary of Transportation. Unauthorized release may result in civil penalty
or other action. For U.S. govemment ageng®S, public disclosure is govemed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520.
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o ‘Paragraph | Paragraph B
Req. # Number Title FAT&E FAT SAT i Remarks
S0 3.1.1.7
)!
51 ; 3.1.1.7
52 P37
53 {3117
|
!
|
54 N/A
55 D.1
56 D.1
57 D.1
}
58 D.1
59 ! D.2
i
6 | D2
i
61 : D.2

WARNING: This record contains Scnsitive Secugips
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Paragraph | Paragraph |
Regq. # Number ~ Title { FAT
: B3, 40 USC§ 1147y
62 . D2 I
63 | D2
i
|
64 | D.2
65 D.2
i
j
66 i D.2
:
67 D.2
68 i D.3
|
69 ! D.3
i
70 | D3
|
|
71 D3
|
72 D.3
73 D3

WARNING: ‘This record contains Sensitiv

e55Curity Information that is controlled under 49 CFR pans 15 and 1520. No part of this record may
Fknow", as defined in 49 CFR parts 15 and 1520, except with the written permission of the

#Security Administration or the Sccretary of Transportation. Unauthorized release may result in civil penalty
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Lo ’ Paragraph
Req. #- " Nuimber
7 | D3
|
|
75 | D3
76 | D3
|
!

LEGEND 1

Remarks
See paragraph 4.2.1
See paragraph 4.2.2
See paragraph 4.2.3

See paragraph 4.2.4

SO O S

LEGEND 2

' I Certifications/Qualifications

)

 JgSsfation that is controlled under 49 CFR parts 15 and 1520 No part of this record may
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APPENDIX A: ACRONYMS, TERMS, DEFINITIONS, AND ABBREVIATIONS

The following acronyms, terms, definitions, and abbreviations were used in creating this
document.

SO

- Acronym or Abbreviation

Term or Definition !

Advanced Imaging Technology a

f, i
_AIT i
i_ATR | Automatic Target Recognition ;
i !
E CFR ! Code of Federal Regulations i
! COTS i Commercial off-the-Shelf i
i ! :
| i '
. dB | Decibel |
! DHS i Department of Homeland Security
. DT&E ~; Developmental Test and Evaluation '
i x
. FAT | Factory Acceptance Test !
| FAT&E ! First Article Test and Evaluation ) %
__FDRS ;_Field Data Reporting System o
: FRD . Functional Requirements Document i
- GED | General Educational Development
: E i
; 10 | Image Operator i
| | 1
é j i
~ NDI ! Non-Developmental Item j
| j
 OT&E i Operational Test and Evaluation !
. ; i
Py _'_Probability of Detection k
P ' False Alarm Rate ;
. SAT | Site Acceptance Test
. SO |_Screening Operator _

A-l
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BS4Y

|

'
‘

Acronym or Abbreviation | Term or Definition |
- SOW ; Statement of Work
. T&E | Test and Evaluation .
TSA | Transportation Security Administration
. _TsO | Transportation Security Officer ?
{
i

Verification Requirements Traceability Matrix

|
i
'
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