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"+ " L Introduction.

- Section 305 of the 21st Century Department of Justice Appropriation Authorization Act

) ~,:réquii'¢s the Attorney General to submit to the Chairmen and ranking minority members of the -

.+ Committees on the Judiciary of the Senate and of the House of Representatives a repoit, atthe
- -end of Fiscal Year 2002 and Fiscal Year 2003 , on the use of DCS 1000 (formerly known'as "~ -

~ Camivore), or any subséquent veision of such program in the implementation of court ordered

S surveillance under section 3123 of title 18, United States Code, and under section 2518 of tille 18 - |
- .. respectively. Pub. L. 107-273 (2002). In accoidance with these requirements, the following -

* delineates the use and implementation of FBI network collection devices on packet networks for
- -Fiscal'Year2003. B S : R - o

: | - ‘The FBI ,conduéted court-ordered. sutveill_agiq_é of atithdrizec.l. subject accounts using
- commetcially available software owned by the FBI and deployed on data networks on éight
occasions during Fiscal Year2003. Six deployments were made to implement court orders -

- issued under section 3123. The other two deployments were to effect court ordered surveillance

-~ under section 2518. ‘The FBI made no use of DCS 1000 to effect court-ordéred surveillance
o duﬁng-that same'p¢riod.~ o A : T L T




CUIL Report Details. -

. * The following information i provided in réspdnjse. to the specific r,eporﬁi@ reqtliréiheﬁts b
.. ...~ that apply tothe F ederal Bureau of Investigation as contained in the 21st Century Department of
" .- . -Justice Appropriation Authorization Act, Section 305."Reports on Use of DCS 1000

" (Carnivore)." - : |
L A Report on Use of DCS 1000.(Carnivore) to Implement Orders Under 18 USC 3123

. The fblloWing provides information on coﬁr; ordets under séction 3 123 obtained by the
L FBI, whose impleémentation involved the use pf an FBI-owned network collection device on -
packet networks including: : ' : o

. (1) the period bf interceptions duthorized by the ofdpr, aﬁd the number and duration of any
_extensions of the order; - ' Co S ST

Instance 1: 03/26/2003, period of sixty (60) days (no extension)
.Instance 2; 04/03/2003, period of sixty (60) days (one extension)
Instance 3: 06/03/2003, period of sixty (60) days (no extension) = .- .
Instance 4: 07/30/2003, period of sixty (60) days (no extension)
- Instance 5: 07/30/2003, period of sixty (60) days (no extension)
Instance 6:09/03/2003, period of sixty (60) days (no extension) -

e .o o o . e .

N (2) the offense specified in ihe; ordet or application, or gxté,x;_éibh of an order;

e Instance 1: 18 US.C. §23;‘39A (Pr.éviditig métgriail sﬁppdrt to te;rqrists)v.‘ o
U7« Instarice2: 47 U.S.C. § 223 (Obscene or harassing telephone calls in the District of

- -Columbsia or in interstate or foreign communications). - ‘ :
* . Instance3: 18 U.S.C. § 371 (Conspiracy to commit an offense against the U.S.) and -
.. 2332a(Weapons of mass destruction). ~ © = . © - T
~» * Instance 4: 18 U.S.C. § 2339A (Providing material support to terrorists), I
. 2339B(Providing material support to designated terrorist organizations), and 1956
. (Money laundering). o , e R anad e

e Instances: 18US.C.§ 2251 (Sexual exploitation of cliildren), 2252A (Certain activities
" relating to material constituting or containing child pornography) and/or 2252 (Certain

- . activities relating to material involving the sexual exploitation of minors).
“o ... Instance 6: 18 U.S.C. § 2339A (Providing material support to terrorists),.

- | 2339B(Providing material support to designated terrorist organizations), 1956 (Money -
*laundering) and 50 U.S.C. § 1701 et. al. A(IEEPA‘Violaﬁonsflf;an,sactions with designated

' groups) - .




~

- ) '(3) the number of mvestrgatlons lnvolved
e All Instances (l 6) smgle mvestrgauon for each respeotlve mstance n
o (4) the number and nature of the faclhtles affeoted |

‘ ' o All Instances (1-»6) In all mstances, a spet:rﬁed Intemet servrce account accessed from

the respectrve servrce prov1der faclhty

o (5) the 1dent1ty of the applymg mvestlgatlve or law enforcement agency makmg the apphcatlon
v'for an order, and : )

S AllInstances (l -6): Federal Bureau of Investrgatron .

' R | (6) the specrﬁc persons authonzmg the use of the DCS 1000 program (or any subsequent versron |
T of such program) in the nnplementatron of such order.’ _

The FBI made no use of DCS 1000 to effect court-ordered surverllance dunng FY 2003

e f.but rather utilized commercially available software:: In these instances, the specific persons . -
- authonzmg the use of thls soﬁware in the 1mplementatlon of such’ order were: c

.;-":-, All Instances-(1-6): Umt Chref Data Intercept Technology Umt Investlganve |

Technology varsron

‘B. Report on Use of DCS 1000 (Carmvore) to Implement Orders Under 18 U.S.C. 2518

Dunng Flscal Year 2003, two deployments of an FBI—owned network collectlon devrce

B ,Were made to-implement court orders issued under section 2518. Both of these occurrences
L mvolve pendmg sensrtlve mvestrgauons and are therefore not reported herein. : :

MarcusC Thomas = -
Acting Assistant Director: - .
FBI Investigative Technology Division
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