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1. This is an action under the Freedom of Information Act
("FOA"), 5USC 8§ 552, for injunctive and other appropriate
relief, seeking the rel ease of agency records concerning airline
passenger screening procedures requested by plaintiff from
def endants Departnment of Honel and Security, Transportation
Security Admi nistration and Departnent of Defense.

Juri sdi cti on and Venue

2. This Court has both subject matter jurisdiction over this
action and personal jurisdiction over the parties pursuant to 5

US C 8 552(a)(4)(B). This court also has jurisdiction over this



action pursuant to 28 U S.C. 8§ 1331. Venue lies in this district
under 5 U.S.C. § 552(a)(4)(B).
Parties

3. Plaintiff Electronic Privacy Information Center ("EPIC")
is a public interest research organi zation incorporated as a not-
for-profit corporation in Washington, DC. EPIC s activities
include the review of federal |aw enforcenent activities and
policies to determne their possible inpacts on civil liberties
and privacy interests. Anong its other activities, EPIC publishes
books, reports and a bi-weekly electronic newsletter. EPIC also
mai ntains a heavily-visited site on the Wrld Wde Wb
(www. epi c. org) containing extensive information on privacy issues,
including information EPI C has obtained fromfederal agencies
under the FA A

4. Defendant Departnent of Honel and Security ("DHS') is a
Departnment of the Executive Branch of the United States
Government. DHS is an agency within the neaning of 5 U S.C §
552(f).

5. Defendant Transportation Security Adm nistration ("TSA")
is a conponent of defendant DHS. TSA is an agency within the
neaning of 5 U . S.C. § 552(f).

6. Defendant Departnent of Defense ("DOD') is a Departnent of
t he Executive Branch of the United States Governnent. DOD is an

agency within the neaning of 5 U S.C. § 552(f).


http:www.epic.org

TSA and the Enhanced Conputer Assisted
Passenger Prescreening System ("CAPPS |1")

7. On Novenber 19, 2001, the President signed the Aviation
and Transportation Security Act ("ATSA"), Pub. L. No. 107-71. The
ATSA created TSA within the Departnent of Transportation and,
inter alia, transferred to TSA the duties and responsibilities set
forth in Chapter 449 of Title 49, United States Code, relating to
civil aviation security. Those duties and responsibilities
i nclude "screening of all passengers.” 49 U S.C. § 44901 (2003).

8. On Novenber 25, 2002, the President signed the Honel and
Security Act ("HSA"), Pub. L. No. 107-296. The HSA created DHS
and, inter alia, transferred the functions of TSAto DHS. 6
U.S.C. § 203 (2003).

9. As part of its responsibilities relating to the screening
of airline passengers, TSA has been engaged in the devel opnent of
what it describes as "the next generation of the Conputer Assisted
Passenger Prescreening System (CAPPS I1)." In a press rel ease
titled "TSA's CAPPS Il G ves Equal Wight to Privacy, Security,”
and i ssued on March 11, 2003, TSA described CAPPS Il as "an
enhanced systemto confirmthe identities of passengers and to
identify foreign terrorists or persons with terrorist connections
before they can board U S. aircraft.” TSA s adm nistrator
Admral James M Loy, stated in the press release that TSA "w ||
acconplish this w thout conprom sing the privacy and civil
liberties enjoyed by every American,” and that "[t]he privacy

rights of all passengers will be honored."



10. In the course of developing CAPPS II, TSA officials have
communi cated with Adm ral John Poi ndexter, director of DOD s
Ofice of Informati on Awareness. On February 3, 2002, Paul
Pol ski, the Chief of Staff of TSA s Chief Technology Oficer, sent
an electronic nmail message to Adm ral Poi ndexter requesting a
nmeeting and stating, in part: "I amvery interested in hearing
nore about your plans for a Total |Information Awareness (TIA)
program | think that a few of our key people who are working the
TSA CAPPS initiative . . . may also be interested.” The follow ng
day, Adm ral Poi ndexter responded to M. Pol ski's request and

schedul ed a neeti ng.

Plaintiff's FO A Request to Defendant TSA

11. By letter to defendant TSA dated March 10, 2003,
plaintiff requested under the FO A all agency records related to
TSA's CAPPS Il project that address the follow ng subjects:

a) Any existing legal, statutory and/or regul atory

f ramewor ks concer ni ng governnental access to and use of

transacti onal and ot her records about individuals. This
request includes, but is not limted to, any assessnents
of the legal authority (or lack thereof) for information
collection activities planned or proposed for the CAPPS
Il project; and

b) Potential privacy and/or civil liberties inplications
of the activities planned or proposed for the CAPPS I
pr oj ect .

12. Plaintiff requested that TSA expedite the processing of
its request.

13. By electronic nmail message to plaintiff dated March 12,
2003, defendant TSA stated that plaintiff's request for expedited

processi ng had been granted.



Def endant TSA's Failure to Tinely Respond

14. By letter to plaintiff dated April 30, 2003, defendant
TSA provi ded copi es of 58 pages of records responsive to
plaintiff's FOA request. Defendant TSA stated that, "Additiona
pages are currently being processed and reviewed for releasibility
pursuant to the FOA  Once those docunents have been revi ewed,
you will receive a final determnation.”

15. To date, defendant TSA has not conpleted its processing
of plaintiff's FOA request, notw thstanding the FOA' s
requi rement of an agency response within twenty (20) working days.

16. Plaintiff has exhausted the applicable admnistrative
remedi es.

17. Defendants TSA and DHS have inproperly w thheld the
requested records fromplaintiff.

Plaintiff's FO A Request to Defendant DOD

18. By letter to defendant DOD dated March 18, 2003,
plaintiff requested under the FO A all agency records "concerning
Def ense Departnent involvenment in the devel opnent of the Conputer
Assi st ed Passenger Pre-Screening SystemlIl ('CAPPS I1'), which is
bei ng i npl enented by the Transportation Security Admnistration.”

19. Plaintiff requested that DOD expedite the processing of
its request.

20. By electronic mail mnmessage to plaintiff dated March 20,
2003, defendant DCOD stated that plaintiff's request for expedited

processi ng had been granted.



Defendant DOD s Failure to Tinely Respond

21. To date, defendant DOD has not conpleted its processing
of plaintiff's FO A request, notw thstanding the FOA' s
requi rement of an agency response within twenty (20) working days.

22. Plaintiff has exhausted the applicable admnistrative
remedi es.

23. Defendant DCOD has inproperly w thheld the requested

records fromplaintiff.

Requested Rel i ef

WHEREFORE, plaintiff prays that this Court:

A. order defendants to disclose the requested records in
their entirety and nmake copies available to

plaintiff;
B. provide for expeditious proceedings in this action;

C. award plaintiff its costs and reasonabl e attorneys

fees incurred in this action; and

D. grant such other relief as the Court may deem j ust

and proper.

Respectful ly submtted,

DAVI D L. SOBEL
D.C. Bar No. 360418
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D.C. Bar. No. 422825
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Counsel for Plaintiff



