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STATEMENT OF | NTEREST

Amicus is a |law professor who teaches and wites in the
area of conputer crime law. This appeal raises two critically
i nportant questions of first inpression concerning how the
Fourth Anmendnent applies to the Internet. Am cus believes
that it is inportant that the Court have a conplete
under st andi ng of the conplex issues raised by this appeal, and
of how the outcone of this appeal is likely to influence the
devel opment of electronic privacy law. Am cus has no interest
in the outcone of this litigation except as it relates to

t hese concerns.

SUMVARY OF ARGUMENT

The Government’s brief largely ignores two difficult and
very inportant questions of Fourth Amendnent |aw raised by
this appeal: Does an Internet wuser have a “reasonable
expectation of privacy” in renotely stored files held by an
Internet service provider? And if the answer to that question
is yes, should the Fourth Amendment “reasonabl eness” analysis
of a «court order conpelling disclosure follow subpoena
precedents or warrant precedents? The Governnent’s brief
touches on these two issues, but does not develop them

I nstead, the Governnent tries to offer narrower grounds upon



which this Court nonetheless should reverse the D strict
Court.

The Government is correct that the District Court’s order
shoul d be reversed. Further, reaching such a result on narrow
grounds would permt this Court to resolve this appeal wthout
wadi ng into the difficult issues this case otherw se presents.
However, if the Court is inclined to affirm the District
Court’s order, or otherwse finds the government’s narrow
argunent unpersuasive, the Court may have to answer one or
both of these questions. This brief attenpts to explain both
sides of the debate on these two questions to help the Court

address themif it feels it nust.

ARGUMENT

l. THE FI RST | SSUE RAI SED BY TH S APPEAL IS ONE OF THE MOST
| MPORTANT QUESTI ONS CONCERNI NG THE FOURTH AMENDMENT AND
THE | NTERNET: DCES AN | NTERNET USER HAVE A “REASONABLE
EXPECTATION OF PRIVACY” |IN THEIR REMOTELY STORED FILES
HELD BY AN | NTERNET SERVI CE PROVI DER SUCH AS YAHOO?

The Gover nnent’ s bri ef f ocuses on whet her t he

Governnent’ s conduct was “reasonabl e.” Because the
Governnent’s conduct was not “unreasonable,” it argues, the
Government did not violate the Fourth Anmendnent. See
Appel lant’s Br. at 13-23. However, the Fourth Anmendnent does

not prohibit acting unreasonably in the abstract; rather, it

prohi bits “unreasonabl e searches and seizures.” U. S. Const.
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Amend. IV As a result, this Court’s first analytical step
should be to determne whether the Governnent’'s conduct
amobunted to a Fourth Amendnent “search” or “seizure.” See

Smth v. Mryland, 442 US. 735, 739 (1979). This in turn

hi nges upon whether the governnent’s conduct violated the
defendant’s “reasonabl e expectation of privacy.” See id. at

740 (citing Katz v. United States, 389 U S 347, 361 (1967)

(Harlan, J., concurring)).?

The question is a surprisingly difficult one. It is
difficult because the Supreme Court has repeatedly held that
the Fourth Amendnent does not protect information revealed to

third parties. See Smith, 442 U S. at 743-44; United States

v. Mller, 425 U S. 435, 443 (1976); Couch v. United States,

409 U. S. 322, 335 (1973); Hoffa v. United States, 385 U S.

293, 302 (1966). As the Court stated in Mller,

t he Fourth Amendment does not prohibit the obtaining
of information revealed to a third party and
conveyed by him to Governnment authorities, even if
the information is revealed on the assunption that

it wll be used only for a limted purpose and the
confidence placed in the third party will not be
bet rayed.

Mller, 425 U.S. at 443 (citations omtted).
Several courts have applied this rationale to hold that

an Internet user does not retain a reasonable expectation of

! The CGovernnent’s brief hints at this fundanental
guestion in various places, see Appellant’s Brief at 16 n.6.,
29- 30, but does not devel op the argunent.
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privacy in non-content information disclosed to an |nternet

service provider (“ISP").?  See Guest v. Leis, 225 F.3d 325,

335-36 (6'" Cir. 2001) (finding no expectation of privacy in

non-content information disclosed to ISP) ; United States v.

Hanbri ck, 55 F. Supp.2d 504, 508-09 (WD.Va. 1999), aff’'d 225
F.2d 656 (4'"™ Gir. 2000) (unpublished opinion) (same); United

States v. Kennedy, 81 F. Supp.2d 1103, 1110 (D. Kan. 2000)

(sane).

The rationale of these cases is that by communicating
with their ISPs, Internet users have revealed information to
their 1SPs and have relinquished their Fourth Anendnent rights

in that information. See, e.g., Leis, 225 F.3d at 335-36

ln this Brief, *“content” wll refer to the actua
nmessage, whereas “non-content information” refers to nere
i nformati on about the nessage. For exanple, the envel ope of a
letter contains non-content information such as the “to” and
“from address, and the postmark; in contrast, the “content”
is the letter itself, tucked into the sealed envelope. The
same content/non-content distinction can be made for tel ephone
communi cations and e-mails. In the case of e-mails for,
exanple, contents are the actual nessage, and non-content
information would include the “to” and “fronif e-mail address
and any | ogs recording when the e-mail was sent and received.

The federal statutory regine that regulates e-nmail and
t el ephone privacy follows the sanme distinction. Conpare 18
US. C 8§ 2511 (prohibiting the real-time interception of the
contents of e-mails and telephone calls) and 18 US. C 8§
2703(a), (b) (regulating access to the contents of stored e-
mails and voice mails) with 18 U S.C. 8§ 3121 (prohibiting the
real -tinme acquisition of non-content “dialing, routing,
addressing, and signalling information”™ relating to e-mails
and telephone calls) and 18 U S C 8§ 2703(c) (regqgulating
access to stored non-content records of e-mails and tel ephone
calls).




Thi s approach matches the rationale applied by this Court when
it held that the Fourth Anmendnent does not protect account
records belonging to custoners of the phone conpany and

Western Uni on. See United States v. Fregoso, 60 F.3d 1314,

1321 (8'™ Cir. 1995) (holding that tel ephone conpany custoners
do not retain a reasonable expectation of privacy in account

information held by the tel ephone conpany); In Re Gand Jury

Proceedi ngs, 827 F.2d 301, 302-03 (8'" Cir. 1987) (holding that

Western Union custoners have no reasonable expectation of
privacy in Wstern Union records concerning the custoners’
activities).

The key question is, does this rationale also apply to
content information such as e-mails, and if so, when? |If the
rationale applies, an Internet user will not have a reasonabl e
expectation of privacy in renotely stored files, and the
government’s conduct in this case was not a “search” or
“seizure” and could not have violated the Fourth Amendnent.
If the rationale does not apply, however, an Internet user nay
have such an expectation of privacy, a “search” and “seizure”
may have occurred, and the governnent’s conduct may have
viol ated the Fourth Amendnent.

The Suprenme Court has established that the disclosure
rational e generally does not apply to contents in the case of

postal letters and traditional telephone calls. The Court has



held that a postal nmil and tel ephone user does ordinarily
retain Fourth Amendnment protection in content information, but

not non-content i nformation. Conpare Berger v. New York, 388

US 41 (1967) (finding Fourth Anmendnent protection in the

contents of tel ephone conversations) and Ex Parte Jackson, 96

UusS. (6 OQto) 727, 733 (1877)(concluding that the Fourth
Amendnent protects sealed postal letters) wth Smth v.
Maryl and, 442 U.S. 735, 743-44 (1979) (finding no Fourth
Amendnent expectation of privacy in telephone pen register

information) and United States v. Huie, 593 F.2d 14, 15 (5'F

Cr. 1979) (finding no Fourth Amendnment protection in the non-
content information on the outside of postal letters).

Al though the reasons for this distinction have been
guestioned, the different treatnment for content and non-
content information typically has been justified on the ground
that in the case of the postal system and traditional
t el ephone network, the content information is “sealed,” non-
visible to the network operators, whereas non-content
information is exposed to the network operator in the course

of delivery, and thus disclosed to a third-party. See, e.qg.

Smth, 442 U. S. at 744. In the case of a postal letter, the
Postal Service sees the outside of a sealed envel ope, but not
the contents of the letter inside. See Huie, 593 F.2d at 15.

Simlarly, in the case of a traditional telephone call, the



phone conpany sees the nunber dialed, but once it connects the
call it conpletes a closed circuit between the two callers and
no | onger sees the call.

Unlike the traditional telephone network and postal mail
system however, the Internet does not treat content and non-
content information differently. The content is not sealed,
both content and non-content information are disclosed to the
ISP in a steady stream of data. See Preston Galla, How the

Internet Works 87 (2001). Whiile a casual user may think of e-

mail as the equivalent of sealed postal mail, in fact e-mail
works nmore |like a postcard: the content of the nessage is
openly visible to the operators of the network. See Sinson

Garfinkel, PG Pretty Good Privacy 8-9 (1995).

A stored e-mail held by an ISP such as Yahoo is sinply a
captured stream of conputer data that the ISP has seen, saved,
and stored as a conputer file on its server, awaiting
retrieval by an account holder with the right usernane and
passwor d. When the account holder logs on to the ISP and
accesses the e-mail, the ISP runs off a copy of the conputer
file and sends the copy electronically to the account hol der
See Gralla, at 78-87.

The question is, do these details about how the Internet
actually works nmake a constitutional difference? 1f the Court

chooses to focus on the specifics of how the Internet works,



renotely stored e-mail files probably should not receive
protection because they are disclosed to the I1SP. This Court
and several other Courts of Appeal have followed such an
approach when anal yzi ng whether the Fourth Anendnent protects
cordless telephone <calls. Despite the general rule that
tel ephone calls are protected by the Fourth Anmendnent, see
Berger, calls nmade either to or from cordless tel ephones are
not protected by the Fourth Anmendnent because cordless
t el ephones calls are broadcast over radio waves, and therefore
are exposed to others in the course of transm ssion. See,

e.g., Tyler v. Berodt, 877 F.2d 705, 707 (8" Cir. 1989)

(involving a call froma cordless phone); MKaney v. Roach, 55

F.3d 1236, 1239-40 (6'" Gir. 1995): United States v. MNulty,

47 F.3d 100, 104-106 (4'" Cir. 1995) (involving a call made to

a cordless tel ephone user); United States v. Smith, 978 F.2d

171, 177-81 (5'" CGir. 1992).3

Al ternatively, this Court could focus |less on the details
of how the technology works, and instead try to match the
constitutional rules of the Internet to the older rules for
the postal network and the telephone. In this case, renotely

stored e-mi l files shoul d receive Fourth Anmendnent

3 OF course, Congress can protect such calls when the
Fourth Amendnent does not. In the case of cordless tel ephone
calls, Congress added statutory protection against their
interception in 1994. See MKaney, 55 F.3d at 1238 n. 1.




prot ection. See, e.qg., Kyllo v. United States, 533 U S 27

34 (2001) (suggesting that as technol ogy advances, the courts
shoul d I nterpret t he Fourth Amendnent to “assure[]
preservation of that degree of privacy agai nst governnent that
exi sted when the Fourth Amendnent was adopted.”). \Wether or
not e-mail is technically “sealed,” the truth remins that
Anmericans use e-nmail just like they use the postal nail.
Accordingly, the recognized expectation of privacy in the
latter should apply to the former as well. See Katz, 389 U S.
at 352 (“To read the Constitution nore narrowy is to ignore
the vital role that the [technology in question] has conme to

play in private comunication.”); Onstead v. United States,

277 U.S. 438, 474 (1928) (Brandeis, J., dissenting) (“Can it
be that the Constitution affords no protection against such
i nvasi ons of individual security?”).?

If the court is looking for a nore doctrinal and |ess

t heoretical focus, it mght ask whether e-mail sent to an ISP

“In a forthcomng law review article, | argue that the
guestion of whether renotely stored files should receive
Fourth Amendnment protection boils down to whether the Court
w shes to follow reality or virtual reality. See Orin S. Kerr,
The Problem of Perspective In Internet Law, 91 Geo. L. J.
(forthcomng Feb. 2003). If a Court follows physical-world

reality, it wll conclude that e-mails are disclosed to the
ISP, and thus do not retain Fourth Anmendnent protection.
However, if the Court follows wvirtual reality, it wll

conclude that e-nmmils are the equivalent of postal mail and
therefore do retain Fourth Amendnent protection. A current
draft of this paper can be viewed and downl oaded from the
Internet at http://papers.ssrn.com abstract=310020.
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is better analogized to sealed postal mail or a postcard.
Should the Court analogize e-mails to sealed letters and
packages, in which case the Fourth Amendnent protects them or
unseal ed postcards, in which it doesn' t?

O course, even this sinple question raises nore subtle
ones. For exanple, if the Fourth Amendnent can protect
renotely stored files, does the protection depend on what Kkind
of renptely stored file is at issue? On whether the user is a
payi ng custoner, or the ISP offers the service for free? On
whether the file is in a user’s inbox, or whether it has been
read and placed in the “trash” box? On whether the files are
encrypted, arguably “sealing” the letters? On whether the
user has conplied with the ISP s Terns of Service? See Note,

C. Ryan Reetz, War r ant Requi r enent For Searches O

Conmputerized Information, 67 B.U L. Rev. 179 (1987). See

al so James X. Denpsey, The Fourth Anmendnent and the Internet,

632A PLI/Pat 735, 741-42, 754 (2001); Oin S. Kerr, The Fourth

Amendnent in Cyberspace: Can Encryption Create a “Reasonable

Expectation of Privacy?”, 33 Conn. L. Rev. 503 (2001).

Surprisingly, no Article IlIl court has answered whether
and when an Internet user has a reasonable expectation of

privacy in remptely-stored files.®> The only court that has

®In the last few years, Courts have decided nmany cases
considering Fourth Anmendnent protection in conputers. For

10



ruled on this question directly is an Article | court, the

U S. Court of Appeals for the Arned Forces. In United States

v. Maxwell, 45 MJ. 406 (C. A A F. 1996), the Court ruled that

an America Online (ACL) wuser does retain a reasonable

expectation of privacy in e-nmails stored with AOL. The Court

reasoned that “e-mail is like a letter. It is sent and lies
sealed in the conputer until the recipient opens his or her
computer and retrieves the transmssion.” See id. at 418.
Accordi ngly, unopened e-nmail received the sanme Fourth
Amendnent protection as unopened postal mail. See id.

The result in Maxwell is certainly plausible, but the
anal ysis seens to beg the question: does e-mail lie sealed in

the conputer? Hasn’t the content of the e-mail actually been

exanpl e, Courts have analyzed the Fourth Anendnent rights of
enpl oyees in their workplace conputers (both governnent
enpl oyees, see United States v. Sinons, 206 F.3d 392 (4th Cr.
2000), and private sector enployees, see Mick v. denayre
Elecs., 280 F.3d 741, 743 (7th Cr. 2002)). Courts have also
ventured (al beit unconvi nci ngl y) into whether comput er
bulletin board users have privacy rights in their user of a
“bannered” renote conputer bulletin board, see Leis, 225 F.3d
at 333 (answering “no”), and whether students generally have
privacy rights in their wuse of wuniversity conputers, see
United States v. Butler, 151 F. Supp.2d 82 (D. Me. 2001)
(answering “no”).

But unless we construe the District Court’s order as an
implicit ruling in the affirmative, no Article IIl court has
rul ed on whether an Internet user has a reasonabl e expectation
of privacy in files held renotely by an |SP. But see United
States v. Hanbrick, 2000 W. 1062039 at *4 (suggesting in dicta
that there nmay be a distinction between content and non-
content information in the context of e-mail). Cf. United
States v. Lanb, 945 F. Supp. 441, 455 n.9 (N.D.N Y. 1996)
(assum ng but not deciding that an ACL user has a reasonabl e

11



seen by lots of conputers before it reaches the |SP? See
Smi th, 442 U. S. at 744-45 (concluding that conveying
information to the phone conpany’s electronic nmachinery
relinqui shes Fourth Amendment protection in the information
just as it would if the disclosure were to a phone conpany

enpl oyee); McNulty, 47 F.3d at 104-106.

Nor are these nerely academ c questions. The answers
will have a direct inpact on the constitutionality of existing
federal legislation on e-mail privacy. Followng MIller and

Smth v. Maryland, Congress generally has assuned that privacy

protections for I nt er net communi cat i ons are primrily
statutory questions for Congress, not constitutional questions
for the courts. See S.Rep. 99-541, reprinted at 1986
US. CCA N 3555 3557 (citing Mller). In 1986, Congress
enacted a conplex statutory framework that protects electronic
conmmuni cations and stored e-mails. See 18 U.S.C. § 2701-11
(The Electronic Comrunications Privacy Act, which protects
stored e-mmils, voicenmails, and non-content records); 18
US C 8§ 2510-22 (The Wretap Act, also known as “Title II1,”
whi ch protects the contents of e-mails and tel ephone calls in
transit); 18 U S.C. 8§ 3121-27 (The Pen Register and Trap and
Trace Devices Statute, which protects non-content information

about Internet and tel ephone comunications in transit).

expectation of privacy in renotely stored files).

12



On the whole, these three statutes erect a Fourth-
Amendnent -1 i ke set of privacy protections. Although the |aws
have been tinkered with many tines to nmake them stronger or
weaker in various ways -- nost recently in QOctober 2001, when
Congress passed the USA PATRIOT anti-terrorism act, Pub. L.
107-56 -- the laws protect by statute sonething akin to what
the Fourth Amendnent would protect if it did (or perhaps does
protect because it does) apply to renotely-stored files.

Despite this, a broad holding by this Court that the
Fourth Amendnent protects renotely stored files could undercut
the constitutionality of several provi si ons of this
| egi sl ative schene. The reason is that Congress chose not to
protect all stored e-mails with a full warrant requiremnent.
I nstead, Congress opted to require |aw enforcenent to obtain a
search warrant to obtain sonme e-nmils, but permtted |esser
process such as an “articulable facts” court order or even a
subpoena to obtain other stored e-mails. See 18 U. S.C. § 2703.
In particular, 18 U S C. 8§ 2703(a) requires the governnent to
obtain a search warrant to conpel an ISP to divul ge unopened
e-mails held in storage for less than 180 days. See 18 U S. C
§ 2703(a). Once an e-mail has been stored unopened for 180
days, however, the governnent can conpel the ISP to divulge
the e-mail with either a subpoena or an “articulable facts”

court order pursuant to 8 2703(d) conbined with prior notice

13



to the subscriber. No warrant is required. See id.
Further, once the e-mail has been opened, and is no |onger
held “incident to transmssion” by the ISP but rather is
sinply a renotely stored file, the statutory protection
changes. At that point, the governnment can conpel opened e-
mail from a provider “to the public® with a subpoena or
articul able facts court order plus notice, see § 2703(b). 6
This statutory schene appears to reflect Congress’s
judgnment that not all renotely stored files receive Fourth

Amendnent protection. See Cdifford S Fishman & Anne T.

McKenna, W retapping and Eavesdropping 8 26:9, at 26-12 (2d

ed. 1995). O course, that is ultimtely a question for the

Courts, not Congress. See Marbury v. Mdison, 5 US (1

Cranch) 137 (1803). Perhaps the Constitution requires a
warrant in all cases, not just some, and parts of 18 U S.C §
2703 are in fact unconstitutional. If so, this Court should
not hesitate to reach such a result; such a decision could |ay
the foundation for a strong Fourth Amendnment in cyberspace.

On the other hand, in light of the conplex |egislative
framework Congress has enacted, judicial caution may be

warranted. Cf. MNulty, 47 F.3d at 104 (rejecting a claim of

6 A conprehensive explanation of this statutory schene

appears in Chapter 3 of United States Departnent of Justice,
Searching and Seizing Conputers and Obtaining Electronic
Evidence in Cimnal Investigations (2001) (available at
www. cyber cri nme. gov/ sear chmanual . ht m) .
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constitutional protection in calls to a cordless phone user,
in part on the ground that holding to the contrary woul d force
the court “to rule the statutory exceptions of Title 111
unconstitutional,” an “untoward result” given the "heavy
presunption of constitutionality that attaches to the
carefully consi dered decisions of a coequal and representative
branch of our Governnent.”) (internal quotations and brackets

omtted).

Il. BEFORE DETERM NI NG WHETHER THE GOVERNMENT' S CONDUCT WAS
“REASONABLE,” THI'S COURT SHOULD FI RST DECIDE WHETHER THE
FOURTH AMENDMENT “ REASONABLENESS” ANALYSIS SHOULD FOLLOW
SEARCH WARRANT PRECEDENTS OR SUBPCENA PRECEDENTS.

Assumi ng Fourth Amendnment protection in renotely stored
files, the second difficult question underlying this appeal
consi ders whether the statutory court order process found in
18 US.C 8§ 2703 is governed by the Fourth Anmendnent
precedents for search warrants or subpoenas. The answer to
this question will determ ne whether the court should apply
the forgiving reasonabl eness standards that the Suprene Court
has established for subpoenas, or t he nore  strict

reasonabl eness standards that the Court has established for

warrants. ’

"The Governnment touches on this argunment in its brief, but
again does not develop it. See Appellant’s Brief at 26-27
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The question is inportant because the Suprene Court has
created two distinct lines of Fourth Anmendnment precedents that
govern the acquisition of evidence in crimnal cases. See In

re Subpoena Duces Tecum 228 F.3d 341, 346-49 (4'" Cir. 2000)

(summari zing cases); In re Horowtz, 482 F.2d 72, 75-80 (2d

Cr. 1973) (Friendly, J.) (summarizing cases). The first
line of cases involves search warrants, which authorize the
government to enter private property and search the property

for evidence described in the warrant. See, e.g., Andresen v.

Maryl and, 427 U.S. 463 (1976). See also Fed. R Cim P. 41
The second line of precedents involves subpoenas, court orders
that conpel the recipient to |ocate and divulge information to

the government with a period of tine. See e.g., United States

v. Donisio, 410 US 1, 7-12 (1973); Cklahoma Press

Publishing Co. v. Walling, 327 U S. 186, 209 (1946); Hale v.

Henkel , 201 U.S. 43, 76 (1906).

The Fourth Amendnent’s  “reasonabl eness” requi r enent
assunes a very different form for conpelled disclosures
pursuant to subpoenas than it does for direct searches

pursuant to traditional search warrants. See Dionisio, 410

UsS at 10. In the context of subpoenas, “reasonabl eness”

generally requires only that +the subpoena be reasonably

(“[T]he ECPA treats a search warrant for email records nore |ike
a subpoena . . . “).
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related to a legitimte governnment purpose, not violate a
legally recognized privilege, and not be so broad that it
woul d be overly burdensone for the recipient of the subpoena

to conmply with it. See, e.g., Donovan v. Lone Steer, Inc.

464 U.S. 408, 412-16 (1984); In re Subpoena Duces Tecum 228

F.3d at 349 (noting the standard, as well as the slight
variations that courts apply depending on the circunstances).?

According to the Suprene Court, the reason that the
Fourt h Amendnent reasonabl eness standards are nmuch |less strict
in the case of conpelling information or appearance pursuant
to a subpoena than in the case of a direct search or arrest
pursuant to a warrant is that

[t]he latter is abrupt, is effected with force or

the threat of it and of ten in deneani ng

circunstances, and, in the case of arrest, results

in a record involving social stigm. A subpoena is
served in the same manner as other |egal process; it

involves no stigma whatever; if the time for
appearance is inconvenient, this can generally be
altered; and it remains at all tines under the

control and supervision of a court.

Dionisio, 410 U S at 10 (quoting United States v. Doe, 457

F.2d 895, 898 (2d Gir. 1972) (Friendly, J.)).

® Whether the itemidentified in the subpoena is protected
by a “reasonable expectation of privacy” becones only a
t hreshol d questi on; if a person has a reasonabl e expectation
of privacy in the item subpoenaed, the person has standing to
challenge the subpoena under the subpoena standard.
O herwise, the person has no Fourth Anmendnent standing to
chal | enge the subpoena. See United States v. Plunk, 153 F.3d
1011, 1020 (9'M™ Cir. 1998); United States v. Phibbs, 999 F.2d
1053, 1077 (6'" Cir. 1993).
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This appeal raises difficult questions of which set of
precedents to foll ow because although the court order obtained
in this case is called a “warrant,” it is actually a hybrid
between a search warrant and a subpoena. Section 2703(a)
creates this unique hybrid: court orders that are obtained
i ke search warrants but executed |ike subpoenas. When it
enacted § 2703(a), Congress attenpted to regulate |aw
enforcement by requiring it to have probable cause before
obtaining a court order to conpel certain types of contents
from | SPs. See 18 U S.C. § 2703(a). Congress created by
statute what is in effect a glorified subpoena -- a subpoena
i ssued only when a neutral magistrate finds probabl e cause.

The resulting order s part subpoena, part search
war r ant . The order is obtained like a search warrant: an
af fiant appears before a neutral magistrate, who reviews the
application Iike any other search warrant application. On the
ot her hand, the order is executed |like a subpoena: agents do
not knock down the door of the ISP and | ook for the evidence
t hensel ves in an “abrupt” or “forceful” way, but rather fax or
mail the signed order to the ISP just as they would serve a
subpoena. See United States Departnment of Justice, Searching

and Seizing Conputers and Obtaining Electronic Evidence in

Cri m nal I nvesti gati ons n. 8 (2001) (avail abl e at

www. cyber cri nme. gov/ sear chmanual . ht m (“Al though bot h are
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called ‘search warrants,’ they are very different in practice.
ECPA search warrants required by 18 U S.C. 8 2703(a) are court
orders that are served nuch |ike subpoenas: ordinarily, the
investigators bring the warrant to the provider, and the
provider then divulges the information described in the
warrant to the investigators wthin a certain period of
tinme.”)

Whi ch standards of reasonableness apply to this hybrid
order? For Fourth Amendnent purposes, should this Court focus
on the way in which the order was obtained, and the | abel
Congress assigned (a “warrant”), or should it focus on the way
the order was actually executed? |Is the court order served on
Yahoo really a search warrant, or is it nore of a subpoena
because it was served l|like a subpoena? O does this hybrid
order call for a hybrid standard of reasonabl eness, something
| ess strict than that applied to commobn search warrants but

nore strict than that applied to subpoenas? Cf. United States

v. Lartey, 716 F.2d 955, 960-63 (2d Cir. 1983)(considering the
Fourth Amendnent reasonabl eness standards that apply to the
execution of “forthw th” subpoenas).

The questions are further conplicated by the fact that
the court order to conpel evidence is served on a third party.
The | SP receives the court order, not the Internet user whose

privacy interests are at stake. The courts have had only a
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handful of opportunities to consider the Fourth Amendnent
standards for orders to conpel evidence served on third
parties.® These cases involved subpoenas served on third
parties for the defendant’s papers, letters, and telegraph
messages in the third party’s possession.

The results have been m xed. In United States v.

Schw mrer, 232 F.2d 855 (8th Gr. 1956), the governnent served
a subpoena on a third-party storage facility that had the
defendant’s papers in its possession. Henry Schwi nmer was a
Kansas City |awer who was suspected of involvenent in a tax
evasion and public corruption scheme in his role as an
attorney. By the tinme the grand jury investigating the case
focused on Schwi mmer, Schwi nmmer had closed his office, boxed
up his files, and placed them in storage before going to
Puerto Rico. See id. at 858-59. The grand jury served two
subpoenas on the storage conpany, ordering it to disclose
books, records and files of Harry Schwimer either on its

prem ses or under its control. See id. at 859. Schwi nmrer

°1t may be hel pful to understand why such cases are rare.
In the mpjority of cases in which defendants hand over
docunents and other information to third parties, the handing
over constitutes a Fourth Anmendnent “disclosure” and the
def endant | oses his reasonable expectation of privacy in the
docunents or information. See, e.g., MIller and Couch. If no
Fourth Anmendnent protection exists, courts need not evaluate
how the reasonabl eness standard applies when the third party
is served with an order to disclose the docunents or
information to the governnent.
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| earned of the subpoenas, and returned to Mssouri to
chal l enge the subpoenas on the ground that they violated his
Fourth Amendnent rights. See id.

This Court held that Schw mrer had standing to chall enge
the subpoenas, see id. at 862;'° that the first subpoena was
constitutionally unreasonable because it was nerely part of
“an abstract hunt for possible crine in Schwimer’s |ega
practice,” id.; and that the second nore narrow subpoena
conplied with the Fourth Anendment, see id. at 863-63.
Al though the Court formally expressed the reasonableness
inquiry in remarkably cryptic |anguage, see id. at 861, in
practice it seenms to have applied the usual subpoena

r easonabl eness st andar d, r at her t han a search warrant

st andar d. See also United States v. Allison, 619 F.2d 1254

(8" Cir. 1980) (evaluating service of subpoena served on
custodian of wunion records under subpoena standard); United

States v. Barr, 605 F. Supp. 114, 119 (S.D.N Y. 1985)

(appl yi ng subpoena reasonabl eness standard to subpoena served
on private third-party nail service for the defendant’s

undelivered mail in the third party’'s possession); Newield v.

Ryan, 91 F.2d 700, 702-05 (5th Cr. 1937) (permtting subpoena

served on telegraph conpany for copies of defendants’

" In nodern parlance, this would nean that he had a
reasonabl e expectation of privacy in the papers, and thus had
standing to challenge the subpoena. See Phibbs, 999 F.2d at
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telegrans in the tel egraph conpany’s possession).

These <cases suggest that at Jleast in the subpoena
context, the basic reasonabl eness analysis probably does not
change when the subpoena is served on a third party.
However, at |east one court has held that in the context of an
adm ni strative subpoena, the presence of a third party with no
incentive to challenge the subpoena does change the

reasonabl ess standard. In Hell’s Angels Mdtorcycle Corp. V.

County of Monterey, 89 F. Supp.2d 1144 (N.D. Cal. 2000), Judge

Wal ker held that the target of the investigation nust receive
prior notice of the subpoena served on the third-party so that
the target may properly challenge the subpoena. See id. at
1151-53 (concluding that “notice and a right to intervene are
mandated by the Fourth Anmendnent whenever a subpoena seeks
records in which an individual holds a proprietary or
privilege interest”). And of course, these cases all involve
subpoenas: no Court has considered how the reasonabl eness
requirenent applies to hybrid warrants served |ike subpoenas
on third parties.

What ever solutions to these conplex problens may exist,
the District Court’s order clearly is not one of them The

District Court’s order effectively ruled that the Fourth

Amendnment  forbids Congress from enacting such a hybrid

1077.
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war r ant / subpoena schene. If Congress wishes to require the
police to satisfy a search warrant threshold to obtain a de
facto subpoena, the District Court’s order indicates, the
Fourth Amendnent is satisfied only if the police execute the
subpoena |like a warrant, with an officer present in conpliance
with 18 U.S.C. § 3105.

This is a strange conclusion. Congress was trying to
protect privacy when it enacted 8§ 2703(a); it added a
statutory requirenent of a hybrid warrant where, precedents
indicated, a nere subpoena would probably suffice under the
Fourth Anendnent. It’s hard to see why the Fourth Anmendnent
woul d prohibit Congress from protecting privacy in this way.
Surely the |abel that Congress chose cannot be dispositive -
whet her Congress calls the hybrid order a “search warrant” or
a “probabl e cause subpoena” (something that Congress can and
has changed over tine'') cannot be critical to the Fourth

Amendrent i nquiry. See Sibron v. New York, 392 U S. 40, 59

1 n fact, Congress recently amended the | anguage used to
describe this order. From 1986 until 2001, the required order
was called “a warrant issued under the Federal Rules of
Crimnal Procedure or equivalent State warrant.” 18 U S. C
2703(a) (1994). In October of 2001, as part of the USA
Patriot Act, Congress anended the |anguage so that now it
requires “a warrant issued using the procedures described in
the Federal Rules of Crimnal Procedure by a court wth
jurisdiction over the offense under i nvestigation or
equi valent State warrant.” 18 U. S.C. 8§ 2703(a) (2002). The
change apparently reflects an attenpt to clarify that the
order is not a traditional Rule 41 search warrant, but rather
nmerely a hybrid order issued using the procedures of Rule 41.
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(1968) (noting that while the legislature is “free to devel op
its own |aw of search and seizure . . . , and in the process
it may call the standards it enploys by any nanmes it may
choose,” what matters under the Fourth Amendnent is not “the
| abel s which [the |egislature] attaches to such conduct,” but
rather “whether the search was reasonable under the Fourth

Amendnent ) .

CONCLUSI ON

There are many ways in which this Court can resolve this
appeal. Sone are broad, others are narrow. \Watever approach
the Court prefers, the undersigned Am cus respectfully submts
that two principles should guide this Court.

First, clarity is inportant. This Court should carefully
expl ai n which of the issues raised by the appeal it feels nust
be resolved, and which issues it will |eave for another day.
G ven the conplex and interconnected issues raised by this
appeal, analytic clarity will help other courts, Congress, and
scholars alike understand the scope and consequences of the
Court’s deci sion.

Second, undersigned Ami cus respectfully submits that
judicial caution wll Ilikely serve this area of law nore
effectively than judicial boldness. As the Second Circuit has

noted recently in the First Amendnment context, the application
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of constitutional protections to the Internet best calls for
narrow hol di ngs, reflecting our limted know edge  of
potentially far-reachi ng consequences:
A nore evolutionary approach, involving the
accretion of case-by-case judgnments, could produce
fewer m stakes on balance, because each decision
woul d be appropriately inforned by an understandi ng
of particular facts.

Nanme. Space, Inc. v. Network Solutions, Inc., 202 F.3d 573, 584

n. 11 (2d Cr.2000) (quoting Cass R Sunstein, The Suprene

Court, 1995 Term Foreword: Leaving Thi ngs Undeci ded, 110 Harv.

L. Rev. 4, 18 (1996)). This is all the nore true given the
conpl ex statutory schene Congress has created to protect e-

mails. See McNulty, 47 F.3d at 104. See also Adans v. Cty

of Battle Creek, 250 F.3d 980, 986 (6'" Gir. 2001) (“The

El ectronic Communi cations Privacy Act is part of detailed
| egi slative scheme under Title IlIl of the Omibus Crinme and
Control Act of 1986. The legislation seeks to bal ance privacy
rights and law enforcenent needs, keeping in mnd the
protections of the Fourth Amendnent against unreasonable
search and seizure. Congress made the Act the primary vehicle
by which to address violations of privacy interests in the

comuni cation field.”).

STATEMENT CONCERNI NG ORAL ARGUMENT

The wundersigned Am cus assunes that counsel for the
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United States will be prepared to discuss the issues raised in
this brief at oral argument, and therefore that participation
by the undersigned in oral argunent is unnecessary. If the
Court w shes Amicus to participate, however, the undersigned

Am cus woul d be available to do so pursuant to Fed. R App. P

28(Q) .

CERTI FI CATE OF COVPLI ANCE
The undersigned Am cus hereby certifies that this brief
contains approximately 5,000 words, and therefore conplies
with the 7,000 word nmaxi mum i nposed on am cus curiae briefs by
Fed. R App. 29(d) and Fed. R App. P. 32(a)(7)(i). The brief
was prepared using Mcrosoft Wrd 97.

Dated: June 4, 2002.

Respectful 'y subm tted,

Oin S Kerr

Associ ate Professor

Geor ge Washi ngton University
Law School

2000 H Street, NW
Washi ngt on, DC 20052
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