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Executive Summary

The Facial Image Quality Improvement and Face Recognition Study (FIQIFRS) project was
initiated in February 2007 to investigate technology for improving the quality of face images
captured at United States (U.S.) ports of entry (POEs). The project’s goal was to bring US-VISIT
face images into compliance with standards defined in the Registry of U.S. Government
Recommended Biometric Standards' and to improve quality sufficiently to ensure accurate
recognition by both humans and computer systems while minimizing operational impacts and
allowing for technology maturation. The project was a Technology Assessment that involved
laboratory testing and development of a proof-of-concept application; it did not include
integration or deployment to POEs. Baseline image quality was established through analysis of
operational POE images by the National Institute of Standards and Technology (NIST).

The project team investigated hardware (camera) and software (face finding and image quality
assessment) approaches to ensure capture of compliant images in as automated and expeditious a
manner as possible. The camera types evaluated included the currently deployed webcam, higher
resolution webcams, a video camera with pan-tilt-zoom, a wide dynamic range camera, and a
digital still camera. Image quality characteristics of each camera were profiled objectively using
a series of test targets and associated image analysis software. Facial image collection then
occurred in two phases. Phase I occurred in April 2008; and Phase II in September 2008. For
Phase I, cameras from six different categories were selected for evaluation, and images were
collected from a small volunteer population in a simulated POE environment under several
different lighting conditions. A custom interface was developed to control the cameras and
capture images. The images were analyzed retrospectively with image quality assessment (QA)
software. Image quality thresholds for the next phase of testing were established based on the
analysis of Phase I data.

Phase II testing involved integrating two cameras with a commercially-available image QA
software product to automate image capture by performing real-time QA. This ‘quality-in-the-
loop’ application was tested on a larger volunteer population in a simulated POE environment
under several lighting scenarios. All images that met the quality thresholds were displayed to the
tester, and were saved for subsequent analysis. If no images met the thresholds, the tester
captured a snapshot manually, similar to current operational practice.

Image collection was conducted during a mock inspection interview. Volunteers were instructed
to stand at a fixed distance (70 cm) from each camera. Although this ‘arms length” distance is
somewhat greater than the camera-traveler distance in current operations, it represents the
minimum distance specified in the face recognition (FR) standard [5] and most closely reflects the
capture conditions and lane widths at POEs. The cameras were positioned at a fixed height (60
inches) and remained so throughout the test session.

The facial image data collected during Phase I and Phase II was analyzed for image quality and
FR match performance. FR performance was assessed by matching reference images captured
separately from each volunteer to the images captured during the mock inspection interview.

! http://www.biometrics.gov/Standards/StandardsRegistry.pdf
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Table ES-1 below contains significant findings from the project, followed by the working group’s
recommendations in Table ES-2.

Table ES-1: Findings

Image Quality
Assessment (QA)
Software

Capture Performance—at 0.25 seconds, the processing speed with quality-in-the-
loop can support real-time operations.

Image QA Software:

o QA software can be used to acquire a standards-compliant face image that is
suitable for both human and automated FR.

¢ Commercial image QA products differ widely due to the lack of standardization,
as each product measures different quality factors over different value ranges.

o QA software is fallible; hence, no perfect cut-off threshold could be found for
determining compliance/non-compliance. A consistent set of QA metrics that
predicted FR match scores was not found using regression analysis; therefore,
quality metric thresholds had to be determined visually

Failure Rates

e Lighting impacted image enrollment rates. The overall failure-to-acquire rate
(those cases where no images in a test session met QA thresholds) was 16.7%.
Ambient lighting, which is most similar to POE lighting conditions, had more
failures than other lighting scenarios (with the exception of back lighting).

o Failures to acquire are believed to be the result of the QA software failing to
recognize good-quality face images and to the lack of vendor algorithm training
with dark-skinned individuals.

Face Recognition

FR scores were higher for the digital still camera than for the webcam.

Images that met quality thresholds had better match scores than the first image
captured at the start of each Phase Il test session (captured prior to executing
quality-in-the-loop), demonstrating that integrating QA into the capture process can
produce face images that are more suitable for automated FR.

This report recommends that automated FR be deployed in DHS operations only
after the performance and quality gains demonstrated in this study can be

demonstrated in at least a close-to-operational POE field trial. If elevated quality
can be achieved, FR might supplement fingerprint-based verification processes.

User Interface

The interface for quality-in-the-loop prompted the user to select the best image from
up to four that met quality thresholds. Results showed that user selection did not
improve FR match performance; however, the user-selected images had a higher
standards-compliance rate (as determined by a human reviewer) than the other
images that met the QA thresholds.

Camera
Evaluation

The digital still camera produced images that were visually superior to the other
cameras examined; the newer webcams tested were superior to the webcam in use
when the study was initiated.

Mounting and operating the camera in portrait mode and at a fixed height allowed
for capture of a greater range of heights without camera repositioning.

The webcams were difficult to mount on standard tripods.

Other

Eye Glasses — test administrators did not consistently ask that people wearing
glasses remove their glasses during image capture. On some occasions, presence
of eye glasses resulted in failures to acquire. This supports current operating
procedure of asking travelers to remove their glasses prior to facial image capture.

12/07/2009
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Recommendations

More study will likely be needed before a strategy for integrating improved facial image quality
with inspection operations can be developed. The following are some preliminary observations
for training and design of the facial image capture interface.

e Efforts should be made to communicate the importance of image quality to Customs and
Border Protection (CBP) Officers and to provide information about basic image quality
standards— i.e., eyes open, mouth closed, face full frontal, traveler arms’ length from
camera. Consideration should be given to initiating these communication efforts prior to
the integration of image quality and face-finding software in the inspection process.

e No changes are necessary to the sequence of basic tasks associated with biometric capture.

¢ Changes to the user interface should minimize the input required from CBP Officers.

e US-VISIT and CBP should continue to work together to determine the optimal points for
user input in the design of the interface. These may include an action to initiate image
capture and an action to indicate that image capture has been completed.

Table ES-2 contains recommendations for future integration of image QA into the inspection

process.

Table ES-2. Technical Recommendations

Camera
Hardware
Specification

The study supports CBP’s decision to adopt the Logitech 9000 camera. This choice
affords superior optical performance of the camera and adequate frame rate. The
camera should be used in a portrait format (where the height is the longest
dimension) to accommodate variation in visitor height, and at the resolution specified
in this report (1600 x 1200).

While contemporary digital point-and-shoot cameras offer superior optical
performance, they should not be used because the elevated resolution is not needed
for the current intended use of the images (manual confirmation of identity or
automated facial recognition) and produces slower operation. In addition, the point-
and-shoot cameras are likely to be more frequently stolen, their interface is
proprietary, and their power feed and data cables are separate.

CBP has experienced difficulty acquiring sufficient quantities of replacement Logitech
webcams as the cameras reach end-of-life. Newer models tend to use different
drivers and mounting options than prior models. CBP should aim for a modular
software interface (e.g., a standardized Application Programming Interface) to
minimize the operational impact of camera end-of-life.

The optical performance of future cameras should be validated against current
baselines. A summary of this procedure is given in Attachment 2 (Camera Pre-
Assessment). Optical performance here is a generic phrase to reference numeric
values of frequency response, uniformity, linearity, and distortion.

Physical
Infrastructure
in POEs

The gooseneck mounting of face cameras should be eliminated and replaced with a
fixed-mount camera. The camera should operate in a wide field of view and portrait
mode to support a wide range of visitor heights. The field of view should be set to be
sufficient to image a person in a wheelchair. To handle the extremely tall exceptions
the operator might instruct the visitor to bend at the knee and look at the camera.
Extremely short visitors should be directed to a handicapped access lane.

The camera should be placed such that the visitor-camera distance is about 0.7m.
CBP practice should respect this approximately "arms length" specification.

12/07/2009
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Physical
Infrastructure
in POEs
(cont’d)

2n

The floor of the POE lanes should be equipped with "yellow footprint" stickers to
indicate where the visitor should stand. The footprints guide the visitor in both their
longitudinal (along-the-lane) and lateral (near-far from the Officer) positions. The
footprints also guide visitors on their orientation with respect to the Officer.

Modification of the POE lighting environment was explicitly out of the scope of this
study. However, it is recommended that further study be conducted if physical
infrastructure upgrades of POEs can include modification to the lighting.

A considerable variation between the quality of images has been observed across
POEs. This arises because of varying local environmental conditions (e.g. lighting)
and possibly operating procedures. Thus we recommend that installation of new
cameras be accompanied by an immediate review of the installation followed by an
interval of performance monitoring.

Client Side
Software
Specifications

Automated face image QA software should be included in the CBP client application.
The face image quality software should report eye coordinates to support the
recommendation for the Token Frontal image type. Source code for the US-VISIT
face improvement capture harness is available. To improve eye finding speed, once
the initial eye locations have been determined by the software, eye finding for
subsequent frames could be restricted to a narrow region based on location of the
eyes from the previous frame.

The project configured the face image QA software and established a set of quality
thresholds. In making a determination of acceptable face image quality, the CBP
client should be configured to compute an appropriate set of quality metrics, and to
compare those against pre-calibrated thresholds.

In cases where the quality analysis software fails to render a verdict (e.g., because
quality criteria were not met) the image with the best pose angle estimate should be
used. If no such image is available then the inspector should issue an explicit
instruction for the visitor to look at the camera and initiate a manual shot (as is the
existing practice circa 2008). The CBP client should support manual override. In
such cases, the CBP client might display an "oval overlay area" in which the visitor's
head should appear.

Client side
Graphical User
Interface (GUI)
specifications

Careful design of the CBP client user interface is important. The automatic quality-in-
the-loop checks are effective at excluding images of poor quality. This resulted in the
presentation only of good images to the inspector, and it is, therefore, recommended
that the CBP client:

¢ Should not require the inspector to manually select an image.

¢ Should indicate "ready" as soon as one acceptable quality image has been

acquired.
e Should allow a manual override and restart.

Standards
Compliance

All face images retained in the Automated Biometric Identification System (IDENT) or
other US-VISIT systems should be formatted in the binary format defined in ISO/IEC
19794-5:2005 (FACESTD). The records should claim "basic" conformance (ref
clause 6.4.3 of the standard). The standard is recommended in the National Science
and Technology Council's Registry of USG Recommended Biometric Standards. .

All face images should be cropped and rotated (in the roll direction) to have the fixed
"Token Frontal" geometry defined in FACESTD. This specification requires
estimation of the eye positions, which can be determined by QA software. This format
is used for ePassport images.

Given extant bandwidth constraints to IDENT, the face image data should be

? Ref [16], NISTIR 7540, Assessing Face Acquisition.
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Standards
Compliance
(cont’d)

compressed with JPEG 2000. The compressed data resides in the FACESTD data
record. Open source software (ref JasPer Project) is available for JPEG 2000
compression. Examples of the records may be sent to NIST for an informal test of
conformance.

The target eye distance for US-VISIT images should be 90 pixels (normative
requirement for FACESTD Full Frontal face images). This eye distance corresponds
to a width and height of 360 and 480, respectively, using the equations below.

Feature or Parameter Value (FACESTD | Recommended
Table 14) US-VISIT Value

Image Width w 360
Image Height W/0.75 480
Y coordinate of Eyes 0.6*W 216
X coordinate of First (right) Eye (0.375*W) -1 134
X coordinate of Second (left) Eye (0.625* W) -1 224

Width from eye to eye 0.25*W 90
(exclusive®)

Image
Specifications

The images should be compressed with JPEG 2000, with a compression ratio less
than 20:1.

Exchangeable image file format (Exif) information should be stored in the image’s
header to keep track of camera models and other metadata tags, such as color
profiles and camera settings.

Integration
into IDENT

Ensure that the IDENT eXchange Messages (IXM) specification supports
encapsulation of FACESTD face images.

Future Tests

We recommend that a field study in a POE be conducted. Such a field study should
use a two computer configuration. The first runs the unmodified operational CBP
client. The second implements the quality-in-the-loop acquisition. The default POE
camera and the field study camera should be identical (Logitech 9000), and mounted
in very close proximity (inches). The system should be tested with volunteers first,
and, after appropriate trials, it should proceed with real travelers.

3 The standard incorrectly says “inclusive”.
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Disclaimer

Specific hardware and software products identified in this report and its attachments were used to
perform the technology assessment described in the report. In no case does identification of any
commercial product, trade name, or vendor, imply recommendation or endorsement by DHS/US-
VISIT, its contractors, or the National Institute of Standards and Technology. As a result of this
technology assessment, DHS made no commitment to purchase any software or service offered
by the vendors. The results reported were produced in experiments designed and conducted by
DHS/US-VISIT to develop a proof-of-concept application, and should not be construed as an
evaluation of the products, nor as representative of the vendors’ maximum-effort or full
capabilities.
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2 Introduction

The Facial Image Quality Improvement and Face Recognition Study (FIQIFRS) project was defined
and conducted as a proof-of-concept of image quality-in-the-loop using commercially available
cameras and image QA software, not a formal technology test. As such, it examined
representative cameras from several different categories; it did not include an exhaustive study of
different camera types. Likewise, a small set of available facial image QA products was
identified and examined to demonstrate and evaluate the quality in-the-loop concept. This report
documents the activities performed for the FIQIFRS project, including the test environment,
camera assessment, image collection, analysis, and FR performance. It includes the results of
baseline analysis of operational images, and findings and recommendations of the project team.

21 Background

The face images currently captured at U.S. ports of entry (POEs) do not conform either to the
national FR standard” [1]adopted by DHS or to FACESTD [5], the international standard
specified in the Registry of USG Recommended Biometric Standards [10] and in the standard for
ePassports [4], and are of relatively low quality, typically insufficient for use with automated FR
systems. Customs and Border Protection (CBP) workstations use Logitech webcams for the
acquisition of face images at POEs. The earlier Logitech models installed at POEs (QuickCam
Pro 4000 and 5000) have low spatial resolution, and due to their low-quality optics and sensor,
the image quality obtainable from these cameras is limited. The more recently deployed webcam,
the Logitech QuickCam Pro 9000, was one of the cameras evaluated for the FIQIFRS project. It
has higher resolution and a better sensor capable of acquiring good quality images, as described in
this report. The webcams are manually positioned and operated by CBP Officers, and the lack of
controls over pose and head size in the image, combined with non-uniformity in lighting and
background, and variable contrast and brightness, substantially decreases the potential accuracy of
FR when applied to the images captured.

Since the webcams installed at POEs lack a universal threaded hole for mounting, they are
mounted on a gooseneck, which provides flexibility for CBP Officers to position the camera for
each visitor. There are drawbacks to these mounts, however. The camera mounting frequently
springs back when aimed at a significant yaw angle, which requires the Officer to hold the camera
in place. Latency in actual image capture is such that the image captured may be significantly
different (i.e., traveler has had a chance to move head or close eyes) than what the Officer
intended to capture. However, if the Officer did not continue to hold the camera in place, it
would spring back and the captured image would be skewed. Note: These mounts have
subsequently been replaced with mounts that permit only forward and backward movement to
accommodate traveler height, which should alleviate the need to hold the camera in place during
image capture.

Inspection Officers have received training and instructions on capture of fingerprints, and the
fingerprint client software assesses and provides feedback to the officer on fingerprint quality.

4 ANSI INCITS 385-2004
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For facial images, however, Officers are instructed only to capture the facial photograph — there
are no requirements regarding facial expression, centering or size of the face within the frame, or
pose angle (i.e., conformance to best practices for taking photographs for facial images), no
quality assessment of the image, and no feedback to the operator to indicate that the facial image
did or did not meet any image quality standards.

To make the images more useful for visual confirmation of identity, to support interagency
exchange of facial images (i.e., as required in Homeland Security Presidential Directive-24), and
to enable future use of automated FR as a facilitator biometric, the resolution and quality of the
images needs to be improved. As examples of image quality, Figure 2-1a depicts an example
POE image, and Figure 2-1b shows an ICAO Document 9303 [4] compliant e-Passport image.

a. Simulated POE Image b. e-Passport Image

Figure 2-1: a) US-VISIT POE image and b) e-Passport image

The US-VISIT Face WG embarked upon the FIQIFRS project to investigate technology for
improving the quality of face images captured at POEs. The FIQIFRS study examined changes to
software and cameras to automatically capture and assess facial images to ensure they meet
minimum thresholds for image quality. The metrics used to assess image quality are based on
requirements defined in ISO/IEC 19794-5 and ANSI/INCITS 385-2004. The goal of this project
was to bring US-VISIT face images into compliance with standards and to improve image quality
sufficiently to ensure accurate recognition by both humans and computer-based systems, while
minimizing operational impacts and allowing for technology maturation.

2.2 Business Requirements

Business requirements for the study were developed based upon examining the current and
proposed context under which facial images are captured during the inspection process. The
following sections describe the current and proposed business use cases for image capture.

2.2.1 Current Facial Image Capture Process

Facial images of US-VISIT in-scope visitors are captured during the biometric capture portion of
the inspection process. The IDENT client application first prompts the officer to collect
fingerprints from the visitor. Following fingerprint capture, the live video stream from the
Logitech webcam is displayed, the officer positions the Logitech webcam, instructs the visitor to
look at the camera, and presses a key (e.g., Enter), to capture a single facial image from the video
stream; the application then disconnects from the camera. If the officer deems the captured image
to be acceptable, the officer selects the “save” option to save the image. The photo capture time is
estimated at 5 seconds based on data collected during the deployment of ten-fingerprint scanners.
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2.2.2 Proposed Facial Image Capture Process

The automated facial image capture process (quality-in-the-loop) involves integration of a
commercially available image QA software development kit (SDK) with the cameras. The
FIQIFRS application captures a series of facial images within a specified timeframe, and each
image is analyzed by image QA software to determine if it meets minimum thresholds for metrics
that are known to impact face recognition (e.g., minimum resolution determined by distance
between eyes, eyes open/closed, frontal pose). Images that pass the minimum thresholds are
displayed to the operator, and the operator selects the image he/she determines to be the best and
saves it. If no images pass the quality thresholds, the operator either restarts the video capture and
image QA sequence or takes a single still image, similar to the current operating procedure.

2.2.3 Requirements

The business requirements for automated image capture and image QA were developed by US-
VISIT and CBP as changes to the current manual process. The requirements are defined as part
of the facial image capture process.

1. Following collection of fingerprints, the CBP Officer instructs the traveler to position self
toward the camera for facial image capture, and initiates the automated image capture
process. Requirements for positioning and capture are:

a. Automated image capture will use the fact that each individual is anchored to a
specific field of view when presenting their fingers for capture to the fingerprint
capture device to maximize correct orientation of the facial image.

b. Automated image capture should require minimal or no adjustment of camera
angle to capture facial image in the correct orientation.

c. Automated image capture should minimize CBP Officer involvement to the
greatest extent possible.

d. Camera should require no lighting (strobes, flashes, etc.) that is deemed obtrusive
to the traveler or Officer.

e. Camera system should be able to adapt to the current system as a replacement for
current camera system.

2. The system examines the facial photo and determines if the image meets acceptable
quality:

a. Quality of the facial image should use quality requirements stated in DHS
standards as criteria.

b. Quality of facial image should be sufficient for both human and automated facial
recognition.

3. Ifno facial photo meets acceptable quality, the system repeats steps 1 & 2.

4. In the event the system is unable to capture an image of acceptable quality, the system
shall offer the Officer an opportunity to override the quality check and save the image.

5. If photo does meet acceptable quality, the system saves the facial image.

a. System processing time for positioning, image capture, quality determination, any
needed recapture and/or subject repositioning, and processing time to save the
image should not exceed current processing time.
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3 Baseline Quality of Current POE Images”’

To establish the baseline quality of POE images, US-VISIT provided a set of operational POE
images to the National Institute of Standards and Technology (NIST) for analysis. The POE
images were collected between 2004 and 2007 at various ports of entry. The set of image data
included the corresponding Department of State (DOS) BioVISA (BVA) images collected during
visa application. NIST analyzed the data by manually assessing the frequency at which certain
defects occurred, and then used a FR product to determine the impact of those defects on
one-to-one matching performance. This characterization established a baseline for face image
quality as it currently exists against which images collected as part of the FIQIFRS project could
be compared.

3.1 Overview

NIST initially examined the face images in April 2004 and found that the images were generally
of poor quality and should not ordinarily be used in automated FR processes. Analysis of more
recently captured images showed no improvement in FR performance despite a camera upgrade
and minor changes to the capture protocol over that time.

NIST performed a manual inspection of several thousand POE images to identify the frequency
and impact on FR performance of specific defects (e.g. poor lighting, non-frontal faces, face
cropping). An automated image QA tool was used to compare POE images to images from other
face databases, such as the Face Recognition Technology (FERET) database. The QA tool
indicated that POE images suffer from several problems, including non-centered faces, blurry
faces, non-frontal head poses, and poorly illuminated faces. The following sections present
results of NIST’s manual QA of the images and analysis of the variation in image quality at
different POEs.

3.2 Manual Quality Assessment

In early 2008, NIST conducted a more systematic survey of the POE images. This involved
manual inspection of 20,000 images and application of a graphical image categorization tool to
label images presenting certain defects.

Inspecting the images manually is reliable in the sense that a human observer is capable of
identifying a particular problem even in the presence of other problems, and can distinguish
between failure modes. For example, if the facial region is saturated and also cropped at the left
eye, a human observer will note both defects, whereas an automated QA tool is likely to not find
the face at all and report nothing.

A drawback of the approach is that it is subjective. Thus, when categorizing saturation, there is
an inherent judgment to be made in distinguishing a bright image from a saturated one.

> The full report on NIST’s baseline assessment of image quality is available as Attachment 1 [11] to this report.
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The manual inspection focused on three specific defects that are known to exist in the set of POE
images: cropped faces, over-exposed faces, and non-frontal head poses. Together these defects
strongly degrade the ability of contemporary FR engines to identify or verify the subjects
appearing in the images. The following subsections describe the criteria for each of the defects
and present results of the manual inspection.

3.2.1 Cropping

Images were manually inspected for cropped faces and each image was labeled as either cropped
or un-cropped. An image was considered cropped if any part of the face, from chin to mid-
forehead, or from ear to ear, was not present in the image. The determination was made regardless
of whether other problems were present, such as a non-frontal head pose or poor lighting.

The manual inspection identified cropped faces in 11.1% of the total set of images. Cropped faces
always occurred for one of three reasons:

e The camera was not pointing at the subject, and part of the face was outside of the
camera’s field of view.

e The subject was standing too close, and the camera’s field of view was not wide enough to
capture the entire face at once. The camera operator typically compensated by positioning
the camera such that the chin was clipped off the bottom of the image. Small distances
between the subject and the camera also cause lens distortion (i.e., the fish-eye effect).

e Inrare cases, the subject’s face was partially obscured by an object in the foreground, such
as a suitcase or the back of a baby’s head.

3.2.1.1 Effect on automated matching

The effect that cropped images have on matching performance was evaluated using an archived
commercial matcher (produced circa 2005). The facial template generator was unable to find a
face in 55% of the cropped images. This type of error, known as a failure to enroll, notionally
causes the generation of a blank template that always gives a low score when matched.

Figure 3-1 plots verification performance for:

¢ the entire set of POE images matched against BVA images.
o the subset of images that were identified as un-cropped.

The improvement in performance is small suggesting that cropping is not a significant contributor
to the large observed error rates’. In addition the improvement manifests itself more at higher
false match rates (above 0.01). This indicates that cropping inhibits the initial ability to find the
face in the image.

® The error rate TMR = 0.55 at FMR = 0.01 is very much inferior to passport-against-passport matching, or to high-
resolution-still to high resolution still matching, for which the error rates can exceed TMR = 0.95 at FMR = 0.01.
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Figure 3-1: Effect of manually encoding cropping on matching performance

3.2.2 Intensity Saturation

Images were manually inspected for faces that were over-exposed to light at the time of capture.
These faces contain excessively bright areas, sometimes referred to as hotspots. The pixels within
a hotspot, expressed as red-green-blue (RGB) triplets, will have maximum intensities for all three
of the colors (R = G = B =255, if 255 is the maximum color). An image is labeled as saturated if
hotspots are clearly visible in any region of the subject’s face, from chin to eyebrows, or from ear
to ear. Note this excludes certain parts of the face, such as the left or right flank of the nose and
the forehead. Hotspots were so prevalent in these parts that not excluding them would have led to
nearly every POE image being labeled as saturated. If a face was over-exposed to light, but not to
the point of saturation, it was not labeled as saturated.

The manual inspection identified 18.4% of the total set of images as saturated.

3.2.2.1 Effect on automated matching

Figure 3-2 shows Receiver Operating Characteristic (ROC) curves for the images labeled
saturated and not. The result, that there is essentially no difference, is perhaps surprising in that
fully saturated pixels (i.e. regions at value 255) do not appear to undermine the FR process
beyond the other defects present in the images (pose, resolution etc). Nevertheless, saturation
may remain problematic once other problems are remedied.

This negative result is also included here so that such analyses are not repeated without a specific
motivation.
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Figure 3-2: Effect of manually labeling saturation on matching performance

3.2.3 Head Pose

Images were manually inspected for non-frontal head poses. The images were assigned one of the
following categories:

Code | Description Fraction (estimated over 10000 images)

FR Fully frontal, or very close (pitch and yaw are within roughly |48.87%
5 degrees)

PF Partially Frontal. Not fully frontal, but not catastrophically |49.51%
off (5-15 degrees of yaw or pitch)

NF Non-frontal. Off by a lot. 1.62%

Table 3-1: POE image non-frontal pose categorizations

For each image, its category was assigned by visual inspection by a NIST staff member. This
process is clearly not quantitative and any given image might be adjudicated differently by a
different judge. Note that head pose is not the same as gaze direction, as a subject can be looking
at the camera but still not be fully frontal. This circumstance may arise from an instruction
(implied or explicit) from the officer to the traveler to "look at the camera" but for which the
response is to adjust only the gaze. This might also be due to synchronization. The ideal
response for FR should be to orient the head toward the camera.

3.2.3.1 Effect on automated matching

Figure 3-3 is included to support the assertion that FR will remain difficult in POE primary
inspections without improved control of the head pose in relation to the camera. Note however
that even for fully frontal images, the recognition process is poor (TMR = 0.6, FMR = 0.01). This
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is a consequence of poor resolution and illumination, non-ideal compression, and image quality
inadequacies in the accompanying BV A images collected by DOS.
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Figure 3-3: Effect of manually labeling aberrant poses on matching performance

3.3 Variation in Image Quality at Different Ports of Entry

The 2004 set of POE images was accompanied by the POE identifiers for each image. This
supports comparison of image properties between border crossing sites. For the analysis
conducted in 2008, the 18 busiest POEs were selected. For each, 3000 images were randomly
sampled and an image QA SDK was applied to quantify quality.

Figure 3-4 — Figure 3-9 show the resulting score distributions for six quality metrics by POE.
Five of the metrics (Face Shadow, Face Centering, Background Consistency, Background
Brightness, and Face Brightness) were selected because they measure what NIST regarded as the
most significant quality problems with the images. In addition, eye confidence was selected
because it provides a general measure of the quality of an image (the eye confidence is expected
to be lower for poorer quality images’). This variable was used to establish an ordering of the
POEs. That is, from left to right the POEs appear in increasing order of the median eye
confidence.

3.3.1 Results

Figure 3-4 shows that eye finding is significantly easier in the images collected at some POEs
than others. This holds only to the extent that the variable reported, eye confidence, is a reliable

7 Successful automated facial recognition is critically dependent on the accurate and consistent localization of
landmarks, primarily the eye centers.
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US-VISIT

indicator of actual detection of the eyes. In any case, it provides a consistent ordering for the

POE:s indicated in the remaining plots.
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distributions of the face shadow quantity is larger than for eye confidence. This may be due to the

detection confidence. This would be expected since shadows inhibit accurate localization of the
fact that a small pose variation can produce shadows while not affecting eye detection.

The trend of Figure 3-5 shows a positive correlation of reported face shadow with the eye
eyes. The best and worst POEs are the same as for eye confidence. The variance of the

Figure 3-4: Variation in eye detection confidence across POEs
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Figure 3-5: Variation in face shadow measures across POEs
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Figure 3-6 shows a more varied picture. While a trend is present, the low variance but wide
variation means that the background brightness measure is a characteristic of the POE itself. It is
less correlated with eye detection confidence because the ability to detect eyes is not related to the
background brightness if the face itself is properly exposed.
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Figure 3-6 - Variation in background brightness measures across POEs

In comparison to the other variables, Figure 3-7 shows considerable consistency across POEs.
The value in question, face centering, should be a property of the way CBP Officers aim the
cameras, and of how travelers respond to the instruction. In addition, eye detection is largely
independent of how well centered the faces are (as long as the face is not cropped).

Face Centering

100 — - T T T T 7T T T T T T
l '
~, B0 i i i i I ! I . i
= i 1 i i : |r- H 1 i 1 H
‘™ I i I I ' . , I H i I
S ] : i i i H i ﬁ i : ]
40 + i I ) i ! ! ! I H I '
1 : 1 I 1 I 1
] ]
T L
€0 L g & -+
§ o S 5 8 8
0 — o o 0 o 0 O 90 0 0o 9 O O
T T T T T T T T T T T T T
o o ™ m  = wm W o~ M
T T L T T T T T L T S T S T S T N T¥ S T¥ ST S T SR T SR TV ST
o o o o o o o o o o o o o o o o o o
L o o o A o Ao A AR A AR Ao A A o oA oo oo

Figure 3-7: Variation in the face centering measure across POEs
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Figure 3-8 shows poor background consistency. This is entirely consistent with the unconstrained
nature of POEs.
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Figure 3-8: - Variation in the background consistency measure across POEs

Finally, Figure 3-9 shows that the yaw estimate is uniform across POEs. This is consistent with
the known observation that many images are non-frontal and that the effect is largely a result of
the precise officer-traveler interaction and synchronization. Interestingly there is a small negative
bias toward the yaw angle. This would imply that subjects have a tendency toward one side or
another.
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Figure 3-9: Variation in the yaw pose estimate across POEs
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4 Test Phases

The FIQIFRS project included investigation of hardware and software approaches to facilitate
acquiring compliant images in as expeditious a manner as possible and with minimal CBP Officer
involvement. Prior to collecting images, a market/technology survey was conducted to identify
available cameras and image quality software suitable for POE environments. Representative
cameras and software products were selected for evaluation and testing on a volunteer population
in a simulated POE environment under several different lighting conditions. A subset of these
products was then integrated with image QA software.

The FIQIFRS application was developed in two phases. Phase I employed a custom interface to
control and capture images from six different types of cameras. The images were analyzed
retrospectively with QA software, and the cameras and QA software were down-selected for
integration in Phase II. The Phase II application automated the image capture process by
performing real-time QA on facial images (referred to as ‘quality-in-the-loop’). The FIQIFRS
solutions were assessed with respect to quality improvement, performance, speed, operator
training, and operator and traveler usability®. The following sections describe the test phases.

4.1 Camera Pre-Assessment

A market/technology survey was conducted to identify available cameras and sensors from
various categories for use in POE environments. The WG identified desired features, determined
product categories, identified and surveyed commercial-off-the-shelf (COTS) products in each
category and reviewed their specifications, selected categories from which to draw products, and
procured representative products from those categories. The camera categories examined were:
webcam, digital still camera, digital camera in video mode, industrial video, PTZ video, wide
dynamic range video, and smart camera. The cameras depicted in Table 4-1were selected and
evaluated objectively with respect to FACESTD compliance by imaging test targets (Figure 4-1)
in an optimal laboratory environment and measuring their characteristics. Example face images
were captured and assessed visually. Full details of this evaluation are documented in Attachment
2 [12] to this report.

Table 4-1: Cameras tested

Camera Picture Mount Size (WxHxD, Connection Software
in.)
Logitech Monitor clip;
QuickCam i no threaded (2w5|tr)1(02ut5 c)l(i 2)'5 USB drivers
Pro 5000 hole P

¥ ISO 13407:1999 defines usability as “the extent to which a product can be used by specified users to achieve
specified goals with effectiveness, efficiency, and satisfaction in a specified context of use.”
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Camera Picture Mount Size (WxHxD, Connection Software
in.)

Logitech Monitor clip; 3.5x1.5x1.5
QuickCam no threaded (without clip) USB drivers
Pro 9000 hole
Logitech .
QuickCam chlféab;:E’hg(I)e ggg REATS usB drivers
Orbit AF ’

S-video, requires

capture card; software for
23%70 threaded hole g?g RS power adaptor; camera

’ VISCA RS-232 settings
camera control
4.19 x 2.83 x USB; power

Canon G9 threaded hole 167 adaptor or battery SDK

BNC connection,
Wide requires capture

1.7x1.8x2.75

dynamic Not pictured threaded hole X X card; power SDK
range adaptor, USB for

camera settings

4= SCAAEE UE b OECF §1 4

Figure 4-1: Image test patterns: a) Kodak Q13 grayscale test pattern; b) GretagMacbeth
ColorChecker with reference map; c) ISO 16067-1 with slant edge regions of interest
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4.2 Image Quality Assessment Software

A market survey of image quality software was conducted to identify desired features, identify
and survey COTS products, and review product specifications. The following basic features were
required of facial image QA software:

e Microsoft Windows XP environment.
e Integration with .Net based test software.
e Support C/C++ or Java or .Net C# programming languages.

e Integration with camera SDKs to capture frames either via native software or
Microsoft DirectShow Framework.

e Process a single image as input in (near) real time and provide a method for offline
batch processing of image files.

In order to be a useful tool for assessing the acceptability of input images, the values returned by
the quality metrics should correlate with subjective perceptions of quality and/or with the
accuracy of an FR system. The quality metrics should also measure the degree of compliance of
face images with published face image interchange standards, such as ANSI INCITS 385-2004
and FACESTD. The face standard’s specifications for the Full Frontal Face Image Type were
used for the metrics, with inheritance of the requirements from the Basic and Frontal Image
Types. The assignment of values to these metrics should reflect the degree of compliance to the
normative requirements in the standard and/or the best practices in FACESTD, informative
Annex A. The metrics that should be calculated by an image QA tool, and the relevant sections
from FACESTD are:

o Dynamic Range in Face — intensity density in the facial region, should be at least 7 bits of
intensity variation (at least 128 unique values) in face after conversion to grayscale
(FACESTD 7.4.2).

o Eyes Closed/Obstructed — measured as a percentage, value should reflect degree of
obstruction of eyes due to eyeglass rims, tint, or glare, bangs, eye patches, head clothing, or
eyes closed (e.g., 100 percent obstructed if both eyes are closed; 50 percent obstructed if
one eye is obstructed) (FACESTD 7.2.3, 7.2.11).

o Color Balance — must reflect natural colors with respect to expected skin tones. This value
can be affected by inappropriate white balancing or red-eye (FACESTD 7.3.4).

o Lighting Uniformity on Face — measured as a percentage, value should measure symmetry
as affected by shadows or hot spots on the face (FACESTD 7.2.7-7.2.10).

o Background Uniformity — measured as a percentage, value should measure symmetry and
consistency as affected by shadows on the background, textured backdrops, or extraneous
objects in the background. (FACESTD A.2.4.3).

o Head Size — head width to image width ratio should be between 5:7 and 1:2 (FACESTD
8.3.4,8.3.5,A.3.2.2).

o Centering — horizontal and vertical position of face (FACESTD 8.3.2, 8.3.3).

» Distance Between Eyes — measured in pixels, should be at least 90 pixels between eyes
(FACESTD 8.4.1) and preferably 120 pixels (FACESTD A.3.1.1).
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e Focus — measures sharpness and resolution of the facial area. Depth of focus must
maintain at least 2 mm per-pixel-resolution and preferably 1 mm per-pixel throughout the
face. Image should not be overly sharpened. (FACESTD 7.3.3, A.2.5).

e Rotation (yaw) — value should measure deviation from frontal in degrees, compliance
requirement is <£5° (FACESTD 7.2.2).

o Tilt (roll) — value should measure deviation from frontal in degrees, compliance
requirement is <+5° (FACESTD 7.2.2).

o Confidence in Face — measures the confidence of the eye finding and the confidence that
the object is a face.

o Brightness Exposure/ Contrast:
o low score if too dark or too bright, exposure measured in RGB values.
o gradations in skin texture should be visible, no saturation on the face (FACESTD 7.3.2).

Although there is currently no standard or device certification for face image capture devices,
such a standard does exist for fingerprint capture devices. Electronic Biometric Transmission
Specification (EBTS) Appendix F’ specifies that a fingerprint scanner “must be capable of
producing images that exhibit good geometric fidelity, sharpness, detail rendition, gray-level
uniformity, and gray-scale dynamic range, with low noise characteristics.” One of the objectives
of the FIQIFRS project was to identify equivalent quality metrics for face images and determine
how they could be measured. Use of an overall image quality measure, or selection of a subset of
metrics to apply to facial images, should deliver standards-compliant images.

Three COTS image QA software products were identified for the project: Aware PreFace,
CryptoMetrics VisProAnalyzer, and Cognitec FaceVACS-SDK. Two of the COTS products were
used to analyze images for POE baseline image quality and for offline analysis of images
collected during Phase I testing. For Phase II, a single QA product was identified for integration
with the selected cameras.

4.3 Phase |l Testing

During the first phase of FIQIFRS testing, facial images of a small volunteer population (13
individuals) were captured with the six cameras identified in Table 4-1 under the distinct lighting
conditions described in Table 4-2.

Table 4-2: Phase | Lighting Scenarios

Imaging Description of Simulation

Scenario

Description

Ideal Capture of FACESTD compliant face images with digital still Canon G9 camera; no

flash; two 500 Watt incandescent diffused lamps positioned at approximately 45° to
the camera-to-subject line; plain background

Ambient Overhead fluorescent lights on

? Appendix F, IAFIS Image Quality Specifications, of the Electronic Biometric Transmission Specification (EBTS),
Ver. 8, 9/24/2007, prepared by FBI.
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Overhead Overhead fluorescent lights on; shop light immediately above subject turned on

Dim (Natural | Overhead fluorescent lights turned off; blinds % closed

Light)

Side Overhead fluorescent lights on; side lighting simulated with one 500 Watt

Lighting incandescent diffused lamp situated to the right of subject

Back Blinds opened; overhead fluorescent lights on; cameras/inspection station moved so
Lighting that windows are behind the subject

Three test stations were set up: 1) volunteer registration; 2) capture of reference images under
ideal lighting conditions; and, 3) simulated inspection station.

4.3.1 Test Setup

All cameras except the prototype wide dynamic range camera were mounted at a height of 60
inches (152 cm) on desktop tripods. The wide dynamic range camera was installed in a custom-
built housing provided by Vendor C, which included a processor for performing real-time image
QA. This “smart camera” system was positioned so that the camera lens was 60 inches high.
Tape markings (in lieu of footprints'®) were placed on the floor at a distance of 28 inches (70 cm)
from the camera to position volunteers at a fixed distance from the cameras. A camera-to-subject
distance of 70 centimeters was chosen as it represents the minimum distance specified in
FACESTD (sub-clause B.2.2.2) and most closely reflects the capture conditions and lane widths
at POEs.

The FIQIFRS software was installed on government furnished equipment (GFE) at the simulated
inspection station, and all cameras were connected to, and operated from, one workstation for
Phase I testing. The Canon camera was installed and programmed to collect photographs in
portrait mode (where the longest dimension is the height as opposed to the width); all other
cameras were installed to capture photographs in their default landscape mode.

The webcams, Sony pan-tilt-zoom (PTZ) video camera, and the wide dynamic range camera were
operated from a custom-built application called WebCamDemo. The Canon camera was operated
from a modified version of the Canon sample program, RelCtrl.

4.3.2 Test Administration

Testing was administered by members of the Technical WG, who simulated the border inspection
interview and facial image capture process. A reference image was captured with a Canon G9
camera against a plain background as described for the Ideal scenario in Table 4-2. For the
reference image, the Canon was set to manual mode, with 1/60 second shutter speed, F5.6
aperture, and 200 ISO. For the mock inspection, volunteers participated as ‘travelers’ going
through primary inspection and biometric facial image capture. The test administrator selected
the camera from the application, and entered information about the test subject and the test
scenario using the simple GUI shown in Figure 4-2.

19 Ref [16], NISTIR 7540, Assessing Face Acquisition.
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Figure 4-2: Phase | GUI

After asking some inspection interview questions, the test administrator instructed the volunteer
to position him or herself for image capture, and initiated ten (10) seconds of image capture.
After approximately two to three seconds, the test administrator continued the interview while the
volunteer subject remained in place. Throughout testing, the position and location of the cameras
remained fixed (operators did not move the cameras for different subject heights).

The test sessions were conducted by lighting scenario over a two-day period. Images were
collected from all cameras under the ambient, bright overhead and dim (natural) scenarios on Day
1; and cameras and lighting were moved for the second day of testing under the side lighting and
back lighting scenarios. For each test event, the test scenario, camera, camera exposure settings,
and subject identifier were saved in an eXtensible Markup Language (XML) file associated with
the image data. On completion of testing, the data was encrypted and transferred to an external
hard drive for analysis. The images were analyzed retrospectively to determine the feasibility of
using automated QA software to select standards-compliant images from video sequences.

44 Phasell

Phase II testing involved integration of an image QA SDK into the FIQIFRS application for real-
time image quality analysis, and a down selection of cameras for testing. Two cameras were
selected for integration with the image QA SDK based on results of the camera pre-assessment
and Phase I analysis. The Phase I analysis showed little difference between images collected
under the ambient and overhead lighting conditions, so the overhead scenario was not included in
Phase II. The back lighting scenario generated a high percentage of failures to enroll; therefore
the scenario was tested on only two participants in Phase II. Image collection with quality-in-the-
loop was conducted on all volunteers under the ideal, ambient, dim, and side lighting scenarios
described in Table 4-2. As with Phase I, testing was conducted in the simulated POE lab, using
the test stations for volunteer registration and signing of consent forms, capture of reference
images, and simulated inspection station.
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441 Test Setup

The Canon G9 and Logitech QuickCam Pro 9000 were selected for integration with image QA
software for Phase II testing. Both cameras were installed on tripods at a height of 60 inches; and
both were operated in portrait mode for Phase II testing (the G9 was also used in portrait mode for
Phase I testing). As in Phase I, tape markings were placed on the floor to position volunteers at a
fixed distance of 28 inches (70 cm) from the camera. The FIQIFRS Phase II application
integrated the Canon SDK, webcam drivers, and the image QA SDK. Quality metrics and
thresholds for this quality-in-the-loop application were selected based on analysis of Phase |
image data. Settings for the different lighting scenarios were changed programmatically for the
Canon camera. To simplify and speed up the test process, two GFE workstations were used in
Phase II testing; the Canon camera was connected to one GFE and the webcam to the other. Each
test session involved thirty seconds of image capture at a resolution of 1200 x 1600 pixels.

Volunteers for testing were solicited from US-VISIT government and contractor personnel.
Volunteers were provided with a consent form describing the test process, and were instructed to
bring their signed consent form on the day of testing.

4.4.2 Test Administration

Testing was administered by members of the Technical WG, who simulated the border inspection
interview and facial image capture process. Volunteers were first directed to the registration
station, where the consent form was collected, and an identifier was assigned to the subject.
Demographic information (height, eye color, presence of glasses) was collected by the test
administrator, and volunteers were then sent to the reference image station for collection of the
enrollment image.

Test volunteers participated as travelers going through the U.S. border inspection process with
biometric facial image capture. The FIQIFRS application analyzed facial images in real time, and
displayed up to four cropped token images that passed the image QA thresholds to the test
administrator. If no image met the thresholds, the test administrator captured a single manual
snapshot. Test administrators did not request volunteers to remove their glasses; however, on
some occasions, if none of the images met the thresholds, the administrators captured a manual
snapshot, asked the volunteer to remove their glasses, and then re-initiated the image capture
session. Volunteers remained in place, looking at the camera, for the duration of each test
scenario (combination of lighting condition and camera).

The Phase II application GUI is depicted in Figure 4-3. The large window in the upper left
displays a real-time image of the capture scene. The four smaller windows below show the token
faces for the image frames that passed the quality test. Real-time image QA started when the test
administrator clicked on the “Capture” button. If a particular frame failed the quality test, text was
displayed above the token images describing the specific cause of failure (e.g. “Face not
Frontal”). The test administrator could then use this information to provide appropriate instruction
to the participant. For an image to be acquired and displayed to the user, it had to pass the quality
test. Capture terminated when either four images were acquired, or at a thirty-second timeout.
Upon completion of real-time QA, the test administrator was prompted to click on the token face
that appeared to be the best quality. If no token images were available for selection, the test
administrator captured a manual snapshot by clicking on the “Single Shot” button. Afterward, a
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pop-up window appeared to let the test administrator know that capture was complete for the
given participant and lighting scenario.

Camera Scenario

Capture

Stop

FPS: ’72
Eye Finding Time: 0.109

‘Quality Eval Time:  0.234

Person: |1uus|

Lighting: [Ambient |

Single Shot

Figure 4-3: Phase Il FIQIFRS Application GUI

Testing was conducted over a two-week period. The test scenario, camera, camera exposure
settings, and subject identifier were saved in an XML file associated with the image data and log
files. At the end of each week, all collected data was encrypted and stored on an external hard
drive for later analysis. At the end of the collection period, all participant information and
commercial software was removed from the computers used for collection.
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After testing was complete, the ability of quality-in-the-loop to improve the capture process was
evaluated in the following ways:

1) Face image quality: Quality-in-the-loop should improve the quality of captured face
images. Since higher quality images are expected to perform better when matched, a
commercial FR algorithm was used to quantify the improvement offered by quality-in-the-
loop over the traditional capture method. Operational POE images were also matched for
reference.

2) Capture time: Quality-in-the-loop should not substantially increase the image capture
time. Timing information was recorded for each capture session. In addition to
determining how long it took to acquire good quality images, the timing information was
used to measure the speed at which the software performed eye finding and QA.

3) Accuracy of quality software: Images were manually inspected to determine when and
how often the QA software performed an incorrect assessment of a face image. Two types
of errors are possible: 1) a false rejection, when the QA software rejects a good-quality
image, and 2) a false acceptance, when the QA software accepts a bad-quality image.
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5 Results

As described in Section 4, the FIQIFRS project examined the characteristics of several classes of
COTS cameras, collected facial images with various cameras in a simulated POE environment
under distinct lighting conditions, and then down-selected to a smaller number of cameras for
integration with image QA software. Through the course of the FIQIFRS project, face images of
volunteers were captured and analyzed in two phases. This section describes the results of the
evaluation of the cameras, QA software, and images captured during testing. The following test
metrics were collected and reported for the project:

e Image conformance to FACESTD.

o Image quality metrics for each image analyzed.

o Inter eye distance of at least 90 pixels.

e Error rates (e.g., failure to acquire).

e Time to calculate image quality metrics for each image.

e Opverall processing time (image capture plus image QA).

o Ease of use of image capture/camera control interface.

e Range of subject heights captured without moving the camera .

5.1 Camera Pre-Assessment

The cameras depicted in Table 4-1 were evaluated for a number of factors that impact image
quality and usability in a POE. The size of the camera, as well as the type of mount and
connections affect a camera's suitability to the POE environment. The size of the camera should
be compact, so as not to obscure the CBP Officer's view of the traveler. Because the space in
POE lanes is limited, it is desirable to minimize the number of camera connector cables and
external hardware required to operate the camera. Another important camera characteristic is the
provision, by its manufacturer, of software for image capture and for setting camera parameters
(e.g., exposure, zoom). Sample images captured with the cameras and camera characteristics are
described below.

Table 5-1summarizes the capture dimensions, frame rates, compression ratios, and fields of view
for each camera, with the highest values in green and the lowest in red. The Canon G9 allowed
for the highest capture dimensions (12 mega-pixels) and inter-eye distance. The Logitech
QuickCam Pro 9000 and Orbit AF had the next highest capture dimensions (2 mega-pixels) and
an inter-eye distance that complies with the FACESTD required inter-eye distance of 90 pixels''.

" FACESTD, 8.4.1 — Resolution (Normative)
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Table 5-1: Capture Dimensions, Frame Rate, Compression, and Field of View
Capture Inter-eye | Frame Com- Sampling Field of Field of Head
Camera Dimensions distance | Rate pression | Frequency | View Size View Area | Lengths
(px., WxH) (px.) (frames (mm/px.) (in., WxH) (in.2)
per sec.)
Canon 4000 x 3000* 325 0.2 31.5x23.6* 744 35°
Powershot
G9 3264 x 2448* 258 Ngrma" 0.24 30.7 x 23* 706.1 3.4°
ine,
2592 x 1944* 207 N/A Super- 0.3 30.6 x 22.9* 700.7 3.4*
Fine,
1600 x 1200* 127 RAW 0.49 30.9 x 23.2* 716.9 3.4*
640 x 480* 51 1.23 31 x 23.2* 719.2 3.4*

Sony -
EVID70 640 x 480 58 30 4:1 0.98 24.7 x 18.5 457.3 2.1
Logitech
Quickcam 640 x 480 55 30 ~11:1 1.04 26.2 x 19.6 514.8 2.2
Pro 5000
Logitech
Quickcam 1600 x 1200* 110 30 ~13:1 0.56 35.3 x 26.5* 933.3 3.9°
Pro 9000
Logitech
Quickcam 1600 x 1200 111 30 ~15:1 0.52 32.7x 24.6 804.7 2.7
Orbit AF
Prototype
wide
dynamic 640 x 480 82 30 ~3.7:1 0.687 17.3 x13 224.8 1.4
range
camera

Example images of a human face were captured from the selected cameras in an ideal test capture
environment. Sample images captured with the Canon G9 (Figure 5-1) and the Logitech
QuickCam Pro 5000 and 9000 (Figure 5-2a-b) are shown below.

* When operated in portrait mode

* Can also be operated in portrait mode, in which case the width and height values are reversed.
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b.

Figure 5-1: CanonG9 image with enlarged eye captured at (a) 4000 x 3000 pixels and (b) 1600 x 1200
pixels

Figure 5-2: Logitech QuickCam Pro 5000 (a) and 9000 (b) images

The full camera pre-assessment report, which describes testing for these factors as well as tests to
measure the cameras’ geometric accuracy, spatial uniformity, depth of field, tonal response, color
accuracy, and spatial resolution, is available as Attachment 2 to this report.

5.2 Phase |

During the first phase of the FIQIFRS testing, still images and video of a small volunteer
population were captured with the six cameras listed in Table 4-1 in a simulated POE
environment under six distinct lighting conditions (ideal, ambient, dim, side lighting, back
lighting, and overhead lighting) using a custom-developed interface. Testing was conducted as
explained in Section 4.2.
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5.2.1 Image Collection

Each “event” (i.e., combination of subject, camera, and lighting scenario) consisted of 10 seconds
of video (at a minimum of five frames per second) or multiple still images (for the digital still
camera). A total of approximately 30,000 images were captured during Phase I, examples of
which are shown in Table 5-2 for each camera and scenario.

In addition to these simulated POE images, an ISO-compliant reference, or control, image of each
subject was captured in an ideal environment to be used as the mate against which the test images
were matched with FR (see example reference images in Figure 5-3).

There were 13 participants; nine (9) males and four (4) females. Of the participants, nine (70%)
were Caucasian, two (15%) were African American, and two (15%) were Asian. The self
reported height ranged from 63 inches (160 cm) to 76 inches (193 cm).

5.2.2 Automated Quality Assessment

The images captured during Phase I testing were analyzed offline with automated face image QA
products. The performance of the products’ individual quality metrics (e.g., pose angle, eyes
open) were determined by manual inspection and histogram analysis. Those metrics that were
deemed to correctly predict standards compliance and correlate with human perception were
selected and thresholds for the metrics were established (by visual inspection) for incorporation
into the Phase II FIQIFRS quality-in-the-loop application. This set of metrics and thresholds
served as the criteria for automatically selecting a compliant image from an image capture
sequence in Phase II.

5.2.2.1 Comparison of Commercial Quality Assessment Products

As noted in Section 4.2, three COTS QA software products were considered for evaluation in this
test phase. The metrics, range of values, and vendor-recommended thresholds provided by each
vendor were compared. Unfortunately, it is difficult to compare the accuracy of these products
due to the lack of standardization, as each product measures different quality factors over
different value ranges. Published metrics and factors for face images with respect to compliance
with the ANSI INCITS 385-2004 or FACESTD standards are needed.

Table 5-3 contains a checklist indicating the presence of the WG’s desired metrics, which were
selected from the list in Section 4.2. It should be noted that metrics pertaining to illumination and
background were not employed, because neither the lighting nor the background in the POE
environment could be changed.
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Figure 5-3: Reference images

Table 5-3: Presence of desired metrics in commercial image QA products

Desired Metric Vendor A Vendor B Vendor C

Dynamic Range in Face v v

Eyes Closed/Obstructed v v
Color balance v v
Focus v v v
Rotation (yaw) 2 v v

Tilt (roll) v v v
Confidence in Face v v
Brightness/Contrast v v v
Overall Quality v

5.2.2.2 Performance of Commercial Image Quality Assessment Products

The SDKSs from Vendor A and Vendor C were executed on the images collected during Phase |
testing. Note that the aim of the project was to test and evaluate the concept of quality-in-the-
loop using representative cameras and image QA software; it was not a thorough examination of
all available cameras or image QA products. The two image QA SDKs used during testing were
selected as representative products that measured the desired metrics.

One means for assessing the performance of quality metrics is to examine the distribution of the
values they return. For most metrics that provide continuous values, a histogram of the values
output for representative images should exhibit a smooth Gaussian-like distribution. Such a
distribution would enable a fine-tuned selection of quality cutoff thresholds. Ideally, there would
be a fairly clear separation between the values measured for low-quality and high-quality images.

12 Not output in degrees.
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5.2.2.3 Failure to Enroll

Failure to enroll (FTE), in this context, is defined as a case where the QA software could not find
eyes and thus, did not evaluate quality metrics for an image. The percentages of images that
Vendor C and Vendor A failed to enroll are shown in Figure 5-4 and Figure 5-5.

Vendor A enrolled more images overall (85%) than did Vendor C (72.3%). Back lighting caused
the highest FTE rates for both Vendors, with the Canon and wide dynamic range being less
sensitive to back lighting than the other cameras. Dim lighting (natural light from windows, with
fluorescent lights turned off) had the lowest FTE rates with both Vendor C and Vendor A,
perhaps due to the absence of artificial lights. Unexpectedly, side lighting did not adversely
impact Vendor C’s enrollment rates, and overhead lighting improved enrollment rates over
ambient lighting. With Vendor A, the Logitech webcams experienced the highest FTE rates
(especially the Orbit), while the Canon had the lowest FTE rates.

Vendor C Failure-to-Enroll Rates
mAIll cameras

100 -
m Canon

m Logitech 9000
O Logitech Orbit

W Logitech 5000

o Sony

E Wide Dynamic Range

Al Ambient Side-lit Back-lit Dim Overhead
scenarios

Figure 5-4: Vendor C failure-to-enroll rates

Vendor A Failure-to-Enroll Rates
100 - M
mAIll cameras

90

80 mCanon

70 - W Logitech 9000

60 M OLogitech Orbit
X 50 + H Logitech 5000

40 4 OSony

30 1 mWide Dynamic Range

20 -

10 -

0 |
All Ambient Side-lit Back-lit Dim Overhead
scenarios

Figure 5-5: Vendor A failure-to-enroll rates
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5.2.3 Conclusions and Down-select

The results of QA analysis (including FTE rates) and usability issues determined which cameras
were down-selected for use in Phase II testing. During Phase I testing, volunteers who were 72
inches or taller had to crouch down to fit within the field of view for the wide dynamic range and
Sony; the tallest participant (76 inches) also had to crouch to fit within the Logitech QuickCam
Pro 5000’s field of view. The chin of the 63-inch-tall participant was cropped in the wide
dynamic range’s field of view.

The Logitech QuickCam Orbit AF was eliminated due to its high FTE rates and focusing
problems that were observed during testing. The Logitech QuickCam Pro 5000 was a
discontinued model; it was only used for baseline comparisons because it was deployed at POE:s.
The wide dynamic range was eliminated due to its low resolution, small field of view, and
manual focus. The Sony was eliminated due to the inability to take advantage of its PTZ
functionality in addition to its low capture resolution. Therefore, the WG down-selected the
cameras to the Canon G9 and Logitech QuickCam Pro 9000 for the next test phase.

As noted earlier, a single vendor’s image QA product was selected for integration with the
Canon and Logitech webcams.

5.2.4 Analysis of Phase | Image Quality Scores

Vendor A’s QA values on the Phase I test set were analyzed to devise a quality test for use in
Phase II testing.

5.2.4.1 Visual Determination

A web-based visualization software tool was created for viewing Phase I images, sortable by
meta-data in ascending or descending order. The following metrics were selected to use during
Phase II for quality-in-the-loop and thresholded based on visual assessment using the
visualization tool: eyes open, eye gaze frontal, eyes tinted, pose angle roll, deviation from frontal
pose, sharpness, mouth closed, eye height, and eye distance.

If an image scored below the threshold for any of the metrics, it failed the quality test. The
objective of the quality test was to pass standards-compliant images, such as the one shown in
Figure 5-6a, and to fail images with visible quality defects (e.g., out of focus, head tilting down),
such as the one shown in Figure 5-6b.
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Figure 5-6: a) Compliant image that passes quality test; b) Non-compliant image that fails quality
test

5.2.4.2 Image Quality as a Predictor of FR Performance

The FR scores of the Logitech 9000 and Canon test images compared to the reference images
were used to augment the threshold analysis of the image QA software. A correlation analysis
was conducted to determine which of the metrics (if any) predict FR score. The correlation'
between quality metric values and image-pair FR scores is a measure of the predictability of the
quality metric for the FR score and can be calculated from analyses of sample measurements.

Multivariate linear regression was used to predict the software product’s overall quality metric.
Using correlation analysis, it was determined that the overall quality metric reported by the
software did not adequately predict FR performance. As a result, the individual quality metrics
were analyzed to determine if a subset would better predict FR performance.

A factor analysis was used to select a subset of the metrics, which were then used to develop a
regression model for predicting FR performance. This model was refined to improve its
performance for each lighting scenario. Finally, the overall and per lighting scenario models
were evaluated. The main results are summarized as follows:

1. Figure 5-7 demonstrates that there was a statistically significant difference (p<0.0001) in

FR performance between the two tested cameras across all lighting scenarios. FR scores
were higher for the Canon than for the Logitech 9000.

" Correlation is a measure of the degree of the relationship between two variables. Correlation coefficients may
range from negative 1 to positive 1. Values ranging from -0.1 to +0.1 are often referred to as trivial or no correlation
(i.e., knowing one variable does not assist in predicting the other variable). A positive correlation coefficient
indicates that the dependent variable increases as the independent variable increases. A negative correlation
indicates that the dependent variable decreases as the independent variable increases. Correlation coefficients above
0.5 or below -0.5 are usually considered to represent meaningful correlation. In part because the correlation
coefficient can be either negative or positive, the square of the coefficient — R? — is often reported instead.
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2. Figure 5-8 demonstrates that there was a statistically significant difference (p<0.0001) in
FR performance for each of the lighting scenarios, with dim (or natural light) performing
best, followed by overhead, ambient, sidelight, and backlight.

3. Figure 5-9 and Figure 5-10 show the FR performance of each camera across the five
lighting scenarios. Note that the Canon performed significantly (p<0.0001) different in
three of the five scenarios, while the Logitech performed significantly (p<0.0001)
different across all five scenarios.

4. Figure 5-11 shows the ability of the model for the Canon camera to predict FR
performance across all lighting scenarios, while Figure 5-12 shows that, for the ambient
lighting scenario, it is possible to predict FR with very high accuracy (rSq = 0.9).

hd

Figure 5-13 shows the significant result that using the Canon camera under the ambient
lighting scenario, it is possible to predict FR performance with a correlation of 0.9.
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Figure 5-7: FR scores by camera; demonstrates a statistically significant difference (p<0.0001) in
FR performance between the two tested cameras across lighting scenarios.
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Analysis of Variance
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Figure 5-10: Logitech 9000 FR scores by lighting scenario
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Figure 5-11: Predicting FR from quality metrics (Canon, all lighting scenarios); illustrates the
ability of linear model for Canon to predict FR performance across all lighting scenarios.
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Figure 5-12: Predicting FR from quality metrics (Canon, ambient); linear model predicts FR
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Figure 5-13: FR prediction model vs. quality metric (Canon, ambient)
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5.3 Phasell

During Phase II of FIQIFRS testing, facial images of 63 volunteers were captured with the
down-selected cameras (Logitech 9000 and Canon G9) in four simulated POE lighting scenarios
(ideal, ambient, dim, and side lighting). The FIQIFRS application was modified to incorporate
automated QA software in-the-loop to select standards-compliant images from video sequences.
In each test case (subject/camera/lighting scenario combination), each frame captured by the
camera was evaluated by the quality test described in Section 5.2.4.1 in real time. The process
terminated when four images passed the quality test or after a 30 second timeout. If no images
passed the quality test, the operator captured a manual snapshot, similar to current operations.

5.3.1 Image Collection

A total of 6,442 images were captured during Phase II, examples of which are shown in Table
5-4 for each camera and scenario. In addition to the simulated POE images, an ISO-compliant
reference, or control, image of each subject was captured in an ideal environment to be used as
the mate against which the test images are matched with FR (see example reference images in
Figure 5-3).

The participants consisted of 63 adults. There were 39 males and 24 females. Of the 63
participants, 47 (75%) were Caucasian, 6 (10%) were African American, 3 (5%) were Asian, and
7 (11%) were of other ethnicities. The self-reported height of the participants ranged from 60
inches (152 cm) to 75 inches (191 cm). The eye distances (in pixels) are shown in Table 5-5.

Table 5-4: Example images captured during Phase Il

Ambient Dim Side-lit

Logitech
QuickCam
Pro 9000

Canon G9
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Table 5-5: Eye distances

Camera Average Minimum Maximum
Canon G9 133.4 109.1 166.8
Logitech 9000 110 90.7 139.9

5.3.2 Acquisition Rates

The capture process should take as little time as possible to maintain current US-VISIT
throughput levels. While the capture process could occur concurrently with other tasks such as
fingerprinting, capturing a face image quickly has the additional benefit of reducing workload for
the operator and maintaining transparency to the visitor.

The acquisition rate refers to the fraction of participants for whom there is at least one
available image that passes the quality checks. Figure 5-14 shows the acquisition rates for
both cameras as a function of time. The timer started when the operator clicked on the capture
button and continued for up to 30 seconds. The Logitech camera was able to immediately capture
an image that passed the quality checks for between 25 and 40 percent of the participants,
depending on the lighting scenario. For the ambient and side-lit scenarios, the Logitech camera
was able to acquire a compliant image for 70% of the participants after 10 seconds had elapsed.
The acquisition rate was slightly higher for the dim scenario. Results were similar for the Canon
camera.

Figure 5-14 shows a diminishing return as time elapses. In general, the acquisition rate improved
most rapidly within the first 10 seconds of capturing and made only minor improvements beyond
10 seconds. For example, the acquisition rate improved by only 8% from 10 to 30 seconds for
the Logitech camera under ambient lighting conditions. This result is typical of the other
lighting scenarios and the Canon camera.

In addition, the participants were generally cooperative and followed operator instructions. This
would indicate that the failures to acquire are the result of the QA software failing to recognize
good-quality face images.
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Figure 5-14: Acquisition rates versus time for (a) the Logitech Camera and (b) the Canon camera.
In this context, the acquisition rate refers to the fraction of participants for whom there is at least
one available image that passes the quality checks.

5.3.3 Reliability of Automated Quality Assessment/False Accept

In an effort to measure the reliability of the quality test, 100% of the images that passed the
automatic quality test were visually inspected for compliance to FACESTD. Images were
evaluated with respect to: pose, eyes open, eyes tinted, roll, sharpness, mouth closed, and
expression. Lighting and background factors were not considered during this manual “ground-
truthing”, because the quality test did not assess these factors (since they are intrinsic to the POE
environment and cannot be changed). This human inspection determined that the overall
compliance rate of the quality test was 88.6%. The compliance rate of the images that the
operator selected among the up to four passing images for each case was higher (91.6%) than the
images that the operator did not select (87.4%), as graphed in Figure 5-15. Figure 5-16 shows
the percentages of images that passed the automatic quality test, but were deemed non-compliant
during human review based on the various factors.
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Figure 5-15: Compliance rate of automatically passing images and those selected by operator
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Figure 5-16: Percentage of automatically-selected images deemed non-compliant by human

The acquisition rates described in Section 5.3.2 were combined with the reliability measurements
to produce the Compliant Acquisition Rate, which is defined in this context as the fraction of
cases for which the quality test found at least one passable image, which was also deemed
compliant by a human, within 10 seconds. The Compliant Acquisition Rates are graphed in
Figure 5-17. The Logitech 9000 had a slightly higher Compliant Acquisition Rate (66.5%) than
did the Canon (61.3%). The side lighting scenario had the highest Compliant Acquisition Rates,
followed by dim, and then ambient.
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Compliant Acquisition Rate within 10 Sec.
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0.00%
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Figure 5-17: Percentage of cases where at least one frame passed the quality test (and was also
deemed compliant by a human) within 10 seconds

5.3.4 Failure to Acquire/False Rejection

Failure to acquire (FTA), in the context of the FIQIFRS project, is defined as a case
(camera/subject/lighting combination) where none of the frames passed the quality-in-the-loop
test, and hence, an image was not acquired. This error is different from Phase I’s FTE (Section
5.2.2.3), in which case the image QA software could not find a face in a previously captured
image. In Phase II’s FTA cases, the operator captured a manual snapshot, examples of which are
shown in Figure 5-18.

12/07/2009 FOR PUBLIC RELEASE 51



US-VISIT FIQIFRS Final Report

Figure 5-18: Example cases for which software could not find a passing image

The overall FTA rate was 16.7%. The percentages of FTA cases for each combination of camera
and lighting scenario are graphed in Figure 5-19. The graph shows that both cameras had very
similar FTA rates, and that ambient lighting had more FTAs than the other lighting scenarios,
perhaps due to the overhead fluorescent lights causing shadows on the face. Such shadows may
have been reduced in the side lighting scenario due to the light shone on the side of the face. The
lowest FTA rate occurred with the dim scenario, probably because it was not subject to artificial
light. 46.6% of the test subjects failed to be acquired in at least one case (camera/subject/lighting
combination), indicating that the failures were generally not subject dependent.
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Figure 5-19: FTA cases - where no images passed the quality test

However, the quality software did have difficulty recognizing good-quality face images for some
participants. These participants were generally cooperative and presented good-quality face
images to the QA software, yet none of the images passed the quality checks. In general, the
quality software reported that the participants were either not facing the camera (i.e. they failed
the pose test), their mouths were open, or they were not looking at the camera (i.e. they failed the
eye gaze test). In fact, the participants were often facing forward and staring directly at the
camera for a significant portion of the capture period.

5.3.5 FR Performance

Ideally, image quality should correlate both with human assessment and automated matching
performance. If images captured using quality-in-the-loop do represent better quality images,
they should produce lower error rates when matched. A FR algorithm was used to compare
samples acquired with quality-in-the-loop to the reference images collected for each subject. In
addition, the first image frame for each capture session was also saved (regardless of its quality)
and compared to the reference samples. This first frame image was captured immediately after
the capture button was pressed and is intended to represent the baseline scenario of capturing in
the traditional fashion (i.e. without employing QA).

Figure 5-20 shows Detection Error Trade-off (DET) curves for images captured using the
quality-in-the-loop method with a 30 second timeout and for the first frame images. In general,
the lower the curve in the figure, the better the matching performance. Both graphs show lower
error rates for the images captured using the quality-in-the-loop method. At a given false match
rate (FMR), the false non-match rate (FNMR) for the images captured using quality-in-the-loop
is at least half that of the first frame images. This is strong evidence that integrating QA into the
capture process can produce significantly improved face images.
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Figure 5-20: DET curves for images captured using quality-in-the-loop and for the first frame
images. (a) Logitech Camera. (b) Canon Camera

5.3.5.1 Performance at Different Timeouts

Since the benefit of integrating quality into the capture process appears to diminish the longer the
camera continues to capture images, it may be advantageous to terminate the capture process
prior to the full 30 second timeout. Figure 5-21 shows performance curves for simulations of
various timeout periods. If an image that passes the quality checks was not available for the
participant within the given time frame, the manually-captured image was used instead. If a
manually-captured image was not available, the first frame image was used as a reasonable
representation of a manual capture. The Logitech camera appears to benefit little for timeout
periods longer than 10 seconds. The Canon camera, on the other hand, continues to show
improvements for timeout periods beyond 10 seconds. This is likely due to the slower frame rate
of the Canon camera.
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Figure 5-21: Simulation of various timeout periods for (a) Logitech, and (b) Canon

5.3.5.2 User Selected Image

For each capture session, the operator was tasked with selecting the face image that appeared to
be the best from the ones that passed the quality checks. The software application would capture
images until up to four face images passed the quality test, or a 30 second timeout occurred.
Thus, the operator had up to four images from which to choose.

Figure 5-22 shows DET curves for the user-selected images and for the first image that passed
the quality checks for each capture session. The three lighting scenarios for each camera were
aggregated in order to produce a more robust curve. The figure shows that user selection did not
improve matching performance. This is corroborated by statements from the operators who
claimed that the images to choose from tended to all look the same. Furthermore, the results
seem to indicate that it may be feasible to terminate the capture process as soon as the first image
that passes the quality checks is acquired. The Officer would be given an opportunity to reject
an unacceptable image and initiate a recapture if necessary.

—— Using Operator-Selected Image
— —— Using First Conformant Image
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0.001
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(a) Logitech FiR
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Figure 5-22: Performance comparison of operator-selected image versus the first image that
passed all the quality checks
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5.3.6 Timing Results

Automated QA should be fast enough to process images at a rate close to the frame-rate of the
capture device, which is typically on the order of several frames per second. The Logitech
camera has the ability to capture two megapixel images at a maximum rate of five frames per
second using Logitech’s QuickCam driver. The Canon camera has a lower frame rate due to
limitations of the interface software. The Canon drivers require the camera to first store the
image on its on-board memory card before it cn be uploaded to the computer via a Universal
Serial Bus (USB) connection. The additional steps involved with the image transfer limited the
capture rate of the Canon camera to approximately one image every 2.5 seconds.

5.3.6.1 Eye Finding Time

The location of the participant’s eyes within the image had to be determined before automated
QA could be performed. The image QA software performs eye finding by first locating the face,
and then finding the eyes within the face. Face and eye finding together took an average of 0.08
seconds to perform for the Logitech camera and 0.09 seconds for the Canon camera. These times
remained relatively fixed and did not change appreciably for the different lighting scenarios or
for different participants.

Future implementations of the Phase II application could improve the speed of eye finding by
taking advantage of the fact that eye locations vary little from one frame to the next. Thus, once
the initial eye locations are determined, eye finding could be restricted to a narrow region within
the image based on where the eyes were located in the previous image frame.

5.3.6.2 Quality Assessment Time

Automated QA took an average of 0.16 seconds to perform per image for the Logitech camera,
and 0.16 seconds for the Canon camera. As with eye finding, this time remained relatively fixed
across lighting scenarios and for the different participants.

5.3.6.3 Operational Frame Rate

Eye finding and QA together took an average of approximately 0.25 seconds to complete. This
would suggest a potential frame rate of four per second, but operationally a lower frame rate was
observed. The limitations of the Canon interface software restricted its frame rate to about one
image every 2.5 seconds. For the Logitech camera, an average of 0.45 seconds elapsed between
successive frames, which corresponds to a frame rate of slightly more than two per second. This
lower frame rate is due to overhead from the software application and could be improved in
future implementations.

5.3.7 Phase Il Quality Metric Distributions Compared to Three Other Datasets

This section uses the QA software to compare Phase II images to other face datasets, including
operational POE images. Since each quality metric addresses a different aspect of face image
quality, each metric offers a different way to compare the datasets.

Phase II focused on those metrics that are likely to change during the duration of the capture
process. For example, a participant’s head pose and eye gaze are likely to change, but
environmental conditions such as lighting are expected to remain relatively unchanged. This
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section compares the datasets with respect to these metrics, as well as a few others that were
produced by the QA software.

The QA software was used to compare Phase Il images to the following datasets:

e POE: Operational POE images collected in 2007.

e Usability Study: Images collected for use in the NIST “Assessing Face Acquisition”
study (Section 7). The high-resolution images (1944 X 2592 pixels) were collected in a
mock POE environment, but with specific usability enhancements. The usability
enhancements were shown to improve quality over current operational images.

e Face Recognition Technology (FERET): Images from the well-known FERET"
database. The FERET images were captured in a controlled environment (e.g., by a
professional photographer using studio lights) and are of relatively good quality. For the
purposes of this comparison, they serve as the “gold standard” for image quality.

Each of the figures below compares the datasets with respect to a different quality metric. When
a dotted line is present, it represents the threshold used by the Phase II FIQIFRS application
during face image collection. In the figures, the Phase II images are separated by lighting
scenario and camera. Each of these distributions was generated using one image per subject,
which was either the user-selected image that passed the quality test, or the manual snapshot.
Not all Phase IT images meet the threshold requirements, because some of them had to be
captured manually.

The Phase II FIQIFRS application required a distance between the eyes of at least 90 pixels. As
shown in Figure 5-23, the POE images have a small eye distance because they were captured at a
lower resolution. The eye distances for the Logitech camera are slightly lower than for the Canon
camera because the Logitech camera uses a Wide-Angle-Zoom lens.
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I I I I T T T I
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Logitech Canon FOE STUDY FERET
Figure 5-23: Phase Il Eye Distances Compared to 3 Other Datasets
" www frvt.org/FERET/
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The Phase II application rejected face images that had a sharpness value below 0.013. Blur can
be caused by an out-of-focus camera, but it can also be caused by motion blur, due to either the
person moving or the camera shaking. It is often difficult for a camera to focus in a poorly lit
environment. As shown in the graph in Figure 5-24, about half of the POE images were below
the threshold for sharpness, which is consistent with visual assessment of the POE

images.
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Figure 5-24: Phase Il Sharpness Metric Compared to 3 Other Datasets

The neutral expression defined in FACESTD specifies mouth closed. The Phase II FIQIFRS
application only accepted faces when the mouth-closed value was at least 0.7. Graphed in Figure
5-25, the mean value for the POE images is above the threshold; however, there are many
outliers, possibly due to the travelers speaking while their photos were being taken.
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Figure 5-25: Phase Il Mouth Open Metric Compared to 3 Other Datasets

While higher deviation from frontal pose values generally indicate greater pose deviation, this
metric is only intended to be used as a boolean test of compliance to FACESTD. The Phase I1
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application rejected images with a deviation from frontal pose value greater than zero, which
seemed to allow roughly seven degrees of pose deviation in either the yaw or pitch directions.
Figure 5-26 shows that POE images failed the pose test most often.
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Figure 5-26: Phase Il Deviation from Frontal Pose Metric Compared to 3 Other Datasets

Low eye gaze values indicate that the person is not looking at the camera. Figure 5-27 shows
that eye gaze is fairly uniform across the datasets.
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Figure 5-27: Phase Il Eye Gaze (Looking at Camera) Metric Compared to 3 Other Datasets

The eyes open metric indicates the clarity and openness of the eye. Figure 5-28 shows that the
POE images had the highest standard deviation in eyes open values, indicating that the eye was
obstructed in many of the POE images.
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Figure 5-28: Phase Il Eyes Open Metric Compared to 3 Other Datasets

Head roll occurs when the head in the image is tilted toward the shoulders. The roll can be
computed from the eye coordinates and can be corrected post-capture. A value of zero
corresponds to an unrotated head. As shown in Figure 5-29, the POE images displayed the
largest variation in roll values, with many outliers not within the thresholded region. The reason
that there are some Phase II outliers above the upper threshold is that the WG mistakenly
neglected to impose the upper threshold as a result of lack of information in the vendor
documentation. It was determined after analysis of the results that an upper and lower threshold
must be imposed.
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Figure 5-29: Phase Il Head Roll Metric Compared to 3 Other Datasets

Exposure refers to the degree of illumination of the face. Ideal values were not provided in the
vendor’s documentation. The aperture and shutter speed on the Canon were fixed for each
lighting scenario while the Logitech 9000 camera was in auto-exposure mode, which allowed the
camera to adjust the exposure amount to the scene. Again, the POE images displayed the highest
variation in exposure values (Figure 5-30).
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Figure 5-30: Phase Il Brightness Exposure Metric Compared to 3 Other Datasets

Higher values for the deviation from uniform lighting metric indicate non-uniformity of lighting
across the face. The quality software estimated that the Phase II images captured under dim
lighting conditions had less uniformity than the ones captured under ambient lighting conditions
(Figure 5-31), which is somewhat surprising, since the ambient lighting scenario consisted of
overhead fluorescent lights which cast shadows on the face. The auto-exposure functionality of
the Logitech camera appears to partially mitigate the disparity in lighting across the three
scenarios. Fixed aperture and shutter settings were used on the Canon in lieu of the Canon’s
auto-exposure mode. POE images appear to have relatively uniform lighting, although there are
several outliers. The mean value for the POE images is very close to that of the Phase Il ambient
scenario, which may indicate that the ambient scenario was a good model of an actual POE.
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Figure 5-31: Phase Il Uniform Lighting Metric Compared to 3 Other Datasets
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6 Conclusions

6.1 Camera Pre-assessment

Representative cameras from six categories were evaluated for suitability for face capture in US-
VISIT POEs. A desirable camera would be mountable on a universal mount, compact, and easy
to use (e.g., auto-focus and auto-exposure), and would have high capture dimensions, fine spatial
resolution, little noise, low compression, accurate color fidelity, and good light sensitivity and
spatial uniformity. The characteristics of the tested cameras are summarized in Appendix A:.
The images output from the cameras were evaluated with respect to certain metrics, and the
measurements are reported in Appendix B:. Example images and the full conclusions of the
camera pre-assessment are contained in Attachment 2 [12] to this Report.

Following is an overview of conclusions from the camera pre-assessment:

e The Canon G9 image was visually superior to the images from other cameras in its color
and fine detail, even at its medium capture dimensions.

e The newer Logitech models tested were superior to the webcam currently in use at the
POEs (Logitech QuickCam Pro 5000) in resolution, focus, and color fidelity.

e The Logitech webcams were difficult to mount as procured. A custom mount would be
necessary for use in the POE environment.

e The Logitech webcams have fixed compression levels and do not permit manual white
balancing.

e Logitech QuickCam Pro 9000 and Orbit AF had similar output results.

e Logitech QuickCam Pro 5000, Sony EVID70, and wide dynamic range camera produced
images with insufficient eye distances.

e While the smallest cameras in the study were the Logitech webcams, all of the cameras
were a reasonable size for the POE environment.

e Field of view - when operated in portrait mode, the Logitech QuickCam Pro 9000 and
Canon (9 had the largest fields of view, followed by the Orbit AF in landscape mode.

e Geometric accuracy - all of the cameras exhibited less than one percent of distortion,
which is probably negligible for FR.

e Spatial uniformity - for the most part, the spatial uniformity results followed a trend - the
larger the field of view of the camera, the less uniform was the intensity. This reduction
in spatial uniformity is probably a fair trade-off for the significant benefit of having a
large field of view.

o Depth of field - the only tested camera that had adequate depth of field is the Canon G9
(at capture dimensions of 2592 x 1944 pixels and higher).

e Noise - the cameras with the highest (best) SNR were the Logitech webcams, and the
lowest (worst) SNR was from the Canon G9. The lower amount of noise in the webcam
images may be due to the inherently smaller number of pixels per patch and by the JPEG
compression, which reduces the variability in the patches.
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e Spatial resolution - all of the tested cameras exhibited overshooting in their edge profiles
and aliasing beyond the Nyquist frequency. The Canon G9 had superior spatial
resolution, as evidenced by its much higher Nyquist frequency and shorter 10-90% rise.

6.2 Phasel

The conclusions of Phase I were as follows:

e The Logitech Quickcam Orbit AF exhibited high FTE rates and focusing problems.

e The Canon G9 should be operated at a medium resolution (1600 x 1200) in burst mode
(where multiple still images are captured in a series).

e COTS QA products differ widely due to the lack of standardization, as each product
measures different quality factors over different value ranges.

e Using correlation analysis, it was determined that the overall quality metric reported by
the image QA software did not adequately predict FR performance.

e A consistent set of image QA metrics that predicted FR score was not found using
regression analysis; therefore, quality metric thresholds were determined visually.

e FR scores were higher for the Canon than for the Logitech 9000.

e FR scores were highest under the dim lighting scenario, followed by overhead, ambient,
side light, and back light.

e Face images acquired in the back lit scenario were visually inferior to the other scenarios
and also resulted in the highest FTE rates with QA software.

e Unexpectedly, side lighting did not adversely impact Vendor C’s image enrollment rates,
and overhead lighting improved enrollment rates over ambient lighting.

e As expected, images captured with the Logitech 5000 were visually inferior to those from
other cameras.

e Although they were not visually superior, the images under the dim lighting scenario had
the lowest FTE rates, perhaps due to the absence of artificial lights.

6.3 Phasell

The conclusion of Phase II was that image quality software can, in fact, be used to acquire a
standards-compliant face image of a subject that is suitable for both human and automated FR.

6.3.1 Speed of Quality Test

Face and eye finding together took an average of 0.08 seconds to perform for the Logitech
camera and 0.09 seconds for the Canon camera. Automated QA took an average of 0.16 seconds
to perform per image. Eye finding and QA together took an average of approximately 0.25
seconds per frame to complete. Future implementations could improve the speed of eye finding
by restricting the search region in subsequent frames after finding the eye locations in the first
frame.
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6.3.2 Reliability of Quality Test

The overall compliance rate'’ of the quality test was determined to be 88.6%. The compliance
rate of the images that the operator selected among the up to four passing images for each case
was higher (91.6%) than the images that the operator did not select (87.4%), although not by a
significant amount. In general, the acquisition rate'® improved most rapidly within the first 10
seconds of capturing and made only minor improvements beyond 10 seconds. The Logitech
9000 had a slightly higher Compliant Acquisition Rate'” (66.5%) than did the Canon (61.3%).
The side lighting scenario had the highest Compliant Acquisition Rates, followed by dim, and
then ambient.

6.3.3 Failure to Acquire

The overall FTA'® rate was 16.7%. Both cameras (Canon and Logitech 9000) had very similar
FTA rates, and ambient lighting had more FTAs than the other lighting scenarios. 46.6% of the
test subjects failed to be acquired in at least one case (camera/subject/lighting combination).
FTAs are believed to be the result of the QA software failing to recognize good-quality face
images and to the vendor’s lack of algorithm training with dark-skinned individuals.

6.3.4 Face Recognition

At a given FMR, the FNMR for the images captured using quality-in-the-loop is at least half that
of the first frame images. FR performance proved that user selection of one of four images that
passed the quality test did not improve matching performance. The Logitech camera appears to
benefit little for timeout periods longer than ten (10) seconds. The Canon camera, on the other
hand, continues to show improvements for timeout periods beyond ten (10) seconds.

6.3.5 Comparison of Quality of Test Images with POE Images

The same QA product was executed on the test images and operational POE images circa 2007.
In the case of most quality metrics, the mean values for the POE images were above the
thresholds; however, the POE images showed a higher standard deviation and variance around
the mean, indicating that many POE images would not have passed the quality test, especially in
the eyes open, deviation from frontal pose, and sharpness metrics. Almost none of the POE
images had the recommended eye distance of 90 pixels.

6.4 Recommendations

Recommendations are listed in Table ES-2 of the Executive Summary, and are not repeated here

'* Fraction of images that passed the automatic quality test that was deemed compliant by a human.

' Fraction of participants for which there is at least one available image that passes the quality checks.

' Fraction of cases for which the quality test found at least one passable image, which was also deemed compliant
by a human, within 10 seconds.

' Failure to acquire (FTA), in this context, is defined as a case (camera/subject/lighting combination) where none of
the frames passed the quality test.
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7 NIST Interagency Report 7540, Assessing Face
Acquisition

In addition to NIST’s participation as biometric technical experts for this project, NIST
performed usability and human factors research to improve facial image capture. The research
was based on observations from visiting Dulles Airport and testing of an image overlay with
camera operators and paid volunteer subjects. Although it was not part of the FIQIFRS testing,
some of the recommendations and findings have been included in the recommendations
contained in this report. The following is excerpted from the Report’s Executive Summary .

US-VISIT requested that the biometrics usability team at NIST examine the current US-VISIT
face image collection process to identify any usability and human factors that may improve the
existing face image capture process. As such this study did not address other technologies or
technology solutions. This report presents the results of a study that examined five usability
and human factors enhancements to the current US-VISIT collection process:

1. The camera should resemble a traditional camera;

2. The camera should click when the picture is taken to provide feedback to the traveler
that the picture is being taken,

3. The camera should be used in portrait mode,

4. The operator should be facing the traveler and the monitor while positioning the
camera; and,

5. Provide some marking on the floor (such as footprints) to indicate to the traveler
where to stand for the photograph.

The study was conducted as follows: first we visited and observed a representative operational
setting (Dulles Airport) in order to understand the primary users and the context of use. Based
on these observations we identified the 5 usability and human factors enhancements
enumerated above that may improve the face image capture process. A usability study was
designed that mimicked the operational process but incorporated the 5 enhancements and face
images were collected from 300 participants. A visual inspection evaluation methodology
based on an image overlay was used to quantify the various characteristics of face imagery
based on the face image standards. Results from the visual inspection process compared
favorably with preliminary automated face image quality metrics under development.

The FIQIFRS project team has the following comments on the recommended usability and
human factors enhancements:

1. "Camera should resemble a traditional camera". This recommendation, while ideal, is
considered less important than the other factors identified in the main recommendations
of this report.

2. "The camera should click". This recommendation, while ideal, is appropriate for single
frame capture scenarios. This contrasts with the multiple frame capture paradigm
advanced in the main body of the report.

3. "The camera should operate in portrait mode". This recommendation appears in the main
body.

' The complete report is at http:/zing ncsl.nist.gov/biousa/docs/face IR-7540.pdf
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4. "The operator should be facing the traveler". This recommendation corrects situations in
which the operator had been required to lean and turn to adjust the existing POE
gooseneck camera. With the recommendation to produce a fixed-mount camera, this
recommendation is met.

5. "Provide a marking on the floor". This recommendation has been made in the main body
of the report.
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8 Acronyms and Abbreviations

ANSI
BVA

CBP
COTS
DET

DHS

DOS
EBTS
EXIF
FACESTD

FERET
FIQIFRS
FMR
FNMNR
FR
FTA
FTE
GFE
GUI
TAA
ICAO
IEC
INCITS
ISO
IXM
JPEG
MTF
NIST
POE
PTZ
QA
RGB
ROC
SBA
SDK
SFR
SMIA

American National Standards Institute

BioVisa

Customs and Border Protection
Commercial-Off-The-Shelf

Detection Error Trade-off

Department of Homeland Security

Department of State

Electronic Biometric Transmission Specification
Exchangeable image file format

ISO/IEC 19794-5:2005, Information Technology — Biometric data
interchange formats — Part 5: Face image data

Face Recognition Technology

Facial Image Quality Improvement and Face Recognition Study
False Match Rate

False Non-Match Rate

Face Recognition

Failure to Acquire

Failure to Enroll

Government Furnished Equipment

Graphical User Interface

InterAgency Agreement

International Civil Aviation Organization
International Electrotechnical Commission
InterNational Committee for Information Technology Standards
International Organization for Standardization
IDENT eXchange Messages

Joint Photographic Experts Group

Modulation Transfer Function

National Institute of Standards and Technology
Port of Entry

Pan-Tilt-Zoom

Quality Assessment

Red-Green—Blue

Receiver Operating Characteristic

Smart Border Alliance

Software Development Kit

Spatial Frequency Response

Standard Mobile Imaging Architecture
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SNR Signal-to-Noise Ratio
UDM US-VISIT Delivery Methodology
USB Universal Serial Bus
USG United States Government
US-VISIT United States Visitor and Immigrant Status Indicator Technology
WG Working Group
XML eXtensible Markup Language
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FIQIFRS Attachment 1: Baseline Quality of US-VISIT POE Facial Images

Summary

February 6, 2009

This document is intended to be a complete summarization of the properties of US VIST POE images collected
between 2004 and the present. This document serves as a basis against which the performance of potential and
future US-VISIT facial image capture systems can be gauged.

As a baseline, performance is established in terms of the measured quality of the captured images. The analyses
herein are based on IDENT images collected between 2003 and 2007. These images are of poor quality and will
offer high verification or identification error rates. Newer images (collected in 2006 and 2007) do not appear to
offer any improvement over older images (2004) despite minor changes in the capture protocol. The current
images should not ordinarily be used in automated facial recognition processes.

This document may be revised. Particularly supplemental analyses may be conducted on the extant corpus of
POE images in response to ongoing investigation of the new cameras tested in this project.

Version History

February 6, 2009
Incorporated results for new 2007 POE images.

April 29, 2008
Added material summarizing quality across 20 POEs.

April 14,2008
Added yaw and quality metric sections.

Added matching results for manual labeled strata

Mar 9, 2008
Version 0.1 text including 2004 assessment and latest VisPRO results

Added criteria for manual inspection, and results.

Feb 26, 2008
Boxplots for VisPRO on five datasets

Feb 15,2008
Info on first VisPRO runs
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1 Overview

In 2003, DHS deployed face cameras in primary and secondary inspection processes for U.S. Ports of Entry. These are
being used to collect a facial image of visitors to the United States. As such the images constitute a second biometric
modality supplementing two fingerprints as the biometric data submitted to the IDENT system. While the current
images are not suitable for automated facial recognition, and cannot usefully augment the fingerprints for US-VISIT
identity management purposes, they do have some utility for manual resolution of exceptional events.

Future facial capture processes promise to yield face images capable of supporting automated multimodal biometric
operations.

2 Scope

A sample of the POE images was provided to NIST in 2004 and again in 2008. These images form the sole basis for the
analyses of this report which is intended to establish a baseline for facial image quality as it exists in POEs in the period
2003-2008 against which future improvements to cameras and acquisition procedures can be gauged. The
mechanisms for doing this are

manual categorization of images

application of an automated face quality assessment implementation

The following assumptions are made

There has been no systematic change in the collection procedures since the sample used here (mid 2007) was
collected.

3 Prior work

NIST first examined the US-VISIT face images in April 2004 and delivered an analysis of the properties of the POE
images to US-VISIT [1]. The report noted:

Images were sized at 240x240 pixels (i.e. 0.06 megapixels)
Images were compressed at 15.7 to 1 to a file size of 11KB.

Subjects were imaged with a mean inter-eye distance of 49 pixels, with 95% of them below 74 pixels (machine
determined over 1.52 million images)

A commercial face recognition engine failed to find the eyes in 10.6% of images.
The engine found two faces in about 0.05% of cases

A cursory manual inspection of a few thousand images showed that the subject was frontal to the camera in only
about 5% of images, and only about 30% of subjects were within 10 degrees of frontal.

About 5% have some part of the face cropped (out of picture)
About 1% have blur (usually motion artifacts)
The report recommended against use of automated face recognition with the POE images. This reflected geometric

problems (in order: pose, size, cropping, fish-eye effects) and photometric problems (in order: compression, cluttered
backgrounds, saturation). These findings were later aired publicly [2].
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4 Manual Quality Assessment

4.1 Overview

In early 2008, NIST conducted a more systematic survey of the 2004 POE images. This involved manual inspection of
20,000 images by two NIST staff. This involved application of a graphical image categorization tool to label images
presenting certain defects.

Inspecting the images manually is reliable in the sense that a human observer is capable of identifying a particular
problem even in presence of other problems, and can distinguish between failure modes. For example, if the facial
region is saturated and also cropped at the left eye, an automated quality assessment tool is likely to not find the face
at all and report nothing.

A drawback of the approach is that it is subjective. Thus, when categorizing saturation, there is an inherent judgment
to be made in distinguishing a bright image from a saturated one.

The manual inspection focused on three specific defects that are known to exist in the set of POE images: cropped
faces, over-exposed faces, and non-frontal head poses. Together these defects strongly degrade the ability of
contemporary face recognition engines to identify or verify the subjects appearing in the images.

The following subsections describe the criteria for each of the defects and present results of the manual inspection.

4.2 Cropping

Images were manually inspected for cropped faces. Each image was labeled as either cropped, or un-cropped. An
image is considered cropped if any part of the face, from chin to mid-forehead, or from ear to ear, is not present in the
image. The determination was made regardless of whether other problems were present, such as a non-frontal head
pose or poor lighting.

The manual inspection identified 1,775 cropped faces (11.1% of the total set of images). Cropped faces always
occurred for one of three reasons:

The camera was not pointing at the subject, and part of the face was outside of the camera’s field of view.

The subject was standing too close, and the camera’s field of view was not wide enough to capture the entire face
at once. The camera operator typically compensated by positioning the camera such that the chin was clipped off
the bottom of the image. Small distances between the subject and the camera also cause lens distortion (i.e. the
fish-eye effect).

In rare cases, the subject’s face was partially obscured by an object in the foreground, such as a suitcase or the
back of a baby’s head.

4.2.1 Effect on automated matching

The effect that cropped images have on matching performance was evaluated using an archived commercial matcher
(produced circa 2005). The facial template generator was unable to find a face in 989 of the 1,775 cropped images.
This type of error, known as a failure to enroll, notionally causes the generation of a blank template that always gives
a low score when matched.

Figure 1 plots verification performance for

the entire set of POE images matched against BVA images

the subset of images that were identified as un-cropped.
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The improvement in performance is small suggesting that cropping is not a significant contributor to the large
observed error rates’. In addition the improvement manifests itself more at higher false match rates (above 0.01).
This indicates that cropping inhibits the initial ability to find the face in the image.

=
_

1 — Al lmages
4 — Uncropped Images

THR

[ [ [ [ [
0.o0om 0.0010 n.010o n.ooo 1.0000

FMR

Figure 1 - Effect of manually encoding cropping on matching performance

4.3 Intensity Saturation

Images were manually inspected for faces that were over-exposed to light at the time of capture. These faces contain
excessively bright areas, sometimes referred to as hotspots. The pixels within a hotspot, expressed as RGB triplets,
will have maximum intensities for all three of the colors (R = G = B = 255, if 255 is the maximum color). An image is
labeled as saturated if hotspots are clearly visible in any region of the subject’s face, from chin to eyebrows, or from
ear to ear. Note this excludes certain parts of the face, such as the left or right flank of the nose and the forehead.
Hotspots were so prevalent in these parts that not excluding them would have led to nearly every POE image being
labeled as saturated. If a face was over-exposed to light, but not to the point of saturation, it was not labeled as
saturated.

The manual inspection identified 3,673 saturated images (18.4% of the total set of images).

4.3.1 Effect on automated matching

Figure 2 shows ROCs for the images labeled saturated and not. The result, that there is essentially no difference, is
perhaps a surprising result in that fully saturated pixels (i.e. regions at value 255) do not appear to undermine the face
recognition process beyond the other defects present in the images (pose, resolution etc). Nevertheless, saturation
may remain problematic once other problems are remedied.

This negative result is also included here so that such analyses should not be repeated without a specific motivation.

" The error rate TMR = 0.55 at FMR = 0.01 is very much inferior to passport-against-passport matching, or to high-
resolution-still to high resolution still matching, for which the error rates can exceed TMR = 0.95 at FMR = 0.01.
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Figure 2 - Effect of manually labeling saturation on matching performance

4.4 Head Pose

Images were manually inspected for non-frontal head poses. The images were assigned one of the following
categories:

Code |Description Fraction (estimated over 10000 images)

FR Fully frontal, or very close (pitch and yaw are within roughly 5 | 48.87%
degrees)

PF Partially Frontal. Not fully frontal, but not catastrophically off [49.51%
(maybe 5-15 degrees of yaw or pitch)

NF Non-frontal. Off by a lot. 1.62%

Table 1 - POE image non-frontal pose categorizations

For each image, its category is assigned by visual inspection by a NIST staff member. This process is clearly not
guantitative and any given image might be adjudicated differently by a different judge. Note that head pose is not the
same as gaze direction, as a subject can be looking at the camera but still not be fully frontal. This circumstance may
arise from an instruction (implied or explicit) from the officer to the traveler to "look at the camera" but for which the
response is to adjust only the gaze. This might be due to synchronization also. The ideal response for face recognition
should be to orient the head toward the camera.

4.4.1 Effect on automated matching

Figure 3 is included to support the assertion that face recognition will remain difficult in POE primary inspections
without improved control of the head pose in relation to the camera. Note however that even for fully frontal images,
the recognition process is poor (FMR = 0.01, TMR = 0.6). This is a consequence of poor resolution and illumination,
non-ideal compression and of image quality inadequacies in the accompanying BioVisa images (BVA) collected by DOS.
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Figure 3 - Effect of manually labeling aberrant poses on matching performance

5 Automated Quality Assessment

5.1 Approach

This section documents the application of a commercial image quality analysis tool to five image databases. This
allows new images collected from candidate next generation US-VISIT cameras to be compared subject to the same
analyses and compared with the quality statistics reported here.

5.2  The VisPRO Image Quality Analysis Tool

The VisPro SDK does not produce an overall quality value per sample. Rather, it rates the suitability of an image for
automated matching using a series of quality metrics. Each metric focuses on a particular feature of the image that is
known to affect matching performance. Dividing the quality analysis in this way allows one to identify specific
weaknesses in an image. Most of the metrics rate the face image with a score on the range from 1 to 100, with 100
being the best quality. Note this method of scoring can be counter-intuitive in some cases. For example, one metric
focuses on the amount of shadow that is present on the face. Initially, one might assume a higher score implies more
shadow, but since less shadow is preferable, a face with fewer shadows will receive a higher score.

The VisPro SDK computes the following quality metrics:

Brightness: Measures the brightness of the face in the image. Low values indicate the face is dimly light, while
very high values indicate the face is over-exposed to light. A middle range of values is ideal - code from the
vendor flagged values between 30 and 80 as acceptable.

Eye Distance: Computes the pixel distance between the eye coordinates. Generally, a greater eye distance is
preferred, since FRVT 2006 [3] demonstrated that automated face matchers perform better on higher resolution
images.

Eye Shadow: Measures how much shadows in the eye sockets are a problem for the current image. Higher values
indicate eye shadows are less of a problem. Eye shadows can be caused by lighting originating from above.

Face Shadow: Measures how much face shadows are a problem for the current image. Higher values indicate
face shadows are less of a problem. Face shadows occur if lighting is greater on just one side of the face.
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Eye Detection: Describes how confident the VisPro SDK is that the eyes were correctly located. Higher
confidences are expected for better quality face images.

Sharpness: Measures the sharpness of the face in the image. A high score indicates the image is sharp and in-
focus. Blurry faces can be caused by an out-of-focus camera, or from motion blur.

Contrast: Measures the color contrast of the face. Low values indicate poor contrast. Images with low contrast

can appear gray or “foggy”. Too much contrast can also be bad. Values between 50 and 90 are considered

acceptable.

Color Balance: Determines if there is a red or blue color bias in the image. A score is output for both colors. A

score of zero indicates no bias, while a positive score indicates a bias for that color. Some cameras, such as the
Logitech 4000 and 5000 series, white balance on the brightest object in the scene. If the color white is not
prominent in the scene, the color balance may be biased.

Background Brightness: Provides a measurement of the brightness of the background. Darker backgrounds

without directly visible light sources are preferred. For this reason, brighter backgrounds receive lower values.

Background Consistency: Measures the consistency of the background in the image. Plain backgrounds will
receive high scores, while “busy” backgrounds will receive low scores. Consistent backgrounds are preferred.

Background Shadow: Examines the image for visible background shadows. Ideally, no shadows will be present,
and the score will be high.

Roll: Measures the roll angle of the face. Deviations in the roll angle can be corrected post-capture, but they can
make automated eye finding more difficult.

Yaw: Measures the yaw angle of the face (i.e. left/right movement). Faces looking left receive positive values.

5.3 Image Databases

Five existing databases were used for the initial evaluation. POE images were separated to determine the effect (if
any) of recent changes in the capture protocol. The other databases are included to elucidate the natural variation of

the various properties.

The following subsections describe the five databases that were used with the VisPRO tool. Table 2 provides an
overview, including the important eye detection rate statistics. Typically, the automated eye finder fails to find the
eyes if the person’s face is not clearly visible (e.g. it is occluded, non-frontal, or cropped off the image).

Image set Source Subset or Number of images / |Eyes Eyes Detection |Character
selection people Detection | Rate (%)
Count

POE DHS US- |Mates of BVA {10,000 / 10,000 9,414 94.1 Webcam, unconstrained environment

2004 VISIT often non-frontal, low resolution, poor

POE 2 DHSUS- |Random 3,000 / 3,000 2773 92.4 compression.

2006 & 2007 | VISIT

BVA DOS Random 10,000 / 10,000 9,944 99.4 Geometric properties are improved
over POE. Frontal pose. Photograph of
paper printed photograph. Low
resolution, poor compression.

FRVT DOS Random 20,000 / 10,000 19,985 99.8 Geometric properties are improved

Mexican NIV over POE. Extensively documented in

FRVT 2002/2006 [3]. Frontal, no
glasses, 70 pixels eye-to-eye. Medium-
poor compression.
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Image set Source Subset or Number of images / |Eyes Eyes Detection |Character
selection people Detection | Rate (%)
Count
FERET NIST Frontal FA and |1,986 /992 1,981 99.7 The best data set, both geometric and
Publicly |FB series photometric properties are better than
available POE. Lab research set. Frontal, some
lighting variation. Medium-good
quality. 120 pixels eye to eye.
Uncompressed.

Table 2 - Size and eye-detection rates for the five face databases

5.3.1 POE Databases

POE images were collected at United States ports of entry as part of the US-VISIT program. Of the five databases, the
two containing POE images might be characterized as the most problematic for face recognition. The eyes were not
found in 5.9% of the 2004 images and 7.6% of the 2006 & 2007 images, due in large part to cropped faces and
significant pose deviations. Figure 4 and Figure 5 graph the score distributions for each of the quality metrics for each
of the datasets. The graphs highlight many of the problems with the POE images. Some of the notable conclusions are:

Yaw has large variance. The first and third quantiles approximately line up with the £ 5 degree marks, indicating
that about half the faces have more than 5 degrees of yaw.

Eye distances are very small compared to the other databases. The median eye distance is only about 50 pixels.
FRVT 2006 [3] demonstrated that automated face matchers are more accurate when the eye distance is
significantly greater than this.

POE images score poorly for the Background Consistency metric. The background is very cluttered in most of the
images and frequently includes partially visible faces of other people waiting in line.

Background Brightness values are poorer for POE images. In addition to being cluttered, the background
frequently contains lights. Background lights cause the camera to automatically reduce its exposure time,
resulting in a dimly lit face. It can also cause the face in the foreground to appear hazy.

POE images score poorly for the Face Centering metric. This accurately reflects the fact that POE faces are
frequently un-centered, usually as a result of the camera operator not correctly pointing the camera at the
individual.

POE images score poorer for the Sharpness metric. Many of the images are blurry, possible due to the head or
camera moving at the time of capture.

In addition, metric distributions do not differ appreciably for the POE 2004 and POE 2006 & 2007 databases.

5.3.2 BVA Database

BVA images were collected at Consulates for persons applying for a U.S VISA. These images are somewhat controlled,
but still suffer from a variety of problems. The background is always plain, and the face is always centered in the
image, but facial expression and lighting still vary somewhat. The most significant problem is that the face texture
often appears granular and pixilated. This might occur if the images were heavily compressed.

Figure 4 reveals that BVA images differ from the other images in the following ways:
Color Balance is poor for these images. The graph suggests that the images tend to have a red and blue color bias.

Variations in Yaw are extremely minute.

For most of the metrics, the BVA and Mexican Border Image databases produce very similar distributions, suggesting
that the two databases are comparable in terms of overall quality. Compared to the POE database, the BVA database
frequently produces a more favorable distribution. This is expected, since BVA images tend to be much better quality.
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5.3.3 Mexican Border Images

Mexican border images were provided from the U.S Department of State’s Mexican non-immigrant VISA archive [3].
The images are of good quality and were gathered in a consistent manner. The face is always fully frontal, well-
illuminated, and centered in the image. Furthermore, subjects are never wearing glasses. Figure 4—Figure 5 reveals no
significant problems with these images. The median eye distance is only about 75 pixels, which might limit the
usefulness of the images for automated matching.

5.3.4 FERET Database

The FERET database [4] consists of images collected in a controlled environment. They are generally regarded as good
quality, although there are a few characteristics of the images that might reduce matching accuracy. The facial
expression sometimes varies for multiple instances of a subject, and some of the subjects are wearing glasses.
Compared to the other databases, FERET images have a large eye distance.

Some notable conclusions for FERET images are:

The Eye Detection confidence is high despite the presence of glasses on some of the faces. Glasses may be less of
a problem when the eye distance is large.

Background Consistency is highest for FERET images. In truth, the background is fairly consistent for BVA, FRVT

and FERET images.

FERET images score well for the Eye Shadow and Face Shadow metrics, suggesting illumination is very uniform

across the face.

Brightness and Contrast are lowest for FERET images.

5.4 Results

The following figures give the distribution of the VisPRO quality metric variables for images from each of the five

indicated databases.

Background Brightness

100 -
80 —
B0 —
‘ ;
a0 :
| .

20

US-¥ISIT US-VISIT
04 06 & 07

Background Consistency

100

a0 -

B0

40

20

US-¥ISIT US-VISIT

04 06&07 FERET

Background Shadow

S—

100

p—

a0 —

1 -
. -

T T T T T
US-VISIT US-VISIT
04 06 & 07

B0 |

40

20

High variance = poor.

This result is not relevant in the POE
context because the images are
collected in POEs. The metric is intended
for passport or visa applications in which
background should be uniform.

Low values = poor.

This result is expected because the
FERET used a standard mugshot
background. Similarly, because the
visa images too are required to be
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Yaw is a serious impediment to
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5.5 Processing Time

Figure 5 - VisPro Quality metrics (continued)

The time to call each of the quality metric functions was recorded for 2004 POE images. The results are shown in
Figure 6 — Figure 7 Note the different vertical axis for the two figures. The VisPro SDK was run on a Dell PowerEdge
1950 with dual 3.0GHz processors and 4GB of memory. Most functions returned a value almost instantaneously (at
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about the timing resolution), indicating the actual computation of those values must have occurred previously, during
the eye finding. Computation of the Background Consistency and Background Shadow appear to be the exceptions.
Interestingly, it took significantly longer to compute these values for 2004 POE images, which tend to have much
“busier” backgrounds.
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Figure 6 - Processing time for each of the quality metrics for 2004 POE images.
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Figure 7 - Processing time for each of the quality metrics for BVA images.

The time it took to call the eye finding function was also recorded. Since it is highly probable that eye finding occurs
concurrently with computation of most of the quality metrics, we refer to this time as the image processing time.
Figure 8 shows the distribution of image processing times for each dataset. The times appear to correlate loosely with
image size. The pixel dimensions are 240x240 for POE images, 252x300 for BVA images, 252x300 for FRVT Mexican
images, and 512x768 for FERET images.
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Figure 8 - Processing time per image for each dataset.

5.6 Yaw Estimates

The accuracy of VisPro’s yaw measurements is evaluated by comparing the estimated yaw to the actual yaw for FERET
B-series images. The B-series images are intentionally captured at several predetermined yaw angles and were
originally used in FRVT 2000 to investigate the effect of pose angle on face recognition performance. Accurate pose
estimates are important not only for quality assessment, but also for performing pose correction. One method of
correcting the pose after capture is to fit a 3D morphological model to the face to generate a fully frontal view from
the off-angle face. Knowledge of the precise head pose can assist with the morphing process.

Table 3 outlines the properties of the FERET B-series sets. Some eye finding statistics are also provided. Each B-series
set was generated with the same 200 subjects, and all images of a subject were collected during the same session. The
B-series images were only included in the earlier grayscale release of the FERET Database. These images are similar to
the color FERET images, except they are grayscale and half the size (256x384). The images were collected by
instructing the subject to face straight ahead while the camera was positioned at different points to the subject’s left
or right. A less accurate method that is sometimes employed is to position the camera directly in front of the subject,
and have the subject look at different points on the wall. This could lead to unintended variations in the face pose,
since people do not always look where they are facing.

Set Yaw Angle (positive = subject faces | Number of images / people Eyes Detection Rate
left of camera)
BA 0 200/ 200 200 (100%)
BB +60 200/ 200 191 (95.5%)
BC +40 200/ 200 196 (98.0%)
BD +25 200/ 200 198 (99.0%)
BE +15 200/ 200 200 (100%)
BF -15 200/ 200 200 (100%)
BG -25 200/ 200 200 (100%)
BH -40 200/ 200 199 (99.5%)
Bl -60 200/ 200 198 (99.0%)

Table 3 - Overview of FERET B-series sets.
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Figure 9 shows the distribution of computed yaw angles for each set. It serves as a calibration in that it plots
estimates vs. ground truth. The median estimated yaw for sets BB through BJ is only about half the actual yaw,
indicating the VisPro SDK has a propensity to underestimate the angle by a factor of 2. NIST does not believe this is an
error in the FERET metadata, which has been very widely studied. Multiplying the computed yaw angle by a constant
could mitigate the problem, since the estimated yaw appears to have a direct linear relationship to the actual yaw.
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Figure 9 - VisPRO Yaw angle estimates for the FERET b-series image sets.

5.7 Image Quality at Different Ports of Entry

The 2004 set of POE images was accompanied by the port of entry identifiers for each image. This supports
comparison of image properties between border crossing sites. For the current analysis we selected the eighteen
busiest POEs which primarily are the busier terminals in the nation's largest airports. For each, we randomly sampled

3000 images and applied the VisPro SDK to quantify quality.

Figure 10 shows the resulting score distributions for six quality metrics by port of entry. Five of the metrics (Face
Shadow, Face Centering, Background Consistency, Background Brightness, and Face Brightness) were selected
because they measure what we regard to be the most significant quality problems with the images. In addition, eye
confidence was selected because it provides a general measure of the quality of an image (the eye confidence is
expected to be lower for poorer quality imagesz). We use this variable to establish an ordering of the POEs. That is,
from left to right the POEs appear in increasing order of the median eye confidence.

? Successful automated facial recognition is critically dependent on the accurate and consistent localization of
landmarks, primarily the eye centers.
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Figure 10 - Variation in eye detection confidence across POEs

5.7.1 Results

Figure 10 shows that eye finding is significantly easier in the images of some ports of entry (e.g. POE18) than for
others (e.g. POE1). This holds only to the extent that the variable reported, eye confidence, is a reliable indicator of
actual detection of the eyes. In any case, it gives a consistent ordering for the POEs indicated in the remaining plots.
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Figure 11 - Variation in face shadow measures across POEs

The trend of Figure 11 shows a positive correlation of reported face shadow with the eye detection confidence. This
would be expected since shadows inhibit accurate localization of the eyes. The best and worst POEs are the same as
for eye confidence. The variance of the distributions of the face shadow quantity is larger than for eye detection. This
may well be due to the fact that a small pose variation can produce shadows while not affecting eye detection.
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Background Brightness
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Figure 12 - Variation in background brightness measures across POEs

Figure 12 shows a more varied picture. While a trend is present, the low variance but wide variation means that the
background brightness measure is a characteristic of the POE itself. It is less correlated with eye detection confidence
because the ability to detect eyes is not related to the background brightness if the face itself is properly exposed.

Face Centering
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Figure 13 - Variation in the face centering measure across POEs

In comparison to the other variables, Figure 13 shows considerable consistency across POEs. The value in question,
face centering, should to be a property of the way CBP officers aim the cameras, and of how travelers respond to the

instruction. In addition, eye detection is largely independent of how well centered the faces are (as long as the face is
not cropped).
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Background Consistency
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Figure 14 - Variation in the background consistency measure across POEs

Figure 14 shows poor background consistency. This is entirely consistent with the unconstrained nature of POEs.
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Figure 15 - Variation in the yaw pose estimate across POEs

Finally Figure 15 shows that the yaw estimate is uniform across POEs. This is consistent with the known observation
that many images are non-frontal and that the effect is largely a result of the precise officer-traveler interaction and
synchronization. Interestingly there is a small negative bias toward the yaw angle. This would imply that subjects
have a tendency toward one side or another.
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6 Objectives for Next Generation Cameras

The next generation of face cameras in US-VISIT deployment should achieve superior performance. This can be
measured in terms of the metrics indicated in this report. In particular, for the VisPRO metrics:

The eye confidence values should improve;

The face shadow values should improve;

The face centering values should improve;

The background brightness might reasonably remain unchanged (absent architectural changes to POEs);
The background consistency might reasonably remain unchanged (again, absent renovation of the POEs);

The variance in yaw angle should decrease from that reported here.
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FIQIFRS Attachment 2: Camera Pre-Assessment

Attachment 2: Facial Image Quality Improvement and
Face Recognition Study—Camera Pre-Assessment

The US-VISIT Facial Image Quality Improvement and Face Recognition Study (FIQIFRS)
project included investigation of hardware and software approaches to facilitate acquiring
compliant images in as expeditious a manner as possible and with minimal Customs and Border
Protection (CBP) Officer involvement in positioning the camera and making image quality
determinations. The initial step for the project involved conducting a market survey to identify

available cameras and sensors from various categories for use in port of entry (POE)

environments. The working group (WGQG) identified desired features, determined product
categories, identified and surveyed commercial-off-the-shelf (COTS) products in each category
and reviewed their specifications, selected categories from which to draw products, and procured
representative products from those categories. The camera categories examined were: webcam,
digital still camera, digital camera in video mode, industrial video, pan-tilt-zoom (PTZ) video,
wide dynamic range video, and smart camera. The cameras depicted in Table 1 were selected and
evaluated with respect to ISO/IEC 19794-5:2005, Information Technology — Biometric data
interchange formats — Part 5: Face image data (FACESTD) compliance by imaging faces and
test targets (Figure 1) in an optimal environment and measuring their characteristics. This
document describes the methodology followed for the camera pre-assessment.

Table 1: Cameras tested

camera control

Camera Picture Mount Size (WxHxD, Connection Software
in.)

Logitech Monitor clip;
QuickCam e no threaded 25;]( 2.5 )I( 2:5 USB Drivers
Pro 5000 hole (without clip)
Logitech Monitor clip; 3.5x1.5x1.5
QuickCam no threaded (without clip) UsB Drivers
Pro 9000 hole
Logitech .
QuickCam tl:r:?é:;:de,hg(l)e ggg REED USB drivers
Orbit AF :

S-video, requires

capture card; software for
E\O/Tgm threaded hole g;g D power adaptor; camera

: VISCA RS-232 settings
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Camera Picture Mount Size (WxHxD, Connection Software
in.)

419 x2.83 x USB; power

Canon G9 threaded hole 167 adaptor or battery SDK
BNC connection,
Wide requires capture
1.7x1.8x2.75
dynamic Not pictured threaded hole X X card; power SDK
range adaptor, USB for

camera settings

Figure 1: Image test patterns: a) Kodak Q13 grayscale test pattern; b) GretagMacbeth
ColorChecker with reference map; c) ISO 16067-1 with slant edge regions of interest

12/07/2009 FOR PUBLIC RELEASE 2



US-VISIT FIQIFRS Attachment 2: Camera Pre-Assessment

1 Capture Environment

Although the POE environments are largely uncontrolled with variable lighting, backgrounds,
and subject distances and heights, the capture environment for the camera pre-assessment was
modeled to be as close to optimal as possible in order to evaluate cameras objectively. Each
camera's highest sampling frequency and lowest compression ratios were employed. In order to
accommodate the largest variation in subject heights, the cameras were operated at their
maximum wide angle (lowest focal length, no zoom employed).
The background was a plain, off-white wall. Illumination consisted of two 500 Watt floodlights
(1000 Watt total) with softbox diffusers (see Figure 2a), positioned at approximately 45 degree
angles on either side of the camera-to-subject line.
Due to the narrow width of some POE lanes, the typical camera-to-subject distance is less than
ideal (sometimes only a few inches). According to ISO 19794-5 Amendment 1: Conditions for
taking photographs for face image data, sub-clause B.2.1.1,

"the camera-to-subject distance should be within the range of 1.2 to 2.5 m. Arranging the

lighting without creating shadows will likely be difficult if the camera is placed any closer to

the subject.”
For the capture environment, a camera-to-subject distance of 70 cm was chosen, because it is the
minimum distance specified in ISO 19794-5, sub-clause B.2.2.2, Example Configuration for a
Photo Booth (see Figure 2b).

White inner

walls Room light g

-

Lamp reflector |' 2::“1 §
3

(e}

Lights| | §: g

: a

Camera ﬁ:]— A i - -------- — _ )

Face positioning

frame } ;o
" /' G

Background
4 _ light
i .
. _ Light l Revolving
Side view A~ stool

4—| 0.7-1m

Figure 2a) Lamps, and b) ISO 19794-5, sub-clause B.2.2.2, Example Configuration for a Photo
Booth
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2 Assessment Results and Findings

The cameras depicted in Table 1 were evaluated for a number of factors that impact image
quality and usability in a POE.

2.1 Physical Characteristics

Suitability of a type of camera for POEs depends on convenience and ease of use as well as
image quality, which must be adequate for face recognition (FR) by humans and automated
systems. The size of the camera, as well as the type of mount and connections, affect a camera's
suitability to the POE environment. The camera must be mountable on a universal camera
mount, such as a tripod or pole with a screw. The camera must be theft-proof, and hence, it
should not have any removable parts. The size of the camera should be compact, so as not to
obscure the CBP inspector's view of the traveler. Because the space in POE inspection stations
1s limited, it is desirable to minimize the number of camera connector cables and external
hardware required to operate the camera. Another important camera characteristic is the
provision, by its manufacturer, of software for image capture and for setting camera parameters
(e.g., exposure, zoom).

211 Size

The size of the cameras evaluated for the project, as well as the type of mount and connections
are listed in Table 1. The smallest cameras in the study were the Logitech QuickCam Pro 5000
and 9000 webcams, while the Sony EVID70 was the largest camera. None of the cameras were
considered too large for the POE environment.

2.1.2 Mount

The Canon, wide dynamic range, and Sony cameras all provided a threaded hole for mounting on
a standard tripod or other camera mount. The Logitech QuickCam Pro 5000 and 9000 webcams
were the most difficult to mount, because they were designed to clip atop a monitor, and,
therefore, do not have a threaded hole. The Logitech QuickCam Orbit AF does not have a
threaded hole; however, its flat base was easily glued onto a wooden block into which a threaded
hole was created for mounting onto a tripod. Unfortunately, the globe is removable from the
base, and hence may be vulnerable to theft.

2.1.3 Connection

It is desirable to minimize the number of camera connector cables and external hardware in the
POE environment for ease of use and space conservation. The Logitech webcams require only a
USB connection from the computer to the camera. The rest of the cameras required power
adaptors as well as camera-to-computer connectors. In addition, the Sony EVID70 and the wide
dynamic range camera required the installation of capture card hardware on the computer in
order to save video or video frames. A third cable was required for the wide dynamic range
camera and Sony EVID70, for remote adjustment of camera settings, although the wide dynamic
range camera did have on-camera buttons with the same functionality.
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2.1.4 Software

Software drivers were provided by Logitech for the webcams, enabling video and frame capture
as well as limited adjustment of camera settings. Digital point-and-shoot cameras require
software in order to capture images remotely with a computer (rather than saving the images to
the camera’s memory card). Canon provided a software development kit (SDK) for the G9
camera, which consisted of a set of application programming interfaces, dynamic-link libraries,
and static link libraries that provide an interface for accessing the camera, changing camera
settings, and retrieving data from the camera.

A video capture card and its accompanying software were purchased and installed to save the
analog output from the video cameras. Software and cables were also provided with the video
cameras. The wide dynamic range video camera had SDK support, but the Sony did not.

2.2 Visual Assessment

Example images of a human face were captured from the selected cameras in an ideal test
capture environment. These examples are shown in Figure 3 - Figure 6 along with enlarged
regions of the subject's eye for observing detail. The Canon G9 image is visually superior to the
images from other cameras in its color and fine detail, even at its medium capture dimensions, as
evidenced by the enlarged eyes in Figure 3a-d. The Sony EVID70 (Figure 4a), Logitech
QuickCam Pro 5000 (Figure 4b), and wide dynamic range camera (Figure 6) images exhibited
much lower resolution, as similar fine details of the eye cannot be discerned. The Logitech
QuickCam Pro 5000 and wide dynamic range images contain visible Joint Photographic Experts
Group (JPEG) compression artifacts (blockiness). Although the images from the Logitech
QuickCam Pro 9000 (Figure 5a) and Orbit AF (Figure 5b) cameras (which use the same sensor)
appear slightly washed out, they have fairly good resolution and color fidelity. The image from
the wide dynamic range camera appears to have very poor color fidelity.

C. d

Figure 3: Example CanonG9 image with enlarged eye captured at (a) 4000 x 3000 pixels, (b) 3264 x
2448 pixels, (c) 2592 x 1944 pixels, and (d) 1600 x 1200 pixels

12/07/2009 FOR PUBLIC RELEASE 5



US-VISIT FIQIFRS Attachment 2: Camera Pre-Assessment

Figure 6: Example prototype wide dynamic range camera image (note: smaller field of view)
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2.3 Capture Dimensions

Table 2 summarizes the capture dimensions, frame rates, compression ratios, and fields of view
for each camera, with the highest values in green and the lowest in red. The Canon G9 allowed
for the highest capture dimensions (12 megapixels) and inter-eye distance, as well as the finest
sampling frequency. The Logitech QuickCam Pro 9000 and Orbit AF had the next highest
capture dimensions (2 megapixels) and a sufficiently high inter-eye distance. All other test
cameras failed to comply with the FACESTD required inter-eye distance of 90 pixels'.

2.4 Compression

FACESTD, A.3.3, Photo Resolution (Informative) specifies that a 416 x 536 pixel face image
scanned at 300 pixels per inch should have a file size no smaller than 11 KB. The corresponding
compression ratio of ~60:1 is quite high, given that newer FR systems use skin texture, and such
high ratios typically produce JPEG blockiness. A more appropriate compression ratio would be
~20:1. At this ratio, no compression artifacts should be visible.

The Canon G9 camera had four levels of compression ranging from raw (uncompressed) to
normal (moderate compression). One shortcoming of the Logitech webcams was that the
compression level is fixed, and the webcams had the highest compression ratios found in this
evaluation. All cameras evaluated had an acceptable compression ratio of less than 20:1.

Table 2: Capture Dimensions, Frame Rate, Compression, and Field of View

Capture Inter-eye | Frame Com- Sampling Field of Field of Head
Camera Dimensions distance | Rate pression | Frequency | View Size View Area | Lengths
(px., WxH) (px.) (frames (mm/px.) (in., WxH) (in.2)
per sec.)
Canon 4000 x 3000* 325 0.2 31.5x23.6* 744 3.5
Powershot
G9 3264 x 2448* 258 Ngrmalv 0.24 30.7 x 23* 706.1 3.4°
ine,
2592 x 1944* 207 N/A Super- 0.3 30.6 x 22.9* 700.7 34*
Fine,
1600 x 1200* 127 RAW 0.49 30.9 x 23.2* 716.9 34°
640 x 480* 51 1.23 31 x 23.2* 719.2 3.4°

Sony A
EVID70 640 x 480 58 30 4:1 0.98 24.7 x 18.5 457.3 2.1
Logitech
QuickCam 640 x 480 55 30 ~11:1 1.04 26.2 x 19.6 514.8 2.2
Pro 5000
Logitech
QuickCam 1600 x 1200* 110 30 ~13:1 0.56 35.3 x 26.5* 933.3 3.9°
Pro 9000
Logitech
QuickCam 1600 x 1200 111 30 ~15:1 0.52 32.7x 24.6 804.7 2.7
Orbit AF

"FACESTD, 8.4.1 — Resolution (Normative)
* Head lengths when operated in portrait mode

* Can also be operated in portrait mode, in which case the width and height values are reversed.
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Capture Inter-eye | Frame Com- Sampling Field of Field of Head
Camera Dimensions distance | Rate pression | Frequency | View Size View Area | Lengths
(px., WxH) (px.) (frames (mm/px.) (in., WxH) (in.2)
per sec.)
Prototype
Wide .
D n 640 x 480 82 30 ~3.7:1 0.687 17.3 x13 224.8 1.4
ynamic
Range

2.5 Field of View

A camera's field of view depends on the lens, the camera-to-subject distance, and the zoom level.
The field of view determines the variation of subject heights that can be accommodated without
adjusting the camera height. The fields of view in Table 2 were measured for the tested cameras
with the lenses at their widest angle available (no zoom), and at a distance of 70 cm from the
subject. The Canon and Logitech 9000 were the only cameras in this test that could be operated
in portrait mode (where the longest dimension is the height as opposed to the width), which is
advantageous for POEs due to the wide variation in subject heights. When operated in portrait
mode, the Logitech 9000 and the Canon G9 had the largest vertical fields of view, with heights
of approximately 3.9 and 3.5 head-lengths?, respectively, followed by, in descending order, the
Orbit AF, Logitech 5000, and Sony EVID70, with the wide dynamic range camera having the
smallest field of view, with a height of only 1.4 head-lengths. It should be noted that the lens,
which affects the field of view, is interchangeable on the wide dynamic range camera, but not on
any of the other cameras evaluated herein. The relative fields of view for each camera are
diagrammed in Figure 7 (with the Canon G9 and Logitech 9000 in portrait mode).

? A head length is defined as the number of heads that can fit in height of the image, where the head height is
assumed to be nine inches from chin to crown.

12/07/2009 FOR PUBLIC RELEASE 8



US-VISIT FIQIFRS Attachment 2: Camera Pre-Assessment
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Figure 7: Cameras' fields of view

2.6 Geometric Accuracy

In order to measure geometric accuracy, which refers to the amount of radial lens distortion, a
square grid pattern was photographed with each camera and run through Imatest's "Distortion"
module. Radial lens distortion is an aberration that causes straight lines to curve. It tends to be
most serious in extreme wide angle, telephoto, and zoom lenses; wide-angle lenses are used in
POE environments because of the need to accommodate varying subject heights. Figure 8—
Figure 13 show each camera's image of the “Distortion” grid, with arrows illustrating the change
in radius when the distortion is corrected.
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Distortion: 3rd order correction  04-Mar-2008 02:36:34
Canon G9 Distortion Grid

SMIA TV Distortion = -0, 588% Selected EXIF data B 0017 = (180
k= 0.0113 {1 =r+kry File: 20080304 02:34:42 Aaper: 114.0
rin center-corner units.) hiake: Canon IS0: _QDD

" h2 =0.0229,-0.0144 Model Canon PowerShot G4 ¥WBal Manual
P Pro Coeff = 0.01875 T e g 144953
PV Pro Scale = 0.9945 =S *
Line cale: 3rd order FL: 7.4mm

! CCh: 7.39mm I e

Figure 8: Canon G9 distortion results

Distortion: 3rd order correction  04-Mar-2008 02:43:25
Sony EVID70 Distortion Grid
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P Pro Scale = 0.9941

Line cale: 3rd order E

Figure 9: Sony EVID70 distortion results
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Distortion: 3rd url:le:r currectiun_ I]!J_-Mar-ZI]I]B 23:38:46 ShilA TV Distartion = -0 802%
Logitech 5000 Distortion k1 =0.0187 (rLI = rd+k1 d)
irin center-corner units.)
phy=- 1
P Pra Coeff. = 0.02356

PV Pro Scale=10.9913
Line calc: 3rd arder

Selected EXIF data

File: 2008:03:09 23:38:42
Res: 185 x 200

Figure 10: Logitech QuickCam Pro 5000 distortion results
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P Pro Coeff. = 0.01156
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Line calc: 3rd order

Selected EXIF data

File: 20080309 23:44:37
Res: 440:x 450

Figure 11: Logitech QuickCam Pro 9000 distortion results
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Distortion: 3rd order correction 07-Mar-2008 14:36:10  SMIA TV Distortian = -0.00353%
Orbit Distortion

k= 0000125 (r, =r k)

(rin center-carner units.)
h1 , h2 =0.000108, 0.0026
Pw Pro Coeff. = 0.001938
P Pro Scale = 0.9999
Line calc: 3rd arder

Selected EXIF data

File: 2008:03:07 14:32:59
Res: 473 x 492

Figure 12: Logitech QuickCam Orbit AF distortion results

Distortion: 3rd order correction 23-Apr-2008 14:54:51

Shild T Distartion = -0 Di@g% Selected EXIF data
ky = 0.000837 (r, =ry*kiry) File: 2008:04:23 14:54:44
(rin center-corner units.) Res: 430 x 421

hy h,=0.024,-0.019
PW Fro Coeff. = 0.00525

PW Pro Scale = 0.9995

Line calc: 3rd order E

Figure 13: Prototype wide dynamic range camera distortion results

The Standard Mobile Imaging Architecture (SMIA) TV Distortion values for the various
cameras were recorded in Table 3, with the best camera's value in green and the worst value in
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red. The camera that produced the least amount of distortion was the Logitech QuickCam Orbit
AF. All of the cameras exhibited less than one percent of distortion, which is probably
negligible for FR.

Table 3: Geometric Accuracy

Camera (SMIA) TV Distortion (%)
Canon Powershot G9 -0.588
Sony EVID70 -0.606
Logitech QuickCam Pro 5000 -0.802
Logitech QuickCam Pro 9000 -0.21
Logitech QuickCam Orbit AF -0.00359
Prototype wide dynamic range camera -0.0439%

2.7 Spatial Uniformity

Spatial uniformity was measured by determining the light falloff. Some vignetting is expected,
especially when the lens of the camera is wide open and when supplemental light sources are
used, as was the case in these experiments.

To measure spatial uniformity, the plain wall was photographed with each camera and analyzed
with Imatest's "Light Falloff" module, which generated the channel contour plots in Figure 14—
Figure 19. Deviation from the expected contour shapes could be explained by noise and non-
uniformity of the sensor response.
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Figure 14: Canon G9 spatial uniformity results

¥ (luminance) contours
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Max= 0933 (relative to 1 for pixel 255) [10% areas]
Corners:worst= 0.761 (81.6%), mean = 0.841 (90.1%)
Sides: 0.907 (97.2%) 0.925(99.1%); mean=98.2%

Picture Window Pro Light Falloff settings:
Lens Focal Length {mm) = 93; Film Size (mm) = 36

o= |

Selected EXIF data
File: 2008:03:03 14:25:44
Res: 902 x 677

Figure 15: Sony EVID70 spatial uniformity results
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Y {(luminance) contours
Logitech 5000 Spatial Uniformity

Max = 0.516 (relative to 1 for pixel 265) [10% areas) Selected EXIF data
Corners: warst = 0.444 (86%);, mean = 0.485 (90.1%) File: 2008:03:03 15:18:38
Sides: 0496 (96.3%) 0503 (37 5%); mean = 06.8% Res: 640 x 480

Picture Window Pro Light Falloff settings:
Lens Focal Length (mm) = 70; Film Size (mm) = 36

Figure 16: Logitech QuickCam Pro 5000 spatial uniformity results

Y (luminance) contours
Logitech 9000 Spatial Uniformity

Max = 0617 (relative to 1 for pixel 255) [10% areas] Selected EXIF data
Corners: worst = 0.5605 (81.7%), mean = 0.638 (87 .1%) File: 2005:03:07 15:06:08
Sides: 0.599 (87.1%) 0.586 (95%);, mean = 96% Res: 1546 x 1198

Picture Window Fro Light Falloff settings:
Lens Focal Length (mm) = 82; Film Size (mm) = 36

Figure 17: Logitech QuickCam Pro 9000 spatial uniformity results

12/07/2009

FOR PUBLIC RELEASE

15



US-VISIT

FIQIFRS Attachment 2: Camera Pre-Assessment

¥ {(luminance) contours
Orbit Light Falloff

Max = 065 (relative to 1 for pixel 258) [10% areas] Selected EXIF data
Corners: worst = 0486 (76.3%); mean = 0.554 (85.2%) File: 2008:03:03 16:17:56
Sides: 0.677 (B8.7%) 0.631 (97 .1%), mean = 82.9% Res: 1600 x 1200

Picture Window Pro Light Falloff settings:
Lens Focal Length {mm) = 45, Film Size {mm) = 36

Figure 18: Logitech QuickCam Orbit AF spatial uniformity results

¥ {luminance) contours

Max = 0.802 {relative to 1 for pixel 2557 [10% areas] Selected EXIF data
Corners: worst= 0.731 (81.2%); mean=0.765 (95.3%) File: 2008:04:14 081850
Sides: 0.763 (32.9%) 0.788 (38.3%); mean=06.1% Res: 582 x 367

Picture Window Pro Light Falloff settings:
Lens Facal Length (mm)=63; Film Size (mm)= 36

Figure 19: Prototype wide dynamic range camera spatial uniformity results
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Table 4 quantifies spatial uniformity in terms of the percent difference between the maximum
and minimum intensity values, with the best camera's value in green and the worst value in red.
The most uniform image was captured with the wide dynamic range camera, and the least
uniform was captured with the Logitech QuickCam Orbit AF. For the most part, these results
followed a trend—the larger the field of view” of the camera, the less uniform the intensity.
These results were expected, because the light incident on the wall from the angled side lamps is
more uniform in a concentrated, central area.

Table 4: Spatial Uniformity Results

Camera % Differen.c? Between M.a?(imum
and Minimum Intensities

Canon Powershot G9 21.5
Sony EVID70 18.4
Logitech QuickCam Pro 5000 14

Logitech QuickCam Pro 9000 18.3
Logitech QuickCam Orbit AF 23.7
Prototype wide dynamic range camera 8.9

2.8 Depth of Field

The depth of field, or distance range that is in focus, suggested for FR is such that "the individual
millimeter markings of rulers placed on the subject’s nose and ear facing the camera can be seen
simultaneously in a captured test image.”* For the purposes of this evaluation, the distance
between a subject's nose and ear is assumed to be five inches.

The depth of field was calculated for the Canon G9 using the formula in Figure 20. The Canon
G9 has a 1/1.7-inch type Charge Coupled Device (16.275 mm diagonal, 13.02mm width) and
capture dimensions of 4000 x 3000 pixels, from which the diameter of the circle of confusion (c),
or pixel pitch, was calculated to be 0.003255 mm. The camera was operated at a focal length (f)
of 7.4 mm, a camera-to-subject distance (s) of 70 cm, and an F-stop (F) of 4. The Canon G9's
depth of field was 233 mm or 9.2 inches, which exceeds the ISO suggested depth of field of five
inches.

3 Fields of view are listed in the second-to-last column in Table 2.
* FACESTD A.2.5 - Focus and depth of field (Informative).
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D g0ne =the front focal distance, the distance from the object plane >
2¢s°F

to the plane closest to the lens that is stillin acceptable focus, DD 7 =~
0.

2
D, = therear focal distance, the distance from the object plane f

rear

to the plane farthest from the lens that is stillin acceptable focus,
¢ = the diameter of the circle of confusion,
s = the object distance, the distance from the lens to the object plane, and
F = f/a is the F - stop, the lens focal length f divided by the effective lens

aperture a

Figure 20: Depth of field calculation

Depth of field conformance was assessed for each camera by viewing, in the photographs in
Figure 21—Figure 26, the millimeter demarcations on rulers placed five inches apart. In the
Canon G9's images in Figure 21, both rulers' millimeter demarcations were discernible at the
Canon's three highest capture dimensions (4000 x 3000 pixels, 3264 x 2448 pixels, and 2592 x

1944 pixels), which corroborates the depth of field calculation above. Neither ruler's millimeter
demarcations were discernible at capture dimensions of 1600 x 1200 pixels or 640 x 480 pixels.

In the images captured by all other tested cameras (Figure 22—Figure 26), neither ruler's
millimeter demarcations were discernible. Therefore, the only tested camera that had adequate
depth of field was the Canon G9 (at capture dimensions of 2592 x 1944 pixels and higher).
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" ruler at nose

Figure 21: Canon G9 depth of field results — (b) region in red box cropped from an original image
of 4000 x 3000 pixels, (c) 3264 x 2448 pixels, (d) 2592 x 1944 pixels, (e) 1600 x 1200 pixels, and (f)
640 x 480 pixels
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Figure 22: Sony EVID70 depth of field results

Figure 23: Logitech QuickCam Pro 5000 depth of field results

Figure 24: Logitech QuickCam Pro 9000 depth of field results
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Figure 25: Logitech QuickCam Orbit AF depth of field results

Figure 26: Prototype wide dynamic range camera depth of field results

2.9 Tonal Response

The tonal response curve defines how tonal values in a raw image are mapped nonlinearly to
intensities. Tonal response was measured by photographing the Kodak Q13 test pattern (Figure
la) and analyzing the image with Imatest's "Stepchart" module. Figure 27—Figure 32 show
plots of the average density of the grayscale patches of the Kodak Q13 chart (black curve) and
first and second order density fits (dashed blue and green curves) for each camera. The
horizontal axis is the distance along the target. The exposure accuracy is indicated by the
maximum density value. The graph should resemble a step curve, and all twenty of the gray
zones should be detected by the camera.

The Canon G9 graph (Figure 27) most closely resembles a step curve. Edge sharpening is
evident in the Sony EVID70's response (Figure 28) and in the wide dynamic range camera's
response (Figure 32), as evidenced by bumps in the steps. The Logitech QuickCam Pro 5000
had the lowest maximum density, indicating that its image was too dark.
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Figure 27: Canon G9 tonal response
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Figure 28: Sony EVID70 tonal response
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Figure 29: Logitech QuickCam Pro 5000 tonal response
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Figure 30: Logitech QuickCam Pro 9000 tonal response
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Figure 31: Logitech QuickCam Orbit AF tonal response

Pixel level | 255

08

06

04

02

Stepchart analysis
Firstorder oo
[(Gamma =07 = 1/143)
Second order e
Density step =01

o
@ /matest

258 Light  Auto zones: 20 detected

=

23-Apr-2008 13:58:18  397x32 crop of 025677 pi}{le
Il 1 1 1 1

Figure 32: Prototype wide dynamic range camera tonal response

The number of zones detected by each camera is summarized in Table 5. The Logitech

QuickCam Pro 5000 detected the fewest number of zones. The Canon, wide dynamic range, and
Logitech 9000 detected all 20 zones.

The gammas of the cameras in this study, which were estimated by Imatest's "Stepchart" module,

are listed in Table 5. The Logitech QuickCam Orbit AF's gamma of 0.54 is closest to the

optimal SRGB gamma of 0.45, while the Logitech QuickCam Pro 5000's gamma of 0.938 is the

least desirable.
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Table 5: Detection of gray zones

Camera eSS Gamma
Detected

Canon Powershot G9 20 0.631
Sony EVID70 18 0.797
Logitech QuickCam Pro 5000 16 0.938
Logitech QuickCam Pro 9000 20 0.664
Logitech QuickCam Orbit AF 19 0.54
Prototype wide dynamic range 20 0.7
camera

2.10 Noise

Noise, or variation in pixel level, was measured by photographing the GretagMacbeth
ColorChecker® (Figure 1b) and analyzing the image with Imatest’s "Colorcheck" module. In
Figure 33—Figure 38, the signal-to-noise ratio (SNR) (in pixel intensity) for each patch: R, G, B,
(Red, Green, Blue) and Y (luminance) is plotted versus the gray zone.

250 _.Pix'EI.SIH:.R‘_, .G,.B,Y!,{Luminafnce;gra'},r]........!...._
(pixel levelingise) : ; ;
E EDD e e e o s T g g g R .82 e . g o ]
[=] 15 : T ! .
E g‘,:”. . : o’ i
= 180+ § BT : : : i
E I-I'l r : : i
M ] 2 Gl = ;
£ 100 _....ﬁ...l ....... § | SR RRRR SR i
% ""‘::g:f:. ;
olgf S e i}““'-'-'.'.'"'I""':'E’:“ .......... o i
'{;}'""-..gl::!::" i
0 L i L I -----.g;;:;!mi
1 2 3 4 5 B
fone (Row 4; 7 4 is middle gray; 1436 pixels total)

Figure 33: Canon G9 SNR results
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Figure 34: Sony EVID70 SNR results
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Figure 35: Logitech QuickCam Pro 5000 SNR results
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Figure 36: Logitech QuickCam Pro 9000 SNR results
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Figure 37: Logitech QuickCam Orbit AF SNR results

12/07/2009

FOR PUBLIC RELEASE

27



US-VISIT FIQIFRS Attachment 2: Camera Pre-Assessment

Pixel S/N: Fn‘_, G, B, T{{Luminénce; gralj-,r]
A00 - rpixel levelinaise) : ;

g 2 fam g,_ ........ i i ............... 5
: N I
% 200 _{} R R s e al
= e i } : :
z st | | ;
il 1) PR UMY #& ....... b S st o
i I:II:IIEII#““I'II'II'I"".I',| i ..
) — i i i ¢ gy

1 2 i 4 o ]
Zone (Row 4; 7 4is middle gray; 373 pixels total)

Figure 38: Prototype wide dynamic range camera SNR results

The SNR results (in the luminance channel) for all of the cameras are combined in Figure 39 for

comparison. Each camera's average SNR (over all of the gray zones) in the luminance channel is
listed in Table 6.

The cameras with the highest (best) SNR were the Logitech webcams, and the lowest (worst)
SNR was achieved with the Canon G9. The lower amount of noise in the webcam images may
be due to the inherently smaller number of pixels per patch and to the JPEG compression, which
reduces the variability in the patches.

350

—@— Logitech Orbit AF
—8—Logitech 9000
—@—Logitech 5000
—@—Sony EVID70

Wide Dynamic Range
—@—Canon G9

300

SNR

100 -
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O T T T T 1
1 2 3 4 5 6

Color Patch

Figure 39: Combined SNR results (luminance channel)
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Table 6: Average SNR

Camera Average SNR (in luminance

channel, over 6 gray zones)
Canon Powershot G9 80.04
Sony EVID70 121.87
Logitech QuickCam Pro 5000 137.7
Logitech QuickCam Pro 9000 198.19
Logitech QuickCam Orbit AF 199.22
Wide dynamic range camera 113.25

211 Color Accuracy

The color accuracy of the various cameras was tested by photographing the GretagMacbethTM
ColorChecker® chart (Figure 1b) and analyzing the images with Imatest’s "Colorcheck" module.
The Canon Powershot G9 and the Sony EVID70 were white balanced manually prior to imaging
the test charts. To manually white balance a camera, an image of white paper is captured, and
the camera uses it as the reference color. A shortcoming of the Logitech webcams and the wide
dynamic range camera was that they do not permit manual white balancing. While automatic
white balance settings are usually acceptable, they can be incorrect when a strong color
dominates the scene.

Table 7 reports, for each camera, the mean color error, AE (the difference between the measured
and ideal, or reference, values), and the color error for the dark skin and light skin patches, the
accuracy of which is important for human recognition of faces. The best value is shown in green
and the worst value is in red in each column. The Canon G9, Logitech QuickCam Pro 9000,
Logitech QuickCam Orbit AF, and Sony EVID70 had reasonable mean color errors, while those
for the Logitech QuickCam Pro 5000 and the wide dynamic range camera were poor.

Figure 40 — Figure 43 show the color chart as photographed by each camera (outer boxes)
compared to the ideal values (inner boxes, see reference diagram in Figure 40b).

Table 7: Color Error

Camera AE mean AE gark skin AE jight skin
Canon Powershot G9 10.6 12.57 11.73
Sony EVID70 9.11 9.51 10.77
Logitech QuickCam Pro 5000 19 20.69 12.36
Logitech QuickCam Pro 9000 8.94 10.65 4.2
Logitech QuickCam Orbit AF 7.44 9.92 2.35
Wide dynamic range camera 14.9 4.88 17.26
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(1) as photographed; (2) ideal value of
patch corrected for luminance; (3) ideal
value uncorrected

a. b.

Figure 42: Logitech QuickCam a) Pro 9000 and b) Orbit AF colorchart results
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Figure 43: Prototype wide dynamic range camera colorchart results

2.12 Spatial Resolution

The measure of fineness of detail that can be discerned in an image, or the relative contrast at a
given spatial frequency (output contrast/input contrast), is called the Modulation Transfer
Function (MTF) or Spatial Frequency Response (SFR). The SFR or MTF was measured by
photographing the ISO 16067-1 slant edge test pattern (Figure 1¢) and analyzing the slant edge
region of interest with Imatest's "SFR" module. Indicators of image sharpness are the spatial
frequencies where MTF is 50% of its low frequency value (MTF50) and the Nyquist frequency,
above which the sensor response exhibits aliasing. The ideal response would have high MTF
below the Nyquist frequency and low MTF at and above it. The MTF and edge profile, a
measure of sharpness in the spatial domain, for each test camera are shown in Figure 44 — Figure
49. For comparison, the SFRs for all cameras were plotted on the same graph in Figure 50.
Similarly, Figure 51 contains each camera's edge profile on the same graph. The Canon G9,
Logitech QuickCam Orbit AF, and Logitech QuickCam Pro 9000 MTFs exhibited
oversharpening, as annotated in Figure 50.
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Figure 44: Canon Powershot G9 SFR and edge profile
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Figure 45: Sony EVID70 SFR and edge profile
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Figure 48: Logitech QuickCam Orbit AF SFR and edge profile

12/07/2009

FOR PUBLIC RELEASE

36



US-VISIT

FIQIFRS Attachment 2: Camera Pre-Assessment

SFR (MTF)

Edge profile {linear)

Edge profiie: Horizontal
r140 =126 pixels (W=H)

0.01 76 Mpxlz
FROE 9x31 pixels 10-90% rise = 1.57 plelS -
18% left of ctr. = 80.05 per PH i
Mv-channel (YL1E) 1090%({corr) = 5.11 fdizels -
Gammma = 0.5 = 24.66 per PH (R=F)

T4-Apr-2008 074512

Crvershoot = 7.7 3% i -

Undershoot = 12.2%

Dk, |t Iwls = 2.228-01};(, n} 4

Ltidk =10 /

s i

T iflatest 2.5.6 Light
1 1

-_—

-2 0 2 4 B

Pixels {Horizontal)

MTF: Horizontal
1 1

\ =69.76 LW/PH

MTF30 = 0.403 Cy/mm

MTF50{corr) = 0.424 C/mm  (R=2)]
= 73.52 LW/PH

Undersharpening = 9.37%

MTF30 = 0.473 Cyimm
MTF at Myquist=0.18

Myquist fre.

0.2

1 1 1
0.4 06 ogs 1 1.2 1.4
Frequency, mm (1.455 Pixels/mm)

ROI: 9x31 pizels
LR TB=4957 4575

Edge angle = -4 85 degs
Estm. chart contrast = 0

Selected EXIF data
File: 2008:04:14 07:44:59

Res:

140 x 126

Imatest

Figure 49: Prototype wide dynamic range camera SFR and edge profile

12/07/2009

FOR PUBLIC RELEASE

37



US-VISIT FIQIFRS Attachment 2: Camera Pre-Assessment

1.4
——Canon G9
Indicative of — Logitech 9000
1.2 7 oversharpening —— Logitech Orbit AF
Wide Dynamic Range
—Sony EVID70
An ideal response Logitech 5000
(for 2 samples/mm) A Nyquist

0.8

MTF

|Signficantly less sharp |

0.6 -

|Indicative of aliasing |

0.4 -

0.2 -

O , ' ..."..”‘..'.Q......."'l"'D"l..‘.........”’T"l"'......‘”"""l
0 0.5 1 1.5 2 2.5 3 3.5 4
cycles/mm

Figure 50: Combined SFR results (luminance channel)

1.2
1 4
=~ 081
©
(]
£
o 06
% ——Canon G9
o —— Logitech 9000
§; 04 - — Logitech Orbit AF
L Wide Dynamic Range
02 | Logitech 5000
——Sony EVID70
0 b
A\
0.2 T T T T T
-3 2 1 0 1 2 3

mm (vertical)

Figure 51: Combined horizontal edge profile results

12/07/2009 FOR PUBLIC RELEASE 38



US-VISIT FIQIFRS Attachment 2: Camera Pre-Assessment

All of the tested cameras exhibited overshooting in their edge profiles and aliasing beyond the
Nyquist frequency. Table 8 summarizes the measurements from each camera for the sampling
frequency, Nyquist frequency, MTF (50), and 10-90% rise, with the best value in green and the
worst value in red in each column. The ideal response would have high MTF below the Nyquist
frequency and low MTF at and above it. The MTF for the wide dynamic range camera dropped
the fastest, relative to its Nyquist frequency, and it had the longest 10-90% rise (shorter is better).
The Canon G9 had superior spatial resolution, as evidenced by its much higher Nyquist
frequency and shorter 10-90% rise.

Table 8: Spatial Resolution Measurements

Sampling Nyquist MTF(50) 10-90%
Camera Frequency Frequency | (cycles/mm) rise
(mm/pixel) (cycles/mm) (mm)
Canon Powershot G9 0.2 2.47 1.75 0.27
Sony EVID70 0.98 0.51 0.31 1.53
Logitech QuickCam Pro 5000 1.04 0.48 0.35 1.31
Logitech QuickCam Pro 9000 0.56 0.9 0.65 0.61
Logitech QuickCam Orbit AF 0.52 1.03 0.72 0.47
Wide dynamic range camera 0.687 0.8 0.403 1.57

2.13 Light Sensitivity

The ability of a camera to create an image in a poorly lit environment is important for
uncontrolled illumination at POEs. Light sensitivity is usually specified by the minimum lux
required to produce a picture. A camera with good light sensitivity will have a lower minimum
lux specification. The manufacturers' specifications for the light sensitivity for the Sony
EVID70 and wide dynamic range camera were 1 lux and 0.8 lux, respectively. The minimum
lux was not specified by the manufacturers of the other cameras in this study.

Still cameras do not use such a specification, since longer exposure times can generally be used
to take pictures at very low luminance levels. The highest ISO sensitivity setting for the Canon
G9 was 1600.
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3 Conclusions

A desirable camera would be mountable, compact, and easy to use (e.g., auto-focus and auto-
exposure), and would have high capture dimensions, fine spatial resolution, little noise, low
compression, accurate color fidelity, and good light sensitivity and spatial uniformity.

3.1 Overall

e The Canon G9 image was visually superior to the images from other cameras in its color
and fine detail, even at its medium capture dimensions.

e The newer Logitech models tested were superior to the webcam currently in use at the
POEs (Logitech QuickCam Pro 5000) in resolution, focus, and color fidelity.

e The Logitech webcams were difficult to mount as procured. A custom mount would be
necessary for use in the POE environment.

e The Logitech webcams have fixed compression levels and do not permit manual white
balancing.

e Logitech QuickCam Pro 9000 and Orbit AF had similar output results.

e Logitech QuickCam Pro 5000, Sony EVID70, and the prototype wide dynamic range
camera produced images with insufficient eye distances.

e When operated in portrait mode, the Logitech QuickCam Pro 9000 and Canon G9 had the
largest field of view, followed by the Logitech Orbit AF in landscape mode.

e All of the cameras exhibited less than one percent of distortion, which is probably
negligible for FR.

3.2 Size, Mounting, Connection, and Software

While the smallest cameras in the study were the Logitech webcams, all of the cameras were a
reasonable size for the POE environment.

All of the cameras except for the Logitech webcams were mountable using a standard '4-20
threaded screw. The Logitech webcams lacked a threaded hole, and therefore, use of them in the
POE would require a custom mount. The Logitech QuickCam Orbit AF had a removable part,
which may be vulnerable to loss or theft.

The Logitech webcams conveniently require only a USB connection from the computer to the
camera. The rest of the cameras require additional cables. The Sony EVID70 and the prototype
wide dynamic range camera have the most complex connections, with three cables and external
capture card hardware.

Software drivers were provided by Logitech for the webcams. SDKs were provided for the
Canon 9 and the prototype wide dynamic range camera. Sony only provided a user interface
for setting camera parameters on the EVID70. A capture card and its accompanying software
had to be purchased for saving output from the Sony EVID70 and the prototype wide dynamic
range camera.
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3.3 Visual Assessment

The Canon G9 image was visually superior to the images from other cameras in its color and fine
detail, even at its medium capture dimensions. The Sony EVID70, Logitech QuickCam Pro
5000, and the prototype wide dynamic range camera exhibited much lower resolution. The
Logitech QuickCam Pro 5000 and the prototype wide dynamic range camera images contained
visible JPEG compression artifacts (blockiness). The images from the Logitech QuickCam Pro
9000 and Orbit AF cameras (which use the same sensor) had fairly good resolution and color
fidelity. The image from the prototype wide dynamic range camera had very poor color fidelity.
The newer Logitech models tested were superior to the webcam currently in use at the POEs
(Logitech QuickCam Pro 5000) in resolution, focus, and color fidelity.

3.4 Capture Dimensions, Compression, and Field of View

The Canon G9 allowed for the highest capture dimensions (12 mega-pixels) and inter-eye
distance, as well as the finest sampling frequency. The Logitech QuickCam Pro 9000 and Orbit
AF had the next highest capture dimensions (2 mega-pixels) and a sufficiently high inter-eye
distance. Images from all other test cameras had insufficient eye distances.

One shortcoming of the Logitech webcams was that their compression level is fixed. However,
all of the cameras had an acceptable compression ratio of less than 20:1.

When operated in portrait mode, the Logitech 9000 and the Canon G9 had the largest vertical
fields of view, with heights of approximately 3.9 and 3.5 head-lengths, respectively, followed by,
in descending order, the Logitech Orbit AF (which had a height of three head-lengths), Logitech
QuickCam Pro 5000, and Sony EVID70, with the prototype wide dynamic range camera having
the smallest field of view, with a height of only 1.4 head-lengths. It should be noted that the
lens, which affects the field of view, is interchangeable on the prototype wide dynamic range
camera, but not on any of the other cameras evaluated herein.

3.5 Geometric Accuracy

The camera that produced the least amount of distortion was the Logitech QuickCam Orbit AF.
All of the cameras exhibited less than one percent of distortion, which is probably negligible for
FR.

3.6 Spatial Uniformity

For the most part, the results followed a trend - the larger the field of view of the camera, the less
uniform was the intensity. This reduction in spatial uniformity is probably a fair trade-off for the
significant benefit of having a large field of view.

3.7 Depth of Field

The only tested camera that had adequate depth of field is the Canon G9 (at capture dimensions
of 2592 x 1944 pixels and higher).

3.8 Tonal response

The Canon G9 density response most closely resembled a step curve. Edge sharpening was
evident in the Sony EVID70's response and in the prototype wide dynamic range camera’s
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response. The Logitech QuickCam Pro 5000 had the lowest maximum density, indicating that its
image was too dark.

The Logitech QuickCam Orbit AF's gamma of 0.54 was closest to the optimal sSRGB gamma of
0.45, while the Logitech QuickCam Pro 5000's gamma of 0.938 was the least desirable. The
Logitech QuickCam Pro 5000 also detected the fewest number of zones in the density stepchart.

3.9 Noise

The cameras with the highest (best) SNR were the Logitech webcams, and the lowest (worst)
SNR was from the Canon G9. The lower amount of noise in the webcam images may be due to
the inherently smaller number of pixels per patch and by the JPEG compression, which reduces
the variability in the patches.

3.10 Color Accuracy

A shortcoming of the Logitech webcams is that they do not permit manual white balancing,
which is much more reliable than their automatic setting. While automatic white balance
settings are usually acceptable, they can be incorrect when a strong color dominates the scene.

The Canon 9, Logitech QuickCam Pro 9000, Logitech QuickCam Orbit AF, and Sony EVID70
had reasonable mean color errors, while the Logitech QuickCam Pro 5000 and the prototype
wide dynamic range camera mean color errors were poor.

3.11 Spatial Resolution

The Canon G9, Logitech QuickCam Orbit AF, and Logitech QuickCam Pro 9000 exhibited over-
sharpening. All of the tested cameras exhibited overshooting in their edge profiles and aliasing
beyond the Nyquist frequency. The prototype wide dynamic range camera’s MTF dropped the
fastest, relative to its Nyquist frequency, and it had the longest 10-90% rise (shorter is better).
The Canon G9 had superior spatial resolution, as evidenced by its much higher Nyquist
frequency and shorter 10-90% rise.

3.12 Light Sensitivity

The ability of a camera to create an image in a poorly lit environment (i.e., a good light
sensitivity) is important for uncontrolled illumination in POEs, although such images will
possess more noise. The manufacturers' specifications for the light sensitivity for the Sony
EVID70 and the prototype wide dynamic range camera were 1 lux and 0.8 lux, respectively. The
minimum lux is not specified by the manufacturers of the other cameras in this study. Digital
still cameras do not use such a specification, since longer exposure times can generally be used
to take pictures at very low luminance levels. The Canon's highest ISO setting was 1600.
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