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Executive Summary

The National Protection and Programs Directorate (NPPD) and the U.S. Visitor and Immigrant
Status Indicator Technology program (US-VISIT) present the fiscal year (FY) 2010 planned use
of appropriated FY 2010 funds and prior-year accomplishments. Costs are organized into
current services and program investments. Costs associated with current services funds the
operations and maintenance of mission critical systems, identity management, and screening
services using skilled fingerprint examiners and analysts and ongoing program support. Program
investment funds are utilized to implement new capabilities that improve the identity
management and screening services US-VISIT provides to users. The program management
section has been revised with the intent to clarify the nature and scope of program management
budget line items and tie resources directly to mission accomplishments. Accomplishments and
plans are presented in a tabular format to reduce narrative and facilitate performance tracking.
Table 1 provides a breakdown of US-VISIT’s FY 2010 summary of costs.

FY 2009 Accomplishment Highlights

US-VISIT continues to play an integral role in helping DHS stop dangerous people from entering
the United States. Since its foundation in FY 2004, US-VISIT has helped stop more than

8,800 known or suspected terrorists (KSTs), criminals and immigration violators from entering
the country on the basis of biometrics alone. During FY 2009, US-VISIT:

Progressed in establishing critical capabilities responsive to congressional and DHS direction
e US-VISIT’s Unique Identity program laid the groundwork for achieving the long-desired
interoperability with the Federal Bureau of Investigation (FBI) by deploying 10-print

capture to 97 percent of travelers subject to US-VISIT and providing an initial
Automated Biometric Identification System (IDENT) data response to positive matches
identified by Integrated Automated Fingerprint Identification System (IAFIS)
submissions to IDENT. US-VISIT provides near real-time hit notifications and
automated updates to the DHS shared data component to increase value to users. [AFIS
interoperability allows US-VISIT to promote individuals with criminal histories, who
may be inadmissible for a subsequent encounter with DHS, to the IDENT watchlist.

e Two air exit pilots were conducted, as directed by Congress in the 2009 Appropriations
Act, and a formal evaluation has been delivered to Congress. A land exit planning report
was developed and currently under review within DHS.

e US-VISIT supported the expansion of the U.S. Immigration and Customs Enforcement
(ICE) Secure Communities program to 80 law enforcement agencies in eight states,
helping to streamline the way that ICE identifies and removes immigration violators who
are arrested by state and local law enforcement officers.

e US-VISIT laid the foundation for moving its operations to two DHS data centers by
initiating the DHS data center consolidation, addressing continuity of operations issues
surrounding IDENT and Arrival and Departure Information System (ADIS) and ending
reliance on Department of Justice (DOJ) data centers.



Maintained service levels of the growing user base while developing plans to maintain or
improve service levels as demand for US-VISIT services grow

Adhered to key performance targets relating to quality, timeliness and systems
availability to users.

Deployed the local service bus (LSB) within the Unique Identity target architecture,
which provides standard messaging between the transaction manager and the master
subsystem. The LSB eliminates the proprietary matcher interface and allows flexibility
for introducing additional biometric matching hardware.

Met surging demands for latent fingerprint examinations by implementing improved
methodologies, including enhanced latent search methodologies, which provide more
accurate latent candidate lists to latent fingerprint examiners. This enhancement, which
dynamically selects the most probable candidates from the database on the basis of a
number of criteria, including latent print quality, significantly reduced the number of
print comparisons required by examiners for each print searched.

Examination of overstay records by US-VISIT led to increased ICE overstay arrests and
port/visa refusals while processing efficiency improved, including the elimination of the
backlog of visa waiver participant overstay violators four months ahead of schedule.
Sharing of biometric data with Australia, Canada and the United Kingdom identified
significant patterns of illegal immigration and resulted in matching over 150 absconder
records for ICE, demonstrating the usefulness of cooperation with international partners.

Continued to mature program operations

Exceeded the goal of converting contractor positions to Federal full-time equivalents
(FTEs) by completing 57 conversions through the end of FY 2009 to ensure the retention
of the institutional knowledge required to maintain effective program operations. This
achievement, along with numerous human capital and training process improvements,
were pursued to establish US-VISIT as a workplace of choice in line with the US-VISIT
Human Capital Strategic Plan.

Developed a program management strategic implementation plan which provides a
framework for integrating, prioritizing and tracking program management improvements.
Improved investment accountability and transparency with transition from one
consolidated program-level Office of Management and Budget Exhibit 300 to seven
Exhibit 300s capturing all major investment areas.

Revised the governance plan allowing for effective input from US-VISIT stakeholders.
Aligned the US-VISIT life-cycle processes to respond to DHS investment review
guidance (DHS Directive 102-01).

Established an alternate operating facility to prepare US-VISIT to continue mission
operations in an emergency and participated in DHS national level exercises to evaluate
performance during emergencies.

Adhered to IT security best practices, maintaining an “A” rating under the Federal
Information Security Management Act.
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FY 2010 Planned Accomplishment Priorities

Major priorities in this expenditure plan include:

Deploying new capabilities

Unique Identity/10-Print Interoperability

o Deploy recurrent vetting functionality notifying all authorized agencies of
subsequent criminal and/or civil data to an existing biometric record.

o Fully deploy IDENT data response, which provides state and local law
enforcement with biometrically verified identities and notification to ICE Law
Enforcement Support Center for further analysis and potential action.

o Continue collaboration with ICE to coordinate additional Secure Communities
Jjurisdictions.

o Implement long-term latent solution—provide the capability to compare pattial
sets of prints captured at crime scenes or other locations and compare them to the
biometrics retained in IDENT. This capability will further automate latent prints
processing, as well as increase capacity to permit larger volumes of latent print
transactions.

o Develop initial design for the interface between IDENT and the Department of
Defense’s (DOD) Automated Biometric Identification System (ABIS) that will
permit communication of transactions from one system to the other, searching the
other system for matches against stored biometric data, and then returning a
message with the search results. These requirements will include the
development of capabilities to conduct latent searches.

Data Center Mirror and Migration

o Complete the Clarksville Data Center 10-print migration and processing cut-over
from the DOJ data center in Dallas, Texas.

o Build and test the Stennis Data Center core infrastructure.

o Decommission the Dallas Data Center for US-VISIT processing.

Maintaining service levels with growing user base while developing plans to maintain or
improve service levels as demand for US-VISIT services grow

Expand the analytical capabilities of US-VISIT’s Law Enforcement and Intelligence
(LE&I) section to support the initial phase of 24/7 capability implementation, support of
DOD initiatives and formalize processes and procedures with DHS Components for
additional information sharing projects such as Secure Communities. LE&I anticipates
achieving the ability to adjudicate approximately 153,000 records in FY 2010, a fivefold
increase in watchlist encounter adjudications over FY 2009. These efforts will help
maintain the watchlist accuracy and reduce the adjudication backlog created by
interoperability efforts.

Sustain IDENT and ADIS production operations and achieve service level targets
through monitoring, system administration and technology refresh activities. Subsequent
phases of the Operations Roadmap will focus on optimization strategies such as enhanced
monitoring, server virtualization and consolidation, and maturation of the Information
Technology Service Management (ITSM) processes and tools.
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o Address ADIS workload growth expected from the U.S. Customs and Border Protection
(CBP) Border Crossing Card' pilot and possible expansion as well as an estimated
50,000-transactions-per-day service increase from the Department of State (DOS).

e Reduce the backlog of all non-immigrant overstays by 50 percent in the second quarter
with the remainder completed by the fourth quarter in the face of an increasing Data
Integrity Group (DIG) workload. Expand coverage from solely reviewing traveler
records from [CE priority countries of interest to include all non-immigrant visitors to the
United States.

¢ Test and evaluate iris and facial recognition capabilities in an operational environment
under the Multi-Biometric Technology Evaluation Project to ensure US-VISIT maintains
the ability to interoperate with other investigative, intelligence and immigration agencies
as they deploy multi-modal capabilities.

Continuing to mature program operations

e Implement plans developed in FY 2009 for improving acquisition practices and
complying with DHS Directive 102-01 guidance on investment management practices.

e Maintain an “A” rating under the Federal Information Security Act by adhering to
Information Technology (IT) security best practices.

» Implement a business initiation process to better serve customers and clarify US-VISIT
roles and responsibilities.

' A nonimmigrant visa which is issued to citizens of Mexico entering the United States as visitors for business or
pleasure that identifies the bearer.



Table 1, FY 2010 Summary of Costs

FY 2010 Expenditures Carryover| oy 2010
($ in millions) Funds
Current Services
IDENT - 101.2
Operations and [ ADIS - 18.8
Maintenance Corporate Systems - 8.1
Subtotal - 128.1
Identity Biometric S'upport - 15.7
Management and Data huresnty . = o
Sceeetng Law Enforcement & Intelligence - 6.1
; Information Sharing and Technical Assistance - 0.7
Services
Subtotal 22 31.0
Federal Salaries and Expenses
Federal Salaries and Expenses - 34.1
Program Program Contractor Support Services 1.2 31.3
Management Prime Integrator Expenses
Prime Integrator Program Level Management - 5.9
Prime Integrator Facilities and Infrastructure - 8.6
Rent, Logistics and Services
Rent - 4.1
Logistics - Continuity of Operations Planning - 2.5
Working Capital Fund - 18.0
Biometric Standards - 1.0
Systems Engineering and Security - 10.0
Policy, Planning and Privacy - 1.4
Capability Maturity Model Integrated and i 0.8
Independent Verification and Validation )
Communications and Public Liaisom - 1.0
Subtotal 1.2 118.7
Program Investments
Wrap-back functionality - 14.4
10-print Full Deployment of IDENT data response - 14.3
Interoperability | Interoperability with DOD 6.7 -
Subtotal 6.7 28.7
Comprehensive Air,fSefl leit 28.0 22.0
Exit Land/Exit 5.2 -
i Subtotal 33.2 22.0
Dats Center Hardware - 21.5
Mivkorand Software 0.6 1.7
Migration Labor - =
Subtotal 0.6 45.2
TOTALS 43.9 373.7
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L. Legislative Language

This Expenditure Plan for the US-VISIT program is submitted pursuant to the FY 2010 DHS
Appropriations Act (P.L. 111-83), which states:

For necessary expenses for the development of the United States Visitor and Immigrant
Status Indicator Technology project, as authorized by section 110 of the lilegal
Immigration Reform and Immigrant Responsibility Act of 1996 (8 U.S.C. 1365a),
$373,762,000, to remain available until expended: Provided, That of the total amount
made available under this heading, $75,000,000 may not be obligated for the United
States Visitor Immigrant Status Indicator Technology project until the Committees on
Appropriations of the Senate and the House of Representatives receive a plan for
expenditure, prepared by the Secretary of Homeland Security, not later than 90 days after
the date of enactment of this Act that meets the statutory conditions specified under this
heading in Public Law 110-329; Provided further, That not less than $28,000,000 of
unobligated balanced of prior year appropriations shall remain available and be obligated
solely for implementation of a biometric air exit capability.

Expenditure Plan requirements under the FY 2009 DHS Appropriations Act (P.L. 110-329) are:

For necessary expenses for the development of the United States Visitor Immigrant
Status Indicator Technology project...until the Committees on Appropriations of the
Senate and the House of Representatives a plan for expenditure prepared by the Secretary
of Homeland Security that includes—

(1) a detailed accounting of the program’s progress to date relative to system
capabilities or services, system performance levels, mission benefits and
outcomes, milestones, cost targets, and program management capabilities;

(2) an explicit plan of action defining how all funds are to be obligated to meet
future program commitments, with the planned expenditure of funds linked to the
milestone-based delivery of specific capabilities, services, performance levels,
mission benefits and outcomes, and program management capabilities;

(3) a listing of all open Government Accountability Office and Office of
Inspector General recommendations related to the program and the status of
Department of Homeland Security actions to address the recommendations,
including milestones for fully addressing such recommendations;

(4)(a) a certification by the Chief Procurement Officer of the Department that (1)
the program has been reviewed and approved in accordance with the investment
management process of the Department; (2) the process fulfills all capital
planning and investment control requirements and reviews established by the
Office of Management and Budget, including as provided in Circular A-11, part
7; and (3) the plans for the program comply with the Federal acquisition rules,
requirements, guidelines, and practices; and (b) a description by the Chief
Procurement Officer of the actions being taken to address areas of
noncompliance, the risks associated with such areas as well as any plans for
addressing such risks, and the status of the implementation of such actions;

(5)(a) a certification by the Chief Information Officer of the Department that (1)
an independent verification and validation agent is currently under contract for



the project; (2) the system architecture of the program is sufficiently aligned with
the information systems enterprise architecture of the Department to minimize
future rework, including a description of all aspects of the architecture that were
or were not assessed in making the alignment determination, the date of the
alignment determination, and any known areas of misalignment along with the
associated risks and corrective actions to address any such areas; and (3) the
program has a risk management process that regularly identifies, evaluates,
mitigates, and monitors risks throughout the system life cycle, and communicates
high-risk conditions to agency and Department investment decision makers; and
(b) a listing by the Chief Information Officer of all the program’s high risks and
the status of efforts to address them;

(6) a certification by the Chief Human Capital Officer of the Department that the
human capital needs of the program are being strategically and proactively
managed, and that current human capital capabilities are sufficient to execute the
plans discussed in the report;

(7) a complete schedule for the full implementation of a biometric exit program
or a certification that such program is not possible within five years; and

(8) a detailed accounting of operation and maintenance, contractor services, and
program costs associated with the management of identity services.



II. Current Services

A. Operations and Maintenance

Operations and Maintenance (O&M) of US-VISIT systems is critical to the overall immigration
and border management enterprise as well as to users in Federal, state, local, and international
governments. US-VISIT technologies support the missions of all operational Components of
DHS. Without adequate maintenance of US-VISIT capabilities, the critical missions of
stakeholders will be impacted. IDENT and ADIS provide essential biometric and identity
management services in a reliable and timely fashion. Maintaining these systems to ensure they
can meet significant annual increases in transactions and gallery size (fingerprints stored within
IDENT) is an ongoing challenge.

O&M includes application support for adaptive, preventative, and perfective maintenance,
release management, architecture support, interface support, configuration management security
certification and accreditation, software licenses, and hardware refresh. The primary
applications are IDENT, ADIS, and US-VISIT equipment and internal use systems. IT services
are delivered in compliance with the DHS Enterprise Architecture standards and include
platforms for users, program interfaces, data center operations, network communications
integration, and support and technical IT support services.

US-VISIT operations are a large and complex undertaking that requires uninterrupted operations,
maintenance and application support. US-VISIT currently maintains operations and application
support at two DOJ data centers (Dallas, Texas, and Rockville, Maryland) providing logistical
support for the deployment of identity verification services. IDENT operation requires
approximately 500 servers, more than 100 highly specialized matchers, and 45 terabytes of data
storage. US-VISIT is experiencing growth at the rate of four terabytes per month in the
operation of IDENT, which is driven by the capture of 10-print records. ADIS operations
require 16 high-end servers across two data centers to process more than one million transactions
a day within a five terabyte database that is growing by nearly one terabyte per year.

There are two primary factors driving growth in gallery size and transaction volume associated
with the O&M of the IDENT and ADIS systems: 1) the normal growth attributable to servicing
existing customers and 2) the growth arising from new capabilities and new customers. Since
IDENT is the primary driver of O&M costs, representing 79 percent of the whole (versus

14.7 percent for ADIS and 6.3 percent for Corporate Systems), the discussion of growth factors
focuses on it. Figure 1 illustrates the growth in gallery size over time and the specific types of
enrollment transactions that support US-VISIT stakeholders and workstreams.



Figure 1, FY 2003-2012 IDENT Fingerprint Gallery Growth by Enrollment Type®
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The second primary workload driver is the continuing investment in expanded and improved
capabilities for IDENT. Since IDENT was transferred to US-VISIT it has never operated in a
true steady- state environment. Additional investments in O&M are necessary to support new
requirements such as added 10-print capture capability and IDENT/IAFIS interoperability, which
ensures interoperability between US-VISIT’s IDENT system and the FBI Criminal Justice
Information Systems (CJIS) Division’s IAFIS, and to enable continuing adherence to required
service levels for US-VISIT customers.

The following figure combines impacts on IDENT resulting from the two primary drivers. This
figure indicates how close to 100-percent system capacity IDENT has operated. Continuing
investments in O&M have been, and continue to be, necessary to ensure no degradation in
IDENT service. When the Data Center Mirror and Migration (DCMM) initiative is completed,
the additional capacity will allow for the maximum number of transactions that can be processed.

2 Enforce transactions include enrollments to CBP enforcement actions,



Figure 2, IDENT System Capacity Utilization®
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Table 2, Summary of Costs — Operations and Maintenance

Operations and Maintenance
($ in millions)

Carryover
Funds

FY 2010

Total
Funds

IDENT: Funding supports the operations and maintenance of
IDENT, the largest fingerprint repository in the world. FY
2010 funding will be used on hardware: online storage
(memory), spares and storage for FY 2010 growth, and
maintenance agreements. Software costs include maintenance
and licensing agreements for applications and matchers. The
remainder of the funding is for labor support to three data
centers as well as anticipated growth based on new biometric
populations and continuing increases in existing biometric
populations.

Hardware Costs = $36.6
Software Costs=$ .7
Labor Costs = $63.9

101.2

101.2

3 Enforcement transactions include enrollments attributable to CBP enforcement actions.




Operations and Maintenance
($ in millions)

Carryover
Funds

FY 2010

Total
Funds

ADIS: Funding supports the operations and maintenance of
the ADIS. This biographic system contains arrivals,
departures, and information affecting immigration status about
non-U.S. citizens. FY 2010 funding will be used for hardware
maintenance agreements, sofiware maintenance and licensing
agreements, and labor to support quarterly releases. Quarterly
releases include system updates, migration to JAVA
architecture for the web environment, enterprise reporting, and
Oracle migration. In addition, funding will be used to support
lease costs for DOJ data centers.

Hardware Cost=9$ .9
Software Cost = $2.1
Labor Cost=$15.8

18.8

18.8

Corporate Systems: Funding supports hardware, software,
and infrastructure used by the US-VISIT Program Office.
Hardware costs include laptops, work stations, peripherals, air
cards, Secure ID to facilitate remote computer access and
mobile, secure communications, and blackberry support.
Software costs include software maintenance and licensing
agreements. Labor costs provide IT support services to
US-VISIT, such as local area network administration and end
user support.

Hardware Cost=$1.3
Software Cost = $3.4
Labor Cost=$3.4

8.1

8.1

Total Operations and Maintenance

128.1

128.1

IDENT
FY 2009 Accomplishments

Since 2004, US-VISIT has provided automated biometric matching and enrollment services
through IDENT. IDENT processes more than 135,000 transactions per day and currently stores
more than 106 million fingerprint records. The IDENT system processed 51 million




transactions, four million more than in FY 2008. Also, more than 302.553 individuals were

biometrically matched against the US-VISIT watchlist.

Table 3, IDENT Biometric Transactions

Activity FY 2007 FY 2008 FY 2009
Biometric transactions for US-VISIT stakeholders processed. 45 Million | 47 Million | 51 Million
Individuals biometrically matched against the US-VISIT
watchlist 160,000 277,302 302,553

Figures 3 and 4 provide information on the volume of IDENT requests by users and where

watchlist matches occurred.

Figure 3, FY 2009 US-VISIT Transactions by Customer
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[n FY 2009, US-VISIT adhered to service level agreements (SLAs) in supporting its customers
while experiencing a 15-percent growth in transaction volume over FY 2008 levels and a five
million record increase in gallery size. The growth in gallery size, in particular, challenges the

accuracy and timeliness of IDENT responses.

Table 4, FY 2009 Significant Accomplishments - IDENT

FY 2009 Accomplishments EY 2003
Status
Port of Entry (POE) Average IDENT Biometric Watchlist Search Time—average
A ; s 8.713
number of seconds it takes the IDENT system to return a response about a traveler at
any POE is 10 seconds or less. This measure is calculated monthly. seconds
BioVisa (DOS) IDENT Biometric Watchlist Average Search Time—average number
of minutes it takes the IDENT system, when initially queried, to return a response 2.57
about a visa applicant at any consular office is five minutes or less. This measure is minutes
calculated monthly.
Law Enforcement Average IDENT Biometric Watchlist Search Time—average 0.96
number of minutes it takes the IDENT system to complete a search of all of IDENT v
when CBP and ICE agents make an enforcement request is two minutes or less. This e




FY 2009 Accomplishments FX 2000

Status

measure is calculated monthly.
Biometric Interoperability Average IDENT Biometric Watchlist Search 767
Time—average number of minutes it takes the IDENT system to return a response i ¢
for a Federal/state/local/tribal user is 15 minutes or less. TS
IDENT Operational Availability—ratio of the time that the IDENT system is

. ; : e 99.72
available to process end-user transactions during the period divided by the total percent

scheduled up-time for that period is 99.7 percent or greater.
Watchlist False Accept Rate—the probability that a traveler is erroneously identified 0.038
as being on the watchlist is 0.04 percent or less.

percent
Enterprise Reporting Service Phase One—implemented 33 detailed business reports
: : : 3 : : Completed
for enterprise-wide reporting and implemented the hardware infrastructure to support May 2009

the enterprise-wide service.

Figure 4, FY 2009 Biometric Matches to US-VISIT Watchlist
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During FY 2009, US-VISIT established the Enterprise Reporting Service which provided secure,
enterprise-wide operational reporting. This reporting service provided efficient generation of
required performance measures along with analytical, person-centric results from law
enforcement and immigration queries. US-VISIT established this capability to manage new
services to be placed in production and provide on-going support.

FY 2010 Planned Accomplishments

In FY 2010, IDENT O&M funds enable continued adherence to performance targets and
stakeholder SLAs in the face of increasing gallery size and transaction volumes. Increased
IDENT workload is anticipated as a result of rolling-out of additional 10-Print/IDENT/IAFIS
Interoperability, expanding state and local requests, support for the Secure Communities
initiative, and growth in credentialing transactions supporting DHS compliance with Homeland
Security Presidential Directive 12.

O&M will focus on actions necessary to sustain production operations and achieve service level
targets. This includes monitoring, system administration and technology refresh activities.
Subsequent phases of the Operations Roadmap will focus on optimization strategies, such as



enhanced monitoring, server virtualization, and consolidation and maturation of ITSM processes
and tools. The recurring expenses are for database administration, data center rent, leased line
costs, contractor labor support, independent verification, and validation testing support, and

software maintenance agreements. Beyond these recurring operational activities, IDENT O&M
funds are mapped to discrete deliverables including hardware (matcher) refresh and

implementation of IT system management software suites.

Table 5, FY 2010 Planned Accomplishments - IDENT

FY 2010 Planned Accomplishments Target
POE Average IDENT Biometric Watchlist Search Time—average number of 10 seconds
seconds it takes the IDENT system to return a response about a traveler at any POE
is 10 seconds or less. This measure is calculated monthly. or less
BioVisa (DOS) IDENT Biometric Watchlist Average Search Time—average number
of minutes it takes the IDENT system, when initially queried, to return a response 5 minutes
about a visa applicant at any consular office is five minutes or less. This measure is or less
calculated monthly. :
Law Enforcement Average IDENT Biometric Watchlist Search Time—average
number of minutes it takes the IDENT system to complete a search of all of IDENT 2 minutes
when CBP and ICE agents make an enforcement request is two minutes or less. This or less
measure is calculated monthly.
Biometric Interoperability Average IDENT Biometric Watchlist Search 15 minutes
Time—average number of minutes it takes the IDENT system to return a response
for a federal/state/local/tribal user is 15 minutes or less. or less
IDENT Operational Availability—ratio of the time that the IDENT system is 99.7
. . . e 4o .7 percent
available to process end-user transactions during the period divided by the total
scheduled up-time for that period is 99.7 percent or greater. or greater
Watchlist False Accept Rate—the probability that a traveler is erroneously identified
as being on the watchlist. FAR
A . . o accuracy
nalysis determined that variations in the performance of the False Acceptance Rate tric should
(FAR) metric have proved difficult to explain. Current year IDENT watchlist target metric Shou
rates have exceeded targets in the DHS Future Year Homeland Security Plan and .rtt;:n_an:h
quantitative analysis determined that this rise will continue. The FAR growth results I}V'. ¢ ";.' I e
from the natural dynamics associated with watchlist gallery growth, driven by user imit ot pus
. . . . . or minus 1.0
agency actions, and are inconsistent with setting flat out-year targets.
The revised methodology for reporting US-VISIT FAR performance will employ
process control methodologies applied in other US-VISIT program performance
measures. The new FAR metric will be projected via a statistical model that adjusts
to levels of gallery size therefore exceeding targets only when extraordinary
occurrences drive the FAR beyond the expected tolerances. US-VISIT will
implement this updated measurement and target starting in FY 2010.
IDENT hardware refresh including matchers, database, and storage hardware (Year 1 Second
of a 5-year refresh cycle targeting 20 percent of the IDENT matcher subsystem Quarter
annually).
Implementation of a modernized data storage and tape backup/recovery solution for First
production IDENT and ADIS database systems. Quarter
Implementation of the IT asset management and IT configuration management pilot Second




FY 2010 Planned Accomplishments Target

processes. Quarter
Planning and analysis of the IT service desk pilot processes and ITSM software Third

management toolset. Quarter
Planning and analysis for the Phase | Operations Roadmap (stabilization objectives). Q’[ltll::tir
Development of an enterprise monitoring strategy for US-VISIT information Second
technology management production systems. Quarter
Initial deployment and integration of the enterprise monitoring tools and the ITSM Third

software management toolset. Quarter

ADIS

ADIS was deployed in 2002 as a system to track the entries and exits of aliens from visa waiver
program (VWP) countries. US-VISIT began operating ADIS in 2003. In 2004, as part of the
stand up of US-VISIT, all countries were added.

Overstays* can result in prosecutions by ICE, in denial at visa issuance, or in denial of entry at
POEs. ADIS currently contains travel histories on over 200 million alien travelers. On a typical
day, US-VISIT receives one million ADIS transactions from airline manifests, CBP officer
confirmed arrivals, Student and Exchange Visitor Information System student updates, departure
[-94 records, and updates from the U.S. Citizenship and Immigration Services (USCIS)
Computer Linked Application Information Management System. These transactions contain
arrival, departure and immigration status information which includes biographic and IDENT
biometric indicator (a fingerprint identification number).

FY 2009 Accomplishments

In FY 2009, US-VISIT experienced a 22-percent user increase as compared to FY 2008. ADIS
is currently being upgraded with enhanced interfaces with CBP for Western Hemisphere Travel
Initiative (WHTI) and the Electronic System for Travel Authorization.

* Overstays are nonimmigrants for which the authorized period-of-admission has expired without an apparent
subsequent arrival or departure from the United States.
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Table 6, FY 2009 Significant Accomplishments - ADIS

FY 2009

FY 2009 Accomplishments Status

Maintain ADIS Operational Availability at 97 percent or better. This is the ratio
of the time that the ADIS system is available to process end-user transactions
during the period divided by the total scheduled up-time for that period. This
measure does not include scheduled downtime outages.

99.91 percent

Completed

Complete ADIS assessment to identify challenges. in April 2009

Rescheduled for

Upgrade ADIS database upgrade from Oracle 9i to Oracle 10g. FY 2010 to utilize
Oracle 1lg

enhancements

Implement ADIS Release 3.2 deployed to a limited user base to evaluate new
JAVA web interface which minimized user learning curves and eases July 2009
enhancements and modifications.

Deploy ADIS Release 3.3 to field users to provide JAVA web interface and
capabilities to tailor and save ad-hoc search results; receive and process WHTI
Vehicle Primary Client interface messages; ability to perform drill-down within July 2009
ad-hoc details; web user administrator functions; and program changes to
increase data accuracy with additional information.

An assessment to identify the challenges facing ADIS was completed in Third Quarter FY 2009.
The ADIS Technical Assessment confirmed that the ADIS system contains functionality that is
of great benefit to US-VISIT. This functionality can potentially be used in combination with
IDENT to provide more effective and efficient searches and more complete verification of an
individual identity. To realize these benefits, US-VISIT will need to better integrate ADIS into
the US-VISIT target architecture and US-VISIT system processes. Subsequent reporting will
provide an independent technical assessment of production system architecture and system
revision recommendations.

FY 2010 Planned Accomplishments

In FY 2010, ADIS funds will enable ADIS adherence to performance targets in the face of
increasing transaction volumes. ADIS plans a data sharing upgrade with DOS in March 2010,
with USCIS in July 2010, and a potential interface data sharing enhancement with ICE in

FY 2010. All these upgrades will enable more efficient and automated information sharing with
the US-VISIT stakeholder agencies. The interface with DOS will provide additional
information, as well as automate a previously manual process. The interface with USCIS will be
enhanced to improve the ability to match unique individuals. The interface with ICE will
provide a daily extract that will be used to better identify unique individuals who warrant
enforcement actions.

11




Table 7, FY 2010 Planned Accomplishments - ADIS

FY 2010 Planned Accomplishments Target
Maintain ADIS operational availability at 97 percent or better. This is the ratio of -
the time that the ADIS system is available to process end-user transactions during the Maintain
peried divided by the total scheduled up-time for that period. This measure does not throughout
include scheduled outages. FY 2010
Migrate ADIS to Enterprise Service Bus Phase 2. Fourth

Quarter

Implement US-VISIT tools for configuration management and IT asset management First
removing the dependency on ICE. Quarter
Deploy ADIS Release 3.4, which includes an interface to the Secondary Inspection
Tool, an updated interface to the FBI's Foreign Terrorist Tracking Task Force and
additional functionality to allow users to reconcile an individual’s travel history. First
This release will also provide the user with additional capability to receive and Quarter
process [-94 arrivals and departures, update messages from the 1-94 automated
air/sea records and provide more accurate information.
Deploy ADIS Release 3.5 to include the migration of ADIS to an Oracle 11g
environment. This change in environments will allow the partitioning of database
tables to improve performance on the new IBM 595 platform. Because Oracle 10g is Second
approaching the end of its lifecycle, ADIS is moving directly from 9ito 11g, Quarter
bypassing 10g. This will save maintenance costs in FY 2010 and beyond, as well as
enable the use of the latest capabilities provided by Oracle.
Deploy ADIS Release 3.6 which will include an automated interface with DOS and Second
other enhanced system change requests to provide more accurate information. Quarter
Review, analyze, prioritize and schedule recommendation to be implemented from First
the ADIS Technical Assessment and the Lawrence Livermore National Laboratory Quarter
Assessment.

Corporate Systems

Corporate Systems includes hardware, software and infrastructure used by the US-VISIT
program office. Costs for US-VISIT corporate [T systems represents 6.3 percent of the total
0&M budget for US-VISIT. These expenditures include workstations/laptops, BlackBerry
hardware, service and associated support, Help Desk, and General Support Systems (GSS). The
GSS elements include US-VISIT On-line Integrated Collaboration Environment (US-VOICE),
which is the central data repository and collaboration tool for US-VISIT, as well as DOORS (the
US-VISIT’s requirements definition and management tool) and ProSight, a portfolio
management tool. All program software requirements are also funded under this budget area,
including software from Oracle and Microsoft. Finally, a small percentage of network
connectivity and local area network support (hardware, software, and labor) is included in
corporate systems.

FY 2009 Accomplishments

In FY 2009, ICE transitioned help desk support to US-VISIT with full deployment beginning in
FY 2010. US-VISIT is working with the NPPD Chief Information Officer to refine the
migration plan for network services and program office IT help desk support. The plan is
incremental and expected to allow for a full migration from ICE support in FY 2010. In order to
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assure continuity of operations, US-VISIT has entered into a FY 2010 support services
agreement for continuation of services.

Table 8, FY 2009 Significant Accomplishments — Corporate Systems

FY 2009 Accomplishments Status
Enable data center operations and general office communications through support Continued
and network agreements with DOJ and ICE. US-VISIT will begin migrating to through
DHS headquarters supported infrastructure. FY 2009

Deploy laptops and aircards to all government employees to enable telework in the

event of a disruptive scenario, i.e. novel influenza A virus infection (HIN1). Completed

Hardware and
software
procured

Support the US-VISIT Alternate Operating Facility (AOF) build out in Baltimore,
Maryland,

FY 2010 Planned Accomplishments

In FY 2010, Corporate System O&M funds will support many of the same recurring expenses
and initiatives that were funded in FY 2009, which are required to support the growing
US-VISIT Federal workforce. Other recurring expenditures include payment of all annual
software and advisory licenses as well as the payments to ICE for network connectivity, IT
support services and IT help desk support. There are several discrete planned accomplishments
with specific milestones and timeframes that will be supported out of Corporate Systems O&M
for FY 2010.

Table 9, FY 2010 Planned Accomplishments — Corporate Systems

FY 2010 Planned Accomplishments Target
Complete the final IT phases of the AOF allowing back-up and recovery through Second
a storage area network solution. Quarter
Plan, analyze, and implement GSS upgrades enabling the fulfillment of newly Third
developed requirements by business users. Quarter
Migrate the US-VISIT Program Office IT Infrastructure from ICE to DHS Fourth
headquarters infrastructure (DHS Onenet). Quarter

B. Identity Management and Screening Services

US-VISIT provides biometric-identity management services to DHS, Federal, state, local, tribal,
and foreign government stakeholders to improve the identification of known and unknown
individuals. By matching biometric records against a watchlist that includes known or suspected
terrorists, criminals and immigration violators; US-VISIT strengthens national security and
facilitates legitimate travel and trade.

US-VISIT meets its mission requirements through efforts in four areas: (1) positively
confirming biometric identity by operating IDENT, supplemented with fingerprint analyses
conducted by examiners; (2) operating ADIS by enhancing biometric identification through
biographic, overstay, and data integrity analysis; (3) coordinating law enforcement and
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intelligence operational activities to improve US-VISIT data systems accuracy and usefulness;
and (4) sharing information and providing technical assistance to foreign governments engaged
in developing biometric capabilities. These efforts will ensure the government adopts advanced
and coordinated research and standards on biometric applications. Collectively, these services
uniquely identify individuals by providing person-centric, actionable information to US-VISIT
operational customers.

Identity management and screening services provides funding for contractors who offer the
specialized identity management services described below. Funding for government FTEs and
program office support contractors is included in Program Management Services. Automated
fingerprint matching and enrollment is a function of the IDENT system and is funded by
US-VISIT O&M.

Table 10, Summary of Costs — Identity Management and Screening

Identity Management and Screening Carryover FY 2010 Total
(S in millions) Funds Funds

Biometric Support Center - Provides real-time biometric fingerprint
verification services for non-automated matches from IDENT and = 15.7 15.7
screening of latent prints. '

Data Integrity Group - vets and analyzes records of interest generated
by ADIS and provides validated overstay information to DHS
operational units (e.g., CBP, [CE) utilizing US-VISIT entry, exit, and 2.2 8.5 10.7
status data including data integrity issues for subsequent adjudication
(e.g., benefit applications, law enforcement actions).

Law Enforcement and Intelligence - reviews biometric watchlist
entries and authorizes promotions and demotions for all stakeholders,
with the exception of those biometric watchlist matches reviewed by = 6.1 6.1
CBP and provides research and contextual data to law enforcement, the
intelligence community, external agencies, and foreign partners.

Information Sharing and Technical Assistance - facilitates the
information sharing and technical assistance with other governments to
strengthen cooperative relationships and evaluates potential technical “ 0.7 0.7
solutions (i.e., multi-biometric technology, facial recognition) to broaden
biometric data opportunities.

Total Identity Management and Screening Services 2.2 31.0 83:2

Biometric Support Center

The Biometric Support Center (BSC) provides expert fingerprint identification services to
various DHS Components and Federal, state, local, tribal, and international law enforcement
agencies, intelligence agencies, and foreign governments. The primary mission is to provide
expert fingerprint identification services where automated means are insufficient. The BSC
provides enrollment services where information is captured, entered into IDENT, and provides
subsequent automated watchlist services to end users. Additionally, the BSC offers latent print
processing and analysis in support of Federal, state, local, and international law enforcement and
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national security efforts. The BSC’s highly trained latent and 10-print examiners verify
biometrics 24/7, supporting immigration and border management missions, terrorist and crime
investigations, and identification of potential persons of interest.

The BSC provides three primary services that include 10-print verification that two sets of prints
are a match, latent print processing involving the comparison of known 10 prints with previously
unidentified latent fingerprints (e.g., prints found at a crime site or a terrorist safe house), and
enrollment services of lookout candidates submitted by enforcement users for inclusion on the
watchlist or in recidivist databases.

On an average day, the BSC verifies over 1,700 fingerprints resulting from unresolved
automated system comparisons and completes over 12,800 latent fingerprint comparisons
between known individuals in the US-VISIT IDENT database and fingerprints left behind at
crime scenes and terrorist incidents, enrolling over 70 individuals’ fingerprints onto the US-
VISIT biometric watchlist.

The BSC workloads have increased over the last three years because of the migration to 10-print
capture at DOS and POEs, the addition of new populations, such as Lawful Permanent
Residents, immigrant visa holders, and aliens paroled into the United States to the US-VISIT
database. With the transition to 10-print capture, US-VISIT is able to expand latent screening
efforts beyond just the 2-print records captured since the inception of the IDENT. This increase
began in FY 2008 and continues to grow. The increase in latent work was partially offset by a
decrease in manual fingerprint verifications from FY 2007 and FY 2008, which is attributable to
enhanced IDENT matching algorithms deployed in November 2007.

Figure 5 depicts the key workload statistics for the BSC for FY 2007 through FY 2009,
highlighting the continued growth in latent verifications:

Figure 5, FY 2007-2009 BSC Key Workload Statistics®
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5 There were 4,098 National Security Entry/Exit Registration System enrollments in FY 2009.
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FY 2009 Accomplishments

In FY 2009, the BSC continued to support users at the FY 2008 service levels even as demand
for services increased. Because of enhanced data sharing efforts between DHS, DOD, and DOJ
in FY 2009, the BSC processed and enrolled more than 20,000 latent prints into its unsolved
latent database for screening against the over 100 million subject prints in IDENT, more than
doubling the 9,606 latent prints processed in FY 2008. These efforts resulted in 139
identifications, which have aided significantly in terrorism and criminal investigations, including
several sensitive national security related cases, a Chicago drug trafficking case, and a 2006
homicide cold case in California. The DHS latent program has benefited significantly with the
transition to 10-print capture for visa applicants, visitors, and lawful permanent residents
entering the United States. Latent matches on fingers other than the traditionally captured two
index prints have risen significantly and now contribute to the majority of latent hits. Other
agencies benefit greatly from having their latent prints searched in IDENT since approximately
60 percent of latent matches by the BSC are against prints that are not available in any other
government biometric repository.

During FY 2009, US-VISIT made improvements to latent processing, including enhanced latent
search methodologies that provide more accurate latent candidate lists to latent fingerprint
examiners. This enhancement, which dynamically selects the most probable candidates from the
database on the basis of a number of criteria including latent print quality, significantly reduced
the number of print comparisons required by examiners for each print searched. In FY 2009,
manual fingerprint verifications (urgent and non-urgent requests) and field submitted lookout
enrollments were commensurate with FY 2008 levels. These efforts are critical to ensuring that
DHS officers are quickly notified of watchlist hits, that legitimate travel is not adversely
impacted, officers are notified of DHS encounters, and the integrity of biometric identity is
maintained. In certain cases as a result of these verifications, the BSC provides expert
fingerprint testimony in support of DHS prosecutions (e.g., re-entry after deportation). In

FY 2009, BSC examiners were subpoenaed seven times to provide testimony in related cases.

In FY 2009, identifications of unknown individuals (typically deceased) rose from FY 2008,
mainly attributable to increased awareness among the law enforcement community of the
benefits of US-VISIT data. Although not a traditional mission of DHS, these efforts led to the
January 2009 identification for the New Jersey State Police Missing Persons Unit of a deceased
individual who had been murdered by his children, the closure of many cold cases nationwide,
including a 19-year-old unsolved homicide in Washington, DC, and the June 2009 identification
of a deceased individual who was a top-10 wanted subject from a southern border state.

Table 11, FY 2009 Significant Accomplishments — BSC

Status/

FY 2009 Accomplishments Average Response

Provide fingerprint verification decisions on urgent requests in 10 minutes or less. | 4.2 minutes

Provide fingerprint verification decisions on non-urgent requests within 24 hours. | 3.3 hours

Provide enrollment and verification of terrorism related prints in 2 hours or less. 51.8 minutes
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FY 2010 Planned Accomplishments

Anticipated organic volume increases and incremental volumes coming from US-VISIT
investments will continue to increase workloads in FY 2010. These increases include future
enhanced interoperability with other agencies, such as DOJ, other DHS Components, foreign
government partners, and significant increases in latent print workloads. In addition, the BSC
resources will support improving IDENT data integrity by correcting instances of multiple travel
documents associated with multiple fingerprint identification numbers. The BSC will adhere to
the service levels achieved in FY 2009 as it contends with the increased workload.

Table 12, FY 2010 Planned Accomplishments - BSC

Target/

FY 2010 Planned Accomplishments .
Average Time

Provide fingerprint verification decisions on urgent requests in 10 minutes or less. | 10 minutes or less

Provide fingerprint verification decisions on non urgent requests within 24 hours. | 24 hours or less

Provide enrollment and verification of terrorism related prints in 2 hours or less. 2 hours or less

Data Integrity Group

The ADIS database was designed to match arrival and departure, extension, change, or
adjustment of status to identify individuals who have overstayed the terms of their admission.
This information supports determinations of whether nonimmigrant visitors have remained
beyond their authorized periods of admission, on the basis of “admit until” dates, and provides
the “status indicator” for US-VISIT. Those records are manually validated by the DIG prior to
initiating law enforcement action or adverse actions (e.g., benefit or visa refusal). Overstays fall
into two categories: out-of-country and in-country.

Out-of-country overstays identify individuals who have already left the United States, but stayed
over the authorized period of admission by more than seven days for VWP participants and 180
days for all other authorized periods of admission. These individuals are added to the “overstay
lookout” list, which is checked by CBP officers when an individual attempts to enter at a POE or
by DOS when an individual attempts to obtain a visa at a consulate office overseas. When a
traveler is denied admission at a POE or denied a visa, the event is recorded as an “adverse
action.”

In-country overstays identify individuals who have exceeded their period of admission and
remain in the United States. These identifications result in referrals to ICE as “lead
recommendations.” [CE then undertakes an investigation to arrest and deport the overstay
violator.

The DIG analyzes cases where the class of admission (certain visa classes are exempt, such as
ambassadors) or the individual’s age (under 14 or over 79) indicates that the person should not
have been fingerprinted and a biometric encounter record should not have been created in
IDENT. If an error is found, the DIG deletes and corrects the data. The DIG also analyzes cases
of multiple identities, where multiple fingerprint identification numbers are associated with one
person, or vice versa for either potential fraud or system error. Additionally, the DIG informs
USCIS when subjects with pending immigration benefit applications appear to have violated the
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terms of their admission or who have left the country without authorization and with a benefit
application pending, thereby abandoning that application.

FY 2009 Accomplishments

In FY 2009, US-VISIT continued advances in the efforts to identify potential overstays. All
production measures, shown in Table 13, have increased from FY 2008 with the exception of
arrests based on referrals. This increase continued the emphasis on establishing lookouts to
identify persons seeking re-entry or obtaining new visas who have previously overstayed their
prior term of admission. This new lookout focus led to a significant increase in adverse actions
at POEs and at consular offices. The following table shows the number of cases in which
out-of-country lookouts and in-country referrals to ICE have resulted in arrests or denials of
visas or admissibility. Over the past three years, the work of the DIG resulted in an arrest or
denial of entry of over 4,000 individuals. In addition, the DIG achieved operating efficiencies
through FY 2009 as a result of improving productivity using a stable and more experienced
workforce.

Table 13, DIG Operational Enforcement Outcomes

Port/Visa
Fiscal Year Referred to ICE A"ﬁi‘;:’:‘:ﬁ? on Out[:z:;ﬁ) (:Iut: try Refusals Based on
Lookouts
2009 16,379 568 16,691 2,502
2008 13,343 715 13,276 1,441
2007 12,372 338 7,357 45]
2006 4,155 139 457 5

In FY 2009, the DIG met or exceeded all of its planned accomplishments. Two noteworthy
successes were the accomplishments achieved in maintaining the average cost per in- and out-of-
country lead. Because of the implementation of an additional automated vetting process through
the Computer-Linked Application Management Information System, the DIG was able to further
reduce the average cost per in-country lead from $123 at the end of FY 2008 to $87 at the end of
FY 2009. The average cost per out-of-country overstays lead declined from a low of $114 in

FY 2008 to $107 in FY 2009. Additionally, the backlog of in-country visa waiver participant
overstay violators was eliminated four months ahead of schedule because of a more stable
workforce and improvements implemented in overstay record processing (such as adding another
automated review). VWP records constituted a large number of records not being vetted.
Elimination of the backlog provides assurance that US-VISIT is able to identify foreign nationals
that are traveling to the United States, whether or not they have violated their terms of admission
and their (and their countries) eligibility for the VWP.

§ Actual arrests based on referrals provided by ICE/CEU.
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Figure 6, Number of Records Processed by DIG
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Table 14, FY 2009 Significant Accomplishments - DIG

2008

QIFY Q2FY Q3FY Q4FY QIFY Q2FY Q3FY Q4FY QLFY Q2FY Q3 FY

2009 2009 2009

FY 2009 Accomplishments

Status

Eliminate Backlog of VWP countries.

Completed four months
ahead of schedule in
June 2009.

The probability that leads submitted by the DIG to ICE/Compliance
Enforcement Unit (CEU) represent travelers who are currently in the
United States and have overstayed their authorized periods of admission.

Achieve in-country overstay lead credibility rate of 25 percent or greater.

In-country overstays lead
credibility increased to
42 percent.

Achieve out-of-country overstay lead credibility rate of 98 percent or
greater. The probability that vetted overstay leads are correctly
promoted to the lookout list and actually represent travelers who are
overstaying their authorized periods of admission by more than 180
days.

Out-of-country overstay
lead credibility rate
increased to 99 percent.

Achieve cost per in-country overstay lead of $166 or less. Average cost
to vet an in-country overstay and prepare for the submission to
ICE/CEU: $166 or less (targets are subject to change resulting from a
possible revision to the methodology initiated to adjust for changes in
the composition of ICE target countries).

Average cost per
in-country overstays lead
decreased to $87.

Achieve cost per out-of-country overstay lead of $136 or less. Average
cost to vet an out-of-country overstay lead by the DIG and to prepare it
for promotion to lookout status: $136 or less (targets are subject to
change resulting from a possible revision to the methodology initiated to
adjust for changes in the composition of ICE target countries).

Average cost per
out-of-country overstays
lead decreased to $107.
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FY 2010 Planned Accomplishments

The DIG will prioritize its workload according to criteria provided by ICE. The DIG workload
will increase in FY 2010 as the DIG expands its coverage from solely reviewing traveler records
from ICE priority countries of interest to include all non-immigrant visitors to the United States.
It is likely this will double the FY 2010 workload. The current plan, based on increased staffing,
is to reduce the backlog of all nonimmigrant overstays by 50 percent by the fourth quarter.

In FY 2010, in keeping with the quarterly reports to Congress, the DIG will focus attention on
improving ADIS records integrity to achieve a goal of 95-percent exit-to-entry match rate and
accurate overstay identification of VWP participants. Efforts to identify and deploy new
algorithms improving record-matching performance will serve as the prime means to improve
eXit-to-entry matching rates.

Table 15, FY 2010 Planned Accomplishments - DIG

FY 2010 Planned Accomplishments Status
Fourth

Reduce backlog of all un-vetted overstays by 50 percent. Quarter
Maintain ADIS records integrity. Improve ADIS records integrity to improve Third
the exit-to-entry match rate to 95 percent or greater. Quarter
Maintain in-country overstay lead credibility rate of 98 percent or greater. The
probability that leads submitted by the DIG to ICE/CEU represent travelers
who are currently in the United States and have overstayed their authorized
periods of admission. Analysis determined that the prior formulation for this Greater
performance measure was randomly affected by external factors outside of than or equal
US-VISIT’s control in areas such as policy, changes from external to 98 percent
stakeholder’s priorities and mixes of the traveling population. The updated
measurement will measure the internal quality control of the DIG production
and have a new credibility target of 98 percent.
Maintain out-of-country overstay lead credibility rate of 98 percent or greater. Greater
The probability that vetted overstay leads are correctly promoted to the lookout than o equal
list and actually represent travelers who have overstayed their authorized t0 98 ergen t
periods of admission by more than 180 days. P
Maintain cost per overstay records processed of $52 or less. Average cost to
vet in-country and out-of-country records. US-VISIT is revising its method
for analyzing DIG efficiency to address weaknesses detected in its efficiency
measures (cost per in-country overstay lead and out-of-country overstay lead) Less than
which failed to capture operational realities, masked important performance or equal to $52
trends, and introduced data distortions from outside factors. The new
consolidated efficiency measure reflects that analysts work both in-country and
out-of-country overstays records.

Law Enforcement and Intelligence Section

LE&I reviews biometric watchlist encounters and adjudicates (authorizes) the promotion or
demotion of persons to/from the watchlist on the basis of the most current information associated
with the individual. These adjudications are conducted to ensure that the watchlist continues to
be accurate and actionable for all US-VISIT stakeholders. Beginning later in FY 2010, CBP is
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planning to adjudicate and be responsible for their own watchlist encounters in the field,
however, many IDENT customers will not be using this capability requiring LE&I services to
adjudicate the watchlist encounters for those other customers. In addition, LE&I provides
research and contextual data to law enforcement, intelligence, external agencies, and foreign
partners who do not maintain access or who do not have the expertise to interpret the
information.

In addition to authorizing watchlist promotions and demotions, LE&I keeps current and accurate
information on persons subject to the watchlist through collaboration with other agencies,
including the Terrorist Screening Center and DOD. By exchanging data with DOD on
high-threat subjects encountered by the United States, primarily in Iraq and Afghanistan, the
IDENT watchlist has prevented entry into the United States of individuals who have been
detained by DOD, attacked U.S. troops or civilian targets or who are connected to insurgent
activities.

US-VISIT’s collaboration with this screening center has resulted in the identification of
biographic data for KSTs within the Terrorist Screening Data Base. This data corresponded to
biometrics in the IDENT database, enabling the further consolidation of the biographic and
biometric KST watchlists.

FY 2009 Accomplishments

In FY 2009, LE&I provided value-added identity management services with a focus on
biometrics in support of analytical, investigative, and operational needs. LE&I encountered an
additional workload in FY 2009 because of increased reviews of IDENT watchlist hits, which
stemmed from the further deployment of 10-print capture, IDENT/IAFIS interoperability,
support of DOD initiatives, and the formalization of processes and procedures with DHS
Components for assorted projects. Expanded deployment of 10-print capture and interoperability
with IAFIS tripled the number of hits LE&I analyzed in FY 2009 from 42,035 to 116,213.
Improved interoperability with IAFIS has allowed US-VISIT to watchlist individuals with
criminal histories who may be inadmissible. An additional, 29,003 watchlist entry hits were
analyzed and adjudicated by CBP detailees in FY 2009.

Table 16, Key Workload Statistics — LE&I

Activity FY 2007 FY 2008 FY 2009
Air Entry Watchlist Encounters Received 10,447 42,035 155,216
Air Entry Watchlist Encounters Adjudicated 9,404 27,554 61,934’
LE&I IDENT Watchlist Demotions - 24,273 81,671°

Because of the increased populations now subject to biometric screening, LE&I reviewed and
demoted twice the number of records from the watchlist in FY 2009 than in FY 2008. LE&I
ensures the watchlist is accurate and actionable so that stakeholder action can be made with the
highest degree of reliability and efficiency. Removing unnecessary records from the watchlist,

7 Air entry IDENT watchlist encounters adjudicated includes 39,003 air entry watchlist encounters adjudicated by
CBP detailees and 22,931 encounters adjudicated by US-VISIT LE&I.

¥ LE&! IDENT watchlist demotions includes 30,711 air entry watchlist encounters demoted by CBP detailees and
50,960 demotions by US-VISIT LE&I.
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allows valuable stakeholder resources to be concentrated on those individuals requiring
additional scrutiny. In FY 2009, US-VISIT worked closely with CBP to design and develop
more efficient and effective processes including technical changes for adjudication of watchlist
encounters through a new IDENT “local demote™ capability. This capability provides CBP
officers the ability to demote or promote watchlist matches encountered by CBP in the field with
training jointly between US-VISIT and CBP. US-VISIT has also coordinated and developed
joint processes with ICE, who began to provide resources in FY 2009 to adjudicate CMF
encounters promoted to the watchlist from CBP searches of IAFIS as match results are not
available until 24 to 72 hours after the traveler has entered the United States.

In addition, US-VISIT was involved in several global projects with foreign partners to detect and
deter aliens with certain criminal convictions or aliens who have engaged in fraudulent conduct
from entering the United States and applying for immigration benefits. In the second quarter of
FY 2009, US-VISIT exchanged biometric data among the United States, Australia, Canada, and
the United Kingdom on a test basis to identify cases and trends in immigration fraud. These
exchanges enabled US-VISIT to identify significant patterns of legal and illegal immigration as
well as match more 150 absconder records for ICE, allowing DHS to close many of these
outstanding absconder records.

Table 17, FY 2009 Significant Accomplishments — LE&I

FY 2009 Accomplishments Status

Completed 75 percent
Exchange biometric data with Australia, Canada and the United Kingdom on a | of the business

test basis. requirement
development phase
Developed initiatives
and projects to
increase throughput
of adjudications of
entry watchlist
matches.

Begin developing requirements for initiatives to exchange data to detect and
deter aliens with certain criminal convictions or aliens who have engaged in
fraudulent conduct from entering the United States.

FY 2010 Planned Accomplishments

US-VISIT anticipates additional workload growth stemming from the increased review of
watchlist hits resulting from further 10-print capture and interoperability deployments and
establishment of a full-time stakeholder support capability. This capability will consist of LE&I
analysts researching biometrically verified hits against IDENT data submitted by the FBI, DHS
entities, and other contributing agencies. Beginning in FY 2010, US-VISIT will implement
technical capabilities so CBP can begin to demote or promote watchlist matches encountered by
CBP officers in the field with training jointly developed between US-VISIT and CBP.
Therefore, LE&I will focus watchlist adjudication services for other customers that will not be
using this capability for demotion and promotion decisions. As part of the IDENT/IAFIS
interoperability, any set of 10-prints collected through IDENT is checked against the FBI
Criminal Master File database, which requires analytical support to determine if the identity
should remain on the IDENT watchlist. US-VISIT will continue to support ICE in reviewing
and adjudicating FBI criminal master file watchlist records.
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US-VISIT will increase its support services and, as an initial phase, will establish a centralized
decision center, providing one source of information for operational and tactical support—all
linked to a biometric. Consolidating and expanding resources to compile overstay and watchlist
encounter research allows US-VISIT to provide more effective analysis, which includes
trending, fraud detection, and risk-based decision support.

LE&I will add researchers/analysts to support an initial phase of the implementation of a 24/7
capability, support of DOD initiatives, and formalization of processes and procedures with DHS
Components for additional information sharing projects, such as ICE’s Secure Communities.
LE&I anticipates the ability to adjudicate approximately 153,000 records in FY 2010, a fivefold
increase over FY 2009 watchlist encounter adjudications. These efforts will help maintain the
watchlist accuracy and reduce the adjudication backlog created by interoperability efforts.
Analysis of hits and performing watchlist demotions is a key to maintaining an actionable
watchlist and providing decisionmakers the most accurate information available.

Table 18, FY 2010 Planned Accomplishments - LE&I

FY 2010 Planned Accomplishments Target

Formalize LE&I exchange of biometric data with Australia, Canada and the United

Kingdom. First Quarter
Remain current on research and coordination of UK Visa project. First Quarter
Prepare for and initiate the pilot exchange of biometric prints with the Germany. Second Quarter

Information Sharing and Technical Assistance

Fostering biometric information sharing with foreign governments supports efforts by DHS to
achieve its mission of protecting our Nation from those who seek to do us harm. US-VISIT
serves as the Department’s platform for the collection of biometrics along the travel continuum
with foreign stakeholders.” Information sharing and technical assistance (ISTA) promotes the
adoption of compatible standards to ensure interoperability with foreign partners and the
foundation for potential biometric data sharing.

By optimizing our relationships with other countries and our leadership in biometric technology
and identity management, US-VISIT stands to enrich IDENT and increase the information
included in ADIS through data-sharing agreements. Ultimately, the measure of success is the
acquisition and exchange of valuable information to expand the detection and prevention of
potential threats to our border and immigration security.

9 This continuum consists of the issuance of a travel document, the issuance of a visa, the admission to date, the
status of the individual while in the country and the enforcement of that individual’s status, including departure,
from the country.
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FY 2009 Accomplishments

In FY 2009, four new countries launched plans or adopted the collection of fingerprints for
identity management purposes in their border and immigration operations: Canada, Korea, the
Dominican Republic, and Mexico. US-VISIT provided subject matter expertise to support
efforts by these countries to implement biometric systems compatible with our identity
management model. US-VISIT also contributed technical information in support of efforts by
these countries to implement biometric uses compatible with our model of identity management.
These countries join the United States, United Kingdom, and Japan in actively using fingerprints
at points along the travel continuum.

US-VISIT began collecting requirements to implement biometric data exchanges with Germany
and Korea under the VWP agreements on enhancing cooperation in preventing and combating
serious crime.

US-VISIT is in the process of preparing data-sharing agreements with the United Kingdom and
New Zealand and has signed data-sharing agreements with Australia and Canada. US-VISIT
created an Integrated Project Team in FY 2009 to manage the implementation of Phase 2 of the
Hunter Valley Accord which sets the conditions governing the automated exchange of biometric

data among the five countries.

Table 19, FY 2009 Significant Accomplishments - ISTA

FY 2009 Accomplishments

Status

Finalize report of the Multi-Biometric Technology Evaluation
(MBTE) in First Quarter FY 2009, which will inform land
exit planning. Evaluation results will be incorporated into the
Land Exit Planning document to be delivered by December
2008. The evaluation will incorporate input from
independent sources as to the feasibility of potential technical
solutions for a land exit capability.

Completed January 31, 2009. Provided
preliminary findings that were included
in the final report.

Deliver report on Face Quality Improvement Study in Second
Quarter FY 2009. This study seeks to improve facial image
quality while minimizing CBP officer processing time.

Completed March 2009. Assisted in the
CBP adoption of the current camera
usage on primary inspections.

Deliver final report in Second Quarter FY 2009, which will
provide recommendations concerning biometrics capture on
exit, drawing upon the results from a proof of concept
demonstration using iris technology, with a series of
evaluations conducted with input from partner agencies and
in multiple phases.

Completed March 2009. This report was
given to interested parties in DHS, DOD
and National Institute of Standards and
Technology. This document serves as
one of the building blocks for the MBTE
project that will involve operational field
testing.

Develop an action plan in Fourth Quarter FY 2009 that
identifies short and long term goals for biometric
implementation activities with Mexico as part of DHS efforts
to broaden biometric data exchange opportunities with
contiguous nations.

Completed June 2009. This document
guides on-going cooperation with the
Government of Mexico regarding
biometric capabilities at the border.

Expand information sharing and technical assistance through
the secondment of a US-VISIT technical expert to Australia’s
Department of Immigration and Citizenship.

Completed October 2009, Australia is
using the plan developed by the technical
expert to inform its biometrics program.
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FY 2010 Planned Accomplishments

The FY 2010 funds will continue and expand the use of temporary onsite technical experts
(secondments) overseas. The technical experts posted to the United Kingdom and Australia will
assist with planning of biometric processes and systems within each government in relation to
POEs and provide recommendations or suggestions for improvements. The experts will provide
guidance on biometric standards, methods, and products, as well as solution development,
design, build, and roll-out quality assurance for biometric implementations.

Table 20, FY 2010 Planned Accomplishments - ISTA

FY 2010 Planned Accomplishments

Target
Engage international partners under the Agreements for Preventing and Fourth
Combating Serious Crime data sharing (e.g., Germany, Korea, Czech Republic, ourt
Latvia, Lithuania, Hungary, Slovakia, Estonia, Malta, Italy, Spain and Quaster
Portugal).
Provide Mexico’s National Institute for Migration with technical information Fourth
relating to biometric standards and specifications enabling it incorporate ou
biometrics in to its biographically based border and immigration management Quarter
information system know as the Integrated System for Migration Operations.

C. Program Management Services

Program Management is composed of an array of budget expenditures that are fundamental to
the US-VISIT program success. These costs include the staff that operate the program and
perform the mission; the costs associated with the prime integrator’s program management
functions and the facilities and infrastructure costs incurred by the integrator to operate mission
critical systems and manage capability development projects. These costs also incorporate the
associated rent, logistics and services costs to support federal and program contractor personnel
and contributions to the DHS working capital fund, as well as costs to implement best practices
in regard to DHS enterprise architecture, IT security, privacy, and program management
maturity. The components of these broad categories are summarized in Table 21. Salaries and
Expenses, Prime Integrator Expenses, and Systems Engineering components are described in
more detail in the following narrative.

Table 21, Summary of Costs — Program Management Services

Program Management Services Carryover FY 2010 Total
(S in millions) Funds Funds

Salaries and Expenses

Federal Salaries and Expenses - Salarics, expenses, benefits, and support

required for the operation of the US-VISIT program office. B 34.1 34.1

Program Contractor Support Services - Contractor personnel to implement

. 1.2 31.3 325
and support requirements for the program,
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Program Management Services
(S in millions)

Carryover
Funds

FY 2010

Total
Funds

Prime Integrator Expenses

Prime Integrator Program Level Management - Overall management
effort for the prime integrator's support to the US-VISIT program to execute
contract requirements, support for the definition and implementation of
standard management practices for US-VISIT, including enterprise life cycle
methodology, configuration management, and program control activities to
ensure efficient and timely program execution for those activities under
contract with the prime integrator.

5.9

Prime Integrator Facilities and Infrastructure - Facilities, workstations and
furniture, telecommunications infrastructure, and graphics and production staff
costs of the prime integrator to support US-VISIT.

8.6

8.6

Rent, Logistics, and Services

Rent - Physical facilities for government personnel and on-site contractor
personnel,

4.1

4.1

Logistics - Continuity of Operations Planning - Building management
services, equipment maintenance, communications support, and physical
facilities security.

2.5

Working Capital Fund - Contribution to the DHS working capital fund.

18.0

Biometric Standards - facilatates information sharing and technica) assistance
with other governments to strengthen cooperative relationships and evaluation of
potential solutions (i.c., multi-technology, facial recognition, etc.) to broaden
biometric data exchange opportunitics.

1.0

Systems Engineering and Security - Contract vehicle with the US-VISIT

10.0

Policy, Planning and Privacy - Policy and rule development, strategic planning,
implementation planning, and privacy program oversight.

1.4

Capability Maturity Model Integrated and Independent Verification
and Validation - Leverage of critical processes, procedures, and techniques to
reduce risks, increase accountability, and produce work that is right the first time
(US-VISIT has been fully engaged in this process since 2006).

0.8

0.8

Communieations and Public Liaison - Educates and informs the international
traveling public, international and domestic media, and external stakeholders (both
international and domestic), as well as internal stakeholders, interagency partners,
and Congress about US-VISIT policies, procedures, and benefits,

Total Program Management Services

118.7

119.9

Salaries and Expenses

Salaries and expenses, including program contractor support services, are funded and allocated
across the US-VISIT program. These expenditures encompass Federal and contractor staff
resources that are directly involved operations, capability development, identity management,
screening services, and I'T support. Table 22 shows the allocation of Federal personnel and

program contractor support.
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Table 22, FY 2010 Allocation of Federal and Program Support Contractor Personnel

US-VISIT Staff
Federal | Contractor
Program Integration and Mission Services - Defines and deploys US-
VISIT capabilities, provides biometric and biographic analytic services, 88 £
and coordinates within and outside DHS in the sharing and use of
biometric data and services, through four branches:
Program Integration and Mission Services Division 3 -
Business Policy and Planning Branch 22 10
Identity Services Branch 38 17
Information Sharing and Technical Assistance Branch 9 11
Project Management Branch 16 4
Program Management Services - Provides program and support
services in acquisition and program management, administration and &
- : . 75 82
logistics, budget and financial management, and human capital and
training through four branches:
Program Management Division 6 I
Acquisition and Program Management Branch 23 29
Administration and Logistics Branch 17 13
Budget and Financial Management Branch 13 22
Human Capital and Training Branch 16 17
Information Technology Management Division - Delivers
automated systems support through detailed technical design, 37 10
development, testing, implementation, and operations and maintenance.
Communications and Public Liaison 7 3
Office of the Director 8 8
Total 215 145

* Identity Services Branch has an additional 92 contractors supporting the BSC and 33 contractors supporting DIG and LE&I.
These contractors are not shown in this chart since they are funded with the $31 million provided for Identity Management and
Screening Services,

An FY 2008 workforce analysis determined that US-VISIT requires approximately 360 FTEs to
provide the managerial, operational and support functions necessary to develop, implement and
maintain mission capabilities. Since program inception, the majority of the workforce has
consisted of contractors and the government staff has historically accounted for approximately
one-third of the workforce. US-VISIT has undertaken steps necessary to augment the
government staff via workforce realignment. This conversion effort has been effective, meeting
its stated objective of converting 57 contractor positions to government FTE through FY 2009.
US-VISIT plans to continue efforts to increase Federal staffing by realigning the workforce
within the available funding level.
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Prime Integrator Implementation Support Services

US-VISIT reports prime integrator implementation support services within the Program
Management Services. The Prime Integrator Expenses consist of program level management
and facilities, systems and solutions engineering and prime integrator facilities.

Prime integrator program level management provides US-VISIT with a consolidated program
control function for the contract management aspects of active acquisition projects and
steady-state systems support. This support provides such functions as prime integrator financial
management including invoicing, contract and acquisition management, integrated master plan
and integrated master schedule, program and project management processes, program and task
order control, and risk management.

The prime integrator systems and solutions engineering provides IT systems modeling,
frameworks, tools, standards and reusable assets. The solutions support provides technical
recommendations to promote more consistent and efficient planning, design, development,
testing, and deployment efforts for US-VISIT projects. Engineering support includes enterprise
architecture, information systems security, solutions engineering, systems assurance, and
solution alignment and integration.

The prime integrator facilities and infrastructure provides office space, supplies, furniture,
printing services, property management and accountability, telephone services and physical
security for the prime integrator staff.

Through FY 2008, US-VISIT pursued a contracting strategy of awarding prime integrator
implementation support functions in consolidated task orders for the areas listed above. This
strategy ensured maximum integration across the US-VISIT projects to achieve the economies of
scale made possible by grouping similar functions. The rationale was to avoid the proliferation
of duplicative support services that could result from managing multiple, simultaneous task
orders. :

In FY 2009, US-VISIT began taking steps to reduce the Program Management Services profile.
Accordingly, US-VISIT identified direct costs within the prime integrator program level
management and reallocated these costs to the investments that they directly support.
Reallocating these costs enabled US-VISIT to better demonstrate the true cost of each
investment and improves transparency of investment reporting. This change promotes fair and
open competition to future vendors as all bids must include these overhead costs in their quotes.

Of the total FY 2010 requirement of $16.5 million for program level management, (i.e., prime
integrator program control services), approximately $10.6 million has been allocated to the two
major acquisition investments that are they support as shown in Table 23.
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Table 23, FY 2010 Program Level Management Reallocations

US-VISIT Budget Changes FY 2010 Reallocations
(8 in millions) Before | After | Variance
Decreases - Program Management Services
Prime Integrator Program Level Management (Task Order 1) 16.5 5.9 (10.6)
Increases - Investments and Imple mentation
Unique Identity/10-Print Interoperability 38.5 45.2 6.7
Data Center Mirror and Migration 24.8 28.7 3.9
Net Changes -

The DCMM and Unique Identity/10-Print Interoperability projects will manage their respective
shares of the prime integrator program management support services that are attributable to each
investment’s budget.

Approximately $5.9 million was not allocated as it represents the indirect program management
costs (e.g., senior management support labor, administrative support labor) that need to be
managed at an aggregate level. The prime integrator program level system and solution
engineering functions and facilities were assessed as indirect costs and not reallocated. In the
case of the prime integrator facilities and infrastructure costs, US-VISIT determined that a better
business decision was to manage and control leased office space and associated support costs at a
consolidated level rather than reallocate these indirect costs to specific investments.

US-VISIT, along with NPPD, is exploring cost effective alternatives to the systems and solutions
engineering function. These alternatives will provide an enterprise level function that is intended
to enable processes and technologies that will benefit all projects rather than any one specific
project.

Systems Engineering and Security

Program-level Systems and Solutions Engineering provides models, frameworks, tools, standards
and reusable assets, and makes more technical recommendations to promote more consistent and
efficient planning, design, development, testing, and deployment efforts for US-VISIT projects.
Specific functions are:

o Architecture provides architecture planning, solution alignment, and integration
o Engineering provides technical and specialty engineering for US-VISIT solutions

o Information Security promotes compliance with Federal security requirements and
design principles across solution planning, engineering, delivery, and program
operations activities

o Systems Assurance promotes system assurance processes and procedures with
validation of project adherence to DHS engineering lifecycle requirements, as well as
systems assurance, testing for US-VISIT requirements development and
configuration management activities

o Solution Alignment and Integration assures alignment with DHS systems architecture
per DHS requirements
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FY 2009 Accomplishments

In FY 2009, US-VISIT Program Management Services assisted in achieving DHS goals by
charting progress in many areas that are described throughout the expenditure plan. Progress
toward maturing program support operations is specifically captured here in the table below.
Highlights of FY 2009 accomplishments include ensuring proper staffing by hiring

85 employees, 49 of which were contractor conversions to ensure the retention of the
institutional knowledge required to maintain effective program operations. An alternate
operating facility was established enabling continued mission operations in an emergency.

Notable process improvements include the development of a US-VISIT strategic implementation
plan enabling the establishment of a framework for integrating, prioritizing, and tracking
program management improvements; improved investment accountability and transparency with
transition from one consolidated program-level Office of Management and Budget Exhibit 300
to seven Exhibit 300s capturing all major investment areas; alignment of the US-VISIT life cycle
processes to respond to DHS investment review guidance (DHS Directive 102-01); and
improved the contractor performance reviews enabling closer control of projects’ cost, scope,
and schedule performance because the earned value management is more accurate and relevant.
US-VISIT also completed a major refinement of its life cycle cost estimates, enabling it to
develop consistent and credible cost estimates of all current and proposed capabilities, which has
been applied to the budget formulation and investment review process. This refinement provides
support to funding plans and estimates, specifically the US-VISIT expenditure plan, resource
allocation plans, and the Exhibit 300s.

All these significant efforts and others, listed in the following table, have resulted in measurable
improvements. US-VISIT intends to carry that momentum forward and continue its
improvement initiatives in FY 2010. The planned accomplishments are organized by US-VISIT
branches responsible for the work.

Table 24, FY 2009 Significant Accomplishments — Program Management Services

FY 2009 Accomplishments Status

Business Policy and Planning

Finalize the strategic implementation plan (SIP), building upon the | Completed. Updating the SIP to

program strategic plan developed in FY 2008. This will ensure reflect changes as the FY 2011-
budgets and projects are aligned with strategic goals. Completion is | 2015 Resource Allocation Plan
expected in Fourth Quarter FY 2009, __| advances through the budget cycle.

Continue to develop the concept that allows for the efficient intake,
assessment, prioritization and initiation of new US-VISIT projects.
This will ensure new projects are developed and managed in
accordance with best business practices, as identified in the
Enterprise Life Cycle Methodology (ELCM) and US-VISIT
Delivery Methodology (UDM). US-VISIT plans to complete
development of this in Second Quarter FY 2009.

Completed. Concept planning is
complete and developing standard
operating procedures are being
developed.

Develop a governance system that will allow effective input from
Departmental stakeholders. The initial meeting of this external
governance board will focus on finalizing the governance
mechanisms and validating US-VISIT’s direction in the 3-5-year
timeframe.

Completed. US-VISIT Executive
Stakeholder Board meeting was
convened in March 2009,
Meetings were held quarterly.
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FY 2009 Accomplishments

Status

Acquisition and Program Management

Align US-VISIT life-cycle processes with newly issued guidance
from DHS for the investment review process (Directive 102-01)
and the standard DHS System Engineering Life Cycle.

Completed September 30, 2009
and conducted targeted briefings
and formal training.

Charter an Acquisition Management Alignment Process Action
Team by Second Quarter FY 2009 with the purpose of analyzing
the most effective steps to transition US-VISIT to align with the
new directives.

Completed providing the impact
analysis of DHS Acquisition
Directive 102 and serving as the
basis for implementation.

Establish a Quality Management function within the organization
by the end of FY 2009 to implement the Process Improvement Plan
developed in FY 2008. Quality Management will ensure process
improvements are institutionalized across the organization.

At the end of FY 2009, a quality
management function had been
established within US-VISIT to
institutionalize process
improvements.

Obtain final approval of the Process Improvement Plan in First
Quarter FY 2009 for addressing the February, 2008 Standard CMM
Assessment Method for Process Improvement B Method appraisal
issues as well as defining organizational process improvements
necessary to implement DHS Directive 102-01.

In order to implement the Process
Improvement Plan and DHS
Directive 102-01, the US-VISIT
quality management and process
improvement activities has been
elevated to the Office of the
Director for oversight and
reporting.

Re-compete fingerprint examiner contract for the BSC and a new
contract to incorporate all identity services requirements currently
supplied under several contractors. Requests for Quotations for the
two procurement actions are planned for First Quarter FY 2009.
Orders are planned for Second Quarter FY 2009.

Contract awarded in August 2009
for fingerprint examiners and in
September 2009 for remaining
identity services requirements.
This award meets the mission
requirements through 2014.

Complete a major acquisition for matchers that will support the
transition to 10-print deployment

The major matcher acquisition was
completed in the fourth quarter.

Budget and Financial Management

Complete cost estimates for land exit planning and analysis phases
and land exit pilots for pedestrian and low-volume POEs. These
estimates will be completed in First Quarter FY 2009.

Completed December 2008.

Complete cost estimates for two Air/Sea Exit pilots that include
airline collection of data and CBP collection of data. These
estimates will be completed in First Quarter FY 2009.

Cost estimates completed January
2009.

Conduct analysis of program performance measures as part of a
continuing effort to improve management information and customer
service.

Analysis resulted in changes to
three program measures reported to
DHS on the basis of improved
methodologies.
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FY 2009 Accomplishments

Status

Enhance the internal and external consistency of costing standards
by incorporating the Government Accountability Office (GAO)
Cost Assessment Guide (CAG) into program cost estimating
practices contained in the US-VISIT Cost Estimating and Analysis
Process (CEAP). This process has been implemented into cost
estimated practices and procedures will be revised by Fourth
Quarter FY 2009.

A gap analysis identifying
shortfalls between the US-VISIT
CEAP draft and the GAO CAG
was completed in Fourth Quarter
2009. A cost policy document that
establishes GAO CAG as guidance
will be produced and US-VISIT
staff will be trained before the end
of Second Quarter FY 2010

Achieve quarterly obligation targets and carry over of not more than
10 percent of available FY 2009 dollars.

Target achieved at less than 10
percent.

Human Capital and Training

Complete training governance for federal partners in support of 10-
print capture technology to ensure compliance with training best
practices by Second Quarter FY 2009.

Training governance completed on
September 30, 2009.

Continue documentation, analysis and improvement of processes
supporting security, on-boarding, recruiting and other human
capital activities

New Employee Program — (1) develop the new hire entry
process to welcome and support new employees; (2) develop
productivity tracker to measure on-boarding activities including
employee access to computer, local area network, email,
telephone, workplace location.

Premium Pay Policy — Develop policy governing coverage,
application, procedure, responsibility, and procedures for
overtime and compensatory pay.

Student Loan Repayment Program — Develop policy governing
application, requirements, and responsibilities.

Process improvements for the new
employee program were
implemented on September 30,
2009.

Premium pay policy was
developed on September 30, 2009.

Program was developed on
September 30, 2009,
Implementation is delayed due to
new guidance received from
NPPD.

Recruiting and Hiring — Hire an additional 35 Federal
employees.

US-VISIT hired 85 employees
with an entry on duty status at the
end of FY 2009, 49 of these were
conversion positions.

Continue documentation, analysis and improvement of processes
supporting recruiting and hiring.

Completed the following on
September 30, 2009, documented
and improved the US-VISIT
selection, certification, and hiring
processes; guidance enabled US-
VISIT to maintain an 85-percent
ratio of the 212 authorized FTEs.
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FY 2009 Accomplishments

Status

Complete an assessment that aligns the human capital strategy,
mission, goals, initiatives and management metrics to the approved
US-VISIT strategic plan. This assessment will be utilized in
developing and revising the US-VISIT Human Capital Strategic
Plan (HCSP).

Completed the following on
September 30, 2009: developed
structure and content for the
US-VISIT HCSP and supporting
implementation plan to ensure
alignment with the US-VISIT and
Human Capital and Training
strategic plans, initiatives and
status reporting.

Ensure that 90 percent of project managers are certified at the
appropriate DHS level to positively impact individuals’
effectiveness and program performance by Fourth Quarter
FY 2009.

Completed September 30, 2009.

Update the 2008 work force analysis to develop and report
additional data on hiring and retention of a diverse workforce in
Third Quarter FY 2009.

Identified data requirements and
assessed the capability for
supporting data analysis in the
work force planning efforts on
September 30, 2009.

Participate in three job fairs focused on attracting diverse
candidates by Fourth Quarter FY 2009.

Completed September 30, 2009.

Administration and Logistics

Complete technical and logistical groundwork required for
Telework operations. Start Telework Policy Phase II - Full
Deployment.

Completed the telework policy.
Pilot tests have been initiated and
technical improvements identified
to achieve full development of a
telework program.

Participate in Second Quarter FY 2009 DHS National Level
Exercise to test and refine Continuity of Operations Plan (COOP)
resporise capabilities and maintain critical operations in the event of
a major incident.

US-VISIT was an active
participant in June Eagle Horizon
National Continuity Exercise.
COOP was developed and
management structure established
to support mission operations.

Prepare for participation in Top Officials S (TOPOFF 5) National
Level Exercise per management directives in third quarter of FY
2009. The TOPOFF 5 Exercise Series is a required exercise
program to test and assess the ability of DHS to prevent, prepare
for, respond to and recover from a terrorist attack. US-VISIT will
prepare and participate in this exercise to ensure the ability to
support the wider DHS mission and test US-VISIT’s ability to
respond to national level incidents.

TOPOFF 5 Exercise was replaced
by the National Level Exercise that
took place in July 2009. COOP
will be updated to reflect lessons
learned.

Procure an alternate operating facility for US-VISIT mission
essential personnel and functions for use during a COOP event by
end of Third Quarter FY 2009. Prepare for and conduct internal
incident management test and tabletop exercises in Fourth Quarter
FY 2009 to include testing of new alternate operating facility.

US-VISIT AOF in Baltimore,
Maryland, is fully operational as of
August 2009. Facility is available
as a telework location for
US-VISIT staff during
non-emergency operations.
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FY 2009 Accomplishments

Status

Communications and Public Liaison

Educate stakeholders and partners about the program’s identity
management services, particularly the expectations for 10
fingerprint collection at all airports, seaports and land border POEs,
and deployment of biometric exit in airports and seaports.

Promoted awareness among
stakeholders and partners of
US-VISIT’s transitionto a 10
fingerprint collection standard and
testing of biometric exit
procedures.

Position US-VISIT as a biometrics leader, communicating
effectively with key audiences that are important to US-VISIT’s
strategy within the U.S. Government (executive and legislative
branches), state and local governments, foreign governments, and
the private sector about the benefits of US-VISIT biometric
services, possibilities of collaboration, and further technical
development (e.g., multimodal biometrics).

Updated the government and
private sector stakeholders through
written reports and key speaking
opportunities to explain biometric
developments and advances in
government cooperation.

Generate worldwide awareness about the deployment of biometrics
technology and procedures among travelers and external
stakeholders.

Offered comprehensive
information about U.S. travel
procedures to foreign visitors
through varied communication
methods.

Support implementation of the next phase of IDENT/IAFIS
interoperability by developing public education materials that
communicate the benefits of the interoperability for local law
enforcement and demonstrate the success of the program to date.

Coordinated with ICE and CJIS on
the production and distribution of

educational and press materials for
Security Communities deployment.

Generate awareness about the implementation of new airport exit
pilots and subsequent deployment of an air exit solution among
stakeholders and travelers.

Developed a comprehensive
communications outreach program
for the air exit pilots that included
briefings to Congress, stakeholders
and media, as well as informational
materials and signage in multiple
languages to educate travelers at
the air exit pilots.

Systems Engineering

Complete an enterprise security risk assessment plan.

Completed May 13, 2009.

Update the US-VISIT security policy and incident response plan.

Completed and provided security
inputs to the US-VISIT Privacy
Incident Response plan; updated
security policies and the security
control and requirements catalog,.

Promote compliance with Federal security requirements and design
principles across planning, engineering, and program operations
activities.

Completed July 9, 2009 and
updated the US-VISIT Application
Architecture Guidance, Release
3.2.

Maintain the US-VISIT Federal Information Security Management
Act score of “A”.

Completed July 31, 2009.
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FY 2009 Accomplishments

Status

Complete certifications and accreditations necessary to maintain

authority to operate for the following systems:

¢ Initial data center migration in the fourth quarter

e  US-VISIT local area network in the second quarter

¢ US-VOICE (a document management system) in the second
quarter

¢ SERENA (a technical document management system) in the
first quarter

¢ ADIS in the fourth quarter

e Smart Border Alliance Metropolitan Network in first quarter.

Completed March 23, 2009.
Completed March 23, 2009.

Completed June 26, 2009.

Completed July 2, 2009.

To be completed First Quarter
FY 2010.

Completed March 9, 2009, and
June 18, 2009,

Implement and align target architecture to the US-VISIT ELCM
and UDM life cycles.

Architectural process was
integrated into UDM Release 6.1.

Provide support to the systems assurance function which includes
UDM development, creation of processes and procedures to ensure
adherence to UDM, and creation of test and evaluation processes
and procedures. System assurance also supports US-VISIT
requirements development and management activities. A detailed
approach for these configuration and requirement development
activities support will be in a future UDM release at the end of
Second Quarter FY 2009.

Completed September 30, 2009
and included within UDM Release
6.1.

FY 2010 Planned Accomplishments

In FY 2010, US-VISIT Program Management Services has aggressive plans for further maturing
program management processes. Areas of emphasis include implementing plans developed in
FY 2009 for improving acquisition practices through implementation of the recommendations of
a contract process action team and complying with DHS Directive 102-01 guidance on
investment management practices; implementing a business initiation process to better serve
customers and clarify US-VISIT roles and responsibilities; and maintaining an “A” rating under
the Federal Information Security Act by adhering to IT information security best practices. In
addition to the above, the table below provides additional planned accomplishments for

FY 2010.
Table 25, FY 2010 Planned Accomplishments — Program Management Services
FY 2010 Planned Accomplishments Target
Business Policy and Planning
Complete US-VISIT Data Governance Planning and Implementation documentation.
. . . . Fourth
A formal strategy and implementation plan for the handling, quality, and use of Quarter
US-VISIT data will increase the reliability and value of data to stakeholders.
. Second
Update Privacy Impact Assessments for IDENT and ADIS. Quarter
Develop Business Initiation policy and process. A consistent and formal business S
. . econd
initiation process will ensure all new initiatives receive the same level of visibility and Quarter
review, and will improve interactions with new stakeholders.
FY 2010 Planned Accomplishments Target

35




FY 2010 Planned Accomplishments Target

Develop a business services catalog. This catalog will more clearly communicate Third
US-VISIT’s capabilities and services, thus facilitating new users and initiatives Quarter
Develop a requirements development and management policy in accordance with DHS
Acquisition Directive 102. This policy will ensure US-VISIT project development is Second
in alignment with department standards. Quarter
Establish a consolidated operational and functional requirements database accessible
by the US-VISIT requirements tool (DOORS). This database will allow all elements Fourth
of US-VISIT to identify business needs and document when needs are addressed. Quarter
Acquisition and Program Management
Develop a long range plan to implement the various recommendations from the
Contract Process Action Team that reported out in late FY 2009. The high-level Fourth
initiatives will result in additional competitive efforts for some of the work currently ourt
being performed by the prime integrator; most notably the work for critical mission Quarter
areas such as O&M and Systems Engineering Support.
Prepare for a DHS Acquisition Review conducted by the Acquisition Program Third
Management Division (DHS Office of Procurement Operations). Quarter
Process Improvement, Independent Validation and Verification and Quality
Management
Implement the Process Improvement Plan to continue to address process improvements
necessary to obtain Level 2 Capability Maturity Model Integration (CMMI), First
deficiencies identified by program quality assurance (QA)/independent verification and
validation assessments, and improvements necessary to implement DHS Directive Quarter
102-01.
Budget and Financial Management

. First
Refine the US-VISIT Life Cycle Cost Model. Quarter
Provide training to US-VISIT senior management, program, and project personnel by a Second
cost estimating firm to facilitate an understanding of the GAO CAG practices. Quarter
Implement a performance management repository for storage of US-VISIT First
measurement data. Quarter
Train program staff to comply with the standards and utilize the procedures of the Fourth
GAOQ CAG in the areas of program management and cost estimation. Quarter
Achieve quarterly obligation targets and carry over of not more than 10 percent of 10 percent
available FY 2010 dollars. or less
Assess US-VISIT performance measurement practices against Software Engineering Second
Institute CMMI Level 2 measurement and analysis criteria and draft an improvement Quarter
plan to assist the program in attaining Level 2 Certification.
Enhance the internal and external consistency of costing standards by incorporating the Fourth
GAO CAG into program cost estimating practices contained in the US-VISIT CEAP. Quarter
This process has been implemented into cost estimating practices.
Analyze and recommend appropriate improvements to US-VISIT program Third
performance measures and submit to NPPD for vetting, approval, and elevation to Quarter
DHS headquarters.
Human Capital and Training
Design and develop methodology for tracking and maintaining human capital and Té’;g;%h
training data. Quarter
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FY 2010 Planned Accomplishments Target
Ensure that 75 percent of identified project managers are certified at the appropriate
DHS Acquisition Program Management level to positively impact individuals’ Through
effectiveness and program performance. Completion of these certifications will assist Fourth
US-VISIT in complying with the Management Directive 064-04 Acquisition Quarter
Professional Career Information.
Ensure that 75 percent of all new supervisors receive required leadership and Through
management training. This training will provide supervisors with the skills and Fourth
knowledge needed to more effectively manage the workforce. Quarter
Develop and implement quarterly supervisor forums, building the skills and First
capabilities of managers and supervisors. Quarter
Develop and implement enhancements for the following strategic human capital and
training activities to include:
¢ Develop an annual plan to target the skill sets required with a focus on maintaining Through
a diverse working environment Fourth
e Attend two career fairs targeted to underrepresented populations Quarter
¢ Document and implement the employee exit processes phase of the employee
lifecycle.
Complete the following strategic planning activities as agreed to with the Office of the
Chief Human Capital Officer:
¢ Execute against goals and milestones identified within the US-VISIT HCSP, Through
Appendix A. Implementation Plan throughout FY 2010 Fou rt%
o Complete an assessment and validation of the HCT SIP and alignment to the HCSP Quarter
for FY 2010 to 2013
Implement metrics and reporting to demonstrate progress against the HCSP
Implementation Plan.
Develop and implement a plan to continue the workforce realignment efforts to Thr
. it . . . ough
increase Federal staff within current funding levels through organizational design, Fourth
recruitment, selection, and on-boarding.
Quarter
Implement the revised workforce planning process (built upon DHS workforce First and
planning guidance) to provide basic data on forecasted workforce needs by Second
occupational series to support US-VISIT planning efforts. Quarter
Administration and Logistics
Establish a record management capability in accordance with a DHS Chief Fourth
Administrative Officer strategic objective: US-VISIT will complete an inventory of
. . . Quarter
records, develop and implement records management policies and procedures.
Participate in FY 2010 DHS National Level Exercise to test and refine US-VISIT
biometric mission operations in response to a major incident. Deploy to the AOF Third
under a simulated emergency environment to perform mission essential functions such Quart
as test emergency capabilities, refine COOP response capabilities and maintain critical varter
operations in the event of & major incident.
Procure a replacement facility for US-VISIT BSC West by completing actions to Third
achieve full operational capability. Quarter
Continue roll-out and implementation of Environmental Management System action.
Complete actions to achieve full compliance with Executive Order 13423 and conduct Second
a management review to assess extending the system beyond the Arlington, Virginia Quarter

facility.
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FY 2010 Planned Accomplishments Target
Communications and Public Liaison
Implement a global public education program to maintain and expand awareness,
understanding, and acceptance of US-VISIT and the value of biometric technology to Fourth
enhance immigration and border management among travelers, the news media, and Quarter
stakeholders, domestically and abroad.
Generate awareness of the air-sea biometric final rule and implementation of new Fourth
biometric exit procedures among stakeholders and the traveling public to ensure Quarter
travelers understand new requirements upon departing the United States.
Systems Engineering and Security
Complete certification and accreditation for IDENT, a security requirement for Third
continued systems operations and integrity. Quarter
Transition UDM to Systems Engineering Life Cycle in support of the US-VISIT Third
transition to DHS Directive 102-01. Quarter
. . .. First
Update US-VISIT security policy and incident response plan. Quarter
Maintain the US-VISIT Federal Information Security Management Act score of “A”. gg:::r
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D. Program Investments

Program investments provide funding for contractual services to plan, develop, and deploy
capabilities to strengthen biometric identity and screening missions as described in this section.
Funding for government FTEs and program office support contractors who plan and oversee the
contractual work is included in Program Management Services.

A. Unique Identity/10-Print Interoperability

The 10-Print/Interoperability initiative, referred to as “Unique Identity,” includes integrated work
streams for developing 10-print capture and achieving interoperability between IDENT, IAFIS,
and ABIS biometric databases; the sharing of the data with state, local, and tribal law
enforcement organizations; the sharing of data with the international stakeholders: and additional
capabilities to expand the use of biometrics. The objective is to facilitate travel by reducing the
number of travelers sent to secondary processing by providing more data and reducing the
likelihood of misidentifying a traveler on a US-VISIT watchlist.

Table 26, Summary of Costs — Unique Identity

Unique Identity/10-Print Interoperability Carryover Total
B FY 2010
(S in millions) Funds Funds

Wrap-back functionality - Deploy capability that notifies authorized

agencies of subsequent criminal and civil data to an existing biometric record. ) 144 144
Full deployment of IDENT data response - Enables the full IDENT data i 143 143
response functionality. ’ .
Interoperability with DOD - Development communications and biometric 6.7 i 67
data sharing capabilities. ) :
Total Unique Identity/10-Print Interoperability 6.7 28.7 35.4

FY 2009 Accomplishments

The opportunities to identify persons of interest has increased with 10-Print deployment as

10 prints are more likely to be matched to latent fingerprints that are maintained in criminal and
intelligence biometric data stores. Interoperability initiatives with both foreign and domestic
partners enrich the databases used by border management, intelligence, and law enforcement
agencies, and increase the probability of identifying persons of interest.

Table 27, FY 2009 Significant Accomplishments — Unique Identity

FY 2009 Accomplishments Status
Capability to capture 10
Deploy 10-print capability to 2,600 air, sea, and land inspection fingerprints from over 97 percent
lanes. of in scope travelers achieved by

December 31, 2008,

. s  ; 5 e Completed two months ahead of
Deploy interoperability Initial Operating Capability. schedule on October 27, 2008.
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FY 2009 Accomplishments

Status

Deploy 10-print capability to the remaining 700 inspection lanes
within the POEs that cover the final 3 percent of in-scope
travelers.

US-VISIT shipped all 10-print
devices required to support the
planned deployment in

March 31, 2009. Deployment to
some locations is delayed until
December 31, 2009 due to delays in
CBP network and hardware
upgrades.

Plan, analyze and deploy hardware and systems enhancements to
support increased capacities resulting from larger Secure
Communities Deployment.

This initial deployment was
completed March 2009. The original
goal of supporting 52 sites was
achieved on June 9, 2009, due to
delays beyond the control of
US-VISIT, including the signing of
the Memorandum of Agreement
between ICE and the California DOJ
and technical issues at the California
department., A decrease in matcher
technology costs and bulk
purchasing discounts lead to
efficiencies, thus enabling US-VISIT
to support ICE in expanding Secure
Communities deployment. As of
August 31, 2009 a total of 80 sites
were supported.

Develop requirements for automated hit notifications.

US-VISIT completed the
requirements effort on September 30,
2009. CIJIS still developing
requirements.

Develop requirements for record linking.

US-VISIT completed the
requirements effort on September 30,
2009. CIJIS still developing
requirements.

Develop requirements for wrap-back.

US-VISIT completed the
requirements effort on September 30,
2009. CIIS still developing
requirements.

Develop requirements for Composite Model Separate Image
Repository.

US-VISIT has completed
requirements for this effort. CJIS
still developing requirements.

Begin discussions with CJIS to allow for more sharing of IAFIS
datasets.

Discussions have begun. Two data
sets have been identified for sharing
and are under DOJ Legal Counsel
review for privacy impacts.

Develop interoperability with DOD.

Began planning stage and convened
the Integrated Project Team.

Develop capability that permits selective searching of the IDENT
watchlist database.

This capability is no longer required
due to a change in CJIS policy which
allows for limited selective searching
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FY 2009 Accomplishments

Status

which can be done with a modest
front end filter modification. The
cost avoidance related to this
capability has been reallocated to
other capability enhancements.
Approximately $23 million of the
funding originally scheduled for
Selective Search is being used to
support other Unique Identity needs
such as multi-modal, enterprise
services business and Technical
Reconciliation Analysis
Classification System (TRACS).
These activities are outlined in the
FY 2010 Planned Accomplishments
for Unique Identity.

FY 2010 Planned Accomplishments

In FY 2010, US-VISIT plans to complete the 10-print matcher deployment, establish data
sharing agreements with Germany, deploy wrap-back functionality, and complete the IDENT

data response deployment.

In addition to the previous, the following table provides additional FY 2010 planned

accomplishments.

Table 28, FY 2010 Planned Accomplishments — Unique Identity

FY 2010 Planned Accomplishments Target
Initiate the development of the capability to compare partial sets of prints captured
at crime scenes or other locations and compare them to the biometrics retained in .
IDENT. This capability will provide a more automated approach for processing First
latent prints as well as increase capacity to permit large volumes of latent print Quarter
transactions.
Deploy Phase 2 of TRACS to establish the necessary base level of automated
support required for execution of LE&I’s critical business functions, i.e., review Second
and update of the IDENT watchlist and the analysis of watchlist matches and the Quarter
associated identity information.
Deploy multi-modal pilot, including development of an architecture and design of
capabilities that can support identity services using multiple biometrics. The pilot
will be conducted at five airport locations in conjunction with the CBP Global Second
Enrollment System activities and utilize one or two biometrics in addition to Quarter
fingerprints. The pilot will operate for an initial period and will support activities
leading to the deployment of a limited production pilot.
Deploy Phase 1 and begin planning for Phase 2 of the full enterprise service bus:
. . oo Second
integrate and collapse three external point to point interfaces, re-factor the IDENT Quarter
eXchange Messaging component, implement monitoring capabilities at the
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FY 2010 Planned Accomplishments Target
messaging layer, provide high availability messaging in one data center and deliver
the associated security layer.
Deploy 10-print matching capability: enhance matching capability from current Third
2-print standard to the ability to match based on 10 prints. This capability will Qua':ter
enhance verification of an individual’s biometrics.
Develop requirements for Phase 3 of TRACS: complete requirements allowing for
development of TRACS Phase 3. Phase 3 will further increase process efficiencies Fourth
by establishing automated input and output of work products, particularly regarding Quarter
other automated systems both within and outside the US-VISIT Program.
Deploy wrap-back functionality which notifies authorized agencies of subsequent Fourth
criminal or civil data to an existing biometric record. Quarter
Complete the deployment of IDENT data response, which provides state and local Fourth
law enforcement biometrically, verified identities and notification to ICE Law
Enforcement Support Center for further analysis and potential action. Quarter
Plan, analyze and initially design the interface between IDENT and ABIS that will
permit communication of transactions between the two systems, allow searching Fourth
each system for matches against stored biometric data, and return a message with
the search results. These efforts will include requirements development of Quarter
capabilities to conduct latent searches.
Deploy US-VIEWER Phase 2 to enhance ad hoc reporting capabilities and Fourth
administrative tools in addition to the development of additional standardized
reports to the US-VISIT enterprise reporting capability. Quarter
Develop data sharing agreements with Germany enriching IDENT/ADIS with new Fourth
biometric and biographic actionable information and deploy mechanisms enabling
Germany’s use of US-VISIT services. Quarter

B. Comprehensive Biometric Exit

The Comprehensive Biometric Exit initiative includes the initiation, development, and
implementation of a comprehensive solution to capture biometric information from travelers
subject to US-VISIT as they exit the United States. This initiative supports requirements of the
Intelligence Reform and Terrorism Prevention Act of 2004, and enhances the integrity of the
immigration system. US-VISIT previously deployed capabilities to capture traveler biometric
information (inkless fingerscans and digital photographs) during entry.

Deployment of a comprehensive biometric exit solution enables the matching of exit records to
entry records to determine which travelers have left the country based on their biometric data.
This capability provides several benefits. First, the use of biometrics confirms the identity of the
person leaving the country, indicating the traveler’s compliance with immigration laws, and
addressing the problem of travelers using multiple identities, which is more likely to be
successful when only biographic information is used. Second, this solution maximizes
investigative resources by preventing searches for travelers who have already left the country.
Furthermore, at a policy level, this capability provides the ability to identify overstays by country
and visa category to inform decision makers on overall compliance with and effectiveness of
immigration laws. Identification of overstays also assists DHS in the determination of the
extension or denial of VWP privileges to countries.
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Once a decision is reached on the best solution, US-VISIT will use no less than $28 million from
the unobligated balance of prior year appropriations and $22 million in the FY 2010
appropriation to begin the implementation of a biometric air/sea solution. When a final rule is
issued, US-VISIT will have implementation milestones available.

Table 29, Summary of Costs — Comprehensive Biometric Exit

Comprehensive Exit Carryover FY 2010 Total
($ in millions) Funds Funds
Air/Sea Exit - Design, development, test, deployment and
implementation of a comprehensive biometric solution to capture
biometric information from travelers exiting the United States 28.0 22.0 50.0
through air and sea POEs.
Land Exit - Design and piloting of a biometric solution to capture
biometric data from travelers exiting the United States through land 5.2 = 52
POEs.
Total Comprehensive Biometric Exit 33.2 22.0 55.2

FY 2009 Accomplishments

US-VISIT and partners successfully completed two air exit pilots. Results were evaluated and
distributed in an evaluation report that was delivered to Congress in October 2009. This
evaluation report, in conjunction with an economic analysis, will provide the framework for
policy decision makers, DHS, and other government stakeholders to determine future tasks and

endeavors associated with air exit.

Table 30, FY 2009 Significant Accomplishments — Comprehensive Biometric Exit

FY 2009 Accomplishments

Status

Complete Land Exit Planning Report and deliver to DHS.

Report was delivered.

Begin Land Exit National Environmental Policy Act
Compliance Analysis.

The National Environmental
Policy Act compliance analysis
is on hold pending DHS
approval of the land planning
document.

Develop kiosk and assist CBP in the implementation of H-2
land temporary worker pilot.

The kiosks have been
developed and tested.
US-VISIT is on track to
complete testing and ship the
kiosks to CBP by November
14, 2009. Revised deployment
date is December 2009.

Test at lcast two scenarios to assess alternative approaches
for collecting biometric information from in-scope travelers
departing the United States from air POEs and deploy
associated reporting capabilities to support analysis.

Pilot was conducted and two
scenarios were tested in June
2009. Results were

documented in an evaluation
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FY 2009 Accomplishments Status

report, which was delivered in
first quarter FY 2010.

FY 2010 Accomplishments

US-VISIT will use the H2-Land Exit carry over funds for operations and maintenance. This exit
capability is currently at San Luis and Douglas, Arizona. During FY 2010, CBP will be
evaluating the pilot.

Table 31, Significant Accomplishments — Comprehensive Biometric Exit

FY 2010 Planned Accomplishments Target
Develop kiosk and assist CBP in the implementation of H2 land temporary worker First
pilot. Quarter

C. Data Center Mirror and Migration

The DCMM initiative ensures 100-percent availability for IDENT and ADIS and will provide
continuity of operations in the event of an unplanned outage of services. At the same time, this
initiative will provide a modernized architecture for IDENT and ADIS and is consistent with the
DHS Data Center consolidation objective. This project involves the migration of IDENT and
ADIS from the DOJ data centers in Rockville, Maryland, and Dallas, Texas, to the two DHS
consolidated data centers. Each DHS data center will contain identical IDENT and ADIS
systems resulting in mirrored systems and 100-percent redundancy.

The project involves moving hardware, software, and related equipment and services from the
current DOJ data centers to the DHS consolidated data centers in Stennis, Mississippi, and
Clarksville, Virginia. At the conclusion of this project, US-VISIT will have fully operational
facilities with disaster recovery capabilities to ensure continuity of operations in the event of a
systems outage or hardware failure.

This project will be accomplished in three phases. In the initial phase, a new data center
environment built on a modernized architecture will be deployed in Clarksville. This data center
will be sufficient to meet or exceed the performance, capacity and application functionality of
the configuration in the Dallas Data Center and will allow a migration of service activities from
the Dallas Data Center. To maintain US-VISIT SLAs, both the old and new data centers will be
operational simultaneously until the new center can be fully established and tested. Once full
service handover has occurred, which is anticipated in FY 2010, it will be possible to
decommission the Dallas Data Center.

In the second phase, a similar process will be undertaken for the Rockville Data Center, during
which the Stennis Data Center will be brought online and services will be migrated from
Rockville. As with Clarksville, technological capabilities for disaster recovery and failover in
Stennis will be implemented, allowing Rockville to be decommissioned.

The third phase of the project involves the final configuration high-confidence validation of
disaster recovery and failover systems between Stennis and Clarksville.
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Table 32, Summary of Costs — Data Center Mirror and Migration

Data Center Mirror and Migration Carryover FY 2010 Total
($ in millions) Funds Funds

Hardware - Servers, database, switches, and related items needed to build the
modemized IDENT and ADIS in Clarksville, Virginia and Stennis, Mississippi - 21.5 21.5
as well as facilitating disaster recovery.

Software - Application items needed to build the modernized IDENT in

Clarksville, Virginia and Stennis, Mississippi. o L A
Labor - Support services to implement the modernized IDENT in Clarksvilke,
- v s u : - 220 22.0
Virginia and Stennis, Mississippi as well as the costs for managed services.
Total Data Center Mirror and Migration 0.6 45.2 45.8

FY 2009 Accomplishments

In FY 2009, the initiative preceded as planned, though complex dependencies and the need to
follow a data migration plan that minimized risk related to continuity of operations impacted the
schedule in the latter half of the fiscal year.

[n terms of operational results related to the initiative, the true test during the migration is simply
whether US-VISIT continually maintains its SLAs for IDENT and ADIS. In FY 2009, the
US-VISIT DCMM team was successful in working towards planned accomplishments with no
perceivable impact to core system SLAs.

The DCMM initiative has a finite timeframe with discrete planned milestones. US-VISIT’s goal
is to complete the initiative on time and within budget with respect to the ultimate goal of
migrating US-VISIT core systems from Dallas and Rockville to the new DHS data centers, while
maintaining continuity of operations and data integrity.

Table 33, FY 2009 Significant Accomplishments — Data Center Mirror and Migration

FY 2009 Accomplishments Status

Build and test Clarksville Core Infrastructure. Completed.

Wy . . Partial completion. Final configuration
Add majority of matchers to Clarksville. moved to FY 2010.

Partial completion. Final configuration

Add database to Clarksville in Fourth Quarter 'Y 2009. moved to FY 2010.

Add remaining matchers to Clarksville in First Quarter

EY 2010. Moved to FY 2010.

As reflected here, US-VISIT completed the Clarksville core infrastructure installation of the
two-print matcher subsystem infrastructure, including the hardware and additional capacity to the
matcher cluster for connecting the new DHS enterprise platform in Clarksville to legacy DOJ
production platforms. The DCMM team established monitoring capabilities for the expanded
US-VISIT processing infrastructure regarding connectivity, transactions, and applications.
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The matcher addition in Clarksville that was slated for Third Quarter FY 2009 was delayed.
Firewall and remote connectivity, as well as establishing DHS Clarksville change request
procedures were contributing factors. US-VISIT has taken steps to improve processes and
expects to complete the work in First Quarter FY 2010.

The IDENT and ADIS database, storage, and backup infrastructure were installed in FY 2009
with the final configuration and implementation targeted for first quarter of FY 2010. The
Oracle database upgrade from 9i to 11g will improve database backup processes and security
controls.

Finally, in addition to the planned activities noted above, the DCMM team also initiated the
planning and engineering process in order to build the core infrastructure and establish required
processes and procedures in Stennis to position this data center for forthcoming production
deployment of US-VISIT systems and data in order to achieve performance-balancing
objectives.

FY 2010 Planned Accomplishments

The FY 2010 funding for US-VISIT will be used to achieve IDENT and ADIS system capacities
from the organic growth of data capture, implement system and processing reliabilities and to
meet critical deficiencies within the current IT infrastructure regarding transition from two to ten
print capture as initiated in FY 2009. US-VISIT will execute a high-priority mirror and
migration effort to overcome limited physical data storage growth within the existing data
centers and to establish critical IDENT redundancies for workload leveling and disaster recovery
during the first phase of mirroring and migration to the DHS enterprise data centers.

Table 34, FY 2010 Planned Accomplishments — Data Center Mirror and Migration

FY 2010 Planned Accomplishments Target
. . e First
Add remaining matchers to Clarksville in First Quarter 2010. Quarter
Complete the deployment of the US-VISIT matcher cluster to Clarksville, First
including the establishment of connectivity between DHS data center in Quarter
Clarksville and the legacy DOJ data center in Rockville, Maryland.
Complete final configuration and installation of database in Clarksville in tandem Second
with DOJ Rockville Data Center technical refresh and the Oracle 11 migration. Quarter
Establish data replication to legacy databases in the DOJ Rockville Data Center, Second
including the establishment of monitoring capabilities for the expanded US-VISIT Quarter
processing infrastructure regarding connectivity, transactions and applications.
Complete the Clarksville Data Center migration and processing cut-over from the Third
DOJ data center in Dallas, Texas. Quarter
Build and test the Stennis Data Center core infrastructure. Third
Quarter
Decommission Dallas Data Center for US-VISIT processing. Equipment at this Third
DOJ data center will be redeployed to Clarksville to complete the data center Quarter
activities and US-VISIT data-mirroring requirements.
Redeploy matchers from the Dallas Data Center to Stennis Data Center. S::::r
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Appendix A: Certifications

These pages provide the certifications relating to the FY 2010 Expenditure Plan for US-VISIT.

Offive of the Chief Human Capital Officer
US. Department of Homeland Security
Washingion, DC 20528

. Homeland
S — Security

MEMORANDUM FOR: Dallas C. Brown, Il

Chief Operating Officer

NPPD
FROM: Jeffrey R. N < AV -

Chief Human i cer
SUBJECT: Chief Human Capital Officer Centification for

US-VISIT 2010 Spend Plan

I certify that the United States Visitor and Immigrant Status Indicator Technology (US-VISIT)
program’s human capital activities demonstrate a coherent framework for managing its
workforce. This certification is based on a review of US-VISIT documents and on discussions
with US-VISIT Human Capital personnel.

During FY 2009 US-VISIT made great strides in attaining various goals, which resulted in
numerous accomplishments. US-VISIT filled 79 percent (or 168 on board) of their 212
authorized positions. They currently have 19 selectees with Tentative Job Offers who are in
process, and they are averaging 55 work days from the date of hire request to the Tentative job
Offer being presented. Finally, US_VISIT will have 7 of 8 project managers with certification
by the end of FY09 (2 of the certifications are pending in the Office of the Chief Procurement
Officer), and they have completed individual development plan training for more than 90 percent
of staff members.

To ensure continued compliance, DHS Office of the Chief Human Capital Officer will continue
to work with US-VISIT to enhance its Human Capital Strategic Plan (HCSP). We will meet
semi-annually with US-VISIT staff (March 2010) to track progress of their efforts and ensure
that action plans and metrics show the results of Human Capital initiatives and how they align
with DHS strategic human capital initiatives.

Any questions concerning this certification should be addressed to Ms. Erin Hayes, Deputy
Director for Workforce Planning and Strategic Staffing Policy at erin.hayes@dhs.gov or on
202-357-8355.
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115, Department of Homeland Secarity
Washington, DC 20528

3 Homeland

NOV 18 %0 <
% Security

MEMORANDUM FOR: Rand Beers
Under Secretary, National Protection and Programs Directorate

PD)
:(?;L’f‘;i-ﬂ. / /‘/ "‘C’é’v —~—

FROM: ichard K. Gnderson
Department of Homeland Sccurity, Acting Chicf Procurement Officer
(CPO)

Subject: CPO Certification for the United States Visitor and Immigrant Status

Indicator Technology (US-VISIT) Program

As required by the Department of Homeland Security’s (DHS) FY 2010 appropriations, I certify that
the US-VISIT program:

e Was reviewed by the Department’s Acquisition Review Board (ARB) on 17 November 2008
resulting in a favorable Acquisition Decision Memorandum (ADM) dated 11 February 2009.
Furthermore, US-VISIT is scheduled to be reviewed in the 2™ quarter of FY10 in accordance
with DHS’ acquisition management process.

e Has fulfilled all capital planning and investment control requirements and reviews
established by the Office of Management and Budget, including those detailed in Circular A-
11, part 7. Exhibits supporting US-VISIT projects were transmitted to OMB on 18
September 2009: Arrival and Departure Information System (ADIS), Automated Biometric
ldentification System (IDENT), and Unique Identity/10-Print Interoperability. All three
exhibits received a passing score of 37 from an internal DHS investment review.

o Complies with Federal and DHS acquisition rules, requirements, guidelines and practices.

Furthermore, DHS’ Office of Procurement Operations (OPO) performed an internal assessment of a
subset of USVISIT contracts in May 2009 to ensure the appropriate Federal and internal
procurement regulations and policies were being followed. This assessment indicated that US-
VISIT contracts were being administered appropriately and did not identify any areas of non-
compliance. In addition, my office is scheduled to conduct a triennial review of OPO contracting
activities, which will include US-VISIT contracts, during the first quarter of FY10.

The Department will continue to oversee the efforts of the US-VISIT program through capital
planning and investment control procedures with continued emphasis on compliance with
Departmental investment review policies, management directives, and acquisition policies and
procedures.
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LS. Department of Homeland Security
Washington, DC 20528

DATE: January 26, 2010

MEMORANDUM FOR: Chase Garwood
Chief Information Officer
National Protection and Programs Directorate

FROM: Richard Spires M

Department omf}oi'neland Security
Chief Information Officer

SUBJECT: Certification of US-VISIT Program
FY10 Expenditure Plan

The Department of Homeland Security Appropriations Act of 2010 (Pub. L. 111-83) signed into law
on October 28, 2009 requires the United States Visitor and Immigrant Status Indicator Technology
(US-VISIT) Program to provide an expenditure plan that meets the statutory conditions specified
under this heading in Public Law 110-329.

Public Law 110-329, Sec 2, Div. D, Title I1l includes the condition that the spend plan include (5)
(A) “a certification by the Chief Information Officer of the Department that 1) an independent
verification and validation agent is currently under contract for the project; 2) the system architecture
of the program is sufficiently aligned with the information systems enterprise architecture of the
Department to minimize future rework, a) including a description of all aspects of the architecture
that were or were not assessed in making the alignment determination, b) the date of the alignment
determination, and any known areas of misalignment along with the associated risks and corrective
actions to address any such areas; and 3) the program has a risk management process that regularly
identifies, evaluates, mitigates, and monitors risks throughout the system life cycle, and
communicates high-risk conditions to agency and Department investment decision makers; and (b) a
listing by the Chief Information Officer of all the program’s high risks and the status of efforts to
address them.”

Subsequent to my stafl’s review of the artifacts provided by US-VISIT, and as a follow up to my
November 18, 2009 program review and January 20, 2010 discussion, | provide the requested
certification for the 'Y 10 Expenditure Plan. To ensure continued enterprise architecture alignment,
and a robust risk management process, the US-VISIT program shall take the attached tasks for
action. Questions may be directed to Deborah Gallagher at 202-282-9259,

Attachment:
FY 2010 US-VISIT Required Actions - CIO Certification
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1) As agreed in the January 20, 2010 meeting, US-VISIT agrees to be fully migrated to the DHS
data centers, including the decommissioning of their current centers, no later than March 25,
2011,

2) Asrequested in my November 17, 2009 program review, and the subsequent review associated
with the FY 2010 Appropriations Act Centification, I have asked US-VISIT to submit an
cfficiency plan to me no later than June 30, 2010.
¢ Sub-paragraph 2) addresses the cortification for Enterprise Architecture (EA) alignment to
determine whether the program is being run efficiently “to ensure the minimization of fisture
work.”

¢ The plan will be developed from an overall program lifecycle review and contain, at a
minimum, a methodology from the gathering of new requirements, incorporating the
requirements into the system design, testing (functional and system), to a plan to more
ciiciently operate and maintain the existing systems.

e Ovemll the plan will provide a roadmap to allow better decision making, increase
productivity. show a faster tumaround time to integrate new requirements, and enhance
program planning.

3) Risk Management (RM) criteria from the Appropriations Act and DS require the RM process
to “regularly identify. cvaluate, mitigate, and monitor risks throughout the system life cycle, and
communicates high-risk conditions to agency and Department investment decision makers.” The
review team recognized several arcas of concem in the process. To ensure the RM process better
meets the critenia, the below actions are requested.

* Update the Risk Management Plan with provisions for:
o Communicating high risk conditions to agency and Department investment decision
makers
o Acceleration of critical and unforescen issucs
o Random auditing
o Changes in the risk impact scale (as noted in artifacts)
e Analyze and modify risk reports
o Show the probability and impact of high priority risks
o Distinguish between risks, issues and the status of each
o Distinguish between realized risks and unforeseen issues
e Add an impact score for each project and activity so decision makers can quickly focus on
risks and issues of high importance to US-VISIT
e Evaluate the Risk Management Tool for update or replacement.

Please sce the atinched cvaluations for more detailed information. Questions may be directed to
Deborah Gallagher at 202-282-9259.

Attachments:

US-VISIT Enterprise Architecture Certification Assessment
US-VISIT Risk Management Certification Assessment
US-VISIT IV&V Certification Assessment

DHS CIO - FY 2010 US-VISIT Required Actions — CIO Certification
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United States Visitor and Immigrant Status Indicator Technology (US-VISIT)
DHS CI10O Enterprise Architecture Certification Documentation
FY10 Expenditure Plan
January 8, 2010

Background

The Department of Homeland Sccurity Appropriations Act of 2010 (PL 111-83) signed
into law on October 28, 2009 contains the following requirement for United States
Visitor and Immigrant Status Indicator Technology (USVISIT).

“For necessary expenses for the development of the United States Visitor and Immigrant
Status Indicator Technology projcct, as authorized by section 110 of the Hlegal
Immigration Reform and Immigrant Responsibility Act of 1996 (8 U.S.C. 1365a),
$373,762,000, 1o remain available until expended: Provided, That of the total amourt
made available under this heading, $75,000.000 may not be obligated for the United
States Visitor and Immigrant Status Indicator Technology project until the Committees
on Appropriations of the Scnate and the House of Representatives receive a plan for
expenditure, prepared by the Sccretary of Homeland Security, not later than 90 days afier
the date of enactment of this Act that meets the statutory conditions specified under this
heading in Public Law 110-329: Provided further, ‘That not less than $28,000,000 of
unobligated balances of prior year appropriations shall remain available and be obligated
solely for implementation of a biometric air exit capability.”

Public Law 110-329, the FY2009 Department of Homeland Security’s appropriation act,
Congress inscrted several certification requirements for the US-VISIT program. Sub-
paragraph (5) (2) of the appropriation, states “‘a centification by the Chicl Information
Officer of the Department that the system architecture of the program is sufTiciently
aligned with the information systems enterprise architecture of the Department to
minimize future rework, including a description of all aspects of the architectures that
were and were not assessed in making the alignmemnt determination, the date of the
alignment determination, and any known areas of misalignment along with the associated
risks and corrective actions 1o address any such areas.”

Documents Reviewed

1. US Visit DHS CIO Enterprise Architecture Certification Documentation FY 09
Expenditure Plan

2. US VISIT MDP-3 EAB Disposition 5222009

3. IT Program Review - NPPD - USVISIT - Action Tracker dated Nov, 17, 2009

4. Email dated August 3, 2008, “New Tasker FY 2010 Spend Plan”

Assessment

The DHS Enterprisc Architecture Board (EAB) Governance process conducts Milestone
Decision Point (MDP) reviews of investment initiatives to help manage architectural

DHS CIO - US-VISIT Enterprise Architecture Certification Assessment
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alignment within the Department, and to serve as the conduit for receiving, analyzing and
disseminating information pertaining 1o architecture alignment.

During the EAB review the Enterprise Architecture Center of Excellence (EACOE)
Members and Subject Matter Experts (SMEs) review key System Life Cycle (SLC)
program documents and assess a program s ability to support its business functions and
strategic goals; benefit-to-cost; privacy impact; compliance with information security,
Scction 508, and screening coordination; and alignment to:

1. Homeland Security Enterprise Architecture (HLS EA) (latest version);

2. DHS OCIO Portfolios;

3. data, data objccts, and data entity that encompass the investment: and

4. technology leveraged to deliver capabilities and functions by the program.
Additionally. the program’s concept and technology development are validated.

The United States Visitor and Immigrant Status Indicator Technology (US-VISIT)
program was reviewed by the EAB in FY07 using the 2007 HLS EA and in FY08 using
the 2008 HLS EA. The architecture evaluated included the Automated Biometrice
Identification System (IDENT) and Asrival Departure Information System (ADIS). The
US-VISIT program also leverages key component IT systems:

e Advance Passenger Information System (APIS)
Consolidated Consular Database (CCD)
Computer-Linked Application Information System (CLAIMS)
Global Enrollment System (GES), including SENTRI, NEXUS & FAST
Integrated Automated Fingerprint Information System (IAFIS)
Interagency Border Inspection System (IBISYTECS

o Student Exchange Visitor Information System (SEVIS)
However, US-VISIT does not own or manage these systems, thenefore, their architecture
was not cvaluated.

The EAB conditionally approved the US-VISIT program at MDP-1 on February 7, 2007
(date of alignment determination). At MDP-1 programs are reviewed to validate business
alignment 1o the architecture and prevention of duplicate business functions.

The US-VISIT MDP-1 review identified two arcas of misalignment - 111.S EA business
functions and portfolios applicable to US-VISIT were not clearly defined; and the
omission of Section 508 requirements. Corrective action included updates to key
documents (Mission Needs Statement, Strategic Plan, and Exhibit 300) to reflect business
priorities and Section 508 compliance; and an MDP-2 review within 60 days to ensure
the program remained aligned and is axpected to meet mission priorities. All required
documents were updated lo clarify alignment of the business functions and portfolios;
and the inclusion of Section 508 requirements. Additionally, the MDP-2 Program
Alignment package was submitted within 60 days (April 7, 2007) of the EAB disposition.
There are no ocutstanding actions for US-VISIT at MDP-1.

The EAB conditionally approved the US-VISIT program at MDP-2 on September 27,
2007 (date of alignment determination). At MDP-2 programs are validated on concept

DHS CIO — US-VISIT Enterprise Architecture Certification Assessment
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and technology development; and altemative selection. Additionally, decisions are made
to determine the lechnolognes the investment will employ to achieve the business
functions identificd in MDP-1.

The US-VISIT MDP-2 review identified the following areas of misalignment:

1. requirements and products to support the 10-Print solution were not defined and
submitted for inclusion in the DHS TRM.

2. data standards were not vetted with the DHS Enterprisc Data Management Office
(EDMO) for compliance;

3. Acquisition Program Baseline (APB) and Operation Requirements Document
(ORD) did not provide suflicient detail 1o address project costs and capabilities;
and

4. the current pilots under the US- VISIT program had not<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>