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Original NGI Capabilities:
e Quality Check Automation - completed July 2007

& Disposition Reporting Improvements — Partially
completed September 2007

& Interstate Photo System

e Advanced Fingerprint Identification Technology
e Enhanced IAFIS Repository

& National Palm Print System
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ORIGINAL NGI CAPABILITIES BASED ON APB/CC STAKEHOLDER REQUESTS -MANY CAPABILITIES
CEESMA%%%/\K/IIER_FQCH NEW INCREMENT OF NGI AND FLEXIBLE SYSTEM FOR FUTURE

Quality Check Automation SQCA) - The QCA. capability has successfully enabled faster response times
by eliminating the manual Quality Check review of the majority of fingerprint transactions. The QCA
capability implemented electronic business rules to provide an automated qualitK check review, automating
the decision process and making it more consistent. In the past three months, the overall automation rate
has been reported at 88.33%.

Disposition Reporting Improvements (DRI) - The DRI willlvf)rovide a variety of options to increase the
submission of disposition data via Compact Disk Read-Only Memory and potentially future uses of Digital
Video Disk, Internet, and other standard media types. Also included in this capability is the submission of
disposition data via the Interstate Identification Index (I!l), the CJIS Wide Area Network (WAN), and future
direct connection to federal courts. :

Interstate Photo System (IPS) Enhancements - The IPS enhancements wil} allow customers {o add
Bhotographs to Ereviousl){ submitted arrest data, submit photos with civil submissions, and submit photos in

ulk formats. The IPS will also allow for easier retrieval of photos, include the ability to accept and search for
photographs of scars, marks, and tattoos, and explore the use of facial recognition technology.

Advanced Fingerprint Identification Technology (AFIT) - The AFIT objectives enhance the IAFIS
fingerprint and latent processin? services, increase the accuracy and daily fingerprint processing capacity of
the IAF!S, and improve the IAFIS availability. New functionality will include a rapid fingerprint search of the
Repository for Individuals of Special Concern (RISC). This new capability will provide a rapid identification
search of a limited population using a minimum of two rolled or flat fingerprints. The limited population is
anticipated to contain records for Wanted Persons, Known or Suspected Terrorists, Sex Offender Registry
Subjects, and other persons of special interest.

Enhanced IAFIS Repository (EIR) - The EIR capability will allow compatibility between existing civil and
criminal repositories as well as new repositories by providing single identity management. The EIR will
support the search and retrieval services for new biometric modalities such as iris images, and provide
administrative functions for special population cognizant files. As a new feature, a Rap Back Service will
support an authorized contributor's ability to enroll identities and receive notifications regarding subjects
based on selected activities. The proposal to develop the Rap Back Service is currently undergoing review
by the FBI's Office of General Counsel.

National Palm Print System (NPPS) - The NPPS will support the establishment of a centralized repository
for palmprint data within the NGI by facilitating the search and storage of both known and unknown
palmprints. The NPPS will be accessible by authorized criminal justice and noncriminal justice agencies
nationwide. This new capability will enable criminal justice agencies to search latent palmFrlnts_obtamed
from crime scenes against a national repository, enhancing law enforcement's ability to solve crime.

10
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E Increment 0- Advanced Technology
Workstations (ATW)

E Increment 1 —Identification/ Fingerprint

2 Increment 2 — RISC/Initial NGI Infrastructure

E Increment 3 — Latents/Palms/Full NGI Infrastructure
E Increment 4 — Rap Back/Facial & SMT Search

E Increment 5 — Full NGI Functionality

& Increment 6 — Full Operational Capability

14

High level view of what happens in each increment
Details of each increment will be forth coming.




Increment 4 TS |

IDENTIFI%ATION‘{

Rap Back Facial & SMTs Search Capabllltles
Migration of remaining 1AFIS functionality to NGI

B Rap Back - notification of criminal act|VIty on previously
enrolled individuals

g Facial & SMTs — expansion of facial and SMTs searches for
investigative purposes.

& Disposition reporting via CJIS Wide Area Network (WAN) and
NCIC

e Unique Identity
E RISC notifications

g Fingerprint verification services
20

2012 -
NCREMENT 4 (2012)

In Increment 4, all remaining IAFIS functionality, which includes the high priority
functionality previously delivered as QUICKWINS, will be migrated to the NGI
architecture. At a minimum, IAFIS response and accuracy requirements will be
met or exceeded, however, the advanced NGI response and accuracy
requirements will be realized in Increment 6. The expansion of the facial and
scars, marks, and tattoos search will be included in this increment. The
verification transaction will enable users to submit a transaction to confirm an
identity based on a one-to-one comparison. '

The EIR will be operational supporting the unique identity concept and Rap Back
capability. As a new feature, the Rap Back Service will provide authorized
criminal justice and non-criminal justice users the capability to receive
subsequent notification of criminal activity posted to an enrolled individual's
record.

Additionally, disposition reporting via the CJIS WAN will be included with this
increment as will the shared services to provide Department of Homeland
Security (DHS) interoperability.

20




NGI Tentative Implemggpaﬁon~l)ates:

TR Y rreen — — = -

f Photos
A Rap Back

FP Algorithms
Rolled
Flats

2010. 2011 2012 2013
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Reflected on this slide are the TENTATIVE implementation dates preceded by a series of
biometric trade studies.

2010

Increment 1 - Increased accuracy of fingerprint search results & provide better support for
processing flat (this directly impacts Biometric Interoperability since all fingerprint submissions
are flats) and less than ten fingerprint submission

2011
Increment 2 - RISC

Increment 3 — Palm Print Repository; Additional Latent functionality

2012
Increment 4 — Photo repository of scars marks, and tattoos; RAP Back functionality
Biometric Interoperability

« Transition from IAFIS Shared Services to NG| Shared Services

« Increased capacity, improved response times, and improved flat fingerprint processing

2013
Increment 5 — Iris Repository

23
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Areas of Uncertainty

3. Rapback
— Issue resolved-linkage between systems
 Initial subject comparison and review
»  Establish links between databases
«  New IAFIS adds result in notification
+  New IDENT adds result in notification

4. Responses-Immigration Summary Sheet
5. Customs and Border Protection

— Extent of search |

—  What is returned

— How quickly?
6. Common (dual) Customers

12




Plan Summary

Proposed Incremental Deliveries

FY07 FY08 FY09
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Shared Data

FY07

* FY08

Plan Summary

Proposed Incremental Deliveries

FY09

| iDSM Development

Add pilot sites

| iDSM Deployment

Add IVF records

Search all IAFIS
Criminal
transactions

tlot 1 with |
BostonPD .

Add KST records

Zero ridge count fix

Search limited
TAFIS civil
transactions

Pilot Inumigration
Data Response

Complete Shared

Datg Blement

Shared Services
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Program Initiatives

B Multi-modal Framework - Advancement of integration strategies and indexing of
additional biometric data that will provide the framework for a future multi-modal
system to facilitate biometric fusion idenfification techniques. This framework will be
e:(p%ndgble, scalable and flexible to accommodate new technologies and biometric
standards.

& Advanced Fingerprint Identification Technology including the Enhanced Terrorist |
entification Service - Increase procéssing capacity, storage capacity,
accuracy, decrease response times, provide new processing capability, rapid

terrorist/wanted person fingerprint check (ETIS).

¥ QC Automation Functionality - Automate manual Quality Check (QC) processes and

provide quicker responses and consistency.

B Interstate Photo System - Allow photo submissions independent of arrest, bulk
submisstons, photos other than facial, photos with civil submissions, and multi-
modal potential. .

E Disposition Reporting Improvements — Allow electronic submissions via CJIS WAN
usm% and 1l message formats, modernization of the Machine Readable Data
(MRD) process, direct Federal Court submissions.

E Enhanced IAFIS Reg_)ositog - New capabilities for civil records, civil record
consolidation, Rap Back Service, multi-modal potential.
B National Palm Print System (NPPS) - Receive, store, and search palm prints, allow
ulk submissions, search unsolved latent file, multi-modal functionality.

Slide 28

28




Enhanced IAFIS Repository

B Current Functionality
— Criminal And Civil - 2 Logical Areas
— Unable To Seamlessly Move Data Between Files

E New Functionality
— New Capabilities For Civil Records
— Civil Record Consolidation
— Rap Back Service
— Multi-modal Potential

¥ Benefits
— Notify Responsible Agency Regarding Criminal
Offenses Of Individuals In Sensitive Positions

— Automatically Allows For Transition Of Files Between
Civil And Criminal Repositories

— Increases Repository Capacity

Slide 34

34




NGI
Capabilities

+ Advanced Fingerprint Identification Technology
— Increase existing IAFIS functions: Capacity, Storage, & Accuracy
- Enhance Latent Processing Services
— Create the RISC
» Enhanced IAFIS Repository
— Utilize the civil file for ten-print searching purposes
— Provide Iris services
— Provide Rap Back Services
— Five additional repositories
+ National Palm Print System
— Establish a Palm Print Repository with latent functionality

57

*Quality Check (QC) Automation- The Quality Check function of IAFIS is one of the first
steps in IAFIS tenprint processing in which textual information is reviewed. At one point in time
98% of all transactions required a manual review. As of July 1, 2007, Auto QC was
implemented and has reduced the manual processing time from an average of 38 seconds to
an average of .75 seconds.

‘Interstate Photo System (IPS) or Mugshots - The IPS capability will enhance the
enrollment of photos, the retrieval capability of photos and provide additional search
capabilities of photo repositories (including SMT photos) using biographical data and/or facial
recognition technology.

‘Disposition Reporting Improvements — Approximately 46% of our records contain
dispositions. Therefore, this initiative proposes the development of four enhancements as
alternatives for the submission of disposition information: Submissions Via CJIS WAN;
Submissions Via Il Modernization of our magnetic tape based Machine Readable Data (MRD)
Process; and Direct Federal Court Submissions. A portion of this modernization began on
9/2/07 for existing MRD users.

57
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Obijectives

Objective 1 - Enh Fingerprint Services

Objective 2 « RISC/ITF

Objective 3 - Latent Services

Objective 4 - Palmprint Services
Objemlveé- Disposition Reporting Services
Objective 8 - Identity Management Services
Obleéiive 7 - Rap Back Services

Objective 8 - Photo Services

Objeclive 8 - Face Recognition Services
Objective 10 - Iris Services

("Jbieciive 11 - lllLegacy Sen}ices

perability Links Sesvices

Objective 13 - Repository &

Objective 14 - Data Conversion

July 5, 2009 Unclassified/For Official Use Only
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Interoperability Capabilities
Off-Site Meeting Agenda

DAY2
»  Review and discuss expected additional IOC capabilities (cont'd from Day 1)
—  10-Print Fult Deployment
+  Primary response time
» TPRS for secondary referrals from primary
+ Transaction capacity
—  Flats for criminal justice (beyond POE Primary)
+  Border Patrol request for search only

*  Transaction Volume Review/Discussion (2008, 2009 & 2010,2010+)
~  What does TVS mean to each Department?
~  FBl searches to IDENT
~"  DHS searches to IAFIS
~  Volume
-~ Responsetimes
—~  TVS versus Anticipated

+  Storage of EID for Shared Data
«  Biometrics with hit notifications
- Rap Back for IDENT stakeholders
« COOP
*  Automated Shared Data updates
*  Review the day’s progress




Department Certification Assessment

Stakeholder Buy-In andValue

Certification
Statement

2, Program sponsor and user organizations are identified, appropriately engaged, and have
demonstrated buy-in to the program.

PMO
Self-
Assessment

+ The Exscutive Program Sponsor is Executive Assistant Director Louis E. Grever of the FBI Science and
Technology Branch.

« NGIPO provided support for the March 2010 meeting of the Rap Back Service Task Force.

+ Advisory Process and Compact Council Process include participation in the Increment 2 Preliminary Design Review
held January 26-28, 2010 and Critical Design Review held April 20-22, 2010. Representatives from APB and
Compact Councll were invited and represented.

+ NGI has a change management system to manage changes to scope, costs. schedule. and sisk, NGI Program
established a two-tier change management process: NGI Enecutive Change Control Board (ECCB) and NGI
Technical Review Board (TRB).

As an te of NGi's stakeholder invol and ication, contact was made during 2010 with the
following entities: Department of Defense (DOD); the Biometsic Task Force; REACH Conference; the Faclal
Identification Scientific Working Group; CJIS Systems Officers from all states; and the Compact Council Standards
Committee.

«Collaborated with the Do to identity and resolve potential issues with their participation in the RISC Pilot

MOU. Obtained signatures from DoD and CJIS to complete the MOU. MOU's were also signed for the states of

Georgla and California for future participation in the RISC.

+Participated in 2010 APB meetings providing discussion on EBTS, Isis, Latent, and Rap Back services.

«Participated in the 2010 Compact Council meetings providing discussion on NG! updates, Transition to Unique

Identifying Number, and Recommendations for Advising Civil Applicants of Privacy Act Notices.

Department
Assessment

Qualifiers




m Information — The IAFIS service that provides
specific biegraphic or biemetric information en an
individual.

= Biometric Image Retrieval

= Biometric Features Retrieval

m Biometric Audit Trail Retrieval

m Biometric Information Retrieval

m Identity History Request

u Certification File Request

= Rap Back Subscription List Request

m Rap Back Rap Sheet Request

UNCLASSIFIED/ FOR OFFICIAL USE ONLY 22

22




Enhanced IAFIS
Repository

®m  Functionality

Provide Identity Management Setvices
Provide Iris Services

Provide Rap Back Services

Expand Repository Infrastructure

UNCLASSIFIED / FOR OFFICIAL USE ONLY 31

This slide refers to the Enhanced IAFIS Repository.

«Currently, the IAFIS-civil file functionality is very limited. There is no
capability for authorized agencies to search the civil file...and there is no
method for the CJIS Division to modify or locate multiple submissions that
may exist for the same individual.

*The Enhanced Repository will combme records from the civil, crlmmal and
new repositories into an interoperable repository tied together by a unique
identity reference

*Iris services will be a new biometric modality supported by the Enhanced
IAFIS Repository. This capability will offer users the ability to enroll Iris
images into the system, search against the Iris repositories and retrieve
images.

*This capability will also deliver a Rap Back Service which will provide
authorized users the ability to obtain an automatic notification when an
enrolled subject has selected activities occurring on his/her record. An
example of this would be a person holding a position of trust such as a school
teacher.

*The EIR capability will also expand the repository infrastructure to meet the
challenges of a multimodal framework and new biometric modalities.

31




NGI and Interoperability

¢ Commonalities — NGI capabilities that will benefit
Interoperability

~ Capability to partition the database for segmented searches of
wanted persons and known or suspected terrorists (ETIS).

Rap Back Service (VISAS).

Flat fingerprint processing.

More accurate CHRI Database.

Improved IAFIS speed and accuracy.

¢ Differences — Capabilities NGI does not immediately
deliver that are required for Interoperability
— Increased storage capacity. -
— Increased availability.

— Establish mechanism to share data real-time with reciprocal
exchange of information. -




IAFIS/NGI/Interoperability
Interrelationship

£
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Interim data sharing ~ iDSM, deployed in 2006 :
* Interoperability prototype with FBI operational September 2006

» Upon booking by state/local agency ICE automatically notified of previous immigration
violators (Expedited Removals and Visa Denials) and allows for DHS decision on further
action.

* Provides DHS access to all want and warrant biometric data in near realtime; Wants
and Warrants and Known Suspected Terrorists

» Pilot sites operational -~ Boston Police Department, Dallas County Sheriff’s Office, Office of
Personnel Management, Harris County Sheriff’s Office, TX (Houston) and DOD

Initial Operating Capability- 10C (2008):
= |nitial deployment of Composite Model with Separate Image Repository (CMSIR)

- Shared Data Component- Each agency provides access to a copy of “high priority”
fingerprints.

- Shared Services Component- Each agency submits fingerprint transactions to the other
agency for search of that agency’s complete data.

Full Operating Capability- FOC (2010):

= Buiit on CMSIR to add additional shared service capabilities
- Ability to fully search IAFIS and IDENT for all approved CJIS and DHS stakeholders
- Improved accuracy, volume, and response times
- Rap Back Functionality




- TAFIS Interoperahility Requirements

e

e Provide New Functionality
— Automated Updates between Systems
— Civil and Criminal File Linking
— Response format with most recent information listed first
" — DHS Biometric Unique Identifier added to IAFIS
— Capture multiple biographic fields
— Return photo with response
~— Identify rolled, flats, slaps, latents

— Identify why a record was changed
— RapBack

27
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Principles

S |
® Provide New Functionality
— RapBack
— Levels of Service
— Response Times

— Automated Updates between Systems

— Civil and Criminal File Linking

— Response format with most recent inforemation listed
first ‘

— Enumerator added to III/NCIC

— Capture multiple biographic fields

— Return photo with response

— Identify rolled, flats, slaps, latents

~ Identify why a record was changed

27
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> DHS Is Large IAFIS User
+ 1,057 ORIs
+ 5,340,935 Transactions (2005)
- 2,345,987 (Criminal)
- 2,904,948 (Civil)
> Significant Positive Impact For
Data Sharing
+ >200K IAFIS Hits for Criminal Trxs
(2005) .
+ >35K IDENT Hits Agamst Wants &
Warrants (Since 2002)

» New Enhancements Will Expand and
Improve Sharing
+ Transition to 10-Print/Interoperability
+ Unified IDENT
+ Pilot Data Sharing (iDSM)
- Expungements
- Rap Back

Today

FBI
IAEIS  fio-print

IDENT/
IAFIS CISJ|US VISIT“ DOS I
I

Z-pllnl l

2-print

| |UsvisiT/
if | ioen

Latent Recidivist Asylum  Watchlist
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IAFIS ]Im@mpemhnlhty Reqmrements
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e Provide New Functionality
— Automated Updates between Systems
— Civil and Criminal File Linking
— Response format with most recent information llsted first
— DHS Biometric Enumerator added to IAFIS
— Capture multiple biographic fields
— Return photo with response
— Identify rolled, flats, slaps, latents
— Identify why a record was changed
— RapBack

28
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IAFIS Ifntemperahnhw Requirements
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® Provide New Functionality
— Automated Updates between Systems
— Civil and Criminal File Linking
- Respohse format with most recent information listed first
— DHS Biometric Enumerator added to IAFIS
— Capture multiple biographic fields
— Return photo with response
— Identify rolled, flats, slaps, latents
— Identify why a record was changed
— RapBack

28

28
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m==l Next Generation ldentification

Capabilities

ssrund
ié% A Advanced Fingerprint Identification Technology
; — Increase existing IAFIS functions: Capacity, Storage, & Accuracy
i — Enhance Latent Processing Services
@é — Create the Repository for Individuals of Special Concern (RISC)
i—“wg% Enhanced IAFIS Repository
. — Utilize the civil file for ten-print searching purposes
e — Provide Iris services
,@E — Provide Rap Back Services
— Five additional repositories

National Palm Print System
— Establish a Palm Print Repository with latent functionality 50

«Advanced Fingerprint ldentification Technology (AFIT) - The AFIT
capability will enhance the IAFS fingerprint processing service by improving
enrollment (including latent submissions), retrieval, search and maintenance
processes, while focusing on increasing the IAFIS processing capacity,
storage capacity and accuracy. AFIT will also create a new repository known
as the Repository for Individuals of Special Concern (RISC). This will provide
a “red/yellow/green/” response from a rapid identification search of a database
containing people of special interest such as Known or Suspected Terrorists,
Wanted Persons, and Other Persons of Special Interest. -- Responses will be
measured in seconds

-Enhanced IAFIS Repository - The Enhanced Repository will combine
records from the civil, criminal, and new repositories into an interoperable

 repository tied together by a unique identity reference. This capability will also

deliver a Rap Back Service which will provide authorized users the ability to
obtain an automatic notification when an enrolled subject has selected
activities occurring on his/her record.

. «National Palm Print System — The National Palm Print System will be a new

service provided by NGI which will allow IAFIS to establish an IAFIS
Repository that contains palm prints, provide latent palm print search
capability, and provide a search of known palm prints against the ULF.

50




Next Generation ldentification
v ACCOmMplishments

Director of National Intelligence Briefing (10/24/06)

LCMD Gate 2 Review Completed Successfully (04/13/07)

Department Investment Review Board (DIRB) Completed Syccessfully (05/07/07)

Acquisition Review Board (ARB) Compleled Successfully (05/10/07)

b American Civil Liberties Union (ACLU) Meeting ly Completed (07/10/08)
Acquisition

RFP Released (05/30/07)

General Due Diligence Session Completed (06/21/07 to 06/22/07)

Individual Due Diligence Sessions Completed (07/6/07 to 07/11/07)

Proposals received (08/15/07)

Request for Final Revised Offers (11/29/07 to 12/06/07)

Receive Final Revised Offers (12/21/07)

Final Source Selection Evaluation (01/02/08 to 01/15/08)

Source Selection Advisory Council Briefing (01/18/08)

Source Selection Authority Briefing (01/23/08)

Self Assessment for DOJ Certification (02/04/08)

Consolidated Appropriations Act (2008) Section 210 certification by DOJ Deputy Attomey General (02/11/07)

Contract Award (02/12/08)

IT Advisory Council (ITAC) (02/14/08)

Contract Kickoff Meeting (02/21/08)

Office of Management and Budget (OMB) NGI Program Review (02/26/08)

Government Accountabihty Office (GAO) Issued Stop Work Order due to protest (02/26/08)

Stop work rescinded (05/07/08)

Contract Baseline Update (06/09/08)

First Development and Integration Contractor's Program Managenient Review (06/1 3/08)

Integrated Baselme Review (IBR) Completed (07/09/08 to 07/11/08)

Advanced Fingerprint Identification Technology (AFIT) - The AFIT
capability will enhance the IAFS fingerprint processing service by improving
enrollment (including latent submissions), retrieval, search and maintenance
processes, while focusing on increasing the IAFIS processing capacity,
storage capacity and accuracy. AFIT will also create a new repository known
as the Repository for Individuals of Special Concern (RISC). This will provide
a “red/yellow/green/” response from a rapid identification search of a database
containing people of special interest such as Known or Suspected Terrorists,
Wanted Persons, and Other Persons of Special Interest. -- Responses will be
measured in seconds

‘Enhanced IAFIS Repository - The Enhanced Repository will combine
records from the civil, criminal, and new repositories into an interoperable
repository tied together by a unique identity reference. This capability will also
deliver a Rap Back Service which will provide authorized users the ability to
obtain an automatic notification when an enrolled subject has selected
activities occurring on his/her record.

National Palm Print System — The National Palm Print System will be a new
service provided by NGI which will allow IAFIS to establish an IAFIS
Repository that contains palm prints, provide latent palm print search
capability, and provide a search of known palm prints against the ULF.
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IDENT Overview
| S T
> DHS Is Large IAFIS User
+ 1,057 ORIs
+ 5,340,935 Transactions (2005)
- 2,345,987 (Criminal)
- 2,904,948 (Civil)

> Significant Positive Impact For
Data Sharing
+ >200K IAFIS Hits for Criminal Trxs
(2005)
+ >35K IDENT Hits Against Wants &
Warrants (Since 2002)

SOV ey

» New Enhancements Will Expand and
Improve Sharing
+ Transition to 10-Print/Interoperability
+ Unified IDENT
+ Pilot Data Sharing (iDSM)
- Expungements
- Rap Back

Today
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IDENT/
|IAFIS I cis IUS-‘!ISIT” bos I

I

Zprin]

| |usvisiv/

IDENT

images)
Bogr.

[

Watchlist

[Msichers |

gl

uUs-visi
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IAFIS Interoperability Requirements

® Provide New Functionality
— Automated Updates between Systems
— Civil and Criminal File Linking
— Response format with most recent information listed first
— DHS Biometric Enumerator added to IAFIS
— Capture multiple biographic fields
— Return photo with response
— Identify rolled, flats, slaps, latents
— Identify why a record was changed
— RapBack

40

40




" Increment 4 mlgrates the remaining IAFIS functionality to the NGl infrastructure and provndes all-new NG!
capability except for Iris functionality. In support of this functionality, all remaining data held in IAFIS will be
migrated to the objective NGI data structures prior to Increment 4 activation.

Functlonallty NGI Implementation
[ Rap.b back -

t

b e e e -

Data maintained in Idenmy reposntory
New maintenance transactions
Notifications integrated Ainto_ggprropriate workflows

i
i
1

.« o o

'

Facial search

L1 ABIS search engine
UFW HMI
New fransactions and workﬂows

. Extend ad hoc search T T

.

.

Inlegrated view of ldenuty hlstory « Collect, consolidate, and malntaln aII records of an |dent|ty under a common
UCN
* Maintain linkages to common identities held in external systems
- Report complete history, in accordance with NG business rules, to
confributors

| Extemnal system link mainténarice: 3 + Data maintained in identity repository

11 « Mainténance and’ nohfxcahons xnlegra(ed mto appropriate workflows

_ Interfiational Terrorist Filé ) . ‘Extend tenpnnt processmg

immigrationsViolator Filé. Notificatic

},; . Nollfy DHS when IVF subjects are encounlered

Dlsposmon lmprovements (EBTS update, |- New.workflows:
|

NGI-DOC-27255-1.0
' lncremenM PDR eptember 21-22, 20

New maintenance transactions J
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Information
+ Fingerprint image Retrieval Request
« Palmprint Information Retrieval Request
+ Identity History Request
+ Ceftification File Request
+ Fingerprint Features Retrieval Request
» Other Information Requests
+ Rap Back Subscription List Requesl
+ Rap Back Identity History Summary Request
+ Fingerprint Audit Trail Retrieval Request
» Fingerprint Information Retrieval Request
+ Photo Image Retrieval Request
+ Photo Features Retrieval Request
+ Photo Audit Trail Retrieval Request
» Photo Information Retrieval Request
» Fingerprint Features Retrieval Request
+» Fingerprint Information Retrieval Request
+ ldentity History Request
« Palmprint Features Retrieval Request
+ Palmprint Image Retrieval Request
» Photo Audit Trail Retrieval Request
« Photo Features Retrieval Request
» Photo Image Retrieval Request
» Photo Information Retrieval Request

NGI-DOC-272556-1,0 B
Incremenm PDR, September 2

Notification
+ Flash Notifications
» Rap BackActivity Notification
+» Rap Back Renewal Notification
* RISC Notification
« Immigration Violator File Notification
+ External System Link Notification
» Want Notifications
+ Sexual Offender Registry Notifi cahon
+ Other Special Interest Notification
« lIINFF File Maintenance Nofification
* Unsolved Biometric Notification
+ Special Population Cognizant Notification
+ IDENT Hit Notification
+ Rap Back Activity Nofification
+ RISC Notification
+ Special Population Cognizant Notification
+ Unsolved Biometric Notification

LOCKHEED MAnrnv 2
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Data Management
« Fingerprint Image Replacement Request

« Disposition Submission Request

« Disposition Maintenance Request

» Expungement Submission Request

« Civil Deletion Request

+ Criminal Record Sealing Request

+ Identity Consolidation Request

« Death Notice Request

+ Want Maintenance Request

» Flash Submission Request

» Fingerprint Image Update Request

+ Sexuat Offender Registry (SOR) Maintenance Request

+ Computerized Contributor Address (CCA) File Maintenance
Request

«» Restore Identity History Request

« Statute Retrieval Requests

« Statute Maintenance Request

« Computerized Records Sent File Maintenance Request

« Conflict Resolution Service Request

-+ Direct Fingerprint Enroliment Request

« Direct Latent Enroliment Request

« Fingerprint Deletion Request

NGI-DOC-27265-1.0

, !m;(emen! 4 PDL&Sreptember 21-22, 2011

» Master Subject Criminal History (SCH) Record Conversion Request

+ Diract Supplemental Fingerprint and Palmprint Enroflment Request

Data Management {Cont.)
« Fingerprint Decision Request
« Direct Rap Back Enroliment Request
» Rap Back Maintenance Request
« Rap Back Subscription Renswal Request
« External System Link Maintenance Request
« External System Link Activity Request
+ [dentity History Record Modification Request
+ I[mmigration Violator File Maintenance Request
» NFF Criminal Print IDENT Request
« Il Record Maintenance Request
« External System Record Maintenance Request
« International Terrorist File Record Maintenance Request
+ Special Stops Maintenance Request .
« Disposition Maintenance Request
» Disposition Submission Request
« Fingerprint Image Replacement Request
« NFF Criminal Print IDENT Notification
« NFF Criminal Print IDENT Request
» Latent Decision Request
« Special Poputation Cognizant File Maintenance Request
« Direct Photo Enrollment Request
+ Photo Deletion Request
+ Photo Decision Request
« Direct Palmprint Enroliment Request

LOCKHEED MAHTIN 32
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+ Access Contr'ol

+ Audit Accountability

« C&A and Security Assessments

+ Cascaded Searches

« Configuration Management

« Contingency Planning

» Data Management

+ Disposition Response Times

+ Disposition Workload

» Fingerprint Response Times

» Fingerprint Verification Services
+ Fingerprint Workload

« Identification and Authentication
« |dentity History Response Times
« Identity History Workload

« Identity Management Workload

« Latent Response Times

+ Latent Workload

NGI-DOC-272556-1.0

Jncremen( 4 PDR, September 21-22, 2011 B

« Link Maintenance Completion Response
Times

+» Maintainability

+ Manage Workflow and Work Queues

» Media Protection

+ Notification Response Times

+ Palmprint Response Times

« System Administration

« System and Communications Protection
« System Availability

« System Backup and Recovery

+ System Characteristics

+ System Interfaces and Communication
Management

+ System Status and Reporting (SSR)

« System Training and Analysis Support
«+ Transaction History

+ User Fee Billing Processing

S LOCKHEED MARTIN a3

» Palmprint Workload

« Photo Response Times

+ Photo Workload

+ Policy

» Rap Back Response Times
+ Rap Back Workload

« Reliability

» Repository Management

« Risk Assessment

+ Supplemental Fingerprint and Palmprint

Response Times

+ Supplemental Fingerprint and Palmprint

Workload
+ Supportability
+ System & Services Acquisition

Note: Accuracy requirements are assigned to the Reliability thread. Securily requirements are assigned to the
following threads: Access Control, Audit Accountability, C&A and Secunty Assessments, Contingency Planning,
Identification & Authentication, Media Protection, Policy, Risk Assessment, System and Services Acquisition, and
System and Communications Protection.
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Component | Description .| Change'Required . | Transitional’
Interface NGI exiemal facing interface | Enable receipt and ission of new NGI . Remove N
filters used in Builds G1 and G2.
TP & DP HMIs | NGl implementation of New HMIs to support new NGI Build G3 functionality N
tenprint and document
processing HMIs
Facial HMIs NG facial search HMIs New HMIs to support facial search functionality N
Orchestration | NG1 BPEL orchestrations New orchestrations to support new NGI functions. Update N
existing orchestrations to include facial functions.
MMBF BIICs | NGl business services Update business services to support new Build G3 functionality. N
The functionality formerly residing in the Inc 1 B&IS will be
integrated into MMBF business services.
NI It code ported to NGI Update ported Ill code to support new Build G3 functionahty. N
Facial Search | NG Facial Recognition New deploy of FRS subsyst N
Search subsystem
DAL NGI data access layer; Additional interfaces required to support new Build G3 _ N
software that enable NG ionality. This includes new interf: for the delivery of
services access to NGl data | composite fingerprintimages and cert file records that have
moved from IAFIS to NG! in this build
IDENTITY NG! unique identity Changes necessary to support new build G3 functionahty such N
database as Rap Back.
NOS NGI Object Storage; storage | Migrate legacy cert file records from ISR. The NOS location of N
of large objects such as these files will be stored in the IDENTITY database.
transactions and images
UFB Repository for user fee Extend schema and ETL to include Rap Back billing. N
biling data
UFB HMI BMI and applications used | Extend bill generation to include Rap Back billing. N
to generate user bills
Offsite DR Offsite disaster recovery Implement a live replication of NGI mission critical data at an N
offsite [ocation

NGI-DOC-27255-1.0
Increment 4 PDR, Sgptember 21-22, 2011
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Incremcnl 4 PDR Sep(cmber 21—22. 20

NGI-DOC-27255-1.0

I 25 Statute Retrieval ) o2
26 . Statute Mamlenance
b _2_7~ ;'Comg‘utenzed Reoords Sent File') Mamtenance i

28  Conflict Resolutlon Serwce

e - OV VLU -

1’ 29 JLSPC File Mamtenance
30  OtherInformation

S N A
v

Inc:emen( 3

ﬂlncrement 3

___( Composule ov
Composite OV _

__licompositeoy
g xlncrementSComposue OV L
§ cov COV IManual Check i - E'Composue oV
" cov ‘Pelf mFIC v 1Composite OV
int File:Ma i - ];Comyosﬂe [V
- Composite QV
: licomeosite OV
] - iComposite OV
r CoVv.: LSpecxal Stog___ ocessmgL j it - . _llincrément 3'Composite OV,

SOUUIIRISHISEHIPE | SRS

COV Special Stops Rewaw & Release - dncrement 3 Composite OV

s o e e A b bt i

T LOCKHEED MABTIN 126
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Information Services
Thread Orchestration View

3.3.10 Palmprint Featurés Retrieval Request 14 [ Blometric Image, Features, or Audnt
i jg 4 Trall Retneval ;
3. 3 11 Palmpnnt Audit Trail Retneval Request v 14 Blometnc Image, Features or Audit
Trail Retrieval
['3.3.12 Palmpri ination Retieval Request | ¥ | 7 ' Biomelic Information Retieval |
!; j cov " ' Speclal $tops Review & Reléase i
e e LT -
3.3.17 Unsolved Latent Audit Tratl Retneval Request v 14 Biometric Image, Features. or Audlt
‘ Trail Retrieval
| 3.3.18 Identity History Reduest Y NA |
I | COV | Special Stops Review & Ralease
i T ety . _—
3.3.19 Cettification File Requiest v 7 Biomatric Information Retrieval
: COV.  Special Stops Review & Release
3.3.20 Other Information Réquests o ":4‘/ ) '}I‘sé i “ Other Information -
_ . . :‘J | _ij ] .
3.3.21 Rap Back Subscription List Request v 31 Rap Back Subscription List
5;325 t;a; B;d:l&e:;t;t; Htsto;y Summary Reque;t T Identity Hlstoly Retneval I

h
h
i
i

]
1

|

NGI-DOC-27255-1.0
lncrement 4 PDR, September 21-22 2011
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Data Management Services
Thread

Orchestration

g 3,6.46 Rap Back Maintenance Request v 3

i Records Maintenance

3.6.47 Rap Back Subscription Renewal Requesti v

16

5 —

gz e —
i Recoids Maintenance:

Records Mamtenance

Verification and Nour cauon

i

L Requesi I e
3.6.49 Extemnal System Llnk Activity Requesl v
'3.6.50 Immigration Violator File Maintenance: || v
Request . ..l
3.6.51 NFF Criniinal Print Ident Request: v

NGI-DOC-27255-1.0

' Increment 4 PDR, September 2122, 2011 .
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Funfrea [BiCGrowp |

LDAPIhfeiface Component TInfrast ructure s'component

?

RSO TITSReuny, T JLDA f3c8 Com EUCHr T
A&O {Operationa! Support ‘Miss Analysis Info Recording Component Infrastructure Component
’:A&O |0perahona| Support (Mlss Analysis Info Refrieval Component lln{rastructuro Component - ’\
A8O  iUserFee Billing \User Fee Mamtenance Component ! eCo‘nloo_nent e
&0 WUser'F_ee Billing - JUser Fee Reporting Component - l{nfras(mcture s Component
i
lReposltory Management t "iBusiness Seivice
Reposflory Management - _Jﬁﬂﬂnﬁﬁi"
Repository Managemenl 8 e
,Reposxtory Management
v Repository Management
MMEE "IRepository. Managemenf _ ___; “dentlly Rap pBacks T
MMBF IRepository Management i i
MMBE Repository Management
Mﬂﬁ? iRepository Management ‘Businéss.Service
MMBF - ]Fepository Wanagement IVahdate UGN Tor Identity Gonsolidation (Busmess Senvice. i
k]

iRemote Latent Cluster Component

lnfrastructure Component

“|UserFee Maintenance FIMI_

“iinfrastructure Component !

NGI-DOC-27255-1.0
Increment 4 PDR, September 21-22, 2011 . . LOCKHEED MART {y 158
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New Descnptlon

modalrt

a specifie iod algorithm.
~ Retumns a quality score for eachiil |magA
¢ If threshold value(s) are submm od,

Evaluation Is based solely on th i image
not attempt to evaluate or includé the qua
features that may be extracted from the i image:

PrOVIdEsTar evaliatio BHic Provides an evallation of image quality. fc’z'r‘ ometnc

fy. |

Evalualesall submmedxmage(s)forquahfy cording to all submitted image(s)ifor.quality, ccordlngto{
I

i

I

{

1

Prior Descnptron

a speclred algonthm

elf, anddoes |

«« If submitted, images are evaluated forrmage quality;
fea(ure extraction and other identity operahons only
proceed forimages at or above a defined mifimum
. . 1quality standard. ‘

! ' +# Ensures synchronlzallon of necessary |denmy
.mformauon in NGI reposr(ory with: -bi aéheé.
' '+ Responsrble for determlnauon of 0
“throughotit changes to blometncs infor - R
'+ Adds (updates), or deletes external link hfiers (B
and others) to an identity baséd on requests from:
external (to NGI) systems.

» Chegks for expired Rap Back Subscriptions,

NGI-DOC-27255-1.0
lneremenp! PDR, September 21-22, 2011

U e oo e e .. e s
Biometric Manage Provides management of alt xdenmy transactio s(adds, Prowdes---m nt of all identity fons (adds,
& Identity Identity updates, deletes). Updates include direct i tes, deletes). Updates include direct enroliment of
Search biometrics as well as other event-specific operalrons biometrics as well as other event-specific operations
J(expur identity consolidation, etc). {expung identity lidation, etc.).
+ Spans all NG}-supported biometric modalrues . Sgans all NGl-supported biometric modalities.
+ Encompasses group membership ch (¢ 1, +Encc group bership changes (criminal
civil, RISC, etc): -civil, RISC, etc.).

« If submitted, images are evaluated forimage qualty;
feature extraction and other identity opefations only
proceed forimages at or above a defined minimum quality,
standard.

-+ Exisures synchronlzauon of necessary rdenmy
rlnfomra(ron in NGI reposr(ory wrth blometnc caches

LOCKHEED MARYIH 165
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Fgeppsuf" TV
Management

vompose
dentity
History
Suminary

:
1
i
i

'ﬂ. oF

ion Changes 2 of 3)
"

Composes AR IdEnlity HISIory Stmmary Response |
based on data resulting from an identity history
retrieval request. The Identity History Summary is
created from the summation of the existing identity
history data associated with.the identity. Compose
dentity Hxstory may send requests to external

syst (e g., DHS.[dent) or to HI/NFF states based
on what is needed for the thread. It will retrieve the
ldentlty history maintained in the NG! database, and
‘then send réquests to external systems and lIINFF
istates, as required by the workflow, Composer
fldenmy History.if requested, will indicate in the
fsummary response the event that triggered the Rap
1Back Activity Notification.

Repository
Management

‘Maintain
Speclal
Population
"Cognizant

File

NGI-DOC-27255-1.0
Incmment 4 PDR. Seplember 21-22, 2011

’Mamtam Speclal Populatlon Cogmzant File | prov:des
.the mechanism for an Authorized FBI Service
Provider to maintain (create/populate/delete) a
1Special Population Cognizant File. Support the
creation of new repositories.

uomposes an [dentity History Stmmary ReSponse)
based on data resulting from an identity history |
etrieval request. The Identity History Summary is
created from the summation of the existing ldentlty:
history data associated with the identity.

| f
! I
Mamlam Special Population ‘Cognizant File
provides the mechanism for an Authorized FBI
‘Service Provider (e.g., FBI Latent Examiner) to
maintain (create/populate/delete) a Special
Poputation Cognizant File.

LOCKHEED MARIIN 166
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Name

REPOSItGry  IMérgs  1Combines the information from an External oystem,  |COmbINes g i information from an External

Management {Responsa l ncluding HINFF, from which NGl has requested )System, including NFF, from which NGI has

i ) nformation with the information that will be composed !requested information Wwith the information that will
i

i
i
i
i
|
i

L or the response to the parent request. Thisincludes {be composed: for the response to the parent
| the identification of the appropriate parent request.. ‘request This includes the identification of the
he parent request is already complete, the se xapproprlate parent request. If the parent request is
response includes an indicator that the parent -Sefvice. |alre ac‘iylcomplete the service response includes
|an'indicator that the parent seyvice is complete.

=

|
|

" s complete.
- AL O
Reposnory tRetneve tPerforms retrieval of evaluation of Identity refated ‘Performs’| retrieval or evaluation of identity related
Management (ldenhly ,mformauon from an orchestration, such'as but hot sinformation such as but not limited to:
llimited to the following: e Retneves biographic compilation information.
& Retrieves biographic information. ' Retneves mvestlgahon record(s) information.
+ Retrieves irivestigation record(s) information. L Re(rleves Identity History record(s) information
« Retrieves external system link id(s). 'malntalned by NGI.
w Evaluates the existence of UCN(s). # Retrieves ldenmy History record(s) information
« Retrieves a Jist of biometric-repositories that oontam» imaintained by Authorized.Contributors (i.e. IIlNFF
linformation-associated with an:ldentity. . ’states)

 Retrieves a list of Rap Back suBscriptioriinformation Retrleves external system link id(s).

‘for a givent| Idenmy i) Evaluates the existence' of UCN(s).

. vEvaluates the UCN to be kept for automated
udenmy consolidations.

1Relr|eval Blle assume that any information going
‘back 6 the NGI réquestor would be sent first to
‘Compose Response so that the appropriate
dissemination rules could be applied.

e P S RSO SO Sy S

NGI-DOC-27255-1.0 : AR
Increment 4 PDR, September 21~22, 2011 ) T L3 ? CKHEED MARY 'fl 167
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BIIC Group BIIC Name BIIC Type m

[ Data’ATCess jCcTﬁ'irTﬁn‘ Domaii Data Acc Component !nf""f dﬁFe'Componen(

‘Infrastructure Component
[’IT‘ ecunty ““"mazsam Mahagement mﬂrfmcﬁbﬁ'ﬁﬁf—‘_“&p_ﬂ

lT Secun(y 'Aulhenhcahon Component Infrastructure Componem
i Component T T RSBt ¢

Logln Slpport Component T T infrastructre Component~
i A'”"altfﬁg Componen( 71nf(a§tru"'fﬁre ComponeRt ! ”

. Mes age Proce stng Send External Systém Request o Thirastructure Service
SSiiig, &R Natification' 'SErice

TTRfraSRictire Sévics T
Infrastricture Service
lrfras(mclure Serwce

ey

LM" ssage Processing “J‘Iransachon Imhatlon

[S)perahonal Support ‘T[de ty Répository Maintenance Componenl (lﬁfFastmT:ture Componsnt ™
Operatlonal Supporf MOU Malntenance Component " infrastructure Component
I S fi ) " infrsstucture Seics.

Infrastracitire Sevice

"Opérational SUppor 'Iﬁap Back'Maintenance Componant " |Infrastrictur Gmponent
Opetational Stipporf ~ :Ritle Adfin Component ‘Infrastructuré Comporent

New BIIC is new for Increment 4
Sus BIIC s camied forward from pi i
Exp BIICIs expanded in function or scope from previous lnuement

NGI-DOC-27255-1.0

Incremem 4 PDR, Seplember




Lockheed Martin Proprietary Information

* New Data
— Subject History

Cert Files

Images

UFB

Ad Hoc

+ Support for New Functionality
— RAP Back Capability
— Facial Search Capability

NGI-DOC-27255+1.0
Increment 4 PDR, September 21-22, 2011

Lockheed Martin Proprietary Information
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NGI-DOC-272556-1.0

lncmmenu PDR September 21-22 2011

. Updates
Identity — Microform, Death, NARA, IVF
. Additions

Agency Custody History - The entity contains the association of an agency and a custody/supervisory change status
within the custody cycle.

Arrest - This entity contaifis arrest information of a person.

Charge - This entity contains formal allegation that led to a person’s arrest.
Court Count Disposition - This entity contains information of court disposition for each individual charge.

Court Disposition - This entity contains court dispasition information related to an arrest.

Custody - This entity defines a custody cycle or supervisory in an arrest cycle and provide current custody cycle status
(i.e., whether the custody cycle is active or deleted).

Custody History - This entity contains status change history of a custody in a custody cycle.

Identity Pointer - This entity contains subject's pointers (State identification Number(s), FBI pseudo-pointer(s), and, when
applicable, a Wanted Person (WP) or Sexual Offender (SX) pointer) and the associated indicators, which tells whether it
needs to disseminate the criminal history for the state or whether the state is responsible.

Identity Special Process - This entity ins special pi ing for a given subject.

Rap Back Enr i -This entity ins a subject's 1l in the Rap Back service. In the event that a criminal or
civil i di or I system activity identifies an individual with an active Rap Back monitoring flag,
NGI/FBI may send Rap back activity notification to the rap Back record owner and dasignated recipients. NGI will prowde
the owner of the Rap Back enroliment the ability to request an ldentity History y for the tled individual after
receipt of a Rap Back Acuvny Notifi callon NGIIFBI will send a Rap Back expiration nouf ication to the Rap Back record
owner 30 days prior to the des} piration date for each Rap back enroliment, with option to renew.
Rap Back Recipient ~ This entity ins a Iisl of other ag: to receive Rap Back nofifications.

Sexual Offender Registry - This entity contains the sexual offender’s data reg d with law

including subject name, registration date, offense case number, registry expiration date (if any), NCIC asslgned number,
agencies who submitted the registration data and agency whom the subject is registered with.

Want- This entity contains informatioh of a ‘regular’ warrant issued by a court after sufficient evidence is presented or a
want (i.e., person of i ) by alaw officer, The i ion is from NCIC.

Want Literal - This entity conlams addmonal mformanon aboul a spear c want

- : ' LOoCKHEED Mn'nrlﬂ 185
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| Conceptual Mode! Entity
Source: IAFIS Database Specification Sourc GI System Design Document Figure 4-14

re 3-1

Subject  _ o Mdemlty o L i
Contributor *Contributor
i S S TS S Soes wn oo am ot o “}
SOR___ . . -_._i.SOB# U AU PO |
Want I 'Wang" e
gpecsalf_r,ocesslng__, e e _]Spec;aume[gst . B
Civil File .Civil History
Biogtaphic lnfo, {Blograpb _ ]
Bometde 'Biometric ] e
Fiogerridt ] -~ IFingerptntinfo 3
‘Latent Print —_____Latentlnfo

—_{FP lmage Latent Image, Jris image(N), PP Tmage(N), Supp FP& Pw}
riage . J[mage(N), Facial Image, SMT Image(N). . e
. . {FP Feature, Latent Feature, Iris Fealure(N), PP Fea(ure(N), Supp FP
Fea}glirgg__ - ..____ i&PPFeature(N), Facial Eggture(N) [
Cpm:qa]_ljjstog File . .. ___ lCnmmal alHistory. . . . o
Pho(o e hoto_[rlfo__ B o
Court Disposition,__ P R —

Flash
L PP

Palmpnn\ lnfo e o
bty _ 'suppEP&PPInfo__ !
New Capability . __ .__RapBack Subscription _

!Extemal System Link (NCIC 1t State Databases, NFF State
),

NA_

NGI-DOC-27255-1.0

!ncrement 4 PDR,"Scptcmber 21»-22, 2011
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Response NGI User

TOT Service
lunsolved Latent Audit Trail Retrieval Request I BATQ | BATR I Information _J
Fingerprint Audit Trail Retrieval Request BATQ BATR Information
[Proto AudtTril RetdevalRequest___ [ BATQ | BATR | Infommaon _
Rap Back Identity History Summary Request RBH RBHR [nformation .
| RégBadk Sibsciption ListRadiesi — ~ [T TTRBS T RESR 1 ofomation_ ]
Latent Penetration Query Request LPNQ LPNR Investigation
pository Statistics Query: 77 Tmsa T LRSR_ | investigaton
Latent Pnnl Image Investigation Search Req; LFIS SRL Investigation
kL nt Enrll_igaigrgjpvs§pgauon Search'Request T;T ____LFFS QL SRL . ]L B ln;l;;(lg;Eio; t]
Faclal Recognition Search Request ~ FRS Investigation
I{){lf%mﬁé‘cm"ﬁifi&archﬂeqyesf i 88 IﬂvééﬁgAaIi?)B ;J{
Text-Based SMT Photo Seafch Request TBS Investigation
[ Tenpnnt Fingerpnnt image Investlgauon Search I TPIS o
_Request I L
Unchanged from Inc-3 or legacy design New TOT for EBTS
New Threads/Services in Inc-4 Modified TOT

NGI-DOC-27255-1.0 -

! ‘lncrem;enl 4 PDR, §ep(ember2 1-22, 201
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. Request
NGI Service TOT

[;enpﬁ‘ ingerprint Feature Mvestigation Search TPFS™ i " Investigation
equ! — A

: S — R 'O
Tenprint Fingerprint Rap Sheet Search Request TPRS Investigation
rExlemaTQueryﬂléﬁri‘R'eques( {see PR1029) JYL EQHR 7 [ EARR, EQRI igation J

_[BARREQRR ™ “investgation __
utm

Unsolved Biomc‘slnc Notification ' na (Notification) Notification
Unsolicited Unsolved Latent Record Delete m T ) -
{Neﬁtf&?liqn, e L™ | otfctony | Noteaton |
- " I UHN oy
Unsolicited Hit Notification . n/a (Notification) Notification
[SpeciTtnlarest oieation ™~ " " Wa Ty SN D otcaton |
Extemat System Link Notification wa XN Notification
[Bfemal System Lidk Faflore Wotfieaon ~ —~ 7 © wa  f X T Notfeation |
Rap Back Activity Notification na RBA Notification
Fop BRI TR T |
na SPN - Notification
Unchanged from Inc-3 or legacy design New TOT for EBTS
New Threads/Services in Inc-4 Medified TOT

NGI-DOC-27255-1.0
Increment 4 PDR, Seplember 21-22, 2011 LOCKHEED MART! H
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Request sponse NGl User

Dlrect Palmprint Enrollmént Réquest ] 1‘ "m_fISR _ 'f _Data Mariagement i
Direct Supplemental Fingerprint and Palmprint:

'Enrollment Re: quest FIS FISR Data Management
I'Fmgerpnnﬂ fiage. Rep Iacemen Regues "]] S M'}xL 'FfS’R’”’”"ler

Direct Biometric Enfoliment-to : 'SPC-Requést

[Dlrect “Photo Enralfmsnt == T
(.

Direct Rap ‘Back Enroliment

i"Dnsposmon Mainfénance Request THTTOSPE T

P E SPER Data Managemen(

TUEETT -V ) E?MER —}! Data Managemen(
“DRE

Disposition Fingerprint Submission Request

FDSP DSPR pam  Management

r Exlemnal Sysfem Link Maintenance Request h i EX“MA'IN'T*MI"'EWX’MATN"I"E?' "1 Daté Managenient. ¢

External Systerm Link Activity Raquést

External System Record Maintenance Requesl oy

I

EXMAINT EXMAINTR  Data Management

" EXMAINT " EXMAINTR ™ Data Management |

[N | RO —

+1il Record Maintenance Request IRM IRMR Data Management
gézeqr::;;onaf'l‘enonsf i Record WMaintenance i “TEM i TR ‘i 'Déta Management I
Rap Back Maintenance Request - "RBM " RBMR ™ ' DataMaragement.
Unchanged from Inc-3 or legacy design New TOT for EBTS
New Threads/Setvices in Inc-4 Modified TOT

NGI-DOC-27255-1.0

| Increment 4 PDR, SthF_miwrit?Z, 20
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v

Impacted Role
Authorized Contributor & F8i
Service Provider

' Summ_afy of Bus

+ New Photo-based Transactions

Change
Text-based facial photo search, Facial
recognition search, Text-based SMT search

Geess Changes
Tof 3) ‘

Impact

Education on new capabilities

Authorized Contributor

New TOTs

Education on requirements/processing

Impacted Role

Authorized Contnbutor

+ Introduction of Rap Back Services

Change
Ability to request Rap Back Identity History
Summary

Impact .
Education on new capabilities

New TOTs

Education on requirements/processing

Rap Back notifications

Education on new notifications

Impacted Role
Authorized Contributor & FB!
Service Provider

+ New and/or Increase in Notifications

Change

CJIS Customer Service Group

New notifications added for Inc 4

Impact
Increase in notifications

Education on triggers

Increase in incoming calls from customers

receiving notifications

NGI-DOC-27255-1.0
" Increment 4 PDR, September 21-22, 2011
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IDENT Overview

[ s e k0 s e PO POU S — |

> DHS Is Large lAFIS User
+ 1,057 ORIs
+ 5,340,935 -Transactions (2005)
- 2,345,987 (Criminal)’
- 2,904,948 (Civil)

» Significant Positive Impact For
Data Sharing
» >200K IAFIS Hits for Criminal Trxs
(2005)
+ >35K IDENT Hits Against Wants &
Warrants (Since 2002)

» New Enhancements Will Expand and
Improve Sharing
+ Transition to 10-Print/Interoperability
+ Unified IDENT
+ Pilot Data Sharing (iDSM)
- Expungements
- Rap Back

Today
" NoENT
IIAFIS || cis ”US-VISIT” DO$|
FBl
1AFIS [10-print 2-91Inll 2-print]
@Enfor_cel Us-visiT/ flmes
IDENT ! 1DENT . oo
o) (Gechen) (Tien) (Teshes] (Michea]
Forerre o) o —1 <
Mnoe,
Recldivist Asylum  Watchlist US-VISIT
9




. g

e Provide New Functionality
— Automated Updates between Systems
— Civil and Criminal File Linking
— Response format with most recent information listed first
— DHS Biometric Unique Identifier added to IAFIS
— Capture multiple biographic fields
— Return photo with response
— Identify rolled, flats, slaps, latents
— Identify why a record was changed
— RapBack

TAFIS Interoperability Requirements

40
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- Next Generation ldentification
Quick Wins:

| * Quality Check Automation Phase 3 - i'
+ Il Message Key for Disposition Reporting : ;
MRD to CD Capability

+ Automation of MRD to CD |
New Disposition Log

» |IAFIS Accuracy Improvements .

. Additional Biometric Receipt and Store

ULF Cascaded Searches

RISC Rapid Search Prototype i

.

51

-Advanced Fingerprint Identification Technology (AFIT) - The AFIT
capability will enhance the IAFS fingerprint processing service by improving
enrollment (including latent submissions), retrieval, search and maintenance
processes, while focusing on increasing the IAFIS processing capacity,
storage capacity and accuracy. AFIT will also create a new repository known
as the Repository for Individuals of Special Concern (RISC). This will provide
a “red/yellow/green/” response from a rapid identification search of a database
containing people-of special interest such as Known or Suspected Terrorists,
Wanted Persons, and Other Persons of Special Interest. - Responses will be
measured in seconds

‘Enhanced IAFIS Repository - The Enhanced Repository will combine
records from the civil, criminal, and new repositories into an interoperable
repository tied together by a unique identity reference. This capability will also
deliver a Rap Back Service which will provide authorized users the ability to
obtain an automatic notification when an enrolled subject has selected
activities occurring on his/her record.

National Palm Print System — The National Palm Print System will be a new
service provided by NGI which will allow IAFIS to establish an IAFIS
Repository that contains palm prints, provide latent palm print search
capability, and provide a search of known palm prints against the ULF.
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IAFIS Migration
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‘Bmétnc Search
Analysis Studies
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NGI Capabilities

« Enhanced IAFIS Repository

— Utilize the civil file for tenprint searching
purposes

— Provide Iris services
— Provide Rap Back Services

» National Palm Print System
— Establish a Palmprint Repository with latent
functionality
« Advanced Fingerprint Identification
Technology '
— Faster fingerprint Processing
— Increase search accuracy

— Create the Repository for Individuals of Special
Concern (RISC)

9




Next Generation Identificatioh

* Next Generation Identification (NGI) will protect the United States by
providing proactive investigative and intelligence biometric
capabilities to Homeland Security, Law Enforcement and Defense
communities throughout the nation. It will capitalize on the nexus
between law enforcement and counter terrorism through biometric
information sharing to proactively disrupt terrorist activities and
improve intelligence. Citizens in positions of trust will be flagged for
rap back to protect national security. Flat fingerprints will be
processed through wireless access in real-time with rapid
notification back to front line law enforcement officers.
Comprehensive criminal history information will be fused with multi-
modal biometrics to aid investigations by accessing biometric
databases across the US Government.

Slide 23




Slide 26

Program Initiatives

Advanced Fingerprint Identification Technology including the Enhanced Terrorist
dentification ’§erv1ce {ETIS) - Increase IAFIS processing capacity, storage capacity,
& accuracy, decrease response times, irovide new processing capability, raptd
terrorist/wanted person fingerprint check (ETIS).

QC Automation Functionality - Automate manual Quality Check (QC) processes and
provide quicker responses and consistency.

Interstate Photo System - Allow photo submissions independent of arrest, bulk
submissions, photos other than facial, photos with civil submissions, and multi-
modal potential.

Disposition Reporting Improvements — Allow electronic submissions via CJIS WAN
usm%EF TS an%l 1 message formats, modemization of the Machine Readable Data
(MRD) process, direct Federal Court submissions.

Enhanced IAFIS Repository - New capabilities for civil records, civil record
consolidation, Rap éack Setvice, multi-modal potential.

National Palm Print System (NPPS) - Receive, store, and search palm prints, allow
ulk submissions, search unsolved latent file, multi-modal functionality.

26




Enhanced IAFIS Repository

E Current Functionality
— Criminal And Civil — 2 Logical Areas
— Unable To Seamlessly Move Data Between Files

E  New Functionality
- New Capabilities For Civil Records
~ Civil Record Consolidation
— Rap Back Service
— Multi-modal Potential

E Benefits
— Notify Responsible Agency Regarding Criminal
Offenses Of Individuals In Sensitive Positions
— Automatically Allows For Transition Of Files Between
Civil And Criminal Repositories
— Increases Repository Capacity

Slide 30
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Full Interoperability

+ Concept of Operations signed 02/16/2006
+ Capabilities
— Dedicated Biometric Search Capability
— Linking of Repository Records
— Global Critical Data Set
— NGl Initiatives supporting Interoperability
 Advanced Fingerprint Identification Technology (AFIT)
+ RAP Back
» Photo
+ Continuing to work with DHS and DOS .
— Policy issues/MOU
— Incremental deliverables by Fiscal Year
— Automated response from IDENT




. Biometric Interoperability
Link to NGl

+ Biometric Interoperability objectives were identified through concept
development and tied into the core IAFIS/NGI services

« Biometric Interoperability and NG| Requirements merged

+ Biometric Iriteroperability is dependent on the NGI to achieve full
Interoperability with IDENT

« Biometric Interoperability objectives linked to NGI services
— External Biometric Search Capability — NGI EIR Capability
— External Repository Record Link — NGI EIR Capability
— Enhance IAFIS to support Interoperability — NGI AFIT Capability
* Improved response times
* Improved IAFIS accuracy
» Enhanced IAFIS service availability

17

Enhanced IAFIS Repository (EIR) — The EIR capability will allow compatibility between
existing civil and criminal repositories as well as new repositories by providing single identity
management. The EIR will support the search and retrieval services for new biometric

modalities such as iris images, and provide administrative functions for special population files.

As a new feature, a Rap Back Service will support an authorized contributor's ability to enroll
identities and receive notifications regarding subjects-based on selected activities.

Advanced Fingerprint Identification Technology (AFIT) — The AFIT objectives enhance the
IAFIS fingerprint and latent processing services, increase the accuracy and daily fingerprint
processing capacity of the IAFIS, and improve the IAFIS availability. New functionality will
include a rapid fingerprint search of the Repository for Individuals of Special Concern (RISC).
The RISC search will provide a rapid identification search of a limited population using a
minimum of two rolled or flat fingerprints. The limited population is anticipated to contain
records for Wanted Persons, Known or Suspected Terrorists, Sex Offender Registry Subjects,
and other persons of special interest.

17



FY06

Notional FBI Interoperability Development Strategy

FY07

iShared;Services

« AFIS Uplift
« RISC Prototype
~Build 1

FY08

- NGI Conteact Award

FY09

Increment 1
+ CBP Pilot for POE

« Initial .
implementation of
single scarch

uest

(mlSIIDENT)

+ Increase search
capacity

+ Abilty to provide
automat
notification to
LESCand |

FY10

O&M

FYIl

FYi2
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+ Increase record sets
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e
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+ Initial Verification
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!
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0&M
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émmcrs o

« Complete linking of
IDENT and IAFIS
records

+ Increasc search
capagity folr“

submissions

* Increase search
capacity for
Interoperability
submissions

+ 30-Second CMF
scarch for CBP

Tnerefent s | {

DRAFT |ioe”

June 15, 2007

Increased search capacity in Increment 1 will be provided by
Interoperability through an uplift of AFIS:




Notional Interoperability Development Strategy

FY06 FY07 FY08 FY09 FYI0 Fyll FY12 FY13
$33.166M $44.951M $57.557TM $43.083M $43.331M $40.930M $20.104M
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- . ~ B — e e
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Increased search capacity in Increment 1 will be provided by
Interoperability through an uplift of AFIS.




Full Interoperability

» Concept of Operations signed 02/16/2006
» Capabilities
~ Dedicated Biometric Search Capability
— Linking of Repository Records
— Global Critical Data Set
— NGl initiatives supporting Interoperability
+ Advanced Fingerprint Identification Technology (AFIT)
+ RAP Back
» Photo
+ Continuing to work with DHS and DOS
— Policy issues/MOU
— Incremental deliverables by Fiscal Year
— Automated response from IDENT
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NGI Current Challenges and Benefits
Enhanced IAFIS Repository Initiative —

Current Challenges

» Content and format of criminal and civil repositories differ; it is difficult
to transfer records between them.

+ Civil repository submissions are stored chronologically; multiple
submissions for an individual result in multiple unlinked datasets.

« The civil repository is difficult to-search due to structural difficulties;
Attempts at applying for employment under a second identity
sometimes ?o undetected.

+ No cross-reference between civil and criminal repositories

Benefits

+ Consolidate multiple individual submissions for an individual into a
single dataset

+ Interoperability between civil and criminal repositories

+ Will extend search, storage, file maintenance, and response

- generation to the civil repository

« Civil repository will be searched when criminal data is submitted on an
individual who has no criminal history. Civil data found in the

" repository will be consolidated with the newly submitted eriminal data.

+ Rap Back, new civil repository service

Enhanced IAFIS Repository Initiative

FBI CJIS has undertaken redesign of the IAFIS criminal and civil history repositories. The
fingerprint image and feature repositories need to meet customer demands for new and improved
services. New services include authorized searches of the civil repository and notification of arrest
actions on enrolled employees subsequent to a background check.

CURRENT CHALLENGES

The IAFIS repositories are currently comprised of multiple data sets, including criminal history, fingerprint images,
fingerprint features, and like data for civil history. The civil repository consists of civil fingerprint and biographical data
normally submitted to obtain background checks for employment, licensing, or security clearances. The content and
format of the criminal and civil repositories, and the way they are processed, differ; it is difficult to transfer records
between them. Furthermore, submissions to the civil repository are stored chronologically, so that multiple submissions
for an individual result in multiple unfinked datasets. Because of these structural difficulties the civil repository is
difficult to search; attempts at applying for employment under a second identity sometimes go undetected. Thereis no
cross-reference between the civil and criminal repositories. Once a background check is completed on a subject, their
employer may not be notified of subsequent arrest actions until the next routine background check.

BENEFITS :

The initiative will restructure the civil repository to consolidate multiple submissions for an individual
into a single dataset, assure format and processing interoperability between the civil and criminal
repositories. The initiative will also extend search, storage, file maintenance, and response
generation services normally available for the criminal repository to the civil repository.
Furthermore, whenever criminal activity data is submitted on an individual who has no recorded
criminal history, the civil repository will be searched. Any civil data found in the repository will be
consolidated with the newly submitted criminal data.

This initiative will also introduce a new civil repository service referred to as Rap Back. This

. service allows an authorized contributor to flag an employee’s civil record so that subsequent

criminal activity by the employee will generate a notice back to the subscriber. This process will
allow the contributor to detect risks that arise between routine background checks. This service is
aimed at limiting security access for people of interest who may pose a threat to national security

or the well being. of others. 20




#2 - DOJ Stakeholder’s Search Matches in NGI: Subsequent Link Activity

US-VISIT

CJIS

T
S —

Send

Retrieve NGI ldentity Response(s)
1

Send

Retrieve NGl identity Request{s}

NGl

Send

Retrieve IDENT [dentity Response

I

Send

Retrieve IDENT Identity Request

I

@— Search:

@ *Blometric Match

Send Link Activity Notification

I W— *Record Link Exists

Q: What does this include?

11) Send Retrieve 7
NGl Identity Send Retrieve NGI
Response(s) Identity Request(s)

~ S

Send IDENT Wrap Back
Notification{s)

(If Triggered by Link
Activity Notification)

DHS Stakeholder(s)

\3] SendSearch/
Send Search Retrieve IDENT
Request Identity Response
~

DOJ Stakeholder




General
Scenario
(NGI to IDENT)

#2 | DOJ Stakeholder’s Search Matches in NGI: Subsequent Link Activity

Step Description
1. DO} Stakehold: bmits an il perability Search Request(of NGI and IDENT) to NGI.
2 NGI conducts a search, There is a biometric match to an existing linked recordd.
3a. NGI sends the Retrieve IDENT Identity Request to IDENT.
3b. - NG sends the Link Activity Notification to IDENT.
4. IDENT sends the Retrieve IDENT ldentity Response to NGI.
5. NGI sends the Search / Retrieve IDENT Identity Response to the DOJ Stakeholder.
6. IDENT processes the Link Activity Notification and stores NGI Activity in IDENT.
7. IDENT Wrap Back Notification{s) may be triggered by the Link Activity Notification.
8. DHS Stakeholder(s) may choose to submit Retrieve NG Identity Request(s) to IDENT.
9. IDENT sends Retrieve NGI Identity Request(s) to NGI.
10. NGl sends Retrieve NGI Identity Response(s) to IDENT.
11, IDENT sends Retrieve NG! Identity Response(s) to the DHS Stakeholder(s).
Open Issues,
Notes, or Q1:What does the Link Activity Notification include?

Questions:




#3 DHS Stakeholder’s Search Matches in IDENT Subsequent Llnk Actwnty
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General Scenario

DHS Stakeholder’s Search Matches in IDENT: Subsequent Link

(IDENT to NGl) " Activity'
Step Description

1. A DHS Stakeholder submits an interoperability search request (of IDENT and NGI) to IDENT.

2 IDENT processes a full gallery search of IDENT. There is a biometric match to an existing linked record.
3a. IDENT sends the Retrieve NGI Identity Request (with or without prints depending on the DO} Stakeholder) to NGl
3b. [DENT sends the Link Activity Notification to NGI.

4, NGI sends the Retrieve NGI Identity Response to IDENT,

S. IDENT sends the Search/Retrieve NGI Identity Response to the DHS Stakeholder.

6. NGl processes the Link Activity Notification.

7. NGI RapBack Notification(s) may be triggered by the Link Activity Notification.

8. DOJ Stakeholder(s) may choose to submit a Retrieve IDENT Identity Request(s) to NGI.

9. NGl sends a Retrieve IDENT [dentity Request(s) to IDENT.

10. IDENT sends a Retrieve IDENT Idéntily Response(s) to NGI.
11.

NGI sends Retrieve IDENT Identity Response(s) to the DHS Stakeholder(s).

Open Issues, Notes,
or Questions:

Ql:What data elements should be included in the Link Activity Notification include?

Note: In Step #3a , the Retrieve NGI Identity Request and the Link Activity Notification are independent processes.
The Retrieve NG Identity Request could be sent without new activity on a linked record {e.g. When DOS initiates
an RCH}




#2 - DOJ Stakeholder Search Matches on a Linked Record in NGi
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General

Scenario #2 | DOJ Stakeholder Search Matches on a Linked Record in NGl
{NGI to IDENT)
Step Description
1. DOJ Stakeholder submits an interoperability Search Request{of NGl and IDENT) to NGL
2. NGI conducts a search, There is a biometric match to an identity with an existing record link .
3aand 3b. NGI sends the Retrieve Identity Request and the Link Activity Notification to IDENT.
4, IDENT sends the Retrieve Identity Response to NGI.
S, NGI sends the Search / Retrieve Identity Response to the DOJ Stakeholder.
6. IDENT processes the Link Activity Notification and creates an encounter in IDENT.
7. Wrap Back Notification(s) may be triggered by the Link Activity Notification.
8. DHS Stakeholder(s) may submit Retrieve Identity Request(s) to IDENT.
9. IDENT sends Retrieve ldentity Request(s) to NGI.
10. NGI sends Retrieve ldentity Response(s) to IDENT.
11, IDENT sends Retrieve Identity Response(s) to the DHS Stakeholder(s).
B - 5 i e s
Open Issues, .
Notes, or Q1:What does the Link Activity Notification include?

Questions:




Criminal Rap Back Scenario
Arrest Process

FBl
processes

Gz Sl d £
Subject arrested by Subject printed Prints processed at State submission
Local Agency l & then sent to FBI
Gahdid
Subject sentenced —

3 years probation

Enroliment Pri&

P~
Probation Officer enrolls subject State ser{ds Rap Back 1
In Rap Back Program . gproyiment information to FBI

If individual is arrested, notification of specified activity - EBI %\ro::ssindi\‘/idqa;& rette_:ins
will be sent to authorized contributors ap Back Service information.

Criminal submission, retain criminal submission, enroll in Rap Back Service




Enrollment Process

New teacher is
required to have a
background check
completed.

Teacher is arrested
and printed

State notifies
School District §

Civil Rap Back Scenario

Prints processed at State
& then sent to FBI

% FBI sends notification of specified
| activity to authorized contributors

Prints processed & sent to FBI

!

FBI enrolls individual & retains
Rap Back Service information.

Civil submission, retain civil submission, enroll in Rap Back Service




Civil Rap Back Scenario

Authorized School District i Enhanced IAFIS
Repository
+Teacher ¢redentialing State ID Bureau. Rap Back Service

||| Adiudication *FP transaction
- State +Processed (no record)- !
. i Chece
Civil Fingerprint Capture Network A State Edit'Checks

Rap Back enroliment w/fps
Expiration date set Step #2
*Prenotification selected

Step #1

Civil submission, retain civil submission, enroll in Rap Back Service




Civil Rap Back Scenario
Authorized School District | Ye5"move forward Enhanced IAFIS
- ) Repository
Téacher credentialing State ID Bureau Rap Back Service
+Adjudication State *FP transaction
- Network processed (no record) NGI
Civil Fingerprint Capture *State Edit Checks
Rap Back enroliment w/fps
*Expiration date set }
*Prenotification selected
Criminal-Justice
Agency
Booking/FP Capture 4l
I «Prenotification Trigger
CriminalArrest {[Prenotification Trigger |

Civil submission, retain civil submission, enroll in Rap Back Service




Civil Rap Back Scenario

Authorized School District l Yes-move forward I 2) Confirm Transaction Enhanced IAFIS
—_— Repository
«Teacher.credentialing State ID.Bureau: Rap Back Service
~Adjudication State +FP transaction
Network processed (no record) NGI
Civil Fingerprint Capture *State Edit Chefks y M
Rap Back enrollment w/fps ) . -
*Expiration date set ) f ;
+Prenotification selected . stilof —
Lipterest?
Criminal Justice
Agency
Booking/FP CaptureF—————@ ;
sPrenotification Trigger
| +Confirm Transaction
—__._._‘
Criminal Arrest |1) Prenotification Triggerl

Civil submission, retain civil submission, enroll in Rap Back Service




Civil Rap Back Scenario

Authorized School District I Yes-move forward |2) Confirm Transaction Enhanced IAFIS
S = A Repository
sTeacher.credentialing - State ID Bureau Rap Back Service
«Adjudication *FP transaction
e — State progessedi(po:record) |

NGI

Civil Fingerprint Capture
Rap Back enrollment wifps
*Expiration date set
*Prenotification selected

Network )Tstate EditChecks &

4

Criminal Justice
Agency Identity History Summary or
- I Single Event Notification

Booking/RP€apture *Prenotification-Trigger
- I *Confirm Transaction i
I «Identity History' Summary-or
) - ¢ Single Event Notification

Criminal Arrest |1) Prenotification Triggerl

Civil submission, retain civil submission, enroll in Rap Back Service




ometric Interoperability
Link to NGI

« Biometric Interoperability objectives were identified
through concept development and tied into the core
IAFIS/NGI services

« NGI will enhance current Interoperability functionality
» Decreased response times
* Increased capacity
* Improved IAFIS accuracy
» Enhanced IAFIS service availability
» Record Linking to promote Rap Back/\Wrap-Back
+ Latent services




Full Interoperability

+ Concept of Operations signed 02/16/2006
« Capabilities
— Dedicated Biometric Search Capability
— Linking of Repository Records
— Global Critical Data Set
— NGl Initiatives supporting Interoperability
+ Advanced Fingerprint Identification Technology (AFIT)
+ RAP Back
» Photo
+ Continuing to work with DHS and DOS
— Policy issues/MOU
— Incremental deliverables by Fiscal Year
— Automated response from IDENT




External Repository Record Link

e Su

b-Objectives

Provide functionality for TAFIS to link jointly held records with
external repository(s).

Support the exchange of information with external repository(s)
based on linked records. ‘

Provide notification to external system of TAFIS activity on linked
records.

Receive notification of an external system encounter of a linked

record (i.e., an IAFIS Wanted Person, Immigration Violators File).

Provide Want owners notifications of external system encounter,

Provide LESC notification of external system encounters of
Immigration Violator File records.

Provide Rap Back services.

23

23




NGI-IDENT Record Linking
and Notification

« NGI to deliver for CJIS

» Record Linking WG clarifies what triggers IDENT
activity notice and what information can be
returned




Program Initiatives

-3

Multi-modal Framework - Advancement of integration strategies and indexing of
additional biometric data that will provide the framework for a future multi-modal
system to facilitate biometric fusion identification techniques. This framework will be
e:(pa;dgble, scalable and flexible to accommodate new technologies and biometric
standards.

Advanced Fingerprint Identification Technology including the Enhanced Terrorist
entification Service - Increase processing capacity, storage capacity,
&accuracy, decrease response times, ?(rovide new processing capability, rapid
terroristtwanted person fingerprint check (ETIS).

QC Automation Functionality - Automate manual Quality Check (QC) processes and
provide quicker responses and consistency.

Interstate Photo System - Allow photo submissions independent of arrest, bulk
submissions, photos other than facial, photos with civil submissions, and multi-
modal potential. .

Disposition Reporting Improvements — Allow electronic submissions via CJIS WAN
usm%E? TS an% II‘T message formats, modemization of the Machine Readable Data
(MRD) process, direct Federal Court submissions.

Enhanced IAFIS Repository - New capabilities for civil records, civil record
consolidation, Rap éack Service, multi-modal potential.

National Palm Print System (NPPS) - Receive, store, and search palm prints, allow
ulk submissions, search unsolved latent file, multi-modal functionality.

For Official Use Only

Slide 5 Unclassified




Enhanced IAFIS Repository

E' Current Functionality
— Criminal And Civil — 2 Logical Areas
— Unable To Seamlessly Move Data Between Files

E New Functionality
— New Capabilities For Civil Records
— Civil Record Consolidation
— Rap Back Service
— Multi-modal Potential

E. Benefits

— Notify Responsible Agency Regarding Criminal
Offenses Of Individuals In Sensitive Positions

—~ Automatically Allows For Transition Of Files Between
Civil And Criminal Repositories

— Increases Repository Capacity

For Official Use Only

Slide 11 Unclassified
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Enhanced IAFIS Repository

£ Functionality

- Provide Identity Management Services
—  Provide lris Services

—  Provide Rap Back Services

- Expand Repository Infrastructure

For Official Use Only

Slide 14 ' Unclassified

14




FEDERAL BUREAU OF INVESTIGATION
FOI/PA

DELETED PAGE INFORMATION SHEET
FOI/PA# 1181716-1

Total Deleted Page(s) =1
Page 201 ~ Referral/Consult;

):0:9:0:9.0:0:0:9.0:0.0:9.0:0.0:9.0:0.0:9.0.:0.0 .4

X Deleted Page(s) X
X No Duplication Fee X
X For this Page X

):0:9:0:9.0:0:0:9.0:0.0:9.0:0.0:9.0:0.0:9.0.:0.0 .4



Access

Authorization

Automated Quality
Biometric File Maintenance

Check Automated Sequence
Check

Cascaded Search
Consolidation
Dissemination
Enroliment

External System Data
Retention

External System Search

Feature Quality

File Maintenance

ITF Search

Multi-tiered Dissemination
NGI Data Element

NGI Search

Output Processing

Rap Back Notification
Response Distribution
RISC Enrollment
Search Priority

Special Processing
Transaction Processing

163
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Automated Sequence Check Business Rules

BUSINESS RULE SOURCE DOCUMENTS

IAFIS System Spec 01090-11.0

|AFIS-ICD 05125-24.0

AFIS SwDD 02160-1.0, App.B

ITN SwDD 02161-1.1
EBTS_V8.002_04-01-08-final

AFIS SwDD 02160-1.0, App.A

|AFIS Database Spec 02162-1.1, AppAH,1,J
1SDD_v5.2 File 1

ISDD_v5.2 File 1, MATRX_1

ITN SwDD 02161-1.1, App B,C,D,E

Rap Back Notification Business Rules

EBTS_V8.002_04-01-08-final

Cascaded Search Business Rules

BIO FRD 3.1 Final BIO-DOC-01174-3.1
EBTS_V8.002_04-01-08-final

|AFIS System Spec 01090-11.0

IAFIS-ICD 05125-24.0

AFIS SwDD 02160-1.0, App.B, App.C

|AFIS Database Spec 02162-1.1, APPENDIX B
1SDD_v5.2 File 1, DN21

Biometric File Maintenance Business Rules

BIO FRD 3.1 Final BIO-DOC-01174-3.1

ITF Search Business Rules

BIO FRD 3.1 Final BIO-DOC-01174-3.1

Multi-tiered Dissemination Business Rules

81O FRD 3.1 Final BIO-DQOC-01174-3.1

friope

165
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#2 - DOJ Stakeholder’s Search Matches in NGI: Subsequent Link Activity

[OM .

cJIS

Q Send
1]

Retrieve NGI Identity Response(s)
1

l 9) Send

Retrieve NGI tdentity Request(s}

Fow

Q: What data elements are
included?

NGl

Send Link Activity

Search: Blometric

I

Send Retrleve IDENT Identity Request

@— Link Exists

‘Matchand Record

i1

4) Send Retrieve IDENT Identity Response

(11) Send Retrieve 7
NG Identity Send Retrieve NGI
Response(s) 1dentity Request(s)

~

DHS Stakeholder(s):

Send IDENT Wrap Back
Notification{s)

(i Vriggered by Link
Activity Notification)

— - .

Send Search
Request

-

Send Search/
Retrieve IDENT
Identity Response

DOJ Stakeholder




General
Scenario
{NGI to IDENT)

#2 | DOJ Stakeholder’s Search Matches in NGI: Subsequent Link Activity

Step Description
1. DO Stakeholder submits an interoperability Search Request{of NG and IDENT} to NGI.
2. NGI conducts a search. There is a biometric match to an existing linked record .
3a. NGI sends the Retrieve IDENT Identity Request to [DENT.
3b. NGl sends the Link Activity Notification to IDENT,
4, IDENT sends the Retrieve IDENT Identity Response to NGI.
5. NGl sends the Search / Retrieve IDENT Identity Resp to the DOJ Stakehold: .
6. IDENT processes the Link Activity Notification and creates an encounter in IDENT.
7. IDENT Wrap Back Notification(s) may be triggered by the Link Activity Notification.
8. DHS Stakeholder(s) may choose to submit Retrieve NGI Identity Request(s) to IDENT.
9. IDENT sends Retrieve NGI [dentity Request(s) to NGI.
10. NG sends Retrieve NGl ldentity Response(s) to IDENT.
11. IDENT sends Retrieve NG! Identity Response(s) to the DHS Stakeholder(s}).

Open lIssues,
Notes, or
Questions:

Q1:What does the Link Activity Notification include?




#3 - DHS Stakeholder’s Search Matches in IDENT: Subsequent Link Activity

US-VISIT

s

(o)

|E3

¢ 3
Send Retrleve IDENT Identity Responsel(s) > ’
T

{ 3 N7 . i H
Send Retrieve IDENT Identity Request(s) (9) | 'NG'

I

Send Retrieve NG} [dentity Response (a)
T

3a)

Send Retrleve NGI Identity Request:

I

- Bb)

Send Link Activity Notification

\, ‘Progdss Link'Actlvity

~N N

Q1: What data elements are
included?

Send
Search
Request

5) Send Search/
Retrieve NGI
Identity
Response

DHS Stakeholder

" Notification *

O Send NGI RapBack
Notification(s) Send
(If Triggered by Link Retrieve
Activity IDENT
Notification) 9 Identity
~ - Request(s)

T
Send Retrieve

IDENT I1dentity
Response(s)

DOJ Stakeholder(s)




General Scenario | ,» DHS Stakeholder’s Search Matches in IDENT: Subsequent Link
{IDENT to NGI) Activity
Step Description
1, A DHS Stakeholder submits an interoperability search request (of IDENT and NGI) to IDENT.
2. IDENT processes a full gallery search of IDENT. There is a biometric match to an existing linked record.
3a. IDENT sends the Retrieve NGI Identity Request (with or without prints depending on the DO) Stakeholder) to NG!.
3b. IDENT sends the Link Activity Notification to NGI.
4 NGl sends the Retrieve NGI Identity Response to IDENT.
S IDENT sends the Search/Retrieve NGI Identity Response to the DHS Stakeholder.
6 NG! processes the Link Activity Notification.
7. NGI RapBack Notification(s) may be triggered by the Link Activity Notification.
8 DOJ Stakeholder(s) may choose to submit a Retrieve IDENT Identity Request{s) to NGI.
) NGI sends a Retrieve IDENT Identity Request(s) to IDENT.
10. IDENT sends a Retrieve IDENT Identity Response(s) to NGL.
11, NGl sends Retrieve IDENT Identity Response(s) to the DHS Stakeholder(s).
Q1:What data elements should be included in the Link Activity Notificationinclude?
Open[ssues, Notes, | Note: In Step #3a, the Retrieve NGl identity Request and the Link Activity Notification are independent processes.
or Questions: The Retrieve NG1 Identity Request could be sent without new activity on a linked record (e.g. When DOS initiates
anRCH)




o

e

IDENT to NGI -

* Will NGI generate on-line hit notifications when it receives a link activity
notification from IDENT?

* If yes, is it possible to provide a hit notification to SIU and CDIG if there
is a link activity notification on KST/FSI records?

* Interoperability ICA includes data fields currently included in the hit
notification messages. Are these sufficient for record linking link
activity notifications?

1. External System linked record activity results in unsolicited notifications to the
appropriate Authorized Contributors

SFR889 NGI shall send a Want Notification to the wanting agency when external
system activity occurs on a linked record containing an active want based on
dissemination rules

SFR899 NGI shall send a Special Interest Notification to an Authorized Contributor
when external system activity occurs on a linked record containing a special
processing flag based on dissemination rules.

SFR940 NGl shall send Rap Back Activity Notification to the appropriate Authorized
Contributors when an External System Activity request is received for a Rap Back
enrolled Identity

SFR964 NGl shall send Immigration Violator File Notification to the LESC when
external system activity occurs on a linked record containing an IVF indicator
based on dissemination rules.

An External System Link Activity Notification from an External System or NFF Criminal
Print Ident Notification from an NFF State is considered a positive identification
and may trigger RISC Notifications

ICA — Hit Notification Message???




¢ High Level Diagram of Schedule

1D Fingerprint & Stap
Trade Study
S0
Investgation (Latent) Study .
Palm Print Study
S————0
Photo Study
EIRI0C O sty Qe
- External Biometric Search Capability OFusion Study®
- External Repository Record Link
P . Y RISC rapid search using NGI Intrastructure
Web Intertace for transaction submittal '
AFIT Identlfication 1AFIS migration to NG!
New ten-print HMIs ’F“’l’l"la"k n
Enhance IAFIS to support aclal searc
Interoperability
- Improved response times vestigative/supplemental
- Improved IAFIS accuracy ﬂngugrlnl and paim print All NG tunctlonality
~Enhanced IAFIS search
avallabilty Disaster recovery
° FoC
[ ' ' ' ]
BY ! oY1 ! [0) ¢ ! 0oY3 ! oY4 ! oYs

NGI Stop Work Order not reflected




Record Linking

» Conceptually links subjects in both IAFIS and IDENT

~ Predicated upon an initial biometric match

+ Allows subsequent communications for LE purposes without
additional biometric matching
— Saves line space and computing resources

» Allows notification of subsequent activity on linked records,
consistent with RapBack

~ However, requires non-criminal justice agencies to submit fingerprints to
retrieve CHRI




& New Functionality
— Accept Flat and Rolled Searches
— Designate Search of Internal/External Repository
— Designate Repositories for Enrollment
— Allow Secondary Biometric Enroliment

— Accept Supplemental Major Case Print (MCP)
Collection

— Rap Back Enroliment
— identity Theft Victim (ITV) Enrollment
— Always Perform Feature Search

R :"’
Ten-Print Fingerprint dentification Services § \

A

g\
24

et

]

%

l

B New Functionality (cont.)

— Always search RISC Repository

— Search based on transaction priority

— Cascaded ULF/SPC File Searches

— Provide Photo With Response (optional)
& Contributing Sources

- Authorized IAFIS Contributors

— FBI Service Providers

— External Systems (i.e., [IDENT)

For Officlal Use Only Skde 29 Unclassified

For Official Use Only S0 30 Unclassified
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Searches from an External System Qi

B Searches from External Systems

— Indicate if external record link should be
established for an IAFIS positive identification

— Create new IAFIS enrollment with external record
link for an IAFIS non-identification

— Indicate if an Immigration Alien Query (IAQ) needs
sent to LESC as part of a search from the IDENT

System

For Officlal Use Only Side 41 Unclassified

4
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} Rap Back Service

S
.
ij
1IN
L4\
&%
27/

%

l

RAP BACK:
Notification to an Authorized Contributor
that activity (e.g., criminal, civil, External
System activity) has occurred on a
previously enrolled subject’s record.

For Official Usa Only Sided2 Unclassified

42




s

Enroll i/ Ton-print

& Disseminatio!
Rap Back dentification)} — fules.
Subject y . Search I

Contributor

Notify Rap
Back Submitter

N : SED
Rap Back Service Ny
¢ prmor e we—r
T
Fase e Faisenke

Rap Back
Subscription
List

Maintain
Subscriber
Data

Maintain
Enrollment
Data

[ENROLLMENT ]

[NOTIFICATION |

MAINTENANCE

ForOfficlal UseOnly

Side 43

Unclassified
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oo
2

Rap Back Enroliment

FBIService
Provider

Subject

ENROLLMENT

&

Authorized
Contributor

NOTIFICATION

MAINTENANCE

For Officlal Usa Only

Side s

Unclassified
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Rap Back Enrollment &2

L

£ Rap Back Enroliment
— Indicate on a Ten-Print Fingerprint {dentification
Search Request
— indicate Rap Back Expiration Date
— Default if not designated or invalid
— Indicate event types that trigger Rap Back
notifications
- Civil, Criminal. External
— Designate recipients of Rap Back notifications
— Reject if search is rejected

* For Officlal Use Only Sideds Unclassified

45

& Additional Functionality includes:
— {dentity Theft Victim (ITV) Enrollment

— Always Perform Feature Search
E Search against composites

— Always search RISC Repository
& All Ten-Print Fingerprint Identification Searches

For Officlal Use Only Sided

Unclassified

46




el .;mam
. - 3
: Next Generation Identification 2%
NEEEA
—e
Information Services
SRD Section 3.3
| |
RS N‘ B ,~‘,«' #.
s ,‘5 e \§ . 5& A
"Ny
For Official Use Only Side 103 . Unclassified

103

2\%\;%%
oy

& Information — The |IAFIS service that provides
specific biographic or biometric information on
an individual.

— Biometric Image Retrieval

— Biometric Features Retrieval

— Biometric Audit Trail Retrieval

— Biometric Information Retrieval

— Identity History Request

— Certification File Request

— Rap Back Subscription List Request
— Rap Back Rap Sheet Request

For Official Use Only $ide 104 Unclassified
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~
(&

X L. . & 22|
Rap Back Subscription List Request {%\i&%- j

A\

l

& New functionality
— Allow Rap Back Subscriber to request a
Rap Back Subscription List
& Contributing sources
— Authorized IAFIS Contributors
' — FBI Service Providers

Unclasslified

For Officlal Use Only . Ska 129

129

T ‘ %*Zm%%%
Rap Back Rap Sheet Request i\%%%;
e

& New functionality
— Allow Rap Back Subscriber to requést a
Rap Sheet after receipt of Rap Back
Activity Notification
— Rap Sheet indicates event that triggered
the Rap Back g
& Contributing sources
— Authorized IAFIS Contributors

For Official Use Only Side 130

Unclassified

130




.

& Minimally-impacted by NGI
t:External System Activity

~ Want Notifications
— Special interest Notifications

i ; e
A

For Offictal Use Only Side 153

Unclassified

163
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)

Notification Services ey
. EA
& New Functionality
— Expanded Unsolved Biometric Notification
— Expanded Special Population Cognizant File
Notification
— External System Link Notification
— Rap Back Activity Notification
— Rap Back Renewal Notification
— RISC Notification
— International Terrorist File Notification
~ Immigration Violator File Notification
For Offictal Use Only 530 154 Unclassified

154




& New Functionality

— Activity against records containing
an External System Link (i.e.,
IDENT encounter)

E Recipients
— External Systems (i.e., IDENT)

For Officlal Usa Only Side 157 Unclassified

157

T g (TR
Rap Back Activity Notiflcatlon ‘% &”

& New Functionality

— Triggered by designated event
& Positive Criminal ldentification
& Positive Civil Identification
& External System Activity Notification (i.e., encounter)
& Selected Data Management Services (e.g., Consolidations or

Dispositions)
— Includes a Rap Back Notification Identifier needed for
Rap Back Rap Sheet Request

£ Recipients
— Authorized IAFIS Contributor (Rap Back Subscribers)

For Official Use Only S 158 Unclassified

158




Rap Back Noiflcatlon Wey
= W =

FBIService s
Provider Authorized Provider
Contributor

Notify Rap
Ebm!tter

Cansolidation

ttantily Rap External System
BHack Subject Link Nou(icy:lion

MAINTENANCE
Unclassified

ENROLLMENT NOTIFICATION

Side 159

For Officlal Usa Only

159

=N
A
& New Functionality
— Sent prior to expiration of rap back
subscription
£ Recipients
. —Authorized IAFIS Contributor (Rap
Back Subscribers)
For Offictal Use Onty 5ids 160 Unclassified

160



B New Functionality {(cont.)

— Special Population Cognizant File
Maintenance

— Direct Rap Back Enroliment

— Rap Back Maintenance / Renewal

— External System Record / Link Maintenance
— External System Link Activity Notification

— ITF Maintenance

— IVF Maintenance

For Official Use Only Side 475 Unclassified

175

Data Management Services

e

\|;§§,b

Statute Retrieval / Maintenance

For Officlal Use Only Skde 176

Unclassified

176




SPC File Maintenance

g
& zzxm’;"@

134

iy 3 1

AL GO

A
—lp

B Performed by FBI Service Provider
— On behalf of Authorized Contributor
— Case-by-case consideration

For Offictal Usa Only Ske 209

Unclasslfied

209

o i %
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Data Management Services

/ ,&;&\

i @ey
A
ot

Direct Rap Back Enrollment

For Officlal Use Only $ide 210

Unclassified
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— N

Direct Rap Back Enroliment @

B New Functionality
— Add rap back to an existing ldentlty
— Designate event type triggers
— Set expiration date
— Set notification recipients

B Contributing Sources
— Authorized 1AFIS Contributors
— FBI Service Providers

For Official Use Only ) Skde 214 Unclassified

21

43

FBlService
Provider

Enroll
Rap Back
Subject.

ENROLLMENT

Authorized
Contributor

7

NOTIFICATION

FBI Service
Provider

MAINTENANCE

For Officlal Use Only

Skde 212

Unclassified
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4 ““.,, . . mw%%}%

W Direct Rap Back Enroliment ‘%%%‘?
¢ —y
& Direct Enrollment
— Supports adding rap back to legacy
IAFIS subjects
— Support adding rap back when not
indicated at time of search
»For Officlal Use Only Side 213 Unclassified

213

' Data Management Services %25

Rap Back Maintenance / Renewal

For Official Use Only Side 218 Unclassified

214




P

} Rap Back Maintenance

Mﬁm“[‘}/&

& New Functionality
— Add / delete recipients

* —Modify event type triggers
— Cancel rap back subscription
— Renew rap back subscription

& Contributing Sources
— Authorized |AFIS Contributors
— FBI Service Providers

L 4

FBIService
Provider

l ENROLLMENT

)

Authorized

Subscriber

Maintain

Pata

NOTIFICATION MAINTENANCE

For Officlal Use Only 15808 215

For Officlal Uso Only

Side 216

Unclassified
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1 BTy s‘ fl;
Administrative & Control Services \‘\\‘;‘faﬁ’?

E Not impacted by NGI
— System Backup & Recovery

For Officlal Use Only S 2lr | Unclassified

237

T e W@g
Administrative & Control Services ‘\\:%‘?fj
A
& Minimally impacted by NGI
— System Status Reporting
£ Centralize functions
— System Administration
& Create & Manage new repositories
— Manage Workflow & Work Queues
& Manage workflow for new biometrics
— Transaction History :
& Centralized functions |
& Supports new services ‘
—~ User Fee Billing 1
& Rap Back i
|
For Offcial Use Only S50 238 Unclassified |

238




S ——

entity Data Managemen B2 LW 2o
A y g \:tiﬁi Qﬁégfi
B Identity Information & Maintain Unique Identity
— Biographic information e |dentity Data Retention Rules
— Biometric Information . & Create Identity
- Even? lnformatiop - & Update Identity
_Spe_mal I.Drpces.slng Indicators & Delete Identity ’
— Notification Indicators (e.g., Want, . ]
Flash, SOR, ITF, IVF, Rap Back) & Retrieve Identity
For Official Use Only Shde 247 Unclassified For Offictal Use Only SWe 48 Unclassified

247 248




Reliability

L 4

& Reliability is the probability that a
system will be able to process
work correctly and completely
without being aborted. -Reliability
is defined in terms of the system
processing and fingerprint
matching accuracy.

For Officlal Use Only Side 27

Unclassified

277

R T

) . Lere sy
System Reliability @
—
E System Reliability
— Process all transactions to completion
Fingerprint Disposition Submissions
Latent ITF Searches
Photo Rap Back
Palms Major Case Print (MCP)
IRIS Repository Management
Rapid Searches  Identity Management
ForOfficial Use Only S 218 Unclassified

278




%ﬁ% ) ) 2 me{ . P rf ««m“g//:j%.}
Siged L stem rFerrormance Saens
B Iris Response Times £ Rap Back Response Times
— Iris search: 24 hours — Rap Back nofification: 1 hour
— Rap Back subscription list: 24 hours

— Iris image retrieval: 1 hour — Maintenance / Renewal: 1 hour

—Iris features retrieval: 1 hour
For Official Use Only Side 297 Unclassified For Official Use Only Side 258 Unclassified
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T e

‘ PPN ;éﬁigg&%
NGl Workload e
. | A
& Fingerprint
€ Latent
& Photo
£ Palm Print / Supplementat MCP
E Iris
£ Disposition
E ldentity Management
E Rap Back
£ Identity History and Request
For Official Use Only S3de 303 Unclassified

303

W,,won ecodttts AOES: s
» NGI Workload R S
i
Fingerprint
For Official Uso Only Side 304 Unclassified
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U “WE%%I
s o
& New functionality
) — Enrollment (Criminal, Civil)
— Subscription List Requests
Rap Back — Subscription Maintenance
. £ Update Requests
& Delete Requests
— Subscription Renewal
— Rap Back Notifications
ForOfficlal Use Only Side 344 Unclassified ' For Officlal Use Only Side 342 Unclassified

341 342




T E— —= —
: 12 HO'F
Rap Back Workload 520
A
* N
DAILY I FY2007 | FY2008 | FY2009 l FY2010 I FY2011 |_FY20!2
1dentification Services
Enrollinents - | o058 | ssast | 92740 | 103400
Tnformation Services
.| SubscriptionList | - | oos | sss | o7 | 1034
Nata Management Services
Deletions - 4,538 4,273 4,637 5,170
Updates - 4538 1213 4,637 5,170
Rencwals - - 45379 42,725 46,370
Notification Services .
Notifications - [ 1asaz0 [ 131525 | 138326 | 147040 |
ForOffictal Uso Only Side 43 Unclassified

343

Rap Back. Capacity

Yeady FY2007 | FY2008 £Y2009 FY2010 FY2011 FY2012
Subseriptions - 33,126,560 | 31,189,519 | 50.413,287} 53.335,906
Capacity
For Officlal Use Only Sko 34 Unclassified
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RCPOSItory E«\ NERATIONL,

EDENTIFICATION

L Functionality
— Provide Identity Management Services
— Provide Rap Back Services
e Automatic notification of enrolled subject
— Expand Repository Infrastructure
— Provide Iris Services
— Five Additional Repositories




4/21/2012 6:22 PM

Trade Study and

Implementation
O————(
10 Fingerprint & Slap
Trade Study
—————0
Investigation (Latent) Study
Paim Print Study
Photo Study
e Sty  G———0
Fusion Study
RISC rapid search using NGI infrastructure I;:;Smr:;l‘?rallon toha!
Web interface for transaction submittal
ElRioc Faclal search Disaster recovery
Foc
« AFIT Al NG functionalit:
New ten-print HMls fingerprint and palm print unctlonality
} ) s !
BY ! oY1 ' ov2 ! oyY3 oY4 ! QY5
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.Increment 0 ‘

{.{)’cmpmé‘
R

Advanced |
Technology
Workstations

*Replace obsolete
hare

+Provide high
resolution of
biometrics

Initial
Operational
Capability

« Identification
Fingerprint Seacch
Capability

*More accurate
searches

«Better support for
rolledsflat
processing

RISC and
Initial NGI
Infrastructure

*Repository for
Individuals of
Special Concern
(RISC)

+Rapid mobile
searches

*RISC Web
Services

Latents

+Investigative Palm
Print search
capabiltties
+National Palm
Print repository
+Lafent
Enhancements
*Unsolved Latent
File cascaded
searches
+Rapid DHS CBP
response

Rap Back,
Facial,
Photo/SMT
Search
Capabilities

*Increased
Response Times
+Facialand SMT
searches
<JIAFIS
Functionality
Replaced
+Verification
*Enhanced
Interoperability
«Disposition type of
transactions
*Web Services

«Conduct Iris Pilot
based on trade
study results

Technolégy
Refreshment
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Rap Back, Facial, SMT Search Capabilities,
Migration of Remaining IAFIS Functionality
(Increment 4 )

» Rap Back

+ Facial Search

+ Text based scars, marks, and tattoo (SMT) searches
» Enhanced Interoperability

+ Fingerprint verification services

+ Improved response times
+ Target Deployment — Summer 2014

Resulting Benefits

« Enhance public safety

+ National level investigative searches of photos/SMTs
+ More accurate and complete criminal history records
+ Flexible and scalable architecture for future needs

UNCLASSIFIED
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Rap Back Activities

. Re\/iewing Best Practices and Lessons Learned

— Currently identified 28 states with Rap Back business
lines

— Strategic discussions to align with a national’
implementation ~
+ |dentifying Policy Focus Areas
» Going Forward
- Engage Law Enforcement Partners
— Continue working with Subject Matter Experts

UNCLASSIFIED
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NGI Initiatives

E QC Automation
B Interstate Photo System (Mugshots)
& Disposition Reporting Improvements
r Advanced Fingerprint Identification
Technology
- Eé\.lt_\lasnced Terrorist Identification Service

& Enhanced IAFIS Repository
~ Rap Back
£ Natlonal Palm Print System (NPPS)

Quality Check Automation

& Functionality
- Automate Manual QC Processes

s Benefits
-~ Quicker Responses & Consistency




Enhanced IAFIS Répository

& Functionality
~New Capabilities For Civil Records
- Civil Record Consolidation
~Rap Back Service
—Multi-modal Potential

_Enhanced IAFIS Repository

& Benefits
- More Thorough Search
— Expanded Search Capabilities
-~ Safer Nation
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Information Services & /

L 4

¢ Information — The |AFIS service that provides
specific biographic or biometric information on
an individual.
— Biometric Image Retrieval
— Biometric Features Retrieval
— Biometric Audit Trail Retrieval

_ — Biometric Information Retrieval

_ - Identity History Request

— Certification File Request
— Rap Back Subscription List Request
— Rap Back Rap Sheet Request

$Ke28 Unclassfied
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Next Generation ldentification

Investigation Services

Unclassified
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Notification Services P
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& Notification - The IAFIS service that
provides an unsolicited notification based
on pre-set event criteria (triggers).

Skde 31 Unclassified

31

£t New Functionality
— Expanded Unsolved Biometric Notification
— Expanded Special Population Cognizant File Notification
— External System Link Notification
- Rap Back Activity Notification
— Rap Back Renewal Notification
— RISC Notification
~ International Terrorist File Notification
- Immigration Violator File Notification

Skie 32 Unclassified

32




Rap Back Activity Notification ';@3%}»4’;

—

. & New Functionality

— Triggered by designated event
& Positive Criminal |dentification
& Positive Civil Identification
& External System Activity Notification (e.g., encounter)
& Sélected Data Management Services (e.g.,
Consolidations or Dispositions)
- Includes a Rap Back Notification Identifier
needed for Rap Back Rap Sheet Request

SKe 33 . Unclassified
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Rap Back Notification

[ENROLLMENT |

Notify Rap
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{dentify Rap
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External System
Link Notification
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o Mm}%%
Direct Rap Back Enrollment  32%8
|
—
& New Functionality
— Add rap back to an existing Identity
— Designate event type triggers
— Set expiration date
— Set notification recipients
& Contributing Sources
— Authorized 1AFIS Contributors
— FBI Service Providers
S8 39 Unclassified
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Mission / Service
Similarities

‘Slmllarltles between IDENT and IAFIS/NGI

Authorized by law to perform biometric matching
» Maintains mega-galleries of fingerprint information
— with duplication on criminal immigration issues and crifical data sets (i.e., terrorist, W/W)
»  Working to incorporate multi-modal biometric matching

+ _ Working towards an updated notification/alert service to customers (i.e., IDENT's
Wrap-Back and NGI's RapBack) )

+  Offers multiple response times based on customer mission needs
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Mission / Service
Similarities

Slmllarltles between IDENT and IAFIS/NGI

Authorized by law to perform biometric matching
« Maintains mega-galleries of fingerprint information
— with duplication on criminal immigration issues and critical data sets (i.e., terrorist, W/W)
»  Working to incorporate multi-modal biometric matching

+  Working towards an updated notification/alert service to customers (| e., IDENT’s
Wrap-Back and NGI's RapBack)

+  Offers multiple response times based on customer mission needs
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Projected
Implementatlon Schedule
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RISC Prototype
Identification

Fingergrint
nitial NGI

Infrastructure

Tatert, Palms, & Full [

NG! Infrastructure R 5
Photes, Rap Back, =
|AFIS Migration :
Full User Functionality §.”
Performance
Validation

‘Biomefric Search
Analysis Studies

3n410 1"

Identification FP° "InVésggative FP | Fééial s I‘Fusio'n'
& Slap Segmentation alm Print . .

TENTATIVE and Subject to Change
Updated chart received 3/24/2010
Increment 1 = new matching algorithm
Increment 4 = Shared Services

Increment 6 = full capacity and performance




Contract B/L Update

NGI Projected Timeline
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Performance
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Shared Management

Governance

@ Compacr COUNCIL

The drivers for NG| were built around the system users. Some states have already
implemented services (palm databases/rap back) on the state-level that NGI will
offer. However, NG| will play a vital role in providing those services on a nation-wide
level, therefore making that connection. The connection will provide state-to-state
information sharing which everyone can benefit.

In 2006, the NGI program office worked to.validate current stakeholder
requirements, and identified additional user requirements during a canvass of the
IAFIS user community, in which some of you were probably involved. Over 193
agencies representing over 1,000 individuals were canvassed.

NGI Drivers and Requirements

Flexibility 7 Additional Functionality
Capacity Interoperability
Accuracy Availability

Response Times
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NGI Implementation Schedule

‘Increment 2 Increment-3./ Increment 4 |

. . . .
fﬂ in Progress | ‘B In Progess ‘E’ln Progress ‘
. ) | £

. \ N \3

Advanced [HE RISC and Palms and Rap Back,

Technology Operational Initial NGI Latents Facial, Operational

Workstations [l Capability Infrastructure gg::g{]sm'r Capability
Capabilities

«Replace obsolete «|dentification «Repository for «Investigatve «Increased +Conduct Iris Pilot «Technology
hardware Fingerprint Search individuals of Palmprintsearch Response Times based on trade refreshment
-Pravide high Capability Speciat Concern capabilities «Facialand SMT study resuits
resofution of *More accurate (RISC) +National Palmprint searches
biomtrics seaiches +Rapid mobile repository IAFIS
i «Better support for searches +Latent Functionalty
rolled/flat «RISCWeb Enhancements Replaced
processing Services +Unsolved Latent «Verification
File cascaded *Enhanced
searches Interoperability
+Rapid OHS CBP ~Dispositiontype of
response transactions
*Web Services

Increment 0 - Advanced Technology Workstations {ATW) - Completed March 26, 2010.
Increment 1 - Increased accuracy (99% true match rate) of fingerprint search results & provides better support for processing
flat and rolled fingerprints
Increment 2 — Repository for Individuals of Special Concern (RISC)
Rapid mobile searches of the worst of the worst
Supports mobile fingerprint identification operations on a national level
Increment 3 — Palmprint Repository and additional Latent functionality (latent palm searches)
Provides reverse or cascaded of incoming transactions against unsolved latent and palm files
Increment 4 — Enhanced photo repository and searches of scars, marks, and tattoos (SMT)/photos;
RAP Back functionality
Biometric Interoperability
Replacement of 1AFIS
Implements interoperability solutions with the Department of Homeland Security
Increment 5 — Iris Pilot
Increment 6 - Full Operational Capability
Technology refresh




. Rap: Back FaCIaI SMT Search ',.apablhtles ‘ ,xgratlon of {f
Remamlngs IAFIS Fungtionality: !(lncrement 4):

14 Rap Back notn" cation of criminal activity on previously enrolled mdmduals
» Facial Search

» Text based scars, marks, and tattoo (SMT) searches

» Enhanced Interoperability to include transition of shared services to NGI

» Fingerprint verification services

» Improved response times

Resulting Benefits

» Enhance public safety
» National level investigative searches of photos/SMTs
» More accurate and complete criminal history records
» Flexible and scalable archltecture for future needs

Abstract S mbol Other

INCREMENT 4 (2013)

in Increment 4, all remaining IAFIS functionality, which includes the high priority functionality
previously delivered as QUICKWINS, will be migrated to the NGI architecture. At a minimum, IAFIS
response and accuracy requirements will be met, however, the advanced NGI response and accuracy
requirements will be realized in Increment 6. The expansion of the facial and scars, marks, and tattoos
search will be included in this increment. The verification transaction will enable users to submit a
transaction to confirm an identity based on a one-to- one comparison.

The Enhanced IAFIS Repository (EIR) will be operational supporting the unique identity concept and
Rap Back capability. As a new feature, the Rap Back Service will provide authorized criminal justice
and non-criminal justice users the capability to receive subsequent notification of criminal activity
posted to an enrolled individual’s record.

NGI will include.criminal and civil submissions, biometric submissions, special population files,
unsolved latent/biometric files, etc. A unique identity reference (alphanumeric character) will
identify and collectively locate individuals contained within the files.

Additionally, disposition reporting via the CJIS WAN will be included with this increment as will the
shared services to provide Department of Homeland Security interoperability.

Full replacement of the IAFIS.
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The NGI Rap Back Service was developed in response to a need for
notification of Criminal and Civil activity that occurs after the initial processing
and retention of fingerprint transactions

Customer Benefits

» Offer continuous evaluation of suitability on persons serving in positions of trust
» Provide timely notification of individuals placed on probation
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