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RE: Freedom of Information Act Request

Dear FOIA Officer:

This letter constitutes a request to the Food and Drug Administration (“FDA”)

under the Freedom of Information Act (“FOIA”),' and is submitted on behalf of the
Electronic Privacy Information Center (“EPIC”). EPIC seeks agency records in the
possession of FDA, including the contract between FDA and Harvard Pilgrim Health
Services, Inc. (“Harvard Pilgrim”) concerning the Sentinel Initiative, as well as
communications between these two parties.

Background

In September 2005, Health and Human Services (“HHS”) Secretary Mlke Leavitt

asked FDA to expand its system for monitoring medical product performance.” * The
following year, the Institute of Medicine suggested that FDA develop a system to access
other health-related databases so as to support studies of product safety and efficacy.’

In 2007, FDA began exploring the feasibility of creating a national electronic

system for monitoring medical product safety.* In September of that year, the Food and
Drug Administration Amendments Act of 2007 (“FDAAA”) was signed into law.” The
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FDAAA calls for active postmarket safety surveillance and analysis, requiring that the
HHS Secretary develop methods to obtain access to disparate data sources and to
establish a postmarket risk identification and analysis system to link and analyze
healthcare data from multiple sources.’

In 2008. FDA launched the Sentinel Initiative in accordance with calls to
streamline monitoring of medical product safety and as part of efforts to comply with the
FDAAA.” In its official announcement, FDA described the Sentinel System as “a
national, integrated, electronic system for monitoring medical product safety.”® Sentinel
will “enable [FDA] to access the capabilities of multiple, existing data systems (e.g.,
electronic health record systems, medical claims databases).”’

In June 2009, FDA issued a Request for Proposals (“RFP”) inviting private parties
to submit proposals for a project entitled “Efforts to Develop the Sentinel Initiative™" in
anticipation of awarding a five-year contract.” The RFP explained that the contractor
would directly access electronic health record systems, administrative claims databases,
and registries containing patient data.” The RFP further described “continuous direct
access to various regularly updated automated healthcare data sources containing patient-
level health encounter data” and “a computerized system able to link each patient to all
relevant medical care data including enrollment status, medical product exposure data,
and coded medical procedures and outcomes.”"” On September 25, FDA awarded the

contract to Harvard Pilgrim."

At an event in January of this year, Janet Woodcock, director of the Center for
Drug Evaluation and Research at FDA, reported that at that time FDA was already
implementing “Miniature Sentinel—Mini Sentinel—or the start-up for Sentinel.”" At that
same event, Richard Platt, Harvard Pilgrim's project manager on the Sentinel contract,
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described Harvard Pilgrim as “the effecter arm for FDA.”" Platt reported that the data
environments participating in Mini Sentinel at that time included 60 million individuals,
with 10 million linked to electronic medical records;" Platt also reported the participation
of “88 inpatient facilities and a large number of device and disease registries.”"

As an integrated electronic system designed to query and analyze vast amounts of
potentially sensitive patient health data, the Sentinel System may have important
implications for patient privacy. Indeed, in anticipation of arising privacy concerns,
legislators included provisions in the FDAAA mandating that no later than 18 months
after the date of its enactment the Government Accountability Office (GAO) evaluate
privacy, confidentiality, and security issues relating to FDA's new system.'” In accordance
with these provisions, GAO provided a briefing to Congressional Committees on March
24,2009, and published a related report in June of that year.” GAO stated that FDA
would likely face significant challenges in the field of privacy and security protections
and that, as of the date of the report, “FDA [had] not yet developed a plan or set
milestones for when it expect[ed] to have these issues addressed.”* In particular, GAO
noted that “protecting the privacy of [medical] information has long been recognized as
an essential element in the administration of health care systems”* and identified
challenges associated with, inter alia:

e ensuring that appropriate legal mechanisms are
established to protect privacy and implement
security consistently across all elements associated
with the Sentinel system;

e defining a clear and specific purpose for the system
and ensuring that partners with varying interests and
business missions use personal health information
only for specified purposes;

e ensuring that de-identified information . . . is not re-
identified and that the use of personal health
information in individually identifiable form is
minimized and adequately protected;
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e establishing adequate security controls to protect the
personal health information associated with Sentinel
from unauthorized disclosure, modification, and

destruction . .. >

It is important for the public to understand how electronic management, analysis,
and transfer of sensitive personal information may impact patient privacy values and
concerns, as well as how FDA and Harvard Pilgrim are working to protect patient privacy
and to address specific concerns highlighted by GAO. Mini Sentinel already has access (o
information on 60 million patients;* as the system expands to engage the records of a
greater and greater percentage of the population, public oversight may be critical to
ensure that new developments properly contemplate and honor patients' privacy values.

Documents Requested

EPIC requests the following agency records related to the development of the
Sentinel Initiative (including but not limited to electronic records):

1. Any and all contracts between FDA and Harvard Pilgrim relating to the Sentinel
Initiative, between January 1, 2008 and present.

2. Any and all communications between FDA and Harvard Pilgrim clarifying terms
relating to the contract(s) described in item | above.

3. Any and all documents establishing or clarifying procurement specifications
relating to the contract(s) described in item 1 above.

4. Any and all minutes from meetings between FDA and Harvard Pilgrim in relation
to the Sentinel Initiative, between January 1, 2008 and present.

5. All Workplans relating to the contract(s) described in item 1 above.

Request for Expedited Processing

This request warrants expedited processing because it is made by “a person
primarily engaged in disseminating information”* and it pertains to a matter about which
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there is an “urgency to inform the public about an actual or alleged federal government
activity.”*

There is a particular urgency for the public to obtain information about privacy
protection in the Sentinel Initiative. In spite of the privacy-related concerns and
challenges identified by GAO almost a year ago, neither FDA nor Harvard Pilgrim has
released a description of Mini Sentinel sufficient to explain how such concerns are being
addressed and challenges met. As of January of this year, Mini Sentinel was already
engaging with information about 60 million patients, with 10 million linked to electronic
medical records,” and the FDAAA of 2007 sets a goal of access to data from 100 million
patients by July 1, 2012.%* The Sentinel System is rapidly expanding. The public has the
right to know what agreements have been made between the FDA and Harvard Pilgrim
relating to privacy concerns associated with the Sentinel Initiative.

Request for “‘News Media” Fee Status

EPIC is a non-profit educational organization that routinely and systematically
disseminates information to the public. This is accomplished through several means. First,
EPIC maintains a heavily visited website (www.epic.org) that highlights the “latest news”
concerning privacy and civil liberties issues. The site also features scanned images of
documents EPIC contains under FOIA. Second, EPIC publishes a bi-weekly electronic
newsletter that is distributed to over 15,000 readers, many of whom report on technology
issues for major news outlets. The newsletter reports on relevant policy developments of a
timely nature (hence the bi-weekly publication schedule). It has been published
continuously since 1996, and an archive of past issues is available at our website. Finally,
EPIC publishes and distributes printed books that address a broad range of privacy, civil
liberties, and technology issues. A list of EPIC publications is available at our website.

For the forgoing reasons, EPIC clearly fits the definition of “representative of the
news media” contained in FOIA. Indeed, the U.S. District Court for the District of
Columbia has specifically held that EPIC is “primarily engaged in disseminating
information” for the purposes of expedited processing,” and is a “representative of the
news media” for fee waiver purposes.” Based on our status as a “news media” requester,
we are entitled to receive the requested records with only duplication costs assessed.
Further, because disclosure of this information will “contribute significantly to public
understanding of the operations or activities of the government,” as described above, any
duplication fees should be waived.
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Thank you for your consideration of this request. As 5 U.S.C. § 552(a)(6)(E)(ii)(I)
provides, I will anticipate your determination on our request for expedited processing

within ten business days.

//Director, EPIC Open Government Project



