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, Ijeér Chairmen Roberts and Hoekstra, Vice Chairman Rockefeller, and Ranking Member Harman:

7 As you know, in responsc to unauthorized disclosures in the media, the President has
described certain activitics of the National Security Agency (“NSA”) that he has authorized since
shortly after Septcmber 11, 2001. As described by the President, the NSA intercepts certain
international communications into and out of the United States of people linked to al Qaeda or an

- affiliated terrorist organization. The purpose of these intercepts is to establish an early warning
system to detect and prevent another catastrophic terrorist attack on the United States. The
‘President has made clear that he will use his constitutional and statutory authorities to protect the
American people from further terrorist attacks, and the NSA activities the President described are

~part of that effort. Leaders of the Congress were briefed on these activities more than a dozen

times.

The purpose of this letter is to provide an additional brief summary of the legal authority -
suppotting the NSA activities described by the President. '

As an initial matter, I emphasize a few points. The President stated that these activities are
“crucial to our national security.” The President further explained that “the unauthorized disclosure
of this effort damages our national security and puts our citizens at risk. Revealing classified
information is iilegai, alerts our enemies, and endangers our country.” These critical national

‘security activities remain classified. All United States laws and policies governing the protection
and nondisclosure of national security information., including the information relating to the



activities described by the President, remain in full force and effect. The unauthorized disclosure
of classified information violates federal criminal law. The Government may provide further
classified briefings to the Congress on these activities in an appropriate manner. Any such
briefings will be conducted in a manner that will not endanger national security.

Under Article [T of the Constitution, including in his capacity as Commander in Chief, the
President has the responsibility to protect the Nation from further attacks, and the Constitution
gives him all necessary authority to fulfill that duty. See, e.g., Prize Cases, 67 U.S. (2 Black) 635,
668 (1863) (stressing that if the Nation is invaded, “the President is not only authorized but bound
to resist by force . . . . without waiting for any special legislative authority”); Campbell v. Clinton,
203 F.3d 19,27 (D.C. Cir. 2000) (Silberman, J., concurring) (“[T]he Prize Cases . . . stand for the
proposition that the President has independent authority to repel aggressive acts by third parties
even without specific congressional authorization, and courts may not review the level of force
selected.”); id. at 40 (Tatel, J., concurring). The Congress recognized this constitutional authority
in the preamble to the Authorization for the Use of Military Force (“AUMF”) of September 18,
2001, 115 Stat. 224 (2001) (“[Tlhe President has authority under the Constitution to take action to
deter and prevent acts of international terrorism against the United States.”), and in the War Powers
Resolution, see 50 U.S.C. § 1541(c) (“The constitutional powers of the President as Commander in
Chief to introduce United States Armed Forces into hostilities[] . . . [extend to] a national

emergency created by attack upon the United States, its territories or possessions, or its armed
forces.”).

This constitutional authority includes the authority to order warrantless foreign intelligence
surveillance within the United States, as all federal appellate courts, including at least four circuits,
to have addressed the issue have concluded. See, e.g., In re Sealed Case, 310 F.3d 71 7,742 (FISA
Ct. of Review 2002) (“[All the other courts to have decided the issue [have] held that the President
did have inherent authority to conduct warrantless searches to obtain foreign intelligence
information . . .. We take for granted that the President does have that authority . .. ."). The
Supreme Court has said that warrants are generally required in the context of purely domestic
threats, but it expressly distinguished foreign threats. See United States v. United States District
Court, 407 U.S. 297, 308 (1972). As Justice Byron White recognized almost 40 years ago,

_ Presidents have long exercised the authority to conduct warrantless surveillance for national
“seécurity purposes, and a warrant is unnecessary “if the President of the United States or his chief
legal officer, the Attorney General, has considered the requirements of national security and

~ authorized electronic surveillance as reasonable.” Katz v. United States, 389 U.S. 347, 363-64

- (1967) (White, J., concurring).

The President’s constitutional authority to direct the NSA to conduct the activities he
described is supplemented by statutory authority under the AUMF. The AUMF authorizes the
Presidernt “to use all necessary and appropriate force against those nations, organizations, or
persons he determines planned, authorized, committed, or aided the terrorist attacks of September

11,2001, . . . in order to prevent any future acts of international terrorism against the United
States.” § 2(a). The AUMF clearly contemplates action within the United States, see also i

o ]
1A1CS acion winin in unieao Stalls, see aiso id.

pmbl. (the attacks of September 11 “render it both necessary and appropriate that the United States
~exercise its rights to self-defense and to protect United States citizens both at home and abroad”).
The AUMF cannot be read as limited to authorizing the use of force against Afghanistan, as some
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have argued. Indeed, those who directly “committed” the attacks of September 11 resided in the
United States for months before those attacks. The reality of the September | | plot demonstrates
that the authorization of force covers activities both on foreign soil and in America.

In Hamdi v. Rumsfeld, 542 U.S. 507 (2004), the Supreme Court addressed the scope of the
AUMF. At least five Justices concluded that the AUMF authorized the President to detain a U.S.
citizen in the United States because “detention to prevent a combatant’s return to the battlefield is a
fundamental incident of waging war” and is therefore included in the “necessary and appropriate
force” authorized by the Congress. [d. at 518-19 (plurality opinion of O’Connor, J.); see id. at 587
{Thomas, J., dissenting). These five Justices concluded that the AUMF “clearly and unmistakably
authorize[s)” the “fundamental incident(s] of waging war.” Id. at 518-19 (plurality opinion); see
id. at 587 (Thomas, J., dissenting).

Communications intelligence targeted at the enemy is a fundamenta) incident of the use of
-military force. Indeed, throughout history, signals intelligence has formed a critical part of waging
war. In the Civil War, each side tapped the telegraph lines of the other. In the World Wars, the
United States intercepted telegrams into and out of the country. The AUMF cannot be read to
exciude this long-recognized and essential authority to conduct communications intelligence

targeted at the enemy. We cannot fight a war blind. Because communications intelligence
activities constitute, to use the language of Hamdi, a fundamental incident of waging war, the
AUMF clearly und unmistakably authorizes such activities directed against the communications of
our enemy. Accordingly, the President’s “authority is at its maximum.” Youngstown Sheet & Tube
Co. v. Sawyer, 343 U.S. 579, 635 (1952) (Jackson, J., concurring); see Dames & Moore v. Regan,
453 U.S. 654, 668 (1981); cf. Youngstown, 343 U.S. at 585 (noting the absence of a statute “from
which [the asserted authority] c[ould] be fairly implied”).

The President’s authorization of targeted electronic surveillance by the NSA is also
consistent with the Foreign Intelligence Surveillance Act (“FISA™). Section 251 1(2)(f) of title 18
provides, as relevant here, that the procedures of FISA and two chapters of title 18 “shall be the
~ exclusive means by which electronic surveillance . . . may be conducted.” Section 109 of FISA, in

- ~turn, makes it unlawful to conduct electronic surveillance, “except as authorized by statute.” 50

‘U.S.C. § 1809(a)(1). Importantly, section 109’s exception for electronic surveillance “authorized
by statute” is broad, especially considered in the context of surrounding provisions. See 18 U.S.C.
~§2511(1) (“Except as otherwise specifically provided in this chapter any person who—(a)
‘iritentionally intercepts . . . any wire, oral, or electronic communication[] . . . shall be punished . . .
~:") (emphasis added); id. § 2511(2)(e) (providing a defense to liability to individuals “conduct[ing]
electronic surveillance, . . . as authorized by that Act [FISA]”") (emphasis added).

By expressly and broadly excepting from its prohibition electronic surveillance uridertaken
“as authorized by statute,” section 109 of FISA permits an exception to the “procedures” of FISA
“referred to in 18 U.S.C. § 2511(2)(f) where authorized by another statute, even if the other
- authorizing statute does not specifically amend section 2511(2)(f). The AUMF satisfies section
 109’s requirement for statutory authorization of electronic surveillance, just as a majority of the
‘Court in Hamdi concluded that it satisfies the requirement in 18 U.S.C. § 4001(a) that no U.S.
citizen be detained by the United States “except pursuant to an Act of Congress.” See Hamdi, 542



U.S. at 519 (explaining that “it is of no moment that the AUMF does not use specific language of
detention™); see id. at 587 (Thomas, I., dissenting).

Some might suggest that FISA could be read to require that a subsequent statutory
authorization must come in the form of an amendment to FISA itself. But under established
principles of statutory construction, the AUMF and FISA must be construed in harmony to avoid
any potential conflict between FISA and the President’s Article II authority as Commander in
Chief. See, e.g.. Zadvydas v. Davis, 533 U.S. 678, 689 (2001); INS v. St. Cyr, 533 U.S. 289, 300
(2001). Accordingly, any ambiguity as to whether the AUMEF is a statute that satisfies the
requirements of FISA and allows electronic surveillance in the conflict with al Qaeda without
complying with FISA procedures must be resolved in favor of an interpretation that is consistent
with the President’s long-recognized authority.

The NSA activities described by the President are also consistent with the Fourth
Amendment and the protection of civil liberties. The Fourth Amendment’s “central requirement is
one of reasonableness.” [llinois v. McArthur, 531 U.S. 326, 330 (2001) (internal quotation marks
omitted). For searches conducted in the course of ordinary criminal law enforcement,

-reasonableness generally requires securing a warrant. See Bd. of Educ. v. Earls, 536 U.S. 822, 828
(2002). Outside the ordinary criminal law enforcement context, however, the Supreme Court has,
at times, dispenseéd with the warrant, instead adjudging the reasonableness of a search under the
totality of the citcumstanices. See United States v. Knights, 534 U.S. 112, 118 (2001). In
particular, the Supreme Court has long recognized that “special needs, beyond the normal need for
law enforcement,” can justify departure from the usual warrant requirement. Vernonia School Dist,
47J v. Acton, 515 U.S. 646, 653 (1995); see also City of Indianapolis v. Edmond, 531 U.S. 32, 41-

42 (2000) (striking down checkpoint where “primary purpose was to detect evidence of ordinary
ctiminal wrongdoing™).

Foreign intelligence collection, especially in the midst of an armed conflict in which the
adversary has already launched catastrophic attacks within the United States, fits squarely within
the “special needs” exception to the warrant requirement. Foreign intelligence collection
undeértaken to prevent further devastating attacks on our Nation serves the highest government

‘purpose through means other than traditional law enforcement. See In re Sealed Case, 310 F.3d at
- 7A5; United States v. Duggan, 743 F.2d 59, 72 (2d Cir. 1984) (recognizing that the Fourth

- Amendment implications of foreign intelligence surveillance are far different from ordinary
wiretapping, because they are not principally used for criminal prosecution).

Intercepting communications into and out of the United States of persons linked to al Qaeda
in order to detect and prevent a catastrophic attack is clearly reasonable. Reasonableness is
“generally determined by “balancing the nature of the intrusion on the individual’s privacy against
the promotion of legitimate governmental interests.” Earls, 536 U.S. at 829. There is undeniably
an important and legitimate privacy interest at stake with respect to the activities described by the
President. That must be balanced, however, against the Govemment's compelling interest in the

S dasnvity af tha Nation. see
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n, see, e.g., Haig v. Agee, 453 U.S. 280, 307 (1 (“It is obvious and
unarguable that no govemmental interest is more compelling than the security of the Nation.”)
(citation and quotation marks omitted). The fact that the NSA activities are reviewed and



reauthorized approximately every 45 days to ensure that they continue to be necessary and
appropriate further demonstrates the reasonableness of these activities.

As explained above, the President determined that it was necessary following September 11
to create an early warning detection system. FISA could not have provided the speed and agility
réquired for the early wamning detection system. In addition, any legislative change, other than the
AUMEF, that the President might have sought specifically to create such an early warning system
would have been public and would have tipped off our enemies concerning our intelligence
limitations and capabilities. Nevertheless, I want to stress that the United States makes full use of
FISA to address the terrorist threat, and FISA has proven to be a very important tool, especially in
longer-term investigations. In addition, the United States is constantly assessing all available legal
options, taking full advantage of any developments in the law. '

We hope this information is helpful.
~Sincerely,

M/(/a.._ . WosJ»éL

William E. Moschella
Assistant Attorney General



1.

LEGAL AUTHORITY FOR THE RECENTLY DISCLOSED NSA ACTIVITIES

In response to unauthorized disclosures in the media, the President has described certain activities
of the National Security Agency (“NSA”) that he has authorized since shortly after 9/11. As
described by the President, the NSA intercepts certain international communications into and out of
the United States of people linked to al Qaeda or an affiliated terrorist organization. The purpose
of these intercepts is to establish an early warning system to detect and prevent another catastrophic
terrorist attack on the United States. Leaders of Congress from both parties were briefed on these
activities more than a dozen times.

The President has made clear that he will use his constitutional and statutory authorities to protect
the American people from further terrorist attacks. The surveillance conducted here is at the heart
of the need to protect the Nation from attacks on our soil, since it involves communications into or
out of the United States of persons linked to al Qaeda.

Under Article II of the Constitution, including in his capacity as Commander in Chief, the
President has the responsibility to protect the Nation from further attacks, and the Constitution
gives him all necessary authority to fuifill that duty, a point Congress recognized in the preamble to
the Authorization for the Use of Military Force (“AUMF”) of September 18, 2001, 115 Stat. 224
(2001): “[TThe President has authority under the Constitution to take action to deter and prevent
acts of international terrorism against the United States.”

A. This constitutional authority includes the authority to order foreign intelligence surveillance
within the U.S. without seeking a warrant, as all federal appellate courts, including at least
four circuits, to have addressed the issue have concluded. See, e.g., In re Sealed Case, 310
F.3d 717, 742 (FISA Ct. of Review 2002) (“[A]ll the other courts to have decided the issue
[have] held that the President did have inherent authority to conduct warrantless searches to
obtain foreign intelligence information . ... We take for granted that the President does
have that authority . . . .””); United States v. Duggan, 743 F.2d 59, 72 (2d Cir. 1984)
(collecting authorities). The Supreme Court has said that warrants are generally required in
the context of purely domestic threats, but it expressly distinguished foreign threats. See
United States v. United States District Court, 407 U.S. 297, 308 (1972) (“Keith”).

B. Presidents of both parties have consistently asserted the authority to conduct foreign
intelligence surveillance without a warrant. At the time FISA was passed, President
Carter’s Attorney General stated explicitly that the President would interpret FISA not to
interfere with the President’s constitutional powers and responsibilities. Foreign
Intelligence Electronic Surveillance Act of 1978: Hearings on H.R. 5794, H.R. 9745, H.R.
7308, and H.R. 5632 Before the Subcomm. on Legislation of the House Comm. on
Intelligence, 95th Cong., 2d Sess. 15 (1978) (testimony of Attorney General Griffin Bell).
President Clinton’s Deputy Attorney General, Jamie Gorelick, explained to the House
Intelligence Committee that “[t]he Department of Justice believes, and the case law
supports, that the President has inherent authority to conduct warrantless physical searches
for foreign intelligence purposes, and that the President may, as has been done, delegate
this mlﬂ'}nrify to the ‘Alﬁgmey General.” (Jn]v 14 100A)
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C. As Justice Byron White noted almost 40 years ago, “[w]iretapping to protect the security of
the Nation has been authorized by successive Presidents.” Katz v. United States, 389 U.S.
347,363 (1967) (White, J., concurring).

4. The President’s constitutional authority to authorize the NSA activities is supplemented by
statutory authority under the AUMF.

A. The AUMF authorizes the President “to use all necessary and appropriate force against
those nations, organizations, or persons he determines planned, authorized, committed, or
aided the terrorist attacks that occurred on September 11, 2001, . . . in order to prevent any
future acts of international terrorism against the United States.” § 2(a). The AUMF clearly
contemplates action within the U.S., see also id. pmbl. (the attacks of September 11 “render
it both necessary and appropriate that the United States exercise its rights to self-defense
and to protect United States citizens both at home and abroad™); it is not limited to
Afghanistan. Indeed, those who directly “committed” the attacks of September 11 resided
in the United States for months before those attacks. The reality of the September 11 plot
demonstrates that the authorization of force covers activities both on foreign soil and in
America.

B. A majority of the Supreme Court has explained that the AUMF “clearly and unmistakably
authorize[s]” the “fundamental incident[s] of waging war.” Hamdi v. Rumsfeld, 542 U.S.
507, 519 (2004) (plurality opinion of O’Connor, J.); see id. at 587 (Thomas, J., dissenting).

C. Communications intelligence targeted at the enemy is a fundamental incident of the use of
military force; we cannot fight a war blind. Indeed, throughout history, signals intelligence
has formed a critical part of waging war. In the Civil War, each side tapped the telegraph
lines of the other. In the World Wars, the U.S. intercepted telegrams into and out of the
country. The AUMEF uses expansive language that plainly encompasses the long-
recognized and essential authority to conduct traditional communications intelligence
targeted at the enemy.

D. Because communications intelligence activities constitute, to use the language of Hamdi, a
fundamental incident of waging war, the AUMF clearly and unmistakably authorizes such
activities directed against the communications of our enemy. Accordingly, the President’s
“authority is at its maximum.” Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 635
(1952) (Jackson, J., concurring); see Dames & Moore v. Regan, 453 U.S. 654, 668 (1981).

5. The President’s authorization of targeted electronic surveillance by the NSA is consistent with the
Foreign Intelligence Surveillance Act (“FISA”).

A. Section 2511(2)(f) of title 18 provides that the procedures of FISA and two chapters of title
18 “shall be the exclusive means by which electronic surveillance . . . and the interception
of domestic wire, oral, and electronic communications may be conducted.” Section 109 of
FISA, in turn, makes it unlawful to conduct electronic surveillance to obtain the content of
such international communications when intercepted on cables in the U.S., “except as
antharizad hy ctatiite > 50 U CM 1 809( 1Y
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B. By expressly excepting from its prohibition electronic surveillance undertaken “as
authorized by statute,” section 109 of FISA permits an exception to the “procedures” of
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FISA referred to in 18 U.S.C. 2511(2)(f) where authorized by another statute. The AUMF
satisfies section 109’s requirement for statutory authorization of electronic surveillance, just
as a majority of the Court in Hamdi concluded that the AUMF satisfies the requirement in
18 U.S.C. 4001(a) that no U.S. citizen be detained by the United States “except pursuant to
an Act of Congress.” See Hamdi, 542 U.S. at 519 (“it is of no moment that the AUMF does
not use specific language of detention”); see id. at 587 (Thomas, J., dissenting).

. Even if it were also plausible to read FISA to contemplate that a subsequent statutory

authorization must come in the form of an amendment to FISA itself, established principles
of statutory construction require interpreting FISA to allow the AUMF to authorize
necessary signals intelligence, thereby avoiding an interpretation of FISA that would raise
grave constitutional questions.

6. If FISA were applied to prevent or frustrate the President’s ability to create an early warning
system to detect and prevent al Qaeda plots against the U.S., that application of FISA would be
unconstitutional. The Court of Review that supervises the FISA court recognized as much, “taking

_ for granted that the President does have” the authority “to conduct warrantless searches to obtain
foreign intelligence information,” and concluding that “FISA could not encroach on the President’s

constitutional power.” In re Sealed Case, 310 F.3d 717 (FISA Ct. of Review 2002).

7. The NSA activities described by the President are fully consistent with the Fourth Amendment and
the protection of civil liberties.

A.

B.

The touchstone of the Fourth Amendment is reasonableness.

The Supreme Court has long recognized that “special needs, beyond the normal need for
law enforcement,” will justify departure from the usual warrant requirement. Vernonia
School Dist. 47J v. Acton, 515 U.S. 646, 653 (1995). Courts have recognized that the
Fourth Amendment implications of national security surveillance are far different from
ordinary wiretapping, because they are not principally used for criminal prosecution. See,
e.g., United States v. Duggan, 743 F.2d 59, 72 (2d Cir. 1984). See also Katz v. United
States, 389 U.S. 347, 363-64 (White, J., concurring) (warrants not required “if the President
of the United States or his chief legal officer, the Attorney General, has considered the
requirements of national security and authorized electronic surveillance as reasonable”).

Intercepting calls into and out of the U.S. of persons linked to al Qaeda in order to detect
and prevent a catastrophic attack is such a “special need” and is clearly reasonable for
Fourth Amendment purposes, particularly in light of the fact that the NSA activities are
reviewed and reauthorized approximately every 45 days to ensure that they continue to be
necessary and appropriate.

8. FISA could not have provided the speed and agility required for the early warning detection system
the President determined was necessary following 9/11.

A.

In any event, the United States makes use of FISA to address the terrorist threat as
appropriate, and FISA has proven to be a very important tool, especially in longer-term
investigations.



B. The United States is constantly assessing all available legal options, taking full advantage
of any developments in the law.

9. Any legislative change, other than the AUMEF, that the President might have sought specifically to
create such an early warning system would have been public and would have tipped off our
enemies concerning our intelligence limitations and capabilities.
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Americans deserve no less

By Robert McCallum

After Sept. 11, President Bush pledged to use "every tool of intelligence ... and every
necessary weapon of war" to prevent another attack. The president has done just that —
and all of his actions have been lawful and consistent with those of past presidents.

"A president who breaks the law is a threat to the very structure of our government,” former
vice president Al Gore said in remarks Monday.

AP

From World War 11 to the present, presidents have employed their constitutional authority to conduct surveillance
on foreign agents without court order — and every appellate court to consider conduct of this kind has upheld it.
President-S/linton ordered the search of Russian spy Aldrich Ames' home without court approval.

\

President Bush's program, like those before it, has proven its value by foiling deadly plots on our soil. Nor has the
president acted alone. He has kept congressional leaders advised of the wiretapping program, and Congress itself
expressly authorized the use of "all necessary and appropriate force” against the terrorists.

The Supreme Court in the Hamdi military-detainee case in 2004 recognized the significance of this authorization,
and past presidents have used similar congressional resolutions to deploy all of the tools of warfare — including
electronic surveillance — to find and attack the enemy. The American people deserve no less from our leaders
today.

When the president signed the McCain-Graham amendment concerning treatment of detainees, he issued a
-statement that he would interpret the law consistent with his constitutional authority. The recent claim by some that
this reflects intent to “ignore" the law is wrong.

The amendment reflects the president's — and our nation's — policies and values, and the president is fully
committed to executing it faithfully. Because the Constitution gives the president authority over wartime and foreign

affairs, however, presidents often have issued similar signing statements when Congress legislates in these areas.
Nothing different happened here.

The McCain-Graham amendment also provides that scores of frivolous lawsuits by detainees at Guantanamo Bay,
Cuba, — seeking everything from access to DVDs to high-speed Internet access for their lawyers — must be

dismissed. The bipartisan law replaces these suits with a new, balanced court review system to ensure that every
detainee is properly held.

While some may disagree, the Supreme Court has long said laws modifying jurisdiction take effect immediately,
and that interpretation is echoed by Sens. Lindsey Graham, R-S.C., and Jon Kyl, R-Ariz., who sponsored the
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legislation. While all detainees should be treated fairly, the brave men and women serving our country should be

focused on their military mission, not distracted by defending themselves against baseless lawsuits.

President Bush has said that he will use every lawful means to prevent another attack. History would not forgive us
if we did anything less.

Robert McCallum is associate attorney general in the Justice Department.

Find this article at:
http://www.usatoday.com/news/opinion/editorials/2006-01-16-opposing-view_x.htm

Check the box to include the list of links referenced in the article.

]
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Aepartment of Justice

FOR IMMEDIATE RELEASE OPA
THURSDAY, JANUARY 19, 2006 (202) 514-2007
WWW.USDOJ.GOV TDD (202) 514-1888

TRANSCRIPT OF CONFERENCE CALL WITH STEVEN G. BRADBURY ON
RELEASE OF DETAILED LEGAL ANALYSIS OF THE NSA ACTIVITIES
DESCRIBED BY THE PRESIDENT

WASHINGTON, D.C.

MR. ROEHRKASSE: Thank you very much. This is Brian Roehrkasse in the Office of
Public Affairs. Thank you for joining us in this conference call today. Today's briefing will
be on the record with Steven G. Bradbury, who is the Acting Assistant Attorney General for
the Office of Legal Counsel.

We would ask that as you participate in this call today, if you are not asking a question,
would you please keep your phones on mute to cut down any background or interference.
Today's call is on the record, as I mentioned, but not for broadcast.

When you ask a question, please state your name and the organization that you're calling
from. We have disseminated the materials, including a cover letter from the Attorney
General and the white paper that's been prepared by the Department of Justice that's been
disseminated to Congress now. If you don't have a copy of it, please feel free to call our
office, and we can provide you with a copy of that.

For now I'll tumn it over to éteve. A

MR. BRADBURY: Yeah, again, this is Steve. Bradbury, Acting Assistant Attorney
General for the Office of Legal Counsel. And as you probably know, today the Department -
is releasing a white paper which contains a detailed legal analysis of the NSA activities
described recently by the President. And these are the activities as the President described
them that involves interception by the NSA of international communications coming into or
going out of the U.S. where a party to the communication is linked to al Qaeda or related
terrorist organizations.

And back on December 22nd, the Department sent a letter to the chairs and ranking
members of the intelligence committees in Congress explaining in summary form the legal
basis for the NSA activities described by the President.



What we're doing today, at the request of the Attorney General, is providing to members of
Congress and also releasing publicly what is a more thorough and detailed analysis of the
points that were covered in that letter from Assistant Attorney General for Legislative
Affairs, Will Moschella, of December 22nd. So what you'll see in the white paper is a

summary overview of the analysis, a background section, and then several parts of the
analysis.

And again, as explained in that December letter, but treated in a much more comprehensive
fashion in today's white paper, the activities that were described by the President involved
the establishment of what is an early warning system to detect and prevent another
catastrophic terrorist attack on the United States in the wake of the attacks of September
11th, and in the context of the ongoing armed conflict with al Qaeda and its allies.

And the fundamental basis, legal basis, for the President's authority to initiate such a system
of military signals intelligence surveillance for the protection of the country is of course his
authority under Article II of the Constitution, which assigns him the primary role in foreign
relations on behalf of the United States, and the role as Commander in Chief.

And under that authority, the President has the duty to take action as necessary to protect the
country, particularly in a time of armed conflict following what was the deadliest attack on

the U.S. soil in the history of the nation.

And the Constitution, not surprisingly, gives the President authority necessary to take those
actions in carrying out that duty. And the authority specifically under Article II to undertake -
warrantless surveillance during time of armed conflict is well established in the history of
the country and has been something that presidents have done virtually in every armed
conflict that the country has been involved in, certainly all of the major wars.

In addition, of course, in the days following 9/11, Congress passed the White resolution,
- which was the authorization for the use of military force, passed by Congress on September
14th and signed into law by the President on September 18th, 2001. And in that
authorization, Congress expressly recognized that the President does have authority to take
action to protect the country in order to prevent a further attack on the United States. And
Congress gave its support, confirmed the President's authority and supplemented his
constitutional authority with a very broad authorization statement, that the President can use
all necessary force as he determines necessary to protect the country from further attack.

As we explained back in our December 22nd letter and is set forth more fully in this white
paper, we believe that that statutory authorization contains within it necessary incident to the
use of military force, the ability to undertake what is intelligence, communications
intelligence, targeted at the enemy in the currently armed conflict, particularly when you're
talking ahant an o at

ng about an enemy that has already attacked the United States from within the country,

and where there are agents of the enemy who may be hiding out in the country unbeknownst

to the government, you have to be able to identify who they are, where they are, in order to
prevent a further attack.



As we explain in the white paper, there's a lengthy history of practice in all armed conflicts
of undertaking such military intelligence for defensive purposes. And so it's -- it is a normal
and traditional incident of the use of force that fits comfortably within the broad language of
the authorization.

Now then the next question is, is the activity that the President has described consistent with

FISA, the Foreign Intelligence Surveillance Act. And as we explain in detail, we believe it
is.

And we don't think you need to get the difficult question of the constitutional balance
between the branches and whether FISA could be constitutionally applied in certainly
circumstances in the context of war to impose restrictions or prohibitions on the President's
ability to defend the country, and that's because FISA itself acknowledges the possibility
that Congress would separate authorize by statute the President to conduct this kind of
surveillance, because FISA prohibits electronic surveillance except as authorized by statute.
And the authorization for the use of military force is a statute, and as we develop in this
paper, it is precisely we believe the type of statute, the type of broad authorization that you
would expect Congress to pass in the context of an armed conflict in the wake of a
catastrophic attack like the attacks of 9/11. '

And so, therefore, the use of this authority in the way the President has described is
consistent with FISA and the procedures of FISA.

We then go on to-explain at length in here that if there's any doubt about that question, if
there's an ambiguity in FISA as to whether the authorization for the use of military force can
be read in harmony with FISA, then that ambiguity must be construed in favor of the
President's ability to use this authority in order to avoid any serious constitutional questxon
that would arise about the constltutlonahty of the FISA restrictions.

And by the way, for purposes of this analysis, we're assuming that the NSA activities that
the President has described would otherwise constitute electronic surveillance for purposes
of FISA. WE're not saying that's the case, but we're assuming for purposes of the analy31s
- that that would be the case.

And in the course -- you'll see in the course of that discussion of FISA; we talk here in depth
about aspects of the FISA statute that have been raised by others, including the Declaration

of War provisions in FISA, the exclusive means language in FISA. We get into all of that in
great detail.

The final part of the white paper addresses the Fourth Amendment issues, the civil liberties
protections, and explains that this activity, which is focused on international
communications, which is reviewed by the President and senior advisors every 45 days, and
which is determined based on the latest intelligence to be necessary to protect the country, is
the kind of activity that falls well within established- areas where warrant would not be
required. Because it's based on needs and serves purposes that go well beyond routine law



enforcement. So it's a special use aspect of the Fourth Amendment where a warrant is not
required, where the touchstone for Fourth Amendment purposes is reasonableness. And
with everything that's at stake, and with all the limitations and in this narrow context, we
- think it's comfortably within the reasonableness requirement of the Fourth Amendment.

So that's an overview of what you'll see in the white paper. What we tried to do is get into
- much more detail that we previously have and address some of the points that have been
made by others in the public discussion about these activities.

So I'm happy to take any questions that people have at this point.

MR. ROEHRKASSE: Okay. When you ask your questions again, if you could please
remember to state your name and the name of the organization that you're from. So please,
let's go ahead and begin.

. QUESTION: Mr Bradbury, Pete Williams from NBC NeWs.

I'm a little puzzled about why the reasoning here isn't somewhat circular. You say that you
believe the court's opinion in Hamdi, which of course expressed -- 1 just re-read that section.
It looks only at the question of whether the detention of enemy combatants is authorized by -
the use of military force authorization.

MR. BRADBURY: Yes.

QUESTION: It is not the general -- it doesn't go-on to say, "and anything else the President
has to do in wartime is okay, too." It's limited solely to enemy combatants. You say Hamdj,
that the Hamdi decision gets you there, and then you say that the authorization of use of
military force also solves your FISA conflict problem. But one conclusion depends on the
other. I mean, isn't thlS somewhat mrcular‘?

MR. BRADBURY: Well, I guess you would say, Pete, that we don't -- we don't say the
Hamdi decision gets us there. I understand that the Hamdi case -- the court case is only
focused on one particular issue. The issue before the court was detennon of U.S. citizens
who are enemy combatants.

Of course, the court wouldn't have a holding that goes beyond that context.

All we're saying is that the reasoning that the majority of the - the majority of the court
~applied in Hamdi to conclude that the authorization for the use of military force is an act of
Congress that-authorized, even though it doesn't say anything about detention, it authorized
detention of a U.S. citizen such that it satisfied the requirements of Section 18 USC Section
4001(a), which says that no U.S. citizen shall be detained except pursuant to an Act of
Congress.

And so in getting to that conclusion, what the court said is that the authorization for the use
of military force expressly and unmistakably encompasses all of the traditional incidents of



the use of force and -- -
QUESTION: Well, but it doesn't say that.

MR. BRADBURY: But it uses the language to explain that detention of an enemy
combatant is an -- is expressly in the -- is unmistakably a traditional incident of the use of —-
and that's what -- that's what the authorization for the use of force is getting at.

But of course, the court didn't have to go on to say -- didn't have to hold that what this
means is the President can do anything, and it didn't have to hold -- I'm not saying it held
electronic surveillance of the enemy is part of that.

What we have set forth in the white paper is a history of the practice of the country in
wartime to demonstrate that communications intelligence targeted at the enemy is one of the
traditional and fundamental incidents of the use of force. And that's the only point.

QUESTION: Mr. Bradbury, this is Larry Abramson with National Public Radio.

Are you saying that the Foreign Intelligence Surveillance Act is basically null -and void until
the war on terror is over and that there's no real role for the Foreign Intelligence Surveillance
Court during this period?

MR. BRADBURY: Absolutely not. The FISA statute is a very valuable tool on the - in
the war on terror, and actually the department and the government have made full and
extensive use of FISA since 9/11. The number of FISA applications has ramped up
exponentially since 9/11. : : -

So FISA is not a moribund statute. FISA is an extremely valuable tool, and is used to the
fullest by the -- by the government.

QUESTION: Well, it's the cumulative knowledge that FISA was meant to deal with the
gathering of foreign intelligence surveillance, and now you're saying that the President has
the authority to do that without the court, so why would there be a need for two separate
tracks for gathering the same information?

MR. BRADBURY: Well, FISA is a very valuable tool, and it enables very extensive

surveillance, including domestic ~- particularly domestic surveillance, where you're talking
about a foreign intelligence purpose.

And the statute allows the government to undertake such surveillance and make use of that

surveillance for law enforcement purposes, for intelligence purposes -- extremely valuable
tool and one that is geared very extensively.

T think all we're saying is that, first of all, when Congress enacted FISA in 1978, that really
wasn't the final word on how the government and the President might respond in time of
war, in actual armed conflict, particularly following the sort of unprecedented catastrophic



attack on the United States that we had in 9/11.

And we believe that if you look at FISA by its terms and particularly its legislative history,
as well, that it was very evident that Congress, while some Member of Congress clearly had
the intent of regulating or restricting the foreign intelligence surveillance activities of the --
of the President, that the question of what would happen in an actual armed conflict where
the government was at war, where the country was at war and had been attacked, what you
see is that Congress -- Congress left open the possibility that subsequent Congresses would
enact specific authorizations, or different statutory authorizations, to address the
circumstances that might arise, and we think that's exactly what the authorization for the use
of military force is, because if you read the authorization for the use of military force to
exclude that fundamental incident of force, which is very essential, sort of a first step in the
use of force, which is communications intelligence, signals intelligence targeted at your
enemy to try to even identify who your enemy is and where he is, that -- that -- that that's a
natural incident of the -- of the authorization and that that's how Congress chose to deal with
the current, the specific circumstances of the current armed conflict.

QUESTION: Jim Angle -- over at Fox. Could I ask you a question about why you're going
through all of these other things?

Many national security experts say if you collected the information overseas, and the person
targeted is overseas, which is the explanation the Attorney General has given, the vice
president has given, then that does not require a FISA warrant even if one end is in the U.S.
Is that true, and if so, why not just say that FISA doesn't apply in these situations?

MR. BRADBURY Well that's true, and dependmg on the circumstances, Jim, in certain

circumstances that may be true. In other circumstances, Where you have one end in the
U.S., it may not.

And again, I can't get into -- I'm really not in a position to get into operational details about
the particular activities of the NSA, and that's why I say that, for purposes of this white

paper, we're just assuming, for purposes of this legal analysis, the activities in question - -

would constitute electronic surveillance that would be covered by the procedures of FISA --
otherwise be covered.

QUESTION: But unless you target someone in the United States, you're saying, it does -< = = -~ -~ = =

“unless you target them, it does not -- in other words, it's not 1n01dental -- then it does not
require a FISA warrant; is that correct?

MR. BRADBURY: FISA has a multi-layered and complicated definition of electronic
surveillance, which is what FISA -- it doesn't mean electronic surveillance in the colloquial
sense. Not all electronic surveillance, as we might think of it, would be covered by FISA.
But it has a very specific definition.

And part of the definition is, if it's a -- if it's elecﬁonic surveillance that particularly - or a
particular U.S. person.



Another part of it is if it's electronic surveillance over a wire, a wire -- of wire
communications that are acquired in the United States, and it doesn't -- and it doesn't talk
about specifically targeting a particular U.S. person.

QUESTION: Mr. Bradbury, it's Mike Isikoff with Newsweek.

The authorization for force in -~ after 9/11 related to the people who authorized, harbored,
committed, or aided in the planning and commission of the 9/11 attacks, the first sentence of
_your white paper here says, "The President is authorized electronic surveillance against
persons linked to al Qaeda or related terrorist organizations.” Who -- has "related terrorist -

organizations" been defined? What is the standard you're using here for who this program
can apply to?

MR. BRADBURY: Mike, I'm going to have to answer that in just very general terms,
because the specifics would get into the details of the activities, and I'm just not in a position
to talk about the classified aspects of the activities. That's why I sort of kept it at that level
of generality.

But I think there are well-established and ordinary principles from -- one source being
traditional laws of war and the principles of laws of war about who is affiliated with,
associated with, allied with your enemy for purposes of the - the kind of rules of
engagement, if you will, in the ongoing armed conflict.

So I think under sort of traditional law of war principles, you don't want to focus that
unreasonably narrowly, because that's just impractical.

I mean, the -- what we're dealing with here obviously is an enemy that metastizes, diffuses,
changes form, uses different names, uses different cells, front organizations, et cetera, and so
that's sort of the nature of the enemy. :

- QUESTION: Just to follow up on that, though, of course, FISA isn't restricted to people
having anything to do with al Qaeda. It is any, you know, designated foreign terrorist
organization or foreign power. But the authorization that you're - you know, the 9/11
authorization in Afghanistan is restricted to al Qaeda. And I'm wondering whether the NSA
program uses the broader FISA standard, which would be any terrorist organization,

whether it had anything to do with al Qaeda or not, or if you have a more narrowly focused
one.

And I'm still unclear from your answer just what this — you know, what this -- are there any
- written standards here at all as to who or what apphes?

MR. BRADBURY: Well, agaih, Mike, really, if there were such written standards, and
let's assume there are, that would all be part of the classified program, obviously. It would

- be part of the activity that -- at the NSA and- the authorization that the NSA within, you
- know, is undertaking.



Obviously, the program, the activities that the President described remain classified in all
respects. That the President has talked about the activities to the American people does not
mean that the program is no longer classified.

And so I guess that's as much as I can say. I am talking about what the President had
described.

QUESTION: So you're not gomg to answer whether the AUMS definition is being
followed under NSA?

MR. BRADBURY: No, I'm -- I'm saying that we believe the authorization for the use of
military force and the definitions and -- and the -- there's (inaudible) incidents that go along
with that to cover the activities that the President has described. :

QUESTION: This is Bob Dees with Cox Newspapers. I have a quick two-parter.

One is, you assert in your summary that the President has -- is the sole organ for the nation
with respect to foreign affairs. I'm wondering how that squares with things like the War
Powers Act and other aspects of Congressional authority. '

And second, how do you respond to people who are going to read this paper as a sort of
blank check giving the President limitless power in a time of war?

MR. BRADBURY: No, I think the activities that the President has described are narrowly
tailored.

~ We're talking about only international communications where one end is overseas, and we're
“talking about only communications where one party to the communication is -- there's a
reasonable basis to believe that one party to the communication is an agent or member of al
Qaeda or an affiliated terrorist organization, and again, only international communications.
- One end must be outside the United States.

So it's -- it's -- it is narrowly focused. It is not domestic surveillance. It is not broad
surveillance of U.S. citizens, et cetera. It's not surveillance of domestic groups or -- that get
into the sort of issues-that were raised in the past with the abuses that were examined by the
Church Commission.

In that way, the program was designed to protect -- to be protective of civil liberties and
consistent with (inaudible) and it undergoes periodic review for that -- for that purpose.

In terms of the — so in terms of the blank check point, as I've tried to -- as I've tried to
explain, it is limited by what is a traditional historically recognized incident of the use of

military force, and is not a -- is not a blank check that says the President can do anything he
wants.



In terms of the sole organ, that's of course a quote from the Supreme Court, and really what
that means, it goes back to principles enunciated by the founders in the Federalist Papers
that when it comes to responding to external threats to the country, protecting the country in
wartime, when it comes to interactions with foreign powers, the government was designed

to have a single executive who could act nimbly and agilely with speed as necessary to do
that. ' '

And in that sense, the President is the primary organ. Of course, we're not saying that
Congress has no role in time of war. There are well-recognized authorities for Congress in
the Constitution --

MR. ROEHRKASSE: We have time for two more questions.
QUESTION: Steve, this is Kevin Johnson at USA Today.

- Can ‘you -- are you saying that the AUMF supersedes FISA where they're in conflict,
specifically in Section 1811 that says the President, through the Attorney General, may
authorize electronic surveillance without a court order for a period not to exceed 15 calendar
days following a declaration of war by Congress? How does that square with what you're
saying, or is what youre saying that the AUMF supersedes anything where they're in
conflict?

MR. BRADBURY: We're not saying -- we don't need to say that the AUMF has repealed
FISA or supersedes FISA, though there are, frankly, decent arguments on that point, which
again we explained in'the paper, but rather, FISA itself contains an express provision that
says, except as authorized by statute.

So it's reasonably read to include -- to contemplate the possibility of an exception where -
Congress, by special statute, provides for -- provides a separate authority.

And so it's completely consistent with FISA. You don't - there isn't a direct conflict. There
isn't a tension.

This is a Category 1 case under Justice Jackson's concurring opinion in Youngstown Sheet
and Tube. It's a case where, as properly construed, the authorization for the use of military
force is a congressional endorsement of support for the President's use of his constitutional
-authority, and the two are married, and we're in a Category 1 situation.

QUESTION: Steve, it's Andrew Cohen with CBS News. Let me ask you a question.

~ It's hard to read this white paper of yours without also considering the two complaints that
were filed earlier in the week, and I'm wondering, to what extent should we consider this
white paper a preview of what you're going to say when you begin to defend those? And
also, what do you guys say to people like Christopher Hitchins, who what everyone thinks
of his writing is no enemy force? How are you going to resolve the issues that are raised by
those journalists and by those attorneys who are saying that, you know, their



communicaﬁons, their rights are being affected by your surveillance efforts?

MR. BRADBURY: Well, first of all, I guess I'd say I'm not a litigator, I'm not part of that
effort, and. obviously the government represented by the department will respond in due
course to the complaints that have been filed. :

This white paper that we're talking about today was not at all prepared or issued as a public
(inaudible) in connection with the litigation, was requested by the Attorney General to
provide a deeper and fuller analysis for purposes -- primarily for purposes of Congress and
-- and the public generally to get a better understanding of the analysis that the department
has gone through to conclude that the activities the President has described are lawful in all
respects.

MR. ROEHRKASSE: Perfect. Thank you ;zefy much. Again, for those that may have.
joined late, this call was on the record with Acting Assistant Attorney General Steven G.
Bradbury, and that's Acting Assistant Attorney General for the Office of Legal Counsel.

If youi have not received the document, please feel free to call our office and we'll send it to
you. : :

QUESTION: Thank you.
MR. BRADBURY: Thank you.

MR. ROEHRKASSE: All right, thanks.
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