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L. INTRODUCTION

The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), which
created the Privacy and Civil Liberties Oversight Board (Board), requires that “[n]ot less
frequently than annually, the Board shall Prepare a report to Congress, unclassified to the
greatest extent possible . . . on the Board’s major activities during the preceding period.”!
This report discusses the Board’s activities from its first meeting on March 14, 2006, at
which the Members were sworn in and an Executjve Director was appointed, through
March 1, 2007. This Teport contains no classified information,

Unlike other boards and commissions charged with addressing an issue, making
recommendations, issuing a report and then disbanding, this Board embodies a permanent
commitment to “ensure that concerns with respect to privacy and civil liberties are
appropriately considered in the implementation of laws, regulations and executive branch
policies related to efforts to protect the Nation against terrorism;”% As the Federal _ . --" Deleted: .
government works to prevent acts of terror a ainst the its citi

L

- - - 1 Deleted; ,
interests, it must do so in compliance with the law, protective of the rights and liberties
guaranteed by the Constitution, and consistent with the values we share as Americans.
The Board's statutory mandate and fundamental purpose is to further those objectives.
During its first year, the Board met approximately twice a month. The Board
dedicated itself to organization, staffing, and substantive background briefings on
significant Executive Branch anti-terrorism programs affecting privacy ri ghts and civil
liberties and meeting with interested members of the privacy and civil liberties { Deleted T
. . . . . . . i Deleted: Terrorist S :
community. These included meetings with the Director of National Intelligence, and the : {‘T)em_ . —
heads of the National Security Agency, the National Counterterrorism Center, the Federal | et —
Bureau of Investigation, and the Terrorist Screening Center as well as the National - | Deleted: Program
Security Advisor, the Homeland Security Advisor, the Secretary of Homeland Security, P { Deleted: Therefore, during —
the Attorney General, the White House Chief of Staff, the White House Counsel, and the * /| Deleted: . he Board was unable 1o J
Information Sharing Environment Program Manager. The Board has been fully briefed - ' 3%nd ,
at the highest level of classification on the NSA’s surveillance programs, the Treasury ".'.‘j.,’ MEm 1 Eﬁm
Department’s Terrorist Finance Tracking Program, and the National Counterterrorism "+ | apology; OLA says we should characterize
Center’s National Implementation Plan on the War on Terror. While the Board was T \ R Enatonal !
uaable pn its first year 1 spend as much time on evaluating and providing oversight of - - { Deleted: Houever J
programs most affecting privacy rights and civil liberties as it would have liked. sthis /.- { Formatted: Font; Times New D
Report describes in Section VI {The Year Ahead), the Board now has the appropriate | Formatted: Font: Times New T
foundation to provide the advice and oversight required by IRTPA. ; \Roman, 12 pt
+ | Formatted: Font: Times New

/| Roman, 12 pt j
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In order to stand up its operation during the first year, the Board allocated its
resources among three core areas, discussed below, to build a foundation on which to
offer substantive advice and oversight. Activities in these areas have helped the Board
establish its viability, subject matter expertise, and credibility. The Board unanimously
identified substantive accomplishments in these three areas at the outset as necessary
prerequisites for long term success and included them in its first annual agenda, adopted
in June, 2006. This first report to Congress outlines the Board’s activities in these areas:

Organization, Administration and Process. The Board understood that, due to
its part-time Membership, it had to establish the means and infrastructure necessary to
help it accomplish its statutory mission. Toward that end, it has hired a professional staff,
reached agreement with the Director of National Intefligence on the scope and logistics of
detailing additional staff from within the intelligence community, acquired the necessary
security clearances, built out appropriate office space with secured facilities for classified
information, and developed a web site for communication with the public. Due 1o its
position within the White House Office, the Board receives additional administrative
support from White House staff, '

Education and Outreach. The Board has engaged policy officials and experts
within the Executive Branch, Congress, the public, and private, non-profit, and academic
institutions. It has taken great care and exercised due diligence to become familiar with
the departments and agencies responsible for protecting the Nation against terrorism by
meeting with senior officials, examining their missions and legal authorities, learning of
their specific programs, and reviewing their operational methodologies and privacy and
civil liberties training, reporting, and auditing programs. For example, the Board has met
personally, among others, with the Attorney General, the Secretary of the Department of
Homeland Security, the Director of National Intelligence, the Directors of the National
Counterterrorism Center and National Security Agency, the Information Sharing
Environment Program Manager, the Undersecretary of the Treasury for Terrorism and
Financial Intelligence, and the President’s senior staff. Among other non-governmental
experts and advocacy groups, it has met with representatives from the American Civil
Liberties Union, the Electronic Privacy Information Center, the Center for Democracy
and Technology, the Markle Foundation, and the American Conservative Union. It also
held its first public forum at Georgetown University on December 5, 2006.

As a part of this education and outreach effort, the Board has made it a priority to
work with a new and growing network of Executive Branch homeland security
professionals specifically dedicated to consideration of privacy and civil liberties issues.
The Board considers one of its fundamental responsibilities fostering a sense of
community among these new professional privacy and civil liberties officers and
members of the relevant professions that have existed within the Federal government for
decades, including attorneys, inspectors general, and relevant program policy officials.
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The Board intends to continue providing these offices with the necessary sipport to
enable them better to accomplish their own responsibilities.

Issue Prioritization. The Board’s statutory authority is broad. The Board has
focused on those issues that could provide the most value for the American people, the
President, and the Executive Branch. Policies and programs warranting the Board’s
attention will evolve over time. Identification of these priorities will necessarily change
as new initiatives are considered, developed, and implemented. This report outlines the

process and consideration undertaken by the Board in developing and reviewing those
issues.

With these foundational accomplishments behind it, the Board stands at the

beginning of its second year well equipped to further address the substantive issues of its
statutory mandate.




meeting with senior officials, examining their missions angd legal authorities
their specific programs, and reviewing their operational methodolog;
civil liberties training, reporting, and auditing programs. For example, the Board has met
personally, among others, with the Attorney General, the Secretary of the Department of
Homeland Security, the Director of National Intelligence, the Directors of the National
Counterterrorism Center and National Security Agency, the Information Sharing
Environment Program Manager, the Undersecretary of the Treasury for Terrorism and
Financial Intelligence, and the President’s senior staff. Among other non-governmental
experts and advocacy groups, it has met with Tepresentatives from the American Civil
Liberties Union, the Electronic Privacy Information Center, the Center for Democracy
and Technology, the Markle Foundation, and the American Conservative Union. It also
held its first public forum at Georgetown University on December 5, 2006

As a part of this education and outreach effort, the Board has made it a priority to
work with a new and growing network of Executive Branch homeland security
professionals specifically dedicated to consideration of privacy and civil liberties issues.




H.  HISTORY AND MISSION

Following the attacks of September 11, 2001, Congress and the President
established the National Commission on Terrorist Attacks on the United States (9/11
Commission or Commission), a bipartisan panel charged with investi gating the events of
9/11 and offering “recommendations designed to guard against future attacks.” As the
Commission acknowledged, many of its recommendations “callfed] for the government
to increase its presence in our lives —for example, by creating standards for the issuance - { Deleted: — )

of forms of identification, by better securing our borders, by sharing information gathered
by many different agencies.™ However, the Commission also noted that “[tlhe choice
between security and liberty is a false choice, as nothing is more likely to endanger
America’s liberties than the success of a terrorist attack at horne,”> Consequently, the
Commission also recommended the creation of “a board within the Executive Branch to
oversee . . . the commitment the government makes to defend our civil liberties.”® In
order to implement the Commission’s numerous recommendations, Congress passed, and
President Bush signed, the Intelligence Reform and Terrorism Prevention Act of 2004.7
Among other actions - including reshaping the intelligence community under one
Director of National Intelligence® - IRTPA authorized the creation of the Privacy and
Civil Liberties Oversight Board.

IRTPA requires the Board to “ensure that concerns with respect to privacy and
civil liberties are appropriately considered in the implementation of laws, regulations, and
executive branch policies related to efforts to protect the Nation against terrorism.”® In
carrying out this mandate, the Board has two primary tasks. First, it must “advise the
President and the head of any department or agency of the Executive Branch to ensure
. that privacy and civil liberties are appropriately considered in the development and

implementation”'? of “laws, regulations, and executive branch policies related to efforts
to protect the Nation from terrorism.”! Second, it must exercise oversight by

3 National Commission on Terrorist Attacks on the United States, available at
http:/fwww 9-1 lcommission.gov/about/index.htm (last accessed Nov. 1, 2006).

* THE 9/11 CoMMISSION REPORT, 393.94 (2004), available at http:/fwww 9-
1 lcommission.govlreport/91 1Report.pdf (last accessed Nov. 1, 2006).

’ Id. at 395.
®1d.
" Pub. L. 108-458 (Dec. 17, 2004),
- 1 Deleted: M, tably, IR-TPA
SJ ‘_i_§, l(_)ql_ ‘:’t:g_eg el -7 dramaticatly r(:,::lzged tl);e inteltigence
9 community by consolidating inteiligence
Id. § 1061 (C)(3) officials under one Director of National

Intelligence.

° 1d. § 1061(c)(1)(C) (emphasis added).
1d. § 1061(c)(1)(B).




terrorism to ensure that Privacy and civil liberties are protected.”’? The statute expressly
requires the Board to advise!? and oversee'* the creation and implementation of the
Information Sharing Environment (ISE).

expeditiously provide Board members and staff with appropriate security clearances,™ !¢
The Board may also demand that persons other than departments, agencies, and elements
of the Executive Branch provide “relevant information, documents, reports, answers,
records, accounts, papers, and other documentary and testimonial evidence.”!” Ifa
Federal agency, official, or other relevant persons choose not to produce information
requested by the Board, the Board may pursue a remedy by notifying the Attorney
General or the head of the Televant agency. The Attorney General may then “take such
Steps as appropriate to ensyre compliance” with the Board’s request, including issuing
subpoenas, '® Although the Board may have general access to
carry out its responsibilities,”" materials may be withheld if “the National Intelligence
Director, in consultation with the Attorney General, determines that it is necessary . . . to
protect the national security interests of the United States”” or if the Attorney General
determines that it is necessary to withhold information “to protect sensitive law
enforcement or counterterrorism information or ongoing operations,”?!

1d. g 1061(c)(2)(A).

P 1d. § 1061(d)(2).

" 1d. 1061(cx2)(B).

P 1d. § 1061(a)(1)(A).

' 1d. § 1061(h).

" 1d. § 1061(d)(1)(D)(i).
" 1d. § 1061(d)(2)(B).

P 1d. § 1061(d)(1).

® 1d. § 1061(d)4)(A).
2 1d. § 1061(d)(4)(B).

i Deletad: 1 :
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As shown in the Board’s location, assigned roles, and authority, IRTPA did not
create an independent watchdog entity in the nature of an inspector general.* Rather, the
statirte created a Board that operates within the Executive € )_i'_zcw_h_@rj_&l’g\_uyg and :W
ultimately reports to the President. The statute requires tHe Board to produce an annual —
report to Congress only “on (its] major activities”* — not on all of its internal
deliberations and recommendations. The statute expressly places the Board within the

specific EOP entity; As the Statute explicitly acknowledges, all five Board Members - - { Comment [SMW2]: ovp e
(like other EOP and WHOemployees) serve ar the'pleasure of the President.” By -~ - - - -~ @u discussion re level of detai 7
empowering the Board with broad access to records, IRTPA has created a Board that can ) {ﬂ,w; Font; Times New j

The Board acts in concert with a robust and developing privacy and civil liberties
(PCL) infrastructure that is aiready operating throughout every major anti-terrorism
agency, including the Department of Homeland Security (DHS), the Department of
Justice (DOJ), and the Office of the Director of National Intelligence (ODND.*® In most
cases, these PCL offices are headed by officials with direct access to their agency heads,

2 See, e.g., the Federal Inspector General Act of 1978, 5 Us.C. Appx § 1 er seq.
B IRTPA § 1061(c)(4).

4 Although the statute subjects the Board to the Freedom of Information Act (FOILA), see
id. § 1061(i)(2), the regular exemptions to FOIA disclosure still apply. See 5U.S.C. §
552(b).

* IRTPA § 1061(e)(1)(E) (“The chairman, vice chairman, and other members of the
Board shall each serve at the pleasure of the President,™).

% n IRTPA, Congress expressed its sense “that each executive department or agency
with law enforcement or antiterrorism functions should designate a privacy and civil
liberties officer.” 1d. § 1062.

* Infra Part V.B.2.
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IRTPA also sets the qualifications of the Board’s Members. The President must
appoint as Members “trustworthy and distinguished citizens outside the Federal

¢ CarolE. Dinkins, Chairman — Formerly served as Deputy Attorney General and
Assistant Attorney General in charge of the Department of Justice’s Environment
and Natural Resources Division. She is g partner with Vinson & Elkins, L.I.P. in

author on privacy, data protection, and information security. He s a partner in
Sidley Austin’s Washington, DC office.

* Lanny J. Davis - Served as Special Counsel to President Bill Clinton and is a
noted author und frequent television commentator, He js a partner in Orrick,
Herrington and Sutcliffe’s Washington, DC office.

¢ Theodore B. Oison - Served as U.S. Solicitor General from 2001-2004 and as
Assistant Attorney General for the Office of Legal Counsel from 1981-1984. M.
Olson is one of the Nation’s premier appellate and Supreme Court advocates and
is a partner in Gibson, Dunn and Crutcher’s Washington, DC office.

B IRTPA § 1061(e)(1)(C).
P 1d. § 1061(e)(1)(B).
% See EO 13353 (Aug, 27, 2004).
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Deputy Attorney General and consisted of twenty-two representatives from the
Departments of State, Defense, Justice, Treasury, Health and Human Services, and
Homeland Security, the Intelligence Community, and the Office of Management and
Budget. ™! Following the enactment of IRPTA and the creation of the Board, the
President’s Board disbanded ttself and transferred its papers to Board staff.

In addition to IRTPA, the Board works within the legal framework that guides ail
efforts to protect the Nation against terrorism.** Consequently, the Board has gathered

and familiarized itself with relevant seminal documents and authorities that impact its
mission.

3! The President’s Board met as a full group six times and organized itself into six
subcommittees. The six subcommittees included Investigative Legal Authorities,
Redress Systems, Data Collection and Sharing Standards, Engagement with Arab- _ .-~ Deleted: ; )

American Communities, Public Outreach, and Policies and Procedures.

32 See, e.g., IRTPA § 1061(d)1) (a]lowing the Board to obtain documents subject to the
statute’s restrictions and “to the extent permitted by law™).

* This list includes, but is not necessarily limited to: U.S. CONSTITUTION: BILL OF * -~~~ { Formatted: Space After: 6 pt
RIGHTS; Foreign Intelligence Surveillance Act of 1978 (FISA), 530.US.C. § 1 80let . {Deleted: 36 )

seq.; Strengthening the Sharing of Terrorism Information to Protect Americans, EQ
13388, 70 Fed. Reg. 62023 (Oct. 27, 2005); Strengthening the Sharing of Terrorism
information to Protect Americans, EO 13356 (Aug. 27, 2004), 69 Fed. Reg. 53599 (Sept.
1, 2004); Strengthened Management of the Intelligence Community, EO 13355 (Aug. 27,
2004), 69 Fed. Reg. 53593 (Sept. I, 2004); National Counterterrorism Center, EO 13354
(Aug. 27, 2004), 69 Fed. Reg. 53589 (Sept. 1, 2004); Establishing the President's Board
on Safeguarding Americans’ Civil Liberties, EO 13353 (Aug. 27, 2004), 69 Fed.

Reg. 53585 (Sept. 1, 2004); Conduct of Intelligence Activities, EQ 12333, 46 Fed. Reg.
59941 (1981); Memoranda from the President to Congress and Executive Departments
and Agencies: Guidelines and Requirements in Support of the Information Sharing
Environment (Dec. 16, 2003), available at
http://www.whitehouse.gov/news/releases/2005/ 12/20051216-10.html (last accessed Jan.
4, 2006); THE 9/11 COMMISSION REPORT; COMMISSION ON THE INTELLIGENCE
CAPABILITIES OF THE UNITED STATES REGARDING WEAPONS OF MASS DESTRUCTION:
REPORT TO THE PRESIDENT OF THE UNITED STATES (March 31, 2005).
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II1. ORGANIZATION, ADMINISTRATION AND PROCESS

The Board has established and instituted the means and infrastructure to support it
m accomplishing its statutory mission. As mentioned previously, the Board operates
within the White House Office, a unit within the Executive Office of the President.
Given this placement. the Board follows established White House Office policies in
carrying out its administrative and budgetary responsibilities.

A. Necessary Administrative Actions and Budget

In order to manage its everyday affairs, the Board has hired a full-time staff. As
an initial matter, it hired an Executive Director ~ Mark A. Robbins, who previously
served as General Counsel of the U.S. Office of Personnel Management. Shortly
thereafter, it hired a Deputy Executive Director and Counsel, Seth M. Wood, and a Staff
Assistant, John V. Coghlan. The Board’s staff communicates on a daily basis with all
Members and regularty reports its activities to the Board. Staff — in conjunction with the

Office of Govemmen;ﬁthip§{4_apg ethics counsel within the White House Counsel’s . - { Deteted: a1

office — have identified and clarified the relevant legal, ethical, and financial rules and
guidelines applicable to special government employees,> as defined by law. The
Members have entered into ethics agreements which ensure that their activities on behalf
of clients and employers do not conflict with their service on the Board.

The Board has also begun the process of securing detailees from other agencies.*®
Then-Director of National Intelligence John Negroponte determined that a detaj]

assignment to the Board for a period of one year will fulfill the “joint duty” requirement - |_Peleted: billing

for professional advancement within the intelligence community and requested that each
of the 16 intelligence agencies reporting to ODNI propose candidates for such a detail
assignment.”” The Board is not responsible for reimbursing host agencies for detailees
under the provisions of IRTPA.

* Members and staff have held two formal meetings with the Office of Governmen‘_ D tbeietem al

Ethics and have sought informal advice as needed.

* Due to their part-time status, Board Members are classified as special government
employees. 18 U.S.C, § 202(a) (defining a “special government employee™ as one “who
is retained, designated, appointed, or employed to perform, with or without
compensation, for not to exceed one hundred and thirty days during any period of three
hundred and sixty-five consecutive days”). In order to determine a Member’s
employment status, staff has established a process for reporting and recordin g the time
Members spend on Board activity.

S IRTPA § 1061(g)(2).

" IRTPA also authorizes the Board to hire the services of consultants as necessary.




DRAFT

As a WHO unit, the Board did not have to hire separate staff dedicated to press
and communications, legislative affairs, administration, or information technology but
instead has utilized the services of the relevant components of the White House Office.
The Board’s administrative Support staff has been integrated into the regular operations
of the WHO and attends regularly-scheduled meetings with the White House Office of
Management and Administration,

IRTPA requires the Board to adopt rules and procedures for physical,
communications, computer, document, personnel, and other security in relation to the

obligations, For example, working with the relevant Executive authorities, Members and
staff have obtained Top Secret/SCI clearances. Staff and OA have also constructed
appropriate office space™® to house the Board’s operations within the White House

The Chairman, Vice Chairman, and Board staff were issued passes that allow
them general access to the White House complex.

With the assistance of White House administrative staff and the EOP Office of
Administration, the Board has developed a working budget for fiscal years 2006 and
2007. Inits FY 2006 appropriations bill, Congress specified that “of the funds
appropriated [to the White House Office,} $1,500,000 shail be for the Privacy and Civil
Liberties Oversi ght Board.™® The Board was in existence for only half of FY 2006.

An estimate of specific line item costs incurred by the Board to date includes the
following items:

*  3$340,000 for full-time staff salaries and benefits

* 360,000 for Member and staff security clearances and background investi gations

38 The Board’s office and suite are located at 1724 F St. NW in Washington, DC.

* House Rep. No. 109-307 at 78 (Nov. 18, 2005), accompanying passage of Pub. L. 109-
115 (Nov. 30, 2005).

10

.1 Comment [WH3): wH Staff objects
" | o this icvel of detail,

LR {lrmatmd: Font: Times New j
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. *  $13.000 for Member travel costs
s $103,000 for Member per-diem payments

As noted above, the Board was not responsible for providing the tunds for the
significant costs associated with the build out of its office Space, including secure
facilities for the review and storage of classified documents; the laying of secure
communications line under F Street, between the Board's suite and the White House
complex; office rent or utilities costs; office information technology costs and support;

and costs associated with detailed employees from the Executive Branch, which will | Comment [WH4]: WH Seaff opposes |
account for a significant portion of jts staffing needs in the year to come. ‘ e Miscussion of budger specifics. '
. The Board is able to meet its statutory responsibilities under the present budget P gg;::ftﬁd;fmt: Times New J
arrangement and funds available, T {ve , ~
————————————————————————————————————————— -~ Deleted: satisfied that it is
. . " { Deteted: 101t
B. Substantive Actions to Fulfill Statutory Mandate

In carrying out its substantive statutory mandates, the Board has formally met
twenty-three times in its first year. All but five of these meetings occurred in person and

1)

DC - within the White House complex, at various departments and agencies, and one
meeting at Georgetown University. To place the activity of the Board’s part-time
membership in perspective, the Board has formally met an average of about once every
two weeks. Members always remain in hear-constant communication with each other
and the staff through e-mail and telephone. In the first few months of operation, the

. Board adopted a number of formative procedures and policies, including issue
prioritization, everyday operations, public communications, and analytical
methodologies.

As an initial matter, the Board adopted its first annual agenda. The agenda
functioned as a business plan by allocating responsibility for tasks among staff and
setting expectations regarding how the Board would function. It also served as a
substantive agenda by laying out an initial list of issues on which the Board agreed to
focus its energies. The Board adopted a communications plan that laid out a strategy for
engaging the public through direct means (such as a website and publications in the
Federal Register) and through media outlets (both traditional and emerging). As part of
its direct communication strategy, the Board approved the creation of a web site —
www.privacyboard.gov :,Vt_p_dfigqu_sa,[he_]_iga:rdfsihigt_oiry, mission, and activities and - ‘@leted: -
T &k!hed: es

provide the public access to Board Member biographies, Board statements, and other
related documents. The web site also Serves as a means by which the public may contact

-

11
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/| Deleted: Additionally, the Board has
promulgated interim regulations o
implement the Freedom of Information
Act (FOIA).

the Board. | _ -7

The Board also developed a series of preliminary processes, procedures, and
methods by which it could fulfill its advice and oversight responsibilities to the President
and Executive Branch agency heads. Of greatest importance, it agreed upon a
methodology for analyzing and evaluating proposed programs. It established both a
regular means for Board staff to report their activities to the Members and a means of
discussing issues and offering possible actions for the Board to take. It also adopted a set
of White House Security Guidelines. These processes and templates are discussed in
greater detail in Section V.A.

12



DRAFT

IV, OUTREACH AND EDUCATION

ines of Communication withip and
on relevant issyes of interest and

concem relating to efforts to protect the Nation against terrorism, and to educate others

on 1ts mission and oversight and advisory roles.

A, The White House and Executive Office of the President

The Board has me

t personally with the following principal senior White House
officials:

* Chief of Staff Joshua B. Boiten and then-Chief of Staff Andrew Card

¢ National Security Advisor Stephen J. Hadley

* Homeland Security and Counterterrorism Advisor Frances F. Townsend

* Counsel to the President Fred Fielding and then-Counsel Harriet Miers

* Staff Secretary Raul F. Yanes (and also while he served as General Counsel of the
Office of Management and Budget).

* A.B. Culvahouse, Chairman of the Intelligence Oversight Board and member of . dlf Comment [WHS): WH Staff opposes |
the President’s Foreign Intelligence Advisory Board. . e ... ... .7 { useofpersonal names. .
these meetings have allowed the Board to forge strong working relationships ____ -~ Formatted: Fort: Tmes hew ]

Security Council, Homeland Security Council, Office of Management and Budget, Office
of the Counsel to the President, and the President’s Fore; gn Intelligence Advisory Board
and Intelligence Oversight Board, among others. Additionally, the Board's professional

staff meets weekly with an EQP working group which consists of commissioned officer

13
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fepresentatives from the Office of the White House Chief of Staff, the National Security
Council, the Homeland Security Council, the Office of the Counsel to the President, the
Office of Legislative Affairs, the Office of Communications, and the Office of
Management and Budget.

B. Executive Branch

The Board has also met with senior administration officials throughout the
Executive Branch who have responsibilities for developing and implementing war-on-
terrorism policies and strategies. These officials include:

* Attorney General Alberto Gonzales
o Deputy Attorney General Paul McNuity
©  Assistant Attorney General for Legal Poliéy Rachel Brand
O Assistant Attorney General for National Security Kenneth L. Wainstein.

o Acting-Assistant Attorney General for Legal Counsel Stephen G.
Bradbury

® The Secretary for Homeland Security Michael Chertoff

* Department of the Treasury Under Secretary for Terrorism and Financial
Intelligence Stuart Levey

o Assistant Secretary for Intelli gence and Analysis Janice B. Gardner
* Then-Director of National Intelligence John Negroponte
o Then-Principal Deputy DNI (now CIA Director) General Michael Hayden

© Information Sharing Environment (ISE) Program Manager Ambassador
Thomas McNamara

o ODNI General Counsel Benjamin A. Powell

* FBI Director Robert Mueller

14
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* Director of the National Security Agency Lt. General Keith Alexander
o Then-National Security Agency Inspector General Joel Brenner
o Director of Signals Intelligence Directorate James Cusick

o General Counsel Vito Potenza

* Director of the National Counterterrorism Center Vice Admiral John Scotr Redd.,
USN {Rel.;

o Deputy Director for Strategic Operational Planning, Vice Admiral Bert
Calland

& Then-Director of the Terrorist Screening Center Donna Buceila.

The Board and its staff have made repeated visits to a number of government
facilities to observe how those agencies operate, develop anti-terror policies, and train
their employees to protect privacy and civil liberties. On-site visits also tend to promote
a high-quality dialogue between Board Members and advisors. Consequently, the Board
has personally visited the Department of Justice, the Department of Homeland Security,
the National Security Agency, the National Counterterrorism Center, the Terrorist
Screening Center, the Federal Bureau of Investigation, and the Department of Defense
Counterintelligence Field Activity Office.

Perhaps most importantly, the Board has established strong working relationships
with the developing privacy and civil liberties offices within the government’s anti-terror
agencies. These offices and officers advance privacy and civil liberties at the ground
level and generally have the greatest practical impact on the development and
implementation of policies within their respective agencies. The privacy .nd civil
Ehertes offices with which the Board works most closely include those at the
Department of Justice, the Department of Homeland Security, and the Office of the
Director of National Intelligence. These officials have likewise developed lines of
communication and authority within their organizations’ structure.

These relationships allow the Board to encourage the sharing of information and
best practices among those offices. The relationships have also allowed the Board to
coordinate and offer assistance when the privacy or civi] libeities officers encounter
problems. The Board has helped and will continue to help coordinate and foster the
development of a privacy and civil liberties infrastructure throu ghout the Executive
Branch. This portion of the Report includes a brief summary of the PCL offices’ major
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activities over the last year and is in addition to the Board's own independent activities
described in Part V. jnfra.

* Department of Justice: Like the Board, over the past year the DOJ Privacy and
Civil Liberties Office has also begun its early work in earnest. The Violence
Against Women and Department of Justice Reauthorization Act of 2005*
required the Attorney General to appoint a senior official to assume primary
responsibility for privacy policy. The Attorney General appointed Jane C.
Horvath as the Department’s first Chief Privacy and Civil Liberties Officer on
February 21, 2006. Placed within the Office of the Deputy Attorney General, the
DOIJ Privacy Office considers issues relating to the Privacy Act, privacy and civil
liberties, and e-government compliance. Among other activities, this office

loined DHS in the delegation that represented the United States in negotiations

information from Europe to the Bureau of Customs and Border Protection. In
participating in these negotiations, this defegation helped ensure that all parties

adequately considered privacy and civil liberties interests. In conjunction with the

ODNI Civil Liberties and Privacy Office, Jhe DOJ Privacy Office also helped

draft privacy guidelines governing the ISE. The office has also worked with the ~
Board and other privacy and civil liberties offices to assist in drafting a

Memorandum of Understanding that will establish standardized procedures to
address complaints regarding air travel watch lists;

» The Office of the Director of National Intelligence: Like the Board, the ODNI
Civil Liberties and Privacy Office (CLPO) came into existence with the passage
of IRTPA. The statute requires CLPO to ensure that civil liberties and privacy
protections are appropriately incorporated into the policies of the ODNT and the
intelligence community, oversee compliance by the ODNI with legal
requirements relating to civil liberties and privacy, review complaints about
potential abuses of privacy and civil liberties in ODNI programs and activities,
and ensure that technologies sustain and do not erode privacy. The Director of
National Intelligence appointed Alexander W. Joel to lead the CLPO, and Mr.
Joel hired a deputy to address privacy issues and another deputy to consider civil
liberties concerns. [n addition 1o completing a pumber of necessary stand-up
requitements. the ODNT has. throush the work of the CLPO, estublished internal
ODNI policy for Protection of Privacy and Civil Liberties. In addition, the CLPO
has identified a senior ofticial at each i neelligence agency (o serve as the focal
point of privacy and civil liberries issues at that agency. Perhaps most
tmportantly. the CLPO co-drafted the privacy proteciion guidelines that govern
the Information Sharine Environment. and i co-chairing the process for ensuring
that agencies have sufficient suidance and support to implement the euidelines
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The DHS Office for Civil Rights and Civil Liberties (CRCL) has a relatively
broad responsibility to ensure that DHS programs and activities comply with
constitutional, statutory, regulatory, policy, and other requirements related to civil
rights and civil liberties. It also must investigate complaints that allege possible
abuses of civil rights or civil liberties. The CRCL is led by Daniel W. Sutherland,
the Officer for Civil Rights and Civil Liberties. Of specific relevance to the
Board, the CRCL has focused a great deal of its efforts on resolving complaints
arising from the use of aviation watch lists. Along these same lines, the CRCL
has worked with the Board and other privacy officers to develop a standardized
procedure — to be embodied in a Memorandum of Understanding - to resolve
watch list complaints.

The Departments of State, Treasury, and Defense have also designated officials to
act as privacy points of contact for the Board. The Board anticipates and looks forward
to building similar working relationships with other privacy and civil liberties offices
throughout the Executive Branch.

C. Congress

Board Members and the White House Office of Legislative Affairs have reached
out to Senators and Representatives to brief them on the Board’s mission, priorities, and
activities, as appropriate. The Chairman and Vice Chairman have responded to all
Congressionat requests for testimony. The Board has also authorized its Executive
Director to ensure that appropriate lines of communication and information exist between
it and Congress. These Congressional interactions include the following:

* On November 8, 2005, Carol Dinkins and Alan Raul testified at their
confirmation hearing before the Senate J udiciary Committee. Prior 1o their
confirmation hearing, they conducted courtesy visits with Senators Richard J.

Durbin, Edward M. Kennedy, Arlen Specter, Jeff Sessions, and John Cornyn, .

* On May 4, 2006, the Executive Director met with a bipartisan group of staff from
the House Permanent Select Committee on Intelli gence,

®  On June 6, 2006, Chairman Dinkins and Vice Chairman Raul testified before the
House Government Reform Subcommittee on National Security, Emerging
Threats, and International Relations.

* On August 10, 2006, the Executive Director met with majority staff from the
Senate Comrmittee on Homeland Security and Governmental Affairs.

18

, @elehed: , and Arlen Specter

B




DRAFT

* On November 3, 2006, the Executive Director met with minority staff from the
Senate Judiciary and Senate Homeland Security and Governmental Affairs
Committees.

* The Executive Director worked with Senate Judiciary Committee staff regarding
certain administrative matters relating to confirmation materials.

* On November 27, 2006, Carol Dinkins, Alan Raul and Lanny Davis briefed
bipartisan staff from the Senate J udiciary, Intelligence and Homeland Security
Committees.

* On December 13, 2006, the Executive Director met with staff of Representatives
Shays, Maloney, and Thompson.

* On December 19, 2006, Member Lanny Davis and the Executive Director met
with staft to Senators Lieberman and Durbin.

* On February 8, 2007 the Executive Director met with minority staff of the House
Judiciary Subcommittee on Crime, Terrorism and Homeland Security.

* The Board has either corresponded with individual Members of Congress or been
the subject of correspondence between Members and the Executive Office of the
President on a number of occasions since enactment of the Intelligence Reform
and Terrorism Prevention Act of 2004.49,

D. Media

The Board works in coordination with the White House Communications and
Press offices. On September 10, 2006, Members Lanny Davis and Ted Olson appeared
on a Discovery Channel special hosted by Ted Koppel entitied The Price of Security.
Members of the media were invited to attend the Board’s December 5, 2006 public
meeting, and Board Members gave numerous interviews following that event.
Additionally, media representatives are encouraged to monitor the Board’s web page
(Wwww.privacyboard.gov) for activities and statements. The Board has been the subject of

* The Board and its activities have been referenced in two Congressional reports: ( 1)
House Permanent Select Committee on Intelligence Oversj ght Subcommittee’s report:
Initial Assessment on the Implementation of the Intelligence Reform and Terrorism
Prevention Act of 2004 (July, 2006): and (2) Government Accountability Office report:
Terrorist Warch List Screening: Efforts to felp Reduce Adverse Effects on the Public
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numerous articles nation-wide in the press and on-line. Members believe they have
responded to all requests for interviews or comments.

E. Private Sector, Non-profit, Academic, and Advocacy Groups and Experts

The Board has set as a high priority engaging in a productive and ongoing
dialogue with privacy, non-profit, and academic organizations within the privacy and
civil liberties community. These conversations have helped identify issues important to
the community, exchange ideas regarding how to craft anti-terrorism policies and
procedures, and establish trust between the Board and the community. For example, the
Board has strived to communicate regularly with the co-chairs of the 9/11 Commission,
Governor Thomas Kean and Congressman Lee Hamilton.** Chairman Dinkins and Vice
Chairman Raul met collectively with Governor Kean and Congressman Hamilton and
apprised them of the Board’s major activities. They have also held individual telephone
conferences with Governor Kean and Congressman Hamilton, Following the December
telephone conference, Congressman Hamilton requested the Board’s executive director to
contact him every 60 days with additional updates on the Board/s efforts. In addition, the

Board’s executive director has met with then-State Department Counselor and former
Commission executive director Philip D. Zelikow and Commission General Counsel
Daniel Marcus. The Board is dedicated to meeting the letter and spirit of the 9/11
Commission’s recommendations, consistent with its statutory authority, and looks
forward to continued contact with the Commission’s co-chairs,

Additionally, the Chairman and Vice Chairman met with representatives from the
American Civil Liberties Union and the Center for Democracy and Technology within
the first two months of the Board’s operation. The Board also has held meetings with:
the American Conservative Union; the Center for Strategic and International Studies; the
Electronic Privacy Information Center and the Privacy Coalition;, the Markle Foundation;

Cato Institute; the Heritage Foundation: the Liberty Coalition; and the National Institute
of Standards and Technology. Board representatives have appeared at the Progress and

Freedom Foundation’s Annual Aspen Summit, the U.S. Army Judge Advocate General's L

School Advanced Intelligence Law Conference. and the Intelink and the Information
Sharing Conference and Technology Exposition,

The Board has also appeared before or participated in advisory committees and
workshops conducted by DHS (the Data Privacy and Integrity Advisory Committee);
ODNI (Privacy Protection Technologies Workshops hosted by ODNI and the Disruptive
Technologies Office); DOJ (Intergovernmental Privacy Issues Forum and Global Justice
Information Sharing Initiative, Global Advisory Committee); American University
(Masters of Public Administration Seminar on Separation of Powers); and National

** As noted previously, the Commission’s recommendations led to the Board’s creation.

2]
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Academies of Science (Committee on Technical and Privacy Dimensions of Information
for Terrorism Prevention and other National Goals).

On December 5, 2006, Georgetown University’s Institute for International Law
and Politics hosted the Board’s seventeenth meeting, a public forum discussion between
the Board. privacy and civil liberties advocacy groups, academicians, and the public. The
Board was joined by Alexander W. Joel, Civil Liberties Protection Officer at the Office
of the Director of National Intellj gence; Jane C. Horvath, Chief Privacy and Civil
Liberties Officer at the Department of Justice; and Daniel Sutherland, Officer for Civil
Rights and Civil Liberties at the Department of Homeland Security. Panelists included
Caroline Fredrickson, Director of the Washington Legislative Office of the American
Civil Liberties Union; David Keene, Chairman of the American Conservative Union and
Co-chair of the Constitution Project’s Liberty and Security Initiative; Marc Rotenberg,
Executive Director of the Electronic Privacy Information Center; Michael Ostrolenk, Co-
founder and National Director of the Liberty Coalition; Brian Walsh, Senior Legal
Research Fellow at the Heritage Foundation; James Dempsey, a member of the Markle
Foundation Task Force on National Security in the Information Age; Fred Cate,
Distinguished Professor and Director for the Center for Applied Cybersecurity Research
at Indiana University; Peter Swire, the C. William O’Neill Professor of Law at Ohio State
University and former Chief Counselor for Privacy in the U.S. Office of Management
and Budget under President Clinton; Neal K. Katyal, Professor of Law at Georgetown
University; and Anthony Clark Arend, Professor of Government and Foreign Service and
Director of the Institute for International Law and Politics at Georgetown University.

F. International Forums

As appropriate, the Board intends to participate in international discussions on
issues of relevance and interest. For example, Vice Chairman Alan Raul represented the
Board as a member of the U.S. delegation to the 28th International Data Protection and
Privacy Commissioners’ Conference in London on November 2 and 3, 2006. This is an
annual gathering of the various European Union and other International Data Protection
officers. The U.S. has observer status to this conference. The delegation is led by the
Department of Homeland Security and also includes representatives from the Department
of Justice and Federal Trade Commission,
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V. ISSUE IDENTIFICATION, PRIORITIZATION, AND
DISCUSSION

As previously explained, IRTPA vests the Board with the broad mandate to
provide advice and oversight concerning “regulations, executive branch policies, and
procedures (including the implementation of such regulations, policies, and procedures),
related laws pertaining to efforts to protect the Nation from terrorism, and other actions
by the executive branch related to efforts to protect the Nation from terrorism,”*
Consistent with these statutory responsibilities, the Board considered how it could set its
scope, agenda, and methodology in order to advise the President in as effective a manner
as possible and in a manner that will bring the greatest value to the American people. To
these ends, the Board began to identify and evaluate proposed and existing programs and
policies that fall within its statutory mandate, Obviously, the list of policies and
programs warranting the Board’s attention will evolve over time. Additionally, as new
policies are considered, developed, and implemented, the Board’s identification of
priorities will necessarily change as well,

As a general matter, the Board encounters and engages issues using one of three
approaches:

* Vertical Review: At the direction of the President, through the request of an
Executive Branch department or agency head, or as a result of selfjnitiation, the

Board engages in an in-depth review and analysis of a particular policy or
program.

* Horizontal Review: The Board examines an issue as part of existing policy

development and implementation processes within the Executive Office of the _ . - - { Deleted: tht presently exist

President and the Executive Branch. The Office of Management and Budget
(OMB) has integrated the Board into she Legislative Referral Memorandum

{LRM) process. Through this process, the Board reviews Administration-wide
policies, regulations, and programs that involve its statutory mission,

* [Initial Spot Review: The Board informally gathers basic information on a policy,
Program, or issue that Board Members believe could implicate privacy and civil
liberties concerns. This approach allows the Board to determine whether a more
formal review is necessary.

“IRTPA § 1061(c)(2)(A).
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A. Scope and Process

In consiruing the mandate contained in IRTPA, the Board has initially determined
that it will focus its efforts on issues concerning U.S. Persons*® or occurring on American
soil. As a result, it will not evaluate specific issues associated with the uniformed

services’ efforts against terrorism or activities directed agminst non-uU.S., persons ubroad, . Deleted: conducted abroad

IRTPA instructs the Board to ensure the consideration and protection of “privacy and
civil liberties” but neither defines this phrase nor guides the Board in determining whose
privacy and civil liberties should warrant the Board’s attention. In order to maximize the
Board’s effectiveness and to prevent the diffusion of its limited resources across too

many pro_%rams, the Board has elected to concentrate on the United States and U.S.
Persons.*

In making this decision, the Board considered the structure and purpose of
IRTPA, its legislative history, common canons of statutory construction, and how to
carry out its statutory mandate most effectively. As an initial matter, the Congressional
findings in IRTPA concerning the Board suggest that “privacy and civil liberties” should
have a domestic focus by “cail[ing] for an enhanced system of checks and balances to
protect the precious liberties that are vital to our way of life.”** IRTPA — particularly the

title that contains the Board* - has a domestic focus,™ does not generally address - Deleted: Privacy

military or diplomatic actions abroad, and does not reference interrogation, non-U.S,
detention, or rendition practices._Moreover, the term “civii liberties” refers 1o the riehts
enurunteed by the Constitution and. sccording to some definitions., rivhts protected under
Federal civil rights statutes. These rights have been held to apply, in aeneral, o
individualy tocated inside the United States and to LS, Persons abroad.

* A US. person’,is defined, inter alia, as a United States citizen and a lawful *~~ ~{ Formatted: Space After: 6pt )
permanent resident alien. See, e.g., 50 U.S.C. § 1801(i); Executive Order 12333 § 3.4(1), f{‘ ‘[_Deleted: " ]
*” The Board reserves the right to revisit this determination as circumstances or events . peteted: * ]
may warrant. Formatted: Font: Times New

Roman, 12 pt

® IRTPA § 1061(a)(2) (emphasis added). Indeed, the findings preceding the formal * =~ - { Formatted: Len

creation of the Board link the operation of the Board to the “potential shift of power and

authority to the Federal Government . . . [i]n conducting the war on terrorism.” Id. §
1061 (a)(1).

* Title I - the portion of the Reform Act where Congress placed the Board - largely
confines itself to organizational and structural matters.

% For example, the statute attempts to improve national security through a variety of
actions, including restructuring the Federal intelligence-gathering apparatus, id. §§ 1011-
1023, strengthening security measures for cargo, id. §§ 4051-54, transportation, id. §§
4011-29, and border enforcement, id. §§ 5101-5204, and reforming certain immigration
laws. Id. §§ 5401-3506.
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Legislative history - in the form of the 9/11 Co
debate accompanying passage of IRTPA — also contaj

to recommending the creation of the Board, the Commission Report highlighted the
tmpact of its recommendations on U.S. Persons’ rights: “Many of our recommendations
call for the government to increase its presence in our lives ~ for example, by creating
standards for the issuance of forms of identification, by better securing our borders, by
sharing information gathered by many different agencies.””! The Commission connected
this potential harm to domestic liberties to the Board’s charge: “At this time of increased
and consolidated government authority, there should be a board within the executive
branch to oversee adherence to the guidelines we recommend and the commitment the
govemment makes to defend our civil liberties,”* Similarly, during debate on the
IRTPA conference Teport, numerous Senators emphasized Congress’ desire to “protect

the lives of5 ?men‘cans, and [to] protect their liberties. That is what the Board is setting
out to do.”

mmission Report and in Senate
ns a domestic focus. [n its preface

Ty construction, including the presumption against

Certain canons of statuto
extraterritoriality,™ also suggest that IRTPA’S provisions authorizing the Board should

not reach beyond the Nation’s borders. Additioﬁziﬂf,_tﬁé Board is reluctant to oversee

luctant to oversee \
IS . - . - . . . &
traditional Commander-in-Chief authorities — including combat operations - without a '
specific and express legislative mandate. :

> 9/11 COMMISSION REPORT at 393.94 {emphasis added).
* Id. at 395 (emphasis added),

53 Debate on the Conference Report of the Intelligence Reform and Terrorism Prevention
Act of 2004, 150 Cong Rec 1 1939, 11949 (Dec. 8, 2004) (statement of Senator Durbin)
(emphases added); see also id. at 11939 (“The creation of this Board is intended to ensure
that at the same time we enhance our Nation's intelligence and homeland defense
capabilities, we also remain vigilant in protecting the civil liberties of Americans.”)
(statement of Senator Dodd) (emphasis added); id. at 11978 (*The bill provides
protections for the rights of Americans by creating a Privacy and Civil Liberties
Oversight Board . . . .”") (statement of Senator Mikulski) (emphasis added}; id. (“While
Americans are more willing to give up some of their privacy after 9/11, necessary
intrusions must be carefully balanced against the rights of U.S. citizens and I believe the
Board will help maintain the balance.”) (statement of Senator Reed) (emphasis added).

% See, e.g., Small v. United States, 544 U S. 385, 383-89 (2005) (noting that courts begin
with “legal presumption that Congress ordinarily intends its statutes to have domestic, not
extraterritorial, application); Arc Ecology v. United States Dep’t of the Air Force, 411
F.3d 1092, 1097 (9th Cir. 2005) (“Courts must assume that Congress legislates with

knowledge of the presumption that a statute is primarily concerned with domestic
conditions.”) (internal quotation marks omitted).
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. Moreover, construing the scope of the Board’s mandate substantially implicates
questions regarding how best to allocate time and resources. The Board has decided to
use these resources in a manner to serve the greatest number of United States citizens and

U.S. Persons, Congress stands in a Stronger position to oversee American anti-terrorism
activities conducted abroad than the Board or its Members.

In addition to determining the general reach of its mandate, the Board established

a standardized means to evaluate how wel| privacy and civil liberties have been
considered in the development and implementation of anti-terrorism policies and
programs. To that end, the Board has developed an “issues and process analysis
methodology” that will bring full and consistent consideration of all issues that come
before it.”> This methodology allows the Board to consider separate substantive
questions and the extent to which privacy and civil liberty officers within the relevant
agency have meaningfully participated in the development and implementation of the

policy or program. The methodology fukes into account five large issues, as well as a_ .- Deleted: considers
number of subsidiary questions, including;

® The scope of the program
® The program’s legal basis

® How the program supports efforts to protect the Nation against terrorism from the
perspective of managing risk to privacy or to survival

* The extent to which officials within the relevant department or agency analyzed

the privacy and civil liberties interests implicated by the policy, program or issue,
including factors such as

o Privacy: How does the program affect individuals’ ability to control how
personal information about them is collected, used, ingintained, or
shared?

o Fairness: Does the program treat individuals fairly at every step?

% The Board wishes to acknowledge and thank Jim Harper, Director of Information
Policy Studies at the Cato Institute, and the Department of Homeland Security Data
Privacy and Integrity Advisory Committee, on which Mr. Harper sits, for their guidance
and earlier work product, upon which much of this is based. See, e.g., Framework for
Privacy Analysis of Programs, Technologies, and Applications, Department of Homeland
Security Data Privacy and Integrity Advisory Committee, Report No. 2006-01 (March 7,
2006), available at http:/lwww.dhs.gov/xlibrary!assets/privacy/privacy_advcom_03-

. " Deleted: 6
2006_framework.pdf (last accessed Jan, 29, 2007). B S :
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o Civil Liberties: Does the program limit individual civil liberties in some

dimension? What specific Constitutional .+ - S Interests are
affected?

0 Respect for the Individual: Does the program adequately preserve, to

Ihe extent possible, human dignity, autonomy, freedom of thought,
expression and association?

o Data Security: How is personal information secured against threats to
privacy and integrity?

* Processes employed by the government to review privacy and civil liberties
interests. This factor considers the existence and format of review procedures,
how the government ensures that employees follow these procedures, the training
required of employees, and how the government updates its policies.

With respect to internal deliberations, the Board has formalized procedures to
allocate work and assignments among Board Members. These procedures have allocated
assignments to, among others: Vice Chairman Raul to coordinate the Board’s efforts
concerning watch list redress procedures; Vice Chairman Raul and Member Davis to

The Board has also developed a standardized format for reporting internal
deliberations and investigations and offering recommendations to the full Board. This
report format includes background information, the legal authority underlying a given
program or policy, the existing privacy and civil liberties infrastructure, benefits of the
program or policy, privacy concerns, sources consulted, an evaluation of the
consideration of privacy and civil liberties interests in the development or
implementation of the program or policy, and recommendations to the Board. These pre-
decisional reports are considered by the full membership of the Board at its regular
meetings;

B. Specific Issues, Policies, Procedures, and Resulations

Employing this standardized methodology and operating within its statutory mancate
the Board has evaluated numerous proposed and currently existing terrorism-prevention
policies, regulations, statutes, and other Executive actions. Some issues came to the
Board’s attention through its numerous meetings with privacy advocacy organizations,
Executive officials, and Congressional leaders. The Board engaged other issues because
media reports brought them to jts attention, and other matters arose simply because the

)

Board has begun to integrate itself into the regular Executive decision-making and policy
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implementation processes. In all of its efforts, the Board has had the opportunity to ask
whatever questions it desired and has received answers to those questions. The following
list of matters on which the Board has offered advice and oversight is intended not to be
exhaustive but rather to offer a representative sample of issues that the Board has
considered during its relatively brief existence. The Board is careful below not to
reference facts, issues, or materials of a classified nature.

1. Oversight of Existing Federal Anti-terrorism Policies and Programs

The Board has begun its efforts to review some of the Federal government’s most
sensitive and far-reaching surveillance programs. As discussed below in greater detail,
these programs include National Security Agency surveillance programs (such as the

former Terrorist Surveillunce Program (TSP)-and the current program governed by the

At its first meeting on March 14, 2006, the Board determined that it wouid have
an on-going interest in monitoring the government’s various surveillance programs. In
order to bring any kind of value to their analysis, however, the Members decided that
they first had to understand fully the scope of the government’s efforts to protect the
Nation against terrorism. Consequently, the Board undertook an extensive effort of
educational due diligence. The Board believes that receiving premature briefings on any
specific program without understanding the full context in which that program operates
would not serve to help it fulfil! its statutory mission.

The Board has taken great care and exercised due diligence to become familiar
with the departments and agencies responsible for protecting the Nation against terrorism.
The Board has examined the agencies” and departments’ mission and legal authorities, as
well as their operational methodologies and privacy and civil liberties training, reporting,
and auditing programs.SE'

Following the Board’s educational efforts, and with the support of the Attorney
General, the Director of National Intelligence, and the President’s Chief of Staff, the
Board formally requested a briefing on the TSP and TFTP in September,2006. The

President’s approval followed promptly, and the briefings were immediately scheduled.

*® For example, the Board’s Vice Chairman and Executive Director attended a session of
employees and once every other year to all current employees. This t_réi_niﬂg_ is based,
among other authorities, on the requirements of USSID-18, which regulates the collection
and use of information on U.S. Persons within the signals intelligence community.
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Terrorist Surveillance Program and January 10, 2007 Orders of

the Foreign Intelligence Surveillance Court

The Board devoted substantial time and focus in its first year of
Operation to reviewing anti-terrorist surveiilance conducted by the
National Security Agency (NSA) and the Terrorist Surveiilance
Program (TSP) described by the Presideni on December 17,

- - 7| Deleted:
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2005 The TSp ;nypl\iggl_sgg\ggl_lqr;cp_qf Lommunications where - -| Deteted: As stated by the President, rj
one party to the communication is outside the United States and

the government has probable cause to believe that at least one

party to the communication is a member or agent of al Qaeda, or
an affiliated terrorist organization.

The Board’s review of the NSA’s surveillanee activities was
conducted in the course of various briefings by senior NSA
personnel, including the Director, and through briefings,
questioning, and other interaction with analysts and program
operators. Board members repeatedly visited NSA and observed
the physical operations where the relevant surveillance is
conducted. In particular, the Board reviewed material supporting
the government’s determination that there was probable cause to
believe that at least one of the parties to a surveilled
communication was a member or agent of al Qaeda, or an
associated terrorist organization.

The Board also received briefings and had opportunities to
question NSA lawyers from the Office of General Counsel,
Inspector General officials, and other knowledgeable personnel,
The Board discussed TSP with the Attorney General Alberto
Gonzales, the Acting Assistant Attorney General for the Office of
Legal Counsel Steve Bradbury, and the current and former Counsel

to the President, among other knowledgeable officials in the
Executive Branch.

The Board was briefed on the multiple levels of review, approval
and oversight for conducting this surveillance. At the NSA,
operators must carefully justify tasking requests, and multiple
levels of review and approval are required to initiate collection.
Ongoing andits and legal reviews are conducted by the NSA’s

. . . - rmatted: 1 6
> As noted below, the Board reviewed the operations af both the TSP (which has now < {Fo pace M St
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Intelligence Directorate Office of Oversight and_Compliance_. No ~
surveillance may be conducted without leaving a reviewable audit
trail that can be and routinely is subject to extensive continuing

Office of Inspector General,,f(jqn_eﬁrql_(;qqqsglf and Signals _ -~ 1{ Deleted: ()

L

i - . Deleted: 1G
examination by Lp:;‘ge_c}qrﬁG_f_:Qe;z;l_a_n‘di(;qrppljgqc_eﬁs_tqff. _________ -7
In addition, the members of the Board reviewed U.S. Signals
Intelligence Directive 18 (USSID 18), which reflects the classified
guidelines established by the NSA and approved by the Attorney
General pursuant to Executive Order 12333 to ensure that
information about U.S. Persons is protected from im:Proper or
excessive collection, dissemination and distribution:ﬁt The NSA . Deleted: See, e.¢.. EO 12333524
requires all of its personnel holding security c}earanc-:es authorizing Efﬁ:’:;ff;;’;:iﬂ“&i;’;“ﬂgffi':flfnsiVE
éccess lo certain information to participate in extensive USSID 18 collection techniques feasible within the
training upon the initiation of access and every two years during -, g’;“fsd;::fjs";b‘ig:ffﬁf against United
which they continue to have access. The Vice Chairman and B ———

. . . . . . Deleted: those individuals to
Executive Director participated in the full USSID 18 training {pete - J

received by NSA personnel in order to examine the extent and
quality of the training, and to assess awareness of the need to
protect the privacy and civil liberties interests of U.S. Persons
among NSA personnel with access to sensitive information.

On January 17, 2007, the Attorney General notified Senators

Leahy and Specter that a Judge of the Foreign Intelligence

Surveillance Court (FISC) had issued orders authorizing the

Government to target for collection international communications

into or out of the United States where there is probable cause to

believe that at least one party to the communication is a member or

agent of al Qaeda, or an affiliated terrorist organization (FISC - - { Deteted:, ]

subject to the approval of the FISC. After the FISC Orders were
issued, the Board was extensively briefed by both the Department
of Justice and NSA regarding this development. Members of the

Board also have studied the classified FISC Orders themselves and __. - { Deieted: s )
closely reviewed the classified material submitted to the FISC in "~ { Deleted: , ]
connection with the Orders, including the applications, legal - - - { Deleted: o )
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While the details of the FISC Orders remain classified, we can - @eleted: 0
report in an unclassified format'that as 4 resnlt of the Orders the -~
relevant surveillance is now subject both to extensive ongoing - { Deleted: 1o B

Department of Justice review and 1o the approval of the FISA - - -
Court. The Department of Justice’s responsibilities for
implementing the Orders are carried out by the new National
Security Division in the Department of Justice headed by Assistant
Attorney General Kenneth Wainstein, who has briefed the Board.

Based upon its review, the Board has concluded that the Executive
Branch’s conduct of these surveillance activities appropriately
considers and reasonably protects the privacy and civil liberties of
U.S. Persons. As a result of the new FISA Court Orders, the
highly regimented Executive Branch process of justification,
review, approval, and auditing has been further augmented by
court supervision. This provides reasonable assurance that
national security and privacy and civil liberties interests are
appropriately balanced. The Board found no evidence or
reasonable basis to believe that the privacy and civil liberties of

surveillance conducted by the Executive Branch, either under the _‘t\,—'
TSP or subsequently under the new FISC Orders. In the opinion of n
the Board, it appears that the officials and personnel who were '

L

involved in conducting the TSP, and who now are responsible for L
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aware and respectful of J.S. Constitutional and legal rights and '
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The Board notes that it was not involved in and has taken no
position on the original design or legal anthorization of the TSP.
The Board believes that it is appropriate for it to provide

continuing advice and oversight with respect to NSA's surveillance
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National Inplementation Plan

On November 28, 2006, at the National Counterterrorism Center
(NCTC), the Board was briefed on the National Implementation
Plan (NIP). This ptan was approved by the President in June,
2006, and is intended to coordinate and integrate all instruments of
national power in a unified effort to protect the Nation against
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terrorism. Toward that end, it assigns hundreds of specific tasks to
vartous Federal departments and agencies. Participating
departments and agencies are now adopting and implementing
their own supporting plans, and an annual strategic review of the
entire NIP is in progress. The Board is workine with NC TC to

ensure that it has access fo NIP tasks and activities that could raise __ - - | Deleted: visibility
privacy or civil liberties concerns, " { peleted: imo

. Terrorist Finance Tracking Program

Also on November 28, at the Treasury Department, the Board was
briefed on the Terrorist Finance Tracking Program (TFTP) by
Stuart Levey, Under Secretary for Terrorism and Financial
Intelligence, and Janice Bradley Gardner, Assistant Secretary for
Intelligence and Analysis. Under this program, intelligence

analysts review‘recqrds_ acquired_thrqugh_admin__i_s_tr_agiye subpoenas

from the Society for Worldwide Interbank Financial
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suspected terrorists. This program also predates the Board’s
existence. '

In each briefing, Board members were free to engage in a probing inquiry and ask
unfettered questions, all of which were answered. Following each briefing, the Board
met to consider further areas of inquiry, additional issues associated with these specific
programs to address, and underlying documents to review. Chairman Carol Dinkins has
requested Vice Chairman Alan Raul and Member Lanny Davis to coordinate continuing
activities with NSA and Member Frank Taylor to coordinate continuing activities with
regard to the National Implementation Plan. These initial briefings were the beginning of
the Board’s review of these specific programs, not the totality of its involvement.

In addition to these three anti-terror programs = NIP, TFTP, and NSA surveillance

activities ~ the Board examined a variety of other programs and policies:
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. Department of Defense CIFA TALON Program

At the direction of the Board, Member Francis X. Taylor reviewed
the Department of Defense Counterintelligence Field Activities
(CIFA) Threat and Local Observation Notices {TALON) program.
Within the last year, certain media reports alleged that the CIFA,

through the TALON program, had monitored and collected
information on U.S. Persons arising out of domestic activities that
did not appear to present a threat to national security. During a
May meeting of the Board, Chairman Carol E. Dinkins asked
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Member Taylor to gather background information on the alleged
inappropriate activities, determine whether DOD had responded to
such reports and the results of that response, and make
recommendations as to whether additional review by the full Board
was required. In carrying out the Chairman’s charge, Member
Taylor and Board staff met frequently with those who
umplemented and continued to oversee CIFA. Senior policy

officials fully answered the Board's questions and provided any
materials that were requested. At the conclusion of its
investigation, the Board determined that a lack of clear guidance
trom the Deputy Secretary at the time the program was established
and the absence of a designated TALON program manager
resulted in an ambiguous program implementation and the
improper and unauthorized collection and retention of information
on U.S. Persons. The Board also reviewed and endorsed the steps
that DOD took prior to the Board’s investi gation to correct these
concerns. For example, the Deputy Secretary had ordered an
immediate review of the program and issued additional guidance to
clarify the TALON program’s scope and to ernphasize that the
program would be conducted in full compliance with DOD
policies and procedures regarding the collection of information on
U.S. Persons. CIFA also has purged the TALON system of any
inappropriately collected and retained information.

Department of State E-Passport Program

The Board reviewed efforts by the Department of State to
distribute a passport containing an embedded data chip that holds
personal information on the passport holder. The Board concluded
that the current design of the passport does not pose substantial

is identical to that contained in the actual passport; (2) such
information is useless without an actual physical passport; (3) the
passport utilizes substantial security protocols (anti-skimming
technology, a unique PIN, and a varying identifier that prevents
continuous tracking of the chip) to prevent someone from
accessing that information remotely and from following an
individual; and (4) the chip is engineered in a way that would
require the State Department to recall and reissue passports before
it could add more information on the chip (thereby preventing the
government from easily amending the current contents of the
passport). The Board stated that it would revisit this issue in the
event the State Department desired to alter the program by
mcluding more information on the chip (such as new biometric

arivacy concemns because (1) the information contained on the chip - - | Deleted: civil fiberrics
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measures like an ;i1 or fingerprint scan that are in addition to the * Deleted: eye

existing digital photograph that enables the biometric comparison
using facial recognition technology), altering its border inspection
procedures (e.g., to allow a chip to act as a proxy for a physical
passport), or changing the schematics of the chip.

Passenger Name Recognition (PNR)

The Board was briefed on U.S. negotiations with the E.U. over the
collection and dissemination of passenger name records for flights
between the two jurisdictions. The briefing provided the Board
with substantive discussions of the negotiations, as well as how

Privacy and Civil Liberties Officer) and DHS (John Kropf,
Director of International Privacy Programs) were involved in those
negotiations. The Board is satisfied with the significant role these
privacy and civil liberties officers played in these negotiations.

Department of Homeland Security US-VISIT Program

The Board is currently examining the privacy and civil liberties
protections contained in the US-VISIT program. US-VISIT
facilitates a process that collects and retains biometric and
biographic information regarding aliens who enter and leave the
country and who apply for immigration benefits. Although the
program largely concerns non-U.S. person aliens, a proposed
rulemaking would extend its reach to include all aliens, including
Legal Permanent Residents (who qualify as U.S. Persons). The
greatest civi! liberties questions center on how information
collected as part of US-VISIT will be shared within the
government and with outside entities.

USA PATRIOT Act Review

The 2006 reauthorization of the USA PATRIOT Act included over
30 new civil liberties protections. Member Lanny Davis visited
the Department of Justice on November 17, 2006 to be briefed on
these new protections by staff with the new National Security
Division. Member Davis has been tasked by the Board to continue
working with the Department of Justice to monitor implementation
and operation of these protections.
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2.

Examples Where the Bo

p ard Has Offered Adyvice Regarding the
Development of a Policy, Program, Regu]ation, or Statute

Watch List Redress

At the request of the Board, Vice Chaiman Alan Raul has
undertaken the coordination of efforts among the various relevant
Federal departments and agencies to establish a formalized,
unified, and simplified redress procedure for individuals with
adverse experiences with the government’s watch list or during
screening processes. Both government officials and nop-

The Terrorist Screening Center (TSC) is charged with maintaining
the U.S. government's consolidated terrorist watch list, which

TSC’s redress process consists of a procedure to receive, track, and
research watch list-related complaints and to correct the watch list

or other data that £aused an individual unwarranted hardship or

difficulty during a screeting process. Throughout 2005, TSC
worked closely with screening agencies to establish a standardized
process for referral of and Iesponse to public redress complaints.
TSC also worked with federal law enforcement agencies and the
intelligence community, each of which may nominate individuals
to the watch list. to review the redress complaint of any individual
on the terrorist watch list, evaluate whether that person wag

from the watch list when warraitted,

- - 7| Deleted;

R ‘l Deleted: was causing

.- ‘@hted: watch

34



DRAFT

In the fall of 2005, TSC undertook to document formally the
participating agencies’ mutual understanding of their obligations
and responsibilities arising out of the watch list redress process.
Competing priorities within participating agencies, however,
slowed progress. On June 20, 2006, Vice Chairman Raul
convened a meeting of all relevant agencies and called for a
renewed effort to prioritize this project.  In attendance were - -
representatives from TSC, the Departments of State, Defense,
Treasury, Justice, and Homeland Security, the Office of the
Director of National Intelligence, the FBI, the CIA and the
National Counterterrorism Center.

The resulting draft Memorandum of Understanding (MOU) is a
constructive and positive step intended to secure a commitment
from these agencies that participate in the watch list process
actively to engage in and support the redress process. The MOU
resulted from a six-month period of negotiations between the
agencies mentioned previously. Vice Chairman Rau] convened a
final working group meeting on November 30, 2006; in J anuary
2007, a final draft of the MOU was approved and submitted for the
signature of the heads of these agencies.

The MOU sets forth the existing multi-agency redress process in
significant detail, from receipt of an individual’s complaint to the
response sent by the screening agency. Among other things, the
MOU establishes obligations for all parties to secure personal
information, update and correct their own record systems, and
share information to ensure redress complaints are resolved
appropriately. Each participating agency must also commit to
providing appropriate staff and other resources to make sure the
redress process functions in a timely and efficient manner. Finally,
each agency must designate a senior official that is responsible for
ensuring the agency’s full participation in the redress process and
overall compliance with the MOU.

Once the MOU has been executed and implemented, the Board
intends to continue efforts to bring all possible transparency and
public understanding to this process.

Department of Defense Report of the Technology and Privacy
Advisory Committee
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In September, 2006, the Department of Defense forwarded to the
Board the recommendations of the March 2004 Report of the
Technology and Privacy Advisory Committee (TAPAC) to the
Secretary of Defense.” Five of the twelve recommendations
required action on a government-wide basis beyond the authority
of the Department of Defense. The Board is currently evaluating
that Report to determine the extent to which the government has
already implemented those recommendations and what additional
steps the government should take (o complete those
recommendations.

. Administration Clearance Processes

As mentioned above, the Board has been fully integrated into the
various Administration and Executive Branch program and policy
clearance processes, including the OMB Legislative Referral
Memorandum (LRM) process. As such, it regularly receives and is
invited to comment on policy initiatives, programs, reguiations,
proposed legislation, and public remarks by agency officials that
may have privacy or civil liberties implications.
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the ISE Privacy Guidelines. Within those agencies, the lead was assigned to Jane
Horvath, DOF’s Chief Privacy and Civil Liberties Of

ficer, and Alex Joel, ODNP'’s Civil
Liberties Protection Officer. This |

SE Privacy Guidelines drafting g_r:oup sp
through November, 2006. solicitin
and White House staff, including
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g comments and working with the Program Manager
Homeland Security Council staff and Board staff,
On May 16, 2006, the Board held its fourth meeting and, among other things, was
briefed on the ISE by Director of National Intelligence John Negroponte and Program
Manager for the Information Sharine Environment Ambassador Thomas McNamara. On
June 26, at the Board’s eighth meeting, the working 2roup leaders Alex Joel and Jane
Horvath briefed the Board specifically on the ISE Priyucy Guidelines,
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On November 16, E(MQMMH_\&MNLMQMEK“ the ISE
Implementation Plan. which discusses how 1o hriﬂgﬁm}ﬂmi»rm;ah‘pn shuring
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regurding iis countent. On Noavember 222006, the President approved the Guidelines 1,
2,4, and 3 report. including the recommendation that the ISE privacy cuideline be issued.
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Manager. Working closely with the Privacy and Civil Liberties Oversight Board as it
EXercises its oversight mission, the committee will seek to ensure consistency and
standardization in implementation, as well as serve as a forum to share best practices and
resolve inter-agency issues. The ISE Privacy Guidelines Committee will continually refine its
guidance as the ISE develops and as specific sharing mechanisms are institutionalized. The
Program Manager has designated Alex Joel and Jane Horvath to serve as co-chairs of this ISE
Privacy Guidelines Committee, which will include the Board's Executive Director as a
member.

The Board instructed its staff to meet with the Program Manager and provide options
concerning its on-going oversi ght role and how that role can be most effectively and
efficiently exercised.

39



DRAFT

VI. THE YEAR AHEAD

arise in the coming year warranting the Board’s attention,
presently intends to pursue include:
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anti-terrorism activities

Deleted; <#>Presidential Directive.
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President a charge to the Executive
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working with reievant departments and
agencies, as well as establish a systematic
basis (o meet with and TEpOrt to the
President regarding appropriate
consideration and adequate protection of
privacy and civil fiberties in the Nation's

{ Detetea: —
_________________ LN i\ge ;T H
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redress procedure for individuals with adverse experiences during screening LRW
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The Board will continue s efforts to promote this process,,

® USA PATRIOT Act and National Security Letters (NSLs). The 2006
reauthorization included over thirty new civil liberties protections. The Board

will work with the Department of J ustice to monitor implementation of these 3
protections, -

@rmm:ted: Font: Times New J

Roman

* Federal data analysis and management issues. Board Members intend tognhance _ . - { Deleted: significanty j

significantly their understanding of issues associated with data mining activities,

data sharing practices, and governmental use of commercial datapases. This level _. - { Deleted: ]

of understanding will assist the Board in its review of many Federal anti-terrorism
programs. Toward this end, the Board wi]l follow up on recommendations of the
March, 2004 report of the Technology and Privacy Advisory Committee

(TAPAC) to the Secretary of Defense, Safeguarding Privacy in the Fight Against
Terrorism.
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® U.S. Persons Guidelines. These guidelines limit the government’s ability to
collect, retain, and distribute intelligence information regarding U.S. Persons.
These guidelines are applicable to agencies in the intelligence community
pursuant to Executive Orders 12333, and 13284, As was noted in the 2005 report
to the President on Weapons of Mass Destruction, these rules are complicated,
subject to varying interpretations, and substantially different from one agency to
another. The Attorney General and the Director of National Intelli gence have
established a staff level working group to review these guidelines and propose
appropriate reforms. The Board intends to participate in this process.

* State and local fusion centers. State,and local law enforcement entities are
establishing joint centers where they share information and data of value to their
common missions. Federal agencies are developing partnerships with these
centers. The Board will review these sharing practices to ensure that privacy
rights and civil liberties concerns are taken into appropriate consideration.

* National Implementation Plan. The Board will continue to monitor those tasks

and activities that might raise privacy or civil liberties concerns.

. Pepartment of Homeland Security Automated Targeting System 1 \ 5. ATS

sa

S wouid crhe

SUthe point of eairy. The Bownd intemds o review

Administratively, the Board will focus on further developing its staff resources by

supplementing the permanent staff with detailees from the intelligence, law enforcement,
and technology communities. Depending on developing priorities, the Board intends to
bring in six detailees for terms of six months to one year.

In addition, recognizing the value and benefit of the public dimension to its
responsibilities, the Board will conduct a continuing series of open public forums,
perhaps around the country, that will allow interested American citizens to express their
concerns with regard to privacy and civil liberties implications in the war against
terrorism.

KFinally, the Board understands that it may adjust its agenda based on evolving

issues and concerns - whether those issues are brought before the Board through its
internal role within the Executive Office of the President or through public comment.

sresnebd smsessient i sdvance o amival sote the 1S, basod on infonmation it
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- Comment [DHS17]: ATS docs not
assigm “risks scores” to individuals secking
to enter the country, ATS is a decision

. support tool used by CBP to assist in
making a threshold assessment in advance

: of arrival into the U.S. based on
information that DH3 would othetwise
collect at the point of entry.

This bullet implies that 2 “risk score” is
assigmed.

- Deleted: The Board plans ta investigate :
" how the Department of Homeland :
Security assesses and assigns “risk™
ratings to those seeking to enter the
\“_ country.

( Formatted: Font: Times New )

1 Deleted: The Board intends to seek
substantive meetings with the Secretary
of State, the Secretary of Defense, the
Director of Central Intelligence, and the
new Director of National Intelligence and
have additional, ongoing meetings with
officials and agencies with whom the
Board has already metq

-1 Deleted: The Boand intends to seek
substantive meetings with the Secretary
of State, the Secretary of Defense. the
Director of Central ImeHigence, the new
Director of National Intelligence, and
have additional, ongoing meetings with
officials and agencies with whom the
Board has already metq




DRAFT

VII. CONCLUSION

Standing up any new institution takes vision, energy,
Board believes it has made substantial solid progress over th
priorities and integrating itself into existing Executive Bran
implementation procedures. The Board is pleased with the
support it is receiving, both substantively and administrativ.
the Executive Office of the President and other Federal de
essential to the protection of privacy and civil liberties.

and commitment. The

€ past year in setting

ch policy formulation and
enthusiasm and level of
ely, from White Hoyse staff,
partments and agencies

Most importantly, as mentioned several times in this report, the Board has
established a sound and productive working relationship with the growing universe of
privacy and civil liberties professionals within the Executive Branch, Working together,
these professionals and the Board are developing a system of mutual trust and support.
This relationship is fundamental to the Board’s ability to fulfill its role of providing
constructive, objective advice to the President and relevant agency heads.

The American people expect the Federal government to protect them from
terrorism, and to do so consistent with the Constitution and important American values.
'The Privacy and Civil Liberties Oversight Board is one of many checks and balances
existing within the Federal government to help promote this. It is not a substitute for the
President’s responsibility to preserve, protect, and defend the Constitution of the United
States or the oversight roles exercised by Congress. Instead, itis a significant new body
within the Federal government in a position of trust and proximity to the President that

can offer an objective assessment of policy initiatives.

The Board Members take their statutory mission and responsibilities seriously and

look forward to working with the Executive Branch and Congress® in fulfilling them in
the upcoming year.

% The 110th Congress is considering whether the Board’s present construct, as
established by IRTPA, warrants modification. Pending legislative initiatives would
remove the Board from the Executive Office of the President, make it an independent
agency within the Executive Branch, and provide it with subpoena power. Other
proposed changes would keep the Board within the EOP but would require all Members
to be nominated by the President and confirmed by the Senate to staggered six year
terms, with the Chairman assuming a full-time appointment. _
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