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Precedence: ROUTINE Date: 10/21/2004
To: Director’s Office Attn: OPR
Counterintelligence Attn: AD
Washington Field Attn: SAC
CcDC
From: General Counsel
NSLB/CILU/Room 7975 b2
Contact: | |ext.|____—| ~ bs
Approved By: _Thomas Julie w7e
b6
Drafted By: [ b7C

Case IDfj ‘I:g{ 278-HQ-C1229736-VIO  (Pending) N
105A-WF-223252 (Pending) HEREIN I§ UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE
Title: NI:U:I INTELLIGENCE OVERSIGHT BOARD MATTER
IOB 2004-77

Synopsis: b@-th)The Office of the General Counsel (OGC) considers
that this matter must be reported to the Intelligence Oversight

Board (IOB) and to the Office of Professional Responsibility bl
(OPR). OGC will prepare an appropriate cover letter and a b2
memorandum to the IOB. Our analysis follows.
DATE: 08-15-2005 bé
CLASSIFIED BY 65179/DMH/JW/05-Cv-0845"
(>QI:U:I Deri " -3 REASON: ?.4 TC) ’ b7A
D ify On*T DECLASSIFY ON: 08-15-2030
- I:S:I b7C
Details: x{| — B b7E
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_______________________________________________________________________ b7a .
Case ID : 278-HQ-C1229736-VIO . Serial : 600 p7C
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(U) The Right to Financial Privacy Act (RFPA), Title
12, United States Code, Section 3401 et seqg. (12 USC 3401 et
seq.) states in 3402 that "ie“xcept as provided by section
3403 (c) or (d), 3413, or 3414 of this title, no Government
authority may have access to or obtain copies of, or the
information contained in the financial records of any customer
from a financial institution . . .."

(U) 12 USC 3414 provides in part:

(a) (1) Nothing in this chapter (except sections 3415,
3417, 3418, and 3421 of this title) shall apply to the
production and disclosure of financial records pursuant
to requests from--
(A) a Government authority authorized to
conduct foreign counter- or foreign positive-
intelligence activities for purposes of
conducting such activities; or
(B) . .

(2) In the instances specified in paragraph (1), the
Government authority shall submit to the financial
institution the certificate requlred in section 3403 (b)
of this title signed by a supervisory official of a
rank designated by the head of the Government
authority.

(U) Section 2-17 of the National Foreign Intelligence
Program Manual (NFIPM) lists the FBI officials who can request financial
records under the foregoing section of RFPA. According
to section 2-17 of the NFIPM, such requests must be made by an
Assistant Special Agent in Charge or a more senior official.

(U) 12 USC 3417 provides for civil liability of an
agency or department of the United States that obtains financial
records or information in violation of the RFPA. The same
section deals with "disciplinary action for wilful or intentional
‘violation" of these RFPA provisions by agents or employees of the
government. b6

G?K: In this instance, the conduct of SAl | was b7C
wilful and ‘intentional, even though she did not realize that she

had acted in contravention of the RFPA and Bureau policy. It (u)
SE
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should also be noted that SA[::::]was at the time a probationary
‘agent. Inasmuch as her actions nevertheless amount to
"intelligence activities that may be unlawful or contrary
to Executive order or Presidential directive" they are reportable
to the Intelligence Oversight Board (IOB) under the terms of
section 2.4 of Executive Order 12863. OGC will therefore prepare
a cover letter and a memorandum to report this matter to the IOB
and to advise that it has been referred to the Office of
Professional Responsibility. (u)

LEAD(s) :
Set Lead 1: (Action)
DIRECTOR’'S OFFICE
AT OPR FO, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Please read and clear.
Set Lead 3: {Action)
WASHINGTON FIELD
AT WASHINGTON, DC

(U) For action deemed appropriate.

Page
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BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman -
Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory.
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2004-77." qe)]

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

DATE: 08-15-2005 °
CLASSIFIED BY 65179/DMH/JW/05-Cv-0845 SSIFIED WHE ﬁ“;’fg&ﬁ?ﬁ”ﬁ;éiﬁﬁCS’?JEENEQCEPT
REASON: 1.4 (C) DETACHE WHERE SHOWN OTHERWISE
DECLASSIFY ON: 08-15-2030 c ED ENC .
1 - Ms. Thomas 1 - IOB Library _ b6
1 - 1 - 278-HQ-C1229736-VIO
1 - o b7C
Dett rom; =
De ity o -1

Case ID : 278-HQ-C1229736-VIO Serial : 601
| styder
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General Brent Scchroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S, Department of Justice
Room 6150

sp@ﬂ:

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2004-77 (U)
SEGKET

Page
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‘ (8)
(s Investigation of this IOB matter has determined that ] ]

(8]

ZB( Such information is relevant in nat10na1 security investigations
of this type.
However, the proper method for obtaining bank records is through a National
Security Letter
under Title 12, United States Code, Section 3414 (a) (1) (A). Access to
financial records by
government authorities through means not provided by law is prohibited
under Title 12, United :
States Code, Section 3402. (U)

o | , I

()
b7a

(U) This matter has been referred to the FBI's Office of Professional
Responsibility for
such action as may be appropriate.

Deti from:
Declagsi oI 5-1
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SECRET.
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/29/2004
To: Indianapolis Attn: SAC
Director's Office Attn: Office of Professional

Responsibility (OPR)
Counterterrorism Attn: A/AD

From: General Counsel b2
Counterterrorism Law Unit IT

bé
Contact: | ] :
b7C
Approved By: Curran John F b6
' I | b7C
Drafted By: | ] L%\\
Case ID #: 278-HQ-C1229736-VIO ~ on 0o a0 Begs . CoL79/DMB/IN/05- V0845
IP 278-0
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)

IOB 2003 148

Synopsis: ${ It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the Intel-
ligence Oversight Board (IOB) and to the Office of Professional
Responsibility (OPR), FBIHQ. OGC will prepare a cover letter and
a memorandum to report this matter to the IOB. Our analysis
follows.(u)

(U)
-3
X
Reference: 315T-1IP-92406
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

BEeRET

OIG/DOJ R (/ DATE:
FBIINVES OIG/DOJINVEST.
OPR UC INI e
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To: Counterterrorism Division From: General Counsel
Re: }Q? 278-HQ-C1229736-VIO, 01/28/2004

Details: ;5( As discussed in the electronic communication (EC)!
dated November 3, 2003, FBI Indianapolis prepared and forwarded a
letterhe i i i on
subject _ a
U.8. person, on April 17, 2002. | lis a "United States b6
person" as that term is used in the Attorney General Guidelines

for FBI Foreign Intelligence Collection and Foreign b7C
Counterintelligence Investigations (FCIG).? The initiation and
continuation of the FI required FBI Indianapolis and the

Headquarters' substantive unit to comply with the requirements of
Executive Order (EO) 12863 and the FCIG. 1In this regard,

became the subject of a FBI full investigation on April 17, 2002,

in the Indianapolis Division. The required 90-day LHM was not

filed. Additionally, the annual LHM that should have been

prepared and forwarded to FBIHQ on or before April 17, 2003, was

not received until October 20, 2003. It should be noted that the

LHM was prepared on or about July 18, 2003, but for unknown

reasons, it was not uploaded into ACS. 1In October of 2003, when

FBI Indianapolis was notified that the annual LHM had not be

received at FBIHQ, the same was forwarded. On November 3, 2003,

FBI Indianapolis advised FBIHQ and the Office of the General

Counsel that they had failed to comply with the 90-day and annual
reporting requirements.

(U) Because the subject of the investigation was (and
remains) a "United States person" as that term is used in Section
101 (i) of the Foreign Intelligence Surveillance Act of 1978
(FISA) and Section II.W of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigationsg (FCIG)3,continuation of the

! é{i EC from FBI Indianapolis to OGC, dated 11/03/2003 and titled "Potential IOB
Matter." 111}

? CSQ A "United States person” is defined in Section IL.W. of the FCIG as "an individual
- who is ....[a] United States citizen . . . or. . . [b] a permanent resident alien . . . ." (U)

3)8( A "United States person" is defined in Section 101(i) of the Foreign Intelligence

Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et seq.) as "a citizen of the United States
[or] an alien lawfully admitted for permanent residence (as defined in section 101(a)(20) of the
Immigration and Naturalization Act) . ..." See also section IL.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations. ) .

2




To: Counterterrorism Division From: General Counsel
Re :{1j 7};( 278-HQ-C1229736-VIO, 01/28/2004

investigation required that Indianapolis and the Headquarters'
substantive unit comply with the reporting requirements of
Executive Order 12863 and the ECIG. FBI Indianapolis failed to
submit the 90-day LHM, due on or about July 17, 2002, and the
annual LHM, due on or about April 17, 2003, to the National
Security Law Branch (NSLB), OGC, for submission to the Office of
Intelligence Policy and Review (OIPR), Department of Justice
(DOJ), as required by the FCIG. As a result of these errors,
OIPR was not advised of the status of the ongoing investigation
for approximately eighteen months.(U)

(U) Section 2.4 of Executive Order (E.0.) 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." Thig
language was adopted verbatim from E.O. 12334, dated December 4,
1981, when the IOB was known as the President's Intelligence
Oversight Board (PIOB). By longstanding agreement between the
FBI and the IOB (and its predecessor, the PIOB), this language
has been interpreted to mandate the reporting of any violation of
a provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially admin-
istrative in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative

violations so that the Counsel to the IOB may review them upon
request.

(. Section IX of the FCIG sets forth rules governing
the reporting, dissemination, and retention of information
concerning foreign counterintelligence and international
terrorism investigations. Section IX.C provides in pertinent
part that: (U}

Each full investigation of any U.S. person
shall be reported within ninety (90) days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at

SEesET
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To: ounterterrorism Division From: General Counsel

Re:iU- ) 278-HQ-C1229736-VIO, 01/28/2004

the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence or
security agencies. (Emphasis added.)

QH: Section IX.C is intended to regulate the timely
reporting of FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
"rights protection" components. The annual reporting
requirements of Section IX.C is purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the
required reporting ensures the protection of individual rights.
As a general rule, delinguent annual LHMs are considered to be
violations of an administrative nature when they are submitted to
the NSLB within 90 days of their original due date. These
administrative violations are placed in the control file for
periodic review by the Counsel to the IOB. When an LHM is not
submitted at all, or is submitted later than 90 days from its
original due date, the facts and circumstances of that particular
case must be examined to determine whether the failure or
substantial delay in submitting the LHM precluded meaningful
oversight and review by the OIPR. If the OIPR was precluded from
conducting such oversight and review, then the matter must be
reported to the IOB. (y)

I$( As previously discussed, in this instance,
OIPR was not updated of the status of this ongoing investigation
involving a U.S. person for approximately fifteen months. This
delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and approval of an ongoing foreign
counterintelligence investigation of a U.S. person, which is
contrary to the requirements of the FCIG. (U)

&§ Based upon the above analysis, and consistent the
reporting requirements of Section 2.4 of E.O. 12863, OGC will
prepare a cover letter and an LHM to report this matter to the
IOB. That correspondence will also advise the IOB that this
matter will be referred to the FBI's Office of Professional
Responsibility. The latter is a matter within the cognizance
of the IMU. (y

St
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To: Counterterrorism Division From: General Counsel
Rem-:l >c< 278-HQ-C1229736-VIO, 01/28/2004

LEAD(s) :
Set Lead 1: (Discretionary)

DIRECTOR'S OFFICE

AT OPR FO, DC

(Uj*>€) For action deemed appropriate.

Set Lead 2: (Discretionary)
COUNTERTERRORISM

fU};%? For action deemed appropriate.

bé
b7C
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FEDERAL BUREAU. OF INVESTIGATION b7¢C
Precedence: ROUTINE Date: 02/10/2005
To: Director’s Office ‘ Attn: OPR
Counterintelligence Attn: UC| ]
Attn: SSA

From: Office of the General Counsel b2

National Security Law Branch/CILU/Room 7975 b6
Contact:l | |

b7C
Approved By: Thomas Julie F ' é&f
Drafted By: | b7C (;f &’

Case ID #I,'U}% 278-HQ-C1229736-VIO - ﬂ{Yf

278~HQ-1416655

Title: )tUjINTELLIGENCE OVERSIGHT BOARD N MEDBY&&IW/mmLmﬁi%>{DM5
JOB 2003-29 oW 08-10-2005

Synopsis: %HUJIt is the opinion of the Office of General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

><)~|:U:| Dertw rom &=
- De

y Oz -1
Reference: %{)-~(U1278—HQ-1416655 Serial 2
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and prlnt the

document in WordPerfect.

Details: (U} - (}5{ As discussed in the electronic communication
(EC)', on 02/01/02 New York Office (NYO) submitted a letterhead

(U4 - ;}ﬁ; BEC from Inspection to the General Counsel and the Director's
Office, dated 04/01/03 and titled “UC i} ssa

:I;]'Counterintelligence Divigion 1;7 TOB 2003 29." (INSD B

SECRER
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To: (o] térintelligence Division From: General Counsel
Re:ﬂﬂ( 278-HQ-C1229736. , 02/10/2005

memorandum_(LHM) requesting initiation of a full investigation

(FI), on] _[who was a “United States person” as that term b6
is used in the then existing Attorney General Guidelineg for FBI
Foreign Intelligence Collection and Foreign Counterintelliqence b7C

Investigations (FCIG).? The initiation and continuation of the
FI required that.  NYO and the Headquarters' substantive unit
comply with the requirements of Executive Order 12863 and the
ECIG. 1In this regard, NYO submitted its initial 90-day LHM to
the Headquarters' substantive unit (former NS-3Aa, currently CD-
3A) via electronic communication (EC) dated 02/01/02. On
01/31/03, NYO submitted its annual LHM. Subsequent to this
submission, on 02/14/03, the National Security Law Unit (NSLU)
advised that its records did not show the receipt of the initial
90-day LHM. The Headquarters' substantive unit was unable to
verify the submission of the 90-day LHM to NSLU or Office of
Intelligence Policy and Review (OIPR).?® The reason why the 90-
day LHM was not received by NSLU or OIPR remains unexplained.
However, the consequence is clear: NYO's 90-day LHM was not
forwarded to OIPR as required.(U)

(U) Section 2.4 of Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive Order or Presidential Directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981, -
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and
the IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a

2{U): A “United States person” is defined in Section II.W. of the FCIG
as “an individual who is. . . [a] United States citizen . . . or . . . [b] a
permanent resident alien . . . .” On 10/31/03, the FCIG were superseded by
the Attorney General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG). However, because this potential error
occurred while the FCIG were in effect, the potential error is analyzed within
the context of the then existing FCIG.

3 (u) INSD EC.

SECRET
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To: Counterintelligence Division From: General Counsel
Re: % 278-HQ-C1229736 , 02/10/2005

()

provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provisions were specifically intended
to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB.

The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

tUi“EB{: Section IX of the FCIG set forth rules governing
the reporting of information concerning foreign
counterintelligence and international terrorism investigations.
Section IX.C provided in pertinent part that:

Each full investigation of any U.S. person
shall be reported within ninety (90) days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at
the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence or
security agencies. (Emphasis added.)

(U)ZB{: Section IX.C was intended to regulate the timely
reporting of FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
“*rights protection” components. The 90-day and annual reporting
requirements of Section IX.C were purely administrative in
nature, while the oversight exercised by the OIPR in reviewing
. the required reporting ensured the protection of individual
rights. As a general rule, delinquent annual or 90-day LHMs were
considered to be violations of an administrative nature when they
were submitted to the NSLU within 90 days of their original due
date. These administrative violations were placed in a control
file for periodic review by the Counsel to the IOB. When an LHM
was not submitted at all, or was submitted later than 90 days

BECRET
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To: ounterintelligence Division From: General Counsel
Re:|:U ) 278-HQ-C1229736 , 02/10/2005

from its original due date, the facts and circumstances of that
particular case were examined to determine whether the failure or
substantial delay in submitting the LHM precluded meaningful
-oversight and review by the OIPR. If OIPR was precluded from
conducting such oversight and review. then the matter was
required to be reported to the IOB. (U)

Ck( As previously discussed, the reason why NYO’s 90-
day LHM was not received by the NSLU from the Headquarters
substantive unit remains unexplained. As a result of the lack of
submission, OIPR was not advised of the status of this ongoing
investigation involving a U.S. person for over a year. This
delayed reporting clearly precluded OIPR from exercising its
oversight and review of an ongoing foreign counterintelligence
investigation of a U.S. person, and was contrary to the
requirements of the then existing FCIG. Consequently, in
accordance with the reporting requirements of Section 2.4 of E.O.
12863, OGC will prepare correspondence to report this matter.

LEAD (s):
Set Lead 1: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lea& 2: (Action)
DIRECTOR’S OFFICE
AT OPR, DC
(U) For action deemed appropriate.

CC: Ms. Thomas
b6

b7C

IOB Library




To: Counterintelligence Division From: General Counsel
Re: 9{) 278-HQ-C1229736 , 02/10/2005
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DECLASSIFIED BY 65179/DMH/JW/05-CV-0845
ON 08-10-2005

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman ’

Intelligence Oversight Board

Room 5020 .

New Executive Office Building

725 17th Street, N.4.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure, entitled Intelligence Oversi ght Board
(I0B) Matter, Counterintelligence Division, 10B Matter 2003-29.
w3y '

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the then existing Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential

Case ID : 278-HQ-C1229736-VIC ’ Serial : 706

Y
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Directives which govern F81 foreign counterinteliigence and
international terrorism investigations. This matter has also
been referred to our Office of Professional Responsibility for a
determination of whether any administrative action is warranted.
[{1}]

Enclosure

1 - Ms. Thomas
1 -

1 ~

1 - 108 Library

- 278-HQ-C1229736-VIO
UNCLA! WHEN

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

dulie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Nt Paﬁe 2

bé
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Room 6150

O e

-~-- Working Copy ----

INTELLIGENCE OVERSIGHT BOARD (10B) MATTER

2003-29 (W)

%

COUNTERINTELLIGENCE DIVISION

A1)

Investigation of this 10B matter has determined that on

February 1, 2002, the New York Office of the Federa! Bureau of
Investigation ("FBI") requested initiation of a full investigation (F1)
on who was a United States person as that term was used in

the then existing Attorney General Guidetines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence Investigations
(FCIG).T1" Thus, the initiation and continuation of the FI required that
the New York Office and the Headquarters’ substantive unit comply with
the requirements of Executive Order 12863 and the FCIG. The New York
office submitted a letterhead memorandum (LEM) to the Headquarters’
substantive unit (former NS-3A, currently CD-3A) requesting the
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initiation of this FI. However, the Headquarters’ substantive unit did
not forward this LHM to the National Security Law Unit nor to the
Office of Intelligence Policy and Review. As a consequence of the
error, for over a year, OIPR was precluded from exercising oversight
and control of this ongoing investigation, which was contrary to the
requirements of Section IX.C of the then existing FCIG.

*+XFOOTNOTES**
A1)

i1 >< A United States person is defined in Section II1.W of
the FCIG

as an individual who is. . . ¥a’ United States citizen . . . or . . . ib" a
permanent resident alien . . . . ©On 10/31/03, the FCIG were superseded by
the Attorney General’s Guidelines for FBI National Security Investigations and
foreign Intelligence Collection (NSIG). However, because this potential error
occurred while the FCIG were in effect, the potential error is analyzed within
the context of the then existing FCIG.
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FEDERAL BUREAU OF INVESTIGATION bé
b7C
Precedence: ROUTINE Date: 10/21/2004
To: Director's OfAfice Attn: OPR
Counterintelligence Attn: AD
Washington Field Attn: SAC
: . CcDC

From: General Counsel ' :
NSLB/C om 797 '
Contact: ext. o

b6
Approved By: _Thomas Julie ‘

b7C

Drafted By: | |

Case ID tfj , 278-HQ-C1229736-VIO (Pending)--——@cocD
(- 105A-WF-223252 (Pending)

AL, INFORMATION CONTAINED

Title:  DR{-(m) iggﬁ:gr&ggm;rgﬁz OVERSIGHT BOARD MATTER [ERRIN 18 UNCLASSIFIED EXCEPT

Synopsis: M"W’I‘he Office of the General Counsel (0OGC) considers

that this matter must be reported to the Intelligence Oversight bl
Board (IOB) and to the Office of Professional Responsibility b2
(OPR). OGC will prepare an appropriate cover letter and a
memorandum to the IOB. Our analysis follows. bé
- DATE: 08-15-2005 b7a
w - Derive v (~3 - CLASSIFIED BY 65179/DMH/JW/05-CV-0845
. . . REASON: 1.4 (C) . b7C
ssify On: DECLASSIEY ON: 08-15-2030
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ector's Office From: General Counsel
Re UK 278-HQ-C1229737-VIO, 10/21/2004

(5]

|ts)

(U) The Right to Financial Privacy Act (RFPA), Title
12, United States Code, Section 3401 et seg. (12 USC § 3401 et
- 8eq.) states in §3402 that "[elxcept as provided by section
3403 (c) or (d), 3413, or 3414 of this title, no Government
authority may have access to or obtain copies of, or the
information contained in the financial records of any customer
from a financial institution . . .."

(U)y 12 usc §3414 provides in part:

(a) (1) Nothing in this chapter (except sections 3415,
3417, 3418, and 3421 of this title) shall apply to the
production and dlsclosure of financial records pursuant
to requests from--
(A) a Government authority authorized to
conduct foreign counter- or foreign positive-
intelligence activities for purposes of
conducting such activities; or
(B)

(2) In the instances specified in paragraph (1), the
Government authority shall submit to the financial
institution the certificate required in section 3403 (b)
of this title signed by a supervisory official of a
rank designated by the head of the Government
authority.

(U) Section 2-17 of the National Foreign Intelligence
Program Manual (NFIPM) lists the FBI officials who can request
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To: Director's Office From: General Counsel
Re: GQ4m278—HQ—C1229737—VIO, 10/21/2004

financial records under the foregoing section of RFPA. According
to section 2-17 of the NFIPM, such requests must be made by an
Assistant Special Agent in Charge or a more senior off1c1a1(U

(U) 12 USC §3417 provides for civil liability of an
agency or department of the United States that obtains financial
records or information in violation of the RFPA. The same .
section deals with "disciplinary action for wilful or intentional

violation" of these RFPA provisions by agents or employees of the
government.

-3 In this instance, the conduct of sa[___] was
wilful and intentional, even though she did not realize that she
had acted in contravention of the RFPA and Bureau policy. It
should also be noted that SA |was at the time a probationary
agent. Inasmuch as her actions nevertheless amount to
"intelligence activities that . . . may be unlawful or contrary
to Executive order or Presidential directive" they are reportable
to the Intelligence Oversight Board (IOB) under the terms of
section 2.4 of Executive Order 12863. O0GC will therefore prepare
a cover letter and a memorandum to report this matter to the IOB
and to advise that it has been referred to the Office of
Profesgsional Responsibility.

b6
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To: irector's Office From: General Counsel
Re: §s§1U278—HQ—C1229737-VIO, 10/21/2004

LEAD(s) :
Set Lead 1: (Action)
DIRECTOR'S QFFICE
AT OPR FQ, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Please read and clear.

Set Lead 3: (Action)

WASHINGTON FIELD

AT WASHINGTON, DC

(U) For action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 1/22/2004
To: Counterterrorism Attn: AD John 8. Pistole
: A/SSA
g ITOS I, CONUS II, Team 8
Director's Office . Office of Professional bé
Responsibilit OPR
Kansas City SSAI I b7¢
SAl |

From: General Counsel
National Securitv Law Branch/Room 7975

Contact: Ext. b2
Approved By: Kelley Patrick W b6
| | bé b7C
' b7C
Drafted By: | | 2,70
e

Case ID #: [(-(278-HQ-C1229736-VIO (Pending)

Title: ~}§<:¢UgNTELLIGENCE OVERSIGHT BOARD AL TNEORMATION CONTATNED

MATTER 2003-153 HEREIN IS UNCLASSIFIED EXCEDT
WHERE SHOWN OTHERWISE

s 1s sy Tt i L .

ynopsis: t is the opinion of the Office of the General

Counsel (OGC) that the late submission of a 90-day letterhead

memorandum (LHM) must be reported to the Intelligence Oversight

Board (IOB). OGC will prepare.and deliver the required

correspondence to the IOB. Our analysis follows.

-3 DATE: 08-12-2005
%"'fm Derxri g CLASSIFIED BY 65179/DMH/JW/05-Cv-0845

: . REABON: 1.4 () .
assify On: DECLASSIFY ON: 08-12-2030

(U .
Reference: \E&( 315B~KC-84651 Serial 41

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the

document in WordPerfect 8.0.
sé?ééf'
OIG/DOJ Revi M :
FBIINVEST.: IG/DOJ INVEST:
OPR UC INI S:
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To: Counterterrorism From: General Counsel
Rell) )s( 278-HQ-C1229736-VIO, 1/22/2004

Details: ;Xi As noted in the referenced electronic
communication (EC), | ]

|81

bl
bé
b7A

b7C

(U) Section 2.4 of Executive Order (E.0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FRI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the ECIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of the individual rights of U.S. persons. Violations

! 8] A “United States person” is defined in Section 101 (i) of the
Foreign Intelligence Surveillance Bct (FISA) (codified at 50 U.S.C. § 1801 et
seqg.) as “a citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101(a) (20) of the Immigration and
Naturalization Act) . . . .” See also Section II.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter-

intelligence Investigations.
SEp@T
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To: Counterterrorism From: General Counsel
Re: IS( 278-HQ~-C1229736-VIO, 1/22/2004

of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

Section IX of the FCIG sets forth the rules
governing the reporting, dissemination, and retention of
information concerning foreign counterintelligence and
international terrorism investigations. Section IX.C provides
in pertinent part: (y

Each full investigation of any U.S. person
shall be reported within ninety (90) days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at.
the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence

or security agencies.

(Emphasis added, classification marking omitted) .

(U) CX( Section IX.C of the FCIG is intended to regulate
the timely reporting of FBI full investigations on U.S. persons
to the Office of Intelligence Policy and Review (OIPR),
Department of Justice. As such, it was written to include both
administrative and “rights protection” components. The 90-day
and annual reporting requirements of Section IX.C are purely
administrative in nature, while the oversight exercised
by the OIPR in reviewing the required reporting ensures the
protection of individual rights. As a general rule, delinquent
annual or 90-day LHMs are considered to be violations of an
administrative nature when they are submitted to the NSLU within
90 days of their original due date. These administrative
violations are placed in the control file for periodic review by
the Counsel to the IOB. However, when a LHM is not submitted at
all, or is submitted later than 90 days from its original due
date, the facts and circumstances of that particular case must be
examined to determine whether the failure or substantial delay in
submitting the LHM precluded meaningful oversight and review
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To: Counterterrorism From: General Counsel

Re:tm}gz 278-HQ-C1229736-VIO, 1/22/2004 -

by the OIPR. If the OIPR was precluded from conducting such
oversight and review, then the matter must be reported to the

IOB.
W p | 1

_ | This 1s a violation
of Section IX.C of the FCIG which must be reported to the IOB

iUlﬂtgi In accordance with the reporting requirements of
Section 2.4 of E.O. 12863, OGC will prepare the correspondence
required to report this matter to the IOB.
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To: ?ggnterterrorism From: General Counsel
Re: ({UX

278-HQ-C1229736~VIO, 1/22/2004

LEAD (s)
Set Lead 1:

COUNTERTERRORISM DIVISTION

AT _WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
DIRECTOR'S OFFICE

AT_OPR FO, DC

(U) For action deemed appropriate.

Set Lead 3: (Action)

KANSAS CITY

AT KANSAS

(U) For action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
IOB MATTER 2004-21 (U)

K)" By electronic communication (EC) dated February 11,
2004, "the Counterintelligence Divigion reported a pogsible IOB

_eXror

renorted that |

2 | ‘ |
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] Thus, 1in
accordance with the reporting requirements of Section 2.4 of E.O.
12863, this mistake must be reported to the IOB.
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Precedence: ROUTINE ' Date: 10/22/2004
To: Counterintelligence Attn: Section Chief

Directors Office Attn: Office of Professional

Responsibility
SAN FRANCISCO Attn: SAC

, b2
From: General Counsel b6

National Security Affairs/Room 7975 _ C
Contact: L | b7C
Approved By: Thomas Julie F |

Drafted By: A}rss

bé

b7C

Case ID #: D)) 278-HQ-1425173

Title: ~{m INTELLIGENCE OVERSIGHT BOARD (IOQOB) ALL TNFORMATTON CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

IOB MATTER 2003-56 WHERE SHOWN OTHERWISE

SynopsingrT‘ It is the opinion of the QOffice of the General
Counsel (OGC) that this matter need not be reported to the Intel-
ligence Oversight Board (IOB), but, rather, that a record of this
decision should be maintained in the investigative control file
for review by the Counsel to the IOB.

(U} Derive : G-3 DATE: 08-11-2005
: > CLASSIFIED BY 65179/DMH/JW/05-Cv-0845
\SSlfy On: REASON: 1.4 (C) (D)
“‘_‘l‘:l ) DECLASSIFY ON: 08-11-2030
Reference:' “J&) 278-HQ-1425173 b2
L l b7D
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in WordPerfect 8.

Details: (U) Referenced electronic communications from the
Inspection Division (ID) to OGC, National Security Law Branch
(NSLB) , dated May 28, 2003, advised OGC of a possible IOB
violation involving actions exceeding the authorized scope of
otherwise permitted activity OGC has reviewed the facts of the
captioned matter and has determined that reporting to the IOB is
not warranted. Our analysis follows.

Qx{ As set forth in the referenced ECs, San Francisco

Division wasg conducting a Full Field NFIP Investigation of a |

Case ID : 278-HQ-1425173 - Serial : 3
SEb?éT '
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A Z SA1 | under the supervision of SSAl

bl

bé

|:5:| b7C

“b7D

Upon discovery of the mistake, an
appropriate was prepared covering the period 01/10/01-

04/30/03.

(U) Also following discovery of this mistake,
additional training and advice was provided to San Francisco

investigative personnel reg the b7D
regtriction to
| | witRoTE=NeT

(- Section 2-56 of the National Foreign Intelligence

Program Manual requires OGC to determine whether the facts
related above must be reported to the IOB. Based on
the analysis set forth
below, it is OGC’'s determination that they need not be
in this instance.

4 (U) Section 2.4 of Executive Order (E.O.) 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.

}8{ Title 18, United States Code, Section 2709,
Counterintelligence access to Telephone Toll and Transactlonal
Records states that:

(b) Required certification. --The Director of
the Federal Bureau of Investigation, or his
designee . . . may-

(1) request the name, address, length of service,
and local and long distance toll billing records of a.
person or entity if the Director . . .certifies in
writing to the wire or electronic communication service

SE}%FT
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provider to which the request is made that the name,
address, length of service, and toll billing records
scught are relevant to an authorized investigation

(U) In the case of a US Person, such failure to comply
would likely constitute an IOB violation. In the instant case,

however,lhhe_subiect of the dinvegtigation was_nnt_a_HS_Eeran but
rather »

As such, the sole determination we must make is
whether the FBl’'s failure to conform to .its internal
administrative requirements -i.e., the National Foreign
Intelligence Program Manual (NFIPM)- is reportable as a matter of
policy, to the IOB.

: As previously discussed, in this instance,
probatj i i i
asget

Page

18}

operating under the mlstakeﬂgﬁe:llief that the information providedl: ggs
A

covered under an existing FI Upon learning of the

mistake, a NSL was retrospectively issued to cover the period in
question. It is clear that the error committed did not impinge
upon the individual rights of a US Person. Although the Attorney
General Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigation (FCIG) have been
modified as of October 31, 2003, the underlying principal remains
the same, and consequently, because io“nly violations of ithe”
FCIG which iare” designed to safeguard the rights of U.S. persons
are required to be reported to the IOB,il” it is our opinion that
this matter need not be reported to the IOB. Consistent with our
prior opinions, a record of this decision should be maintained in
the control file for future review by Counsel to the IOB. (U)

+

Lead(s) :
Set Lead 1: (Action)
COUNTERINTELLIGENCE DIVISION
AT WASHINGTON, DC

(U) For action deemed appropriate.

. Set Lead 2: (Action)
DIRECTOR’S OFFICE

AT OPR FO, DC

SéyégT
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(U) For action deemed appropriate.

Set Lead 3: (Action)

SAN FRANCISCO

AT SAN FRANCISCO, CALIFORNIA

(U) For action deemed appropriate.

1 - ]

**FOOTNOTES* * {11}
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$1°: 0SY/OGC EC to INSD, dated May 28, 1999 and titled SSA
7N\ - sal } - washington

Field Officei;”

IOB Matter 97-15.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date: 11/17/2003
To: Springfield Attn: SAC, CDC
Director's Office Office of Professional
: Responsibility

From: General Counsel

National Security Law Branch (NSLB)/Room 7974 b2

Contact: Ext.l I ‘

Lo < bé

Approved By: Kelley Patrick W - b7C

DECLASSIFIED BY 6€5179/DMH/JW/05-Cv-0845 -
ON 08-11-2005

Drafted By: , b6

Case ID #: }&J(U) 278-HQ-1416800 % b7C

Title: (}(uﬂ INTELLIGENCE OVERSIGHT BOARD MATTER
IOB MATTER 2003-31

Synopsis: It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the Intelligence
Oversight Board (IOB). OGC will prepare a cover letter and a
memorandum to report this matter to the IOB. (U)

(U) Det rom. .: =

S1fy On: -1
Reference: >(><) 278~-HQ-C1229736~VIO Serial 81 (U)

Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the document in
WordPerfect 8.0.

Details: (U) An electronic communication (EC) from the Inspection
Division (INSD) to OGC, dated 04/01/2003, requested that OGC review
the facts of the referenced EC to determine whether the matter
described should be reported to the Intelligence Oversight Board
(IOB). In our opinion, it should. Our analysis follows.
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OIG/DOJ Revieyw: ’
FBIINVEST.: ; ggi /OIG/DOJ INVEST.:
OPR UC INITIAES: '




To: Springfield From: General Counsel
Re:(U)-%) 278-HQ-1416800, 11/17/2003

b7A

(U)w?&i As discussed in the referenced EC, | |

(U) 234: Because the unknown subject was (and remains) a “United
States person”, continuation of the investigation required that
Springfield comply with the requirements of Executive .Order 12863 and
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations (FCIG).3

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FRI,
the Assistant Director, INSD, and the General Counsel, O0OGC,
respectively) report to the IOB “concerning intelligence activities
that they have reason to believe may be unlawful or contrary to
Executive order or Presidential directive.” This language was adopted
verbatim from E.O. 12334, dated 12/04/1981, when the IOB was known as
the President's Intelligence Oversight Board (PIOB). By longstanding
agreement between the FBI and the IOB (and its predecessor, the PIOB),
this language has been interpreted to mandate the reporting of any
violation of a provision of the ECIG, or other guidelines or

bé
1

(U) Related per telephone call from SA | | to AGC

Ion 05/16/03. b7¢

€U3>ﬁi See Section III.C.2{a) of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign Counterintelligence
Investigations.

® (U) At the time of this investigation, the FCIG were in effect.
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To: Springfield From: General Counsel
Re:m% 278-HQ-1416800, 11/17/2003

e

regulations approved by the Attorney General, in accordance with E.O.
12333, dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of a

U.S. person. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB.

The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may review
them upon request.

(- Section IX of the FCIG sets forth the rules governing
the reporting, dissemination, and retention of information concerning
foreign counterintelligence and international terrorism
investigations. Section IX.C provides in pertinent part:

Each full investigation of any U.S. person shall
be reported within ninety (90) days of initiation
to the Office of Intelligence Policy and Review,
setting forth the basis for undertaking the
investigation. The FBI shall furnish to the
Attorney General or a designee a summary of each
investigation at the end of each year the
-investigation continues, including specific
information on any requests for assistance made by
the FBI to foreign law enforcement, intelligence
or security agencies.

(Emphasis added, classification marking omitted).

H”QX( Section IX.C of the FCIG is intended to regulate
the timely reporting of FBI full investigations on U.S. persons to the
OIPR. As such, it was designed to include both administrative and
“rights protection” components. The 90-day and annual reporting time
requirements of Section IX.C are purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the required
reporting ensures the protection of individual rights. As a general
rule, delinquent annual or 90-day LHMs are considered to be violations
of an administrative nature when they are submitted to the NSLU within
90 days of their original due date. These administrative violations
are placed in the control file for periodic review by the Counsel to
the IOB. However, when an LHM is not submitted at all, or is
submitted later than 90-days from its original due date, the facts and
circumstances of that particular case must be examined to determine
whether the failure or substantial delay in submitting the LHM
precluded meaningful oversight and review by the OIPR. If the OIPR

_SEBERET




To: Springfield From: General Counsel
Re:tm,W 278-HQ-1416800, 11/17/2003

was preéluded from conducting such oversight and review, then the
matter must be reported to the TOB.

w0 x{ T

b7A

pammmm—————

(T« In accordance with the reporting requirements of
Section 2.4 of E.O. 12863, OGC will prepare a cover letter and a

memorandum for the Deputy General Counsel to report this matter to the
IOB.
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To: Springfield From: General Counsel
Re:iUﬁﬁz 278-HQ-1416800, 11/17/2003

LEAD (s)
Set lLead 1: (Action)

SPRINGFIELD DIVISION

AT QUAD CITY RA

(U) For action consistent with this opinion.
Set Lead 2: (Action)
DIRECTOR'S OFFICE

AT OPR FO, DC

(U) For action deemed appropriate.
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ALL THNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE D8-11-2005 BY 65179/DMH/JW/D5-0v-0845
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date: 12/05/2003
To: Pittsburgh \ Attn: SAC Kenneth T. McCabe
_ . CDC Jeffrey B. Killeen
Director's Office Attn: Office of Professional
‘ Responsibility

From: Office of the General Counsel

National Securi m 7 b2
Contact: (A) UC

bé
Approved By: Kelley Patrick W b6 biC
rra hn F
b7C

DECLASSIFIED BY 65179/DMH/JW/05-CV-0845
. ON 08-11-2005
Drafted By: | jvim

Case ID #: DS{U) 278-HQ-1425174 < Z

Title: EﬂgitﬁINTELLIGENCE OVERSIGHT BOARD (IOB)
I0B MATTER 2003-57 :

SynopsisJUTEB(: It is the opinion of the Office.of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare a cover
letter and a letterhead memorandum to report this matter to the
IOB. Our analysis follows.

() éri From : -3
Dec ity 2 X1

Reference: %ﬁ( 278-HQ-1425174 Serial 2
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the

document in WordPerfect.

Details: >K6¢Uks discussed in the referenced electronic
communication (EC), on 03/30/2000, |
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To: Pittsburgh From: Office of the General Counsel
Re: W._..w:,z78—HQ—1425174, 12/05/2003

b7a

o)

(U) Section 2.4 of EO 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsels of the
Intelligence Community components (in the FBI, the Assistant
Director, INSD, and the General Counsel, 0OGC, respectively)
report to the IOB concerning intelligence activities that they
have reason to believe may be unlawful or contrary to an EQO or
Presidential Directive. This language was adopted verbatim from
EO 12334, dated 12/04/1981, when the IOB was known as the
President's Intelligence Oversight Board (PIOB). By longstanding
agreement between the FBI and the IOB (and its predecessor, the
PIOB), this language has been interpreted to mandate the
reporting of any violation of a provision of the FCIG, or other
guidelines or regulations approved by the Attorney General in
accordance with EO 12333, dated 12/04/1981, if such provisions
were specifically intended to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB.

GUR A “United States person” is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
sSeg.) as “a citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101 (a) (20) of the Immigration and
Naturalization Act) . . . .” See also Section II.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations.

2 (U) Since that time, the Attorney General has issued new guidelines

for FBI National Security Investigations and Foreign Intelligence Collection,
dated October 31, 2003. However, since the actions occurred prior to the
issuance of the new guidelines, the old guidelines are cited herein.

SEORET
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To: iftsburgh From: Office of the General Counsel
Re: ) 278-HQ-1425174, 12/05/2003
(U

The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

(Uj£§3 With regard to the continuation of an FBI PI,
Section III.B.6 of the FCIG provides in pertinent part that:

Preliminary inquiries shall be completed
within 120 days of the date of initiation.
The Office of origin SAC may personally
authorize extensions of a preliminary
inquiry for a period of not more than 90
days up to a total of one year when
justified by facts or information obtained
during the course of the inquiry.

FBI Headquarters may authorize addltlonal
extensions for periods of not more than 90
days on the same basis. All extensions

shall be in writing and include the
justification for the extension.

(Emphasis added.)

cUE@(: Although this provision of the Attorney General
Guidelines “is primarily administrative in nature, it was designed
in part to protect the rights of U.S. persons by llmltlng the
length of time that the FBI can conduct a PI without periodic
oversight by the proper authorities. Pursuant to the
aforementioned agreement between the FBI and IOB, PI overruns are
not reported to the I0OB if they are both 1nadvertent and de
minimus in time. To determine whether a possible violation of
the FCIG is “inadvertent” and “de minimus in time,” all the facts
relevant to the incident must be considered.

0 x| |

] This activity was, thus, 1nconsistent with the

requirements of the FCIG. Consequently, in accordance with the
reporting requirements of Section 2.4 of EO 12863, 0OGC will
prepare a cover letter and an LHM to report this matter to the
IOB. As a mitigating circumstance, it is recognized that the
source provided valuable information during the overrun relative
to a counterterrorism matter. :

 _BECRET
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To- Pittsburgh From: Office of the General Counsel
Re(U) N - 278-HQ-1425174, 12/05/2003




To: Pittsburgh From: Office of the General Counsel

Re:

)

O

—BEERET

'”Hﬂ78—HQ_1425174' 12/05/2003

LEAD (s) :

Set Lead 1: (Info)

PITTSBURGH
AT PITTSBURGH

(U) For information.

Set Lead 2: (Discretionary)

CC:

*

DIRECTOR'S OFFICE

AT OPR _FO, DC

(U) For action deemed appropriate.

SAC Pittsburgh
Mr. Kelley
Mr. Curran

IOB L15rary

bé
b7C
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SE}@T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 1/16/04
To: Director's Office Attn: OPR
Counterterrorism Attn: AD
Denver Attn: SAC
. CcDC
b2
b6
From: General Counsel
National Security Law Branch/Room 7975 b7cC
Contact: | | ext.
Approved By: Curran John F bE
Lammert Elaine N
;\\ b7C
ALTL INFORMATION CONTAINED
Drafted By: I I Z) HEREIN IS UNCLASSIFIED EXCEPT
/ WHERE SHOWN OTHERWISE

Case ID #: (X)““_TP78—HQ—C1229736—VIO (Pending)

Title: }%?HHPOSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
2003-142

Synopsis: Zhiiwt is the opinion of the Office of General Counsel
(OGC) that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility (OPR),
FBIHQ. OGC will prepare and deliver the required correspondence to
the IOB. Our analysis follows.

Deriv T G-3 DATE: DB-15-2005
TE N CLASSIFIED BY 65179/DMH/JW/05-Cv-0845
D 811y : REASCN: 1.4 (C)

DECLASSIFY ON: 0B-15-2030

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the documents in
Corel Wordperfect.

R / oare: /(3RS SEXET
FBIINVEST: /DO INVEST?
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To: Director's Office From: General Counsel
Re: >< 278-HQ-C1229736-VIO, 1/16/04

(! i

A8 be

/ b7C
Details: CB(’AS noted in the elecfronic communication (EC)referencecw

below,' on June 0Q he uver Division initiated a preliminary
inquiry (PI) on ho is a "United States person" as
that term is used in 1) of the Foreign Intelligence
Surveillance Act of 1978 (FISA).? Thus, of the PI required that
Denver comply with the requirements of the Attorney General Guidelines
for FBI Foreign Intelligence Collections and Foreign
Counterintelligence Investigations (FCIG). The initial PI expired on
"October 10, 2002, but was not formally extended by Denver on January
11, 2003. This extension expired on April 10, 2003. Between the
expiration of the initial PI on October 10, 2002 and the extension on
January 11, 2003, Denver conducted an investigation with respect to

specificallv. on December 20, 2002, a source was

contacted ror 1nfqﬂ§$tion xuithin
the Denver Divisiotrlt 'igj

(U) Section 2.4 of Executive Order (E.O.) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsels of
the Intelligence Community components (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively) report to
the IOB "concerning intelligence activities that they have reason to
believe may be unlawful or contrary to Executive order or Presidential

directive." This language was adopted verbatim from E.O. 12334, dated
12/04/1981, when the IOB was known as the President's Intelligence
Oversight Board (PIOB). By longstanding agreement between the FBI and

the IOB (and its predecessor, the PIOB), the language has been

}Xj {UEC from the Denver Division to INSD, dated 10/20/03 and titled "SSA b6

| © 1184 I;1 Denver Division [;] IOB [;]. Hereinafter cited as b7C
"Denver EC."

2 M (UJA "United States person" is defined in Section 101(i) of the Foreign

Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 ¢t seq.) as "a citizen of the
United States [or] an alien lawfully admitted for permanent residence (as defined in section
101(2)(20) of the Immigration and Naturalization Act)...." See also Section IL.W of the Attorney
General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence
Investigations.

3 Denver EC.

sﬁQzET
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To: Director's Office From: General Counsel
Re: %___':Uf78—HQ—C1229736-VIO, 1/16/04

interpreted to mandate the reporting of any violation of a provision
of the FCIG, or other guidelines or regulations approved by the

- Attorney General in accordance with E.O0. 12333, dated 12/04/1981, if
such provision was designed to ensure the protection of the individual
rights of U.S. persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative
violations so that the Counsel to the IOB may review them upon
request.

~{U) With regard to the continuation of an FBI
preliminary inquiry, Section III.B.6 of the FCIG' provides, in
pertinent part that

Preliminarx inquiries shall be completed

within 120 days of the date of initiation.

The Office of origin SAC may personally
authorize extensions of a preliminary inquiry
for a period of not more than 90 days up to

a total of one year when justified by facts or
information obtained during the course of the
inquiry.... FBI Headquarters may authorize
additional extensions for periods of not more
than 90 days on the same basis. All extensions
shall be in writing and include the justification
for the extension.

(Emphasis added, classification marking omitted).

Although this provision of the Attorney General Guidelines
is primarily administrative in nature, it was designed in part to
protect the rights of U.S. persons by limiting the length of time that
the FBI can conduct a PI without periodic oversight by the proper
authorities. Pursuant to the aforementioned agreement between the FBI
and IOB, PI overruns are not reported to the IOB if they are both
inadvertent and de minimis in time. To determine whether a possible
violation of the FCIG is "inadvertent" and "de minimis in time," all
the facts relevant to the incident must be considered.

‘At the time of this investigation, the FCIG were in effect.

syé'r
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To: Director's Office From: General Counsel
Re: ){UP?B-HQ—01229736-VIO, 1/16/04
(& (U} In the instant matter, while the PI overrun

between thé expiration date and the date of the renewal appears to
have been inadvertent, it was not de minimis in time; investigative
activity continued for three months before the renewal, during which
time a source was contacted. Consequently, based on the above
analysis, and in accordance with the reporting requirements of Section
2.4 of E.O. 12863, OGC will prepare the correspondence required to

report this matter to the IOB.
LEAD (8) :

Set Lead 1: (Action)

DIRECTOR'S QFFICE
AT OPR FO, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
COQUNTERTERROR I SM

AT WASHINGTON, DC

(U) For Action Deemed Appropriate.
Set Lead 3: (Action)

Denver

(U) For action deemed appropriate.

1 -Mr. Curran . . b6
1 -

1 b7C
1 -IOB Library

*
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To: Director's Office From: General Counsel
Re: %...l:ug78-HQ—C1229736—VIO, 1/16/04
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«Re 0i-31-2003) S
SngéT
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE : Date: 01/15/2004
To: Director's Office Attn: OPR
Counterterrorism Attn: AD b2
From: General Counsel b6
Counter Terrorism Law Unit I / Rm. 7975 bIC
Contact: ]
Approved By: Curran John F 56
Lammert Elaine N
b7C
Drafted By: ‘L, 4}&50

FBIINVEST.:

0IG/DOJ Hevle@ (/ B paTE: ’Y/f Hfor—

' 777777 ALL INFORMATION CONTATNED
4 HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

Case ID #: >§§1U378—HQ—01229736—V10

Title: §%3¢U NTELLIGENCE OVERSIGHT 'BOARD MATTER
OB 2003 131

Synopsis: }%&4Uht is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB) and to the Office of
Professional Responsibility (OPR), FBIHQ. OGC will prepare a
cover letter and an enclosure for the Deputy General Counsel to
report this matter to the IOB.

DATE: 08-15-2005

%(U:' : . CLASSIFIED BY 65179/DMH/JW/05-Cv-0845
0 1.4 J

| Dectassifr o maaa e T

Reference: )ﬁémﬂﬁ78—HQ—01229736—VIO Serial 112

Administrative: (U) Thig communication containg one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

Details: (U) Referenced communication from CTD to OGC, dated
07/3/02 (received 10/7/03), requested that OGC review the facts
of the captioned matter to determine whether it must be reported
to the IOB. 1In our opinion, it must. Our analysis follows.

As discussed in the referenced electronic

communication (EC), on 6/20/02, at approximately 4:30 pm EDT, the

Special Technologies and Applications Unit (STAU) of the National
Infrastructure Protection Center (NIPC) was conducting a

s@n@gT

OI@/DOJ INVEST.:”
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To: Director's Office From: General Counsel
Re: - ><;/)\’....ug78-HQ—01229736—VIo Serial 112, 01/05/2004 b2
bé
. b7¢
voluntary audif of Foreign Intelligence Surveillance Court (FISC) bE

(1S

Upon review of the information received bv STAU, it
was determined that the

|:Ej bl

b2

b7E

(U) Section 2.4 of Executive Order (E.0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB all information “conceérning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language was adopted verbatim from E.O. 12334,
dated 12/04/1981, when the IOB was known as the President's
Intelligence Oversight Board.

{U) Title 18, United States Code, Section 2511 (2) (f)
states that the procedures contained in the FISA and Title III
of the 1968 Omnibus Crime Control Act (as amended by the
Electronic Communications Privacy Act) “shall be the exclusive
means by which electronic surveillance . . . and the intercep-
tion of domestic wire and oral communications may be conducted.”
Additionally, Section 2.5 of E.O. 12333 provides that, “[e]lec-
tronic surveillance, as defined in the Foreign Intelligence
Surveillance Act of 1978, shall be conducted in. accordance with
that Act, as well as this Order.” Under Title 50, United States
Code, Section 1802(b), the FISC is authorized to grant an order
approving the electronic surveillance of a foreign power or an
agent of a foreign power for the purposes of obtaining foreign

(UhM It canpnot be determined from the referenced EC whether| ]
RN
b2

bé

- I that has ot yet been done, 1t should

be done now. b7C

S%T » bIE
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To: Director's Office From: General Counsel
Re: }s<:¢m78-HQ—c1229736-v10 Serial 112, 01/05/2004

intelligence information. Under the pertinent FISA definition,
the term electronic surveillance means, “the acquisition by an
electronic, mechanical, or other surveillance device of the
contents of any wire or radio communication to or from a person
in the United States, without the consent of any party thereto,
if such acquisition occurs in the United States.” 50 U.S.C.

§ 1801 (f) (2).

M- 1In this instance, it is clear that as a
consequence of an error on the part of the communications
carriers, the FBI (unintentionally) conducted an electronic
surveillance which was unauthorized. The carrier’s error must be
reported to the IOB. OGC will prepare an appropriate cover
letter and an enclosure for the Deputy General Counsel to report
this matter to the IOB.

SE%?éi
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To: Director's Office From: General Counsel
Re: >€__)|:U':|278-HQ-C1229736-VIO Serial 112, 01/05/2004

LEAD(8) :
Set Lead 1: (Action)

DIRECTOR'S QFFICE

AT OPR FO, DC

(U) For action deemed appropriate.
Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Please read and clear.

CC: Mr. Curran

b6
IOB Library b7¢C
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P (Rev. 01-31-2003) .
SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/28/2004
To: Detroit Attn: SAC |
Directof's Office Attn: Office of Professional

Responsibility (OPR)
Counterterrorism Division Attn: A/AD
FProm: General Counsel
Counterte i Unit IT
Contact: b2

bé

Approved By: I.QAMF_I
b7C
bé
Drafted By: ( b7¢
Case ID #: "7’9 ALL TNFORMATTION CONTATNED
278-HQ-C1229736-VIO ¢ HEREIN I§ UNCLASSIFIED EXCEDT
66-DE-A5102 WHERE SHOWN OTHERWISE

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)
IOB 2003 145 , )

Synopsis: ;Eé [It is the opinion of the Office of the General
Counsel (O that this matter must be reported to the Intel-
ligence Oversight Board (IOB) and to the Office of Professional
Responsibility (OPR), FBIHQ. OGC will prepare a cover letter and
a memorandum to report this matter to the IOB. Our analysis

follows.
DATE: 0(8-15-2005
() CLASSIFIED BY 65179/DMH/JW/05-Cv-0845
-3 REASON: 1.4 ()
DECLASSIFY ON: 08-15-2030
1
Reference: 315G-DE-92951, Serial 140, 141
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.
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To: Counterterrorism Division From: General Counsel
Re: X},i@J7B—HQ-C1229736—VIo, 01/28/2004

{8}

{1y,
Details: As discussed in the electronic communication .(EC)'
on October 73}, 2003, FBI Detroit prepared and forwarded a
letterh ’ or the full investigation (FI) on

; 1a U.S. person, on May 11, 1998.
? I rson" as that term is used in the
OrTiey General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations
(ECIG) .? The initiation and continuation of the FI required FBI
Detroit and the Headquarters' substantive unit to comply with the
-requirements of Executive Order (EO) 12863 and the FCIG. In this
_regard,| became the subject of a FBI full investigation on
May 11, 1998, 1n the New York Division. The New York Division
prepared and submitted the FBI HQ annual LHMs on May 23, 2000 and
May 1, 2001. The next required annual LHM should have been filed
with FBIHQ in May, 2002. The investigation was transferred to
FBI Detroit on October 17, 2001. On October 31, 2003, FBI
Detroit advised FBIHQ and the Office of the General Counsel that
they had failed to comply with the annual reporting requirements.

(U) Because the subject of the investigation was (and
remains) a "United States person" as that term is used in Section
101(i) of the Foreign Intelligence Surveillance Act of 1978
(FISA) and Section II.W of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign

unterintelligence Investigations (FCIG)?,continuation of the
investigation required that Detroit and the Headquarters'
substantive unit comply with the reporting requirements of
Executive Order 12863 and the FCIG. Due to delay in forwarding a
hard copy of the investigation to FBI Detroit following
notification of the investigation being transferred, and an

(- EC from FBI Detroit to INSD and OGC, dated 10/31/2003 and titled "Intelligence
Oversight Board (IOB) Matter."

(U} -2.%) A "United States person” is defined in Section II.W. of the FCIG as "an individual
who is ....[a] United States citizen . . . or . .. [b] a permanent resident alien . ..."

{U) ;?( A "United States person” is defined in Section 101(i) of the Foreign Intelligence
Surveilladce*Act (FISA)(codified at 50 U.S.C. § 1801 et seq.) as "a citizen of the United States
[or] an alien lawfully admitted for permanent residence (as defined in section 101(a)(20) of the
Immigration and Naturalization Act) . .. ." See also section IL.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations.
SE%{T
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To: ounterterrorism Division From: General Counsel
Re{lJ)¥) 278-HQ-C1229736-VIO, 01/28/2004

administrative order, Detroit failed to submit the third annual
letterhead memorandum (LHM), due on or about May 2, 2002, to the
National Security Law Unit (NSLU), OGC, for submission to the
Office of Intelligence Policy and Review (OIPR), Department of
Justice (DOJ), as required by the FCIG. As a result of the
error, OIPR was not advised of the status of the ongoing
investigation for approximately fifteen months. (u)

(U) "~ Section 2.4 of Executive Order (E.O.) 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was adopted verbatim from E.O. 12334, dated December 4,
1981, when the IOB was known as the President's Intelligence
Oversight Board (PIOB). By longstanding agreement between the
FBI and the IOB (and its predecessor, the PIOB), this language
has been interpreted to mandate the reporting of any violation of
a provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially admin-
istrative in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative
violations so that the Counsel to the IOB may review them upon
request.

. (Uj( Section IX of the FCIG sets forth rules governing
the reporti¥ngd, dissemination, and retention of information
concerning foreign counterintelligence and international
terrorism investigations. Section IX.C provides in pertinent
part that:

Each full investigation of any U.S. person
shall be reported within ninety (90) days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each invegtigation at
the end of each year the investigation
continues, including specific information on

3
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To: oynterterrorism Division From: General Counsel
ReiU]f 278-HQ~C1229736-VIO, 01/28/2004

any requestsbfor assistance made by the FBI
to foreign law enforcement, intelligence or
security agencies. (Emphasis added.)

in\“gFQ Section IX.C is intended to regulate the timely
reporting Of'FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
"rights protection" components. The annual reporting
requirements of Section IX.C is purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the
required reporting ensures the protection of individual rights.
As a general rule, delinquent annual LHMs are considered to be
violations of an administrative nature when they are submitted to
the NSLB within 90 days of their original due date. These
administrative violations are placed in the control file for
periodic review by the Counsel to the IOB. When an LHM is not
submitted at all, or is submitted later than 90 days from its
original due date, the facts and circumstances of that particular
case must be examined to determine whether the failure or
substantial delay in submitting the LHM precluded meaningful
oversight and review by the OIPR. If the OIPR was precluded from
conducting such oversight and review, then the matter must be
reported to the IOB.

o As previously discussed, in this instance,
OIPR was not updated of the status of this ongoing investigation
involving a U.S. person for approximately fifteen months. This
delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and approval of an ongoing foreign
counterintelligence investigation of a U.S. person, which is
contrary to the requirements of the FCIG.

() - Based upon the above analysis, and consistent the
reporting feduirements of Section 2.4 of E.O. 12863, OGC will
prepare a cover letter and an LHM to report this matter to the
IOB. That correspondence will also advise the IOB that this
matter will be referred to the FBI's Office of Professional
Responsibility. The latter is a matter within the cognizance
of the IMU.

¥
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To: Counterterrorism Division From: General Counsel
Re iy ><é 278-HQ-C1229736-VIO, 01/28/2004

LEAD (8) :
Set Lead 1: (Discretionary)
DIRECTOR'S OFFICE

AT OPR FO, DC

iUf;( For action deemed appropriate.

Set Lead 2: (Discretionary)

COUNTERTERRQORISM

>€) For action deemed appropriate.
(uy:

bé

b7C
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1 - NSLB Library
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BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Béard

Room 5020

New Executive Office Building

725 17th Street, N.W. :

Washington, D.C. 20503

. Dear General Scowcroft:

Enclosed for your information is a'self—explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
IOB 2003 145." ()

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure b6 ALL INFORMATION CONTATNED
HEREIN IS UNCLASSIFIED EXCEPT
| b7C WHERE SHOWN OTHERWISE

1
1 - 278-HQ-C1229736-VIO

DATE: 08-15-2005

CLASSIFIED BY 65179/DMH/JW/05-Cv-0845
REASON: 1.4 ()

DECLASSIFY ON: 08-15-2030
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Declassify on: X1

SEc)éT

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. H. Marshall Jarrett
Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1l - Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2003 145 (U)

Investigation of this IOB matter has determlned that,
on May 11, 1998, the New York Fleld Offlce of the Federal Bureau
of Investlgatlon ("FRIU Q.0 ion of a full

investigation (IT) o who was a "United

States person" as ths =Y § USed 1In tne Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG). Thus the initiation

and continuation of the IT required FBI New York and the
Headquarters substantive unit to comply with the requirements of
Executive Order 12863 and the FCIG. FBI New York submitted its
initial 90-day letterhead memorandum and two subsequent annual

. memoranda in a timely fashion. However, after the investigation
was transferred to FBI Detroit, the annual memorandum was filed
approximately fifteen months later than required. As a result of
the delinquent LHM, OIPR was not properly advised of the
initiation of the FI in accordance with Section IX.C of the FCIG.
This delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and review of an ongoing foreign
counterintelligence investigation of a U.S. person, contrary to
the requirements of the FCIG. This matter has been referred to
the FBI's Office of Professional Responsibility for review and
action deemed appropriate.
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Precedence: ROUTINE Date: 02/16/2005
To: Counterintelligence Attn: AD David W. Szady
Inspection Attn: Internal Investigations Section

From: Office of the General Counsel

National Security Law Branch/CILU/Room 7975 b2
Contact: | b6

Appro-v-ed BY: Thomas Julie F Classification per OGA letter dated 08-16-2005

b6 ALL INFORMATION CONTATHED
' * HEREIN IS UNCLASSIFIED EXCEPT
Drafted By: I I pb7c  WHERE SHOWN OTHERWISE Q’y

Case ID #: )ﬂii[}PB HQ-C1229736-VIO

Title: ><) ([} INTELLIGENCE OVERSIGHT BOARD (2,
MATTER 2004-21

Synopsis: ;ﬁzig t is the opinion of the Office of “fhe General
Counsel (0OGZ)“that this matter must be reported to the

Intelligence Oversight Board (IOB). OGC will prepare and dellver b6
the necessary correspondence to the IOB.

b7C
. DATE: 08-12-2005
Wﬁu:l From _: = CLASSIFIED BY 65179/DMH/JW/05-Cv-0845
De % Y - 5-1 REASOM: 1.4 (C)

DECLASSIFY ON: 08-12-2030

Details: gﬁ( By electronic communication (EC) dated February
11, 2004, th Counterlntelllgence Division reported a possible
IOB error in conjunction with

In this regar . the Counterintelligénce Division
€porLe a

”iS] bl

b2

> b7A
{5)] b=

5)

Case ID : 278-HQ-C1229736-VIO
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(U) Section 2.4 of Executiveiojder (E.O.) 12863,
dated September 13, 1993, mandates that Ingpectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB all information concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive. Exec. Order No. 12863, 58 Fed. Reg. 48441 (Sept. 13,
1993). This language was adopted from E.O. 12334, dated December

4, 1981, when the I0B was known as
Oversight Board (PIOB).

SERRET Q

b7A

the President’s Intelligence

(U) By longstanding agreement between the FBI and the IOB

(and its predecessor, the PIOB), t
interpreted to mandate the reporti
provision of the Attorney General’
Security Investigations and Foreig

his language has been

ng of any violation of a

8 Guidelines for FBI National
n Intelligence Collection, or

other guidelines or regulations approved by the Attorney General

in accordance with E.O. 12333, dat

provisions were specifically intended to ensure the protection of

ed December 4, 1981, if such

the individual rights of U.S. persons.

(U) Under Title 50, United S
FISC is authorized to grant an ord

search of a foreign power or an agent of a foreign power for the

purposes of obtaining foreign inte
the pertinent FISA definition, the

any physical intrusion within the United States into premises or

property . . . that is intended to

reproduction, inspection, or alteration of information, material,

Oor property, under circumstances i

reasonable expectation of privacy and a warrant would be required

tates Code, Section 1822, the
er approving the physical

lligence information. Under
term "physical search" means,

result in a seizure,

n which a person has a

for law enforcement purposes. 50 U.S.C. 1801(f) (2).

Page
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(U) Further, under section 2

.4 of E.O. 12333, only the FBI

had the authority to conduct an unconsented physical search of

| Secti

in pertinent part that:

on 2.4 of E.O. 12333 provides

Agencies within the Intelligence Community shall use

the least intrusive collection tec

-within the United States or 'direct
States persons abroad. Agencies are not authorized to
use such techniques as . . . unconsented physical

searches . . . unless they are in

hniques feasible
ed against United

accordance with

procedures established by the head of the agency and

approved by the Attorney General.

Such procedures
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shall protect constitutional and other legal rights and
limit use of such information to lawful governmental
purposgses. These procedures shall not authorize:

(b) Unconsented physical searches in the United
States by agencies other than the FBI, except for:

(1) Searches by counterintelligence elements

Page 3

of the military services directed against military personnel

within the United States
or abroad for intelligence purposes
and

o i

18y

Exec. Order No. 12333, 46 Fed. Reg. 59941 (Dec. 4, 1981)
(emphasis added).

As provided in section 2.4 of E.O. 12333, while the FBI

had the authority to conduct an unconsgented physical search of

| Thus, 1in accordance with the reporting
requirements of Section 2.4 of E.O. 12863, this mistake must be
reported to the IOB. OGC will prepare an appropriate cover
letter and an enclosure for the Deputy General Counsel to report
this matter to the IOB. - '
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LEAD(s) :

Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC

(U) For action deemed appropriated.

Set Lead 2: (Action)

bl
COUNTERINTELLIGENCE . b2
AT WASHINGTON, DC b7a
e b7E
L2 TE it _haog nat alraady haan ancamnlichad anoiivra
I VAR
that iSj
cC: Ms. Thomas
bé
10B Library b7C
**FOOTNOTES* *
“Thus, cthie New YOLK DivisSion Will 10t Deé Nortiried or Chis 0B
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BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman ALL TINFORMATION CONTAINED

5 : HEREIN IS UNCLASSIFIED EXCEPT
Intelligence Oversight Board WHERE SHOWN OTHERWISE
Room 5020

New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503 DATE: 08-12-2005

CLASSTIFIED BY 65179/DMH/JW/05-Cv-0845
REASON: 1.4 (C)
Dear General Scowcroft: DECLASSIFY ON: 08-12-2030

This letter forwards for your information a self-
explanatory enclosure, entitled Intelligence Oversight
Board (IOB) Matter 2004-21."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure

b6
1 - b7C
1 - 278-HQ-C1l229736-VIO

Case ID : 278-HQ-C1229736-VIO

Serial : 694
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SERRET

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto CGongzales
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
COUNTERINTELLIGENCE,DIVISION

SE9<ET
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U.S. Department of Justice

Federal Bureau of Investigation

SEEREL

Washington, D. C. 20535-0001

February 11, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman

Intelligence Oversight Board.

Room 5020

New Executlve Offlce Bulldlng DECLASSIFIED BY 6517%9/DMH/TW/05-Cv-0845
725 17th Street, Northwest ON 08-12-200§

Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
Pittsburgh Division, IOB Matter 2002-57"  (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/oxr
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office

of Professional Responsibility for a determination of whether any .
administrative action is warranted. (U)

Enclosure

1 - Mr. Szady
ZP - OPR (IOB 2002-57)

1 - 278-HQ- ‘{30"/
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Regponsibility
U.S. Department of Justice

Room 4303

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
PITTSBURGH DIVISION
IOB MATTER 2002-57 (U)

Inquiry has determined that in conducting a preliminary
inquiry (PI) of a United States person, the Federal Bureau of
Investigation (FBI) failed to comply with the requirements for
the continuation of a PI as prescribed in Section III.B.6 of the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations (FCIG) .
In this regard, the Pittsburgh Division opened a PI on a
sensitive asset on 03/21/02 to determine his/her suitability as
an asset for foreign counterintelligence matters. The initial
120-day PI was not extended but contact between the asset and the
Special Agent continued. The Agent discovered the error on
09/26/02. In mitigation of the errors, Pittsburgh advised that
the only investigative actions taken following the expiration of
the initial 120-day authorization were a series of electronic
mail (e-mail) communications. One e-mail concerned the
scheduling of a security briefing, while‘the remaining e-mails
were social in nature. Because the subject was (and remains) a
“United States person” as that term is used in Section 101(i) of
the Foreiagn Intelligence Surveillance Act of 1978, continuation
of the investigation required that Pittsburgh comply with the
requirements of Executive Order 12863 and the FCIG. 1In this
matter, while the PI overrun appears to have been inadvertent, it
was not de minimis in time. The PI was never properly extended,
and investigative activity occurred for approximately two months
after the PI had expired. Therefore, this report is being made
to the Intelligence Oversight Board. sému”
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DATE 08-12-2005 BY 65179/DMH/JW/05-Cv-0845
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Precedence: ROUTINE Date: 08/26/2004
To: Director’s Office Attn: OPR
Counterintelligence Attn: AD
Washington Field Attn: SAC/CI
CDC

From: General Counsel

Counterintelligence Law Unit/Room 7975
Contact: l

Approved By: Curran John F

bé
b7C

Drafted By: | |

Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) HEREIN 18 Doernsomraien

HEREIN IS UNCLASSIFIED EXCEPT

M---tUj65J—WF—A1419323 (Pending) WHERE SHOWN OTHERWISE

Title: )_,_l:UjINTELLIGENCE OVERSIGHT BOARD MATTER
IOB 2004-58

Synopsisg: (8) The Office of the General Counsel (OGC) considers
that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility
(OPR) . Our analysis follows. '

DATE: 0§-12-2005

) - DeTi T s -3 CLASSIFIED BY 65179DMH/JW/05-Cv-0845
‘ ':U:' REASON: 1.4 )C)
D ity : DECLASSIFY ON: 08-12-2030 .

Details: ZK(I
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(U)- Even though the violation was technical, it is
nonetheless reportable to the IOB under the provisions of Section
2.4 of E.O. 12863. Consequently, OGC will prepare a cover letter and a
memorandum to report this matter to the IOB. The
correspondence will advise the I0B that the matter will be
referred to the FBI’'s OPR.
LEAD (s) :
Set Lead 1: {(Action)
DIRECTOR’'S OFFICE
AT OPR FO, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)
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COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) Please read and clear.

Set Lead 3: (Action)
WASHINGTON FIELD
AT WASHINGTON, DC

(U) For action deemed appropriate.
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BY COURIER

General Brent. Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2004-58." (U)

' The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

ALL TMEORMATION CONTATHNED
EHClosure HEREIN I& UNCLASSIFIED EXCEPT
WHERE SHOWN OLTHERWISE

DATE: 08-15-200%

CLASSIFIED BY 65179/DMH/JW/05-Cv-0845
REASON: 1.4 (C)

DECLASSIFY ON: 08-15-2030

Reason: S
1Ty on: X25-1

1 - Mr. Curran 1 - IOB Library " b6
1 - 1 - 278-HQ-C1229736-VIO
1

b7C

1

‘Case ID : 278-HQ-C1229736-VIO _ Serial : 571
'SEér%T
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1l - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2004-58 (U)

M Invegtigation of this TOR matter hag determined that

b2.
b7a
b7E
el 1
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(U) Nevertheless, a technical violation of E.O. 12333
occurred. This matter has been referred to the FBI's Office of
Professional Responsibility for any action that is deemed
appropriate.
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