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1.2

13

INTRODUCTION
Scope

This report presents the test results for Qualification Testing of the ES&S iVotronic
2000 Direct Record Electronrc (DRE) Precinct Counter

Objective o . _ -

The objective of this test program was to ensure that the ES&S iVotronic DRE Voting
Machine and Voting Machine Firmware, Release 6.1.2, complied with the

requirements of ES&S design specifications and with the guidelines of the Federal

Election Commission (FEC) National Voting System Standards, January 1990.
Summary 3 . RS

Qualification testing includes the selective in-depth examination of firmware; the
inspection and evaluation of system documentation; tests of hardware under
conditions simulating the intended storage, operation, transportation, and maintenance
environments; and operational tests verifying system performance and function under
normal and abnormal conditions. Qualifi catron testrng was Irmlted to precrnct-level

hardware and resident machine firmware. - . AU : .

The ES&S iVotronic and associated Machine Frrmware Release 6.1.2, was subjected

to Reliability and Functional/System-Level Tests. It was demonstrated that the -

iVotronic and associated Machine Firmware successfully met the quallf ication test
requirements of the Federal Election Commission Standards for Punchcard,
Marksense, and Direct Recording Electronic Voting Systems, “January 1990. ‘
Qualification testing (in-depth source code review and functional tests) was limited to

‘the firmware and hardware used at the precinct level and did not include any Election- :

Preparatron/Central Count subsystems Wthh typlcally reside on a personal computer v

. Due to the varying reqmrements of mdmdual jurlsdrctions, lt is recommended

by the FEC Standards that local jurlsdlctlons perform pre-electron logrc and
accuracy tests on all systems prlor to thelr use in an election W|th|n their

jurisdiction. -

The following paragraphs address, in greater detail, the design methodology of the
ES&S iVotronic of which the ES&S Technical Data Package was the source for much
of this information. Addrtronally, functional and physical characteristics of the iVotronic
and the test results observed/recorded dunng qualifi catlon testing - are .also -
documented

"~ . WYLE LABORATORIES
Huntsville Facility -
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. ANSI/NCSL 2540 1 "Callbratlon Laboratorles and Measunng and Test Equrpment :
: General Requrrements " . :
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CUSTOMER

ES&S .
11208 John Galt Bivd.
Omaha, NE 68134
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4.0
4.1

411

TEST HARDWAREISOFTWARE DESCRIPTION
Hardware

iVotronic

The iVotronic Direct Record Electronic (DRE) Voting System consists of 'two main = : '
“components: ‘the Personalized Electronic Ballot (PEB) and the Voting Terminal.” The

exterior shell of both"components is of high impact molded plastic. An off-the:shelf

thermal serial printer comprises a third external.component. Lithium batteries power‘ -
the memory in both the PEBS and the Terminals. The PEBs are battery- backed RAM .
storage devices with an infrared wmdow for communlcatlon with the termmal ]

iVotronic Termlnals interface with’ thelr users via the color LCD' display overlaid by a

stylus/finger sensitive touch screen. Information is input via the touch screen and

output via the screen displays

The iVotronic -terminals also contain an infrared communlcatlons window and an
electrically isolated three-wire serial port for transmitting data. The serial port is

designed to be compatible with a limited subset of system equipment over a short

range and under limited conditions, including short cable length. The infrared*data link ~

- comprises the system communication mechanism between the PEB and Terminal.::

' “Magnetic reed switches alert each component of the other's presence when a PEBis
“inserted. Communications between the system components occur via the proprietary - .

infrared data link, which uses pulse technology and via the proprletary mlnlmal R8232-'

like serial port

-Flash modules. The base iVotronic system is equipped with 8 Megabytes of FLASH ¢

populated in four each of 2-megabyte modules

Election results are stored in tnpllcate within. the . |Votron|c terminal... Three .identical
“copies of the election results are redundantly. stored on paralleled FLASH modules.

During storage operation, the iVotronic will compare the:CRC value assugned to each

of these modules to ensure no mismatches are present.

The |Votronlc is also available in a configuration for use’by sight-impaired .voters.-
- Through the use of a larger LCD display with- audio out, candidate selections can also

be made. This configuration’s operation was verified during the Qualification testing.

WYLE LABORATORIES
Huntsville Facility *
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63

6.4

Software‘

TEST HARDWARE/SOFTWARE DESCRIPTION (Continued)

Firmware

iVotronic Firmware

- The iVotronic resident firmware is designed to operate with a limited set of propnetary._:«;
hardware, including the iVotronic ,Terminal and PEB, and certain off-the-shelf,.i‘

hardware, such as an lBM-compattble PC.and a senal pnnter

The t” irmware has been des:gned to utlhze Flash EEPROMS that stores a complete.' :
system audit trail without battery backup. The: firmware wntes ballot structures in
compressed script format, stores .votes in complete vanable-length lmages that

lnclude write-ins, and records signifi cant events in a f xed- record format

The |Votron|c system processor consists of an x86 famlly processor

The |Votron|c fir rmware controls the user controls lndlcators and dlsplays

PRE-QUALIFICATION TESTS

S .

Pre-Quallf' catlon Test Actlvrtles

Ly
'{f.

At the time of submittal for ITA Quahﬁcatnon testmg, ES&S had reported the |Votromc : 1

“had been subjected to extensive in- house testing:

A MATERIALS REQUIRED FOR TESTING _

ES&S prowded the latest version of the |Votron|c Firmware at the tlme of ITA

Qualification testing commencement. ‘Revisions were made to the firmware durmg the =

course of the ‘Qualification Test Program bnnglng the versxon up to Release
26:1.2; upon program completnon _

Equrpment '

i

ES&S prowded a sufficient number of |Votron|c system components to ensure that _

parallel testing, where feasible, could be performed.

: Test Materials

- ES&S provnded all ancillary support material requrred during the course of ITA'

Qualifi catlon testlng
Deliverable Materlals .

ES&S provided the latest versions of all hardware and software specn‘” cations and
poll— worker hardware and software ‘user/maintenance manuals.

WYLE LABORATORIES
H_untsville Facility
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7.1.3

7.1.4

7.2

724

 Election PrdgrammAin‘ng'aI.lbt Generation |

TEST SPECIFICATIONS

Qualification testing and a documentation review were performed to ensure that the

precinct-level iVotronic 2000 Voting Machine and associated ‘machine resident =
. firmware were in compliance with the design and functional requirements contained
. within the following paragraphs. ' - :

The IVotronic was functionally tested, as it would be configured for use-in an election
precinct. : R e LT

Environmental Subéystem

Shelter Requirements

‘The iVotronic is capable"of being operated and stored in any enélosed and habitable-

facility ordinarily used as a storage area uor_pqll,ing, place. .

Space Requirements

J‘)\,'* S

The iVotrohic: can be set-upon a .ju'risai;qti_ph;'sinpliéd'itiabyle"‘.*i” The layout of the

" iVotronic should neither impede the ‘polling "place officials from ‘performing their -
assigned duties, nor disturb the orderly flow of voters ' through :the' polling place. -
_ Alternately, the iVotronic can be placed within a foldout privacy voting booth equipped

with collapsible legs for storage.

Electrical Supply Requirements

}

The introhic "can be pov‘v'e‘}red via standard 115 VAC, 60Hz facility power.

‘Additionally, the iVotronic can be operated from siX D-size'NiMh type batteries. The

PEB is powered via an intemal lithium battery with a projected life. of 8 years. .

‘Environmental Control

Through ‘Qualification testing, it was demonstrated that the ‘Votrofic'is capable of

“storage -and operation in temperatures from -15°F to. 150°F. and 40°F to 100°F,
respectively. Such testing is discussed in greater detalil in Paragraphs 16.0 & 17.0.

Ballot Definition Subsystem T T B S

I

The Election Prep'a-rati'éri' Subis‘ys'térﬁfdééd for Ballot Deﬁhi{ica:h'_auhd’ Layout ‘activities

operates in a central environment separate from the iVotronic precinct hardware.

"Note that this report addresses Qualification testing limited to the precinct level

hardware (iVotronic DRE)-and machine resident firmware only. -~ -

'WYLE LABORATORIES
© Huntsville Facility '~
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7.2

7.2.2

'7.2.3

7.2.4

7.2.5

7.2.6

Ballot Definition Subsystem (Confinued)

Ballot Installation

The iVotronic is designed as a general-purpose voting-device. The ‘iVotroni&‘&an be
matched to any ballot type. The ballot definition and resuiting ballot images as
displayed by the iVotronic are received as a group of data files downloaded from the
Personalized Electronic Ballot (PEB). R S

Programming and Software Ihsta!lation

In the event that an updated release of firmware is issued by ES&S; the execﬁtable'
firmware can be uploaded via a compact flash memory card or directly from aPC via g 4

seriallink. -~ ..

Equipment"Systém_ Readiness Tests -

Upon insertion of a PEB, the iVotronic will display the time anddateonthe sc‘feén‘{' '
display as well as the ‘programmed precinct name.  The user is: then .given the

opportunity to continue opéning the polls. - Upon opening, the iVotronic will provide an

opportunity for the user to print out a zero's report tape, which,ﬁ’im’;l}udeﬁ ‘the 'results of

the system diag_nosti._cs._

Verification at the Pollihg Place

The iVotronic, as a standard required step in ihe'vbpenitng of pbllé,*"'iriélﬁdésa"ax”f
diagnostics pass notification upon successful completion of the power-on-self tests, a

zero proof- report, the election's identification data, the iVotronic™ Terminal serial

number, and the PEB Serial number used to open the system. Additionally, it includes
a listing of all offices and ‘measures, and their candidates and responses with the vote.

counter value of each. -

Opening the Polling Place

Opening of the polls on the iVotronic requires the use of 2 PEB. The PEB'is inserted

into the iVotronic. ‘An infrared communications device on the front center of the PEB

facilitates the transfer of the electronic election data from the PEB to the iVotronic.
The type of data stored on the PEB includes ballot ‘layouts, terminal  opening and
closing times, terminal serial numbers, and vote totals. When the PEB is inserted, the

polling. official is provided with information on the iVotronic's screen 'to verify that the -~
~correct PEB has been received, and the information is correct for the precinct before

the iVotronic is to be used. The poliing official is then given the opportunity to

RS232 connection to the terminal.

‘generate ‘a zero totals tape. This Information is printed on an ancillary printer via an

- WYLE LABORATORIES
Huntsville Facility
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7.2

7.2.7

728

. the voter is eligible to vote on.

_ jurisdiction.

Ballot Definition Subsystem (Continued)

Party Selection Ballot Subsetting

The iVofronic provides for both open and.closed brifnary ;yot_ing‘, depending on the

ballot definition data that is loaded onto each machine. If voting a closed primary, the

poll worker, through the use of on-screen touch-buttons, selects the party that will be
activated for the voter. Alternately, the voter can be provided with a programmed

-PEB, which will call up only the party for which the voter is. allowed to vote, _If the

primary. is open, the voter selects the party from the iVotronic's display, and the
appropriate ballot is called up. The voter is prevented from voting for a candidate of
another party due to the manner by which the iVotronic displays only the selected
party ballot, i.e., the candidates for the other parties are’not displayed. .

The “iVotronic .supports ballot subsetting due to geographical bduhdariés or othé‘r’?
criteria. The poll worker selects the ballot subset for each voter providing the voter
with the appropriate PEB, and the iVotronic only displays.the contests and measures-

The ballot subset information is part of the‘_;'_tgal_lqtjl._,deﬁ_nition.data'that is 'Iioaded onto

‘each 'machine from the PEB.

Enabling the Ballot

Once a voter's registration has been ascertained, the voter can proceed to any
available Voter Terminal. A poll worker must activate the PEB for the voter. Once
programmed with the correct ballot, the PEB is given to the voter who proceeds to a
voting terminal. Once the PEB is inserted into a terminal, the iVotronic will go through
several internal checks and show the public count and protective count for that
terminal. Once the voter's ballot displays on the terminal screen, the voter proceeds

.to.vote. An alternate method of terminal activation is vi_,a_,_':a’,'$upewisorfTerminal.___ With
the supervisor's terminal, the PEB is inserted into it, and the polling official selects the

appropriate ballot, which is then read into the PEB. The PEB is then taken by the poll

~ worker to the voter's terminal, inserted, and the bailot is downloaded. The voter will’

then proceed to vote. The use of a separate supervisor's. terminal for ballot selection
versus ballot selection directly at the voter's terminal is up.to the discretion of the user

The ballot is shown to the voter as a series of display pages. The voter moves

between pages using the NEXT and BACK buttons. The firmware requires that each

‘page of the ballot be scrolled through by the voter before the ballot can be. cast. g

" WYLE LABORATORIES
* Huntsville Facility ’
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7.2
7.2.9

7.2.10

7.241-

7.2.12

Ballot Definition Subsystem (Contmued)

Candldate and Measure Selection

The ballot presented on the iVotronic's screen prowdes labehng indicating: the race

and name of every candidate and the titles of ‘every-measure; which can be voted.

The castlng of votes is performed by the  voter ‘using ‘a- stylus’ to touch the
candidate/measure to be selected. Proper selection is indicated by an''x' appearing in

the candidate's selection 'box. “Additionally, ifdesired, the voter ‘may deselect a

candidate by pressing the button icon a second time and choosing a different

candidate. Successful deselectlng of a deswed candldate is vent" &d by the removal of .-
the 'x' from the candldate S name. :

Write- In Votlnq

__Wnte-m votlng is accompllshed by selectlng the WRITE IN button on the ballot whlchf
in turn, displays an alphanumeric keyboard on the iVotronic's ‘séreen;: The voter then

has the opportunity to vote for a write-in candidate by typing in‘the candldates name.

The voter later decides to deselect the write-in candidate, the voter may do .so by

deselectlng the WRITE-IN button and selecting another candidate for that race or by

replacing the write-in .candidate with the name of another.” Muiltiple write-ins:can be = _
provided for any office, so that the voter may enter as many write-in names as the . ..
office’s 'vote-for' number. Each write-in on the machine-generated restilts report is "

tagged to allow the polling workers rev:ewmg the machine reports at the end-of-day to
identify ‘if the same name was 'written-in' more than once for the :same race. . This

" applles only if the race allows for multlple write-ins.

Castmq a Ballot

When the voter has- completed voting - the ‘baliot, the castlng of the ballot is

accomplished with the selecting a lighted red VOTE button at the top of the iVotronic's .~

_='termmal The vote saving -procedure includes saving the voter's: ballot image, -
‘incfemeénting counters for each candldate/measure that the voter selected and

validating that the saves and increments ‘were': ‘successful.  Once a’ voter has

completed voting and pressed the CAST" BALLOT button the |Votron|c W|Il power_g_ ‘

down untll another PEB is inserted for actlvatlon

Pubhc Counter

The |Votron|c is equped with a Publlc Counter Th|s counter can only be set to zero’ v B
as part of the System Reset procedure that i is done after polls are- closed The Public’

Counter is incremented once each time a ballot is cast. The Public Counter value is
printed on all Zero Proof and Results Reports, and is accessible for. viewing by
election officials at all times that the |Votron|c is powered :

WYLE LABORATORIES
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7.2
7.2.13

73

7.3.1

7.3.2

Ballot Definition Subsystem (Continued) -

Protective Counter

The iVotronic is equipped with a Protective Counter that cannot be reset. This counter .
is set to zero when each system is manufactured.. The Protective Counter is
Jincrementeéd once each time aballot is cast. The Protective Counter value is printed

on all Zero Proof and Results Reports, and is accessible for vnewmg by . electlon '

offi cnals atall tlmes that the iVotronic is powered.

l

'DRE Post-Voting Functions L B

’Closino the Polling Place_,

"The |Votron|c wnll not allow the polls to be closed until the official closmg tlme When a-,' ’

b lth

termmal displays the message "Do you want to CLOSE thls terminal?" To contnnue

the poll worker inserts a-Master PEB into the opened voter terminal.~ The poll worker

is questioned by the terminal if polt closmg is to continue. Selecting "yes" results in a -
message to the poll worker- that  the :PEB ‘is “hot to :be removed wntil .a-message
allowing ‘such is observed. During thls time, votes on the -terminal ‘are ‘being -
transferred to the PEB. This process contlnues with each PEB used ‘in: the - samel :

voting precinct.

Obtaining MachineIPollinq Place Repbrts

Usmg one termlnal and after havmg connected the prlnter to the terminal's RS232
port, the poll worker is given the opportunity to print the precmct totals:- The terminal . .
will provide the poll worker with the option to print out as many machine totals reports .
as needed. This report uses the same format as the zero proof report and shows the
_followmg lnformatlon

. lthe electlon s, |dent|t” catlon _
o “the |Votron|c Termmal’s senal number
o the PEB SlN

e the firmware release version -

e a llstlng of all offices and measures, and their candidates and responses W|th the L

‘ »vote counter value for each

WYLE LABORATORIES
Huntsville Facility
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754

TEST SPECIFICATIONS (Continued)

Overall System Requirements

Security

The iVotronic System, through a series of codes and-checks; provide‘s for security.

- The iVotronic requires that all election equipment have the 'same- qualification code.

This code secures equipment for each election. Each precinct has a unique code that

does not allow ballot and election date to be transferred between polling locations. © _
The precinct code secures the polling location. Because a single PEB is used to open '
the polls, collect the votes, close the polls, and generate results, it records the serial
number of every terminal opened and closed, and the time the opening and ‘closing ™
took place. . o - -

Accuracy and Integrity

‘All communications between iVotronic Terminals and PEBs are CRC bhecﬁked. PEB's’
store .data in :RAM, which is CRC block .checked. Terminals._store ‘data inithree . -

independent memories that are copy checked against each other.

Hardware Standards
Enclosure
The iVotronic is intended to be used either on a tabletop or free standing. In the free-

standing configuration, the iVotronic uses a portable  voting booth equipped with
collapsible legs for ease in set up, teardown, and storage.. © - -

Activity Indicator

Thiere are four individual Voter Notification Screens that provide the voter with the

status of their vote, whether it is too many candidates selected for a race, a message . -
-stating that all pages of the ballot must be viewed before ballot casting, and also a
completion notification that the ballot has been .recorded. The iVotronic also has an .

audible ballot/inactive terminal alarm. This alarm sounds when a voter.removes their

Voter PEB prior to casting the ballot or when a Voter Terminal remaihs inactive for 10"

minutes with an uncast ballot. -

?

Recording Speed

Voters may maké' selections and cast ballots as rapidly as they are prepared to do.”

Recording Reliability

The iVotronic adequately derhonstrated its ability to sustain aécu'racy during the
collection and retention of voting data. It was demonstrated during the Environmental -
Operating Test that the system was capable of collecting and retaining votes without = .

error over a combined operational period of 163 hours.- ‘

o e
m‘:‘-\'ﬂv" <
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7.0 TEST SPECIFICATIONS (Continued)
7.6 .DRE Processing Subsystem

. 7.6.1 ' Processing Speed

The |Votron|c demonstrated adequate response time to operate at speeds suft" cient to
respond to any operator and voter input without a perceptrble delay. -

7.6.2 Processmq Accuracy

Processmg “of election data, |nclud|ng audit log data was performed durlng ‘
Qualification testlng to ensure that the iVotronic had the ability to process such data
error free. The processing of summary reports and audit log data.was Ilmrted to those '
vreports as. generated by the |Votron|c at the precmct level. : . R

763  Memory Stability

_ Lithium batteries are used to power the system memory and real time clock and-have :
an expected Ilfe expectancy of seven to eight years. o L

7.7 Reportmg Subsystem

7.71 'Removable Storaqe Media

The iVotronic uses a Personahzed Electronlc Ballot (PEB) Wthh is a hand-3|ze '
cartridge - that includes an infrared .communications window that stores ‘‘ballot
information and other election data. PEBs -activate the iVotronic termmals and «toads
the ballot onto Voter Terminals forvotlng S

772 Printers »
The |Votron|c ‘uses ‘a prlnter for pnntrng out: zero and totals reports at the precmct» o
level. Thrs printer is capable of generatmg alphanumenc data to support all reports o

80  PHYSICAL CHARACTERISTICS =
81  Size '

The standard |Votromc measures 16. 4" by 13 6" 'by"2 7" and Werghs approxrmately»_
‘9 pounds. The iVotronic is classified as Portable* ‘equipment (i.e., equipment typically -
installed and operated on a table or stand to which it is not permanently aff ixed).” The

PEB measures 3 6” by 3.8” by 1.1” and weighs 6 ounces.

WYLE LABORATORIES
) Huntsyille Facility -




Page No. 18
Test Report No. 45827-01

8.0

8.2

-8.3

8.4

9.0
9.1

9.2

9.3

PHYSICAL CHARACTERISTICS (Continued)

Transport ahd Storage

The iVotronic is self-contained, including a protective padded nylon case for handling - |
and transport. It was demonstrated during Qualification testing that this delivery

arrangement provides adequate protection to the iVotronic in the event the machine is
dropped during handling from heights of 12 inches. It was demonstrated that when

the iVotronic is adequately packaged within a fiberboard shipping container, it could |

sustain drops from a height of 48 inches.

-Physical Security -

“The iVotronic is affixed with seals, which must be broken if access to the scréws thét_"
hold the two halves together are accessed. Additionally, the carrying case ‘can be
secured with numbered seals, which must be cut for removal of the iVotronic from its

case.

- Transportability

The iVotronic is capable of being transported by road, raii, or air.kl

DESIGN, CONSTRUCTION, AND MAINTENANCE CHARACTERISTICS

Materials, Processes and Parts

The ES&S technical data package cohtained a listing of those system elvemévr:tts tha_t '

make up the iVotronic, as well as an assembly procedure.

Durabiiity

The commercial construction standards observed to be associated with the iVotronic

suggest a continued life of at least eight years th'rough normal election use.

[N

Reliability

A Mean-Time Between Failure of a minimum of 163 hotirs was demonstrated during

Qualification testing as accumulated on four iVotronic machines. This testing was

performed during varying temperature and input voltage conditions, and is discussed

during this test.

. infurther detail within paragraph 16.0. There were no hardware failures observed that -
- resulted in the loss or unacceptable degradation of one or.more machine functions

WYLE LABORATORIES
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- The iVotronic Voting Machine was subjected to electromagnetlc emissions measure-

DESIGN, CONSTRUCTION, AND MAINTENANCE CHARACTERISTICS (Cont’d)
Maintainability

The iVotronic is designed with . good | Iayout practices for access to  internal

components. The iVotronic provides a diagnostic capability as a standard part of its - -

operating firmware. These diagnostics include power-up self-tests, and continuous

tests in the background while operating. It is the intent of ES&S that an Election

Technician would be responsible for handling tasks such as touchscreen calibration.
battery changeout, testing and replacement, and module level repair. ‘A module-level

repair would be, for example, swapping out-a power supply or LCD/touchscreen', )

assembly.

Electromagnetic Radiation =

ments to ensure that it meets the limits for a FCC Part 15, Class B, computing device.
The results of the FCC Part 15 testing are documented in Wyle Test Reports
46229 01 and —02 contalned in Attachment M.

'Workmanshlp

ES&S states that workmanship on thé iVotronic has been designed with ‘good ..+
workmanship practices. Inspection” of the iVotronic's interior suggests that good

. 'workmanshlp practlces were |n use dunng its manufacture -

' lnterchangeablllty

The iVotronic is desngned asa group of subsystems with. well defi ned mechanlcal and'f o
electrical interfaces, maximizing |nterchangeab|l|ty

Safety

" The iVotronic was ‘subjected to .a product safety review to ensure compliance with -

UL 1950, Safety of Information Technology Equipment, including Electrical Business
Equipment, and was found to comply with no modifications required. The results of
the product safety review are documented in Wyle Test report 45827-02 contained in
Attachment L.

Human Engineering

: Controls and Dlsplays

All-user operations follow a smgle path from loadlng a ballot, through pre-electlon‘a»
hardware .checkout, accuracy testlng, Election Day voting, and post-electlon__.

functionals.

User prompts are presented in-an unambiguous manner.

WYLE LABORATORIES
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capabilities is available to assist sight-impaired voters.

Human Engineering (Continued)

Controls and Displays (Continued)

All iVotronic 'displays and controls are easily accessible.

gt - N

when needed, are provided on-screen.

The voter interacts with the iVotronic only through the LCD toudhsbkéén.- lnstqutions,

Depending on the function, both the poll worker and voter interact with 'thé_ichyiitronic-

through the main touchscreen.

All messages for the poll worker are shown on the iVotronic's touchscreen.

- Al displéys.are feédable by.persons with 'normal'eyesight._ Ar_i...:a'lt‘evr’na_te_' AcOnﬁg,u'ra'tioh -
- (15-inch version) of the iVotronic with a larger LCD display screen and audio output .

Significant machine operations, such as éctivat’ir'i_g for a voter, 'casting a ballot, and )

error conditions, are announced by audible tones. - . GaaLaminod ek

_ v.Data Quality Assessment

‘The iVotronic Softwéré Teshni‘cél' Da.ta”Pa‘c‘kagev addresses in ’depth the methoddlogy

by which the resident firmware has been built to perform real-time monitoring of -
system status and data quality. : : T T T :

SOFTWARE STANDARDS

| Vote Recording Accuracy and integrity |

During testing, the iVotronic was subjected to. several test elections. During test, éll

votes:were ‘accurately recorded from each ballot ‘cast-and accurate summary reports
- #weregenerated. -~ L B con e

AttachméntA'contains a typical iVotronic machine-generated pfiniout. PR :

Data and Document Retention

contains a complete record of all ballots that were cast on that Voter Terminal. <

The iVotronic stores all vote data in three separate memory chips. Each of the :Chips e

‘WYLE LABORATORIES
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SYSTEM AUDIT

~ of entries lnclude

V‘Election day activities .
" Post-€lection activities -

SOFTWARE STANDARDS ’ (Continued)
Ballot Interpretation Logic

Through simulated elections performed dunng Quahfcatron testlng, the |Votronrc

_'demonstrated proper ballot mterpretatuon of the’ followmg

‘Closed and open pnmary electnons : ' bt T
Partisan and non-partisan offices - ' '
Straight party voting

.Split precincts .

Vote forNof M~

:iUndervotes e

Total blank’ ballots

Write-In Voting

Operational Req;urire'ntents

The iVotronic provrdes an audit Iog for recordmg all srgnn‘" cant system actrvmes Type

Report printing

: Operator induced errors

System errors TR

Time, Sequence, and Preservatlon of Audlt Records .

The iVotronic mcorporates a real-tlme clock All “audit 10§ entnes are- automatlcally‘

“stamped with the current date and time. It is not possible to lnterrupt or disable the
- logging of events to the Event Log. The audit log contents are accessed.ivia the; s
- central election management system software The audrt log cannot be prlnted

directly at the iVotronic level.

Error Messages .

.iVotronic errors are reported as they oceur and an Event Log entry IS made as. a

standard part of the error response

When in an error condrtron the iVotronic is desrgned to limit allowable actrons to only'
those that will recover fromthe error No extraneous mputs are accepted

© .WYLELABORATORIES ' . = " . .0 ‘... io.o o
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11.0  SYSTEM AUDIT (Continued)
11.4  Status Messages
The iVotronic ‘repo'rts status 'i_nfo‘rmé_tipn' to the user ’imnjediately‘ in,}éasi,ly_jy.nqefstood
text. Significant changes in status, such as opening and closing polls, are logged to
the Totals tape. DR S I : -
11.5 In-Process Audit Records
The iVotronic is designed to capture all the events and .activities"h‘o”fﬁ%éiil’j}fér‘{gouﬁtered
during in-process activities. Additionally, the in-process record includes each.time a
vote is cast. A complete listing of audit log entries is contained within the appendices -
of the user's manual, including error codes where applicable.” o _ __
11,6 Vote Tally Data N
- The Vote Tally Data on the iVotronic includes the following separately accumulated * o
 number of ballots cast for each ballot style** =~ - T S - 8 |
* . number of ballots. cast within each precinct and/or party; candidate’and measure .
totals for each contest ' ’ : e o el {
* write-in names that were entered, with tagging to which they were cast; and an .- N
- associated ballot image record Rt AV »

120

12.'_1 '

12.2

12.2.1

The latter data is presented to ensure that in multiple vote-for COntQSts,--yétfe” do not:
attempt to cast multiple write-in votes for the same candidate. The write-in name data . T

is stored in randomized order. The Ballot Image contains an exact record of each. ;
selection made for each voter stored in a randomized order. " This detail provides the
ability .tO.:aQCQL!nt.‘fQT.,al_,l,.l.{nd_e_l'v_(‘)_tes.‘ -QY,?W????{? ”'??F';PQS.SJQ'Q-?” thef..i,\(QtrQQigg} SR ,_ }
SEC'URI'.I'Y,V i :
Acces$ Cdﬁérai Méasﬁrés
Access isb contrdlled by pa_s'sw'ord operatiqh". i
Physical S,ecurit'y‘l\./leasures ‘ | J
S Ty
Hardware _ “
Secure stor’agé‘ of :the’iVOtrOn‘i.c Wil.l‘ b"e' féfunéfibfj of"th_e uéé.r juri'sdiétivoh.vf. g

P—
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QUALITY ASSURANCE

Physical Security Measures _(Continued) ‘

Software

The iVotronic contains only firmware. Each jurisdiction must safeguard the physical =
.security’ of the iVotronic system. The ballot definition data that is created for each

election contains no executable code but consists of data structures, templates, and

text. -The iVotronic does not contain any. compller or srmllar code. The \/otronrc does '
;not contarn any self-modrfylng code. c

Qual_ity Control

‘- ES&S™provided “a ‘copy “of ‘the iVotronic ‘Quality “Assurance Procedures: - The .

procedures describe the iVotronic assembly and checkout processes as performed by
the manufacturer prior to delivery. _

User Documentation

_Dunng Qualifi catron testlng, 'ES&S provrded coples of the 1Votron|c Operatrons
: Pollworker and Marntenance Manuals SR : . A

SOFTWARE' SYSTE'M FUNCTIONAL TESTS "

Software System Functlonal Test Procedures

The lVOtl’OﬂlC was: subjected to a series of functlonal Software System Tests to verify -

‘proper operatlon of the machine as dependent upon the proper performance of the
machrne s operating software This rncluded the tasks |dent|f ed below . ,

e Test operations performed pl'lOl' to, durrng, and after processrng of ballots whrch
~included:

(a) loglc tests to verify interpretation of ballot styles to be processed' ’
-(b) accuracy tests to verify ballot readlng accuracy

(c) - status tests to verify equipment :

(d) - report generation to produce test output data:

(e) report generation of product audit data records

.. Procedures appllcable to equrpment used i in the polllng place for: _ : »

(a) openlng the polling place and enabling the acceptance of ballots-‘j.;. P
- (b) »maintaining a count of processed ballots f RIS Tt

- (c) ‘monitoring ‘equipment status

(d) verifying equipment response to operator mput commands

(e) . generating real-time audit messages :

(H ‘closing the polling place and disabling the acceptance of ballots »

(g)  generating election data reports. :

WYLE LABORATORIES .
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SOFTWARE SYSTEM FUNCTIONAL TESTS (Continued)

Software System Functional Test Results

The iVotronic Operating Firmware, Release 6.2.1, was successfully subjedted’to the :
_ above System Software Functional Tests. - S

The iVotronic was subjected to several different tést elebtions. The pdlls were ‘opened

and the machines were enabled for voting. Various votes were cast for each ‘of the .

ballot styles defined. Following the completion of each test election, the polls were

closed and election results (summary reports) and audit log-trails were generated.. -
The election results were compared against the predetermined votes cast to ensure

that proper ballot logic and accuracy in recording the votes had been obtained. -

The iVotronic was additionally subjected to a high-’volume}yote reliability/a¢curacy‘test.

SYSTEM LEVEL TESTS

Volume

During volume ktes'ting, four iVotronic systems were subjected to -high volume-baliot
processing and vote recording. Specifically, the iVotronic systems were configured
using an automated script to cast and record in excess of 297,589 votes without error.

Additionally, in accordance with ‘the. FEC guidelines, the iVotronic -systems were ©.

subjected to reading in excess of the minimum required 5,000 ballots for:a precinct

counter. No anomalies were encountered. All vote ~fotals were ‘accurate and !

complete. To ensure the accurate retention of voting data in the unlikely event that a

* - memory-storage device fills to its maximum limit, tests were performed to' verify thé

iVotronic response. In each case, the i\(o_tronic disallowed the ,casti'ng"o_f a ballot when
presented with a situation where the storage medium was at capacity and would not

be able to successfully capture and store the ballot data.

~ Security Tests

As previously described, the iVotfchié,evl‘ection',_,;g'_eﬁnit;_i‘qn is secured within the machine
- by tamper-proof seals or other sealing d

evices: as judged appropriate by the using
jurisdiction. Access to’the\supe_‘rvi,spr functions is password prote;:te_d. : : :

Usability

‘Setup. and. subsequent operation of the’ iVotronic ~was found l.-;..to’-- bé_%ﬁir'elatively S
-straightforward following training. Poll:worker operation-is straightforward, including -

the opening and ‘closing ‘of polls, all of which are performed through touchscreen
entry/button actuation. oL - o T -
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SYSTEM LEVEL TESTS (Continued)

_ Recovery

The iVotronic was successfully tested to venfy its ability to recover from: certam error— :
handling conditions. These included the purposeful insertion of incorrect PEBS; - ‘power .-
“loss, etc.” . o IR ' -

Performance

~ As detailed in other sections of thrs report the |Votron|c was successfully subjected to:

several simulated elections to verify poll opening, -voting, and poll closing- sequences
as well as voter recordmg accuracy and correct ballot Ioglc lnterpretatlon

OPERATING TEST / - » | | IR

Operating, Environmental TeSt '

.To demonstrate .8 minimum acceptable Mean-Tlme-Between-Fallure ‘threshold of the

~iVotronic, four machines were placed inside an environmental walk-in test chamber -

~and connected to a variable voltage power Source. The temperature inside the -
-~ chamber and the voltage supplied to each of the iVotronics were varied from 40°F to
~:-i100°F and from 105 VAC to 129 VAC. The environmental test prof le and Chamber

Thermal Clrcular Charts are presented in Attachment C.

| Four machlnes were used durlng the Operatlng Test to accumulate the tlme reqwred :

to demonstrate a minimum ‘Mean-Time-Between-Failure (MTBF) of 163 hours. By

-subjecting four machines to the Operating Test environment, the accumulated test -
time per machine was 40.5 hours. However, testing was continued until the 48-hour
~ chamber cycling had completed. There were no machine hardware ‘anomalies

observed during the hardware reliability testing.

NON-OPERATING ENVIRONME‘NTAL_‘TE.STS

~ The iVotronic was subjected to various Non- -Operating Environmental Tests Prior to

and immediately following each test environment, the iVotronic 'was" powered and
subjected to operability functionals to verify continued proper operatlon The iVotronic
was not powered during the performance of any of the non- operatmg tests

Transrt Drop Test

“The |Votron|c was subjected to a Transit Drop Test. It should be noted that the -
National Association of State Election Directors (NASED) has stibstituted Military ..

Standard 810 for the FEC Votlng Systems Standards’' ‘Drop Test included in the

‘original Standards as published in 1990. The iVotronic was subjected to a baseline -

operability checkout to verify system readiness. The iVotronic was packaged in a

WYLE LABORATORIES
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Transit Drop Test (Continued)

fiberboard container. The iVotronic and container, weighing less than 100 pounds with

dimensions less than 36 inches, resulted in a drop height of 48.inches.. The packaged
iVotronic was dropped on each face, edge, and corner for a total of 26 drops.

Following the drop testing, the iVotronic was removed from its shipping - container, ‘

powered, and continued operation verified. :

Additionally, the iVotronic, while packaged in a padded nylon carryin"g case, was
subjected to eight corner drops, each from a .12-inch drop height. Upon test
_ completion, the iVotronic was powered and continued operation verified. -

Attachment D centaihsle Dro'p:Test Data Sheet. .
Low Temperature Test -

The iVotronic was.subjected_ to a Low Temperature Test,

_The iVotronic was subjected to a baseline - operability checkout to verify system
readiness.  Upon completion, the iVotronic. was placed in an environmental test
chamber.  The chamber temperature was I6wered to -15°F and -allowed 'to ‘stabilize.-
-Upon temperature ‘stabilization, the temperature was maintained for an additional four
““hours. The temperature was then returned to standard laboratory ‘ambient conditions -

“at a rate not exceeding 10°F per minute. .The iVotronic was removed from the

chamber and inspected for any obvious signs of degradation and/or damage. “None
" ‘were observed.  The iVotronic was subjected to a post-test operability checkout and

continued operability verified.

" 'Attachmerit‘E contains a Low Tempefeture Thermal C‘irc‘ul'ar'C}hart. :

" High Temperat_ure Test

The iVotronic was subjected to a High Temperature Test.

The iVotronic was subjected to a baseline ’eperability,checkout to Verify_s:y'ste'm' '
- -readiness. Upon completion, the iVotronic was placed in an ‘environmental test
-chamber. The chamber temperature was raised to 150°F and allowed to stabilize.

Upon stabilization, the temperature was maintained for-an additional four hours. The

temperature was then returned to standard laboratory ambient conditions at a rate not .
- exceeding - 10°F ‘per minute. The iVotronic was. removed from .the chamber and -

inspected for any obvious signs of degradation and/or damage. None were observed.

- The intronic was squected to a post-test operebility'checkout and the results were in

agreement with those established during the baseline checkout.

 Attachment E eentains a High Temperature Thermal Circular Chart,
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NON-OPERATING ENVIRONMENTAL TESTS (Continued)

Vibration Test

The iVotronic was subjected to Vibration Testing.

‘The iVotronic was subjected to a baseline operability checkout to ve'rify System‘ |
readiness. Upon completion, the iVotronic was strapped to an electrodynamics
shaker while stowed in its black carrying case. One control accelerometer was affixed

to the shaker table. Vibration and control was performed with an HP5427

Shock/Vibration Controller. The |Votronlc was subjected to the Basic Transportation,
‘Common Carrier profile as deplcted in MIL-STD- 810D, Method 514.3, Category I. The .
_iVotronic was subjected to vibration for 30 minutes in ‘each orthogonal axis. Upon test

completion, the iVotronic was removed from its carrying case and.jnspected for any - '
..+ obvious: signs of degradation and/or damage ‘None ‘were observed. The iVotronic

was subjected to a post-test operability checkout and the results were |n agreement' '
. with those established during the baselrne checkout. &

Attachment F contains a Vibration Test‘Data Sheet and Data Plots.

_Bench Handlin‘g- Test

The |Votron|c was subjected to Bench Handling Tests

The iVotronic was subjected to a baseline operablllty checkout to verlfy system
readiness. Upon completion, the iVotronic was configured as for normal operation or.
servicing. Using one edge (base of. machlne) asa pivot, the. opposrte edge was raised

- to.a height-of -four inchesabove the surface ‘and allowed to-drop freely. This was

performed an additional five times for a total of six drops. The same was repeated for
the remaining three base edges for a total of 24 drops. Upon test completion, the
iVotronic was inspected for any obvious signs of degradation and/or damage. None

were observed. The iVotronic was successfully subjected to a post-test operabrllty o

checkout ‘
Attachment G contams a Bench Handllng Test Data Sheet
Humldlty Test |

The iVotronic was subjected to a 240- Hour Humldlty Test

The |Votron|c was subjected to a basehne operablllty checkout to verify system
readiness.” Upon completion, the . iVotronic, stowed in its black carrying case, was

placed within a Thermotron ‘Humidity Chamber. The iVotronic was subjected to a- 10- - .
w.day humidity cycle in accordance with the procedures as found in MIL-STD-810D,
Method 507.2, Procedure I-Natural Hot Humid. Upon test completion, the iVotronic
was removed from its carrying case and inspected for any obvious signs of .

degradation and/or damage. None were observed. The |Votron|c was successfully

. subjected to a post-test operablhty checkout

A Attachment H contams Humldlty Clrcular Charts
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18.0

traceable to 'in

NON-OPERATING ENVIRONMENTAL TESTS (Continu.ed)'
Rain Test

The iVotronic was subjected toa Raih/Drip Test.

- The iVotronic was subjected to a vb‘aseli'ne operability _checkout to verify $ystem
readiness. Upon completion, the iVotronic was placed in.a voting booth/transit case. -

The iVotronic was then subjected to a Rain Test per MIL-STD-810D, Method 506.2,

Procedure 1I-Drip. The unit, non-operating and in a transportable configuration, was

subjected to a waterfall rate of 7 gallons/sq.ft/hr. The water was delivered from a

- height of approximately 3 feet for a period of 15 minutes. At the conclusion of the 15-
- minute exposure, the equipment was removed and the inspected for any evidence of
‘water ‘intrusion.. ‘None ‘was observed. ' The unit was powered and ‘successfully -

" subjected to a post-test operability checkout. ‘ : A

Attachment J contains a Rain Teét Data Sheet. - |
Dust Exposure Test
The iVotronic was subjected to a Dust Exposure Test.

The iVotronic was subjected to a baseline'operabil‘ity checkout to verify 'system
readiness. Upon completion, the iVotronic was placed in a voting booth/transit case.

“The unit, in its stowed configuration, was subjected to a dust exposure per MIL-STD-
810D, Section 11-1.1.1." Following test, the iVotronic was removed: from- the dust -
- chamber and the accumulated dust brushed off: ‘The iVotronic was inspected for any

and successfully subjected to a post-test operability checkouf.
Attachment I contains Dust Test Circular Charts. _
TEST EQUIPMENT AND INSTRUMEN_TATION

All _instrumenta»tivon, measuring, and te’st-écjuipment used in thé pérfor'mance.-of this

test program were calibrated in accordance with Wyle Laboratories' Quality Assurance
Program, which complies with the requirements of ANSI/NCSL 2540-11 1SO 10012-11

and Military Specification MIL-STD-45662A.  Standards used in performing all
calibrations are traceable to the National Institute of Standards and Technology (NIST)
by report number and date. When. no national ‘standards exist, the standards are
o 'international  standards or “the "basis ‘for calibration is otherwise .
‘documented.” ' e R R R R

Attachment K contaihs Instrumeniation Equipmeht Sheets. -
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19.0 WYLE QUALITY ASSURANCE

Laboratories’ Quality Assurance Program.

All work performed on this preram was completed in accordance with Wyle

The Wyle Laboratories, Huntsville Facility, Quality Management System is registered in |

- compliance with the ISO-9001 International Quality Standard. Registration has been

‘completed by Quality Management Institute (QMI), a Division of Canadian Standards

. Association (CSA).
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iVOTRONIC TYPICAL PRECINCT-LEVEL PRINTOUT .
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PTerminal /i VIuUai-L
PEB S/N PSC10082-A
; . Software Version 6.1.2
‘ Created 6/15/01 8:43
o Copyrlight ES&S, Inc. 1993-2000
AVl Rights Reserved :
Diagnostic check completed: oK

i ‘ votrontc 1
 POLLING LOCATION REPOR1
‘PRECINCT 2
f ' ' ' v Total Public Count: o S 10
. Number of Terminals Openedzl ) 1
1 Individual Voter Terminal Data
! S/N V100051 ' S
. : , pubilc Count: . : ©10
e - Protective Count: Lo 50
R ' ' ‘ ‘ OPENED 11:49:58 08/1b/2001 oy
( o CLOSED 12:03:47 08/18/2001 v
i : o " . Coded Ballot Count: .0
f : : : #t*i##*****###*********t**#******#***#* '"
i N . ) PRECINCT: Precinct Two T
A e C L * public Count: : Lo TEem e BeSA0
' Ballot Style Counts . v
i Ballot Style #3 : e 10
\ , . . ..\ v .
PRESIDENT & VICE PRESIDENT ., .- ", L :
t _ - (vote for 1) Total:® ¢ 10
} o : REP-ZACHARY TAYLOR Lo 10 “100. 00%
¥ : . DEM-¥M. H. HARR1SON " S e B R 0,00%
e . : . IND-JAMES MONROE N\, ... 70 0.00%
R ‘ BN S .
E U.S. SENATOR S \\\: .
' . ‘ (Vote for 1) . Total: T Meir. 10
I REP-EVERETT UJRKSEN L 10 100.00%
) : DEM-DOLLY MADISON ... ... T 0 0.00%
INO-JOHN HANCOCK Do imEe 0,008
; . _ . » U.S. REPRESENTATIVE CONOO1" . e
o . ] . : T (Vote for 1) Total: P 10
C S . REP-WM A. DOUGLAS T e 77100 100.00%
; o - ' ’ DEM-JOHN: MOORE S .- .0 o©.00%
3 . : IND-EARL WARREN =~~~ "tQ° -0.00%
GOVERNOR : e
3 (vote for 1) Total-: 10
P v : - REP-ADLA1 STEVENSON I . 10.100.00%
3 N . DEM-HENRY FORD <.+ . 0 '0.00%
v . . S IND-FRANCIS SCOIT KEY .- - . 0..D.00%
R . ) - STATE SENATOR SENO37 . .
[ RO g S (vote for 1) ’-Total' , : 10
= . o REP-FLORENCE NIGHTINGALE = - : 10 100, 00%
' DEM-MAMIE & ] SLNHOWER o 0 0.00%
; IND-ELEANOR RuuseYLLY o o6 0.00%
? ) : , -
]
l
~WYLE LABORATORIES
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) ) ]
DF
g
N
3
COUNTY CLEKK . o g b
(Vote tor 1) fabat: - . 10
REP-JOHN . MOKGAN : 10 .100.00% £y
DEM-JOHN D. KUCKEFELLER : 0 0.00% 3
IND~JOHN JAY , .0 - 0.00% S i3
SHERIFF ‘ s e . .
(vote for 1) ) Total: b 10 =
REP-JOHN WAYNE S 10 100.0U% ’
DEM-CLINT EASTWOOD _ 5.0 . 0.00%
IND-WYATT EARP - 0 0.00%
. ol . .-
D0G CATCHER-REF 00001 - B 1
(Vate for 1) o Total: i w10 e
YES : e 910 1100.00% :
NO v —_— - 47075 0.00% R ,11
006G CATCHER L e - j
i ‘(Vote for 1) .\ ° " Total:': A ¢
DANNY DACHSUND  ~ SR el le 0,00% _ N
LARRY LABRADOR R 210 100.00% ' ' J
HARVEY HUSKIE .0 0.00% - : |
PRISCILLA PEKINGESE - 0 0.00% : :
MAYOR = raf 00001 . P oo s .
(vote for 1) Total:  “Foo eiio. 10 _ ]
YES : SERLE i 100100, 00% : )
NO . <M eee 00t 0,008
MAYOR : L . !
(Vote for 1) - “Total:i’t 4 lolliioue 10 |
JOE SMITH SRS Tt e 10 100, 00%
SUSAN CURLY o . S e 0 0.00%
MOE FRANK oo e 0.00% T
JESSIE $1006E ‘ ST e e 0.00% ;
>Write-ins in above contest: - 7 - BRI 0
Time/Date: 12:05:41 08/15/2001 . - i
STENALUre: o o e e e e eemnm : S
- -~ - - ‘ S o -
STENAYUPrGS " ool el [
STENALURE: o eieoons S
) N b . s = - . ‘
Signature: o et cccm—mec————— j
3
. A
\.-‘};

[SFu—— e pme?

G’
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ESS Software Review Summary

"This review covers Version 6.1.2 of the ESS Votronic code with respeét to changes made since Version
6.1.1 as well as evaluation of its compliance with the FEC guidelines for software quality and rehabxhty.,

This evaluation included, but was not limited to, the following consnderatlons

 Readability . . How straightforward and apparent was the design? - = - - ca e
' Understandability How complicated was the code to implementit?, - -..° .. o
- Modularity = How well was the code divided into logical, functional units? ~ " "
: Rbb‘usmcss How well does the code handle error conditions or unexpected inputs?
Security - : Does the code protect the integrity of voting data at all times? i
Mamtamabxlny - How easy would it be to extend, fix, or modify this code inthe future? |
“Consistency - - Was the design of the code coherent throughout? g
.. Documentation - . Does the code contain useful and frequent comments?
-~ Usability Does the code inform the user about progress or errors?
* Flow control Are control constructs and entry/exxt points logical and controlled" :

The review repon detailed specific instances where it was felt that the code fell short in some area bemg
reviewed, and gave file names and line numbers where applicable to guide the maintainers inmaking
needed corrections. Also included is a general synopsis section where recurring problems wers explained” '
and solutions suggested. Also identificd are some areas where improvement is needed in non-critical areas,
and those changes should be addressed in future versions of this software,

A recommendation is given at the cad of this document.

Huntsville Facility T
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FLASHLH
FONT.C

FONT.H R S T IR RN & B S P ERTE FAIEER
FONTOLD.C =~ SRR e s
HOTSPOT.C

Lines 128,128 - StnpePcncﬂO naked constantsZ 7, 32needcommcnts
HOTSPOT.H )
IMAGES.C
IMAGESH |
INTRPT.H ’
IOH
LOADER.C'
LOADER.H
MAINC, |

Line 334 - AdjustContrast) - multiple exitpoints.

MAIN.H
MENUS.C : S

Lines 191-204 - the rolé and functxon of naked constants 1,2,3, and 4,'as wc]l as the equatxons are not )

immediately obvious. Some comments would be helpful,

MENUSH .
MODEM.C”
MODEMH
PACKOFFH
PACKON.H
PCPRAGMAH
PEB.C

PEBH
PRINT.C

Lines 342»494 cprmt() funcnon is 152 lines long

PRINT H
REPORT C

Line 105 - PullPEBByte() - mulnplc exit pmntx
REPORTH

ROTATION.C - - a
ROTATION.H . -
RTC.C

Line 131 - SecondsInYear() - multiple exit points. .-

RTCH
SELECT.C

 WYLE LABORATORIES
Huntsville Facnlity

I

-




Page No. B-7
Test Report No. 45827-01

£ SELECTH
s SERIALH
SNIP.C

1 . Line 11 - DrawSymbol() - multiple exit points.”

STORAGE.C ~
: . : STORAGE.H
A ' SUPER.C . . - . Lo
: SUPER.E | «. o =iy K Sewwemow o L P R T L nEtn e
TIMELOG.C ‘ o
TIMELOG.H
TOUCH.C

1 o Line _1.45 - ReadBoardmA - naked constant needs comments. .

g S TOUCHH
B : . UTILS.C
Line 115 - imin() - multiple exit points. .

: - Line 122 - imax() - multiple exit points.
1 . " Line 218 - pos() - multiple exit points.

UTILS.H
VERSION.H
VOTETYPEH o, #7u7 L o - P e
VOTEUNIT.H . .

WIBUFF.C

{ o ' V Line 57 - GetWriteInRecordIndex() - multiple exit points.
} ) Line 163 - GetNextWriteIn() - multiple exit points.

. WIBUFFH -
( _ WRITEIN.C
s o WRITEIN.H

g

\ ‘ ' ’ ’ RN © Huntsville Facility -~ © T
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e

“This was a minor hindrance to readability, as the indentation strategy was not consistant across the code -

2. General Observations

Version 5.12 was an update of version 4.4 code that provided modifications to allow for cxecutién on

different platforms, reformatting of parameters passed to functions, and various other things. s v e

The irplementation of memcpyforward() and memcpyreverse() strategies also give the impression of -~ =
attention to detail, resulting in safety and robustncs_.s.' g ey

i

1)) statements as well s else() and case statements often had the executable statement on the same line as
-the condition. E.g. ; ’ - :
if ( condition ) statement;
else statement; o
as opposed to '
if (condition) )
statement;
else
. statement;
as well as
case X: statement; break;
instead of
' case X:
statement;
break; - e i -

body. This inconsistancy also led to some anomalies and violations being initially overlooked.

" WYLE LABORATORIES -
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" BALLOT.C

-8,28,24,32,4,25,31,3,48.

" Lines 1269-1366 - PrintFormatedString() - nearly 100-line function has zero informative comments,
- Lines 1368-1471 - ReVoteContest() - ~100-line function has zero comments.

3. 5.12 Final Assessment Statements

Release 5.12 of the Votronic code has been reviewed. The code from ESS continues t6 be wcll-wnttcn,
and exceptionally readable and modular. Some functions exceeded 120 lines in length, but the number of -
long functions was far beneath the number allowed by the FEC guidelines. Changing the indéntation of
smgle-statement if{) and else() conditionals as suggested above is cncouraged, but not required.

Therc were more than a dozen instances of multxplc exit points (spccxﬁca.lly prohibited by the FEC.

guidelines), none of which was due to a failure in a system call, Each could casily be rewntten witha -

smgle-cxu-pomt unplcmentanon ina mxmmal amount of time to be complmnt

It js recommended that aﬁer the 1ssucs ‘of multiple exit poirits ‘and uncommcntcd constants are addressed

- this code be considered compliant with the FEC guidelines for coding practices as set forth within the FEC v

Performance and Test Standards for Puncheard, Marksense, and Direct Recording Electronic Votmg
Systems. .

4. Revision 6.1.0 Assessment Statements

All release 6.1.0 files were compared with their version 5.12 counterparts; any differences were 3N
investigated with a view of FEC compilance as well as how 5. 12 jssues have been addressed. Thc ncwer
files and changed files are listed below. Lo .

5. Revision 6.1.0 Sdurce File Specific Notes

@

Lines 675,681,685, 686 688,692,693,695,698,703 ~ Prepachal]otO naked constants ’

Lines 419-598 - FuConmstDataOnPages() funcuon exceeds 120 lmes o B .

Line 801 - CompressPage() - Function has been IFDEFed out as suggested, though 1f the IFDEF is deﬁncd
a multiple exit point situation exists. : o

Line 843 - DisplayPage() - line i3 175 columns wide, a readability issue.

Line 1081 - SetVote() - multiple exit points. - unaddressed from previous review.

Line 1142 - ToggleVote - multiple exit points - unaddressed issue from previous review.

]

Lines 1385,1388-1390,1394-1396,1428- ReVoteContest() - naked constants 3,90,10, 80 75 ,25,50, 10
Lines 1572,1573,1575,1582,1584-1586,1591- 1595,1601 - DisplaySummaryInfo() - naked constants
3,4,5,8,28,50, 8,39

Line 1725 - VotePage() - line is 177 columns wide, a readability issue.

Lines 1882-1887 - CastBallot() - code commented out but left in. Will this be coming back?

Lines 2331-2332 - ChooseLanguage() - constants needs comments explaining their values. :
Lines 2453-2623 - ChooseLanguageADA() - function exceeds 120 lines with zero informative commenm
While this uncommented code is more self-explanatory than other uncommented code some comments .
would be helpful explaning sections.

Lines 2458-2459 - ChooseLanguageADA() - constants needs corments explaining their values,

Lines 2641-2642 - PracticeRace() - constants needs comments explammg their values.

Line 2838 - playSystemWave() - multiple exit points.

Line 2860 - playNumber() - multiple exit points.

Line 2868 - playAlpha() - multiple exit points.

Lines 3012:3187 - VoteADABallot() - function exceeds 120 lines with zero comments. While this |
uncommented code is more self-explanatory than other uncommented code some comments would be
helpful uplamng sections. For example, what is ti? di? ‘

WYLE LABORATORIES -
: Huntsville Facility
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BALLOT.H
BASETYPEH

Lines 33- 85 - can it be guamnteed that the compxlcr will order t.he bit vanables and other stmcture
members as written? )

BINDEF.C

Lines 169,172 - ASCIIToIntO nakcd constants 47, 58 ,48. Changmg to “>- 90 && <= '9"' and *- '0’" AT
would increase readability. R
Line 209 - IntToASCII() - naked constant 48. Changing to “+ *0* ** would increase readabxhty

Cunously, fxmcuons ASCIIT oIntO and IntToASCI() are never called in thxs code.

BINDEF.H ‘ S » PR R S
BOOTIO.ASM _ B _ . . R
-BOOTIOH :

BOO’I’LOAD.C

Lines 21-209 - all the furictions in this file bave a total of on]y two comments e
- Lines 28,32,33,37,39,40 - FlashStatus() - naked constants 0x0064 0x0020, and 0x0044

Line 43 - FlashStatus() - multiple exit points.

Lines 61,64,65,72,73,74 79 ~ WriteBuffer() - naked constants Ox3c00000 ,0x0555 0x023a,0x00aa,0x0055

and 0x00a0.

Lines 96,98, 99,101,108,110-114,121,123,125,127 - - EraseSector() - naked constants 0x3¢00000, Ox0555

0x02aa, 31, 0x00as, 0x0055, 0x0080, 0x00aa, 0x04000, 0x05000, 0x06000, 0x0030, 25000

Line 144 - SectorCopy() - naked constant 0x3c00000. .

Lines 158,160 - SectorCompare() - naked constant 0x3¢00000."

Lines 189,190,194,195,200,201 - copyBIOs() - naked constants 16,24,28.

Line 206 - copyBIOs() - is this while(1) supposed to be wntad with an mterrupt or Just stay hc

Needs comment specifically to explain this.

v

BOOTLOADH
CENTRAL.C |

Line 131 - FlleDownload’I‘oCommonO 128K variable allocated on slack Unconimdrilff big.
" Lines 434-575 ScmchenuO functxon exceeds 120 lines. e ) L

CLOCK.C
COLLECT C

Line 114 - ConﬁgureCountersForBallotO a[b[c(d[e])]] is rathcr complex. This should be sxmphﬁcd for -
readability. o
Line 243 - AddTerminalVotes() - Could use a commcnt expl:umng nakcd constant 4.

Line 287 - AppendeteIns’I’oPEBO Could use a comment explaining naked constant 4

COLORH -
" CONFIG.C

- Lines 157-161 - GetConfigurationFromFlash() - lines commented outbutbut leﬁm.Why? Isth:scodc B
coming back? » ; » )
' CONFIGH - B T TR TRt ERRLE )T
CPFLASH.C ‘ - ST

WYLE LABORATORIES -
Huntsviile Fa_cility .

res—,




]

[

Nt

Page No. B-11
Test Report No. 45827-01

- situation when po_open() is successful.

- Lines 866,869,872,875 - testRAMDisplay() - multiple exit points. -

Lines 35,36,45-55 - some compilers would object to the absence of semicolons at the end of these
prototypes.

CPFLASH.H ’ ' e a

DATALINK.C

Line 502 - PEBEraseSector() - 55-fold dccrease in nme w1th no explananon as to why sucha sxgmﬁcant .

decrease is ]egal
DATALINK.H

Line 30 - comment does not match #define in line 31. o

DEBUGH

DISPLAY.C

DISPLAY.H ‘ - :

EVENTSH o . .

FACT ORY C

Line 325 - storeBurmnO naked constant 65519
Line 380 - getBumnin() - naked constant 65519. ) ot
Lines 572-645 - getresultstring() - no comments in function - not xmmcd:ately obvxous what is gomg on, or
how the code achieves the desiréd implementation. .

Lines 678,679 - writeBurninfile() - even when file can not be creatcd, the rest ot’ the funcuon conhnues to
attempt to write to the file and close the file dwcnptor Rest of function should be msxde an clse{ ) for thc

Lines 788,798,801,804,807,810,816, 819 ‘testMamRam() naked constants 0x000]00000 0x0001 00001

Lines 887-1082 - TestFlash() - function exceeds 120 lines.
Lines 911,930,942,948,961,980,992,998,1026,1038,1044,1057,1069,1075 - TcstFlashO multxple cxn

points. - Se L

Line 1088 - TouchScreenTest() - multiple exit points,

Lines 1095-1252 - FactoryTest() - function exceeds 120 lines. :
Lines 1126-1131 - FactoryTest() - multiple executable stntcm:nts on one lme, specxf cally prohxbxted by
FEC guidelines.

Lines 1254-1542 - firsttimetest() - function excceds 240 lmes, a length specxﬂcally prohibxted by the FEC ;

guidelines.
Lines 1266,1271,1274, 1277 1280,1283,1288, 1291 ﬁrsttm:ctcst() naked constants OxOOOIOOOOO
0x000100001.

Lines 1422-1457 - ﬁrsttmletcst() entire function of > 200 lmes has only six comments, though most of the )
function is coded in such a way to be self-explanatory and innate, This section, howcvcr, is not as obvxous, L

and could use some more commenting.

FACTORYH

FLASH.C

Lines 96,99,100,104,106,107 - WaitStétusO naked constants 0x0064, 0x0044,40x0020. '
Line 110 - WaitStatus() - multiple exit points.

Lines 227,250,255,257,259 - FlashEraseSector() - naked constants 31, 0x04000, 0x05000, 0x06000. '
Line 565 - FlashCopyCodeToU11() - multiple exit points - unaddressed from previous review. .. " St
Line 583 - F]ashCopyCodeToUl 1() - naked constant §5536%2-4 needs commenu. Can ithe guaranteed ‘

that all compilers have the same “* before -* heiarchy?

WYLE LABORATORIES .
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Lines 622,631,642 - flashloader() - naked constants 28,32,64500,

FLASH.H
FLATINIT.ASM
FONT.C

HAL.C

Lines 752-879 - ConfigurePhilipsRegisters() - function exceeds 120 Jines.

Lines 881-1008 - ConfigureSamsungRegisters() - function exceeds 120 lines,

Line 1161 - DrawColorBox() - naked constant 0x200000.

Line 1192 - DrawColorLine() - naked constant 0x200000, :

Lines 1226,1228,1230,1232,1233 - - showpalette() - naked constants 16 25,30,20

Line 1302 - DisplayBitmap2() - naked constant 0x200000. .
Lines 1319,1321 - DisplayBitmap2() - lines are 177 and 249 columns wide respectively, a readabxhr_y xssne
Lines 1338,1345-1347,1354,1357,1369,1375,1379 - stplaantmapZO naked constants 0x0080000,
Oxea60,120,4000,600. ' e
‘Line 1274-1392 - DisplayBitmap2() - ~100-line function has zero comments.

Line 1423 - DisplaySystemBitmap() - naked constant 0x200000. :
Lines '1428,1430,1433-1435,1463,1485,1488,1508,1512 - - DisplaySystemBitmap() - naked constants
0x3c00000,408,0x0080000,4000,600.

Lines 1442,1444 - stplaySystcmthmapO lines are 169 and 241 columns wxde rcspectwely, a readabxhty .

issue.
Lines 1394-1525 - DisplaySystemBitmap() - ~100-line function has zero comments, © " % - o
 Line 1532 - - DisplaySystemBitmap2() - Funct!on names of significant length only differing by a smgle ST
additional character on the end (e.g. DlsplaySystemanapo and stplaySystemanap20) are ﬁ'owned

upon as a readability issue. Names should be more different.

Lines 1532-1702 - - DisplaySystemBitmap2() - function exceeds 120 lines-and has zsro comments
Lines 1562,1567,1569,1572-1574,1619 - D:splaySystcmetmapZ() nakcd constants 0x200000
0x3¢00000,408,8000,

Line 1748 - IThzlms() - naked constant 0xFF02.

HAL_A.ASM

Line 116 - HALClcaersplay 480000 decimal is 75300hex, not Ox1d4c0 (whlch ls 120, 000),
indicated in the comment. In any case, more information explaining the meaning of 480000 should be

included in the comment, 23 480000 is a nakcd constant here, e

) HOTSPOT C

Lines 132,133 - StnpePencilO nakcd constants 2,7, 32 need commcnts u.naddressed from prevnous o
review,

. HOTSPOT.H
IMAGES C

. Line 147 - ShowVotelmage() - Could use a comment explaining naked constant 4.
Lines 179,181 - PostVothmach Could use 2 comment explaining naked constant 4

IMAGESH
| INTRFACEH
INTRPT.ASM

Line 121 - StackLeft - naked constant 5000.

10
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-~

"P386EX.H

Lines 345-497 cprmto funcnon exceeds 120 lines'in length.

Lines 170-190 - _ClockInterrupt - these lines are commcntcd out. Why are they lcﬁ m? Are they commg

back?

Lines 267-290 - _Serial lInterrupt - funcbon is mostly uncommented. This section needs more comments o
Lines 309-331 - _Serial2Interrupt - function is mostly uncommented. This section needs more comments, _
Line 343 - _SS1OInterrupt - comments should exist explaining why it 13 not necessary ‘for this mtcmlpt
procedure to preserve its registers.

IN’I"RPT.H
LOADER.C

Line 731 745 - CompactFlashUploadO naked constants 24 and 28.

Lines 880-1008 - LoadSystemFiles() - function excecds 120 lines in length with no commenm in thc SRR

function at all. The function needs comments.
Line 909 - LoadSystemFiles() - naked constant 20.

LOADER.H
MAIN.C

Line 401 - PrintBatteryVoltage() - naked constant 650.

Line 420 - EnforceBatteryVoltage() - naked constant 600. -~~~ 7 &0 5 = il e ETR A ‘

MAIN.H
MEMPLUS.C
MENUS. C

Lines 196-209 the role and funcbon of naked constants 1,2,3, and 4, a8 well as thc cquanons are not
immediately obvious. Some comments would be helpful - unaddressed from previous review. :

MENUSH
MODEM.C
MONO.H
OEMH

PCDISK.H

PCKERNEL.H

PEB.C : -

PEBH ) -
PLATFORMH - : -
PRINT.C

PROTINIT.ASM
REALINIT.ASM
REPORT.C.

Line 110 - PullPEBByte() - multiple cxit points - unaddressed from previous review. - e

Line 160 - PrintLocalWriteIns() - Could use a comment explaining naked constant 4.

ROTATION.C' -

“RTC.C

Line 129 - SecondsInYear() -.'multiplc exit points - unaddressed from previous review, -

it
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-~

Line 526 - RTCTesk() - is this line supposed to lxavc a ‘break at the end of it? Could usea commcnt
explaining this line, . o

me 544 RTCTask() - nakcd constant 0x31

SCREEN.H ' ' ' o '

SDAPLH

SDCONFIG.H

SDTYPES.H : B
SELECT.C T e e e b
SERIAL.C : o I T

Lines 369,370 - SSIOImtO cunous how setting two timers with dxffercnt values produccs xdenucal 20ms o .
tlmcs, as per comments. . . 4 -

SERIALH
SNIP.C

Line 11 - DrawSymbol() - nmlnple exit points - unnddressedﬁ'omprcvnousrevzew R

SOUND. C

Lines 146-159 conﬁgSoundDMAO - meaning of naked constants could be explained,
. Lines 214-362 - PlayWave() - fanction exceeds 120 lines and only two lmcs are commented
Code could use more comments. c R :

SOUND.H
STORAGE.C
'STORAGEH
SUPER.C
TEST.C
TEST.H
TIMELOG.C
TIMERS.C
TIMERS.H
TOUCH.C

Line 118 - ReadBatteryVoltage() - nakcd constam 30.

Line 120 - ReadBatteryVoltage() - symbolic constant TOUCH DELAY repl.aced with nakcd constant 'I'hxs
is a step backwards in readability. o :
Line 146 - ReadUnscaledPair() - naked constant 30

Line 148 - ReadUnscaledPair() - symbolic constant TOUCH [ DELAY replaced with naked constant. 'I‘l'ns
is a step backwards in readability.

" Lines 527,530-533 - Calx"brateTouchScmcn() new code that has been added is commented out, Is thxs ‘ :

code coming back later?

TOUCH.H
Lines 36, 41-45 - can it be guaranteed that the compiler will order the bit variable members as wﬁttexi? S
UTILS.C

Line 39 - AuowPowchowno xmslcadmg vanable name yes Th:s vanab!c could lmve a value of 'NO‘
(as in BALLOT.C, VotcTooManyBallotsO, line 2284), As this was not flagged on prmous reviews it Wlll

2 -
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" VOTEUNIT.C

‘As many FEC guideline issues mentioned in the previous review were left unaddressed, and considering ;..

. recommended that this code be considered not compliant with the FEC guidelines for coding practicég as " .

not be considered a weighty issue in this review. It is strongly suggested that future versions rename this
variable to something less misleading to increase readability.

Line 126 - imin() - multiple exit points - unaddressed from previous review.. =~ . S

Line 133 - imax() - multiple exit points - unaddressed from prcvmus rcwcw
Line 229 - posO muluplc exit points - unaddressed ﬁ'om previous review.,

VERSION.ASM :
VOTETYPEH

WIBUFF.C

Line 62 - GetWriteInRecordIndex() = multlple exit pomts unaddrcsscd ﬁ‘om previous review,
me 169 - GetNextWriteIn() - muluplc exit pomts - unaddressed from previous review.

WRITEIN.C

6. Rcvxsxon 6.1.0 Fmal Assessment Statcments

Revision 6 l 0 rcmoved many i) statements that tcstcd for old PEB and Board versions. It is assumed that ) ‘H :

this code will no longer be required to run on older systems. Also, many debug #ifdefs were removed, as
well as many ARG_DEF__ implementations of function parameter declarations.

Many issues were .raised with the advent of the new code. Problems with mu]tiplc exit points (both new :
and unaddressed from the previous review), multiple executable statements on one line, and excessive ..
function length (greater than’ 240 lines) were added, all of which are specifically prohﬂnted by the’ FEC
guidelines.

Many new functions of significant length exist that are sparsely commented, if at all. Some have no : ‘

comments at all. While most functions arc coded in a manner that renders them self-Gommenting and
innately obvious, many uncommented functions were not as immediately readable, Numerous i mstances of .

naked constants exist. These raisc questions regarding the maintainability of the code. Some linesare &

cxcessxvely long (more than one exceeding 240 columns in width wnh 8-character tab width) whlch glve '

rise torcadabxhty concems, ) . A

One interrupt routine (_SSIOInterrupt in INTRPT.ASM) did not save its registers on entry nor restors them
on exit. This is highly unusual for an interrupt routine, and no comments existed that gave a rcasonable .
cxplanauon as to why this unusual mxplemcntatxon was finc and thhout consequence. '

the new violations of FEC guidelines that now exist, as well as maintainability and readability issues, it is

set forth within the FEC Performance and Test Standards for Puncheard, Marksense, and Direct Recordmg

. Electronic Voting Systems.

7. Revision 6.1.1 Assessment Staternents

Release 6.1.1 was received June 4, 2001. All version 6 1.1 files were compared with their version 6.1. 0
counterparts; any differences were investigated with a view of FEC compilance as well as how 6 l 0 xssues
have been addressed, The newer files and changed files are listed below. .

8. Revision 6.1.1 Source File Specific Notes

13 .-
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- IMAGES.C _- .~ e

BALLOT.C

Lines 199-208 - KeyCheck() - vendor has fixed a mulnple exit point sxtuanon that was not even mcnnoned

in the previous review. This is appreciated. . . S » e

Lines 422-601 - FitContestDataOnPages() - function exceeds 120 hne; '

BASETYPEH
BINDEF.C
BOOTLOAD.C
CENTRAL.C
COLLECT.C
CONFIG.C
DATALINK.C
DATALINK.H
FACTORY.C
FLASH.C

Line 116 - WaztStatus() dxﬁ'erent behavior than in release 6,1 0 mtroduoed by ﬁxmg mulhplc mt pomt >
extra call to ReadClock() before retuming may set status to 0xffff. While very very unlikely it is snll 8.
nonzero possibilxty The vendor is cncouraged to mvestxgatc whether,tlns behavxor is acccptable

FLASHH
FLASHI C

This file seems to be sxmply a backup version of thc 6.1, O ﬂa.sh c It is sumed that th:s ﬁlc s source code T

is not included in the production executable.

HALC
HALH

HAL_A.ASM
HOTSPOT.C

INTRPT.ASM
LOADER.C
MAIN.C

Lines 149-152 CheckStack() empty funchon now ‘was not empty m 6 1 0 Removmg a stack check

- seems to be a step backwards in robustncss )

MENUS.C

- PRINT.C’

REPORT.C
RICC .
SERIAL.C
SOUND.C
TOUCH.C
TOUCH.H
UTILS.C
UTILSH - -
VERSION.ASM
WIBUFF.C

9. Revision 6,1.1 Final Assessment Statements

14
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Release 6.1.1 fixed every single issue raised in the 6.1.0 review, and even one not mentioned. Multiple
exit points have been rewritten, and long functions have been broken into smalier, more readable functions.
Many very useful comments have been added to previousty bare functions, especially whea requested to
explam constants, increasing the readability significantly. Only one function exists that exceeds 120 Lines _
in length, a oumber well under the 5% allowed by the FEC guidelines. A great deal of effort has been
expended to address every issue raised by the previous review.

Flash1.c is a new file that seems to be an intermediate step between the 6.1.0 flash.c and the fixed 6.1.1
flash.c. It is assumed that flash].c is not included in the production executables and as such is not subject to
review for FEC compliance. Some of the problems in the 6.1.0 flash.c still exist in thc 6.1, l flashl.c, but if
this ﬁle is not used this is not a problem.

The only issue of concern is the rcmoval of stack chcckmg function code. This funcuon exlsted in6.1.0
and seems to be an excellent defensive programmmg tool Its rcmoval is curious as the functxon is stxll
ca]led in several places. :

bfPending a satisfactory explanéuon of hdw the x"er"xm\;al of the stack chéélung function codé is

inconsequential, and confirmation that flash!.c is not included in the production code, it is recommended

. that this code be considered comphant with the FEC ; gmdclmes for coding practices as set forth within the

FEC Performance and Test Standards Tor Punchcard, Markxense, and Direct Rccordmg Electronic Votmg

.- Systems.

10. Revision 6.1.2 Assessment Statements

Release 6.1.2 was rccexvcd June 27, 2001. All version 6.1.2 files were compared thh thexr version 6. 1 1
counterparts; any differences were investigated with a view of FEC compilance as well as how 6 1.1 issues
have been addressed The newer ﬁles and changed ﬁ]es are listed bclow S

11. Revmon 6.1.2 Source File Specxﬂc Notes -

BALLOT.C
CENTRAL.C
MAIN.C
PEB.C

Lines 396,402,431,437 - RctneveBa!lotFromPEB() - why 5127 PEB.H line 19 refers to block 512 but it
would help if there was a comment nearer the C code xtselfm future versions. :

TOUCH.C
VERSION.ASM

12. Revision 6.1.2 Fiial Assessment Statements 3

The changes in this release were few and minor, with no imf)act on the code’s compliance.

It is recommended that this code be considered comphant ‘With the FEC gmdehncs for codmg practices as

set forth within the FEC Performance and Test Standards for Punchcard Marksense,; ' and Du'ect Recording

- Electronic Voting Systcms

Kevan L. Moore - Contmct Enginccr 5
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10/3/01 14:59 - CIAWINDOWS\TEMP\Ver612 -
Name Type Modifled L Size 1 oL R , s
bootload.h” ~ HFile 2/5/01 13:46 828 e s TR = '~”{
" intrpt.asm ASMFlle 5/30/0116:17 9200 - ... L ;
hal.c CFile  5/30/0112:02 51,585 o ' . o
bootload.c CFile 5/30/01 11:46 5,954 . . : Ctae .
hal aasm = ASMFile 5/20/0115:50 - 2,049 ,
serial.c CFile 5/29/01 15:18 9,603
sound.c CFile 5/29/01 14:119 11,352 e : o
screen.h H File §/7/01 12:38 661 B S : C
clock.c ~CFile ~ 5/2/01 16:29 2276 S
timersc” - CFile 5/2/01 16:29 . 1,800 .~ . Lo 1
colorh - " HFile 4/3/01 14:35 636 ) - gy
realinitasm ASMFile 4/2/01 09:50 5,295 k
flatinitasm ~ ASMFie 3/15/0117:16  1.109- =
protinitasm  ASMFile 3/15/01 17:15 1,872
bootio.asm  .ASMFile 3/7/01 15:03 1,167 -
bootio.h HFile 3/7/0115:03 642 1 oo
timers.h. - - HFile 2/23/01 10:52 1493 e cdn
version.asm  ASM File - 6/15/01 08:41 501
p386ex.h H File 12/30/00 16:55 4,824 . : : SR o
sdeonfigh ~ HFile  12/23/00 11:05 20,026 . o . .
platform.h H File 12/7/00 11:34 - . 458 il D!t D . ) i
386ex.nc  ~ INCFile  7/3/00 10:20 7,133 : : : N
buzzer.inc INC File  7/3/00 10:20 . 588 il i s .
mono.h H File 713/00 10:20 C5B3 i e e e g » : _ !
sdapi.h HFlle . 4M3/9909:36 50,580 . =i _ooe. oo !
oem.h HFile  2/19/99 13:40 8,303 : '
pediskh - HFile - 2/39917:29 21,303 - D RS TTEE :
intrface.h HFie 12/117/98 14:49 3,469 : ) -
pckemelh ~ HFile  12/5/9815:38 15,257 : REESER ‘ {
sdtypes.h HFile 10/28/98 13:13 - 2,169 e , : ) i
writein.h H File -713/00 10:22 733 B
ballot.c C File 6/14/01 13:02 93,604 )
ballot.h H File 5/1/01 11:31 6,094 : - i
. basedeth  HFle  7/30010:22 3928 . = . o . §
baselypeh  HFile = 5/30/0111:57 1,781 AT _ =
bindef.c CFile 5/29/01 09:40 5,658 o :
bindef.h H File 4/20/01 18:112 3,833 - _ o ' - tey
central.c - CFile 6/14/01 13:50 18,129 . e . : P
central.h H File 7/3/00 10:22 1,220 e B . - J
clock.h HFile . 7/3/00 10:22 1,031 :
collect.c C File 5/28/01 10:10 . 13,251 .
collect.h H File 7/3/00 10:22 1,322 ‘ 1
common.h HFile . 7/3/0010:22 - 692 . o ) : i
compllerh  HFile  7/3/00 10:22 200 . : : <3
config.c C File 6/29/01 14:18 9,158 © . - R ) -
configh - HFle - 53011028 3,911 T e e .
datalinke  CFlle  5/20/01 14118 15,443 S e S » }
-datalink.h H File 5/29/01 1418 3,203 i . i ol
debug.h H File 12/20/00 09:02 . 1,166 . :
display.c  CFile  4/30/01 14:42 19,665 R T
display.h H File 4/5/01 16:58 8,412 o K A T . }
svents.c C File 4/29/01 18:04 4,364 . : R : o S
events.h “H File 3/16/01 08:58 3,178 . o . Lok
!
o4
ot
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10/3/01 14:59

C:\WINDOWS\TEMP\Ver612

Huntsville Facility

Name . Type Modified Size
factory.c - CFile 5/30/01 10:25 5,475
factory.h . H Flle 4/29/01 18:08 1,180 .
“flash.c - * CFile 5/30/01 10:25 16,428 ~
flash.h H File 5/24/01 13:68 - 3,801 .
font.e C File 9/27/00 16:31 45,419 e
font.h HFile " 7/3/00 10:22- §55 -
fontold.c C File 7/3/0010:22 . 45,350
hal.h HFile - 5/30/0112:02 10,972 "
hotspot.c C File 5/29/01 15:50 11,161
hotspot.h " H File 4/19/01 05:12 2,873 7
images.c C File 5/29/01 15:50 7,446 '/
images.h H File 4/26/01 15:50 3,177
intrpt.h HFile = 4/20/01 18:16 4,564
io.h H Flie 7/3/00 10:22 1,101
loader.c C File 5/31/01 15:50 28,411
loader.h H File 3/28/01 13:58 2,037
main.c . C File 6/14/01 13:04 16,447
mainh H File 4/29/01 20:51 5,059
mem.h H File 7/3/00 10:22 1,556
memplus.c  CFlle 2/27/01 15:05 1,458
‘menus.c C File 5/29/01 15:18 8,404
‘menus.h -H File 1/12/01 17:14 .~ 2,689
modem.c C File 4/26/01 16:23 6,380
modem.h H File 7/3/00 10:22 737
packoff.h H File 7/3/00 10:22 ' '609
packon.h H File 7/3/00 10:22 630
pcpragma.h  H Flie 7/3/00 10:22 - 909
peb.c C File 6/15/01 08:57 - 25,051
peb.h " HFile 4/29/01 20:43 7,669
print.c C File 5/29/01 15:18 8,603

. print.h H File 7/3/00 10:22 2,630
report.c CFile 5/20/01 15118 18,768
report.h H Flle 7/3/00 10:22 1,175
rotation.c CFie 4/29/01 18:04 6,018
rotation.h H File 7/3/00 11:22 - 2,619 -
rtic.c " CFile = 5/30/01 15:33 16,332
rtc.h H File 3/8/01 11:41 12,275
select.c C File 4/24/01 10:13 9,890

- selecth H File 7/3/00 11:22 9185
serial.h - H File 2/16/01 19:31 2,930
sound.h H-File 3/4/01 09:23 1,068
storage.c C File 4/29/01 19:05 5,285
storage.h H File 4/29/01 19:11 5,254
super.c C File 4/29/01 19:15 8,649
super.h H File 7/3/00 11:22 736
timelog.c C File 9/27/00 16:43 1,529
timelog.h H File 7/3/00 10:22 724
touch.c C File 6/14/01 13:02 . 19,840
touch.h H File 5/29/01 14:18 3,699
utits.c C File 5/29/01 14:18 10,683
utils.h H File §/29/01 14:18 4,742
version.h H File 7/3/00 10:22 426 .
votetype.h HFile  4/30/0116:.08 14,289

-WYLE LABORATORIES
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10/3/01 14:59 .
Name . .- Type
voleunitc ' CFile
voteunith  HFie ..
wibuff.c C Flle
wibuffh H File "
writeinc - C File
111 file(s) -

© CAWINDOWSI\TEMP\Vers12

" Modified .. Size
. 6/8/0116:30 6,511 .

7/3/00 10:22 768 .
6/24/011317 5632 .
7/3/0010:22 . 1,827

- 8/27/00 16:47 929 .

b, 893,353 'f
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DATA SHEET
Customer ES&S . i - WYLE LABORATORIES
Specimen DRE Voting Machine - : )
Part No. - _iVotronic 2000 Amb. Temp. =74°F Job No. 45827
Spec. FEC Standard Photo - ' Report No. 45827-01
Para. 7.3.2.2 Test Med. - Start Date 5.21.00 & 8.10.01
SIN. 00100063 Specimen Temp. __= 74°F :
GSl No N

Test Title Transit Drop

Criteria; The {Votronic, weighing less than 100 1b. and its largest dimension (fiberboard tranit case) under 36 inches,
shall be dropped from a height of 48 inches. A tota] 0f 26 drops shall be performed. One drop each shall be
performed on each face, edge and corner.

Post-Test Inspection: The iVotronic remained fully functional following the 48-inch drop test.

Criteria: The iVotronic, while packaged in a nylon carrymg case, shall be dropped on each corner for a total of eight ..
drops. Each drop shall occur from a height of 12 inches. v _

Post-Test Inspection: The iVotronic remained fully functional following the 12-inch drop test.

Tested B}Q&z&@ﬁ_ Dale _42137[4;_

Witness
: » Sheet No.
Notice of Anomaly: - Approve@.—«-(‘r‘}—__ 70. By

Wyle Form WH 614A, Rev. APR ‘84
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