The State of Texas

Elections Division

P.O. Box 12060

Austin, Texas 78711-2060
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Phone: 512-463-5650

Fax: 512-475-2811
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Secretary of State

iREPORT OF EXAMINATION OF ELECTION
SYSTEMS AND SOFIT'WARE, INC.’S OPTECH EAGLE PRECINCT BALLOT SCANNER

PRELIMINARY STATEMENT

On May 23, 2002, Electipn Systems and Software, Inc. (the “Vendor”) presented its Optech Eagle
precinct ballot scanner fpr reexamination in compliance with House Bill 1419, 77" Legislature,
which requires reexaminztion of all voting systems of each county to determine whether the voting
system continues to coniply with the minimum applicable standards prescribed by law. The
examination was conductlzd in Austin, Texas. Pursuant to Sections 122.035(a) and (b) of the Texas
Election Code, the Secretiry of State appointed the following examincrs:

Mr. Nick Qsborn, an expert in electronic data communication systems;
Mr. Tom Watson, an expert in electronic data communication systems;
Mr. Barney Knight, an expert in election law and procedure; and

- Mr. Glenn Glover, an expert in electronic data communication systems.

BN

Pursuant to Section 122/035(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
expert in electronic data ¢ommunication systers.

The Vendor first demorstrated the system; the examiners thoroughly examined the system.
Examiner reports on the system are attached hereto and incorporated herein by this reference.

IBRIEF DESCRIPTION OF OPTECH EAGLE

The Optech Eagle is a pr¢cinct count system for tabulating mark-sense ballots. The system scans

ballots for marks, which i‘t interprets as votes and accumulates totals, The versions presented for
examination were v. HPS|1.28, APS 1.50, CPS 1.02a.

FINDINGS

The following are my indpgpendent findings, based on oral evidence presented at the examination,
written evidence submitted by the Vendor in support of its application for certification, and the
findings of our voting syst¢m examiners as set out in their written reports.

The Optech Eagle voting slystem:

1. Preserves the secrecy of the ballot;

2. Is suitable for the purpose for which it is intended;

3. Operates sa\‘fely, efficiently, and accurately;

4. Is safe fronT fraudulent or unauthorized manipulation;

5. Permits voting on all offices and measures to be voted on at the election;

6. Prevents counting votes on offices and measures on which the voter is not entitled to
vote; ' .

7. Prevents counting votes by the same voter for more than one candidate for the same
office or, il elections in which a voter is entitled to vote for more than one candidate
for the sam¢: office, prevents counting votes for more than the number of candidates
for whom tlie voter is entitled to vote;

8. Prevents co‘unting a vote on the same office or measure more than once;

9. Permits wrile-in voting;

10.  Iscapable of permitting straight-party voting; and

11.  Is capable \pf providing records from which the operation of the system may be

audited.




CONCLUSION

The examiners recomme; lded recertification. I hereby certify the Optech Eagle v. HPS 1.28, APS
1.50, CPS 1.02a for contihued use in elections in Texas.

Certified under my hand !md seal of office, this [*" day of A:Mg ust 2002,

wyn Shea
Secretary of State




Elections Division

P.O. Box 12060

Austin, Texas 78711-2060
www.sos.state.tx.us

Phone: 512-463-5650

Fax: 512-475-2811
TTY: 7-1-1

(800) 252-VOTE (8683)

Secretary of State

REPORT OF EXAMINATION OF ELECTION
SYSTEMS AND SOFTWARE, INC.’S PCBT PUNCH-CARD TABULATOR

PRELIMINARY STATEMENT

On May 23, 2002, Electidn Systems and Software, Inc. (the “Vendor™) presented its PCBT punch-
card voting system for re¢xamination in compliance with House Bill 1419, 77 Legislature, which
requires reexamination of|all voting systems of each county to determine whether the voting system
continues to comply with| the minimum applicable standards prescribed by law. The examination
was conducted in Austin, Texas. Pursuant to Sections 122.035(a) and (b) of the Texas Election

Code, the Secretary of Stajie appointed the following examiners:

1.

2. Mr. Tom Watson, an expert in electronic data communication systems;
3. Mr. Barney Knight, an expert in election law and procedure; and

4. Mr. Glenn ‘Glover, an expert in electronic data communication systems.

Mr. Nick j’sbom, an expert in electronic data communication systems;

Pursuant to Section 122.{)35(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
expert in electronic data clommunication systems.

The Vendor first demonstrated the system; the examiners thoroughly examined the system,
Examiner reports on the system are attached hereto and incorporated herein by this reference.

BRIEF DESCRIPTION OF PCBT

version presented for reexgmination was 11.11a.

The PCBT is a punch—caril reader system designed to be used at the central counting station. The

FINDINGS
The following are my indj;pendent findings, based on oral evidence presented at the examination,
written evidence submitted by the Vendor in support of its application for certification, and the
findings of our voting systqm examiners as set out in their written reports.

The PCBT:

1. Preserves thie secrecy of the ballot;

2. Is suitable fpr the purpose for which it is intended;

3. Operates saffely, efficiently, and accurately;

4. Is safe from fraudulent or unauthorized manipulation;

5. Permits v;}ng on all offices and measures to be voted on at the election;

6. Prevents colinting votes on offices and measures on which the voter is not entitled to
vote; ' .

7. Prevents cojmting votes by the same voter for more than one candidate for the same
office or, in|elections in which a voter is entitled to vote for more than one candidate
for the sam¢: office, prevents counting votes for more than the number of candidates
for whom the voter is entitled to vote;

8. Prevents cojinting a vote on the same office or measure more than once;

9. Permits wrile-in voting;

10.  Is capable of permitting straight-party voting; and

11. Is capable ¢f providing records from which the opcration of the system may be

audited.




CONCLUSION

The voting system examifers recommended recertification. I hereby certify the PCBT v.11.11a for
continued use in elections|in Texas.

Certified under my hand qind seal of office, this 3] day of : ’!M fa , 2002,

Gwyn Shea
Secretary of State
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REPORT OF EXAMINATION OF ELECTION
SYSTEMS AND SOFT'WARE, INC.’S OPTECH IV-C OPTICAL SCAN VOTING SYSTEM

PRELIMINARY STATEMENT

On May 23, 2002, Electipn Systems and Software, Inc. (the “Vendor™) presented its Optech IV-C
optical scan voting system for reexamination in compliance with House Bill 1419, 77" Legislature,
which requires reexamination of all voting systems of each county to determine whether the voting
system continues to comiply with the minimum applicable standards prescribed by law. The
examination was conducted in Austin, Texas. Pursuant to Sections 122.035(a) and (b) of the Texas
Election Code, the Secretary of State appointed the following examiners:

Mr. Nick Qsborn, an expert in electronic data communication systems;

Mr. Tom Watson, an expert in electronic data communication systems;

Mr. Barnely Knight, an expert in election law and procedure; and

M. Glenn Glover, an expert in electronic data communication systems.
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Pursuant to Section 122/035(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
expert in electronic data ommunication systems.

The Vendor first demoristrated the system; the examiners thoroughly examined the system.
Examiner reports on the system are attached hereto and incorporated herein by this reference.

BRIEF dESCRIPTION OF OPTECH IV-C VOTING SYSTEM

The OPTECH IV-C is an optical scan ballot scanner designed to be used at the central counting
station. The version presij ted for reexamination was 1.06a.

FINDINGS
The following are my indppendent findings, based on oral evidence presented at the examination,
written evidence submitted by the Vendor in support of its application for certification, and the
findings of our voting sysa:m examiners as set out in their written reports.

The Optech IV-C voting sirstem:

Preserves the secrecy of the ballot;

Is suitable {or the purpose for which it is intended;

Operates safely, efficiently, and accurately;

Is safe from) fraudulent or unauthorized manipulation;

Permits voting on all offices and measures to be voted on at the election;

Prevents counting votes on offices and measures on which the voter is not entitled to
vote;

7. Prevents cdunting votes by the same voter for more than one candidate for the same
office or, ixw elections in which a voter is entitled to vote for more than one candidate

S e

for the sam{: office, prevents counting votes for more than the number of candidates
for whom the voter is entitled to vote;

8. Prevents counting a vote on the same office or measure more than once;

9. Permits wrile-in voting;

10.  Is capable df permitting straight-party voting; and :

11, Is capable pf providing records from which the operation of the system may be
audited.




CONCLUSION

The examiners recommcjxded that the system be recertified. I hercby certify the Optech IV-C v.

1.06a for continued use i1, elections in Texas.

Certified under my hand 4nd seal of office, this_|** day of 61_49 usd- 2002,

Gwyn Shea
Secretary of State
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*KEPORT OF EXAMINATION OF ELECTION
SYSTEMS AND SOFTWARE, INC.’S iVOTRONIC VOTING SYSTEM

PRELIMINARY STATEMENT

On May 23, 2002, ]j".lection Systems and Software, Inc. (the “Vendor”) presented its
iVOTRONIC Voting $ystem for reexamination in compliance with House Bill 1419, 77
Legislature, which reqjxires reexamination of all voting systems of each county to determine
whether the voting system continues to comply with the minimum applicable standards
prescribed by law. Tldt reexamination was conducted in Austin, Texas. Pursuant to Sections

122.035(a) and (b) of the Texas Election Code, the Secretary of State appointed the following
examiners: |
|
1. Mr. Nick Osbom, an expert in electronic data communication systems;
2. Mr. Torn Watson, an expert in electronic data communication systems;
3 Mr. Barhey Knight, an expert in election law and procedure; and
4, Mr. qunn Glover, an expert in electronic data communication systems.

Pursuant to Section 12‘2.035(a), the Texas Attorney General appointed Dr. Jim Sneeringer,
an expert in electronic ‘data communication systems.

The Vendor first demopstrated the system; the examiners thoroughly examined the system.
Examiner reports on the system are attached hereto and incorporated herein by this reference.

' BRIEF DESCRIPTION OF iVOTRONIC

The iVotronic is a dir¢ct recording electronic system (DRE) used for precinct voting and
accumulation. The system consists of one or more voting terminals and a supervisor
Personalized Electronid Ballot (PEB), which election officials use to activate and load the
appropriate ballot into the terminal. The examined version was iVotronic, v. 7.2.5.0.

FINDINGS

The following are mﬂ" independent findings, based on oral evidence presented at the
examination, written eidence submitted by the Vendor in support of its application for

certification, and the findings of our voting system examiners as set out in their written
reports.

The iVOTRONIC Voting System:

Is suitable for the purpose for which it is intended;

Operates safely, efficiently, and accurately;

Is safe fipm fraudulent or unauthorized manipulation; _

Permits yoting on all offices and measures to be voted on at the election;

Prevents| counting votes on offices and measures on which the voter is not

entitled tp vote;

7. Prevents counting votes by the same voter for more than one candidate for the
same office or, in elections in which a voter is entitled to vote for more than
one candidate for the same office, prevents counting votes for more than the
number ¢f candidates for whom the voter is entitled to vote; -

8. Prevents|counting a vote on the same office or measure more than once;

9. Permits yvrite-in voting;

10.  Is capable of permitting straight-party voting; and

11.  Is capable of providing records from which the operation of the system may
ha anditdd

Preservejs the secrecy of the ballot;

Qb=




|
The examiners felt that| the refresh option, which allows an election setup to be updated while
the system is in operatjon should be disabled once the polls are open. This office disagrees
and believes that the gption is a necessary feature and should be retained for emergency
situations. ‘

CONCLUSION

Accordingly, I hereby ‘grant the Vendor’s application for certification of the iVOTRONIC
voting system, ‘

Certified under my han{l and seal of office, this g?_@}day of Septernbxy , 2002.

Alopr e

Gwyn Shea
Secretary of State
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June 12, 2002

Ms. Ann McGeehan

Deputy Assistant

Office of the Jecretary of State
1019 Brazos Street

Austin, TX 78701

RE: Re-examijaation of the Unity Election System Version Release 2.2 from
Election Systems and Software (ES&S)

Dear Ms. Mc(echan:
I attended a scheduled examination May 23, 2002, at 9:30 am, for the purpose of

- examining the| voting systems from Election Systems and Software (ES&S). The

report below siimmarizes my findings.
Voting Sysfen#ns Versions

Hardware/So#'tware Yersion Date Previously Certified

Unity Election System v2.2

EDM - Election Data Manager v7.0.1.0

Opt-IM — Opteclr Image Manager v3.0.0.0

CES-IM ~ Punch Card Image Manager v4.0.0.0

HPM - Hardwarte Program Manager v3.5.3 Rel 4/8/02
DAM ~ Data Adquisition Manager (Host) v2.2

DAM - Client vi$.21

ERM - Election|Reporting Manager

Tabulation Systems (all currently certified)

Optech IV-C Central Count Opscan v1.06a (currently certified)

Optech Eagle Precinct Count Opscan

V HPS 1.28 AP§ 1.50 CPS 102.a (Currently certified)

PCBT - Punch (ard Documentation Reader v11.11a (currently certified)

DRE voting sst:ems
Ivotronic DRE andio balloting system v7.2.5.0 6.2.03

System descriftion

Unity is an umbrella marketing designation that includes all of the software
modules noted above. The modules are upgraded as a single package; none of
them can be upgraded individually.

According to the demonstration, the core functionality certified in prior versions
has not been changed. The software appeared to perform all functions specified
by the Texas Sgcretary of State (SOS). The tallying software appeared to count
votes correctly, land handled over votes and under votes appropriately.,

The issue of vate tallying came up again. It appears that the Personal Electronic
Ballot (PEB) dizvice accumulates, or summarizes, votes, but it does not collect




June 13, 2002
Page 2
. Ms. Ann McGeehan |

ballot images. Thus it seems to fall under the SOS definition of a device that must have a
real-time log printer (luring vote tallying activities. However it is infeasible to have a
real-time log printer on it or attached to it.

The PEB keeps track

of all voting units at a polling location and will be aware of any

units that are not accimulated into the final count when polls are closed. The security

and auditability of the

device are superior to any real-time log. A paper trail can be easily

faked but the internal |programming and circuitry of 2 PEB make it a very unlikely target
for a hacker to use to ¢ommit vote fraud.

Recommendations

It would seem that rather than a real-time audit log, it would be more effective to
' combine near-real-tinje asset tracking sofiware with activity log auditing, In an ideal

situation the election
following:

office should be able to electronically log and track at least the

¢ Exactly which devices went to what locations,
* Who was in chargg of the devices during each change of custodian,

e  When the devices

The voting devices the
to the tracking softwar
¢ Any administrative
The time the devic
All ballot images
The time the devic
Any administrative

The software would tH
not returned to the w
anomalies.

To extend this transp
election night reportin
way toward deterring
polls.

vere returned to the warehouse, and by whom.

mselves should be able to electronically transfer the following data
¢ at the elections office during vote tallying:

functions performed prior to opening the polls,

:s were opened for voting,

’s were closed for voting,
functions performed after closing the polls.

en note which devices were missing from any polling location or
rarehouse, which were opened or closed irregularly, and other

arency further, the report could be made part of the real-time
g available to the media. Such public scrutiny would go a long
some forms of vote fraud such as irregular closing times for the

It is suggested that sqme such functionality be made part of the requirements for all

electronic election syst

:ms in the near future.

The Department of

nformation Resources (DIR) finds no technical objection to

certifying the Unity Election System version 2.2 as demonstrated at this examination,

Respectfully,
7/2/

Nick Osborn
Systems Analyst
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ES&S |

"The ES&S systems were
ES&S's voting systems us

Unity - version 2.1
Optech IV-C - ver,
Optech Eagle - vet
scanner

PCBT - version 11
iVotronic - versior

The system as demonstrat
requirements of the Texas

The “refresh” opti
unavailable once the elect

last minute changes to the

The operator was 4
real-time audit-log printer

The iVotronics' res‘
real-time printed log of the
vendor representative has ¢
system.

A separate devig
systems) could
were not accum
discovered until
modem at a regi
indicates how
iVotronic would
discover ballots
The precinct jud
tape.

»xamined in Austin on May 23, 2002. The systems comprised a suite of
ed in Texas. The names and current releases are as follows:

- an election setup, and central accumulator and reporting system
sion 1.06a - optical central-counting scanncr
sion HPS 1.28 APS 1.50 CPS 1.02a - optical precinct-counting

.11a - punch-card reader system
17.2.5.0 - DRE voting machine

sd requires the following corrections in order to satisfy the
Election Code:

m which causes the recent early-voting problem in Dallas should be
on has been opened for voting. This feature is designed to facilitate
ballot but once the polls are opened it must be disabled.

ble to continue accumulating results, etc. in Unity even though the
was not printing.

ults are accumulated onto a single PEB at each precinct. There is no
+accumulation. This has been a requirement for some time yet the
itated that it is not possible without a total redesign of the iVotronic

© with a printer attached (I believe it was used with the Votronic

ie used to acquire the results from each of the iVotronics. If the results
\lated properly at the precinct, it is unlikely the error will be

the canvass. If the precinct's accumulated results are transmitted via
onal site, then the communication system has a printed tape which

any ballots were cast from each iVotronic. The totals from each

have to be compared against the precinct's signature roster to

were missing. This procedure is not likely to happen on election night.
ge is in a better position to uncover the error if he has a printed audit




Conclusion

The Unity system and the/iVotronic system when used as an accumulator, do not meet the
standards outlined in the Texas Election Code. I do not recommend certification of these systems
until the problems outlined above are corrected. I recommend certification of the Optech IV-C,
Optech Eagle and PCBT gystems.

Tom Watson
Examiner

i
{
{
¢
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Ann McGeehan

Deputy Assistant
Secretary of State

P.O. Box 12060

Austin, Texas 78711-204

Re: Election System & S
balloting system, Versior
Eagle Precinct Count Of
Documentation Reader, V
Manager, Version 3.0.0.
Manager (Host), Version
Manager (Client), Versio

Dear Ms. McGeehan:

Pursuant to my appointn
examined the above refer
presented by ES&S for e
to Texas Election Law ar

This report is concerned
increment thereof, to fung
regarding the suitability g

All of the above referenc
Election Syster, Version
the election and jurisdictig
3.0.0.0 is used to constru

Barney Knight
& Associates
R Attorneys at Law

- Attorneys
Executive Office Terrace . . ) B;"'M?. 1; ;:T.:f:‘:
223 West Anderson Lane, Suite A-105 L ] " Grogory D, Humbsch
Austin, Texas 78752 - . = o
May 24, 2002

0

>ftware ("ES&S")-Unity Election System V. 2.2; iVotronic DRE audio
.7.2.5.0; Optech IV-C Central Count Opscan, Version 1.06a; Optech
iscan, Version HPS 1.28, APS 1.5, CPS 1.02a; PCBT Punch Card
ersion 11.11a; Election Data Manager, Version 7.0.1.0; Optech Image
); IM Punch Card Image Manager, Version 4.0.0.0; Data Acquisition
2.2; Hardware Program Manager, Version 3.5.3; Data Acquisition
n 4.2.1; and the Election Reporting Manager, Version 6.21.

lent as an examiner under §122.035 of the Texas Election Code, I
snced software and hardware (collectively the "Election Systems") as
kamination by ES&S. I examined the Election Systems with respect
d procedure on May 23, 2002.

solely with the ability of the Election Systems, and each individual
tion in compliance with Texas Election Law. No opinion is expressed
f the either system for the purposes of or use by any jurisdiction.

'd programs and equipment function under the umbrella of the Unity
2.2. The Election Data Manager, Version 7.0.1.0 is used to set-up
n area covered by the election. The Optech Image Manager, Version
>t the ballot for each election. The IM Punch Card Image Manager,

Version 4.0.0.0 is used for only those jurisdictions that use a punch card, The Data Acquisition

Managers, Versions 2.2 a

1d 6.21, are used as an integral part of and with each of the alternative

election systems. The Election Reporting Manager, Version 6.21, functions at election central
for the tabulating and reporting of results. The Optech IV-C Central Count Opscan, Version




Ann McGeehan

2 May 24, 2002

Deputy Assistant Secretary of State
Re: Election System & Sofware-Election Systems

1.06a, is used as the cential tabulation device at election central for larger jurisdictions that use

punch cards. The Opted
1.02a, is used to scan an
functions as a necessary p
Version 7.2.5.0, consists
recording and tabulation

With the two exceptions
2.2, Election Data Mana
Punch Card Image Mana
6.21, Election Reporting
1.06a, Optech Eagle Preq
Punch Card Documentatiq
appeared to function accy
Chapt. 122, Subchapt. A,
possible exceptions set fo
Reporting Manager, I recq
Systems be certified by th

The iVotronic also functiq
log printer was present w
to the controller and the
report. The downloading
the tabulation of ballots.

record is the original infor
on the supervisor PEB/sta
are aggregated and not req
modified at the precinct l¢
voting station, time, date
controller; or (2) the iVot
downloaded, stored and r
previously loaded on the
electronic aggregation of
constitute tabulation, I re|

h Eagle Precinct Count Opscan, Version HPS 1.28, APS 1.5, CPS
1 tabulate paper ballots at the precinct. The PCBT, Version 11.11a,
art of the system that tabulates punch cards. And, the iVotronic DRE,
of voting stations and a precinct controller, using PEBs for the casting,
of votes at the precinct level.

noted in subsequent paragraphs, the Unity Election System, Version
ger, Version 7.0.1.0, Optech Image Manager, Version 3.0.0.0, IM
ger, Version 4.0.0.0, Data Acquisition Managers, Versions 2.2 and
Manager, Version 6.21, Optech IV-C Central Count Opscan, Version
inct Count Opscan, Version HPS 1.28, APS 1.5, CPS 1.02a, PCBT
n Reader, Version 11.11a, and, the iVotronic DRE, Version 7.2.5.0,

iately and efficiently, and in a manner to meet the requirements of
Texas Election Code for use in an election. Subject only to the two
rth in the following paragraphs as to the iVotronic and the Election
ymmend these versions, programs and segments of the ES&S Election
e Secretary as meeting the requirements of the Texas Election Code.

med accurately and appropriately at the precinct level. However, no
hen downloading vote totals to the supervisor PEB or from the PEB
supervisor PEB/controller tabulating those results for the precinct
and function of the supervisory station at the close of polls constitutes
No real time log printer is present during this process, and the only
nation on each voting station, and the aggregate information deposited
tion, i.e. there are separate electronic logs in each station and those
:orded separately on the supervisor PEB. Unless (1) the iVotronic is
vel to include and require a real time log printer, that identifies each
etc. for which the voting totals are downloaded to the supervisor
'onic software is modified so that the results of each voting station is
sported separately on the PEB, rather than being added to the totals
PEB; or (3) your office makes an administrative decision that an
the votes from multiple voting stations at the precinct does not
rommend the iVotronic not be certified as in compliance with the

requirements of Chapt. 122, Subchapt. A, Texas Election Code.

The Election Reporting M
report total vote summarie

anager, Version 6.21 "ERM 6.21"), appeared to acéﬁrately tabulate,
3, and function in compliance with the Texas Election Code, with one

potentially notable exceptipn. During the examination of the ERM 6.21 there appeared to be

a momentary malfunctio

that allowed the operating of the system without a real-time log

printer. Only when the temporary malfunction ended were all intervening inputs, entries, etc.
printed out on the log printer. The ERM 6.21 functioned for a material time without the log
! .




Ann McGeehan
Deputy Assistant Secretary of §
Re: Election System & Sofwarg

printer being required to
ERM 6.21 would not fu
possible, external discon
if the log printer can be i
sufficient to enable the lo

the Secretary certify the
the ERM 6.21. Further:
log printer is not requir
iVotronic be certified; a
capacity/software functio
to continue unless the rq
certified by your office.
and certifies voting syste

3 May 24, 2002
itate
~Election Systems

be in operation. Notwithstanding that in the continuing examination
wction when the log printer was turned off from any one of the three
1ects, this may be a material issue. It is particularly a material issue
nternally disabled for any reason or if the BIOS of the computer is not
; printer to function dependably under all circumstances. I recommend

wbove listed Election Systems, with the exception of the iVotronic and
(1) if an administrative decision is made by your office that a real time
:d for the iVotronic precinct voting system, then I recommend the
W (2) if an examination by your staff determines that the computer
10f the ERM 6.21 will not allow the tabulation and reporting of results
al time log printer is functioning, I recommend the ERM 6.21 be
Additionally, with regard to the iVotronic, since your office examines
ms and programs that are intended to accommodate the visually or

physically impaired, I di¢l not examine the audio function of the iVotronic.

Sincerely,

Barney L. Km%?y




Information Technology Division
P.O. Box 12887
Austin, Texas 787112887

The State of Texas

LE O

Phone: 512-463-5609

Fax: 512-463-5678
TTY: 7-1-1

WWW.sos.state.tx.us

Secretary of State
TO: Ann McGeehan
Elections Division Director
FROM: Glenn Glover
Voting System Examiner
DATE: May 28, 20102

A voting systems certifica
Elections Division on Thy
presented for State of Tex
following tabulation syste

Optec IV-C - version 1.0.
Optech Eagle - version HE
PCBT - version 11,
iVotronic - version 7.2

The Unity Election Systen

EDM - Election Data Man
Opt-IM Optech Image Ma;
CES — IM Punch Card Img¢
HPM — Hardware Progran
DAM - Data Acquisition ]
DAM - Client
ERM - Election Reporting

The Unity Election Systen
enable an election official
information, format ballot
components also collects, ¢
Unity can now upload tota
diskette) and also from iV

All comments and recomm
based on documentation ar
observed, were noteworthy

tion examination was held at the Office of the Secretary of State,

rsday, May 23, 2002. Election Systems & Software, Inc. (ESS)
1s recertification the Unity Election System Software ver 2.2 and the
ns:

5a (Central Count Optical Scanner)

S 1.28 APS 1.50 CPS 1.02a (Precinct Count Optical Scanner)
11a (Punch Card Documentation Reader)

.5.0 (DRE audio balloting system)

| Software ver. 2.2 consists of the following modules:

version 7.0.1.0

version 3.0.0.0

version 4.0.0.0

version 3.5.3 rel 4/8/02
version 2.2

version 4.21

version 6.21

ager
aager

ige Manager
.Manager
vlanager (Host)

Manager

s Software is an integrated suite of modular software programs that
o enter and maintain a database of jurisdiction and election

layouts and program election equipment. The Unity system
iwcumulates, and reports the voting results. The ERM component of
s from the Eagle system (via modem) and from the Optech IV-C (via
tronics units (via a PEB that reads individual iVotronic totals).

endations made in my capacity as a voting systems examiner are
d demonstrations provided by ESS. As a result, three issues, which I
and are included within this report.




One issue identified is that the iVotronic DRE allows a name on the ballot to be changed or a
candidate’s name to be added, after an election has been opened. ESS suggests that this feature
permits a misspelled nam¢: to be corrected any time before or during an election. However, it
also allows an additional ¢andidate’s name to be added when an election is open and in progress.
This proved to be problematic in the recent May 2002 election in Dallas when additional steps
necessary for adding a caqldidate’s names to an election in progress, were not followed.

|
As aresult of the problems in the Dallas May 2002 election, I do not recommend recertification
of the iVotronic system unitil this feature - allowing the addition of candidates once an election is
open - is eliminated.

Texas law requires that vating tabulation devices shall include a continuous feed printer
dedicated to a real-time aydit log. Many components of the Unity system have voting tabulation
functionality. One compcllent is the ERM software application which can collect ballots from

different precincts (using 138S products) then tabulate and aggregate the results within ERM.
During the examination, the examiners witnessed the operability of the ERM while the audit log
printer was turned off. However, when the ERM system was reinitialized, the system worked as
required. We could not dj;plicate this event with ERM but it is noted in this report.

Another component with Vote tabulation functionality is the iVotronics PEB (Personalized
Electronic Ballots) unit usizd to collect election totals from each individual iVotronics unit at the
polling place. A single PEB unit has an internal database where the election information is
stored. Once the election is closed, the PEB is plugged into each iVotronic and the counts for
that election is collected from the individual iVotronic unit and copied to the PEB’s internal
database. After the iVotronic unit’s election results is collected, then the PEB is extracted and
placed into the next iVotranic unit and increments the PEB’s internal elections database with the
new individual iVotronics election results. In effect, the PEB becomes a vote tabulation device.
However, the unit is not cgpable of supporting an attached printer because of its size and design
though an audit log is contained within the PEB unit that records significant events.

In my opinion, I believe ths iVotronic’s PEB unit vote tabulation functionality should be
recertified (pending the elimination of adding a candidate to an open election - addressed above)
though the law states that real-time printing is required. The PEB’s design makes it tamper proof
and includes audit capabililies though the audit log can only can be printed at a later stage in the
tabulation process. The reql-time printing requirements is to prevent tampering with vote
tabulations but I believe thi: PEB’s design supercedes this real-time print requirement and is the
basis for my recommendation of the suspension of the real-time printing requirement for the
PEB.

In summary, I recommend the iVotronic DRE system version 7.2.5.0 be not certified at this time.

However, I do recommend|the recertification of the Optech IV-C - version 1.0.6a, Optech Eagle
- version HPS 1.28 APS 1.50 CPS 1.02a, and PCBT - version 11.11a.

L also recommend the recertification of the Unity Election System 2.2 and it’s components
including EDM version 7.4.1.0, Opt-IM version 3.0.0.0, CES — IM version 4.0.0.0, HPM —
version 3.5.3 rel 4/8/02, DAM — (Host) version 2.2, DAM ~ (Client) version 4.21, and ERM -
version 6.21 i




This report comprises
examination of the eq
Election Code, section

Voting System Examination

Election Systems & Software (ES&S)

Prepared for the

Secretary of State of Texas

James Sneeringer, Ph.D.

122.036(b).

Examination Date | May 23, 2002 |°

Report Date May 25, 2002

ES&S offers a comple

Designee of the Attorney General

the findings of the Attorney General's designee from an
lipment listed, pursuant to Title 9, Chapter 122 of the Texas

ie line of products for every aspect of conducting an election,

including election setup, DRE, optical scanning, punch-card reading, tallying and
reporting,
Type | Component | Version Concerns
(see below)
DRE | iVotronic audjo balloting system 7.2.5.0 1,2
Unity | EDM - Electipn Data Manager — Election 7.0.1.0 - 1
Setup .
Unity | Opt-IM Optech Image Manager — Ballot 3.0.0.0 1
Layout )
Unity | CES — IM Purich Card Image Manager — 4.0.0.0 1
Ballot Layout
Unity | HPM — Hardware Program Manager — 3.5.3 rel 4/8/02 1
Programs PEES, EPROMS, etc from election
definition
Unity | DAM — Data Acquisition Manager (Host) - 2.2 1
Unity | DAM — Data Acquisition Manager (Client) - 4.21 1
Unity | ERM — Electi¢n Reporting Manager 6.21 1,3
Scan | Optech IV-C (lentral Count Opscan 1.06a 1
Scan | Optech Eagle Precinct Count Opscan HPS 1.28, APS 1
1.50, CPS 1.02as
Card | PCBT — Puncl, Card Documation Reader 11.11a 1




Characteristics of th¢ iVotronic DRE

Election Setup | Flash memory cartridge (Personalized Electronic Ballot, or PEB) created with
Unity software. Nothing is pre-programmed in the terminals; all the election
information is in the PEB.

Zero-total On the thermal printer in the communication pack.

report |

Authorization . | Thete are two modes:

to vote/Ballot | e YVoter inserts a flash memory cartridge (PEB) created with Supervisor

selection tation and a supervisor PEB, both of which are red to distinguish them

rom voting stations. The PEB cannot be reused without re-activation.

e ol worker inserts a PEB, immediately removes it, and selects the
ppropriate ballot. The PEB is retained by the poll worker and is reusable
vithout re-activation.

View / Vote LCL: display / touch screen

Vote Storage Three redundant flash memories

Precinct Allojved using PEB cards. There is no real-time audit log printer.

Consolidation

Transfer PEB transported or transmitted by modem to Unity software (or a regional

Results site from which data is sent to the Unity software at central counting). The

PEB|is protected by a Cyclical Redundancy Check (CRO).

Print precinct
results

On thermal printer in the communication pack.

Straight party / | Yes.|A straight-party votes cannot cancel crossover votes that have already

crossover been selected, which protects the voter against mistakenly canceling a
Crossover vote.

ADA Yes.| Because it is battery-powered, the iVotronic can even be taken to the
curbside for voting. However, this was not demonstrated, because the
Secrgtary of State verifies ADA compliance.

Characteristics of the Unity Tabulation System

Tamper Cyclical Redundancy Check (CRC) on each record in the election files.

Resistance

OS access Not grermitted during tabulation.

Real-Time Yes.

Audit Log

Data Integrity | Ther¢ are no special transaction-processing features. However, according to

ES&S$3, there is no need, because all the data is written in a single write
statefhent, making it impossible for partial results to be entered into the
database. Also, it is casy to recalculate everything if a problem is suspected,
and everything is automatically re-calculated when you request a canvass
repor|. Since a canvass report would always be requested, this is satisfactory.
In short, it is nearly impossible to get an incorrect result and not know it.




Notes

s [The Data Acquisition Manager is used in regional centers to collect
srecinct data for forwarding to. central counting by modem or by carrying
1 PEB.

 [The Data Acquisition Manager does not need to know clection-specific

lata or understand the results. It does not tabulate.

Fixed Problems fiom Previous Examinations

ERM Systen) Startup is now recorded on the real-time audit log printer.
ERM Duplicate attempts to re-load votes from a precinct are now recorded on
the real-time audit log printer, even if canceled.

Concerns

All 1. Nojindependent test report was submitted. (There may be ITA reports

Components for|the components that have not been modified recently, but they
were not provided to the examiners.) Nothing should be certified until
ITA reports are provided.

iVotronic 2. Because the PEB tabulates the ballots from the voting location at the

DRE end of the day, as they are being transferred to the supervisor terminal,
thete is a requirement for real-time audit log to be printed. Ido not
pergeive this as a great risk, but it does not comply the Secretary of
State's administrative regulations. iVotronic should not be certified
until this is corrected, or the regulations are changed.

Election 3. Duting the exam, we were able to load votes from a precinct into the

Reporting ERM without printing anything on the real-time audit log printer. The

Manager ESdLS people rebooted the system and tried again, and the system then

(ERM) refysed to load votes when the printer was unplugged or offline. My

conilusion is that there is a flaw in the ES&S software that causes it
not to notice that the printer is not working in certain, unknown
circumstances. This system should not be certified until ES&S finds
out|\what the problem is, explains it, and explains how they fixed it.




Elections Division
P.O. Box 12060 |
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(800) 252-VOTE (8683)
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Secretary of State

REPORT OF EXAMINATION OF MODIFICATIONS TO ELECTION
SYSTEMS AIND SOFTWARE, INC.’S iVOTRONIC VOTING SYSTEM

PRELIMINARY STATEMENT

On September 11, 2002, Election Systems and Software, Inc. (the “Vendor”) presented
modifications to its iVotrgnic voting system for examination and certification. The examination
was conducted in Austin, Texas. Pursuant to Sections 122.035(a) and (b) of the Texas Election
Code, the Secretary of Stat(z appointed the following examiners:

Mr. Tom Watson, an expert in electronic data communication systems;
Mr. Barney Knight, an expert in election law and procedure; and
Mr. Glenn 4}lovcr, an expert in electronic data communication systems.

Mr. Nick asbom, an expert in electronic data communication systems;
\

bl

Pursuant to Section 122.(j35(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
expert in electronic data ¢ "mmunication systems.

The Vendor first demonsirated the system, followed by review and testing by the examiners.
Examiner reports on the system are attached hereto and incorporated herein by this reference.

BRIEF DESCRIPTION OF iVOTRONIC

The iVotronic is a direct rejsording electronic system (DRE) with accessibility components used for
precinct voting and accumulation. The system consists of one or more voting terminals and a
supervisor Personalized Elictronic Ballot (PEB), which election officials use to activate and load
the appropriate ballot into {he terminal. The examined version was iVotronic, v. 7.4.5.0. The last
version certified for use in T'exas is 7.2.5.0.

FINDINGS

The following are my independent findings, based on oral evidence presented at the examination,
written evidence submitted by the Vendor in support of its application for certification, and the
findings of our voting systein examiners as set out in their written reports.

The modifications to the iV{DTRONIC Voting System, subject to the condition below:

Preserve the|secrecy of the ballot;

Are suitable for the purpose for which it is intended,;

Operate safely, efficiently, and accurately;

Are safe frojn fraudulent or unauthorized manipulation,

Permit votinjz on all offices and measures to be voted on at the election;

Prevent couriting votes on offices and measures on which the voter is not entitled to

vote;

7. Prevent courlting votes by the same voter for more than one candidate for the same
office or, in ¢lections in which a voter is entitled to vote for more than one candidate
for the same|office, prevents counting votes for more than the number of candidates
for whom the: voter is entitled to vote;

8. Prevent counting a vote on the same office or measure more than once;

9. Permit writeyin voting;

10.  Are capable pf permitting straight-party voting; and

11 Are capable|of providing records from which the operation of the system may be

audited.

IR e




CONDITION

The vendor must submi{ revised user instructions to the Secretary of State designed to re-
emphasize the need to test for the presence of votes on the PEB prior to opening the system for
voting. f

CONCLUSION

The examiners were distutbed by the ability to run a logic and accuracy test with votes resident on
the PEB. The vendor demdnstrated that this is an administrative issue, but one that may put pressure
on election officials not as familiar with the system as the vendor. Accordingly, I hereby grant the
Vendor’s application for c¢rtification of the above modifications to the iVOTRONIC voting system,
subject to the above conditjon.

b4
Signed under my hand and seal of office, this // ~day of 2002.

2 i Gwyn Shea

Secretary of State




Elections Division !
P.O. Box 12060

Phone: 512-463-5650
Fax: 512-475-2811

Austin, Texas 78711-2060 \ & / TTY: 7-1-1
WWW.505.state.tx.us N’ (800) 252-VOTE (8683)
Gwyn Shea
Secretary of State

|
REPORT OF EXAMINATION OF MODIFICATIONS TO ELECTION
SYSTEMS AND SOFTWARE, INC.’S VOTRONIC VOTING SYSTEM

PRELIMINARY STATEMENT

On September 11, 2002, Election Systems and Software, Inc. (the “Vendor”) presented
modifications to its Votronjc voting system for examination and certification. The examination was
conducted in Austin, Texas. Pursuant to Sections 122.035(a) and (b) of the Texas Election Code,
the Secretary of State appojnted the following examiners:

Mr. Nick Osborn, an expert in electronic data communication systems;
Mr. Tom Watson, an expert in electronic data communication systems;
Mr. Barney Knight, an expert in election law and procedure; and

Mr. Glenn Glover, an expert in electronic data communication systems.

el R

|
Pursuant to Section 122.035(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
expert in electronic data c4nmmunication systems.

i
The Vendor first demonsjrated the system, followed by review and testing by the examiners.
Examiner reports on the system are attached hereto and incorporated herein by this reference.

BRIEF DESCRIPTION OF VOTRONIC

The Votronic is a direct recording electronic system (DRE) used for precinct voting and
accumulation. The system [sonsists of one or more voting terminals and a supervisor Personalized
Electronic Ballot (PEB), which election officials use to activate and load the appropriate ballot into
the terminal. The examine! version was Votronic, v. 5.1.9. The last version certified for use in
Texas is 5.1.5.

FINDINGS

The following are my independent findings, based on oral evidence presented at the examination,
written evidence submitted by the Vendor in support of its application for certification, and the
findings of our voting systeﬂn examiners as set out in their written reports.

The modifications to the VOTRONIC Voting System, subject to the condition below:

1. Preserve the|secrecy of the ballot;

2. Are suitable for the purpose for which it is intended;

3. Operate safely, efficiently, and accurately;

4, Are safe frot fraudulent or unauthorized manipulation;

5. Permit votinjgon all offices and measures to be voted on at the election;

6. Prevent comvting votes on offices and measures on which the voter is not entitled to
vote;

7. Prevent coquting votes by the same voter for more than one candidate for the same
office or, in ¢lections in which a voter is entitled to vote for more than one candidate
for the same office, prevents counting votes for more than the number of candidates
for whom th¢: voter is entitled to vote;

8. Prevent counting a vote on the same office or measure more than once;

9. Permit writesin voting;

10.  Are capable pf permitting straight-party voting; and
11.  Are capable|of providing records from which the operation of the system may be
audited.




The vendor must submij
emphasize the need to te
voting.

The examiners were distu
the PEB. The vendor d
pressure on election offici
grant the Vendor’s appli
voting system, subject to t|

Signed under my hand and

CONDITION

t revised user instructions to the Secretary of State designed to re-
st for the presence of votes on the PEB prior to opening the system for

CONCLUSION

tbed by the ability to run a logic and accuracy test with votes resident on
emonstrated that this is an administrative issue, but one that may put
als not as familiar with the system as the vendor. Accordingly, I hereby

;ation for certification of the above modifications to the VOTRONIC
1e above condition.

b/
.seal of office, this || “day of M 2002.

Secretary of State
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KEPORT OF EXAMINATION OF ELECTION

SYSTEMS AND SOFTWARE, INC.’S UNITY ELECTION SYSTEM

On September 11, 2002, ¥
Election System for reexa
requires reexamination of 4
continued to comply with
was conducted in Austin,
Code, the Secretary of Stat

Mr. Nick O
Mr. Tom W
Mr. Barney
Mr. Glenn

el s

Pursuant to Section 122.0
expert in electronic data cq

The Vendor first demonst
reports on the systems are g

Unity is an integrated suite
and maintain a database
program election equipmg
results. The overall versiot
components:

PRELIMINARY STATEMENT

llection Systems and Software, Inc. (the “Vendor”) presented its Unity
mination in compliance with House Bill 1419, 77" Legislature, which
ill voting systems of each county to determine whether the voting system
the minimum applicable standards prescribed by law. The examination
Texas. Pursuant to Sections 122.035(a) and (b) of the Texas Election
: appointed the following examiners:

sborn, an expert in clectronic data communication systers;
atson, an expert in electronic data communication systems;
Knight, an expert in election law and procedure; and

ilover, an expert in electronic data communication systems.

35(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
imunication systems.

rated Unity and the examiners then examined the system. Examiner
ttached hereto and incorporated herein by this reference.

BRIEF DESCRIPTION OF UNITY

of modular software programs that enable an election official to enter
of jurisdiction and election information, format ballot layouts, and
nt. The system also collects, accumulates, and reports the voting
1 presented for reexamination was 2.2 and consisted of the following

EDM - Election Data Manager version 7.1.1.0

HPM - Hardware B

rogram Manager version 3.6.0.0

DAM - Data Acquisition Manager (Host)  version 2.5

DAM - Client

version.4.3

ERM - Election Reporting Manager version 6.3.2.0.

The last version of Unity ¢

The following are my inde
written evidence submitted
findings of our voting syste

The Unity Election System,

Is safe from

I

rates

atified for use in Texas is 1.1.

FINDINGS
rendent findings, based on oral evidence presented at the examination,
by the Vendor in support of its application for certification, and the

n examiners as set out in their written reports.

subject to the condition below:

Preserves the: secrecy of the ballot;
Is suitable for the purpose for which it is intended;
Operates safply, efficiently, and accurately;

fraudulent or unauthorized manipulation;

Permits votinig on all offices and measures to be voted on at the election;
Prevents counting votes on offices and measures on which the voter is not entitled to




7. Prevents qounting votes by the same voter for more than one candidate for the same
office or, in elections in which a voter is entitled to vote for more than one candidate
for the sarc office, prevents counting votes for more than the number of candidates
for whom [the voter is entitled to vote;

8. Prevents chunting a vote on the same office or measure more than once;
9. Permits wiite-in voting;
10. Is capable of permitting straight-party voting; and
11. Is capable of providing records from which the operation of the system may be
audited.
CONDITION

The vendor must submit thanges to the Secretary of State in order for her staff to verify that the
audit log provides clea information that can easily be understood by the user and that
demonstrates consistency of the date/time stamp.

CONCLUSION

The majority of examiners determined that the Unity system’s audit trail was confusing and
required interpretation by the vendor, when it should provide clear information. The log also had an
inconsistent date/time stamp. These issues can be corrected and verified by Secretary of State
personnel rather than through a full re-examination. Accordingly, I hereby certify the Unity Election
System v. 2.2 for use in el¢ctions, subject to the above condition.

!
Signed under my hand and‘ seal of office, this _[]'_t’f/‘day of M 2002.

| Zia,m) g/w,@

! 4 Gwyn Shea
Secretary of State




Elections Division
P.O. Box 12060

Phone: 512-463-5650
Fax: 512-475-2811

Austin, Texas 78711-2060)
1-1
WWW.sos.state.tx.us

SYSTEMS AND §

On September 11, 2
modifications to its
examination was con
the Texas Election C

1. Mr. N
2. Mr. T
3. Mr. B
4, Mr. G

Pursuant to Section
Sneeringer, an expert

The Vendor first de

examiners. Examiner
by this reference.

BRIEF DESCRIPTI
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REPORT OF EXAMINATION OF ELECTION
OFTWARE, INC.’S MODEL 550/150 OPTICAL SCAN VOTING
SYSTEMS

PRELIMINARY STATEMENT

)02, Election Systems and Software, Inc. (the “Vendor”) presented
Model 550/150 optical scan voting systems for examination. The
ducted in Austin, Texas. Pursuant to Sections 122.035(a) and (b) of
wde, the Secretary of State appointed the following examiners:

ick Osborn, an expert in electronic data communication systems;,
»m Watson, an expert in electronic data communication systems;
aney Knight, an expert in election law and procedure; and

lenn Glover, an expert in electronic data communication systems.

122.035(a), the Texas Attorney General appointed Dr. Jim
in electronic data communication systems.

monstrated the systems, followed by review and testing ‘by the
reports on the systems are attached hereto and incorporated herein

ON OF MODEL 550/150 OPTICAL SCAN VOTING SYSTEMS

The Model 550/150 are optical scan ballot scanners designed to be used at the central

counting station. The

firmware version of the Model 150/550 presented for examination

was 2.0.1.0. The last version certified for use in Texas is 1.4.2.

The following are m

FINDINGS

/ independent findings, based on oral evidence presented at the

examination, written evidence submitted by the Vendor in support of its application for
certification, and the findings of our voting system examiners as set out in their written

reports.

The Model 550/150 voling systems, subject to the condition below:

Are sui

O ol e

entitled

Preserve the secrecy of the ballot;

able for the purpose for which it is intended;

Operate safely, efficiently, and accurately;

Are saf: from fraudulent or unauthorized manipulation;

Permit yoting on all offices and measures to be voted on at the election;
Prevent| counting votes on offices and measures on which the voter is not

to vote;

7. Prevent|counting votes by the same voter for more than one candidate for
the sam¢: office or, in elections in which a voter is entitled to vote for more
than on(: candidate for the same office, prevents counting votes for more
than the number of candidates for whom the voter is entitled to vote;

8. Prevent|counting a vote on the same office or measure more than once;

9. Permit virite-in voting;

10. Are capiible of permitting straight-party voting; and

11. Are cappble of providing records from which the operation of the system

mav be

mdited.

(800) 252-VOTE (8683)




CONDITION

The vendor must submit changes to the Secretary of State in order for her staff to verify
that the audit log is 1ot an optional component and that its contents are clear and casily

understood by the av¢rage user.

CONCLUSION

The examiners were doncerned that the audit log appeared to be an option on the system as
demonstrated rather 'han a requirement as under state administrative rule. Further, the
audit log was not clear and contained confusing information. We note that the vendor
states that this was easily remedied, but this was not demonstrated at the examination.
Accordingly, I herelly grant the Vendor’s application for certification of the Model
5507150 v. 2.0.1.0 foruse in elections in Texas, subject to the above condition.

Signed under my hangl and seal of office, this ﬂip’:iay of M 2002.

wyn Shea
Secretary of State
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The State-of Texas

Phone: 512-463-5650

Fax: 512-475-2811
TTY: 7-1-1

(800) 252-VOTE (8683)

Secretary of State

REPORT OF EXAMINATION OF ELECTION
TWARE, INC.’S MODEL 100 OPTICAL SCAN VOTING SYSTEM

PRELIMINARY STATEMENT

Election Systems and Software, Inc. (the “Vendor”) presented its Model
stem for examination. The examination was conducted in Austin, Texas.

1.035(a) and (b) of the Texas Election Code, the Secretary of State
taminers:

)sborn, an expert in electronic data communication systems;
Vatson, an expert in electronic data communication systems;
r Knight, an expert in election law and procedure; and

Glover, an expert in electronic data communication systems.

35(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
ommunication systems.

trated the systems, followed by review and testing by the examiners.
stems are attached hereto and incorporated herein by this reference.

ON OF THE MODEL 100 OPTICAL SCAN VOTING SYSTEM

al scan ballot scanner designed to be used at the precinct polling place.
100 presented for examination was 4.8.0.0. The last version certified for
FINDINGS

'pendent findings, based on oral evidence presented at the examination,
1 by the Vendor in support of its application for certification, and the

findings of our voting systém examiners as set out in their written reports.

The Model 100 voting syst

does not op

SNE BN

may be aud

The Model 100 lacked

Accordingly, I hereby deny

Signed under my hand and

does not pre
is not suitab

is not safe fi
is not capalile of providing records from which the operation of the voting system

m:

a
-

serve the secrecy of the ballot;

le for the purpose for which it is intended;
srate safely, efficiently, and accurately;

‘om fraudulent or unauthgrized manipulation;

ted

CONCLUSION

1 real-time printed audit log as demonstrated at the examination.

seal of office, this _/[_'_gfiay of M_L_, 2002.

Ao Se
(" Gwyn Shea

Secretary of State
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BRIEF DESCRIPTI(

The Model 650 is an opticy
The version of the Model 6
use in Texas is 1.1.8.0.

The following are my indej
written evidence submitted
findings of our voting syster

The Model 650 voting syste.

Preserves th¢
Is suitable fo
Operates saft
Is safe from
Permits votir
Prevents cou
vote;
7. Prevents cou
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The State of Texas

Phone: 512-463-5650
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N’ (800) 252-VOTE (8683)
Gwyn Shea
Secretary of State

EPORT OF EXAMINATION OF ELECTION
'WARE, INC.”S MODEL 650 OPTICAL SCAN VOTING SYSTEM

PRELIMINARY STATEMENT

lection Systems and Software, Inc. (the “Vendor”) presented its Model
tem for examination. The examination was conducted in Austin, Texas.
035(a) and (b) of the Texas Election Code, the Secretary of State
iminers:

iborn, an expert in electronic data communication systems;
atson, an expert in electronic data communication systems;
Knight, an expert in election law and procedure; and

flover, an expert in electronic data communication systems.

35(a), the Texas Attorney General appointed Dr. Jim Sneeringer, an
mmunication systems.

sed the system; the examiners then examined its accuracy and security
s on the system are attached hereto and incorporated herein by this

'N OF THE MODEL 650 OPTICAL SCAN VOTING SYSTEM

| scan ballot scanner designed to be used at the precinct polling place.
50 presented for examination was 1.1.9.1. The last version certified for

FINDINGS

rendent findings, based on oral evidence presented at the examination,
by the Vendor in support of its application for certification, and the
n examiners as set out in their written reports.

n

+ secrecy of the ballot;

r the purpose for which it is intended;

1y, efficiently, and accurately;

Taudulent or unauthorized manipulation;

g on all offices and measures to be voted on at the election;

ating votes on offices and measures on which the voter is not entitled to

ating votes by the same voter for more than one candidate for the same

office or, in glections in which a voter is entitled to vote for more than one candidate

for the same

office, prevents counting votes for more than the number of candidates

for whom the voter is entitled to vote;

8. Prevents counting a vote on the same office or measure more than once;
9. Permits write-in voting;

10. Is capable of
11. Is capable o
audited. ’

permitting straight-party voting; and
” providing records from which the operation of the system may be




The examiners recommen
certify the Model 650 v. 1

Signed under my hand ang

CONCLUSION

ded certification of the Model 650 optical scanner. Accordingly, I hereby
.1.9.1 for use in elections in Texas.

| seal of office, this jﬁgday of MJ 2002,

Z %?wyn Shea

Secretary of State




Information Technology Division
P.O. Box 12887
Austin, Texas 78711-2887

TO: Ann McGee3
Elections Di |
FROM: Glenn Glover
Voting Systet
DATE: October 17, 2
A voting systems certificatiq

Elections Division on Wedn
(ESS) presented for State of]|

iVotronic DRE Voting Syste
Votronic DRE Voting Syste]
Model 100 OMR Precinct C
Model 150/550 OMR
Model 650

Unity Election System Softv
Consists of
Ballot Image Manag;

EDM - Election Dat;

HPM - Hardware Pr

DAM - Data Acquis

DAM — Data Acquisi

ERM - Election Rep

The Unity Election Systems
enable an election official to
information, format ballot 1a
components also collect, acc

Unity’s real-time audit log p
and also printed wrong times
log functionality should be r
accurate date and time stamy
based on the shortcomings o

The State of Texas

Phone: 512-463-5609
Fax: 512-463-5678

TTY: 7-1-1
WWw.sos.state.tx.us

Secretary of State

an
ision Director

n Examiner

002

n examination was held at the Office of the Secretaiy of State,
:sday, September 11, 2002. Election Systems & Software, Inc.
Texas recertification the following voting systems and versions;

m - 7450
n 5.1.9
sunter _ 4.8.0.0
2.0.1.0
1.19.1
rare 22
T ' 7.1.1.0
1 Manager — Election Setup  7.1.0.0
ygram Manager — 3.6.0.0
tion Manager (Client) 4.3
tion Manager (Host) 2.5
srting Manager 6.3.2.0

Software is an integrated suite of modular software programs that
enter and maintain a database of jurisdiction and election

youts and program election equipment. The Unity system
umulates, and reports voting results.

roved confusing in noting significant events during vote tabulation
tamps. The vendor provided an explanation but I believe the audit
swritten and provide clearer descriptions of tabulation events, and
iing. At this time I do not recommend certification of the Unity 2.2
f the audit features.




|
The iVotronic DRE Voting
presentation, the iVotronic t
ballots. The examination w
apparent erroneous results.
Ballots) unit used to collect
place, lends itself to proced
has an internal database wh
PEB is plugged into each iVJ
individual iVotronic unit an
election results is collected,
increments the PEB’s intern:
results. The procedural co
officials and election workej
examination. Also, a zero t¢
iVotronics device; currently
result tabulation of the iVotr
this time. Ibelieve ESS can
encourage them to return to

During the examination, the
turned off. The examinatior
eliminate the audit log optio
log printing enabled, the aud
during the tabulation of the

function is mandatory and p

The Model 100 which is cur
capabilities should not be c¢

The Model 150 and Model ¢
and as a result [ would recoi

In summary, I recommend ¢
Scanner. Ido not recomme;
the certification of Model 1
addressed. '

iystem was presented to the examiner for evaluation. During the
ibulation appeared to give erroneous results of the examiner’s test

s effectively suspended while the vendor tried to reconcile the

vy opinion is that the iVotronics PEB (Personalized Electronic
lection totals from each individual iVotronic unit at the polling

ral confusion in the administration of an election. A single PEB unit
re the election information is stored. Once the election is closed, the
otronic and the counts for that election is collected from the

| copied to the PEB’s internal database. After the iVotronic unit’s
‘hen the PEB is extracted and placed into the next iVotronic unit and
Wl elections database with the new individual iVotronics election
ifusion can be addressed with effective training of the administering
s but nonetheless problems can arise as witnessed at the

itals printout should be printed when the election opens on each

itis an option. As a result of the problems encountered with the
onic device, I do not recommend the use of the iVotronic device at
successfully demonstrate the iVotronic tabulation functionality and
the examination board for iVotronic certification.

Model 550 Central Count device initially had its audit log function

1 board recommended that the Model 550 used in Texas jurisdictions
n and always require it to be operational. With the Model 550 audit
lit printout proved to be difficult in identifying significant events
sallots. Irecommend not certifying the Model 550 until the audit log
resents clearer information of significant events.

rently being phased out in Texas and has no audit log printing
rtified for use.

150 appeared to have no apparent problems during the examination
nmend these models for Texas certification.

he certification of ESS Model 150 and Model 650 Central Ballot
ad the certification of the iVotronic at this time nor do I recommend
)0, Model 550 and Unity 2.2 until the issues stated above are
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Dear Ms. Mcq

I attended a
purpose of e
(ES&S). The

Voting Systex
Hardware/Sq

Unity Election
EDM - Electior
Ballot Image M
HPM - Hardws
DAM - Data A
DAM - Client

ERM ~ Electio:

Tabulation Sy:
Model 100 Pre
Model 150/550
Model 650 Cen

DRE voting sy
Ivotronic DRE
Votronic DRE

System descr
Unity is an {

modules note
them can be u

The core fun
ES&S person
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eehan
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nation of the Unity Election System Version Release 2.2 and
vote tabulation devices from Election Systems and Software

yechan:

scheduled examination September 11, 2002, at 9:30 am, for the
amining the voting systems from Election Systems and Software
eport below summarizes my findings.

ns Versions
ftware Version

System v2.2

1 Data Manager v7.1.1.0
anager v7.1..0.0

re Program Manager v3.6.0.0
cquisition Manager (Host) v2.5
4.3

1 Reporting Manager v 6.3.2.0

items (all currently certified)

inct Count System Firmware v4.8.0.0
Central Count v 2.0.1.0

tral Count v1.1.9.1

stems
audio balloting system v7.4.5.0
Voting System v5.19

ption
mbrella marketing designation that includes all of the software

| above. The modules are upgraded as a single package; none of
»graded individually.

ctionality demonstrated in prior versions has not been changed.
nel explained that changes they were demonstrating were mostly




cosmetic changes. [

)

or instance, the Model 100 was upgraded to handle longer ballots,

and a ZIP drive was 4dded to the model 650.

The software appear¢d to perform all functions specified by the Texas Secretary of State

(SOS). The tallying
and under votes appr

However, the Unity g
printer that appeared
this time until ES&S
is suggested that ES
parameters such as th
upgrades to customer

System performanci:

This examination cax
Florida, so it was inj

Florida clection was
location that expecte
am to have ten voti
each system took wcj

The slow initializati
controller and the vo
languages (English,
designed to handle.
prohibitively expens
would be well adv

equipment can handl
|
Recommendations

The Department of
certifying the Unity B

Respectfully,
ck Osborn

Systems Analyst

CP:MM:NO:sk

software appeared to count votes correctly, and handled over votes

ypriately.

oftware appeared to demonstrate some audit log anomalies. The log

to function correctly in prior examinations did not print correctly
personnel reset a configuration switch in the election definition, It

%S engincering support institute QA procedures to ensure that key
¢ log printer settings are not overridden when they deliver firmware

s.

ne the day after another highly publicized vote tabulation dispute in
resting to note how these systems performed. A key problem in the
hat each unit took as much as ten minutes to initialize. So a polling
| to be open at 7 am would have to begin setting up machines at 5:30
g units ready for voters. Even in the test systems examined here,
l over a minute to load ballots before it was ready for voting.

m was probably due to the infrared interface between the master
ing devices. The huge ballot in Florida had to be rendered in three
Spanish, and Creole). This is something the equipment was not
Retrofitting the machines with a faster interface would likely be
ve for the counties and/or the vendor. Thus potential customers
sed to examine their potential ballot styles to ensure that the
i the growth of ballots in the foreseeable future.

Information Resources (DIR) finds no technical objection to
lection System and firmware demonstrated at this examination.




Voting System Examination

Election Systems & Software (ES&S)

This icpu.. vorprises the
equipment listed, pursuan
122.036(b).

Prepared for the
Secretary of State of Texas

James Sneeringer, Ph.D.
Designee of the Attorney General

findings of the Attorney General's designee from an examination of the
to Title 9, Chapter 122 of the Texas Election Code, section

Examination Date | Sept

smber 11, 2002

Report Date Sept

smber 26, 2002

ES&S offers a complete i
election setup, DRE, optic

1¢ of products for every aspect of conducting an election, including
al scanning, punch-card reading, tallying and reporting.

Componeits Examined Type Version | NASED*
iVotronic DRE Voting Syitem Voting 7.4.5.0 7-30-02
Votronic DRE Voting Sysfem Voting 5.1.9 8-30-02
Model 100 OMR Precinct (Counter Scanner 4.8.0.0 7-2-02
Model 150/550 OMR Scanner - 2.0.1.0 7-2-02
Model 650 Scanner 1.1.9.1 8-22-02
Unity Election System Software Setup & 2.2 7-30-02
) ' Tabulation

Ballot Image Manager Part of Unity | 7.1.1.0 “
EDM - Election Data Manager — Election Setup Part of Unity | 7.1.0.0 «“
HPM - Hardware Program Manager — Programs PEBS, | Part of Unity | 3.6.0.0 “
EPROMS, etc from election definition

DAM - Data Acquisition Manager (Client) Part of Unity 4.3 “
DAM - Data Acquisition Manager (Host) Part of Unity 2.5 “
ERM - Election Reporting Manager Part of Unity | 6.3.2.0 “

* ES&S provided letters from Wyle Laboratories, which stated that the components were
certified, but did not give NASED numbers. [ have listed the dates of the letters from Wyle.

Voting: Characteristics ol the Votronic and iVotronic DRE

Election Setup | Flash memory cartridge (Personalized Electronic Ballot, or PEB) created with
Unity software. Nothing is pre-programmed in the terminals; all the election

information is in the PEB.

Zero-total On the thermal printer in the communication pack.

report




Authorization | There arz two modes:

to vote /Ballot | » Voter inserts a flash memory cartridge (PEB) created with Supervisor

selection statign and a supervisor PEB, both of which are red to distinguish them
from voting stations. The PEB cannot be reuscd without re-activation.

¢ Poll worker inserts a PEB, immediately removes it, and selects the

appropriate ballot. The PEB is retained by the poll worker and is reusable
without re-activation,

View / Vote LCD display / touch screen

Vote Storage Three redundant flash memories

Precinct Allowed|using PEB cards. There is no real-time audit log printer.

Consolidation :

Transfer PEB transported or transmitted by modem to Unity software (or aregional

Results site from which data is sent to the Unity software at central counting). The

: PEB isr;rotected by a Cyclical Redundancy Check (CRC).

Print precinct
results

On thermal printer in the communication pack.

Straight party / | Yes. A s{raight-party vote cannot cancel crossover votes that have already

crossover been selected, which protects the voter against mistakenly canceling a
crossove;: vote.

ADA Yes. Begause it is battery-powered, the iVotronic can even be taken to the

curbside

for voting. However, this was not demonstrated, because the

Sccretary of State verifies ADA compliance.

Setup & Tabulation: Characteristics of the Unity System

Tamper Cyclical Redundancy Check (CRC) on each record in the clection files,
Resistance :
OS access Not permitted during tabulation.
Real-Time Yes.
Audit Log
Data Integrity | There arg no special transaction-processing features. However, according to
ES&S, there is no need, because all the data is written in a single write
statemen|, making it impossible for partial results to be entered into the
database. Also, it is easy to recalculate everything if a problem is suspected,
and everything is automatically re-calculated when you request a canvass
report. Since a canvass report would always be requested, this is satisfactory.
In short, it is nearly impossible to get an incorrect result and not know it.
Notes * The Dbata Acquisition Manager is used in regional centers to collect
precinict data for forwarding to central counting by modem or by carrying
a PERI.
¢ The Ilata Acquisition Manager does not need to know election-specific
data ¢r understand the results. It does not tabulate,
Concerns
Unity 1. The r¢al-time audit log has a bug that prints extraneous lines with an

incortect timestamp. This is extremely confusing. This should be fixed




befdre Unity is certified.

iVotronic and
Votronic
DRE

Because the PEB tabulates the ballots from the voting location at the end
of the day, as they are being transferred to the supervisor terminal, there is
a requirement for real-time audit log to be printed. Ido not perceive this
as a great risk, but it does not comply with the Secretary of State's
administrative regulations. These should not be certified until this is
corrected, or the regulations are changed.




Tel: (512) 323.5778
FAX. (312)323.87713
BameyKn@sol.com

Ann McGeehan

Deputy Assistant
Secretary of State

P.O. Box 12060

Austin, Texas 78711-2060

Re: Election System & Soft
7.4.5.0; Votronic DRE, V. 5
Central Count, V. 2.0.1.0; ]
7.1.1.0; Ballot Image Manag
Program Manager, V. 3.6.
Reporting Manager, V. 6.3
Systems").

Dear Ms. McGeehan:

Barney Knight
& Associates
Attorneys at Law pr—

Executive Office Terrace B:"M:lylll" ,'::‘n’:
223 West Anderson Lane, Suite A-105 )
Austin, Texas 78752

September 20, 2002

ware ("ES&S")-Unity Election System V. 2.2; iVotronic DRE, V.
.19; Model 100 Precinct Count System, V. 4.8.0.0; Model 150/550
viodel 650 Central Count, V. 1.1.9.1; Election Data Manager, V.
er, V. 7.1.0.0; Data Acquisition Manager (Host), V. 2.5; Hardware
1.0; Data Acquisition Manager (Client), V. 4.3; and the Election
2.0 (collectively the "ES&S Unity Election System" or "Election

Pursuant to my appointmenjt as an examiner ﬁnder §122.035 of the Texas Election Code, I

examined the above referen

I examined the Election §

September 11, 2002. Each
the version number of such

This report is concerned sg

component thereof, to functi
regarding the suitability of

All of the above referenced
Election System. The Elect
covered by the election. 1]
election. The Data Acquis
alternative election systems
the tabulating and reporting
central tabulation device at

'ed software and hardware as presented by ES&S for examination.
ystems with respect to Texas Election Law and procedure on
reference to one or more of the above components is a reference to
component listed above.

lely with the ability of the Election Systems, and each individual
on in compliance with Texas Election Law. No opinion is expressed
be either system for the purposes of or use by any jurisdiction.

programs and equipment function under the umbrelia of the Unity
ion Data Manager is used to set-up the election and jurisdiction area
'he Ballot Image Manager is used to construct the ballot for each
tion Managers are used as an integral part of and with each of the
. The Election Reporting Manager functions at election central for
i of results. The Model 650 Central Count Opscan is used as the
election central for larger jurisdictions that use punch cards. The




Ann McGeehan 2
Deputy Assistant Secretary of Stat
Re: Election System & Sofware-Eljxction Systems

September 20, 2002

Model 150/550 Central Count Opscan is used as the central tabulation device at election central
for smaller and medium sizq jurisdictions that use punch cards. The Model 100 Precinct Count
Opscan is used to scan and tabulate paper ballots at the precinct. The Votronic and the
iVotronic DRE consists of voting stations and a precinct controller, using PEBs for the casting,
recording and tabulation of |votes at the precinct level.

Minimum Requirements Generally Satisfied

\

Although numerous probleins were encountered in the course of the examination. .. were
ultimately overcome and i successful examination was completed, with the above listed
components and whole of| the Unity Election System functioning in compliance with the
minimum requirements of the Texas Election Code. With the exception noted below, the ES&S
Unity Election System ultimately appeared to function in a-manner to meet the minimum
requirements of Chapt. 122, Subchapt. A, Texas Election Code for use in an election, Subject
only to the possible exception set forth in the following paragraph as to the Votronic and
iVotronic, I recommend these versions, programs and segments of the ES&S Unity Election
System be certified as meeling the minimum requirements of the Texas Election Code.

Real-time Log Printer Issue

The Votronic and iVotroni¢: were ultimately demonstrated to function at the precinct level in a
manner to comply with the minimum requirements of the Texas Election Code. However, no
log printer was present when downloading vote totals to the supervisor PEB or from the PEB
to the controller and the supervisor PEB/controller tabulating those results for the precinct
report. The downloading and function of the supervisory station at the close of polis constitutes
the tabulation of ballots. No real time log printer is present during this process, and the only
record is the original informiation on each voting station, and the aggregate information deposited
on the supervisor PEB/station, i.e. there are separate electronic logs in each station and those
are aggregated and not recqrded separately on the supervisor PEB. Unless (1) the Votronic and
iVotronic are modified at the precinct level to include and require a real time log printer that
identifies each voting staticn, time, date, etc. for which the voting totals are downloaded to the
supervisor controller; or (2) the Votronic and iVotronic software is modified so that the results
of each voting station is dpwnloaded, stored and reported separately on the PEB, rather than
being added to the totali previously loaded on the PEB; or (3) your office makes an
administrative decision tha an electronic aggregation of the votes from multiple voting stations
at the precinct does not canstitute tabulation, I recommend the Votronic and iVotronic not be
certified as in compliance with the requirements of Chapt. 122, Subchapt. A, Tex. Elec. Code.

Reservations and Recommendations

Notwithstanding the abovq opinion that the ES&S Uity Election System meets the minimum
requirements of the Texa$ Election Code, I recommend the Secretary consider requiring or




Ann McGechan
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Re: Election System & Sofware-Election Systems

advising modifications be made by ES&S to: (1) the operating programs for the ES&S Unity
Election System; and (2) the written instructions and procedures for the Election Systems. Such
recommendations are basel on the September 11, 2002 examination, and prior examinations,

with one assumption being

made. The assumption is that the personnel presented by ES&S to

participate in the examination are as well or much better trained in the operation of the ES&S
Unity Election System thav is the average election worker.

These Reservations and J(ecommendations result from the following incidents during the

examinatinn,

ES&S Model 550 Ballot Scanner. As initially examined, the Model 550 produced a minimal
and largely unusable real time log printer result. After considerable confusion and contacts by
ES&S with the home office, it was discovered that the real-time log printer function had been
“turned off" during the ele(tion set-up for the examination election. The software program for
election set-up gives the el¢ction official the option to disable the real-time log printer function.

This function had not been

turned off for the Model 650, and corrections were ultimately made

that enabled the examinajion of the Model 550 with a functional real-time log printer.
Recommendation. [ recommend the Secretary require ES&S to eliminate the capability to
disable the real-time log printer, for election systems made available in the State of Texas.

Yotronic and iVotronic.

Notwithstanding the knowledge and skills of the ES&S personnel

available to participate in the examination, after simulated voting at the election precinct level

the tabulation of the results
than were cast in the simu

for the Votronic resulted in a larger number of votes being tabulated
ated voting. After some time and confusion, it was discovered that

ES&S personnel had faileql to clear the prior test results from the system prior to the start of
voting. As a result, the Votronic and iVotranic were ultimately demonstrated to function in

compliance with the minix
ability of the election judg
encountered during the exa
Recommendation. I recom
programs for the Votronic
election in a manner to not
Further, I recommend the
cannot be connected to the
is printed, without a zero t
appear to lessen the opporA
the voting stations and the
Certification Materials, fow

Real-Time Audit Log. Ti
and other central tabulatio

requirements of the applig

aum requirements of the Texas Election Code, subject only to the
es to follow all required procedures. The confusion and difficulties
nination also distracted from this examiner assuring certain functions.
mend the Secretary consider requiring ES&S to modify the operating
and iVotronic so that the Election Administrator cannot program the
require a zero totals tape being printed when the election is opened.
Secretary have staff examine and make certain that a voter station
Votronic or iVotronic precinct system after the zero total votes tape
tal votes tape being printed for that station. In this regard, it would
unity for operator error if there was only one procedure for opening
supervisor terminal for voting. See Section 5, pages 51-54, of the
the potential for confusing election judges.

le real-time audit log for the Model 150, Mode! 550 and Model 650
1 appeared ultimately to function in a manner to meet the minimum
able regulations. Reservations. The audit log was confusing and
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unnecessarily complicated|,

Persons attempting to use the audit log to investigate seemed

irregularities, or to actually audit the tabulation of ballots, would eventually (with ES&S help)

be able to audit the tabuljtion events. As an example, at the end of th

examiners, a member of t
competent ES&S staff me
a tabulation that required 1

Sunm

The following is subjec
tabulation by an electronic
followed, the ES&S Unity
minimum requirements of
(1) the official creating the
Texas; (2) the official creat
VYotronic or iVotronic prec
Votronic and iVotronic PC
polls for voting. Never-the

€ examination, two
1e Secretary’s staff, the lead ES&S presenter and a seemingly very

mber, required almost thirty minutes to ascertain the events logged for

ess than five minutes.
nary and Recommendation for Certification

w ihe Secretary’s decision regarding a real-time log printer for
voting system at the precinct level. When proper procedures were
Election System was demonstrated to function in compliance with the
‘he Texas Election Code. Those procedures included the following:

election not selecting a log printer option that is not authorized in
ing the election not selecting an option for the zero tapes total for the
inct level that is not authorized in Texas; and (3) the clearing of the
Bs and voting stations at the precinct level prior to the opening of the
-less, when proper procedures are followed the ES&S Unity Election

System meets the minimum requirements of the Texas Election Code.

Sin:%rely,

Barney L. Knight




ES&S

The ES&S systems were xamined in Austin on S

eptember 11, 2002. The systems comprised a
suite of ES&S's voting syjtems used in Texas. Th

¢ names and current releases are as follows:

Unity - version 2.7 - an election setup, and central accumulator and reporting system
Model 100 - v. 4.4.0.0 - optical precinct-counting scanner

Model 150/550 - v. 2.0.1.0 - optical central-counting scanner

Model 650 -v. 1.1.9.1 - optical central-counting scanner

1Votronic - versio 7.4.5.0 - DRE voting machine

Votronic - version|5.19 - DRE voting machine

There have been improvements since the last examination in May. The “refresh” option has been
modified in the iVotronic hut is still available as before in the Votronic, Dallas County had a
problem in a recent election because of the option on the Votronic. It should be modified in both

DRE systems. The modiﬁﬁ:d option does not restrict the county from making last minute spelling
corrections to the ballot.

Another improvement is tJat the Unity operator can no longer continue with the real-time audit

log offline. Additional ch 1ges to the systems were not substantive,

The individual systems wefe able to record and count the ballots correctly but the Unity
demonstration illustrated tHat the system as a whole is complex. The demontrators had some

difficulty tabulating the results from all the machines and precincts. They had to zero-out the
results and start over at leﬁ:t once in order to get an accurrate tally,

The following corrections IJ
Election Code; ’

¢ The Unity audit log ha# in-consistent date/time stamps. The explaination given was that the
report header should not have been on the log. The log is generally confusing to read. A call
to the developer was re uired to explain how it should be interpreted because the
demonstrators were unable explain the entries. It can casily be improved.

aust be made in order to satisfy the requirements of the Texas

* The 550’s audit log wasg

not enabled. This is said to be an option of the election setup, This
should not be optional i

1Texas. A log is required for any central-counting system.,

¢ The 100 does not have &, log printer and therefore should not be used/sold in Texas for a

central-counting system| even though it would otherwise be appropriate for a county witha
very small voting populiition,

* The supervisor PEB’s ujied by the DRE systems to open the polls in an early voting locations
can have results from thiz previous day(s) stored on it. This is one of the problems
experienced during the ¢xamination. The vendor needs to do a betier job preventing this. If
the vendor can make thils mistake, an election worker certainly might.




Conclusion

The 650 is the only system which is not mention in the problems above and 5o I recommend
certification. The other systems need a little more work to in order to meet the standards set forth

in the Texas Election Codp. I do not recommend certification of these systems until the problems
outlined above are correctlzd.

Tom Watson
Examiner




