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Surveillance, Analysis and Modeling of Chatroom Communities

Project Summary

The aim of this proposal is to develop new techniques for information gathering, analysis and modeling of
chatroom communications. Internet chatrooms have become common means of interaction and communi-
cations, and they carry valuable information about formal or ad-hoc formation of cyber groups with diverse :
objectives. While the structure of other forms of cyber communications such as email interactions, weblogs,
news group posting can be represented by graph-based approaches, elusiveness of chatroom interactions
requires new techniques.

Graph-based models fail when there is a lack of a precise “edge” definition induced by a binary rela-
tionship between a pair of participants (vertices). Hypergraph-based approaches also fall short in' which
hyperedges are defined over a subset of vertices. The weight of an hyperedge is the weight of the associated
vertices. If these vertices do not have identical weights then the hyperedge weights are not well defined.
Since in chatroom communications we expect the hyperedges to have different weights, we cannot model
them by hypergraphs.

Intellectual merits of this project are twofold. First, we investigate graph-less models to capture the
structure of chatroom communications. In particular we investigate how to develop a muitidimensional
singular value decomposition (SVD) approach for component analysis of chatroom communication data.
Second, we develop new visualization techniques that do not rely on a graph based representation of the data
to display the structural information found in the first step. In particular we investigate novel visualization
algorithms based on Venn Diagrams to display the structural properties of chatroom communications.

Broad impacts of the project is to provide Intelligence Community (IC) with new tools and techniques
for automatic information gathering, analysis and prediction to answer several crucial questions including
(i) in which chatrooms topic A is discussed, (i) who is chatting about topic A in chatroom X, (i) is topic A
is a hot one in chatroom X etc.

Education: The work will provide research opportunities for graduate students from diverse sub-fields
to work together to address the multidimensional structure analysis and its visualization. ’

Diversity: The potential for students from diverse backgrounds to participate in the research will increase
our ability to attract and retain students from under-represented groups. For instance, Dr. Yener is currently
supervising two female PhD students one of whom will be focusing her PhD thesis work on this project.
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1 Introduction

Internet chatrooms provide for an interactive and public forum of communication for participants with di-
verse objectives. Two properties of chatrooms make them particularly vulnerable for exploitation by mali-
cious parties. First, the real identity of participants are decoupled from their chatroom nicknames. Second,
multiple threads of communication can co-exist. Although human-monitoring of each chatroom to deter-
mine who-is-chatting-with-whom is possible, it is very time consuming hence not scalable. Thus, it is very
easy to conceal malicious behavior in Internet chatrooms and use them for covert commumcauons (e.g.
adversary using a teenager chatroom to plan a terrorist act).

In this work, we consider a fully automated surveillance system for data collection and analysis in
Internet chatrooms to discover hidden groups. We propose a system to be deployed in the background
of any chatroom as a silent listener for eavesdropping. The surveillance is done in the form of statistical .
profiling for a particular chatter, a group of chatters or for the entire chatroom. Algorithms are designed °
to use the statistical profiles to determine chatters and their partners and answer to queries including (i) in
which chatrooms topic A is discussed, (ii) who is chatting about topic A in chatroom X, (iii) is topic A is
a hot one in chatroom X etc. Thus, the proposed system could aid the intelligence community to discover
hidden communities and communication patterns in chatrooms without human intervention. Our previous
work [3] indicates that the chatroom communications are quite elusive which presents difficulties for graph-
based [5, 2] and SVD based approaches [3]. Thus, this work considers generalization of SVD to higher
order tensors to cope with the multiple dimensions of chatroom communications.

‘ Problems with Graph-based Methods: Edges and Hyperedges

In graph-based approaches an edge between 7 and j represents a binary relationship. However, in chatroom
communications establishing such binary relationships may not be possible due to several reasons. First,
unless a semantic analysis is performed, it is not obvious if such binary relationship exists between 7 and
4. Second, if a subset of nodes are communicating on the same topic, then a simple graph-based approach
would result in cliques which may not be accurate. Similarly, hypergraph-based approaches also fall short
in which hyperedges are defined over subset of vertices. The weight of an hyperedge is the weight of the
associated vertices. If these vertices do not have identical weights then the hyperedge weights are not well
defined. Since in chatroom communications we expect the hyperedges to have different weights, we cannot
model them by hypergraphs.

Background and Related Work

IRC (Internet Relay Chat) [8, 9, 10, 11, 7] is the original and the most widely used Internet chat medium.
Currently there are 675 IRC networks distributed all around the world. There are total of 5290 servers within
these networks having 1279906 users on 591257 channels [6]. IRC is a multi-user, multi-channel and multi-
server chat system which runs on a Network. It is a protocol for text based conferencing and allows people
all over the world to talk to one another in real time. Conversation or chat takes place either in private or -
on a public channel called as chat room. There are several spy tools to listen to IRC channels. PieSpy
[19, 20] is an IRC program (bot) that logins to IRC servers, joins and listens to IRC Channels. PieSpy is
used to collect messages and extract information to visualize social networks in a chatroom. It has simple
set of heuristic rules to decide who is talking to who. Chat Circle [25] is an abstract graphical interface for
synchronous conversation which aims to create a richer environment for online discussions. This approach
is based on graphical visualization and does not provide eavesdropping capability. These approaches lack




a solid theoretical foundation and operate with heuristic rules. There are several proposals for discovering
hidden groups and communication patterns in social networks (see [15, 5, 2] and references therein). For-
example Social Network Analysis (SNA) [15] is a software tool which considers relationships between
people, groups, organizations, computers or other information/knowledge processing entities. The nodes
in the network are the people and groups while the links are the relationships between the nodes. Since
building a precise graph-based modeling of chatrooms is not feasible, these approaches are not applicable.

Our first contribution is based on using the multidimensional SVD (i.e., tensors with order higher than
two) to capture the multiple facets of the chatroom communications. Multidimensional SVD has been a
focus of intensive research [16, 17, 18, 27, 13, 12, 14]. It is well understood that there is no “best” way
to generalize SVD to higher dimensions. The computational methods favor greedy algorithms based on
iterative computations such as alternating least squares (ALS) [27, 18, 16]). While the special cases (e.g.,
for tensors with orthogonal decompositions [271) are possible, in general enforcement of constraints in ALS
remains a challenge.

Our second contribution is to develop new visualization techniques for multi-dimensional SVD based on
Venn Diagrams. Visualization has been used extensively to understand the behavior of underlying systems. *
Venn diagrams are a type of visualization tool used to depict sets and membership in sets. We will use
Venn diagrams to visualize each of the four dimensions. We plan to visualize the evolution of chat room
communities using the online visualization of evolutionary Venn diagrams. Visualization of Venn diagrams
has been studied in the past by Ruskey [23]. Online visualization of graphs has been studied by Morrison et
al [26]. v

Intellectual merit: First, we investigate graph-less models to capture the structure of chatroom communi-
cations. In particular we investigate how to develop a multidimensional singular value decomposition (SVD)
approach for component analysis of chatroom communication data. Second, we develop new visualization
techniques to display the structural information found in the first step. -

Broad impacts: This project aims to provide Intelligence Community (IC) with new tools and tech-
niques for automatic information gathering, analysis and prediction to answer several crucial questions
including (i) in which chatrooms topic A is discussed, (ii) who is chatting about topic A in chatroom X, (iii)
is topic A is a hot one in chatroom X etc. This information can be quite valuable to IC since the Internet pub-
lic forums has become a preferred medium for illegal and adversarial communications replacing traditional
mediums such as prepaid cell phones [21].

Education: The research will provide for research opportunities for graduate students from diverse sub-
fields to work together to address the multidimensional structure analysis and its visualization.

Diversity: The potential for students from diverse backgrounds to participate in the research will increase
our ability to attract and retain students from under-represented groups. For instance, Dr. Yener is currently
supervising two female PhD students one of whom will be focusing her PhD thesis work on this project.
We are confident that with strong institutional emphasis by RPI on encouraging students from diverse back-
grounds to enter research, together with the attractive projects that the proposed infrastructure will support,
we will be able to further attract and nurture many more students. We will also do targeted advertising to
minority professional societies such as the Association for Women in Science (www.awis.org), the Minor-
ity Science Network (www.nextwave.sciencemag.miscinet), the American Indian Science and Engineering
Society (www.aieses.org), and the National Society for Black Engineers (www.nsbe.org).

8]




2  Overview of Proposed Work

2.1 Problem Statement and Contributions

In this project we consider multidimensional SVD generalization with four dimensions: (1) users (who), (2) B
time (when), (3) topic (what), (4) location (where). Our approach is two pronged. ' '

We will examine how to construct the chatroom tensor so that it has complete orthogonal decomposition.
This approach will require careful data analysis to construct the data for each dimension. If a completely
orthogonal decomposition of chatroom tensor is possible then we can simply apply the algorithm in [27]
with linear time convergence. However, if no such construction exists then we will investigate how to adapt
the more general ALS methods [16] to chatroom tensors. In particular a convergence study of ALS methods
in the context of chatroom tensors will be conducted. Furthermore, since orthogonal rank decompositions
(ORD) are not unique [13], we will examine the impacts of different ORD on convergence of ALS.

2.2 Dimensions of the Chatroom Data Tensor

In this section we will introduce different dimensions of the chatroom communications data.

2.2.1 Chatter IDs

IRC follows a client/server model. Server can be running on many machines, in a distributed fashion on
a network, where each server has a copy of the global state information of the entire network. IRC client .
communicates with an IRC server through Internet. Client can choose the server to log on to it, picks a
unique nickname and selects one or more channels to join. A channel is a group of one or more users who
receive all messages addressed to that channel. A channel is characterized by its name, topic, set of rules
and current members. As a result a user can be active in multiple channels on the same server, in addition to
being active on multiple servers. :

Multiple nick names further complicate the identification of users while analyzing chat room data. Dur-:
ing an IRC session a client can change its nickname on the flight. Although such changes are visible from
change nickname messages, once clients are disconnected, they can use any nicknames they like when they
login to server again. Furthermore, a client can access IRC from different hosts under different nicknames.
In such situations, it is impossible to decide whether given two nicknames belong to same or different person. -
The multiple nicknames problem is out of the scope of this proposal but it certainly introduces inaccuracy to
graph based modeling. Thus construction of the first dimension chatroom tensor is a very challenging task
with many degrees of freedom.

2.2.2 Chat Times

Our approach is based on silently listening to the channel and logging all the messages. There are several
degrees of freedom to construct the time dimension of the chatroom tensor. For example in [3] we used ten
days of channel logs for the statistical analysis. For our algorithm, we used two busiest four-hour periods
in a day (i.e., from 08:00 to 12:00, and from 20:00 to 24:00). Each four hour period is divided into eight
30-minute intervals called sampling wiridows (e.g., 08:00 to 08:30, 08:30 to 09:00, etc).We also used other
sampling window sizes, i.e. 15,30,45,60,75,90-min. We further divide the sampling windows into time
slots of sizes 15, 30, 45, 60, 75 or 90 seconds.

We use two methods to generate time dimension of the tensor. In fixed window in which the sampling
windows do not overlap (e.g., 08:00 to 08:30, 08:30 to 09:00, etc). However, there is a chopping of the




conversation at the allotted time interval with the fixed window scheme. Thus, we consider sliding window
method in which the windows overlap. For example, in sliding window method for window overlap of
15 minutes, we generate matrices for time intervals of 08:00-08:30, 08:15-08:45, 08:30-09:00, etc. This
method generates sixteen matrices for 4 hour period for window size of 30 minutes.

I

"~ 2.23 Chat Topics- Key Words

Another dimension of the problem is the subject matter being discussed in chatrooms. For example consider

a chatroom that focuses on Philosophy. There are on-line resources (http://www.glossarist.com/glossaries/humanities-
social-sciences/philosophy.asp) providing for a philosophy dictionary, glossary and terms’ directory. The
keywords used by chatters is matched to such the on-line directory to conjecture what topic is being dis-

cussed. A directory of keywords and terms can be constructed for any particular topic and chatrooms can be

searched to cluster the chatters around topics.

2.2.4 Chatter Location

IRC Servers keep track of the IP or the hostname of the machine from which a nickname (chatter) is con-
nected. When a client connects to an IRC Server, server sends series of DNS and Ident queries [11] to figure
out hostname of the host and the account name in the host from which the client initiates his/her connec-
tion . If the queries are not successful, IRC Server simply stores source IP address of the TCP connection
through which client is connected. IRC Client Protocol [10] provides several commands to learn source IP
or hostname of a given nickname: (i) WHO, (i) WHOIS, (iii) WHOWAS, (IV) USERHOST.

Once the IP address of the client retrieved from an IRC server, it is easy to locate the BGP Autonomous
System to which this IP belongs to. We can find the exact geographic location of each Autonomous Systems
by using the Latitude and Longitude value obtained from [1] Latitude and Longitude values can be converted
to rectangular coordinates and therefore can be located on a rectangular map. Furthermore, [1] also provides
tools to plot geographical maps of the Internet. Plot-latlong is a small command line tool written in perl [22]
for plotting points on geographic maps given a list of latitude/longitude pairs !. ‘

It is clear from the above discussion that construction of a chatroom tensor has many degrees of freedom.
The immediate goal is to check if the tensor can be constructed in such a way that it has a complete orthog-
onal decomposition. Different constructions will have significant impact on the computational algorithms
and will be studied in the proposed research.

2.3 Visualization Research

As the notion of an “edge” or “hyperedge” is hard to define here, visualization techniques based on graphs
as well as hypergraphs will not be applicable here. However, Venn diagrams have been used effectively to
represent sets and how different sets have common memberships.

Drawing Venn diagrams become complicated when there are more than six sets. Since each set of Venn
diagrams contains information about a dimension, it is likely that we will have more than six sets. We will
develop a method to visualize the different dimensions using Venn diagrams. ' '

Chat room communications are continuous, and the communities will be evolving in time. We will try
to visualize this evolution through Venn diagrams. The evolution will be animated, based on the partial
computational results at different times. Because the SVD computation is expensive, the task will be how
to judiciously interpolate the computations.

"However there are some challenges: 1-) Client may not be using direct connection, instead: 1.1-) coming through a proxy server
1.2-) coming through a compromised or hacked server 2-) Client might be using an hijacked TCP session (Man-in-the-middle attack
result) 3-) Client might be using a public kiosks.




Another important research task is to input semantics to the Venn diagram by associating information on
various dimensions. We will add a query interface to the Venn diagram which will not only answer simple
questions but also answer queries which can be reasoned using a small number of inferences.

2.4 Results from Prior NSF Support

Dr. Yener and Dr. Krishnamoorthy are Co-PIs on NSF ITR Award #0324947. This research focus on-

identifying hidden groups in social networks. The work examined the structure of Internet chatrooms by
applying SVD on three different chatrooms. The matrices for the SVD algorithm are constructed by using
statistical properties of the chatroom communications [3]. This study led to the question of whether using
tensors of order higher than two may provide for better solutions without using graph-based approach. Under
the same grant we also investigated the structure of email communication graphs again using SVD [4]. We
constructed graphs and studied its spectral analysis as well as several topological properties to show that
principal component analysis (PCA) can be deployed for data mining in email communications.
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Budget Justification Page

\o¥

The budget includes support for 2 research assistants (one to work on

visualization, one to work on multidimensional SVD). The PIs Dr Yener and

Dr. Krishnamoorthy requested support each. A domestic travel
budget item of $5,000 is also requested to attend the meeting and conferences.

Since the research will use the departmental computing facilities we ask for

$6,000 for computing services.




Current and Pending Support

For Bulent Yener

Fund Number:
Sponsor:
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Budget Amount:
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Effort:

Academic Support:

Summer Support:
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Proposal Number:
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Type:
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Contracts and Grants System

Current Support

A11432
National Science Foundation
115-0324947

ITR: Study Of Dynamically Evolving Social Groups In Communication Networks

$250,000
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$250,000

9/15/2003 - 8/31/2004

Co-Principal Investigator

No Charge
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No Charge

Mark K. Goldberg Co-Principal Investigator
Mukkai S. Krishnamoorthy - Co-Principal Investigator
Malik Magdon-Ismail Co-Principal Investigator
William A. Wallace Co-Principal Investigator

B10449

National Science Foundation
ANI-0340877 :
Workshop for Pervasive Computing and Networking

$55,211
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$55,211

9/15/2003 - 8/31/2004
Principal Investigator
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Pending Proposals

\or
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No Charge

525-04-265A

National Science Foundation
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$290,386
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Co-Investigator
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No Charge
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Other agencies (including NSF) to which this proposal has been/will be submitted.

Investigator: Bulent Yener

Support: O Current ®Pending [ Submission Planned in Near Future  [1*Transfer of Support
Project/Proposal Title: Surveillance, Analysis and Modeling of Chatroom Communities

Source of Support: NSF

Total Award Amount: $ 157,673 Total Award Period Covered:  01/01/05 - 12/31/05
Location of Project; RPI
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Total Award Amount: $ Total Award Period Covered:
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Person-Months Per Year Committed to the Project.  Cal: Acad: Summ:

*If this project has previously been funded by another agency, please list and furnish information for immediately preceding funding period.
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Current and Pending Support | | Contracts and Grants Systém
For Mukkai S. Krishnamoorthy ’

| Current Support
Fund Number: A11432
Sponsor: National Science Foundation
Sponsor Reference No.:  11S-0324947 : :
Title: - . . ITR: Study Of Dynamically Evolving Social Groups In Communication Networks
Budget Amount: $250,000
Budget Period: 9/15/2003 - 8/31/2004
Contract Amount: $250,000
Contract Period: 9/156/2003 - 8/31/2004
Effort: Co-Principal Investigator
Academic Support: No Charge
Summer Support: 1wks @ 100%
Calendar Support: No Charge
Associates: Mark K. Goldberg Co-Principal Investigator
Bulent Yener Co-Principal Investigator
Malik Magdon-lsmait . Co-Principal Investigator
William A. Wallace Co-Principal Investigator

Pending Proposals

Proposal Number:

Toper \®
Title:

Funds Requested:
Contract Period:
Effort:
Academic Support:
Summer Support:
Calendar Support:

Associates:




Current and Pending Support
For Mukkai S. Krishnamoorthy

Proposal Number:
Sponsor:
Type:
Title:

Funds Requested:
Contract Period:
Effort:

' Academic Support:

Summer Support:
Calendar Support:

Associates:

382-04-506A

National Science Foundation
New

Contracts and Grants System

MRI: Acquisition of Infrastrucutre For Research in Grid Computing and Multiscale

Systems Computation
$698,795 _ A
9/1/2004 - 8/31/2007
Co-Investigator
No Charge
No Charge
No Charge

Mark S. Shephard
Christopher D. Carothers
Shekhar S. Garde
Jeffrey C. Trinkle
Carlos Varela

Sibel Adali

Kurt S. Anderson
Georges Belfort
Kristin P. Bennett
Christopher Bystroff
Suvranu De ,
Jonathan S. Dordick
Jacob Fish

Joseph E. Flaherty
Mark K. Goldberg
Kenneth Jansen
Pawel Keblinski
Sanat K. Kumar
Franklin T. Luk
Antoinette Maniatty
Joyce R. MclLaughlin
Don L. Millard

David R. Musser
Saroj Nayak

Rahmi Ozisik
Jong-Shi Pang
Catalin Picu

Robert L. Spilker
Charles V. Stewart
Boleslaw K. Szymanski
William A. Wallace

Co-Principal Investigator
Co-Principal Investigator
Co-Principal Investigator
Co-Principal Investigator
Co-Principal Investigator
Co-Investigator
Co-investigator
Co-Investigator
Co-Investigator
Co-Investigator
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Co-Investigator
Co-Investigator
Co-investigator
Co-Investigator
Co-Investigator
Co-investigator
Co-Investigator
Co-investigator
Co-Investigator
Co-Investigator
Co-Investigator
Co-Investigator
Co-Investigator
Co-Investigator
Co-Investigator
Co-lnvestigator
Co-Investigator
Co-Investigator
Co-Investigator
Co-Investigator
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For Mukkai S. Krishnamoorthy

Proposal Number;
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Title:
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Summer Support:
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4 wks@100%
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Koushik Kar Co-Principal Investigator
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(See GPG Section 11.D.8 for guidance on information to include on this form.)
The following information should be provided for each investigator and other senior personnel. Failure to provide this information may delay consideration of this proposal.

Other agencies {including NSF) to which this proposal has been/wiil be submitted.
Investigator: Mukkai Krishnamogrthy

Support: [ Current RPending O Submission Planned in Near Future 3 *Transfer of Support
Project/Proposal Title: Surveillance, Analysis and Modeling of Chatroom Communities

Source of Support: NSF

Total Award Amount: $ 157,673 Total Award Period Covered:  01/01/05 - 12/31/05
Location of Project: RPI -

Person-Months Per Year Committed to the Project.  Cal:0.00  Acad:0.00 Sumr: 1.00

Support:  CICurrent [Pending [ Submission Planned in Near Future [0 *Transfer of Support
Project/Proposal Title:

Source of Support:

Total Award Amount: $ Total Award Period Covered:
Location of Project:
Person-Months Per Year Committed to the Project.  Cal: Acad: Sumr:

Support: OCurrent [ Pending [ Submission Planned in Near Future O *Transfer of Support
Project/Proposal Title:

Source of Support:

Total Award Amount: $ Total Award Period Covered:

Location of Project:

Person-Months Per Year Committed to the Project.  Catl: Acad: Sumr:

Support: O Current [Pending [1Submission Planned in Near Future [0 *Transfer of Support
Project/Proposal Title:

Source of Support:

Total Award Amount: $ Total Award Period Covered:
Location of Project:
Person-Months Per Year Committed to the Project.  Cal: Acad: Sumr:

Support: DO Current [IPending [1Submission Planned in Near Future  [1*Transfer of Support
Project/Proposal Title:

Source of Support:

Total Award Amount: $ Total Award Period Covered:

Location of Project:

Person-Months Per Year Committed to the Project.  Cal: Acad: Summ:

*If this project has previously been funded by another agency, please list and furnish information for immediately preceding funding peyiod.
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Facilities and Equipment

The RPI component of the proposed research will be conducted at the Computer Science De-
partment Laboratories, The Center for Pervasive Computing and Networking which the PI is a
Co-Director, and the Scientific Computation Research Center (SCOREC. Use of both DOE and
Pittsburgh Supercomputing Center (PSC) resources will be leveraged as well. Through SCOREC,
we currently have access to PSC resources. In addition to PSC resources, SCOREC also has remote
access to the computational facilities at the San Diego Super Computer Center.

The Computer Science Department operates its own computer facilities which consists largely
of 120 Sun workstations. These systems are the department’s general purpose computing facili-
ties which are used primarily by the faculty and graduate students.. Additionally; department’s
researchers have very open access to a wide variety of equipment, including a large distributed-
memory parallel computer, a large symmetric multiprocessor machine (SGI Origin 2000) and many
general-purpose workstations. .

Additionally, the department just received 8, quad Itanium systems with 16 GB of RAM each via -
an NSF equipment grant. We plan to make use of this state-of-the-art hardware in the development
of our system before scaling it up to execute on the DOE and PSC supercluster platforms.

Our newly formed Center for Pervasive Computing and Networking research owns a distributed
computing and networking laboratory equipped with 40 Netfinity IBM machines with 700 MHz
processors (donated recently by IBM Corp.) and network routers, switches and hubs (donated by
Cisco System Inc.). In addition, this laboratory includes several Sun Ultra 10’s purchased from
research funds for Research Assistants. ‘

In addition to the Itanium cluster, this project make use of high-performance Linux cluster. This -
cluster has a mix of computing hardware starting with 8, dual processor PC servers interconnected
with a high-speed Myrinet network. Each Myrinet link provides 1.6 gigabit/second of bandwidth.
Each PC server contains two, 400 MHz Pentium II processors, with 256 MB of memory and 27
GB of disk space. In addition, the Scientific Computation Research Center (SCOREC) added
four, quad, 500 MHz Pentium III processor systems to the Myrinet cluster, and finally 3, dual
hyperthreaded Xeon Pentium IV systems with 6 GB of RAM each with a head-end fileserver with
1.7 TB of RAID 5 disk space, bring the total number of processors to 40. :




